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1. JlabopaTopHas pa6oTta Ne 1. IPOTOKO STP

1.1. KpaTkue TeopeTnyeckue cBeeHUs

IIpobnemsr nemnesoii kougueypayuu. lletnn, a 3HaAUUT, U Mapai-
NenpHbIe MyTH B JToKadbHBIX Ethernet-cetsax (LANS), sBistoTcst npuyu-
HOW OECKOHEYHOTO JABIKEHUS 110 KPYTY:

— KaJpoB ¢ Heu3BeCTHBIM MocTy MAC-aapecoM HazHAUYEHUs;

— IIAPOKOBEIIATEIHHBIX KaJIPOB;

— Unicast-kagpoB B ¢a3e HaBogauenus (Flooding).

[lapamnensHple TyTH B OOJiee CIOYKHOW TOIIOJIIOTHH TPUBOISAT
K HIMPOKOBEIATEIbHOMY MITOPMY, MHEPENONHEHHIO BceX Oy(epHBIX
pecypcoB u crarHaiuu LANSs.

[Tpu4rHBI BOHUKHOBEHHST (PU3UUECKUX TIETEIb!

— HaMepeHHasl TOMBITKA MMOBBICUTh HAJEKHOCTh CETH 32 CYET H3-
OBITOYHBIX COCIMHEHHIA;

— omuMOKa aAMUHUCTPATOPa CETH.

L2-metnu mocTaBisIIOT HAMHOTO OOJIbIe TTpodieM, dem L3-metmu
MapLIpyTH3alUH, Tak Kak [P-makeT yHHUYTOXaeTcs poyTepoM Npu Aoc-
TIKeHuu BpemeHu ku3au maketa TTL = 0, a Ethernet-kanp mmpkymu-
PYET B CeTH IO TeX MOp, MOKa NPUHYIUTENbHO HE OyJeT OTKIIOYEHO
MUTaHWE MOCTA WJIM He BOSHUKHYT HENCIIPAaBHOCTH KaHala.

Hasnauenue STP. Tlpotokon cBsasytomero nepesa STP (Spanning
Tree Protocol, IEEE 802.3D) mo3BoseT MOCTaM OOIIATBECS MEXIY CO-
0011 nporokonbHEIMU Osokamu ganHeix BPDU (Bridge Protocol Data
Units) ¢ rpynmoBeiM MAC-anpecom Ha3zHa4YeHHS IS TPUBEICHUS
LANSs ¢ MHOXECTBEHHBIMHU CBSI3SIMH K JPEBOBUIHON TOIOJOTHH, HC-
KITIOYAroIed IUKJIbI IBUKEeHUA KaapoB. [Iponcxoaut 3To myTem aBTo-
MaTHYECKOTO JIOTHYECKOTO OJIOKHPOBaHUS M30BITOYHBIX B NAHHBIA MO-
MEHT MOPTOB Ha Ka)KIOM MOCTE.



OcnoBHoe npeumyiectBo STP — moxHO nmoctpouts LANS, B KO-
TOPOM CyIIECTBYET HECKOJIBKO MapaslIeNbHbIX TyTeH, OTHAKO MPU 3TOM
rapaHTHPOBATh, YTO:

— pe3epBHBIE IYTH MPOXOXICHUS Tpaduka MpU HOPMAJIHHOM
(YHKIMOHUPOBAHUU OCHOBHOT'O ITyTH 3a0JIOKHUPOBAHbI;

— OJIMH U3 PE3EpPBHBIX MyTEH aBTOMAaTHYECKH aKTUBHU3UPYETCS MPU
HapyIIEeHNH OCHOBHOTO ITyTH.

I'naBub1il Henoctatok STP — M30BITOUHBIE TUHUU WK U30BITOY-
HBIE CETEBBIE KOMIIOHEHTHI HE MOTYT HCIOJIb30BaThCs Al OamaHcupo-
BaHUS 3arpy3KH.

Cepsuc STP cornacuo IEEE 802.3D:

— Kondurypupyer mnpousBonbHyto Tomonoruto Bridge LAN
B €IMHCTBEHHOE paclpeleleHHoe CBs3ymolee nepeBo. 1lpu Hanuuuum
0oJjiee OHOTO TYTH M KaAPOB MEXKIY JTFOOBIMH IBYMS OKOHEYHBIMHU
CTaHIUSAMH BCE M30BITOYHBIE MTyTH OTKITFOYAIOTCS, TAKUM 00pa3oM ycT-
PaHSIOTCA LUKIIBI KaJpOB.

— [IpenycMaTpuBaeT aBTOMaTHYECKYH) OTKA30yCTOMYUBOCTH IIO-
CPEICTBOM PEKOH(UTYpaIH TOTIOJIOTHH PaCTIpeAeSICHHOTO CBA3YIOIIE-
ro AepeBa B pe3yjbTaTe HEUCIPABHOCTH MOCTAa WJIM HEUCIPAaBHOCTU
B KaHaJIe CBsI3M B mpenpenax rpaHul]; LAN 0e3 ¢hopMHpOBaHUS IHUKIIOB
TEKYIIUX JTaHHBIX.

— Pacnipenenennoe cBszyromiee nepeBo odpasyercs B LAN mro060id
pPa3MEpPHOCTH C BBICOKOM BEPOSTHOCTHIO M 33 HM3BECTHBIA OrpaHUYEH-
HBI MHTEPBaJI BPEMEHN CXOJUMOCTH (KOHBEPTEHINH) mpoTokona STP.
B Teuenme 3Toro BpeMeHH MOTYT OBITH HEJOCTYIIHBI CBSI3U MEXIY JIFO-
001 TTapoif OKOHEYHBIX CTAHIIUH.

— AKTUBHas TOMOJOTHS MpeAcKazyeMa W BOCIHPOM3BOAMMA. AK-
THUBHAsl TOTIOJIOTHS MOXET OBITh BbIOpaHa IOCPEICTBOM YIIPaBICHUS
mapameTpamu anroputma STP.

— Hcnons3yemas STP-nipoTokoioM nosoca NponycKaHHs KaHaIoB
IIpY YCTaHOBJEHUH W TOAJEPKAHUM PACHPEEeIEHHOIO CBA3YIOLIETO
JIEpEBA UCIIOJb3YET MaJIbId MPOIEHT OT MOJHOM pacnojlaraéMoi IMoJo-
CBI IPOMYCKAHUSI.



1.1.1. Kntoyesble napamempsi (cywHocmu) STP

B BBIUUCIICHHSAX CBS3YIOIIETO JIEPEBa HCIOIB3YIOTCS CIIEIYFONIHE
OCHOBHBIE TTapaMeTpHI (CYIIHOCTH) B coOoTBeTCTBUH C prc. 1.1 (u3 IEEE):

— Bridge ID (BID) — ngeatudukarop Mocra;
— Port ID (PID) — ugentudukarop mopra;
— Path Cost — ctronmocTs opTa.

Path Cost 10

BRIDGE 2
Bridger ID 97
Root Path Cost 10

Port ID 01
Path Cost 10

Port ID 03
Path Cost 10

LANC

||LAND |

BRIDGE 3

Bridger ID 45
Root Path Cost 10

Port ID 02
Path Cost 10

BRIDGE 1
Bridger ID 42
Root Path Cost 00
Port ID 01 Port ID 02
Path Cost 10 Path Cost 10
LAN A | | LAN B
Port ID 01 Port ID 01
Path Cost 05 Path Cost 05
BRIDGE 5 BRIDGE 4
Bridger ID 83 Bridger ID 57
Root Path Cost 05 Root Path Cost 05
Port ID 02 Port ID 02
Path Cost 05 Path Cost 05
Port ID 01
Port ID 02 Path Cost 10

Puc. 1.1. OcHoBHEIE mapameTpsl STP




Hoenmugpuxamop mocma (BID — Bridge ID)

BID cocrout u3 xombOunarmu MAC-anpeca Mocta ¥ pUOPUTETA
Mmocra (puc. 1.2).

BID = § Gaiir
[Ipuopurer mocta MAC-anpec
2 Gaiira 6 GaiiT (Ha 3a/1HEH TaHeIH)
Puc. 1.2. BID

MAC-anpec mocra:

— MOCT HMMEET OJWH WIM HECKONBKO (M0 KOJWYECTBY IOPTOR)
MAC-anpecos;

— MAC-anpec MocTa Ha3Ha4aeTcs aIMUHUCTPATOPOM HITH YKa3bl-
BaeTcs Ha 3a/IHEU MaHeIH U3TOTOBUTENIEM YCTPONUCTBA;

—eciu MAC-aapec He yKa3zaH Ha 3aJHEH MaHeIu, TO UCTIONb3yeT-
ca camblii MasieHbkuit MAC-azipec U3 BceX UMEIOITUXCS.

[TpuopureT MocTa:

— KOHDUIYpHpYeTCs aIMHHHCTPATOpOM B auarazone 0-2'°(65 535),
10 YMOJYaHHUIO paBeH 32 768;

— B mporokosie PVST manHoe mosie pa3OMTO HA JBA: IMPHOPHUTET
MocTa (4 6uta) u Homep VLAN (12 6wur);

—yeM MeHbIie BID MocTa, TeM Bhbillle ero IPUOPHUTET;

— €CITM COXPaHEHBI 3HAYEHUS MPUOPUTETa MOCTA 10 YMOIYaHHUIO,
TO MOCT ¢ caMbiM ManeHbkuM MAC-anpecom OyneT KOpHEBBIM MOC-
TOM.

Hoenmugpuxkamop nopma (PID — Port ID)

Port ID yHukasieH i KaKIOro mopra MocTa, COCTOUT U3 JIBYX
nosneit (puc. 1.3).

ITpuopurer nopra:

— 1 6a#it B 802.3D (amanazon 0-255, mo ymonmuanuto — 128);



—6 our B Cisco Catalist (nnanazon 0-64, 11 KOMMYTaTOpOB
¢ OOJIBIION TIIOTHOCTHIO TTOPTOB);
— Kongurypupyercst aIMHHUCTPATOPOM.

PID (802.3D) = 16 6ur

IIpuopurer nopra Howmep nopra
8 out 8 our

PID (Catalist) = 16 6ut

IIpuoputer nopra Howmep nopra

6 OuT 10 Out

Puc. 1.3. PID

Howmep nopra:

—3HaueHnue 1 mpucBauBaetcs nopty 0/1, 3Hauenume 2 — moprty 0/2
U T.J.;

— 1 6aiiT B 802.3D (amamazon 0-255);

— 10 our B Cisco Catalist (nuanazon 0—1023, ay11 KOMMyTaTOpPOB
¢ OOJIBIION TIIOTHOCTBIO MTOPTOB);

—yeM Menblie PID mopra, Tem Bblll€ €ro OpUOPUTET OTHOCH-
TEJIbHO APYTUX MOPTOB MOCTA.

Cmoumocmo nymu (Path Cost)

DTO 1eN0e YUCI0, ONPEEISIONIee CTOMMOCTh COSTUHEHNS MEXTY
IBYMsI CMEXXHBIMH MOCTaMH. 3HaYeHUE CTOMMOCTH Ty TH:

Panpmre: Path Cost = 1000/ckopocTh mopra.

[Tpumepsr: Path Cost (I0BaseT) = 100 (1000/10);

Path Cost (I100Base 1 FDD) = 10 (1000/100).

Ceiiuac, B cBsa3u ¢ nosiBienueMm Ethernet 1 I'our/c n 10 I'Gut/c,
IEEE cranpaptusupoBana anst STP HenuHeHy HMIKalny CTOMMOCTEMH,
MPUBEICHHYIO HIDKE. 3HAYEHNE CTOUMOCTH ITyTH MOXET OBITh CKOH(H-
TYPHUPOBAHO aIMUHUCTPATOPOM BPYUHYIO JJIsI KaXKIOTO IIOPTa MOCTa.



3nauenue croumoctu ytu (Path Cost) B IEEE Bepcun:
TIpomyckHast CrtocoOHOCTh CTOUMOCTB IyTH

4 Mo6urt/c 250
10 M6wur/c 100

16 Mowurt/c 62

45 Mbwut/c 39

100 Mo6ut/c 10

155 Mbwur/c 14

622 Mout/c 6

1 I'éur/c 4

10 T'out/c 2

1.1.2. CocmosiHue nopmoe Mocma u matimepbl STP

Kaxxgprit mopt mocta B x01e padotsl nmpoxoaut STP mepsrie ve-
TBIPE COCTOSIHUS (TISITh — €CIIM TOPT BHIKIIIOYEH BPYYHYIO aJIMUHUCTpA-
TOPOM):

1. Blocking (3abnoxupoBan). Ilpun mHHIMaTM3aMu KOMMYTaTOpa
BCE MOPTHI (32 UCKITIOYEHNEM OTKIIOYCHHBIX) aBTOMAaTHYECKH MEPEBO-
I9TCs B cocTosiHME «3abi0KkupoBan». B 3ToM ciyyae mopT nmpuHUMaeT
u oOpabateiBaeT Todbpko Kaapsl BPDU. Bee octanbHble Kagpsl oTOpa-
CBIBAIOTCA.

2. Listening (IIpocnymmBanue). B 3TOM cocTostHUM TOPT Mpo-
JOJDKaeT MpUHUMaTh, 00pabaThIBaTh U PETPAHCINPOBATH TOJIBKO Kal-
pet BPDU. U3 3TOro cocTostHusl MOPT MOXKET NEPEUTH B COCTOSIHHE
«3abnokupoBany, eciu nmonyuutr BPDU ¢ nyummMu napamerpamu, 4yem
ero coocreennnie (BID, PID, Path Cost). B npoTuBHOM ciyuae, mpu
ucteueHnun taiimepa Forward-delay, mopt mepeiizer B ciieaytoiee co-
ctosHue «O0yueHue».

3. Learning (OOyuenue). IlopT HaunHaeT MpUHUMATH BCE KaJApbl
1 Ha OCHOBE aJIpecOB HCTOYHHKA CTPOUTDH TAOIMIy KOoMMyTauuu. [lopt
B 3TOM COCTOSIHMM BC€ €Ille He MpojaBHraeT Kajapsl. IlopT nmpogomxkaer
ydacTBoBaTh B pabote anroputma STA u npu mocrymienun BPDU
C NYYIIUMH IapaMeTpaMy MEePeXOIUT B COCTOSIHHE «3a0IOKHUpPOBaH».
B npotuBHOM ciyuae, npu ucteuenun taiimepa Forward-delay, mopt
nepensieT B cuenymomee coctogaue «lIpoasuxenne.



4. Forwarding (IIpoaBmxenue). B 3ToM COCTOSHHUH TIOPT MOXKET
00pabaTeIBaTh KaJphl TAHHBIX B COOTBETCTBUU C TIOCTPOCHHOU TaOIIH-
el KoMMyTanuu. Takxke MPOAOKAIOT MPUHUMATHCS, MEperaBaThCs
n obpabaTsiBaThes Kaapsl BPDU.

5. Disable (Otkmouen). B 310 cocTosiHME MOPT NEPEBOANUT aIMHU-
HucTparop. OTKIIOUYEHHBII TOPT HE Y4acTBYET HHU B paboTe MpOTOKOoIa
STP, HM B mpoABMKEHUH KaApOB AAaHHBIX. [lopT MOXHO Takxke Bpyd-
HYIO BKIIIOUNTh, U OH CHauana mepeiiger B coctosinue Blocking.

Taiimepsr STP npeacTaBieHs! HIDKE.

Taiimepsr STP:

Hello timer WutepBan Mexnay nepeaaueit BPDU kopHeBBIM KOMMY-
TaTOPOM MOKET U3MeHAThCs oT 1 1o 10 ¢

Forward-delay Bpewms, B TeueHne KOTOPOTO KaXKIBIH IMMOPT KOMMYTaTOpa

timer OCTacTCsl B COCTOSSHUM IIPOCIYLIMBAaHUS IIepe] Iepexo-

JOM JHOO0 B COCTOSIHAE TPOABIDKCHHS KaJApOB, IHOO
B cocTostHAE On0kupoBanus. M3mensercs ot 6 1o 40 ¢

Maximum-age Bpems 1o ucTe4eHHH KOTOPOTo, €CIIU He ObUTH TOJYYCHBI
BPDU-kanpbl 0T KOPHEBOTO KOMMYTAaTopa, KOMMYTaToOp
Ha4YHET caM MockutaTh kKaapsl BPDU, o0ObsBisit cebs B

KauecTBE KOPHEBOTO KOMMYTAaTopa
Message Age Bo3spacr kondurypanmonHoro cooburernst BPDU (1-10 c).
CiyHT 17151 BBISIBIICHHUS YCTAPEBIIUX COOOIICHUIM

1.1.3. Tpu amana Ha4yanbHol cxodumocmu STP

Oram 1. Beibop kopaeBoro mocta (Root Bridge):

— KOpHEBBIM BbIOHpaeTcs MocT ¢ HanMeHbIM Bridge ID (BID);

— mporiecc BeIOOpa MocTa ¢ HanMmeHbM BID Ha3wsiBaeTcs «kop-
HEBOH 00pBO0I»;

—BCE TMOpPTHl KOPHEBOTO MOCTa CTAaHOBSTCS Ha3HAUYEHHBIMU
(Designated Port);

— MCKIIIOUYEHHEM M3 3TOTO MpaBHia SIBISIOTCS (QU3NYecKue MEeTIH
K KOpDHEBOMY MOCTy (Hampumep, KOrAa JBa MOpTa KOPHEBOI'O MOCTa
MOJKITIOYEHBI K KOHIIGHTPATOPY HJIH JiBa MOPTa COSANHEHBI KabeneMm).



Oram 2. Beibop kopHeBEIX mopToB (Root Port):

— K&Kl HEKOPHEBOM KOMMYTATOp NMPOCUUTHIBAET KpaTdallluui
myTh K KopHeBoMy MocTy (Root Path Cost) mis kaxxaoro cBoero moju-
KIIFOYEHHOTO K CeTH IOpTa;

— OmKalIe K KOPHEBOMY MOCTY TOPTH (C HauMeHbIIUM Root
Path Cost) Ha3piBatoTCst KopHeBBIMU opTamu (Root Port);

— KaX/Ibli HEKOPHEBON MOCT JIOJKEH UMETh TOJIBKO OJWH KOpHE-
Boii mopt (Root Port);

— COBOKYTIHas CTOMMOCTh BC€X KaHAJIOB K KOPHEBOMY MOCTY Ha-
3bIBaeTcsl KOpHeBoi ctoumocTbhio (Root Path Cost);

— KOpHEBOM MocT otmnpasinsgeT cooduiernss BPDU, yka3sbiBast xop-
HeBy10 cTouMOocTh (0. CTOMMOCTh MyTH YBEIMYUBAETCS TP MOTyIEHUU
moctoM BPDU, a He npu oTnpaBke.

Oran 3. Beibop HazHaueHHBIX OpTOB (Designated Port):

— HJiesl Ha3HAYSHHBIX TMOPTOB — TOJBKO OJMH MOPT 00padaThiBaeT
TpaduK A ONpeAeIeHHOTO CETMEHTA CETH;

— KaXIbIil CETMEHT B CETH IOJDKEH MMETh XOTS Obl OJMH Ha3HAa-
YEHHBIU MIOPT;

— QYHKIOMIO Ha3HAYEHHOTO TIOpPTa BBIMOJHSET OOBIYHBIA MOPT
MOCTa, KOTOPBI OCYIIECTBISIET OOMEH TpaguKOM MEXKIY CErMEHTOM
CETH U KOPHEBBIM MOCTOM;

— MOCT, UMEIOLIHMI XOTsI Obl OJTMH HA3HAUYEHHBIH MTOPT, HA3bIBACTCSI
Ha3HAYEHHBIM MOCTOM JIJIsl JAHHOT'O CETMEHTa CETH;

— KpUTEepHid BEIOOpa HA3HAYCHHOTO MOpPTa — MUHUMAJbHAs CTOM-
MOCTh MapiIpyTa K kopaeBomy mocty (Root Path Cost).

ITocne 3aBepiIeHMs] TPETHETO ATAMA HAa BCEX MOCTAX OJOKUPYIOTCS
Bce nopthl (Blocking Port), He siBisitonuecs: KOpHEBBIMUA M Ha3HAYCH-
HBIMU. B pesynpTare momy4aercsi qpeBOBHIHAS CTPYKTypa (MaTeMaTu-
yeckuil rpad) ¢ BepIIMHOI B BUJEe KOPHEBOro KoMMyTaTopa. anee ams
OTCIIE)KMBAaHUS M3MEHEHHH B TOMNOJOTMHM KOPHEBOM MOCT PacChUIAET
yepe3 Hello Time untepBanst BPDU-cooOmienus, a Bce HEKOPHEBBIE
MOCTBI UX PETPaHCIUpPYIOT. B ciydae oOHapyXeHUs] M3MEHEHHUH B TO-
IOJIOTUH TIPOUCXOIUT NMEPECTPONKA JPEBOBUAHOMN CTPYKTYPBI.



1.1.4. ®opmam BPDU-kadpa

MAC/SAP-adpec omnpagumensn

B Ethernet 802.3 agpec otnpaBureins (SA — Source Address) — 3To
MAC-anpec nopra KOMMyTaTopa, KOTOpbIi otnpasui BPDU:

— Kaaplil mopT kommyTaropa Catalyst nmeeT cBOW YHHKaJIbHBIHA
(Unicast) MAC-anpec;

— MAC-anpec nopra ucnons3yercs ais GpopMupoBaHus mons SA
B 3aroJIOBKE Kajpa, B KOTOPOM OTIIpaBisieTcs coodmenne BPDU;

— SSAP (Source Service Access Point) — cepBrcHast TOUkH 10CTYy-
ma orpaButenss. DSAP = SSAP = 0x42 (3apesepBupoBansl 11t STP).

Pazanma mexay MAC-ampecom mr000r0 mopra KOMMYTaropa
1 MAC-anpecom ucrons3yemoro it uaeHTuukaropa mocta (BID):

— MAC-anmpec MocTa, HCMONB3YEMBIH MPH (POPMHUPOBAHUH TIOJNS
BID, Gepercs u3 HacTpoeKk ONepalmoHHON CUCTEMbl KOMMYTaTopa, JIu-
00 HMCTONB3yeTcsl 3HAaUeHHE 110 YMOIYaHUIO (a1pec, KOTOPhI HANUCaH
Ha 33/IHeH TaHEeTT! KOMMYTaTopa);

— eCITi Ha 3aJHEe MaHeIN HEeT 3TOTO ajpeca, BRIOMpAeTCs MUHH-
MaJIbHBIH aapec mopTa KOMMYTaTopa.

IIpumep:

Kommyraropsr Cisco Catalyst Bcerna umerot Ha oqud MAC-anpec
0OJIBIIIe, YeM KOJIIMYECTBO TOPTOB: OTAETbHBIM MAC-anpec Ha KaxapIid
TIOPT, a TaKXKe eIle OAMH JOTOTHUTENbHEIN anpec — MAC-anpec Bcero
ycTpoiictea (mms BID).

MAC/SAP-adpec noayuamens

MAC-anpec nonyyarens (DA):

— ucnodb3yercs rpynnosoit (Multicast) MAC-agpec = 01-80-C2-
00-00-00;

—cepBucHas Touka jfoctyna mnomydatenss DSAP  (Destination
Service Access Point). DSAP = SSAP = 0x42 (3ape3epBUpOBaHbl IS
STP).



MMea muna cooouwenuit BPDU

CymiectByet aBa tuma cooduiennit BPDU:

1) xondurypanuonasie BPDU. Cozparorcsi KOPHEBBIM MOCTOM
U Jlajnee pacrpoCTPaHsIOTCS IO BETBIM JAEPEBa;

2) coobmenuss o6 wm3menenuu tononorun (TCN — Topology
Change Notification). PacnpocTtpansitorcss B 00paTHOM HaIlpaBJCHUH,
YTOOBI COOOLIUTE KOPHEBOMY MOCTY 00 m3MeHeHHHu B Tonojoruud. TCN
B PaMKax 3TOTO IMOCOOUS HE pacCMaTPUBAIOTCA.

Dopmam konguzypayuonnozo cooouienus BPDU

Bce mocTel (koMMyTaTOpHsl) ceTH, B KoTopoi padoraer STP, 06-
MeHuBaloTcs wuH(popMarmeil mnocpenctsom kagpoB BPDU (Bridge
Protocol Data Units), moJist KOTOPEIX MIPEACTaBIICHE Ha puc. 1.4.

Octer
1

Protocol Identifier

Protocol Version Identifier
BPDU Type
Flags

o s wN

Root Identifier — o
[ .o BIDKOpPHEBOrO MOCTa |«¢—— KaKo MOCT MMeEeT CTaTyc KOPHEBOro MocTa?

Root Path Cost KopHeBas cToumocTb [ KaKoBO paccToAHMe 40 KOPHEBOTO MOCTa?

_L/_ BID mocra oTnpasutens |-—— Kakos BID mocta, otnpasusiwero coobuexve BPDU?
Bridge Identifier <

,46// UaeHtndukatop nopta |« C kakoro nopta 6bin0 oTnpasneHo coobuexune BPDU?

Port Identifier ~ <&

Message Age

Max Age

Hello Time

Forward Delay

Puc. 1.4. ®opmar BPDU-coobmenuit

Haznauenue noneii:
Protocol Identifier — unenTuduKarop NpoToKoIa
0 o STP 802.1D.



Protocol Version — Bepcus
00 (hex) s Bepcuu 802.1D (1998).

BPDU Type — tun coo0mmeHus:

00 (hex) ans xordurypanuonasix BPDU;
80 (hex) mns coobmenns 06 m3meneHuu Tomoioruu TCN.

Flags — mpu3naku:

OuT 8 — MOATBEPKICHUE U3MEHEHUS TOTIOJIOTHH;

6ut 1 — m3menenue tonosnoruu (TC);

ucnoas3ytorcs B TCN BPDU nmns curnanmusaiuu 00 u3MeHe-
HUU TOTIOJIOTHH.

Root Identifier — unenTrdurarop KOpHEBOro MocTa:

NPy HAdalbHOM 3amycke Kaxasldi MocT LANSs cumraer ceOs
KOPHEBBIM M cTaBUT cBoM BID B 3T0 noune;

B npouiecce ooMeHa BPDU-coo01meHus My Kaxapii MOCT 3aIiu-
CBIBAa€T B 3TO M0OJI€ HAUMEHbIIEE 3HAYEHUE U3 MOTYYEHHBIX OT
Ipyrux MocTtos u csoero BID.

Root Path Cost — cronmocTs MapipyTa K KOpHEBOMY MOCTY.
CroumocTs mytd B 3ToM nosie BPDU yBennuuBaercs mpu mo-
aydeHur noptoM Mocta 3toro BPDU Ha Benmuuny Path Cost
3TOrO MOpPTa, a HE MIPH OTIPaBKE YePe3 APYTHUE MOPTHI.

Bridge Identifier — ngentuduxarop Mocta (OTIIpaBUTEIS).

Port Identifier — unenTudukaTop nopra.

Message Age — Bo3pacT KOHQUTYpaMOHHOTO coobmieHuss BPDU

(1-10 c). Cy>xuT 1151 BBISIBJICHUS YCTaPEBILMX COOOIIECHHH.
KopueBoii Moct mpu mnepemade koHdurypauronHoro BPDU
YCTaHABIMBAET MEPEMEHHYIO B 0.

Kaxxnaa nepenada yepes3 Ipyrue MOCTBHI yBEINYHBAET 3TO YHUC-
nmo Ha 1.

Max Age — MakCUMaJbHbIM CPOK XpaHEHUS] KOH(OUIYPALIMOHHBIX

BPDU (640 c).

OrpaHuueHne KU3HU MTOTy4YeHHBIX KoH(puTypannonHsx BPDU.
OcHoBHO# mapametp s oOHapyxkenus IDLE-otkazoB (Ha-
pUMep, KOPHEBOH MOCT «MEPTB»).



[Toe oka3wpiBacT BIHSHUE Ha TaiiMep BPEMEHH XpaHEHHS Tal-
JIMIIBI MOCTA B IIpoIiecce yBeJOMIICHUS] 00 M3MEHEHUH TOIIOJIO-
THH.
ITo ymomaanwuto 20 c.
Hello Time — uHTEpBan BpeMEHN MEXITY MEPHOTUICCKON OTIIPaB-
KOH KOPHEBBIM MOCTOM KOH(HTYpauruoHHBIX coodumennii BPDU.
KopHeBo#t MocT oTmpaBisieT KOH(UTYpallHOHHBIE COOOIICHUS
kaxaeie Hello Time cexyH.
MocTbl, TOJMYYHMBIIME TaKO€ COOOIICHHE, OTIIPABISIOT €ro
JIAITbIIE B CETh.
ITo ymomganwuto 2 c.
Forward Delay (4-30 c) — BpeMeHHas 3ajiepikka JUIs IepeBoja
nopta B coctosinue nepenava (Forward).
[To ymomuyanuto 15 c. Ito o3Havaer 15 ¢ cocTOSIHUI TpOCTy-
LIMBaHUS IUTFOC 15 ¢ M3yUYeHHs: TONOIOTHH.
Pexomennanumu:
Hello Time, Max Age, Forward Delay cneuudumupyrorcs (KoH-
(hurypupyrTcs) B KOpHEBOM MOCTE.

1.1.5. Aneopumm 06pabomku KOHhu2ypayUuOHHbIX
BPDU-coobuweHuli

Bce coobmenuss BPDU, momydeHHBIE U OTHpaBIEHHBIE uepe3
MIOPT, CPAaBHUBAIOTCS MKy co00il. MocCT coxpaHseT U nepenaeT uepes
MOPT TOJNBKO Hamboliee mpuemiieMoe cooduienue. [IpuemiaeMbM cuu-
TaeTcsi COOOIIEHHE C HANMEHBIINMH MTapaMeTPaMH.

OnpefesieHue  HAWIYYIIEr0 KOH(UTYPAIIMOHHOTO  COOOIIEHUS
BPDU. Kaxnplif nopT MocTa coXpaHseT KOIHMIO HAWIy4IIero U3 Moiy-
YEHHBIX KOHHUrypaunoHHsx coodmenuit BPDU no crneaytomemy an-
TOPUTMY HPUHSTHUS PEIICHHS, B IOPSIKE YObIBAHUS IPHOPUTETA!

1) HanmenbIero uaeHTH(GUKaTOpa KopHeBoro MocTa (Root BID);

2) HauMeHbIIel KopHeBol ctoumocty MapiipyTa (Root Path Cost);

3) HaumeHbLIero UeHTH(HKaTOpa MocTa-otnpasurens (Bridge ID);

4) Hanmensiuero naentudukaropa nmopta ornpasutens (Port ID).



Ecmu cobctBenHoe KoHBUTYparmornHoe coodmenrne BPDU mopra
SIBIIIETCS JIydIlle TPUHITOTO, OTIpPaBIeHHE COOCTBEHHBIX COOOIICHUN
B CETh Yepe3 3TOT MOPT MPOJOTHKAETCSI.

Ecmu mpuasitoe koHburypammnonnoe coodbmenne BPDU mopra
SIBJISIETCS JTy4Ille COOCTBEHHOTO, TIOPT OCTaHABIMUBAET OTIPABKY COOCT-
BeHHBIX coolmiennii BPDU u pacchinaer nmosyueHHOE COOOIICHHE.

1.1.6. Mpumep paboms! STP

Oram 1. Beibop kopHeBoro mocta. IIpencrasiien Ha puc. 1.5.

A umeto cratyc BID =32768.
KopHeBoro mocta,) AA-AA-AA-AA-AA-AA

BID = 32768. BID = 32768.
BB-BB-BB-BB-BB-BB CC-CC-CC-CC-CC-CC
... ®parment BPDU-coobmieHus
Root ID — BID kopreBoro mocTa — Kal‘c)oﬁ MOCT UMEET CTaTyC KOPHEBOI'O
MocTa’

Root path cost — xopraeBas crou- |— KakoBo paccTosHMe 10 KOpPHEBOTO
MOCTb MocTa?
Sender ID — BID mocTta otnpaBu- |— Kakos BID wmocra ornpaBuresns
e BPDU?
Port Identifier — upenTnduxarop|— C kakoro mopra OBUIO OTIpPaBICHO
mopTa BPDU?

Puc. 1.5. Bei6op kopHEBOTO MOCTa

IIporiecc kopHEBOI OOPHOEL:

— BPDU-coo0mieHns cTaHAapTHO OTIPABIISIOTCS KaKIbIe 2 C;

— cHavaia MocThl B 1oJis Root ID 1 Sender ID noncrasnsaroT co0-
cTBeHHBIe 3HaueHus BID;



— kaxasld Moct B mosne Root ID coxpanser nyumee uz3 BPDU,
MOJy4YEeHHBIX Ha KaxJbli nopt. Kaxapiii npuxonsmmiit BPDU cpaBHu-
BaeTcs ¢ paHee coxpaHeHHbIM. Ecim nomydennsiii BPDU Gonee npu-
eMJIeM, TO HOBOE COOOIIIeHNE 3aMEHsIeT paHee 3allMCaHHOE;

— MOCTHI OIIpeNeNsIoT, uTo HamMeHbwi BID y mocra Cat-A, mo-
stoMy Cat-A CTaHOBUTCS KOPHEBBIM.

Oramn. 2. Beibop kopHeBbIX opToB. [Ipencrasien Ha puc. 1.6.

KopHesoit

Path Cost = 19
Root Path Cost =0

Path Cost =19
Root Path Cost = 0,19

1/1

Path Cost =19
Root Path Cost =0

Path Cost = 19
Root Path Cost = 0,19
11 KopHesble

nopTb!

Path Cost = 19 Path Cost = 19

Root Path Cost = Root Path Cost =

=0 — Korga KopHeBoW =0 — Koraa KopHeBoW
=19 — otnpasnaemoe =19 — oTnpasnaemoe
CAT-C CAT-B
=19+19=38- =19+19=38-
oTBepraemoe nocne oTBepraemoe nocne
nonyyexus ot CAT-C nony4yexus ot CAT-B

Puc. 1.6. BeiOop KOpHEBBIX ITOPTOB

ITpouecc BpIOOpa KOPHEBBIX MTOPTOB:

— Cat-A (xopHeBoi MocT) otmpasisier coodmenus BPDU ¢ kop-
HEBOU CTOMMOCTBIO, paBHOM 0, 4yepe3 Bce MOPTHI;

—RPC Cat-A = 0.

—nonyunB Takoe BPDU, moct Cat-B noGaBnser k 3Ha4eHHIO
KOpPHEBOH CTOMMOCTH 3Ha4YeHHE cTomMocTh Topta 1/1, paBHoe miist FE

yuciy 19:
RPC Cat-B = RPC Cat-A + Path COST Cat-B=0+ 19=19;



Cat-B ormpasmnsser BPDU ¢ RPC Cat-B = 19 uepe3 npyrue noprsl.

—BPDU or mocra Cat-B momydaer moct Cat-C Ha mopty 1/2
Y PaCCUHUTHIBACT:

RPC Cat-C (1/2) = RPC Cat-B + Path COST Cat-C (1/2) = 19 +
+ 19 = 38;

— ¢ apyroii croponsl Ha opT 1/1 Cat-C oT KOPHEBOrO MOCTa MPH-
XOASAT COOOIIEHHUSI CO 3HAUEHHEM CTOMMOCTH, paBHBIM 0, U 3aT€M MOCT
Cat-C yBenuuuBaer ee Ha 19:

RPC Cat-C (1/1) = RPC Cat-A + Path COST Cat-C (1/1) =0 +
+ 19 =19;

—moct Cat-C BriOeper nopt 1/1 B kadecTBe KOPHEBOI'O CO 3HaUe-
nuem RPC = 19;

—moct Cat-C otnpasisier BPDU ¢ RPC Cat-C = 19 uepe3s npyrue
TOPTEHI.

Moct Cat-B BbINONHSET aHAIOTHYHBIE BBIYMCICHUS: CTOUMOCTD ITy-
TH OT KOpHeBOro mocra o mopra 1/1 ycrpoiictBa Cat-B paBusiercs 19,
B TO BpeMsI Kak CTOMMOCTb ITyTH OT nopTa 1/2 Mocra Cat-B paBusercs 38,
nostoMy mopt 1/1 craHOBHUTCS KOpHEBBIM AJ1s1 KomMyTaTopa Cat-B.

Oran 3. Beibop HazHaueHHBIX OpTOB. [Ipeacrasnen Ha puc. 1.7.

KopHeBo#
MocT

Root Path Cost =0 Root Path Cost =0

Root Path Cost =19 Root Path Cost = 19

Root Path Cost = 19 Root Path Cost =19

Puc. 1.7. BeiOop Ha3HaYE€HHBIX TOPTOB



IIpoyecc vibopa HasHaueHHbIX NOPMOS

— CermeHT 1 UMeeT NOAKIIIOUEHHS [0 ABYM IIOPTaM:

1) mopt 1/1 Cat-A u mopt 1/1 Cat-B;

2)mopt 1/1 Cat-A umeeT MEHBLIYI0O KOPHEBYIO CTOUMOCTb, IO-
3TOMY CTAHOBUTCS Ha3HAUEHHBIM.

— CerMeHT 2 uMeeT MOJAKIIOYEHHS TaKXKe 110 IByM IOpTaM:

1) mopt 1/2 Cat-A u moprt 1/1 Cat-C;

2) mopt 1/2 Cat-A WMeeT MEHBIIYI0 KOPHEBYIO CTOMMOCTh U OH
CTaHOBUTCSI HA3HAUCHHBIM;

— CerMeHT 3 MOJKIIOYEH K JBYM KOMMYTaTOpaM, UMEIOLIUM OJH-
HaKOBOE 3HAYCHHE KOPHEBOW CTOMMOCTH, paBHoe 19. B Takoii cutya-
MU cpabaThiBaeT «AJNTOPUTM NPUHATHUS peIeHns» nmpotokona STP:

0 HaMMEHbINEMY nAeHTH(UKaTopy KopHEBoro MocTa (Root BID);

10 HAaMEHBILIeH CTOMMOCTH MapIpyTa K KopHeBoMy mMocTy (RPC);

10 HaMMEHbIIEMY HICHTU(HUKATOPY MocTa-oTnpasutens (BID);

10 HauMeHbleMy uiaeHTuuKaropy nopta (Port ID).

Buibop naznauennozo nopma 6 ceecmenme 3:

— Cat-B u Cat-C HE KOpHEBbIE, TO3TOMY HEPEXOINM K 2.

— Cat-B u Cat-C umeroT oArHAKOBBIC 3HAYCHHSI CTOUMOCTH, PaB-
Hble 19, mosTOMy nepexoauM K 3.

Wnentudurarop kommyraropa Cat-B (32768.BB-BB-BB-BB-BB-
BB) menbme, yem unentupukatop xommyrtatopa Cat-C (32768.CC-
CC-CC-CC-CC-CC), noaromy:

—mopt 1/2 xommyTtatopa Cat-B cTaHOBUTCS Ha3HAYCHHBIM IS
cerMeHTa 3;

—nopt 1/2 xommyTtaTopa Cat-C momydaeT craTyc OJOKHpPOBaHHO-
ro (HeHa3HaYeHHOTO) MopTa.



1.1.7. Pazsumue npomokona STP

Texnonozusa PortFast u 6ezonacnocmo STP

Ha xommyTtaTtopax Cisco HMKEONHCAHHBIE TEXHOJIOTHU 0 YMOJI-
YaHUIO OTKJIIOUEHBI. FIX He00X0ANMO BPYUHYIO BKIIOYATh HA KOMMYTa-
TOpEe aAMUHUCTPATOPY CETH.

PortFast. IlpenqnazHadeH 1 MOPTOB JOCTYNA M TPAHKOBBIX TOP-
TOB, HE y4yacTBYIOIIUX B (popmuposanuu aepea STP. PortFast mrHo-
BEHHO I1€PEBOAUT MOPT B COCTOSIHUE MPOABHKEHUS U3 OJIOKHPOBAHHO-
IO COCTOSHHMS, MHHYS COCTOSIHUS HPOCIYIIMBAaHMS U OOyYeHHs.
PortFast npumensercss TONBKO AJI MOOKIIOUYEHUS KOMITBIOTEPOB MOJIb-
30BaTeNIed U CEPBEPOB, & HE KOMMYTATOPOB, HHAY€ MO>KET BOSHUKHYTh
neTis1. PortFast BkirrouaeTcs Ha ypoBHE HOpTa.

Ilo ymom4aHWI0O KOMMYTAaTop pacchlIaeT U HMPUHHMAET KalIpbl
BPDU Ha Bcex noprtax. Ilockoneky STP He numMeeT MexaHU3MOB ayTeH-
TU(UKALNHY, TO 3TTOYMBIIUICHHUK MOXET MOJIKIIOUUTHCS K IMOPTY KOM-
MYTaTOpa M C MOMOILBIO CIEHUAIBHOTO MIPOTPAMMHOI0 00ECIICUEHHS
moanenaTh coobmenns BPDU, uTto MoXeT mpHBeCTH K TNEepecTpoiike
nepeBa STP, cMeHe KOpHEBOTO MOCTa M HAPYIIIEHUIO pabOTOCIIOCOOHO-
ctu cetu. g 3ammutel STP oT HeBepHOW KOHPHUTypaluy W aTak Ha
MOpTax, PacCYNTAHHBIX Ha TOAKIIOUYEHHE KOMITBIOTEPOB M CEPBEPOB,
ot BBeJieHbl TexHoioru BPDU Filter, BPDU Guard, Root Guard.

BPDU Filter. 3anpemaet (GuasTpyeT) MOCKUIKY U IIPUEM KaapoB
BPDU Ha nopty komMmyTaTtopa. MOXET BKJIIOYAaTbCS KaK Ha ypOBHE
KOMMYTaTopa, Tak ¥ Ha ypOBHE MHTepderica, HO CYIIECTBYIOT Pa3Iuyus:

— Ha ypOBHE KOMMyTaropa MOXKHO 3ajeiictBoBate BPDU Filtering
JUTSI TIPEIOTBPAIIEHHUS TTOCBUTKH/TIONY4YeHUsT B/m3 mopToB PortFast xan-
pos BPDU. Ilpu stom B ciyuae nosydenus BPDU-kagpa moprom
PortFast mopt nmotepsier cBoit PortFast craryc u BPDU Filter Boikiro-
qaercs;

— Ha ypoBHe uHTepdeiica MoxHO 3ajeiictBoBaTh BPDU Filter Ha
moboM nopty ¢ PortFast u 6e3 Hero.

BPDU Guard. 3anpeniaer mopty moyiydath kaapsl BPDU, T.e.
npu noxydeHun kagpa BPDU noprom nepeBoguT HOPT B COCTOSHUE



Err-disable u oTkimrogaer ero. MoxXeT BKIIIOUATHCS Kak HA yPOBHE KOM-
MyTaTopa, TaK U Ha ypoBHE HHTepdeiica, HO CYyIECTBYIOT Pa3IndHsL.

Ha ypoBue kommytatopa (Global Level) moxHO 3aneiicTBoBaTh
BPDU Guard na PortFast moprax. B HOpMasbHOM pexuMe paboTHI
noptsl PortFast me 6yayT momydats BPDU. Ilomydenne kagpos BPDU
Ha noptax PortFast roBoput o HeBepHOI KOHUTYpalK CETH MJIH aTa-
K€ 3JI0yMBIIIEHHHUKA.

Ha ypoBHue unrepdetica moxno 3aaeiicteoBatb BPDU Guard na
JTH000M TIOPTY:

— Root Guard. 3anpemaer nopty noiydarh kagapsl BPDU ¢ kop-
HEBBIM MOCTOM, OTJIMYHBIM OT TEKYIEro, T.e. IPU MOIYyYEeHUH HOPTOM
kaapa BPDU ¢ kOpHEBBIM MOCTOM, OTJIMYHBIM OT TEKYILETO, MEPEBO-
IUT TOpPT B coctosiune Root-Inconsistent (SKBUBaJIEHTHO COCTOSHHIO
Listening). [Tocne Toro kak nopt nepectaer noiay4ats BPDU ¢ kophe-
BBIM MOCTOM OTJIMYHBIM OT TEKYILEro, OH MEePeXOAUT B HOPMAaJIbHOE
coctosiHue. JlaHHas GyHKLIUS BKIIIOYaeTCs HAa HHTepdeiice.

— Loop Guard. OGecnieurBaeT IOMONMHUTENBHYIO 3aIIUTy HA BTOPOM
YPOBHE OT BO3HHUKHOBEHHs IeTesib mpu cboe obopynoBanus. STP-
METIs] BO3HUKAET, KOTra OJIOKMPOBAHHBIM MOPT B M30BITOYHOM TOMOJO-
MM OIIMOOYHO TMEPEBOAUTCS B COCTOSHUE Mepeadd. ITO MOXKET BO3-
HUKHYTb, HanpuMep, Korna OnokupoBanHeiid STP-nopt mepecraer mo-
ny4ats kaapsl BPDU. Ilockonbky pabora nporokona STP nonaraercs
Ha noctosiHHoe npucyrctBue BPDU-kaapoB B ceTu, TO Ha3HauUCHHBIN
MOPT JOJDKEH MOCTOSIHHO nepenaBaTh BPDU-kaapsl, a 3a0mokupoBaH-
HBIM MOPT JOJKEH UX IMoJydaTh. Kak TOMBKO Ha MOPT MEPECTArOT MO-
ctynatb BPDU, STP noHumaeT 3TO Kak U3MEHEHUE TONOJOTUU U HC-
YE3HOBEHHE IIE€TJIM, IIOCJIE€ 4YEero IepeBOJUT IOPT B COCTOSHUE
Forwarding. B cmyuae ncnonmszoBanust Loop Guard mopt mocinie mpe-
KpauieHus: nonydenus: kaapos BPDU nepeBoautcst B coctossiHue Loop-
Inconsistent 1 ocraeTcs 6JIOKMPOBAHHBIM.

IIpomoxonvt PVST, PVST+

OTH TpOTOKOJIBI pa3paboTaHbl W MpuHamIexkar komnanuu Cisco.
PVST, PVST+ ctpout nns xkaxnoro VLAN cBoe nepeso STP, B cBsi3u



c atum none «lIpuopurer mocra» Ha puc. 1.2 pa3OuBaeTcs Ha ABa IO-
nsi: «IIpuopurer mocta» u «Homep VLAN». Ilo ymomuanuio PVST+
BKJIFOUCH Ha BceX KommyTtaropax Cisco. B manHO# 1abopaTopHO#t pa-
060Te mpHUMEHseTCS MUMEHHO OH. B HEM He HCIONb3yeTcss COCTOSHHE
mopta Blocking, a ncnons3yerca cocrosiaue Alternate Blocking, uto
O3HauyaeT 4YTO 3TOT MOPT BKIOUUTCS, KaK TOJIBKO OCHOBHOW MOPT B CO-
ctosgHuu Root Port nmepecraner pa6orars. Otimune PVST ot PVST+
B TOM, UTO mocieanuii, momumo ISL, monnepkuBaer u tpanku 802.1Q.

Ilpomoxonvt RSTP, Rapid-PVST+

Bpewms cxonumoctu STP ot 30 10 50 ¢, uTo 119 COBpEMEHHBIX ce-
Teil Henpuemiuemo. ns pemenus 3to npobnemsl IEEE paspaGoran
mpotokon RSTP (802.1w). Crammapt 802.1w mo3ke ObUI BKIIIOUEH
B 802.1D — 2004. JlaHHBII MPOTOKON oOecrmeduBaeT Ooiee OBICTPYIO
CXOmuMOCTh ceTH 1o cpaBHeHHIO ¢ STP. Ilpotokom Rapid-PVST+
ctpout nepeBo RSTP nns kaxxnoro VLAN. CyliecTBEHHBIM OTJIMYUEM
STP u RSTP sBnsercs cmocob mepexona MOPTOB B COCTOSHHE Iepe-
ceuiku (Forwarding) u To, KakuM 00pa3oM ATOT TepeXoi BIMAET Ha
posib Tiopta B Tomosiorun. RSTP o6wemunser tpu cocrosaus 802.10:
Disabled, Blocking, Listening — B omHo Discarding, B KoTopoM TopT
HeaktuBeH. CoctosiHus nmoptoB B RSTP u STP mpencrasiensr B Tabd-
JTUYHOH hopme.

CpaBuenue coctostuuil moptoB B STP u RSTP:

ITopT nepenaer ITopT camooOyuaeTcs
STP(301.1D) | RSTP(802.1w) user-Kaapbl? o MAC-anpecam?
Disabled Discarding Her Her
Blocking Discarding Her Het
Listening Discarding Her Het
Learning Learning Her Ha
Forwarding | Forwarding Ja Ja

Pomu mopToB. BpIOOp akTHBHOW TOIOJIOTHH 3aBEpIIAeTCA MpPH-
cBoeHreM mporokojoM RSTP ompeneneHHON poiu KaxaoMmy MOpPTY.
Ponu «xopHeBOM NOPT» U «HA3HAYEHHBIM NOPT» BKIIFOYAIOT NOPT B aK-
THBHYIO Tomosnoruio. B RSTP nosBmimch 1Be HOBBIE pONH: «albTEpPHA-



TUBHBIA TopT» (Alternate) u «pesepBHbIit TopT» (Backup), coorBercr-
BYIOIIIAE COCTOSTHUIO «3abmokupoBan» B STP 1 uckiogaroniye mopT u3
AKTUBHOM TOTIOJIOTHU:

— Alternate (anpTepHATHUBHBIN) TOPT ABISETCS PE3EPBHBIM KOpHE-
BBIM TIOPTOM,;

— Backup (pe3epBHBII) MOPT SABJISETCA PE3ECPBHBIM HA3HAYCHHBIM
nopToM. PesepBHBIE MOPTHI CYIIECTBYIOT TOJILKO B KOHQUTYpalHAX,
IZle ecTh J1Ba WU 0oJiee COeAMHEHHsI JaHHOTO MOCTa C JTAaHHOH CEeThIO
(cermeHTOM ceTH).

Hogrle ponn nokaszans! Ha puc. 1.8.

Designated Port Designated Port

Root Port Root Port

Alternate Port Designated Port Backup Port

p—\ )

BPDU’s

Puc. 1.8. Pormu moptoB RSTP

B RSTP taxxe namenens! HekoTopblie noist BPDU-coobmenuii:

— B noze Version u Type 3anuceiBaeTcs 3HaUEHHUE 2;

— B mmoute Flags mo6aBneno msath HOBBIX uraros (puc. 1.9).

RSTP BHec n3meHenus B 00paboTKy coobmenuit BPDU:

— BPDU mnocne noctpoeHus APEeBOBUIHON CTPYKTYPhl OTHPABIIS-
totcs uepe3 natepsan Hello Time (2 ¢) BceMn MocTamu, B OTJIUYHE OT
STP, rne moctel perpanciaupyioT BPDU, momydeHHBIE OT KOPHEBOTO
MOCTa;



—ecnu nopt He nosydaer BPDU B TedyeHHe Tpex HHTEpBaJIOB
Hello Time, To mOpPT cYUTaET, YTO CBA3H C COCEIOM IMOTEPSHA, B OTIIH-
gre oT STP, B KOTOPOM CBSI3b CUMTAETCS YTEPAHHOM, €CIIM MOCT He T10-
ayunst BPDU B teuenue untepana Max Age;

— €CIIi MOCT TOJy4yaeT MH(QOPMAaIHI0 Yepe3 CBOH MOPT B POIH
«HA3HAYCHHBII» WIN KKOPHEBON», TO OH IPUHUMAET U COXPAHSET €e.

0 1 2 3 4 5 6 7
A A 1
Topology change ACK
Agreement
Forwarding
Learning 00 Unknown
Portrole 01 Alternative/ Backup
. T 7 10 Root
roposa 11 Designated

Topology change
Puc. 1.9. Hosie ¢naru RSTP

IIporiecc BBIYUCICHHS CBS3YIOMIETO JepeBa MpoTokosoB STP
u RSTP ommnaakoB. Oxnako npu pabore RSTP mopt moxer mepeiTu
B cocrosiane Forwarding 3HaunTensHO ObIcTpee — OH OOJbIE HE 3aBU-
CUT OT KoH(purypamuu TaiimepoB. [lopTel Gosbine HE MTOMKHBI KIATh
CTaOWMIIM3aIiy TOIOJIOTHH, YTOOBI TIepelTH B pexuM Forwarding mpo-
IBYDKEHUS. J[JIT TOTO YTOOBI 00ECTIeUnTh OBICTPHIN MEPEX0a B 3TO CO-
crossaue, ipoTtokos RSTP BBoAWMT nBE HOBBIE TMEPEMEHHEIE: «IIOTpa-
HuuHbI op» (Edge Port) n mopT Tna «rouka-Touka» (point-to-point,
P2P).

[Morpannyneiv (Edge) mopToM oOBsBIIsSIETCS MOPT, HEMIOCPEICT-
BEHHO MOJKIIOYEHHBIH K CErMEHTY, B KOTOPOM HE MOTYT OBITh CO3Jia-
HBI neTau. HampuMep, opT HEMOCPEACTBEHHO MOIKIIOUEH K paboueit
craHiuu. IlopT, KOTOpBIN OmNpeleneH Kak INOTPaHUYHbINA, MIHOBEHHO
nepexoauT B cocrosHue Forwarding, mMunyst coctosiHusi Listening



u Learning. [lorpannyHslii OPT TepsieT CBOiMl cTaTyc W CTaHOBUTCS
OOBIYHBIM TIOPTOM CBSA3YIOLIETO JEpEeBa B TOM CIIy4ae, €CIHM MOIYYUT
kanp BPDU.

P2P-miopt, 0OBIYHO HCIONB3YEMBIH ISl TTOIKIIOYCHUS K APYTUM
MOCTaM, TaKXe croco0eH OvIcTpo Tepeitn B coctostare Forwarding.
[Ipu pabore RSTP Bce mopTel, GyHKIMOHUPYOLINE B MOTHOAYIICKC-
HOM pEeXHMe, paccMaTpuBaloTcsi Kak moptel P2P, nmo Tex mop, moka
He OyIyT nepeKoH(pUTrypUpPOBaHbI BPYUHYIO.

1.1.8. Hacmpoiika STP Ha kommymamopax Cisco

HauanbHoe cocTosiHME KOMaHJIHOW CTPOKH — TNPUBUIIETHMPOBAH-
el pexum EXEC Cisco 10S. KypcuBoMm moka3aHbl IepeMEHHBIC.
B kBagpaTHBIX CKOOKax OMI[MOHAIbHBIC aTpUOyThl. B (UrypHbIX 1 0€3
CKOOOK — 00si3aTeNbHbIC aTPUOYTHI; €CITH MX HECKOJBKO M OHU OT/IeNe-
HBI YEPTOH, TO MPH BBOJIE KOMaH/Ibl BEIOUPAETCS TONBKO OJWH U3 HHX.
Uto0bl OTMEHHUTH KOMaHIy, €€ BBOJAT MOBTOPHO, HO C 70 B Hadale.
B nanHOM mocoOum He y BCeX KOMaHJ yKa3aHbl BCE aTpUOYTHI, IS
pocMoTpa aTpudyTOB MoNb3yiTech momomisio 1OS mmubo pykoBon-
ctBamu Command Reference Guide Ha HyxHOe ycTpoiicTBo Cisco.
Hacrpoiika npotoxona STP:

— BXOJI B INIO0ANBHBIN peXUM KOH(UTYpaLUN

configure terminal

— BBIOOD npoTokosna STP

spaning-tree mode {mst | pvst | rapid-pvst}
Hactpoiika npuoputera BID komMyTaropa, TaliMepoB:

— BXOJI B INI00ANBHBIN PeXUM KOH(UTYpaun

configure terminal

— HacTpoiika nmpuopurera BID, Taiimepos (y kaxkzoro VLAN cBoe
nepeso STP)

spanning-tree vlan vlan-id [forward-time seconds |
hello-time seconds| max-age seconds |priority priority
| root {primary | secondary} [diameter net-diameter
[hello-time seconds]]]

Hactpoiika Port Cost Ha unTepdetice:
— BXOJI B INI00ANBHBIN PeXUM KOH(UTYpanun



configure terminal

— BXOJI B PEXXAM KOH(PUTYpaAIIUN HY)KHOTO HHTEpdeiica

interface interface-id

— HacTpoiKa CTOMMOCTH MOopTa

spanning-tree [vlan vlan-id] cost cost
Hacrpoiika Port Priority Ha unrepdetice:

— BXOJI B INIOOAJBHBIN peXUM KOH(QUTYpaLun

configure terminal

— BXOJI B PEXXUM KOH(PUTYpaIlUN HY)KHOTO HHTEpdeiica

interface interface-id

— HACTpOMKa MPUOpUTETA ITOPTa

spanning-tree [vlan vlan-id] port-priority priority
Hactpoiika PortFast na uatepdeiice:

— BXOJ B INIOOATBHBIN PEKUM KOH(PUTYPALIUN

configure terminal

— BXOJl B PEKUM KOH(PHUTYpaluu HyKHOTO HHTep(delica

interface interface-id

— BKiroueHue PortFast

spanning-tree portfast {disable | trunk}

3nmech Disable — oTKITFOUNTH Ha TAHHOM WHTEpQECe;

Trunk — BKJTFOUNTE Ha TPAaHKOBOM HHTEpeiice (eciu MopT HE TpaH-
KOBBIii, €ro Hy>KHO TIepeBeCTH B cocTosiHNE Access, KomManmoit Switchport
Mode Access).
Hacrpoiika BPDU Filter na uarepdetice PortFast:

— BXOJ B INIOOAJIBHBIN PeXXUM KOH(UTYpaLuu

configure terminal

— BXOJ] B pe&KUM KOHPUTypaIiui Hy>KHOTO HHTepdeiica

interface interface-id

— Bximouenne BPDU Filter

spanning-tree bpdufilter {disable | enable}
Hacrpoiika BPDU Guard Ha untepdeiice PortFast:

— BXOJI B INIOOAJIBHBIN peXUM KOH(MUTYpALUN

configure terminal

— BXOJI B PEXXUM KOH(PUTYpaIlUN HY)KHOTO HHTEpdeiica

interface interface-id



— Bmouenne BPDU Filter

spanning-tree bpduguard {disable | enable}
ITpocMoTp HTapaMeTpoB pabOThI M THITA UCIIOJB3yeMOro mpotokona STP:

show spanning-tree [summary | detail | vlan vlan-id]

1.2. 3apaHue Ha nabopaTopHyto paboTy

1.2.1. STP-depeeo «no yMon4aHUK»

CobepuTe nokazanHyro Ha puc. 1.10 TONOJIOrHI0, COSTUHHUB Pa3b-
eMbl Ha MaTy-MlaHeNu mnaTdykopaamu Ttuna Straight-Touch cormacho
puc. 1.11.

OTMeTUM, 9TO TI0 YMOTYAHUIO:

— BID Priority Bcex KOMMYTaTOpOB YCTaHOBJIEHO B 3HaueHHe 32 768;

— Bce nopthl HaxonsaTest B VLAN 1;

— Ha koMMyTaropax 3amyuieH PVST, 1.e. Bridge Priority = Bridge
Priority + VLAN, B namewm ciryyae 32 768 + 1 =32 769.

e >
% 192.168.200.1/24

. Fa0/2
Root Bridge Designated Port
MAC address Gi 0/1 61 0/2 MAC address
0019.3096.eb80 Designated Port Root Port 001c.b1de.6000
Gio/1
Designated Port Designated Port Designated Port
Fa0/3 Fa0/1 )
Alternative Port Alternative Port SIOS{J';O”

MAC address
04fe.7f86.7980

cloe cor MAC address
Root Port Designated Port 04fe.72b.e680
Designated Port

PC 1
192.168.200.2/24

Puc. 1.10. HauanpHas Tomoaorus
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Puc. 1.11. CoenuneHnss Ha KOMMYTaITMOHHOM TI0JIE

[IpoBenuTe HaYaNbHYIO0 KOHPHUTYPALIUIO KOMMYTaTopoB. s goc-
TyHa K KOMMYyTaTopaM HCIOJIb3YHTEe TEPMUHAIBHBIN cepBep:



— s mocryna k swl.lab 3amycture telnet 192.168.0.110 2003;

— s pocryna k sw2.lab 3amycture telnet 192.168.0.110 2004;

— i mocryma k sw3.lab 3amycture telnet 192.168.0.110 2005;

— s nocryma k swé.lab 3amycture telnet 192.168.0.110 2006.

* s student, mapois student.

Ecnu xomMMmyTaTtopsl He HacTpaumBalINCh PaHEE, BBIOJHUTE Ha-
YaJlbHYI0 KOH(pUrypaiuo kommytaropoB (Mmst ycrpoiicTsa, mudposa-
HUe maposiel, noruH (student) u maposis goctyna (student) Ha TepMu-
HaJTbHBIC U KOHCOJIbHBIC JIMHUH JOCTyNa, OaHHEp HA BXOJ), BBHITIOJIIHUTE
MPUBEJCHHYIO HUXE IMOCIIEI0BATEIILHOCT, KOMAHT ISl KaKJIOTO KOM-
MyTaTopa u3 npusuierupoBaHHoro pexxuma EXEC Cisco 10S (mensist
UMSI KOMMYTaTopa):

conf t

hostname swl.lab

service password-encryption

username student privilege 15 secret 0 student

no ip domain-lookup

banner motd “C
swl.lab

PERM, Russia,
Network technology lab. IT department. PSTU

Warning: Authorized access only!!!

Disconnect IMMEDIATELY if you are not an authorized
person!!!

Contact information:

web http://wrls.ru

email support@wrls.ru

tel +7(342)220-63-85

e

line con 0
login local
line vty 0 4
login local
line vty 5 15
login local



Y6enumMcs B NpaBWIBHOCTH TPWBEAEHHBIX Ha puc. 1.5 craryce
Y COCTOSIHUY TTIOPTOB KOMMYTAaTOPOB COTJIACHO pa3fl. 1 TocoOust, NCTIONb-
3ys BbIBOA KoMaHn Show Spanning-Tree VLAN 1 u Show Spanning-
Tree Detail. CocTossHue KOMMYTATOPOB Oy/1eT BBITJIAIETH TaK:

Swl:
swl.lab#show spanning-tree detail

VLAN000l1 is executing the ieee compatible Spanning
Tree protocol

Bridge Identifier has priority 32768, sysid 1, ad-
dress 0019.3096.eb80

Configured hello time 2, max age 20, forward delay 15

We are the root of the spanning tree (3mechr m npasee
LBETOM BHOEJIEHH BaXHEE 9DJIEMEHTH, K HEKOTOPEM OyIyT IaHH
MOSACHEHUA)

Topology change flag not set, detected flag not set

Number of topology changes 20 last change occurred
00:04:47 ago

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification O,
aging 300

* 3DTOT KOMMYyTaTOp CTajl kKopHeBuM (Root Bridge nnsa
VLAN 1).

Port 1 (FastEthernet0/1) of VLAN000l is forwarding

Port path cost 19, Port priority 128, Port Identi-
fier 128.1.

Designated root has priority 32769, address
0019.3096.eb80

Designated bridge has priority 32769, address
0019.3096.€b80

Designated port id is 128.1, designated path cost 0

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 5

Link type is point-to-point by default

BPDU: sent 627, received 1981

* Path Cost mna sToro nopra = 19, Port Priority =
= 128, PID = 128.1.



Port 3 (FastEthernet0/3) of VLANO00Ol is forwarding

Port path cost 19, Port priority 128, Port Identifier
128.3.

Designated root has priority 32769, address
0019.3096.eb80

Designated bridge has ©priority 32769, address
0019.3096.eb80

Designated port id is 128.3, designated path cost 0

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 3

Link type is point-to-point by default

BPDU: sent 179, received 1149

* Path Cost mns sToro nopra = 19, Port Priority =
= 128, PID = 128.3.

Port 25 (GigabitEthernet0/1) of VLAN0001l is for-
warding

Port path cost 4, Port priority 128, Port Identi-
fier 128.25.

Designated root has priority 32769, address
0019.3096.€eb80

Designated bridge has priority 32769, address
0019.3096.eb80

Designated port id is 128.25, designated path cost 0

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 3

Link type is point-to-point by default

BPDU: sent 169, received 2454

* Path Cost mns sToro nopra = 4, Port Priority =
= 128, PID = 128.25.

swl.lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 32769

Address 0019.3096.eb80

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0019.3096.eb80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec



Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/3 Desg FWD 19 128.3 P2p
Gio/1 Desg FWD 4 128.25 P2p

* Role - poynm nopTtoB Ha koMmmyTaTtope Swl.lab.

Sw2:
sw2.lab#show spanning-tree detail

VLANO0001l is executing the ieee compatible Spanning
Tree protocol

Bridge Identifier has priority 32768, sysid 1, ad-
dress 00lc.blde.6000

Configured hello time 2, max age 20, forward delay 15

Current root has priority 32769, address
0019.3096.eb80

Root port is 26 (GigabitEthernet0/2), cost of root
path is 4

Topology change flag not set, detected flag not set

Number of topology changes 24 last change occurred
00:04:59 ago

from GigabitEthernet0/1

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification O,
aging 300

* JupopmMmaumsa O TOM, UYTO KOpPHeBOM Swl, RPC = 4 or
Sw2 k Swl.

Port 2 (FastEthernet0/2) of VLANO000l is forwarding

Port path cost 19, Port priority 128, Port Identi-
fier 128.2.

Designated root has priority 32769, address
0019.3096.eb80

Designated bridge has priority 32769, address
00lc.blde.6000

Designated port id is 128.2, designated path cost 4

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 1

Link type is point-to-point by default



BPDU: sent 396, received 0

Port 25 (GigabitEthernet0/1) of VLAN000l is for-
warding

Port path cost 4, Port priority 128, Port Identi-
fier 128.25.

Designated root has priority 32769, address
0019.3096.€eb80

Designated bridge has priority 32769, address
00lc.blde.6000

Designated port id is 128.25, designated path cost 4

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 755, received 2008

Port 26 (GigabitEthernet0/2) of VLAN0001l is for-
warding

Port path cost 4, Port priority 128, Port Identi-
fier 128.26.

Designated root has priority 32769, address
0019.3096.eb80

Designated bridge has ©priority 32769, address
0019.3096.€eb80

Designated port id is 128.25, designated path cost 0

Timers: message age 2, forward delay 0, hold 0

Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 2699, received 177

Sw2.lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 32769

Address 0019.3096.eb80

Cost 4

Port 26 (GigabitEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 001lc.blde.6000

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300



Interface Role Sts Cost Prio.Nbr Type

Fa0/2 Desg FWD 19 128.2 P2p
Gio/1 Desg FWD 4 128.25 P2p
Gi0/2 Root FWD 4 128.26 P2p

Sw3:
sw3.lab#show spanning-tree detail

VLANO0001l is executing the ieee compatible Spanning
Tree protocol

Bridge Identifier has priority 32768, sysid 1, ad-
dress 04fe.7f2b.e680

Configured hello time 2, max age 20, forward delay 15

Current root has priority 32769, address
0019.3096.eb80

Root port 1is 26 (GigabitEthernet0/2), cost of root
path is 12

Topology change flag not set, detected flag not set

Number of topology changes 42 last change occurred
00:04:28 ago

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification O,
aging 300

Port 1 (FastEthernet0/1) of VLAN0001l is alternate
blocking

Port path cost 19, Port priority 128, Port Identi-
fier 128.1.

Designated root has priority 32769, address
0019.3096.€b80

Designated bridge has priority 32769, address
0019.3096.€b80

Designated port id is 128.1, designated path cost 0

Timers: message age 1, forward delay 0, hold 0

Number of transitions to forwarding state: 4

Link type is point-to-point by default

BPDU: sent 2488, received 933

Port 2 (FastEthernet0/2) of VLAN0001 is designated
forwarding



Port path cost 19, Port priority 128, Port Identi-
fier 128.2.

Designated root has priority 32769, address
0019.3096.eb80

Designated bridge has priority 32769, address
04fe.7f2b.e680

Designated port id is 128.2, designated path cost 12

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 380, received 0

Port 3 (FastEthernet0/3) of VLANOOOl is alternate
blocking

Port path cost 19, Port priority 128, Port Identi-
fier 128.3.

Designated root has priority 32769, address
0019.3096.eb80

Designated bridge has priority 32769, address
0019.3096.eb80

Designated port id is 128.3, designated path cost 0

Timers: message age 2, forward delay 0, hold 0

Number of transitions to forwarding state: 3

Link type is point-to-point by default

BPDU: sent 1149, received 170

Port 26 (GigabitEthernet0/2) of VLAN0O00l is root
forwarding

Port path cost 4, Port priority 128, Port Identi-
fier 128.26.

Designated root has priority 32769, address
0019.3096.eb80

Designated bridge has ©priority 32769, address
04fe.7£86.7980

Designated port id is 128.26, designated path cost 8

Timers: message age 4, forward delay 0, hold 0

Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 993, received 1758

Sw3.lab#show spanning-tree vlan 1



VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 32769

Address 0019.3096.eb80

Cost 12

Port 26 (GigabitEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 04fe.7f2b.e680

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Altn BLK 19 128.1 P2p
Fa0/2 Desg FWD 19 128.2 P2p
Fa0/3 Altn BLK 19 128.3 P2p
Gio/2 Root FWD 4 128.26 P2p

Sw4 :

sw4 . lab#fshow spanning-tree detail

VLANO000l1 is executing the ieee compatible Spanning
Tree protocol

Bridge Identifier has priority 32768, sysid 1, ad-
dress 04fe.7£86.7980

Configured hello time 2, max age 20, forward delay 15

Current root has priority 32769, address
0019.3096.€b80

Root port 1s 25 (GigabitEthernet0/1), cost of root
path is 8

Topology change flag not set, detected flag not set

Number of topology changes 18 last change occurred
00:04:12 ago

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification O,
aging 300

Port 25 (GigabitEthernet0/1) of VLAN0O00l1 is root
forwarding



Port path cost 4, Port priority 128, Port Identi-
fier 128.25.

Designated root has priority 32769, address
0019.3096.€eb80

Designated bridge has priority 32769, address
00lc.blde.6000

Designated port id is 128.25, designated path cost 4

Timers: message age 3, forward delay 0, hold 0

Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 2008, received 730

Port 26 (GigabitEthernet0/2) of VLAN000l is desig-
nated forwarding

Port path cost 4, Port priority 128, Port Identi-
fier 128.26.

Designated root has priority 32769, address
0019.3096.eb80

Designated bridge has ©priority 32769, address
04fe.7£86.7980

Designated port id is 128.26, designated path cost 8

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 1750, received 993

sw4 . lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 32769

Address 0019.3096.eb80

Cost 8

Port 25 (GigabitEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 04fe.7£86.7980

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300



Interface Role Sts Cost Prio.Nbr

Type
Gio/1 Root FWD 4 128.25 P2p
Gio/2 Desg FWD 4 128.26 P2p

1.2.2. U3MeHeHUe Mecma NOJI0XeHUSs! KOPHS

M3meHuM MeCTO NOIOKEHUs KOPHEBOIO KOMMYTaTopa IIyTeM
yMeHblIeHus noist npuopurera B BID. Hanpumep, uto6s1 Root Bridge

ctan Sw2 (puc. 1.12), uzmenum ero npuopuret B BID.

Fa0/2
Designated Port

Root Bridge

MAC address
0019.3096.eb80

Gio/1 Gi0/2

Root Port Designated Port

MAC address
001c.b1lde.6000

Gi0/1

Designated Port Designated Port

Designated Port

Fa 0/3
Alternate Blocking Port

Fa0/1

Alternate Blocking Port Gio/1

Root Port
i Gi0/2

MAC address Gi 0/2 i0/

MAC address
04fe.7f86.7980

04fe.7f2b.e680

Root Port Designated Port

Designated Port

PC 1
192.168.200.2/24

Puc. 1.12. CmeHa kopHEBOTO MOCTa

Hactpotite npuoputet 4096 Ha Sw2:
Sw2:

sw2.lab#configure terminal
sw2.lab(config) # spanning-tree vlan 1 priority 4096

B pesynbrare BeiBox komaHel Show Spanning-Tree VLAN 1 Ha xoM-
MyTaTopax:



Swl:
swl.lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 4097

Address 00lc.blde.6000

Cost 4

Port 25 (GigabitEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0019.3096.eb80

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/3 Desg FWD 19 128.3 P2p
Gio/1 Root FWD 4 128.25 P2p

*/ubopMaumsa O TOM, KaKOM ceruac HOBEM Root Bridge.

Sw2:

sw2.lab#show spanning-tree vlan 1

18wld: %SYS-5-CONFIG I: Configured from console by
console

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 4097

Address 00lc.blde.6000

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 4097 (priority 4096 sys-id-ext 1)
Address 001lc.blde.6000

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Desg FWD 19 128.2 P2p
Gio/1 Desg FWD 4 128.25 P2p

Gio/2 Desg FWD 4 128.26 P2p



Sw3:
sw3.lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 32769

Address 0019.3096.eb80

Cost 12

Port 26 (GigabitEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 04fe.7f2b.e680

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Altn BLK 19 128.1 P2p
Fa0/2 Desg FWD 19 128.2 P2p
Fa0/3 Altn BLK 19 128.3 P2p
Gi0/2 Root FWD 4 128.26 P2p

Swé :

sw4 . lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 4097

Address 00lc.blde.6000

Cost 4

Port 25 (GigabitEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 04fe.7£86.7980

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Gio/1 Root FWD 4 128.25 P2p
Gi0/2 Desg FWD 4 128.26 P2p



Hanee 3anyctum tcpdump Ha PC1 uau PC2. B BbIBOJ€E YTHIIU-
ThI OyayT BuAHBI Kaapsl BPDU STP.

1.2.3. dunbmpauyust BPDU

Teneps 3anpeTuM KOMMYTATOpPaM OTHPABIAATH Kaapsl BPDU
STP B nopThl, K KOTOPBIM NOAKJII0YeHbI KOMIIBIOTEPHI.

Hactpoum PortFast u BPDU Filter » BPDU Guard na unrep-
¢eiice Fa0/2 na kommyTaTopax Sw2 u Sw3:

Sw2 :

sw2.lab #conf t

sw2.lab (config)#interface fastEthernet 0/2

sw2.lab (config-if)#spanning-tree portfast

sw2.lab (config-if)#spanning-tree bpdugfilter enable

sw2.lab (config-if)#spanning-tree bpduguard enable

sw2.lab (config-if)#exit

Sw3:

sw3.lab #conf t

sw3.lab (config)#interface fastEthernet 0/2
sw3.lab (config-if)#spanning-tree portfast

sw3.lab (config-if) #spanning-tree bpdugfilter enable
sw3.lab (config-if)#spanning-tree bpduguard enable
sw3.lab (config-if)#exit

Tenepsb BbIBoX tcpdump He OyzeT MOKa3bIBaTh MEPeXBAYCHHBIC KaJl-
pet BPDU STP. Teneps Bmecto PC11 moakmounte KOMMYTaToOp S5 ympas-
JSTFOIIEH ceTH K KoMMyTaTopy Sw3 Ha 2 muH. B xoHCOMM Sw3 Oyner BbI-
BelieHo coobenue o ToM, uto BPDU Guard 3a6noxupyet nopt Fa0/2:

—18wld: %LINEPROTO-5-UPDOWN: Line protocol on Inter-
face FastEthernet0/2, changed state to down

—18wld: %LINK-3-UPDOWN: Interface FastEthernet0/2, changed
state to down

—18wld: %SPANTREE-2-BLOCK BPDUGUARD: Received BPDU
on port FastEthernet0/2 with BPDU Guard enabled. Disabling port

—18wld: %PM-4-ERR_DISABLE: bpduguard error detected on
Fa0/2, putting Fa0/2 in err-disable state



Hanee moaxmounte PC1 0OpaTHO U BRIBEAETE MOPT U3 ITOTO CO-
CTOSTHUSI, BKIIOUMB M BBIKJIFOUMB €T0 (IJI1 HACTPOWKH BBIXOJIA TTOpPTA
ABTOMATHYECKH W3 ITOTO COCTOSHUA depe3 120 ¢ BBeguTe B TII00ah-
HOM pekume KoHburyparmy komaaay Errdisable Recovery Interval 40):

Sw2:

sw2#conf t

sw2 (config) #interface FastEthernet 0/2

sw2 (config-if) #shutdown

sw2# (config-if) #no shutdown

1.2.4. U3MeHeHUe Mecma KOPHe8020 hopma

CMeHuM poJiu Ha MmopTax KoMmyTaropa Swl, JaHHbIE W3MEHEHUs
KacaroTcst Tonbko Swl (puc. 1.13).

@ PC 2

3 192.168.200.1/24

Fa 0/2

Root Bridge | pesignated Port

Alternate Blocking Port
Gi0/1

MAC address Gi0/2

0019.3096.eb80

MAC address
001c.b1de.6000

Designated Port

Gi0/1

Alternate Blocking Port Designated Port

Root Port

Fa0/3
Designated Port

Fa0/1
Designated Port Gi0/1
Root Port
i Gio/2
MAC address Gi 0/2 i0/!

04fe.7f86.7980

MAC address
04fe.7f2b.e680

Root Port Designated Port

Designated Port

PC 1
192.168.200.2/24

Puc. 1.13. 3MeHeHnue MecTa pa3MelieHusi KOPHEBOTO MopTa
Ha KoMMyTaTope Swl

I[J'[fl 9TOTr0 HA KOMMYTATOpE SWI YBEJIHUYUM CTOMMOCTD IOopTa
Ge0/1 ¢ 4 1a 100:

Swl:

swl#conf t



swl (config) #int GigabitEthernet 0/1
swl (config-if)#spanning-tree cost 100

OTO0 mpHUBENET K TOMY, YTO MyTh OT SW1 K KOpHIO Sw2 OyneT Ko-
poue gepe3 Sw3.

BeiBoa komanasl Show Spanning-Tree VLAN 1 na Swl:
swl.lab#show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 4097

Address 00lc.blde.6000

Cost 27

Port 1 (FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0019.3096.eb80

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Root FWD 19 128.1 P2p
Fa0/3 Altn BLK 19 128.3 P2p
Gio/1 Altn BLK 100 128.25 P2p

*CroMMOoCTb nopTa Gi0/1 Ha Swl.lab Tenepr pasuHa 100.

1.2.5. U3meHeHuUe ponu nopmoe

Tenepp cMeHuM Ha kommyTatope Swl poan Fal/1 na Altn,
a Fa0/3 na Root (puc. 1.14).

Jasi 3roro Ha kommyratope Sw3 3amenum Port Priority
Ha nopty Fa 0/3 ¢ 128 na 16:

Sw3:

sw3.lab#tconf t

sw3.lab(config) #int FastEthernet 0/3

sw3.lab(config-if) #spanning-tree port-priority 16

BeiBog komanx Show Spanning-Tree VLAN 1 na Swl:

swl.lab#show spanning-tree vlan 1



Q PC 2
\& 192.168.200.1/24

Fa0/2
Designated Port

Root Bridge
Alternate Blocking Port Gio/2
Gi0/1 10/

MAC address
0019.3096.eb80

MAC address
001c.b1de.6000

Designated Port

Gi0/1
Designated Port

Fa0/3

Root Port Alternate Blocking Port

Fa0/3
Designated Port

Fa0/1
Designated Port Gi 0/1
Root Port

MAC address Gi0/2 Gi0/2

04fe.7f86.7980

MAC address
04fe.7f2b.e680

Root Port Designated Port

Designated Port

PC 1
192.168.200.2/24

Puc. 1.14. Cmena poneit noptos FastEthernet Ha Swl

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 4097

Address 00lc.blde.6000

Cost 27

Port 3 (FastEthernet0/3)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0019.3096.eb80

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Altn BLK 19 128.1 P2p
Fa0/3 Root LRN 19 128.3 P2p
Gio/1 Altn BLK 100 128.25 P2p

*PosM HNOPTOB CMEHMIMUCH .



BreBon komana Show spanning-tree VLAN 1 u Show Spanning-
Tree Detail na Sw3:
sw3.lab#show spanning-tree detail

VLANO0001 is executing the ieee compatible Spanning
Tree protocol

Bridge Identifier has priority 32768, sysid 1, ad-
dress 04fe.7f£2b.e680

Configured hello time 2, max age 20, forward delay 15

Current root has priority 4097, address 00lc.blde.6000

Root port is 26 (GigabitEthernet0/2), cost of root
path is 8

Topology change flag set, detected flag not set

Number of topology changes 50 last change occurred
00:00:04 ago

from FastEthernet0/3

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification O,
aging 15

Port 1 (FastEthernetO0/1) of VLAN0001 is designated
forwarding

Port path cost 19, Port priority 128, Port Identi-
fier 128.1.

Designated root has priority 4097, address
00lc.blde.6000

Designated bridge has priority 32769, address
04fe.7f2b.e680

Designated port id is 128.1, designated path cost 8

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 7

Link type is point-to-point by default

BPDU: sent 2551, received 1739

Port 2 (FastEthernet0/2) of VLAN000l1 is designated
forwarding

Port path cost 19, Port priority 128, Port Identi-
fier 128.2.

Designated root has priority 4097, address
001lc.blde.6000



Designated bridge has priority 32769, address
04fe.7f2b.e680

Designated port id is 128.2, designated path cost 8

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 1

The port is in the portfast mode

Link type is point-to-point by default

Bpdu guard is enabled

Bpdu filter is enabled

BPDU: sent 0, received 0

*[lopT B pexmMe PortFast. BPDU-Guard m Filter BKJIOUEHH.

Port 3 (FastEthernet0/3) of VLAN0001 is designated
forwarding

Port path cost 19, Port priority 16, Port Identi-
fier 16.3.

Designated root has priority 4097, address
001lc.blde.6000

Designated bridge has priority 32769, address
04fe.7f2b.e680

Designated port id is 16.3, designated path cost 8

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 4

Link type is point-to-point by default

BPDU: sent 1212, received 1197

*[lpyopuTeT nopra Tenepb 16 BMecTO 128.

Port 26 (GigabitEthernet0/2) of VLAN000Ol is root
forwarding

Port path cost 4, Port priority 128, Port Identi-
fier 128.26.

Designated root has priority 4097, address
001lc.blde.6000

Designated bridge has priority 32769, address
04fe.7£86.7980

Designated port id is 128.26, designated path cost 4

Timers: message age 3, forward delay 0, hold 0

Number of transitions to forwarding state: 1

Link type is point-to-point by default

BPDU: sent 1002, received 2851

sw3.lab#show spanning-tree vlan 1



VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 4097
Address 001lc.blde.6000
Cost 8

Port 26

(GigabitEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 04fe.7f2b.e680

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

In

terface
Fa0/1
Fa0/2
Fa0/3
Gio/2

Role Sts Cost Prio.Nbr Type
Desg FWD 19 128.1 P2p
Desg FWD 19 128.2 P2p Edge
Desg FWD 19 16.3 P2p
Root FWD 4 128.26 P2p

1.2.6. KoppekmHoe soccmaHogenieHue ucxo0Holl KOHghuypayuu

Heo0xoqumo coXpaHHTh Bamly KOH(HMIYpalMIO HA BCeX YCT-
poiicTtBax. JIJ1sl 3TOro BHINOJHUM KOMAH/bI

Swl.

Sw2
Sw3
Swé

lab#copy
. lab#copy
. lab#copy
. lab#copy

running-config startup-config
running-config startup-config
running-config startup-config
running-config startup-config

3adaHus dns camocmosimenbHoOU pabomai

1. Cnenaiite KoMMyTaTop Sw4 KOPHEBBIM MOCTOM.

2. Mo oxoHuaHuu paboT corpure cBOO KoHpuryparmio (Erase
Startup-Config) u nepesarpysure obopynoanue (Reload) ¢ momorrsio
nabopaHTa.



Bonpocbi dnsi camonpoeepKu

. Uto Takoe cerMeHT cetn?

. Uro o3nauaer Blocked Port?

. Uto o3nauaet Designated Port?

. Uto o3nauaeT Root Port?

. I3 gero coctout BID?

. I3 gero coctout PID?

. Kak onpenensercs 3HaueHne CTOMMOCTH ITyTH?
. DT1ansl HayalbHOU cxoaumoct STP?

0 N N LN AW~

9. CKoJbKO Ha3HaYEHHBIX TOPTOB UMeEETCs B ceTH Ha puc. 1.15?

10. CkoIbKO KOpPHEBBIX IOPTOB UMEETCA B CETH Ha puc. 1.15?

11. Kakoif MOCT UMeeT cTaTyc KOPHEBOI'O MOCTA MPH TOM, YTO OC-
TaJbHBIE TApaMeTphl OyAyT paBHbI?

MAC address MAC address
0000.1010.AAAA 0000.1010.BBBB
100 100
MK Fa 0/0 Fa0/1 MK
Fa0/1 Fa 0/0
Fa 0/1
Fa 0/0
100 Fa0/1 Fa 0/0 100
MK MK
MAC address MAC address
0000.1010.CCCC 0000.1010.DDDD

Puc. 1.15. IIpumep ceTH, COCTOSIICH U3 YETHIPEX KOMMYTATOPOB
u 400 cranuuii

12. CxonpKo OJIOKHPOBAaHHBIX IOPTOB UMEETCs B CeTH Ha puc. 1.157
13. KakoBo Bpems cxogumoctu STP?
14. Kakum 00pa3oM BBIUMCISAETCS 3HAYEHHE KOPHEBOM CTOMMOCTH?



15. B mpornecce padots! anropurMa rpotokosia STP kaxasrid mopt
YCTPOHCTBA COXpaHseT Jiydmiee u3 coobmenuit BPDU, momyueHHBIX
yepe3 HEKOTOPhIA 1opT. 110 KakuM KpUTEpHsIM OLEHUBAETCS MOJIy4EH-
Has nHpopManus?



Na6opaTtopHasa pabota Ne 2. VLAN, 802.1Q, ETHERCHANNEL L2, VTP

2.1. KpaTkue TeopeTuyeckme ceepeHus

2.1.1. VLAN-cemu

OpHOlt W3 BaXHBIX QYHKIWHA, peaTn3yeMbIX B TEXHOJIOTHH
Ethernet, sBnstiroTcst BupTyaneHbele jokansHble cetd (VLAN), B koTO-
pBIX ms 0OBeNWHEHHUS CepBEPOB M paboOYMX CTAHIUN B JIOTHYECKHE
TPYNIIBl ACTONB3YIOTCS KOMMYTaTOphl. CBSI3p YCTPOWCTB, TpHUHAJIE-
xamux K ogHod VLAN-ceTy, BO3MOKHA TOJNBKO € YCTPOMCTBaMHU 3TOU
xe cetd. VLAN-ceTu co3naroTcst Ha KoMMyTaTtopax Ha L2-ypoBHe nis
pa30ueHns ceTH Ha MHUPOKOBENaTeIbHbIE TOMEHBI, MacIITaONuPOBaHUS
CeTH W ycuJeHHs Oe30omacHOCTH ceTH. KalIpbl JaHHBIX TepemaroTcs
B npenenax ogaoil VLAN-cetn 6e3 I3MEHEHUH B CBOEH CTPYKTYpe.

Kaxnas cetb VLAN co3maercs B JoKanpHOW 0a3ze MaHHBIX HC-
MOJIb3yeMOro KommyTtaTopa. Eciin B KoMMyTaTope OTCYTCTBYIOT CBe-
neHust o kakor-m6o VLAN-ceTn, To OH He MOXKET IiepefaBaTh Tpapuk
qutst atoid ceti VLAN uepe3 csou noptsl. [Ipu cozmanmn VLAN-cetn
eit mpucBanBaercsa Homep. CyllecTByeT Iuana3oH Ui UCTIOIb30BAHUS
VLAN-nHOMepoB: ot 1 mo 4094. Ilpu cozganmn VLAN-cetn MOXKHO
TaK)kKe HA3HAYUTH € OINpeIeIICHHBIE aTPUOYTHI, TAKHE KaK HMMsI, THII
Y OTIepallHOHHOE COCTOSHUE.

Buner VLAN-cereii:

a) 6azupyromuecs Ha opTax — ctatmueckue VLAN-cetn;

6) 6asupytomuecss Ha ocHoBe MAC-anpecoB — TUHAMUYECKHE
VLAN-ceru.

[MocnenoBaTenpHOCTH HAcTpolik VLAN Ha koMMyTaTope:

a) co3natb VLAN-ceTs, 3a1aTh ums 1 MTU;

0) npuBs3aTh OTOOpAHHBIC MOPTHI KOMMYTaTopa K CO3AaHHOU
VLAN-ceru (cratuueckuii crioco0) nmubo npusszate MAC-anpec xocra
K co3aannoit VLAN-cetu (IuHaMuuecKuit crnoco0).



Hoctym k obmieceTeBbIM pecypcam (HampruMep, TOYTOBEII cepBep)
B ceTsax ¢ VLAN ocyuiecTBisieTcs myTeM HACTPOMKHU Ha MOPTY cepBepa
W KOMMYTaTopa TPaHKOBOTO MHTep(eiica, CIIOCOOHOTO MOAIEPKUBATh
tpaduk Heckombkux VLAN. Ilpu sTom Ha nHTEpdetice cepBepa co3na-
eTcst o ogHOMY cabunTepdeticy ¢ [P-angpecom mis kaxxmoro VLAN.

MapmpyTtuzanust Mexny VLAN ocymecTBisercs Jnbo ¢ 1momo-
b0 KOMMYTATOpOB, mojaiepkuBaromux L3, mubo myTeM HacTpoiku
Ha MapIIpyTH3aTOpe cepBepa U KOMMYTaTopa TPaHKOBOTO HHTepdeiica,
crocoOHOro mojaepxuBarh Tpaduk Heckobkux VLAN. [Ipu sToM Ha
uHTEepdelice MapUIpyTU3aTOpa CO3JACTCS MO OJHOMY cabuHTepdeicy
¢ [P-anpecom mist kaxaoro VLAN (puc. 2.8).

2.1.2. TpaHku

[Tox Tpankom B Cisco MOHMMAaeTCsl OTACIBHBIN KaHAT Mepeaadn
JaHHBIX MEXIy KOMMYTAaTOPaMH, CIIOCOOHBIN HECTH JaHHBIE HECKOIb-
kux VLAN-ceteii. s Toro yTo0BI pa3nndars (peitmsl pasapix VLAN
B Tpanke, 802.1Q momermaeT BHYTph Kaxaoro dpeiimMa mee, KOTOPHIN
nepeaeT HHGOPMAIMIO O MPUHAIICKHOCTH TpaduKa K ONpeneIeHHO-
my VLAN. IEEE 802.1Q — OTKpBITHII CTaHIAPT, KOTOPHIH OMUCHIBAET
MpOLeAypY TETUPOBaHUS TpaduKa Al nepeaadn HHGOpMaIluu O IpH-
HajuiesxkHocTH K VLAN. Tlomns Tara mpencraBieHsl Ha puc. 2.1.

TPID Priority CFI VLAN ID

Puc. 2.1. Ter 802.1Q

Pa3mep Tera — 4 6afita. OH COCTOWT U3 MOJICH:

— Tag Protocol Identifier (TPID) — unenTndukaTop mporokosa Te-
rupoBanus. Pasmep mons — 16 OuT. Yka3wsiBaeT, KaKOW MPOTOKOJ HC-
nonb3yercst s TerupoBanus. i 802.1Q umcnonb3yercs 3HaUEHUE
0x8100.

— Priority — mpuopurer. Pasmep mons — 3 Oura. Mcmome3yetcs
crannaprom IEEE 802.1P nna 3agaHusa nmpuopuTeTa nepeaBaeMoro
Tpaduka.



— Canonical Format Indicator (CFI) — uaAnkaTop KaHOHHYECKOTO
¢opmata. Pazmep mons — 1 6ut. YkaspiBaer Ha Gpopmar MAC-anpeca:
1 — xanonmueckuit (kanp Ethernet), 0 — nexkanonudeckuii (kaap Token
Ring, FDDI).

— VLAN Identifier (VID) — unearuduxarop VLAN. Pazmep moms —
12 our. Yka3wiBaeT, kakomy VLAN npunamnexur kazap. Juanazon
BO3MOXHBIX 3HaueHuil VID ot 0 go 4094.

[pu ucnonp3oBanunu crangapta Ethernet I 802.1Q BcraBmister ter
nepen noseM «Tum nmpotokonay (puc. 2.2). [lockoapky Kaap U3MEHUI-
Cs1, IEPECYUTHIBAETCS] KOHTPOJIbHAS CYMMa.

HUcxonusrii hpeiim

Anpec Anpec Tun Jlannbie Kontponbnas
HOJTyYaTesst OTIIPaBUTEIIS [IPOTOKOJIA cymma
TerupoBanHsIil Bpeitm
Anpec Anpec Tun Hosas
Ter Hannbie KOHTpOJIbHAsI
MOy JaTeIst OTIPaBHUTEIS MPOTOKOITA
cymma

Puc. 2.2. Kagp no u mocine BcTaBKH Tera

B cranpgapre 802.1Q cymectByer monsarue Native VLAN. Ilo
ymomrganuio 310 VLAN 1. Tpaduk, nepenatomuiics B atom VLAN, He
Terupyercs. BakHO 3aMeTUTh, YTO €CII KOMMYTAaTOp IMOJy4YaeT HeTe-
THPOBaHHBIN (QpeiiM Ha TpaHK-TIOPTY, TO OH 1IeT ero B Native VLAN.
Native VLAN no ymomuanuto VLAN 1, HO B 11e11X 0€30MaCHOCTH €ro
pEKOMEHIyeTCs CMeHUTh. Ha 000MX KOHIIAX TpaHKa JIOJKHBI ObITH Ha-
cTpoeHbl ouHakoBbie Native VLAN.

2.1.3. Aepezayus nopmoe EtherChannel

ArperupoBaHre KaHAJIOB — TEXHOJIOTHS, KOTOpasi TMO3BOJISIET 00b-
SIMHUTH HECKOJIBKO (PU3UYIECKUX KaHAJIOB (110 8) B OJWH JIOTHICCKUH.



Takoe oObeAMHEHHE MO3BOJNSET YBEIMUYMBATH MPOIYCKHYIO CHOCO0-
HOCTh KaHalla M €ro HaJIeKHOCTb. ATPETHPOBAHUE KaHAJIOB MOXET
OBITh HACTPOCHO KaK MEXAY IBYMS KOMMYTATOpaMH, TaK U MEXIY
KOMMYTaTOPOM U CEPBEPOM, KOMMYTAaTOPOM U poyTepoM. CyliecTByeT
arperarus KaHajioB 2-ro u 3-r0 ypoBHe#. B pamkax maHHOTO TIOCOOMS
MbI paboTaeM TOJBKO €O 2-M ypoBHeM. CyIecTByeT JBa NMPOTOKOJIA,
OTBEYAIOIIMX 34 arperanyio KaHajuoB: craHjgaptusupoBaHHbiil IEEE —
LACP u cocraBastommii cooctBenHocTh Cisco — PAgP. EtherChannel
HE MOXKET OBITh OIHOBPEMEHHO HACTpOeH i paboThl B pexxume PAgP
u LACP.

Cosznanue EtherChannel amst mopToB 2-ro U mopToB 3-r0 ypOBHS
OTJIMYaeTCs:

a) Juis uHTep(EhCcoB 3-ro YpOBHS BPYYHYIO CO3/IaCTCsl JIOTHYE-
cKkuit naTepdeiic komannoii Interface Port-Channel;

0) st uHTEpdErcoB 2-TO YPOBHA JIOTUUECKUI HHTEpdeiic co3aa-
eTcsl AMHAMHYECKH;

B) IU11 000MX THUIOB MHTEP(EHCOB HEOOXOIUMO BPYUHYIO Ha3Ha-
yate uHTepdeiic B EtherChannel. [l aToro mcnonp3yercs KomMaHaa
Channel-group B pexxuMe HacTpoiiku uHTepdeiica. Ta KOMaHIa CBsI-
3bIBacT BMecTe (PU3MUYECKHE MOPTHI B JIOTHUECKHH MOPT.

ArperupyroTcs KaHajbl C OIMHAKOBBIMU:

a) CKOPOCTSIMH;

0) pe>KUMOM JIyTIJIeKCa;

B) Native VLAN;

r) VLAN-uanazoHom;

1) COCTOSIHUEM TPAaHKHUHTa;

€) THITOM.

[NocnenoBatensHocTh Hactpoiiku EtherChannel L2 Ha xommyTa-
TOpE:

a) HACTPOUTb MOPTHI, KOTOPhIE OyAyT BXOAUTh B OWH JIOTHYECKUN
HOPT;

0) 00BETMHUTD TTOPTHI B OJUH JIOTHUCCKHH ITOPT.



2.1.4. lpomokon VTP

C poctom cern pobOaBieHue HOBBIX VLAN Ha KomMMmyTaTropax
1 HOBBIX VLAN B CIMCOK MO3BOJICHHBIX HA TPAHKE CTAHOBUTCS CYIIIE-
CTBEHHOU TpoOiieMol it aqMuHHCTpaTopa cetu. VIP nmaer Bo3Mox-
HOCTh C)OPMHUPOBATH OJWH WIIM HECKOJBKO KOMMYTAaTOPOB B PEKUME
cepBepa, 4To MO3BOJISICT MM aBTOMATHUYECKH PaCIIpOCTPaHITh OOHOBIIE-
uus unpopmaiuu o VLAN no cetr. KomMyTaTopsl B pexxume ceppepa
CTAHOBSTCS €IMHOI TOUKOH yrpasneHus nHpopmarmeii o VLAN B ceTu.

VTP Server VTP Components

B VTP Client

VTP Transparent E

Puc. 2.3. TIpumep tononoruun VTP

KommyTtarop B Tomonorun VTP MokeT OBITH B OZHOM U3 Tpex
pexxumoB (puc. 2.3):

1. VTP Server. VTP coobmator VTP-undopmaruio o VLAN npy-
MM KOMMYTaTopaM ¢ BKJIIOYeHHbIM VTP, HaxonsfmuMucs B OJHOM
VTP-gomene. CepBepsl VTP xpansat undopmanuo VLAN ans Bcero
nomeHa B NVRAM. Cepsep — to mecto, rie VLAN MoxeT ObITh CO3-
JlaH, y/aJeH WIK NEpEenMEHOBaH AJis AaHHOro fomeHa VTP.



2. VTP Client. VTP ¢pyHKIHOHUPYIOT Tak ke, Kak cepBepsl VP,
HO BBl HE MOXKETE CO3/1aTh, N3MEHUTD WK ynaauTh VLAN Ha KJIHeHTe
VTP. Kmueat VTP rtompko xpanut mHpopmarmio VLAN mis Bcero
JIOMEHa, B TO BpeMs Kak OH 3amymieH. COpoc KoMMyTaropa yJaiser
nHpopmaruio o VLAN.

3. VTP Transparent. Ilpo3pauHble KOMMYTaTOpBl OTHPABISIOT
pexnamubie o0bsiBiieHusst VTP knuentam VTP u cepsepam VTP. Ilpo-
3payHble KOMMYTAaTOPBI HE y4acTBYIOT B mporecce VIP. VLAN, koto-
pBI€ CO3/aHbl, IEPEeMEHOBAaHbl WIM yIaJeHbl Ha MPO3PAYHbIX KOMMY-
TaTopax, SBIAIOTCA JOKAJIBHBIMU TOJIBKO JUI ATOTO0 KOMMYyTaTopa.

Coobmenusi, unkancynupoanusie B 802.1Q kanp, VTP nepena-
I0TCS APYTUM KOMMYTaTopaM o TpaHkaM (puc. 2.4).

OUI = Cisco (00000c) Fields and Size varies based on
PID = 2003 for VTP VTP message type
802.1Q Type or
DA | SA Tag Length LLC SNAP VTP Header | VTP Message Type FCS
Field ize Vari t al tains:
01-00-0C-CC-CC-CC DSAP = AA I;sm:iin:aiz: aries but always contains
MAC addres SSAP = AA .
Domain name length

Version
Message type
Revision number

Puc. 2.4. Tlons xanpa VTP

Kanp VTP cocrout u3 nosnei:

— Destination MAC address. OTo mone ycranosierno B Multicast-
anpec 01-00-0C-CC-CC-CC, xotopsrit 3ape3epupoBas st VTP-co00-
IICHUI;

— LLC field Logical Link Control (LLC). ITone coaepuT 3Hade-
uust DSAP u SSAP, ycranoBnenusie B AA;



— SNAP Field Subnetwork Access Protocol (SNAP). Ilone nmeer
noste OUI, ycranoBmennoe B AAAA, u mone PID, ycranoBienHoe
B 2003;

— VTP Header Field. Comepxut paznudaayo nH()OpMAIIO Ha OC-
HoBanuu nojia VTP Message Type, HO 4acTo colepKUT AaHHble VTP-
OIS

e Domain Name. Ums nomena VTP mist maHHOTO KOMMYTaTOpa;

e Domain Name Length. /[nmuHa nmenu momeHa;

e Version. Bepcus VTP 1, VTP 2 wiu VTP 3. Kommytarop
Cisco 2960 nognepkuaet Tosibko VTP 1 u VTP 2;

e Configuration Revision Number. Tekxymee 3nauenue Revision
Number manHoro xkommyrtaropa. JlaHHOe Toyie yBenmnyuBaeTcs Ha 1,
€CIIM Ha KOMMYyTaTope gobasisercs win ynansercs VLAN;

— VTP Message Type. Tun coobmenust VIP. VTP-kaap conep-
KHT JaHHYI0 HHQopManuio s kaxaoro VLAN:

a) VLAN IDs (IEEE 802.1Q);

6) VLAN nms;

B) VLAN Tum;

r) VLAN coctosnue;

1) onoyHUTeNbHbIe napaMerpbl VLAN, cnienuduyHbie s Kax-
noro tuma VLAN.

Tumnst coobiennii VTP:

a) Summary Advertisements. Kaxnasle 5 MUH cepBep MOCHLIaeT
VTP cocequum VTP-Enabled kommyTaTopam HHGOPMALIUIO O TEKYLIEM
VTP Configuration Revision Number mist cBoero gomena (puc. 2.5).

Onucanue nosyieit Summary Advertisements:

e mone Followers yka3biBaeT Ha TO, 9TO 32 ITHM IaKETOM CJIEIy-
eT makeT Subset Advertisements;

e Updater Identity — ato IP-anpec mocimeqaero kommyTaropa, Ha
KoTopoM 0BT yBenmudeH Revision Number;

e Update Timestamp — 3To faTa U BpeMs IOCIIEIHETO YBeIHUe-
HUS BEPCUHU KOH(PHUTYypaIHH;



e eciM BKIIIOYEHO Mcnojib3oBaHue anroputMa MDS, MDS Digest
conepxut napoiasr VIP u ucnoneiyercs nias NpoBEpKU HOJIMHHOCTU
obunosienus VTP;

e Code — mns Summary Advertisements JaHHOE IOJIE UMEECT
¢dopmar 0x01.

Version Code Followers MgmtD Len

Management Domain Name (zero-padded to 32 bytes)

Configuration Revision Number

Update Identity

Update Timestamp (12 bytes)

MDS5 Digest (16 bytes)

Puc. 2.5. ®opmar nakera Summary Advertisements

0) Subset Advertisements. Cepsep VTP mmer «peknamy» mnoa-
MHOXECTBa, KOTOpasi COAepKUT mHpopManuio 0 VLAN-u3MeHeHHsIX.
U3MeHeHns, KOTOpBIE BBI3BIBAIOT «pPEKJIaMy» IOAMHOMKECTBA, TAKKE
yBenuuuBaroT Ha 1 Revision Number, Bkito4aroT co3panue, yaaieHue,
nepeuMeHoBanue, n3mMenenue napamerpos VLAN (puc. 2.6).

Version Code Followers MgmtD Len

Management Domain Name (zero-padded to 32 bytes)

Configuration Revisio

VLAN-info field 1

VLAN:-info filed N

Puc. 2.6. ®opmar makera Subset Advertisements



Ions:

e Code — mua Subset Advertisements ganHOe ToJe UMeeT Qop-
mat 0x02;

e VLAN:-info field — ato onucanne n-ro VLAN.

B) Request Advertisements. Jlannsiii kagp nuiet kauent VTP cep-
Bepy VTP 3anpammBas undopmanuio o VLAN, eciau KIMEHT MpoImyc-
THJT HECKOJIHPKO OOHOBJICHUH, JIN0O0 Yy HETO cMeHMICs joMeH VTP, mu6o
oH noayunn Summary Advertisements ¢ VTP Configuration Revision
Number 6ombine, ueM y ceds (puc. 2.7).

Version Code Followers MgmtD Len

Management Domain Name (zero-padded to 32 bytes)

Start-Value

Puc. 2.7. ®opmar makera Request Advertisements

Tlons:

e Code — mna Request Advertisements maHHOe 1moJIe UMeeT (op-
mat 0x03;

e Start Value — ucronbs3yeTcs B ciiydasik, KOrjaa ObUIO HECKOIBKO
Subset Advertisements. Ecin cHawanma mony4deHO 7-€ COKpalmieHHOe
o0OBsIBIICHUE, a cienyrolee # + 1-e — HeT, TO KOMMYTaTop 3alpaiuBacT
TOJIBKO OOBSBJICHHUS HauYMHas ¢ n + 1-ro.

[lo ymMon4aHUIO IO TpaHKY pa3pelleH MUPOKOBEIIATENbHBIA Tpa-
¢uk Bcex VLAN, HE3aBUCUMO OT TOTO, €CTh Ha COCETHEM KOMMYTaTO-
pe xoctl B 1anHOM VLAN wmnu HeT. J{nsg Toro 4toObl IIMPOKOBEIIa-
TEeTBHBIA TpaUK HE MIEN MO TPAHKY B KOMMYyTaTOp, Ha KOTOPOM HET
noacoequHeHHbix [IK B mannoit VLAN, ucnonssyiite ommuio VTP
Pruning (puc. 2.8).



Subinterfaces:
192.168.100.1/24 vlan 100
192.168.200.1/24 vlan 200

Broadcast
from PC 12

d
\ P
Ge0/4

GeO

o
/ Broadcast

from PC 12

Etherchannel L2

Broadcast
from PC 12

PC13 @
lan 100
PC12 van \

PC11
vlan 100

vlan 200
192.168.100.2/24 192.168.100.2/24 192.168.100.3/24

Puc. 2.8. Brirouenne ommun VTP Pruning

2.1.5. Hacmpotiku Ha o6opydosaHuu Cisco

HavaneHoe cocTOsSIHME KOMAaHIHOM CTPOKHU «IIPUBWIETUPOBAHHBIN
pexum» EXEC Cisco 10S. KypcuBoM moka3aHsl epeMeHHbIe. BepTu-
KQJIBHON YepTOi OTIEICHBI pa3INdHbIe BapHaHTHl KOMaHI. UTOOBI OT-
MEHUTHh KOMaHAy, HE0OX0IMMO BBECTH €€ ITOBTOPHO, HO C 710 B HaJaJe.

Hacmpoiika VLAN na kommymamopax Cisco

Co3spanue VLAN-ceru:

— Bxon B rmo6anbHbIN pexXuM KOHQUTYpayn

configure terminal

— Coznanne VLAN-ceTd 1 BX0X B peskuM KoHpurypauun VLAN-
CEeTH

vlan «vlan-id»

— Hactpoiika napamerpoB VLAN-ceTn B pexuMe KOHPUTYpaLUH
VLAN-cetn

[name vlan-nam] [state {suspend | active}] [mtu
mtu-size]



3mece name — omucatenbHoe mMs VLAN-cetm mowmHOW 1m0 32
cuMBOJIOB. Ecnmu uMs He 3aaHO, NPUHUMAETCS CTAaHAAPTHOE HUMS
VLANOOXXX, rne XXX — nomep VLAN-cetu;

—mtu — MakCUMaJbHO BO3MO’KHAas €JUHULA MepeJadyd NaHHBIX
(pa3mep makeTa B 6aiiTax), KOTOpask MOXKET UCIOJIB30BATHCS B JTaHHOU
VLAN-cetu. CtangapTHble 3Ha4€HUSI HaXOJATCS B JAuamnazoHe ot 576
1o 18 190. MTU-pa3mep mosxeT ObiTh yBennyeH 10 1500 amst Ethernet-
CeTH W TpeBbImaeT 3To 3HadeHue ausa cereil Token Ring m FDDI.
CranpgaptHoe 3HayeHue — 1500;

— state — ucmonb3yeTcst Il onpenencHus: cocrosauss VLAN-cetn
aktuBHOe (Active) mimm mpuoctaHoBieHHOe (Suspend). B mocnemunem
ciydae paboTa BCeX MOPTOB MPUOCTAHOBJICHA U TIepeaya MMU Tpaduka
He pa3pemreHa. CTaHgapTHOE 3HaYeHUE — Active.

Haznauenue cetssm VLAN nopToB:

— BXOJI B INIOOAJIBHBIN PeXXUM KOH(UTYpaLun

configure terminal

— BXOJl B pe&XXHM KOHQUTypHpoBaHUs mHTepdeiica mopTa. YKa-
3aTh (QU3NYecKuil HHTEpQEhc, KOTOpHIH HaIo0 CKOH(QUTYPUPOBATH
11 VLAN

interface «interface-id»

— CKOH(HUTYpUpPOBaTh MHTEpGEIC TMOpPTa B PEKUM CTaTUIECKOTO
J0CTyIa

switchport mode access

— conoctaButh TopT ¢ VLAN. IlpaBmibHbIE HIEHTHOUKATOPHI
VLAN ot 1 1o 4094; He HaunHaliTe BBOJ HISHTH(PHUKATOPA C HYIISA

switchport access vlan «vlan-id»

— TIpocMOTpeTh HacTpoiiku VLAN-pexuma Ha nHTEepdeiice:

show running-config interface «interface-id»

— npocMmoTpeTh HacTpoliku VLAN Ha kommyTaTope:
show vlan

Hacmpoiika mpankoé na kommymamopax Cisco

Co3znaHve TpaHKa Ha MOPTY:

— BXOJI B INIOOATBHBIN peXUM KOH(QUTYpALUN
configure terminal



— BXOJI B pe&XUM KOHUTyprpoBaHus HHTEpdeiica mopra
interface «interface-id»

— (hopMUpYEM TpPaHK HA TTOPTY

switchport mode {dynamic {auto | desirable} | trunk}

3neck dynamic auto ycraHOBUT HHTep]eic B COCTOSHHE TpaHKa,
ecnmd Ha cocemHeM wuHTepdelice ycraHoBieH pexuM Trunk wnmm
Desirable. BkirroueHo 110 yMOTIaHUIO;

e dynamic desirable ycraHOBUT MHTEp(dEiC B COCTOSIHUE TPaHKa,
eciid Ha cocenHeM uHTepderice ycraHorieH pexum Trunk, Desirable
nim Auto;

e trunk ycranoBuT wuHTEpdeElic B TEPMAHEHTHOE COCTOSHHUE
TpaHKa, TaKe eCJIM COCeAHNH nHTepdelic He TPAHKOBBIH.

— mensieMm Native VLAN Ha VLAN, kpome 1

switchport trunk native vlan vlan id

— pazpemraeM WM 3ampemiaeM Tpadpuky ompeneneHHoro VLAN
UITH 10 TPAHKY

switchport trunk allowed vlan {add | all | except |
remove} vlan-list

— IIPOCMOTP NapaMETPOB HACTPOCHHBIX TPAHKOB
show interfaces trunk

Hacmpoiuka EtherChannel na kommymamopax Cisco

[Ipucoenmuuenne uHTepdeiica B yormdeckuit matepdeiic Ether-
Channel L2 (mpu L2 EtherChannel normueckuit mnrepdeiic (Port-
Channel) co3maercs aBTOMaTHYECKN):

— BXOJI B TNI00ANBHBIN peXUM KOH(UTYpauu
configure terminal

— BXOJI B PEKUM KOH(PHUTYpHpOBaHUs HHTepdeiica mopra
interface «interface-id»

— mpucoenuHenue naHTepPeiica k EtherChannel

channel-group channel-group-number mode {auto [non-
silent] | desirable [non-silent] | on} | {active |
passive)

3necw channel-group-number — HoMep oT 1 110 6;
e s mode BEIOGPUTE OJIMH U3 KITFOUCH:

e auto — no3Bosiier PAgP tompko Torma, korma ycTpoiicTBO
PAgP o6napyxeno. Ilomemaer mnopr B coctosiHue Passive



Negotiating, B koTopoMm nopt oTBedaeT Ha PAgP-makeTs1, KoTopsie
OH IIOJIy4aeT, HO caM HE€ MHHMLIMHpYET neperoBopbl PAZP, T.e. He
oTnpasisieT naketol PAgP;

e desirable — 6e3ycnoBHo mo3Boisier PAgP. Ilomemaer mopt
B coctosiHue Active Negotiating State, B KOTOpOM MOPT HAYMHAET
MIEPErOBOPHI C MOPTOM Ha APYTOM CTOPOHE MyTeM OTnpaBku PAgP-
MIaKeTOB;

e on — nepmMaHeHTHO noMentaeT nmopt B Port-Channel 6e3 mepe-
roBopoB PAgP wmm LACP. [lansslil pexxuM paboTaeT, Korja mop-
THI HAa 00EMX CTOPOHAX CKOH(UTYPHUPOBAHBI B ’TOM PEKUME;

e non-silent (Optional) — ecnu Balr KOMMYTAaTop MOJIKITIOYCH
K IIapTHEPY, KOoTopblii PAgP-coBMecTHM, TO CKOH(UTYpUpPOBaThH MOPT
kommyTatopa a1 Non-Silent Operation, Korga nopt B pexume Auto
wm Desirable. Eciu Bbl He ykaketre Non-Silent, To Silent npeamnomna-
raercs. Onuust Silent nst noncoequnenus k File Servers mwimm Packet
Analyzers. Ora ommms mo3Boiser PAgP paborars, mpucoenuHsITh
nopt k Channel Group u ucnons30BaTh NOPT IS EPEAH;

e active — nmo3Bossier LACP, tonbko ecim ycrpoiicteo LACP
obOHapyxeno. [lomemaer mopt B coctosHue Active Negotiating
State, B KOTOpOM HOPT HAYMHAET MEPETOBOPHI C IOPTOM Ha APYToH
cropoHe myteM otnpaBku LACP-nakeTos;

e passive — mo3Bossier LACP na mopry. IlomemmaeT mopt B co-
crosaue Passive Negotiating State, B KOTOpOM THOPT OTBEYAET HA
3anpocsl npuxonsmux LACP-makeToB, HO caM HE HHHUIIUHPYET
neperoBopsl LACP, T.e. e otnpasinser naketsl LACP.

Hactpoiika TpankoBbIx nmapameTpoB uHtepdetica Port-channel:

interface portchannel «interface-id»

Hactpoiika OanaHcHpOBKM Harpy3kd Ha JIOTHUYECKOM HHTepdeiice
EtherChannel:

— BXOJI B INIO0ANBHBIN peXXUM KOHQUTYpaIUN

configure terminal

— BBIOOD KpHUTEPHsl OATAHCUPOBKU HATPY3KH

port-channel load-balance {dst-ip | dst-mac | src-
dst-ip | src-dst-mac | src-ip | src-mac}



— IPOCMOTpP KpaTKoi uHoOpMaIMH O MapaMerpax HWHTepdeicos
EtherChannel, HacTpoeHHBIX HA KOMMYTaTOPE:

show etherchannel summary

— IPOCMOTp TOAPOOHON MH(pOpPMAIMK O TapaMerpax HHTepdeii-
coB EtherChannel, HacTpoeHHBIX Ha KOMMYTaTOpE:

show interfaces etherchannel mum show etherchannel
detail

— IPOCMOTP MeTo/1a 0ATAHCUPOBKH HATPY3KU:
show etherchannel load-balance

Hacmpouka VTP na kommymamopax Cisco

Hacrpotika VTP:

— BXOJI B INI00ANBHBIN peXXUM KOHQUTYpaIun
configure terminal

— HacTpoiika pexxuma padbotsl VTP Ha komMmMyTaTope
VTP mode [server | client | transparent]
— HacTpoiika fomeHa VTP

VTP domain «domain name»

— HacTporika nmapoisss VTP

VTP password «passwords»

— HacTpolika Bepcuu VTP

VTP version «version»

— TIpocMOoTp napameTpoB padotel VTP Ha koMMyTaTope:
show VTP status
show VTP password

Hacmpoiixa Subinterfaces na mapupymuzamopax Cisco

Co3nanue cabunrepgeiica B onpeaenenHoM VLAN, Ha mopty
MapuIpyTU3aTopa, MOAKIIOUEHHOM K MOPTYy KOMMYTaTropa, HaCTPOEH-
HOMY B pEeXHME TpaHKa:

— BXOJI B IMI00ANBHBIN peXXUM KOH(UTYpaun

configure terminal

— BXOJI B PEKUM KOH(PHUTYpHUpOBaHUs HHTepdeiica mopra
interface «interface-id»

— BXOJI B INI00aNBHBIN peXUM KOH(UTYpaun
configure terminal



— BXOJ] B peXKUM KOH(QHUTypupoBaHUs cabuHTepdeiica

interface «interface-id. subinterface-id»

(pexomennyetcs, uTo0sl Subinterface-ID = VLAN-ID)

— HacTpoiika uHkancysiuu 802.1Q mns noaaepxku HyxkHoil VLAN

encapsulation dotlQ «vlan-id»

— HacTtpoiika [P-agpeca

ip address address netmask

[Tocne HacTpoiiku Bcex caOuHTEp(heHcoB HEOOXOIUMO B PEKUME
KOH(UTYpallii OCHOBHOTO WHTepdeiica BKIIOYNUTH €ro KOMaHIOH
No Shutdown.

— IIPOCMOTP HACTPOHKHU M COCTOSIHUSI MHTEp(EHCOB Ha MapLIpyTHU-
3aTope

show ip interface brief

— IPOCMOTP TaONUIBI MAPIIPYTH3ALMH HA MApLIPyTH3aTOPE
show ip route

2.2. 3apaHue Ha nabopaTopHy paboTy

Subinterfaces:
192.168.100.1/24 vlan 100
192.168.200.1/24 vlan 200

192.168.100.2/24 192.168.100.2/24 192.168.100.3/24 192.168.200.3/24

Puc. 2.9. Tormonorus cetu
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Puc. 2.10. Coequnenust Ha nar4d-naHean




Cobepute TOMONOTHIO, YKa3aHHYIO Ha puc. 2.9, COENMUHUB paszbe-
MBI Ha TaTd-TlaHe W maTdkopmaamu tuma Straight-Touch (puc. 2.10).
[MpoBenuTe HaYaNBHYIO KOHQUTYpAIMI0O KOMMYTaTOPOB W MapUIpyTH-
3atopa. Jlns noctyma K KOMMYTAaropam HUCIHOJb3YWTE TepMHUHAIbHBIN
cepep:

— s goctyna k sw2.lab 3amycrure telnet 192.168.0.110 2004;

— nnst jocryna k sw3.lab 3amycture telnet 192.168.0.110 2005;

— nns jocryna k swé.lab 3amycture telnet 192.168.0.110 2006;

— nus noctyna k r4.1ab 3anmycrute telnet 192.168.0.110 2010.

* Wms student, mapoits student.

Ecny koMMyTaTopsl U MapHIpyTH3aTOphl HE HACTpaUBaJUCh pa-
Hee, BBINOJIHUTE HaYaJbHYI0 KOHQHUTYPaLUI0 KOMMYTAaTOPOB (MMl YCT-
poiictBa, oruH (student) u maposis moctyna (student) Ha TepMUHAIIb-
HBIE ¥ KOHCOJIbHBIC JJHHUU J0CTyMa). BeINoJHNTE 1aHHYI0 MOC/Ie10-
BaTeJbHOCTh KOMAaH/I /I KOMMYTATOpa U3 NMPUBHJIETHPOBAHHOIO

pexxuma EXEC Cisco IOS (MeHsisi MMl KOMMYTATOPA €CTECTBEHHO):
conf t
hostname swl.lab
service password-encryption
username student privilege 15 secret 0 student
no ip domain-Ilookup
banner motd “C

swl.lab

PERM, Russia,
Network technology lab. IT department. PSTU

Warning: Authorized access only!!!
Disconnect IMMEDIATELY if you are not an authorized
person!!!

Contact information:
web http://wrls.ru
email supporte@wrls.ru
tel +7(342)220-63-85




line con 0
login local
line vty 0 4
login local
line vty 5 15
login local

Jas mapmipyTrusatopa M3 npuBWiIermpoBanHoro pexuma EXEC
Cisco I0S (MeHsisi MM MapIIPYTH3aTOPA €CTECTBEHHO):

conf t

hostname rl.lab

service password-encryption

no ip domain-lookup

username student privilege 15 secret 0 student

banner motd “C

rl.lab

PERM, Russia,
Network technology lab. IT department. PSTU

Warning: Authorized access only!!!
Disconnect IMMEDIATELY if you are not an authorized
person!!!

Contact information:
web http://wrls.ru
email support@wrls.ru
tel +7(342)220-63-85

line con 0
login local
line aux 0
line vty 0 4
login local
line vty 5 15
login local



Hacrpoiite Tun media rj45 Ha ruralUTHBIX KOMOMHUPOBAH-
HBIX NOPTAX M TPaHKH Ha KommyTtaropax ¢ Native VLAN 99 co-

IJIAaCHO TOIIOJIOTHM:
Sw2:
sw2.lab#configure terminal
sw2.lab (config)#interface GigabitEthernet0/1
sw2.lab(config-if) #switchport trunk native vlan 99
sw2.lab(config-if) #switchport mode trunk
sw2.lab(config-if)#media-type rj45
sw2.lab(config-if) #interface GigabitEthernet0/2
sw2.lab(config-if)#switchport trunk native vlian 99
sw2.lab(config-if) #switchport mode trunk
sw2.lab(config-if)#media-type rj45

Sw3:

sw3.lab#configure terminal

sw3.lab (config)#interface FastEthernet0/3
sw3.lab(config-if)#switchport trunk native vlan 99
sw3.lab(config-if) #switchport mode trunk
sw3.lab(config-if)#interface FastEthernet0/4
sw3.lab(config-if) #switchport trunk native vlan 99
sw3.lab(config-if) #switchport mode trunk

sw3.lab (config)#interface GigabitEthernet0/1
sw3.lab(config-if) #switchport trunk native vlan 99
sw3.lab(config-if) #switchport mode trunk
sw3.lab(config-if)#media-type rj45
sw3.lab(config-if)#interface GigabitEthernet0/2
sw3.lab(config-if)#switchport trunk native vlian 99
sw3.lab(config-if) #switchport mode trunk
sw3.lab(config-if)#media-type rj45

Sw4 :

swé . lab#configure terminal

swd .lab (config)#interface FastEthernet0/3

sw4.lab (config-if)#switchport trunk native vlan 99
sw4.lab (config-if) #switchport mode trunk

swé .lab (config-if) #interface FastEthernet0/4

sw4 .lab (config-if) #switchport trunk native vlan 99
sw4 .lab(config-if) #switchport mode trunk



O0benunuTe co3ganubie TpaHiku B EtherChannel:

Sw2:

sw2.lab#configure terminal

sw2.lab (config) #interface GigabitEthernet0/1
sw2.lab(config-if) #channel-group 1 mode on
sw2.lab(config-if) #interface GigabitEthernet0/2
sw2.lab (config-if)#channel-group 1 mode on

Sw3:

sw3.lab#fconfigure terminal

sw3.lab (config) #interface GigabitEthernet0/1
sw3.lab(config-if) #channel-group 1 mode on
sw3.lab(config-if) #interface GigabitEthernet0/2
sw3.lab(config-if) #channel-group 1 mode on
sw3.lab(config) #interface FastEthernet0/3
sw3.lab(config-if) #channel-group 2 mode on
sw3.lab(config-if) #interface FastEthernet0/4
sw3.lab(config-if) #channel-group 2 mode on

Sw4 :

sw4 . lab#configure terminal

sw4 .lab(config) #interface FastEthernet0/3
sw4 .lab(config-if) #channel-group 1 mode on
sw4 .lab(config-if) #interface FastEthernet0/4
sw4 .lab (config-if) #channel-group 1 mode on

Cxoppexktupyiite Native VLAN Ha co3aaHHbIX nHTepdeiicax

EtherChannel:
Sw2:
sw2.lab#configure terminal
sw2.lab(config)#interface Port-channell
sw2.lab(config-if)# switchport trunk native vlan 99

Sw3:

sw3.lab#configure terminal
sw3.lab(config)#interface Port-channell
sw3.lab(config-if) #switchport trunk native vlan 99
sw3.lab(config-if)#interface Port-channel2
sw3.lab(config-if) #switchport trunk native vlan 99
Sw4 :

sw4 .lab#configure terminal



sw4.lab (config) #interface Port-channell
sw4 .lab(config-if) #switchport trunk native vlan 99

Hactpoiite MmeToa 6anancupoBku Harpy3ku no MAC-aapecy
Destination Ha joruueckux unTepgeiicax EtherChannel:

Sw2:
.lab#configure terminal
.lab (config) #port-channel load-balance dst-mac

sw2
sw2

Sw3:
.lab#configure terminal
.lab(config) #port-channel load-balance dst-mac

sw3
sw3

Sw4 :
.lab#configure terminal
.lab (config) #port-channel load-balance dst-mac

swé
swé

Hactpoiite VTP-server na Sw3, VTP-client na Sw2 u Sw4.
Bepcuss VTP - 2, nomen — itas, mapoar — mypass. lo0aBbTe

VLAN’s

Sw2:
sw2 .
sw2 .

sw2

sw2 .

100 u 200 na Sw3:

lab(config) #vtp
lab(config) #vtp
.lab (config) #vtp
lab (config) #vtp

Sw3:

sw3.

sw3
sw3

sw3.
sw3.
sSw3.
sw3.

lab(config
.lab(config

( #vtp

(
.lab(config

(

(

(

#vtp
#vtp
#vtp

- — — —

lab (config

mode client
version 2
domain itas
password mypass

mode server
version 2
domain itas
password mypass

lab(config)#vlian 100
lab (config-vlan)#name v1100
lab (config-vlan)#vlian 200

Switch(config-vlan)#name v1200

Sw4 :

sw4 .
sw4 .
sw4 .
sSwW2.

lab

lab
lab

(config) #vtp mode client

lab (config)#vtp version 2
(config)#vtp domain itas
(config) #vtp password mypass



B cayuae ecaim Tpanku u EtherChannel nactpoenbl npaBuJib-
HO, BbIBOA koMmaHJ Show Interfaces Trunk, Show EtherChannel
Summary, Show EtherChannel Detail 0yaer caenyromum:

Sw2:

sw2.lab#show interfaces trunk

Port Mode Encapsulation Status Native vlan

Pol on 802.1g trunking 99

*Ha wunrepderice Port-Channel 1 HacTpoeH TpaHk 802.1qg
c Native VLAN 99.

Port Vlans allowed on trunk

Pol 1-4094

Port Vlans allowed and active in management domain
Pol 1-3, 10, 17, 20, 100, 200

Port Vlans in spanning tree forwarding state and
not pruned

Pol 1-3, 10, 17, 20, 100, 200

*Cnmcok VLAN, Tpadmky KOTOPEIX paspeleHO MAOTK I[I0 MH-
Tepdericy Port-Channell.

sw2.lab#fshow etherchannel summary

Flags: D - down P - in port-channel

I - stand-alone s - suspended

H - Hot-standby (LACP only)

R - Layer3 S - Layer2

U - in use £ - failed to allocate aggregator

u - unsuitable for bundling

w - waiting to be aggregated

d - default port

Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports

————— ffoccssssccoooodssssososdssssss
1 Pol(SU) - Gi0/1(P) Gi0/2(P)
* JHTepderic Port-Channell - paboraer Ha L2, cocTouT

n3 noproB Gi0/1 m Gi0/2, ofa M3 KOTOPHX paboTanT.



sw2.lab#show etherchannel detail
Channel-group listing:

Group state = L2

Ports: 2 Maxports = 8

Port-channels: 1 Max Port-channels = 1
Protocol: -

Ports in the group:

Port state = Up Mstr In-Bndl
Channel group = 1 Mode = On/FEC Gcchange = -

Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index = 0 Load = 0x00 Protocol = -
*PexuM padore EtherChannel - on.

Age of the port in the current state: 00d:00h:57m:21s

Port: Gio/2

Port state = Up Mstr In-Bndl

Channel group = 1 Mode = On/FEC Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index = 0 Load = 0x00 Protocol = -

Age of the port in the current state: 00d:00h:57m:34s

Port-channels in the group:

Port-channel: Pol

Age of the Port-channel = 00d:00h:57m:34s
Logical slot/port = 2/1 Number of ports = 2
GC = 0x00000000 HotStandBy port = null



Port state = Port-channel Ag-Inuse
Protocol = -

Ports in the Port-channel:
Index Load Port EC state No of bits

0 00 Gi0/1 On/FEC 0
0 00 Gi0/2 On/FEC 0

Sw3:

sw3.labf#fshow interfaces trunk
Port Mode Encapsulation Status Native vlan
Pol on 802.1qg trunking 99
Po2 on 802.1g trunking 99

Port Vlans allowed on trunk
Pol 1-4094
Po2 1-4094

Port Vlans allowed and active in management domain
Pol 1-3,10,17,20,100,200
Po2 1-3,10,17,20,100,200

Port Vlans in spanning tree forwarding state and
not pruned

Pol 1-3,10,17,20,100,200

Po2 1-3,10,17,20,100,200

sw3.lab#show etherchannel summary

Flags: D - down P - bundled in port-channel
- stand-alone s - suspended

- Hot-standby (LACP only)

- Layer3 S - Layer2

- in use f - failed to allocate aggregator

G ™ omH

- not in use, minimum links not met
- unsuitable for bundling

waiting to be aggregated

- default port

Qs c =
|



Number of channel-groups in use: 2
Number of aggregators: 2

Group Port-channel Protocol Ports

1 Pol(SU) - Gi0/1(P) Gi0/2(P)
2 Po2(SU) -Fa0/3(P) Fa0/4 (P)

sw3.lab#show etherchannel detail
Channel-group listing:

Group state = L2

Ports: 2 Maxports = 8

Port-channels: 1 Max Port-channels = 1
Protocol: -

Minimum Links: O

Ports in the group:

Port state = Up Mstr In-Bndl

Channel group = 1 Mode = On Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index = 0 Load = 0x00 Protocol = -

Age of the port in the current state: 0d:01h:00m:53s

Port: Gi0/2

Port state = Up Mstr In-Bndl

Channel group = 1 Mode = On Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index = 0 Load = 0x00 Protocol = -

Age of the port in the current state: 0d4:01h:01m:00s

Port-channels in the group:



Port-channel: Pol

Age of the Port-channel = 0d:01h:01m:00s
Logical slot/port = 2/1 Number of ports = 2
GC = 0x00000000 HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = -

Port security = Disabled

Ports in the Port-channel:

Index Load Port EC state No of bits
0 00 Gio/1 On 0
0 00 Gio/2 On 0

Time since last port bundled: 0d:01h:00m:54s Gi0/1

Group state = L2

Ports: 2 Maxports = 8

Port-channels: 1 Max Port-channels = 1
Protocol: -

Minimum Links: 0

Ports in the group:

Port: Fa0/3

Port state = Up Mstr In-Bndl

Channel group = 2 Mode = On Gcchange = -
Port-channel = Po2 GC = - Pseudo port-channel = Po2
Port index = 0 Load = 0x00 Protocol = -

Age of the port in the current state: 0d:00h:55m:25s

Port state = Up Mstr In-Bndl
Channel group = 2 Mode = On Gcchange = -
Port-channel = Po2 GC = - Pseudo port-channel = Po2



Port index = 0 Load = 0x00 Protocol = -
Age of the port in the current state: 0d:00h:55m:17s

Port-channels in the group:

Port-channel: Po2

Age of the Port-channel = 0d:00h:55m:27s
Logical slot/port = 2/2 Number of ports = 2
GC = 0x00000000 HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = -

Port security = Disabled

Ports in the Port-channel:

Index Load Port EC state No of bits
0 00 Fa0/3 On 0
0 00 Fa0/4 On 0
Swié :

sw4 .lab#show interfaces trunk
Port Mode Encapsulation Status Native vlan
Pol on 802.1g trunking 99

Port Vlans allowed on trunk
Pol 1-4094

Port Vlans allowed and active in management domain
Pol 1-3,10,17,20,100,200

Port Vlans in spanning tree forwarding state and not
pruned
Pol 1-3,10,17,20,100,200

sw4 .lab#show etherchannel summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended

H - Hot-standby (LACP only)



R - Layer3 S - Layer2

U - in use £ - failed to allocate aggregator
M - not in use, minimum links not met

u - unsuitable for bundling

w - waiting to be aggregated

d - default port

Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports
1 Pol (SU) Fa0/3 (P) Fa0/4 (P)

sw4 .lab#show etherchannel detail
Channel-group listing:

Group state = L2

Ports: 2 Maxports = 8

Port-channels: 1 Max Port-channels = 1
Protocol: -

Minimum Links: O

Ports in the group:

Port: Fa0/3

Port state = Up Mstr In-Bndl

Channel group = 1 Mode = On Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index = 0 Load = 0x00 Protocol = -

Age of the port in the current state: 0d:00h:45m:49s

Port: Fa0/4

Port state = Up Mstr In-Bndl
Channel group = 1 Mode = On Gcchange = -



Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index = 0 Load = 0x00 Protocol = -

Age of the port in the current state: 0d:01h:00m:1ls

Port-channels in the group:

Port-channel: Pol

Age of the Port-channel = 0d:01h:00m:11s
Logical slot/port = 2/1 Number of ports = 2
GC = 0x00000000 HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = -

Port security = Disabled

Ports in the Port-channel:

Index Load Port EC state No of bits
0 00 Fa0/3 On 0
0 00 Fa0/4 On 0

B cayuyae ecsim VTP HacTpoeH nmpaBM/IbHO, BBIBOJA KOMAHJ
Show VTP Status, Show VTP Password O0yaer cienyromum:

Sw2:

sw2.lab#show vtp status

VTP Version : 2

Configuration Revision : 3

Maximum VLANs supported locally : 255

Number of existing VLANs: 12

VTP Operating Mode: Client

VTP Domain Name: itas

VTP Pruning Mode: Disabled

VTP V2 Mode: Enabled

VTP Traps Generation: Disabled

MD5 digest: 0xD9 O0x1A 0x61 0x48 0x07 0x0B 0xC5 0x02

Configuration last modified by 0.0.0.0 at 7-7-93
06:25:16



JRSZ8%8

*lomeH VTP - itas, Bepcusa - 2, peBususd
- 3, pexuM pab®OTH - KJIMEHT.

sw2.lab#show vtp password
VTP Password: mypass
*[laposib VTP.

Sw3:

sw3.lab#show vtp status

VTP Version: running VTP2

Configuration Revision: 3

Maximum VLANs supported locally: 255
Number of existing VLANs: 12

VTP Operating Mode: Server

VTP Domain Name: itas

VTP Pruning Mode: Disabled

VTP V2 Mode: Enabled

VTP Traps Generation: Disabled

MD5 digest: 0xD9 0x1A 0x61 0x48 0x07 0xO0B
Configuration last modified by 0.0.0.0

06:25:16

Local updater ID is 0.0.0.0 (no wvalid

found)

sw3.lab#show vtp password
VTP Password: mypass

Sw4 :

sw4 .lab#show vtp status

VTP Version: running VTP2

Configuration Revision: 3

Maximum VLANs supported locally: 255
Number of existing VLANs: 12

VTP Operating Mode: Client

VTP Domain Name: itas

VTP Pruning Mode: Disabled

VTP V2 Mode: Enabled

VTP Traps Generation: Disabled

MD5 digest: 0xD9 0x1A 0x61 0x48 0x07 0x0B
Configuration last modified by 0.0.0.0

06:25:16

xkoHQUIrypa-

0xC5 0x02
at 7-7-93

interface

0xC5 0x02
at 7-7-93



sw4 . lab#show vtp password
VTP Password: mypass

Hacrpoiite nmoptel Fa0/1 u Fa0/2 na xommyratopax Sw2 u

Sw4 nas padotsl ¢ VLAN:
Sw2:
sw2.lab#configure terminal
sw2.lab (config)#interface FastEthernet0/1
sw2.lab(config-if) #switchport access vlan 100
sw2.lab(config-if) #switchport mode access
sw2.lab (config-if) #interface FastEthernet0/2
sw2.lab(config-if) #switchport access vlan 200
sw2.lab(config-if) #switchport mode access

Sw4 :

sw4 .lab#configure terminal

sw4 .lab (config) #interface FastEthernet0/1

swé .lab (config-if) #switchport access vlan 100
swé .lab (config-if) #switchport mode access

swd .lab (config-if) #interface FastEthernet0/2
sw4.lab (config-if)#switchport access vlan 200
sw4.lab (config-if) #switchport mode access

—_ — — —

B cayuae eciu moptel Fa0/1 u Fa0/2 na kommyTatopax Sw2 n
Sw4 HacTpoeHbl IPaBUJIbLHO, BBIBOA KoMaHABI Show VLAN Oyner

CJIeayIomum:
Sw2:
sw2.lab#show vlan
VLAN Name Status Ports

1 default active Fa0/3, Fa0/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24

2 VLAN 1 active

3 VLAN 2 active

10 vlanl0 active

17 testl7 active

20 test20 active



100 v1100
200 v1200

active Fa0/1
active Fa0/2
*Tlopr Fa0/l1 nomemeH B VLAN v1100, nmopr Fa0/2 B v1200.
1002 fddi-default act/unsup
1003 trcrf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup

VLAN Type SAID MTU Parent
BrdgMode Transl Trans2

RingNo

BridgeNo Stp

VLAN Type SAID MTU Pa- RingNo BridgeNo Stp BrdgMode Transl Trans2

1 enet 1 1500

enet 100002 1500

3 enet 1000031500

10 enet 1000101500
17 enet 1000171500
20 enet 1000201500
100 enet 1001001500
200 enet 1002001500
1002 fddi 1010021500

rent

1003 trcrf 101003 4472 1005 3276 -
1004 £dnet 101004 1500 - - -
1005 trbrf 1010054472 - - 15

VLAN AREHops STEHops

1003

7 7

Remote SPAN VLANSs

Sw4 :
sw4 . lab#show vlan

VLAN Name Status
1 default active Fa0/5,

Fa0/9,
Fa0/13,

- - 0 0
- - 0 0
- - 0 0
- - 0 0
- - 0 0
- - 0 0
- - 0 0
- - 0 0
- - 0 0
- srb 0 0
ieee - 0 0
ibm - 0 0
Backup CRF
off
Ports
Fa0/6, Fa0/7, Fa0/8
Fa0/10, Fa0/11, Fa0/12
Fa0/14, Fa0/15, Fa0/16



Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gio/1, Gio/2
2 VLAN 1 active
3 VLAN 2 active
10 vlanl0 active
17 testl7 active
20 test20 active
100 v1100 active Fao0/1
200 v1200 active Fa0/2
1002 fddi default act/unsup
1003 trcrf default act/unsup
1004 fddinet default act/unsup
1005 trbrf default act/unsup

VLAN Type SAID MTU Parent RingNo BridgeNo Stp
BrdgMode Transl Trans2

VLAN Type SAID MTU Pa- RingNo BridgeNo Stp BrdgMode Transl Trans2

rent
1 enet 1 1500 - - - - - 0 0
2 enet 1000021500 - - - - - 0 0
3 enet 100003 1500 - - - - - 0 0
10 enet 1000101500 - - - - - 0 0
17 enet 1000171500 - - - - - 0 0
20 enet 1000201500 - - - - - 0 0
100 enet 1001001500 - - - - - 0 0
200 enet 1002001500 - - - - - 0 0
1002 fddi 1010021500 - - - - - 0 0
1003 trcrf10100344721005 3276 - - srb 0 0
1004 fdnet 101004 1500 - - - ieee - 0 0
1005 trbrf 1010054472 - - 15 ibm - 0 0
VLAN AREHops STEHops Backup CRF
1003 7 7 off

Remote SPAN VLANs



IIpomecmupyiime paoomy VLAN-cemei

Komnsrotep PC1 ¢ agpecom 192.168.100.2:

— IOCJIaTh 3X0-3arpock ping K y3iay PC3 ¢ anpecom 192.168.100.3 —
pabotaeT (IMHTH MOMAYT HE cpasy, TaK KaK HY>KHO BpeMs, YTOOBI 3a-
nonHUTE Tabnubl MAC-anpecoB Ha BceX KOMMYTaTOpax);

—mocnaTh 3X0-3ampockl ping k y3nam PC4 u PCS c ampecamu
192.168.200.2 1 192.168.200.3 — He paboTaer.

Mapmipytuzanuss Mexay VLAN. CymecTByeT ABa mNoaxoja
K Mapmpytusanun nakeroB mMexxay VLAN. IlepBelii — BBIAETUTH Ha
KOMMYTaTope M poyTepe OTAENbHBIM MopT moj Kaxaylo VLAN, Ho
JaHHBIN MOAXO0J OYEeHb pacTouuTeNeH. BTopoi — co3path Mexay KoM-
MyTaToOpoOM M MapIIpyTH3aTOPOM TpPaHK, U Ha MaplIpyTHU3aTope cle-
JaTh BUPTYyaJIbHbIE HHTEP(EHChI.

Hactpoum Ha xommyTaTope Sw3 nopt Fa0/2 B pexxum TpaHka:

sw3.lab#configure terminal

sw3.lab#interface fastetherneto0/2
sw3.lab#switchport mode trunk

Hactpoum nHa mapmpytuszatope caduHTepdeiicbl Ha NOPTY

Fa0/1 cornacHo Tonosoruu:

r4.lab#configure terminal

r4.lab(config)#interface £a0/1.100

r4.lab (config-subif) #encapsulation dotlQ 100

r4.lab (config-subif) #ip address 192.168.100.1
255.255.255.0

r4.lab(config-subif)#interface fa0/1.200

r4.lab (config-subif) #encapsulation dotlQ 200

r4.lab (config-subif) #ip address 192.168.200.1
255.255.255.0

r4.lab(config-subif)#interface fao/1

r4.lab (config-subif)#no shutdown

He 3a0yzapTe mponucars NuUTi0361 10 yMordanuio Ha Beex PC!

B ciydae eciim mopThl HA MAapIIPYTH3aTOpe HACTPOEHBI TMpa-
BIWILHO, BbIBOA kKoMaHa Show IP Int Brief u Show IP Route Oyner
cJaeqyouuM:



r4.lab#show ip int brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES NVRAM down down
FastEthernet0/1 unassigned YES unset down down

FastEthernet0/1.100 192.168.100.1 YES manual up up
FastEthernet0/1.200 192.168.200.1 YES manual up up
Serial0/1/0 unassigned YES manual down down
Serial0/1/1 unassigned YES wunset down down
admini-
stra-
tively
Serial0/1/2 unassigned YES unset down down
admini-
stra-
tively
Serial0/1/3 unassigned YES unset down down
admini-
stra-
tively

r4.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF
inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA ex-
ternal type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1,
L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U -
per-user static route

o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

¢ 192.168.200.0/24 is directly connected,
FastEthernet0/1.200
c 192.168.100.0/24 is directly connected,

FastEthernet0/1.100



IIpomecmupyitme pabomy mapwpymusayuu
mexncoy VLAN-cemamu

Komnsrotep PC1 ¢ agpecom 192.168.100.2:

—ToclIaTh  3X0-3ampockl  ping k y31y PC3 ¢ ampecom
192.168.100.3 — paboTaer;

—Tmociath 3x0-3ampockl ping k y3nam PC4 u PCS5 ¢ aapecamu
192.168.200.2 u 192.168.200.3 — paboTaer (MUHTH TOWIYT HE Cpasy,
TaK KakK HY)XHO BpeMsl, 4TOObI 3anoaHUTh Tabmuikl MAC-aapecoB Ha
Bcex KoMMmyTaropax u ARP-tabnuiy Ha MapmipyTuzatope).

3adaHus dns camocmosimenbHoU pabomai

1. Ckoppektupyiite HacTpoWku oOopynoBaHusi Tak, 4toOsl PCl
u PC3 6butn B VLAN 300. IlpoBepste padory VLAN 1 MapmpyTusa-
muu mexay VLAN.

2. CobepuTe TOIMOJOTHIO U HACTPOKTE 00OPYAOBaHKE TaK, YTOOBI
EtherChannel mexay Sw2 u Sw3 cocrosn He 3 GeO/1 u Ge(/2, a u3
Fa0/6 u Fa0/7.

3. 3anycture xomanay Show Spanning-Tree VLAN 100 Detail
Ha Sw3. Kak STP Buaur EtherChannel?

Bonpochki dnsi camonpoeepku

. Uro takoe VLAN?

. 3auem Hyx)eH VLAN?

. Uro Takoe TpaHk?

. 3auem HyXeH Ter?

. Kakoii pa3mep nuMeer Ter U Kakue MoJisi OH BKIIOYAET?
. Uro Takoe arperupoBaHue KaHaJIOB?

. Uto naert arperupoBaHue KaHAJIOB?

. Kakum o6pazom MoxHO 00beTUHATE HECKOIBKO VLAN?
9. HazoBute ocHOBHBIE CITOCOOBI 00pazoBannst VLAN?
10. 3aueMm Hyx)eH nporokon VIP?

11. HazoBute pexumbl kKoMMyTaTopoB B VTP.

12. U3 kakux noneit cocrout kaap VIP?

13. Kak nepenatorcs VTP-kanpsi?

O 1O\ D A~ WIN —



Na6opaTtopHasa pa6oTa Ne 3. MIPOTOKOI IP

3.1. KpaTkue TeopeTUyeckue cBeieHus

3.1.1. IP-adpec

Ymo makoe adpec e0oouie

Anpec — uaeHTHUKATOP JUTSI HAXOXKIEHUS 00beKTa (COTIacHo
HEKOTOPBIM TPaBUJIaM €T0 HWHTEPIIpPEeTaluu). AJpeca OOBIYHO HMEIOT
nepapxuueckuii Bua. Kaxmas dacte mMeeT Oojee crenmu(puuecKyro
TOAPOOHOCTE.

[Tpumep. Criocob Haxoxaerust MI'®:

e +7342 2378376 (puc. 3.1)

e www.icmm.ru/~masich

e masich@icmm.ru

e 195.69.156.87

Prefix
Table +7 3422378376

+1
+44

+61
+886 Prefix

+7 Table

+7

National

Prefix
Table

2378376

i

Puc. 3.1. Mapripytusanust B TeIe(OHHBIX CETIX



Ymo maxkoe IP-aopec

IP-anpec — naeaTudukarop MaTepHeTa, HHGOPMHUPYIOIIHI O TOM,
KaK JOCTHTHYTh CETEBOM JIOKaJM3alUW Yepe3 MapLIpyTHU3UPYIOIIYIO
cuctemy Uarepuera (CILJT).

IPv4: 32-6utoBoe umcio (4 Oaiita). baiiTel mumryTcs B necATHY-
HOH opme, paszmenstores Toukamu. [lpumep: 172.16.58.7. B IPv4 mo-
TyT 6BITH 4 MIJLIMAP/A PA3IMYHBIX XOCT-aapecoB (2°7).

IPv6: 128-6utoBoe umcmo (16 Gaiit). [lumercs B ImecTHamIaTe-
puuHo-gecsaTuuHoi Hotammu. [Ipumep: 2001:0503:0C27:0000:0000:
0000:0000:0000. B IPv6 MoryT OBITH 16 MIUIITHAPIOB Pa3IUIHBIX CETE-
BBIX azpecoB (2'%).

Hasznauenue IP-anpeca:

— HeoOX0aUM I MapiipyTu3anuu B HTepHEeTE;

— siBsieTcss KOHeYHBIM «OOIIECTBEHHBIM PECypCOM»; HE HaXOsd-
muiicss B COOCTBEHHOCTH TOJIb30BaTels anapec. He cBoiictBo. He moxer
OBITh KYIUICH, MpOJiaH, nepenan. lIpegocraBisercs Ha HEMOCTOSHHOM
OCHOBE JIJIsl MCIIONB30BaHus. Bo3Bpaiaercs, korga Oofbie He TpeOy-
eTcs;

Hepapxuueckas opranuzanus [P-agpecos.

IP-anmpec mo3BoJseT paccMaTpUBaTh TPYIIIBI aAPECOB (CETh/TIO-
CeTh) KaK eMHOE IIeJI0e JI0 TeX TOp, MMOKa He oTpedyeTcs OnpeaenTh
aJipec MHANBUAYAIBHOTO y37a (ITOPT X0CTa).

Wnnroctpammst [Pv4 (puc. 3.2):

— Anpec cetn — 172.16.0.0/16, Te «/xX» — KOIMYECTBO CTAPIIUX
OWT, UCTIOJIB3YEMBIX JUISI HYMEPAallMU CETH W HA3bIBAEMBIX MPEPUKCOM
CeTH.

— Anpec moacetn — 172.16.14.0/24 B cetn 172.16.0.0/16.

—Anpec xocra/mopra — 172.16.14.15 B cetm 172.16.0.0/16
(w moncetn 172.16.14.0/24).



Ilpumep padbomur IP-adpeca

I'nobanbHas
Tabnuia
MapIIpyTH3alHH
4.128/9
u 60.100/16
HTEpHET 60.100.0/20 —
135.22/16 "6'“’“"“3"
—172.16.0.0/16 Tabauua
MapLIpyTH3aLUH
172.16.13.0/24
AHOHCHpOBaHHUE CETH 172.16.14.0/24
172.16.0.0/16
Tpadux B xoc Local Router
172.16.14.15
172.16.13.0/24 172.16.14.0/24
172.16.14.15

Puc. 3.2. Mapmpytu3saius B lHTepHeTe

Kmo pacnpeodensem IP-adpeca

Pernonaneapie  mHTEpHET-peructpatypsl  (Regional Internet
Registry — RIR) — opranm3anmu, 3aHUMaroIuecss BOIPOCAMHU ajpeca-
uuu U Mapmpyrtusanun B Matepaere. Ha 2006 rox cymecTByOT MsTh
RIR (puc. 3.3):

1. American Registry for Internet Numbers (ARIN) ms CeBepHoit
AMepuKH.

2. RIPE Network Coordination Centre (RIPE NCC) nns EBpomnsi,
bamxnero Boctoka u [lenTpanbHoit A3uu.

3. Asia-Pacific Network Information Centre (APNIC) mna Asun u
THUXO00KEaHCKOT0 PETHOHA.

4. Latin American and Caribbean Internet Addresses Registry
(LACNIC) ans Jlaruuckoit Amepuxu u Kapubckoro pervona.

5. African Network Information Centre (AfriNIC) anst Adpukn.



RIPE NCC

AFRINIC

Brishane

Puc. 3.3. KapTa pernoHanbHbBIX HHTEPHET-PETUCTPATYP

3.1.2. OcHo8Hble noHsimus IP-Mapwpymu3sayuu

Mapmpyrtuzanus (Routing) — 3To mporiecc nepeMenieHusl maKkera
OT UCTOYHMKA K IPUEMHHUKY Yepe3 CeTh NepeJadl JaHHbIX.

Poytep (Router) — 310 ycTpo#icTBO, Iepearoiee nakeT B HyKHOM
HamnpaBleHUH (HY>KHBIH HHTEpQEIic).

MapmpyTtusupyemsiii mporokon (Routed Protocol, IP-poTokoi)
CYLIECTBYET B KaXKIOM poyTepe AJIs Iepefauyd Makera B HY>KHOM Ha-
MIPaBJICHUH.

HysxHoe HampaBieHue nepenaun poyTep OmnpenaenseT Ha OCHOBa-
Huu Tabmumsl Mapmpytusanuu (Forwarding Tables). Tabmuisr map-
mpyTH3anud GOpPMHUPYIOTCA MPOTOKoJIaMu MapmpyTusanuu (Routing
Protocol — RIP, OSPF, IGRP, IS-IS, BGP-4).

[IpoTokon mapmpyTH3alH — 3TO paclpeAe’eHHbI MPOTOKOI,
paboTaromuii KOOPAWHUPOBAHHO C IPYTUMH POyTepaMHu.

Lenm pa®oThI MPOTOKONIA MAapIIPYTU3AUN — H3ydeHne 1 (popmu-
poBaHHe TII00ATBHOTO TPEACTABICHHS CETH HEPOTHBOPEYUBBIM U 3a-
KOHYEHHBIM CITOCOOOM.

IIporokoms! MapipyTH3aLuy paboTaoT IO aIrOpUTMaM MapLIpyTH-
3arn (DVA — nuctannmoHHO-BeKTOpHBIN, LSA — cocTosHUS CBsI3El).



Ilpouecc popmuposarnun mapuipymuoi maodauyl

[Ipu mHCTAMIALMU Ha poyTepax 3alycKaroTcs MPOTOKOJIBI Map-
LIPYTU3alMM, KOTOpblEe OOMEHHUBAIOTCA MapLIPYTHOH wuH(popMauuei

C «COCECOAMM.

HNudopmanust o MapmpyTax «coceieit» ucnoib3yercs s ¢op-
MHUPOBaHUS CBOUX Tadmuu Mapupytusanuu (tadu. 3.1, 3.2). Ha ocHoBe

Ta6J'II/ILI BBI6I/IpaI()T OJWH HUJIN HECKOJIBKO HYTGI;'I JJIA 1OCTAaBKHU ITIaKCTOB

B ITYHKT HA3HAYCHMUH.

Tabmuma 3.1

Tab6muma mapmpytu3aruu R1. [IpoToxomn RIP.
Mertpuka — 4uciI0 XOIOB

Crenyromuit Ucxopammuii
CeTb Ha3HAYECHHUS ysen (I\?ex tHop) | murepdeiic Mertpuka
192.168.1.0/24 TTonxmrouen el —
192.168.2.0/24 TTonxmrouen sO —
192.168.3.0/24 TTonxmrouen sl —
192.168.4.0/24 192.168.2.2 sO 1
192.168.4.0/24 192.168.3.2 sl 1
192.168.5.0/24 192.168.2.2 sO 1
192.168.6.0/24 192.168.3.2 sl 1
Tabauna 3.2

Tabmuua mapmpytusanuu R1. [Ipotokon OSPF.
MeTtpuka — CKOpOCTb KaHaja

Crenyromuii y3en

cxonsamuii

CeTb Ha3HauUEHUS (Next Hop) nHTepeiic Mertpuka
192.168.1.0/24 ITonxmrouen (E0) e0 —
192.168.2.0/24 IToaxmrouen (S0) sO —
192.168.3.0/24 IMoaxsrouen (S1) sl —
192.168.4.0/24 192.168.3.2 (S1) sl 60
192.168.5.0/24 192.168.2.2 (S0) sl 130
192.168.6.0/24 192.168.3.2 (S1) sl 70

PoyTephl B3auMOIEHCTBYIOT TIpH Tiepenade Tpaduka ¢ COCeaIMU

(cnemyromumu Ommkaiimvu yctporictBamu — Next-Hop Devices).



WNudopmarus o mepechUIke 10 CIEIYIOIMNX OMMKaHINX yCT-
poiictB cetn (IP-ampeca cocegHMX YCTPOWCTB M WCXOZSIINN HHTEP-
¢etic) momemaercs B Tabauiy mapiipytoB (Forwarding Table).

Onpeoenenue onmumaibHO20 Mapuipyma (MempuKa)

1. Pemenne o srydmeM MapuipyTe MPHUHAMAETCS HA OCHOBAaHUHU
METPHKH.

2. MeTpuka — 3TO CTaHAApPT U3MEPEHUs (YUCIO0), UCIONIB3YyEeMBIN
MPOTOKOJIAMH MapIIPyTH3AIHH.

3. Korma B poyTep MmoCTymaeT MakeT, pOyTep aHAIM3UPYET 3aro-
JIOBOK ¥ BoLAensAeT [P-anpec nmonyuarens.

4. 3atem poytep comocrtapiseT [P-anpec nomygarens ¢ uadopma-
nuei B Tabiuue MapipyTtoB nepecbuiku (Forwarding Table) u momyua-
€T CBEJCHMUS:

— 00 ucxogsmem uHTEpdeiice (depe3 Kakoi MOpT NepeaBath);

—P-ampece caenyromero Ommwkaiiero ycTpoicTBa, OTKyJa
MOJKHO ITOTIACTh B TyHKT Ha3HAYCHUSI.

5. Kpome Toro, poyTep BBIIONHSIET BCe HEOOXOIUMEIE TOTIONHU-
TenbHble QyHKIUH (YMEHbIIEHUE «BpeMeHH xu3Hm» — TTL, ynpasie-
HUE MapaMeTpamu «Tun cepBuca» — TOS, ¢pparMeHTanuio u oTpaboTKy
OTIIIVH TTPH HEOOXOTUMOCTH).

Xocr 192.188.1.2

192.168.2.0/24
M(2000)

192. 168.3.0/24
M(60)

192.168.4.0/24
M(60)

Puc. 3.4. Vcnonp30BaHue MIPOTOKOJIOB MapIIPyTU3ALUU



Ilpumepbt mapwipymusayuu

Jsmwxenue: xoct 192.168.1.2 — xoct 192.168.6.2 (puc. 3.4)

3.1.3. lee modenu adpecayuu u mapwpymusayuu

Knaccosas mooens. Guxcupyercs auHa mpedurca («/xx» = const)
MoJiceTeil, Ha KOTOpbhle pa3duTa riaBHas ceTh. OAMHAKOBBIA pazMep
noJiceTeii KOHPUTYPUPYETCsI CETEBBIM aJIMUHHCTPATOPOM.

[Iporokonam mapmpytuzanuu (RIPv1) me Tpebyercst mepenaBath
npedukc moacern B coodbmienusx Routing Updates, mockosbky Bce
MOJICETH B TJIABHOW CETH OAMHAKOBOTO pa3Mepa.

becknaccosas moodenv (VLSM, CIDR). [lomyckaeT INepeMeHHOe
(VLSM, CIDR) 3nauenue npedurca («/Xx» = var) mojacerei, Ha KOTO-
pble pa30ouBaeTCs rllaBHast CETh, IOATOMY IMPOTOKOJIAM MaplIpyTH3aLU!
(RIPv2, OSPF, BGP-4) Tpebyercst nepenaBaTh IIMHY NpeduKca Moj-
cetu B cooOmenusx Routing Updates.

3.1.3.1. Knaccosas modens adpecayuu (Classful Model)

IP-agpec cocTouT M3 ABYX JOTMYECKUX YacTe — HOMepa CeTu
W HOMepa y37la B CeTH. 3HauCHHS MEpBBIX OWUTOB ajpeca ONpeneisioT
rpaHully JIornueckux yacted u kinacc [P-agpeca. Ha puc. 3.5 mokazana
cTpykrypa IP-agpeca pa3HbIX KJIaccos.

1< 32 6ura >
! | ' | |
| |
Knacc A 0 Cetb V3en
Knace B 10 Cerp V3en
1 1
Kiace C 110 Cetb V3en
T T
Knace D 1110 MHoroaapecHbIi anpec
1 1 1
Knacc E 1111 OxcnepuMeHTalbHbIE apeca

Puc. 3.5. Crpykrypa IP-anpeca



Heckonbko agpecoB BO Bcex Kiaccax 3ape3epBHPOBAHBI JJIS CIie-
UANBHBIX MEJIEH.
Pacnpenenenne cnenuansHbix IP-anpecos:

Juramna3oH aapecoB Ha3znauenue
0.0.0.0 HewnsBecTHas ceThb (CeTh IO YMOJIYAHHUIO)
3ape3epBUPOBAHO IJIs1 YACTHBIX CETel

10.0.0.0-10.255.255.255 (REC1918)

3ape3epBUPOBAHO IJIs JTOKAJTBHBIX aPECOB
TUTIA «ITCTIISD
3ape3epBUPOBAHO IJIs1 YACTHBIX ceTei

127.0.0.1-127.255.255.255

172.16.0.0-172.31.255.255

(RFC1918)
. 3ape3epBUPOBAHO IJIs1 YACTHBIX ceTei
192.168.0.0-192.168.255.255 (REC1918)
255.255.255.255 [IupokoBemaTeNbHbIN aipec

ITockonsky agpec 0.0.0.0 knacca A He ABII€TCS HOPMAJIbHBIM, TO
peasnbHO B ceTsX Kinacca A goctynuo 127 = (2” — 1) agpecos.
Paccmorpum npumep cetu knacca B:

Howmep cetu | Homep y3na KomMmeHnTapuii
172.17 0.0 IP-angpec cetu
172.17 0.1 [Tepssiii IP-anpec xocTa B 3TOM ceTH
172.17 0.2 Bropoii IP-agpec xocta B 3T0M cetu
172.17 255.254 ITocnennuii IP-anpec xocta B 3T0M ceTH
172.17 255055 Hanpasnennsiit meOKO?emaTenLHLIﬁ IP-anpec
JUISL 9TOH CeTH

ITosTOMy MakcHManbHO BO3MOXHOE 3HaueHue uucina [P-agpecos
JJIA Ha3HAUYCHUA UX XOCTaM YMCHBIICHO Ha 2.

Opzanusayusa noocemeit

Unes — «3auMcTBOBaHME» HECKOJIBKUX OWTOB W3 y3J0BOHM YacTu
ajpeca Ui pa30UEHNs CETH Ha IOJICETH.

[omubIi peduKe ceTH, COCTOSINN U3 CeTeBOro NpeduKca u HO-
Mepa MOJICETH, MOTyYnIT Ha3BaHHE PACIIMPEHHOTO CETEBOTO MpeduKca.

JIBonyHOE, WM €ro JEeCATUYHBIN SKBHBAJICHT, COJAEpIKallee €Iu-
HUIBI B pa3psaax, OTHOCAIINXCS K PACIINPEHHOMY CETEBOMY INpeQUK-
Cy, a B OCTaJIbHBIX pa3psanax — HyJd, Ha3BaJIM MacKoi mojaceTu. Takoe
MpeJICTaBIEHNE HEe O4YeHb y/MO0OHO, Halle HCHOJB3YIOT 0003HauYeHHe



BHUOa ((/XX», Tae XX — KOJIHNYECTBO out B pacCinp€HHOM CETEBOM IIpPE-
(uxce. Torma ximaccel [P-anpecoB 1Mo yMOT9aHHUIO HCIIONB3YIOT MAacKH,
MIpeACTaBIICHHEIE Ha (pHC. 3.6).

|
< 32 Guta P

| ! ] |
| I | | |
Knacc A 0| Cetb VY3en
Macka nsowunas | 11111111 [ 00000000 | 00000000 | 00000000 |/8
255 0 0 0
1 "
Knacc B 10] Cerp V3en

Macka gBowunas | 11111111 | 11111111 00000000 [ 00000000 |/16

255 255 0 0
~- 1
Knace C 110 | CeTb Y3en
Macka msowwnas | 11111111 | 11111111 | 11111111 | 00000000 |/24
255 255 255 0
— -

Macku KI1accOBOH MOAEIU 4APeCaLiu

Puc. 3.6. KimaccoBas Mmonens aapecanun

[TpumMep mozaceTH B KIIACCOBON MOJIENIN «CETh, MOACETh, XOCT»:

I'maBuyro cers 10.0.0.0/8 (kmacc A) pa3oObeM Ha ICEBIOMOICETH
(pa3mepom kiacca B) ¢ mackoit 255.255.0.0.

[Tonceru:

10.0.0.0/16 — nyneBas nonceTh. Hynu B mojceTd HUKOTIa HE UC-
MOJIL3YIOTCS JUIS HYMEPAIlUU TOJICETH B KIIACCOBOW MOJEITU Mapiipy-
tuzaruu (RFC 950).

10.1.0.0 /16 — axpec nepBoii MOJCETH.

10.1.0.0 — agpec moacerwy.

10.1.0.1 — mepBsrit xocT B moacetu 10.1.0.0.

10.1.255.254 — nocnenuuit xoct B moacetu 10.1.0.0.

10.1.255.255 — nanpasieHHoe mupokoseanye B moacers 10.1.0.0.

10.2.0.0 /16 — agpec BTOpoOii OACETH.



10.3.0.0 /16 — agpec TpeThe MOACETH.

10.254.0.0/16 — ampec mocnenuet (254-it) momcern.

10.255.0.0/16 — HampaBiIeHHOE MHUPOKOBEIIAHIE BO BCE TOJICETH.
Hukorna He MCIONB3YIOTCSA ISl HyMepalliK MOJACETH B KJIaCCOBOM MO-
e mapmpytuzanun (RFC 950).

3amucu 10.0.0.0 qyis uaeHTHUKAIIMN ceTH Mao. DTo 6o ceth 10,
mu6o moacerbk 10.0. 3amumcu 10.255.255.255 HemocTatouHo IS Ha-
MPaBJICHHOTO MIMPOKOBelanus i cet 10 mubo mis noacetu 10.255.

Subnet Zero u Subnet Broadcast 1BycMBICIIEHHBI.

3.1.3.2. Knaccosass MoOenb Mapuwipymusauuu

[IpoTokonsl MapHIpyTH3alKY, HE MEePEeNAtoIe BMECTE C KaKIbIM
aZipecoM ceTH/mojceT uHpopmanuo 00 ee Macke, Ha3bIBAKOTCS KIlac-
coBbIMU TpoTokoiamu MapuipyTtuzauuu (RIPvl, IGRP). [Tlostomy Bce
nojceTy oAHOH rnaBHoU cetr (kinace A, B u C) HOIKHBI UMETh OIHY
U TY K€ MacKy HOJICETH.

IMoxcetrio (Subnet) HazpBatoT IP-ceTh, Macka KOTOpOW ompene-
JIIET YacTh aJIpECHOTO MPOCTPAHCTBA INIABHOW CETH IyTEM PaCIIUPEHUS
CETEBOI UacTu aapeca CeTH.

He nomyckaercst ucnonb3oBaHUE MAacKH MEPEMEHHOU IIIUMHBI IS
noacereil. CeTeBOM aIMUHHCTPATOpP HOJDKEH YCTAHOBUTH Ha IMOPTax
MacK{ OJTMHAKOBOM JITUHBI.

[HomyuuB maker oOHoBieHust (Routing Updates), kimaccoBbrii po-
yTEp BHIMOIHACT CIEAYIONTNE NeHCTBHS:

— Ecmn urdopmamms B Routing Updates oTHOCHTCS K TOMY ke
aJipecy OCHOBHOH CETH, UTO U aJ[pec CeTH, Ha KOTOPBI HACTPOECH IpH-
HUMAaIOMMK nHTepdeic, poyTep MPUMEHSET MacKy IOJICETH, YCTaHOB-
JICHHYIO Ha MPUHUMAoIIeM naTepdeiice (puc. 3.7).

—Ecmm wagopmanms B Routing Updates oTHOCHTCS K Ipyroi
TJIaBHOW CETH, pOyTep BO3bMET 3HAYEHHE MACK{ IMOJCETH 10 yMOda-
Huto (110 Ki1accy anpeca) (puc. 3.8).
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Puc. 3.7. OnuH noMeH MapIpyTU3aluu

Ll jm | L)
— = —

10.1.0.0 10.2.0.0
R1 & r2
192.1683.0 CyMMHpOBaHHE MapuIpyTa,
y caenanioe R1u R2  Ha
192.168.2.0 rpaHuie Kiacca
10.0.0.0, 100.0.0

=

172.16.0.0

Puc. 3.8. Pa3o0mieHnbIe MoACceTH B Ki1acce

DT0 00CTOATENHCTBO UMEET HECKONBKO mocneacTBuid. Ecim Rout-
ing Updates mocsiiaroTcst uepe3 nHTep(heic ¢ ceTeBBIM HOMEPOM, OT-
JUIHBIM OT ee ceTkH (Subnetted Network), To TOJNBKO TTaBHBI HOMEP
cetu kinacca A, B wiu C Oyner oObsBIeH, T.€.:

— CyMMHUPOBaHHE MapIipyTa OyJeT BBIOJHCHO Ha TpaHHUIaX
KJacca;

— 001acTh CETOK J0JKHA OBITh HENPEPHIBHA;

— MapUIPyTH3UPYIOTCS MOJIHBIC KJIACCHI.



IIpoonemot K1accosoii mooenu mapuipymuzayuu

R3 BriGeper:

— Wi oAMH myTh Kak dyummid myTe (RIP), Torma HekoTopble
[P-x0CTBI HE MOTYT OBITH JOCTUTHYTHI;

—u oba myTtH anst 6anancuposku Harpy3ku (IGRP). Crenosa-
TEJNBHO, He Bce MakeThl NocTUrHyT IP-xocToB (To ke camoe ¢ eIGRP-
ABTOCYMMHPOBaHHUEM).

3.1.3.3. becknaccosas modesns IP-adpecayuu

VLSM-MackupoBaHHe 00€CIIeUNBAaCT:

— BO3MOYKHOCTB CO3JIaHUsI OoJiee OJHOM MAacKW IOJICETH B TIpefe-
J1aX OJHOMU TJIaBHOM CETH,

— BO3MOYKHOCTh Pa30MBATh Ha MOJICETH YXKe pa3OUThIe HA TOJICETH
IP-anpeca.

[IpeumymectBa VLSM-MackupoBaHus:

— bonee a¢dexTuBHOE HCIONB30BaHUE AIPECHOTO MPOCTPAHCTBA.
bez VLSM-mackupoBaHusi A1 BCETO aJIpeCHOr0 MPOCTPAaHCTBA ceTei
kmacca A, B mmu C MOXXHO TIPUMEHSATH TONBKO OJHY MAacKy ITOJICETH
(Tabm. 3.3).

— BO3MOXHOCTh CYMMHUPOBaHWS MapIIPyTOB.

— Bo3MmoxHO 00JBIIOE KOJUYECTBO HMEPAPXUUSCKUX YPOBHEH
B paMKax OJIHOTO IIaHa ajpecarid. JTO MO3BOJLIET MPOU3BOIUTE OTI-
THUMaJIbHOE CYMMHPOBAHHUE B TAOIUIIAX MapIIPYTH3AIIHH.

Ilycts nmeem koHKpeTHBIH [P-agpec (oTHOCHTCA K Kitaccy B):

—IP-agpec 172.16.113.205;

— Macka nojacetu 255.255.255.192.

Kaxkas cers? Kaxoii xocT B ceTu?

Jsonunsrii [P-agpec: 10101100 . 00010000 . 01110001 . 11001101

HABonunast macka: 11111111 . 11111111 . 11111111 . 11000000

BreinosiHsiem norudyeckyro onepanuto «Mx:

Cets: 10101100 . 00010000 . 01110001 . 11000000

ITonyuaem B gecsiTiaHOM Bue: ceth = 172.16.113.192.

Xoct = 0.0.0.13 (31y 3amuch 0OBIYHO HE PUBOJIAT).



Tabmuma 3.3

[Tpumep nenenus cetu 172.16.0.0/16 Ha 0qMHAKOBBIE MTOACETH
¢ Mackoi 255.255.255.192

Bbaiiter
1-i 2-# 3-i 4-i1

10101100 | 00010000 | 00000000 |00| 000000

Cetn

Certb K1acca B
172.16.0.0/16
Pa3o0neM MacKoi
255.255.255.192

Iloncetu Cetb Tloncets Xoct
172.16.0.0/26 10101100 00010000 00000000 | 00| 000000
172.16.0.64/26 10101100 00010000 00000000 | 01| 000000
172.16.0.128/26 | 10101100 00010000 00000000 | 10| 000000
172.16.0.192/26 | 10101100 00010000 00000000 | 11| 000000
172.16.1.0/26 10101100 00010000 00000001 | 00| 000000
172.16.1.64/26 10101100 00010000 00000001 | 01| 000000

11111111 11111111 11111111 {11 000000

172.16.255.128/26| 10101100 | 00010000 | 11111111 |10| 000000
172.16.255.192/26] 10101100 | 00010000 | 11111111 |11] 000000

3.1.3.4. becknaccosas mexoomeHHas mapwpymusayusi (CIDR)

Eciu nedunur kinacca B, crienoBarenbHO, BBIEISIOT HECKOJIBKO
kiaccoB C BMeCTO OJTHOTO agpeca Kiacca B.

[Ipobnema: xaxnas ceTh kinacca C HyXJaeTcs B OTACIBHON CTPO-
K€ MapIIpyTH3aIHH.

Pemenwne: OeckiaccoBas mMexnomenHas Mapmpytusamus (Class-
less Inter-domain Routing (CIDR)), Taxxe Ha3piBaeMas «CyIMEpCETh»
(puc. 3.10-3.11).

KiroueBoii MOMEHT: Tak pacrlpenenuTh agpeca, YToObl OHU B HTO-
re Morin OBITh IPOCYMMHUPOBAHBI, T.€. PacIoioKeHbI psagoM. HyxxHo
COBMECTHO MHCIIOJIb30BaTh TE€ M€ CaMble OWTHI BEPXHETO YPOBHS
(1.e. mpedukc) (puc. 3.9)

Tabmuupl ¥ MPOTOKOIBI MAPIIPYTU3ALUN JOIKHBI OBITH CIOCO0-
HBI K TIEPEHOCY MAaCKH ITOJCETH.



| 10.5.9.16 nokpeiBaercs npedpuxcom 10.4.0.0/15 |

[1059.16 | [ 00001010 | 00000101 | 00001001 | 00010000 |

| Tpeguxc | | 00001010 | 0000010‘0 | 00000000 | 00000000 |

| Macka || 1innmmnn | 1111111‘0 | 00000000 | 00000000 |

[10.79.16 | | 00001010 | 0000011‘1 | 00001001 | 00010000 |
A

| 10.7.9.16 ve nokpeiBaercs npedukcom 10.4.0.0/15 |

Puc. 3.9. MnmocTpanus CcyMMHAPOBaHHS aApECcOB (arperamnn)

Meswcoomennan mapuwpymuszayusa 6e3 CIDR /¢ CIDR

172.30.0.0 (" 172.30.0.0
172.30.1.0 172.30.1.0

. Global Internet
172.30.2.0 Service 172.30.2.0 Routing

Mesh

Provider

172.30.255.0 \_ 172.30.255.0

Puc. 3.10. MexxnomenHnas mapmpytusanus 6e3 CIDR

172.30.0.0
172.30.1.0
172.30.2.0

Global Internet
172.30.0.0/16 Routing

Service
Provider

Mesh

172.30.255.0

Puc. 3.11. Mexxnomennas mapuipytusanus ¢ CIDR



Jlydiie  e—)py
Eme sryume —_—

Destination = 10.5.9.16
Harpyska

¢

Tabmuua IP-mapiupyTusanuu

Prefix Next Hop Interface
Xopoto s (.0.0.0/0 10.14.11 .33 ATM 5/0/9
10.0.0.0/8 10.14.22.19 ATM 5/0/8

10.4.0.0/15 10.1.3.77 Ethernet 0/1/3
10.5.8.0/23 Attached Serial 1/0/7

Hauny il - |

Puc. 3.12. Nnnroctparys mpaBuiia «UTHHHEHIIIET0» MapmpyTa

Korma IP-ampecy (10.5.9.16) cooTBEeTCTBYET MHOTO CTPOK (3aru-
ceit), BBIOMpaeTcs CTPOKa C CaMbIM JUIMHHBIM MPE(UKCHBIM COOTBETCT-

BHeM (puc. 3.12).

3.2. 3apaHue Ha nabopaTtopHylo paboTy

Lenp paGoOTHI: IOTYYUTHh HABBIKH PALlMOHAIFHOTO pacHpeesieHus
IP-agpecoB Mexay MOACETSIMH KOPIIOPATHUBHOW CETH B 3alaHHOM JHa-
MIa30HE aJPECHOrO NMPOCTPAHCTBA.

Hcxonuble aHHBIE: 3allaHHAs MIPENOAABATEIEM TOIOJIOTHs KOPIIO-
PATHBHOM CETU C YKA3aHHBIM YHCJIOM KOMIIBIOTEPOB B KAXKA0H MOJICETH.

N1 TIloacers N1 IToacers R2-Inet
100 Q Wurepuer
[Toncers N2 100
[ [Moxcetrs N3 N3
R1 el
[oncers R1-R3 30
sO N\
SOLR3J el @ O603HAYESHHNS :

IMoncers N4 30

PoyTep

€—Tlopr poyrepa s-Serial,

e — Ethernet
Swith/hub

Puc. 3.13. 3aganHas TONonoOrus KOPIOpaTUBHON CETH



TlocnenoBaTenbHOCTD IEUCTBUM:

1. HapucoBats (Word) Tomonmoruto, mpoHyMepoBaTh MOACETH, PO-
yTepsl 1 OpTHI (00pasen Ha puc. 3.13).

2. PaccunraTh Tpebyemoe konmgectBo [P-agpecos.

3. 3agath HEOOXOAMMBIN quana3zoH IP-ampecHOro MpocTpaHcTBa.

4. PactipenienTh 3aJaHHBIN JUAa30H MEXKIY MOJCETSIMHU.

1. Haprcyem Tomnosoruro, 3ajaHHy o TperoiaparesieM (cM. puc. 3.13).

2. Paccunraem Heobxommumoe komdecTBo [P-anpecos.

Juanazon [P-anpecoB BeIOMpacTCs B 3aBUCUMOCTH OT OOIIETO KO-
JTIUYECTBA Y3JIOB BCEH CETH U yTBEPIKIAETCS MPETIOAaBaTeIeM.

[TycTh TOMOMOTHS KOPIIOPATUBHOM CETH MMEET BUI, U300paKeH-
HBIN Ha puc. 3.13.

Ob6mee gyncno koMmnbi0TepoB — 260. OOIIee Ynciio MopToB poyTe-
poB — 9. O0miee yncno moaceTei — 6.

Jliis kaxJ0W moJiceTH 00sI3aTeNIbHO HY)KHO YUYUTHIBATh JIBA aJpe-
ca: Bce Hynu (0003HAUEHNE CaMO TTOACETH) U BCE €IUHHIIBI (IIHPOKO-
BelIaTeNbHBIN anpec 3Tod mojacern). [loaTromy k o0mmieit cymme Bcex
KOMITBIOTEPOB U IOPTOB POYTEPOB HYKHO MPUOABUThH KOJIUYECTBO TMO/I-
ceTell, YMHO)KCHHOE Ha 2:

260+9+6-2=281.

B urtore momxHO OBITH 3aKa3aHO MpocTpaHCTBO [P-ampecoB He
MeHee 281.

IIpu N=9 umeem 512 aapecoB, yTO HE MEHbIIE TPeOYyeMOro ux
KOJIM4YecTBa, paBHOTO 281. 3aMeTuM, 4TO pa3Mepa OJHON CETH Kiacca
C (2%=256) HegocTaTo4HO.

3. 3agaguM HeoOXoaUMBbIH auana3oH [P-agpecHoro mpocrpaHcTBa.

bynem cuurtats, uro RIPE NCC Bwimenun Ham nuamnazon IP-
anpecos: 10.115.56.0-10.115.57.255.

3anuuieM HadaJdbHBIA M KOHEUHBIHN aJipeca B ABOUYHOM BUE:

00001010.01110011.00111000.00000000

00001010.01110011.00111001.11111111

Heusmennas yactp agpeca — 23 crapimmx paspsiga (32 - N=32-9 =
= 23). Macka cetu B aowunoMm Buje: 11111111.11111111.11111110.
00000000, B necatuanoit Gopme: 255.255.254.0.



3amuce BeImeneHHOM cetm RIPE NCC B cmm-dopmare:
10.115.56.0/23.

4. Pactipenennm BeineneHHbd RIPE-muanazon IP-anpecos.

Jns moncern N1 meobxomumo 100 ampecoB sl KOMITBIOTEPOB
¥ OJIMH afipec sl mopTta poyrepa R1, kK KoTopoMy TOJICETh MOAKITIOYE-
Ha, T.c. Bcero 101.

KonudecTBo BBIIETEHHBIX aIpecOB JOMKHO PaBHITHCS CTEMEHU
nBoiiky. Bivkaiimee Gospinee uncno 128 =27,

Hst moacern N2 wyxuo 102 aapeca (100 + 2), T.e. Bernenum 128
aJ|pecoB.

s moxncereit N3 u N4 tpebyercs mo 31 [P-anpecy (30 +1). biu-
JKalias GoJbIIas CTENeHb ABOMKU 32 = 2°. Kaxkercst, 4T0 3TO 4HCIO
HaM BIIOJHE MOJAXOJHUT, HO BCIIOMHHMM, YTO HOMEpP y3j1a HE MOXET CO-
CTOSATh M3 OJHUX JBOMYHBIX HYJIEH (3TO 0003HAYCHHE CAMOM IOJICETH)
U eIUHUIL] (IITMPOKOBEIIATEIHHBIN apec ATOM MOJCETH), T.C. HauaIbHBINA
1 KOHEYHBIH ajjpeca He UCTIONB3YIOTCA AUl HyMEpallii XOCTOB B MOJICETH,
u octaeTcs Toiabko 30 aapecoB AJiA MX MPUCBOCHUS XOCTaM U MOpTaM
poyTtepoB. B Hamem ciydae storo mamo. Cremyromasi Onvxaiias
GonbIas cTeneHb ABOiKY 64 = 2° — 3T0 CIHIIKOM MHOTO, HO3TOMY pa-
300beM mozceTr N3 u N4 eme Ha oaceTn 1o 32 + 4 = 36 agpecos.

Mpe1 yunu eme He Bce moacetd. Poytepsl R1 u R3 coegunenst
MeXIy Cco0OW, W TOpTaM, 4epe3 KOTOpPhIe OHM IOAKIIOUEHBI, TOXKE
HYXKHO Ha3HauuTh anpeca. st 3TOH nenu BBIAEISIETCS MOJCETh, CO-
cTosIIasi BCero u3 JAByX ajpecoB. COriacHO BBIIEH3IOKEHHBIM CO00-
pakeHHAM B 3Toi cetn Oynet yetsipe [P-anpeca.

B cnywae moacoenuHeHust KoprnopaTuBHOM cetn K MHTepHery
B KQU€CTBE KaHaja CBS3M UCIHOJB3YIOTCS ABa poyTepa. OOHUM U3 HUX
oyner R2 u xakoii-tro poyrep B o0nake MHTEepHETa (Ha PUCYHKE OH HE
orMedeH). Takum o0pazoMm, y HAc TOSBHUTCS €Il OJHA MOJNCETh, CO-
crosimas u3 yetbipex IP-aapecos.

[loncunraem oOree KOMMYECTBO aAPECOB W MPOBEPHM, HE BBIXO-
UM JIM MBI U3 3aJaHHOTO AMaNa3oHa:

128 + 128 +36 +36 +4 + 4 = 328.



Kak Bugum 328 < 512, 3HauuT, Bce B mopsake. Temeps pazodbeM
nuana3zoH IP-anpecoB KOPIOpPaTHBHOW CETH Ha BBIMICTICPEUNCICHHBIC
IIOJICCTH.

Pa3Ouenue Ha mojceTu mpencTaBiieHO B TaOu. 3.1, jkenarenbHO
HAYMHATH C OOJIBIIKX IIOACETEMH.

Cetp N1 Britouaer B cebst 128 ampecos, T.e. ISl HyMepaIuu y3-
JIOB HEOOXO0IMMO ceMb MiIaux pa3psgos [P-aapeca, a crapiivie OUThI
OyAyT WCHONB30BaHbI sl Hymepauuu nojacerel. [lycte crapmmii our
(BochMoOIf OuT) yeTBepTOro Oaiita aapeca 6ynet pasen 0 (Tabm. 3.4).

Tao0mnuma 3.4
Pacuer yerBeproro Oaiira IP-agpeca
Pazpsap 7 6 5 4 3 2 1 0
Bec 128 64 32 16 8 4 2 1
N1 0 X X X X X X X

3neck «X» — pa3psiabl, BEAECTICHHbIE 110 HyMEpaIUio Y3JI0B.

Torma ampec IP-cetrm N1 — 10.115.56.0 /25, a macka -
255.255.255.128.

Ilycte momcets N4 coctouT u3 36 agpecoB W IMOJEICHA Ha JIBE
noaceru: 32 u 4. OnpenenuM aapec s mepBoi moacetu. s Hyme-
paruu 32 y370B HEOOXOAUMO IISITh paspsaoB MIIAIIEro Oaifta
(2°=32), clegoBaTenbHO, HA HOMEP CETH OCTACTCS TPU OHTa DTOTO
Oaiita aapeca. B crapuiem Oute MBI yx)e He MOXKeM MoctaButTh 0, Tak
Kak 3TOT AMANa3oH y>Ke 3aHAT. [[Ba Apyrux paspsana MOTYT UMETh IIPO-
M3BOJIbHOE 3HaUeHME (Tadu. 3.5).

Tabmua 3.5
Pacuer 4-ro Gaiita IP-agpeca
Pazps st 7 6 5 4 3 2 1 0
Bec 128 64 32 16 8 4 2 1
N4 1 0 1 X X X X X

[omyunm: IP-agpec moacetn N4: 10.115.56.160/27.

Macka nonaceru: 255.255.255.224.

Crnenyst TeM Ke pacCyKICHUSIM H CJells, YTOObI TUAITa30HbI MO/~
ceTeil He mepecekanuch, onpenenum I[P-ampeca ocranbHBIX MOACETEH

(puc. 3.14).
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Crnenyet emie BceM moptaM poytepoB mpucBouts MAC-ampeca,
KOTOPBIE MOTYT OBITh a0COJIFOTHO TTPONU3BOJILHEIMH.

Pesynbrarom maHHOUW pabOTHI HOKHA CTaTh CETh, MPEICTABIICH-
Has Ha puc. 3.15.

N1 10.115.56.0/25
100 (128)

10.115.57.217
25:AD:55:66:66:6

10.115.57.2
00:AA:31:56:DD:0

10.115.57.216/30

N2 10.115.57.218

10.115.56.1 25:AD:55:63:99:FF

01:B7:89:77:FA:20 100 (128)

10.115 .57.0/25

10.11557.1 10.115.57.16027

01:B7:89:45:06:26
10.115456.153/ 10.115.57.220/30 N3

01:B7:89:20:39:AA 10.115.56.152/30 30 (36
10.115.57.221
10.115.56.154 00:CC:06:15:66:99
00:AF:DB:08:09:08
.115.56.157
10.115.56.160/2 ()l(g];cncszoSa%o:oz:FF
10.115.56.156/30 30 (36)

Puc. 3.15. KopnioparuBHasi ceTb ¢ Ha3HaU€HHBIMU
IP-u MAC-anpecamu

10.115.56.0-10.115.57.255 pazmepom 512 agpecos.

10.115.56.0/23 — gacTo ucmonp3yemMas 3aIiCh CETH HITH TTOICETH.

TTokaxeMm pacnpenenenue I[P-agpecoB 1uisi JaHHOW KOPHOpPATHUB-
HO¥ cetH (cM. puc. 3.14).

3adaHus dns camocmosimenbHOU pabombi

1. Paznmenuth mojceTh Ha JIBE WM YETHIPE YaCTH.

2. OOBETMHUTD JIBE WU YETHIPE MOACETH.

3. [IpuBecTH MakKCHMANBHYI) CBOOOJHYIO (HEepacmpeleiCHHYIO
TTO/ICETDH).

3.3. 3apaHue Ha nabopaTopHyto paboTy

Henb paboThI: MOHATH aNropuT™ pabOTHI CPEACTB CETEBOIO YPOBHS
[0 MPOABIKEHUIO MAKETa OT XOCTa-UCTOYHHKA K XOCTY-TOIydarTeo,
KOTOpbIE HAXOIATCA B PA3HBIX MOJCETAX KOPIIOPATUBHON CETH.



Hcxonureie maHHbIE:

— IIpucroennsie 3naueHus [P- w MAC-aapecoB mopram poyTepoB
1 KOMIIBIOTEPOB MpeAbIaAyIel JabopaTopHOil paboTHL.

— 3ajlaHHOe TperoiaBaTeieM HarpaBlieHHE JIBUKCHUS ITAKETOB.

— CthopmupoBanHbIe (TIOCTPOCHHBIE) B paMKax 3TOW pabOTHI co-
[JIACHO TEOPUHU BONPOCa CUCTEMHBIC TaOuuIsl, ARP-tabmuies u Tabnu-
LBl MapLIPYTH3ALHH.

ITocnenoBaTenbHOCTh NEHCTBUI:

— Chopmupyem CUCTEMHBIC TaOIHIIBI KaXKI0T0 yCTPOUCTBA, MOKa-
3aB B HUX UM nopta, MAC-anpec u IP-agpec.

— Coopmupyem ARP-TaGnuip! Kaka0ro yCTponcTBa.

— CohopmupyeM TaOIUIBl MapUIpyTU3ALH YCTPOUCTB, Yepe3 KO-
TOpBIE MPOXOAUT MAKET.

Ilpumep evinonnenus nabopamopnoii pabomol

PaccmoTpuM BMKEHHE MakeTa 10 Hamleld KOPIOpPAaTHBHOW CETH
(puc. 3.16) ot komnbioTepa 1 k kommbioTepy 2 (K1 — K2).

10.115.57.217 10.115.57.218
25:AD:55:66:66:66  25:AD:55:63:99:FF

10.11556.0/25 N1

10.115.56.10
03:78:61:11:CA:DA 10.115.572

00:AA:31:56:DD:01

172.1613.13
10.115.56.1 A0:19:56:FF:17:21
01:B7:89:77:FA:20 10.115.57.1

01:B7:89:45:06:26 N3

Puc. 3.16. IIpumep B3auMoAeNHCTBHS KOMIIBIOTEPOB Yepe3 CETh

Hocmpoum maoauyvt mapwpymusayuu 6 IP-cemu

Lens paGOTH: MOTYYUTh HaYaIbHBIC HABBIKU MTOCTPOCHUS TaOIIHUII
MapIIpyTH3AINH.



Kpatkue Teopernueckue CBEICHHS:

IIporpammubie MOysH MpoTokona IP ycraHaBiIMBarOTCS Ha Bcex

KOHCYHBIX CTAHIUAX U POYTEpAX CCTH. )1.1151 IIPOABUIKCHUA ITAKETOB OHU

HCITOJIB3YIOT TaOIUITHI MapIipyTu3auu (tadmn. 3.6-3.8).

IIpumep nocmpoenun madauy mapwpymuzayuu ¢ IP-cemu

CTpOKa «Default» 03HA4acT, 4YTO IMAaKCThl IMMOCBUIAKOTCA IO YMOJI-
YaHUIO YCpe3 ,I[aHHLIﬁ IopT poyTepa B TOM Ciiy4dac, €CJIM aJApeC CCTU
Ha3HAa4YCHHA HC MMPUHAIJICIKUT paCCManHBaeMOfI KOpHOpaTHBHOfI CCTH.

Tabnuma 3.6
Tabnuua mapmpyTuzanuu poyrepa R1
IP-anpec noacetn Macka Next Hop ITopr |PaccrosHue
(Network Address) (Netmask) IP-anpec  |(Interface)| (Metric)

10.115.56.0/25  |255.255.255.128 - el 0
10.115.56.156/30 |255.255.255.252|10.115.56.154 s0 1
10.115.56.160/27 |255.255.255.224/10.115.56.154 s0 1
10.115.57.0/25  |255.255.255.128 - e0 0
10.115.57.160/27 |255.255.255.224/10.115.56.154 s0 1
10.115.57.220/30 |255.255.255.252|10.115.56.154 s0 1
10.115.57.216/30 |255.255.255.252| 10.115.57.2 e0 1
10.115.56.152/30 |255.255.255.252 - s0 0
0.0.0.0 (Default) 0.0.0.0 10.115.57.2 e0 -

IIpumeuanue. B kauecTBe METPUKH HCIIOIH30BAIOCH KOJUYECTBO JTHHHI

COEIUHEHUH.
Tabmuma 3.7
Tabnuua mapmpyTuzanuu poyrepa R2
IP-anpec noacetu Macka Next Hop ITopr |PaccrosiHue
(Network Address) (Netmask) IP-anpec |(Interface)| (Metric)

10.115.56.0/25 255.255.255.128 | 10.115.57.1 e0 1
10.115.56.156/30 | 255.255.255.252 110.115.57.1 e0 2
10.115.56.160/27 |255.255.255.224 | 10.115.57.1 e0 2
10.115.57.0/25 255.255.255.128 - e0 0
10.115.57.160/27 |255.255.255.224 | 10.115.57.1 e0 1
10.115.57.220/30 | 255.255.255.252 110.115.57.1 e0 1
10.115.57.216/30 | 255.255.255.252 - s0 0
10.115.56.152/30 |255.255.255.252 | 10.115.57.1 e0 1
0.0.0.0 (Default) 0.0.0.0 - s0 -




Tabnuma 3.8

Tabnuia mapmpyTu3anuu poyrepa R3

[P-agpec nmoacetu Macka Next Hop [Topt |Paccrosinue
(Network Address) (Netmask) IP-anpec  |(Interface)| (Metric)
10.115.56.0/25  |255.255.255.128]10.115.56.153 s0 1
10.115.56.156/30 |255.255.255.252 — e0 0
10.115.56.160/27 |255.255.255.224 — e0 0
10.115.57.0/25  |255.255.255.128]10.115.56.153 s0 1
10.115.57.160/27 |255.255.255.224 — el 0
10.115.57.220/30 |255.255.255.252 — el 0
10.115.57.216/30 |255.255.255.25210.115.56.153 s0 2
10.115.56.152/30 |255.255.255.252 — s0 0
0.0.0.0 (Default) 0.0.0.0 10.115.56.153 s0 —

Bun tabnuner [P-mapmpyTu3zannud 3aBHCHT OT KOHKPETHOTO
THIIa UCTIOJIB3yEeMOr0 MPOTOKOJa MapmpyTuzanuu. OgHaKO BO BCEX
Ta0JIMLAX €CTh KIIOYEBbIE MapaMeTphl, MPHUCYLIMEe BCEM Tabnuuam
pOyTEpOB:

— IP-anpec cetn (moaceTn) HazHAYCHHS (C MacKol — B OeCKIIacco-
BOM MOJENN MaplIpyTHU3aLuu; 0e3 MacKu — B KJIaCCOBOW MOJENH Map-
IPYTU3AINAHN);

— IP-anpec cnemyromero poyrepa (Next Hop);

—nopT (uHTEpdeiic) poyTepa, depe3 KOTOPBIA HY)XHO OTIIPaBHUTH
MaKeT;

— METpPHKA — PAaCCTOSHHE JI0 CETH Ha3HAYEHHs, HAIIPHMeEpP B XOTIax.

Mertpuka — HE0Os3aTenbHBIN TapaMeTp. Ecnu B Tabnuie Mapmpy-
TU3alUU KaX/asg CeTh Ha3HAa4YeHMs YIOMSIHYyTa TOJBKO OJUH pa3, TO
oJIe METPHUKH He OyJeT MPUHUMAThCS BO BHUMaHHE TIPU BEIOOpE Map-
HIpyTa, TaK KaK BEIOOpP OTCYTCTBYET.

MeTtprika MOXKET UCTIOIH30BAThCA KaK MPU3HAK HEMOCPEICTBEHHO-
ro MOJKIIIOYEHUS CETH K POyTepY.

Eciu cerp Ha3HaueHWs MOAKIIOYEHA HETIOCPEACTBEHHO K IOPTY
poyTepa, TO MakeT He OyAeT mepenaBaTbcs CIEAYIOLIEMY PpOYTepy,
a OTIPaBUTCS Ha y3€J Ha3HAYeHHUS.



Cy1iecTByIOT MPOTOKOJBI MapIIyTH3aIlMH, B KOTOPBIX METpPHKa
nu3MepsieTcs xonamu (Hanpumep, mpotokon RIP). Xombl — konuyecTBo
MIPOMEXKYTOUYHBIX POYTEPOB, UYepe3 KOTOPHIE MaKeT MPOWAET MO MyTH
K y31Iy HazHadeHHs. Taxke CyIIEeCTBYIOT MIPOTOKOIBI, B KOTOPBIX MET-
pUKa u3MepsieTcs BeIMYMHAMM, KOTOpbIE TOKa3bIBalOT COCTOSIHUS CBS-
31 MEXIy pOyTepaMH, TakHe KaK CKOPOCTb, HaJEKHOCTb, CTOMMOCTh
(manpumep, npotokon OSPF).

B mepBoM citydae prU3HAKOM HETOCPECTBEHHOTO TOAKITIOYEHHS
cetu Oyner 3HaueHue moiisi Metpuku 0, Bo BTopoMm — 1. [Ipyroe 3Haue-
HUE METPUKHU COOTBETCTBYET yIAJIEHHOU CETH.

CyIecTBYIOT CUTYalllH, KOTria POyTep JOJKEH 00s3aTeNbHO Xpa-
HUTH 3HAUYCHHUE METPUKHU JUIS 3allMCH O KaXKIOW YIJAJICHHOW ceTH. DTu
CUTyallul BO3HHUKAIOT, KOT/A 3allUCH B TaONWIE MaplIpyTH3alMU SB-
JSIOTCS pe3yJbTaTOM pabOThl HEKOTOPBIX MPOTOKOJIOB MapLIpyTH3a-
1uy, Hanpumep npoTtokona RIP. B Takux mpoTokomax HoBast nH(pOp-
Malys O KakoH-TMOO yJaleHHOW CEeTH CPaBHUBAETCS C HMMEIOIIEHCS
B TabmuIle, ¥ eclM MEeTPHKa HOBOW WH(pOpPMAIUH JIydllle NMEOIIeics,
TO HOBAas 3aIMCh BHITECHAET UMEIOIYIOCS.

Hﬂﬂmcmpauuﬂ npouecca 06UIICEHUs NAKEM 08

J1g Hadana nokaxeM HacTpoiiku kommnbrotepos K1 u K2.
Hactpoiiku nns komnerotepa K1 Hactpoiixu mist komnerotepa K2

IP-ampec: 10.115.56.10 [P-anmpec: 172.16.13.13

Macka mogceru: 255.255.255.128 Macka mogceru: 255.255.255.128
OcnoBHoM numro3: 10.115.56.1 OcnoBHOM mumo3: 172.16.13.1
DNS: 193.0.14.129 DNS: 193.0.14.129

MAC-anpec: 03:78:61:11:CA:DA MAC-ampec: A0:19:56:FF:17:21
Wrax, mycts momp3oBarens kommbtorepa K1 (10.115.56.10), Ha-
xozsmerocs B moxacetu 10.115.56.0, mo mporoxomy FTP obpamaercs
K kommnbloTepy ¢ [P-anpecom 172.16.13.13.
Monyne FTP ynakoBpiBaeT cBOE COOOIIEHHWE B CETMEHT TpaHC-
noptHoro npotokona TCP, KOTopblii, B CBOIO 04epe/b, IOMEIIAET CBOM
CErMEHT B MMaKeT npoTokoa IP.



B 3aronoBke IP-makera momxen ObITh ykazan [P-ampec ormpaBu-
tens u [P-agpec y3ia Ha3HAUYEeHUS:

OTtnpaBuTens 10.115.56.10
[TonmyyaTens 172.16.13.13
Monyns [P xommerotepa 10.115.56.10 mpoBepsieT, Hy»XHO I
MapIIpyTHU3UPOBaTh MakeTel ¢ agpecom 172.16.13.13. Jlnsg sToro o
HaKJIaIbIBaeT MacKy mojaceTd Ha [P-ampec oTmpaBUTENs M MONTydaTeNs

IIpH TIOMOINM JIOTHYECcKoi omepammu «M», a 3aTeM cpaBHHUBAeT MOIy-
YUBIIHECS TTOJCETH.

IP-anpec xocta K1 10.115.56.10
Macka mojceTn 255.255.255.128
Jlornueckas oneparust «I»

IToncers 10.115.56.0
[P-anpec xocta K2 172.16.13.13
Macka mojceTn 255.255.255.128
Jlornueckas oneparust «I»

IToacers 172.16.13.0

ITockoneky aapec cetu HasHaueHus (172.16.13.0) e coBmamaer
c agpecom (10.115.56.0) cetn, KOTOpOH NpPUHAIIEKHUT KOMIBIOTEP-
OTIIPaBUTENb, TO MapLIPyTH3aLUUs HEOOX0aUMa.

Kommetotep K1 Haumnaer ¢opmupoBats IP-maker poytepy
(mo ymomuanuto) R1, IP-agpec kotoporo m3secren — 10.115.56.1, Ho
HemsBecreH MAC-aapec, HEOOXOIUMBIM AJsl MEepeMEIIeHUs] MaKeTa.
Hns onpenenenust MAC-azapeca poytepa R1 mpotokon IP oOparaercs
no mporokoidy ARP, koropeii mpocmatpuBaer ARP-tabmmiy. IlycTsb
B JJaHHOM Cllyyae Hy>KHas 3aluch ObUta Haiinena no ARP-tabmune xoc-
ta K1:

ITopt IP MAC
Iopt K1 10.115.56.1 01:B7:89:77:FA:20.




B pesynbprare komnberotep K1 oTmpasinsier no ceTu naker, 3Has IP-
n MAC-agpeca otmipaBurens u norydarens (Tadm. 3.9).

Tabnuna 3.9
Hemxenune K1 — R1
Anpec 1P MAC
Otnpasutens 10.115.56.10 03:78:61:11:CA:DA
[Tonyvarens 172.16.13.13 01:B7:89:77:FA:20

Poytep R1. [Taker npuaumaercs noprom el poyrepa R1, Tak xak
MAC-y3en atoro nopta pacno3Haer cBoilt MAC-anpec. IP-naker nepe-
JaeTcsl MPOrpaMMHOMY OOECTIEUEeHHIO POyTepa, peau3yIoLeMy IMpo-
tokon IP. IIporoxon IP wu3BnekaeT M3 mnakera aapec Ha3HAYCHUS
172.16.13.13 u mpocMaTpuBaeT 3alucH CBOEH TaOIHLbI MapIIpyTH3a-
mun. B poytepe R1 He nmeercs 3amucell B TabmuIe MaplipyTH3alUH
(cm. Tabm. 3.9) o cetn 172.16.13.0/25.

[TosToMy cpabaTriBaeT CTpOKa IO YMOIIAHUIO

0.0.0.0 (Defauly)] 0000 | 10115572 | e | - |

OTa cTpoKa TOBOPHUT O TOM, YTO MakeTsl st cetd 172.16.13.0/25
HY’XKHO TepenaBaTh poytepy 10.115.57.2, Haxozsmemycs B CeTH, MOJI-
KJItOUeHHOH k nopty €0 poyrepa R1.

Hanee moayns IP onpenensier MAC-aapec cienyroiero poyrepa
o m3BectHoMy [P-ampecy 10.115.57.2, nns gero obpamaercs k ARP-
Tabmue (tadin. 3.10).

Ta6mmma 3.10
ARP-tabmuma poyrepa R1

[Hopt IP MAC
el 10.115.56.10 03:78:61:11:CA:DA
e0 10.115.57.2 00:AA:31:56:DD:01
s0 10.115.56.154 02:A1:75:48:CC:10

Poytep R1 otceinaer maket poytepy R2.



Monyns IP Ha poyTepe R2 neiicTByeT aHANOTHYHO M ONpENeIsieT
IP-angpec cnmemyromero poyrepa 10.115.57.218, mo koTopomy uepes
ARP-tabmuity Beisicuasiercst MAC-aapec (tabm. 3.11).

Tabmnuna 3.11
ARP-tabmuna poytepa R2

ITopt IP MAC
2b 10.115.57.218 25:AD:55:63:99:FF
2a 10.115.57.1 01:B7:89:45:06:26

ITorpannynslii poyTep nomyyaer naker. Ham Hen3BecTHO, Kak aa-
Jee naker aBukercs no MutepHery. Korna nmaker noctynur B poyTep
CeTH HA3HAYCHMsI, MOSIBUTCS BO3MOXHOCTh I€pelayd 3TOro MakKeTa
KOMIIBIOTEPY Ha3HAYEHHUS C MIOMOIIBIO BCE TEX K€ NEUCTBUM.

3adaHus dnsi camocmosimenbHOU pabombi

1. Kak poyrep R1 cdopmupoBan IP- m MAC-agpeca makera
1 Kazpa npu BemoiHeHnn Forward B cirydae nBmkenns ot K1 k K27?

2. Kax xommsiotep K1 cdopmupoan IP- w MAC-aapeca makera
Y Kajpa npu BeimoHeHUN Forward B cimyuae nmxenns ot K1 x K2?

Bonpocs1 0nsi camonpoeepku

1. ABnsercs nu 192.168.156.0 agpecom cetu?

2. Mns wero Heooxoaum IP-ampec?

3. Kakas RIR 3anumaetcsa Bonpocamu pactipeaenenus [P B Poccun?

4. CKONBKO pa3INYHbIX XOCT-aAPECcOB MOXKeT ObITh y IPv4?

5. Moryt nu nosropatecs [P-agpeca?

6. Uto takoe npedukc cetu?

7. Uto Takoe MapLIpyTU3aLus, poyTep, IPOTOKOI MapIIpyTH3auu?

8. J171s1 uero HyKHbI IPOTOKOJIBI MapIIpyTU3aLUH?

9. Uto Takoe meTpuka?

10. Kak ocyiecTBisieTcss mpoliecc mepeaadyn MakeToB 4epe3 po-
yTepb1?

11. Jlas 9ero HyXHBI TaOIHIIBI MapIIPYTH3AITUH?



12. Kax pa6otatot npotokoisl RIP u OSPF? Uem onu otimgatorcs?
13. U3 gero coctout IP-ampec?
14. Kakue ecth kimaccel [IP-anpecos? Uem oHM pa3iaudaroTcs?

15. Yro takoe nosceTs? Kakoi pasmep MOXKET OBITh y caMOil Ma-
JIEHBKOH moaCceTH?

16. MoryT 51 ceTh U MOACETh UMETh pa3Hble MacKu?

17. Kak onpeaenuts ceTh, 3Has [P-aapec xocTa U MacKy HoJCeTH?

18. Yro Takoe CIDR? Kakoe y Hee Ha3HaueHue?

19. s gero nyxkHo VLSM-mackupoBanue?



Na6oparopHasa pabota Ne 4. IPOTOKOIbI MAPLUPYTU3ALIUK RIP U BGP-4

4.1. KpaTkue Teopetuyeckme ceepeHms

Mapwpymuzayus (Routing) — 3To mporiecc mepeMeIIeHus makera
OT UCTOYHHKA K IPUEMHHUKY Yepe3 CeTh Iepejauu JaHHbIX.

Mapwpymuzamop (Router) — 310 yCTpOMCTBO, TIEpearoIiee makeT
B HY>XHOM HaIlpaBlIeHUH (depe3 HyXHBIH uHTepdeiic). B Tepmunomio-
run [ETF mapmpyTtusarop HazpiBatoT Takxke nuio3 (Gateway). 1o Tek-
CTY MOCOOHSI MapIIPyTH3aTOp HA3BIBACTCS POYTEPOM.

Mapwpymuszupyemoiii npomorxon (Routed Protocol) cymiectByer
B Ka)XXJIOM poyTepe IS Tiepe/lauy TaKeTa B Hy>KHOM HallpaBJICHUH.

HyxHoe HampaBieHHE TIepelladud poyTep ONpeleisieT Ha OCHOBA-
HUM TaOIuIBl Mapmpytusauuu. Tabauyer mapupymusayuu (Forward-
ing Tables) popMupyroTCsS NPOTOKOIAMU MAPIIPYTH3ALUH

Ilpomoxon mapwpymusayuu (Routing Protocol) — ato pacnpene-
JIEHHBIM MPOTOKOJ, paboTalomuii KOOPAMHUPOBAHHO C IPYTUMHU PO-
yTepaMu ¢ LENbI0 U3y4YeHUs U (POPMHUPOBaHUS TI00aTBHOTO MpPEACTaB-
JICHUSI CETH HENPOTUBOPEUUBBIM U 3aKOHUEHHBIM criocoboMm. [IpoToko-
JBI MapIIPyTH3AIHA PA0OTAIOT IO ATOPUTMAM MapIIPyTH3AIHH

Ob0bwenHas MaxKcoOHOMUsL ANCOPUMMO8 MAPUPYMU3AYUL: OJl-
HOIIAaroBble ¥ MHOTOILIATOBBIE, CTATHYECKUE U JUHAMHUYECKHE, KJIACCOo-
Bble M OECKIIacCOBBIC, AUCTAHLMOHHO-BEKTOPHBIC M COCTOSHHSI CBSI3€ii,
BHYTPEHHHUE U BHELIHHUE.

4.1.1. Cmamu4eckas Mapwpymusayusi

Cratudeckas MapLIpyTH3alys — BUJ MapIIpyTHU3aLUH, IPH KOTO-
POM MapHIpyThl YKa3bIBAIOTCS B SIBHOM BHJE IPH KOH(PHUTYpauuu
poytepa. Bes mapuipyTH3anus mpyu 3TOM MPOUCXOTUT 0e3 ydacTHsl Ka-
KHX-TH00 TIPOTOKOJIOB MapIIpyTH3aLNH.



[pu 3a1aHUK CTATHYECKOTO MApIIPYTa YKA3hIBACTCSL:

a) anpec cetu (Ha KOTOPYIO MapIIpyTH3UpyeTcs Tpaduk), Macka
CceTH;

0) ampec nutro3a (y3I1a), KOTOPBIA OTBEYAeT 3a JATBLHEUIITYIO Map-
MIPYTU3AIIHIO;

B) METpHKa (MHOT/Ia UMEHYETCs TakXke «IeHOi») MapiipyTa. [Ipu
HAJIMYUU HECKOJIBKMX MaplIpyTOB Ha OJHY M TY JK€ CETh POYTEPHI BbI-
OHparoT MapuIpyT ¢ MUHUMAJILHOH METPHUKOM.

B poytepax Cisco moMHMO METpPHKH s BBIOOpa MpenrnovynTac-
MOTO MapuIpyTa HCIONB3yeTcsl mapamerp «AIMHUHHACTPAaTHBHOE pac-
crosiuue» (Administrative Distance), KOTOpBI XapakTepu3yeT CTEIICHb
MPEANOYTeHNsI ICTOYHHUKA MapuIpyTa (Y pa3HbIX MPOTOKOJIOB MapIIpy-
TH3allUU JaHHBIM MapameTp pasHblif). Uem MeHblle AaHHBIA MOKa3a-
TeNb, TEM WCTOYHUK MapIIpyTa MPeIroYTHTENIbHEH. Y CTaTHYECKHX
MapuipyToB Administrative Distance pasao 1. Y HemocpencTBEeHHO
MOJIKIIFOYCHHBIX ceTerd Administrative Distance pasro 0.

JlocTtonHcTBAa:!

a) JIETKOCTh OTJIQJAKH U KOH(PHUTYPHUPOBAHUS B MAJIBIX CETSX;

0) MrHOBEHHAass TOTOBHOCTH (HE TpeOyeTcsi MHTepBai Uil KOH(H-
T'YpPUPOBaHHS/TIOICTPOUKN);

B) HU3Kasl Harpy3Ka Ha IMPOLIECCOp POyTepa;

T') IPeACKa3yeMOCTb B KaKbIii MOMEHT BPEMEHHU.

Henocratku:

a) OYCHb TUIOX0E MacIITaOMPOBAHHE;

0) HU3Kasl yCTOMYMBOCTH K MOBPEKACHUSIM JIMHUH CBA3H;

B) OTCYTCTBUE JUHAMHYECKOI0 OaaHCUPOBAaHUS HATrPY3KH;

I') HEOOXOIUMOCTh BEICHMS OTAEIbHOW JOKYMEHTAllMH K Map-
mpyTam, npobieMa CHHXPOHHU3AMK AOKYMEHTAlUU U PeajbHBIX Map-
LIPYTOB.

4.1.2. lTpomokon mapwpymusayuu RIP

RIP — aucTaHUMOHHO-BEKTOPHBINA, BHYTPEHHHUI MPOTOKON Map-
HIPYTH3AIWH, UCTIOIB3YIOMNN KOJIMYECTBO XOIMOB B KAYECTBE METPHKH.
Cetu c meTpuxoit 6onee 15 HemocTmxkuMBL. [lo yMOI9aHUIO TPOTOKOI



pacchuIaeT MIMPOKOBEINATEbHbIE OOHOBICHHS MapUIPyTH3AIHHA KaX-
neie 30 c.

Howmepa noptoB UDP-, IP- 1 MAC-anpeca UCTOUYHUKA U TIPHEM-
HHKa, UCIIOJIb3YeMbIe TIPH MHKANCYIAIUU coobmennii RIP, mokazansl
Ha puc. 4.1.

Bepcuu RIP:

1. RIPv1:

— onpenener B RFC 1058;

— KJIACCOBBIM MPOTOKOJ MapLIPyTU3ALINH;

— IoAACPKMUBACT ABTOCYMMHPOBAHUE MAapUIpyTOB B TIpaHUIC
TIIaBHBIX mojceTel kimaccoB A, B, C.

2. RIPv2:

— omnpenened B RFC 1723;

— OECKJIACCOBBII MPOTOKOJ MapIIPy TH3AIINY;

—noanepxkuaetr VLSM u CIDR;

— MOAJIEP>)KUBACT ABTOCYMMHPOBAHHUE MAapLIPYTOB B TPAHHUILIC
rIaBHBIX HojaceTer kiaaccoB A, B, C;

— OJIEP>)KUBAET ay TEHTH()HUKAIIHIO.

Encapsulated RIPvl Message
Data Link Frame | IP Packet Header |UDP Segment Header| RIP Message (504
Header bytes; Ip to 25 routes)
Data Link Frame
MAC Destination Address = Broadcast: FF-FF-FF-FF-FF-FF
MAC Source Address = Address of sending interface
IP Packet
IP Source Address = Address of sending interface
IP Destination Address = Broadcast: 255.255.255.255
Protocol field = 17 for UDP
UDP Segment
Source Port =520
Destination Port = 520
RIP Message:
Command: ReQuest(1); Response (2)
Version = 1
Address Family ID = 2 for IP
Routes: Network IP Address
Metric: Hop Count

Puc. 4.1. NukancynupoBaHHoe coolIieHne nmpoTtokona RIPv1



OTm4ns B CTPYKTYpe COOONICHUH pa3HBIX BepcHid mpoTokona RIP
nokaszansl Ha puc. 4.2. Ilepgoe nogoe none 6 cooowenuu RIPv2 — Subnet
Mask Field, xotopoe conepxut 32-OMTHYIO MackKy, KOTopasi BKIIOYEHa
B 3amch Mapmpyta RIP. B pesymsTare poyTtep, MONTydHBIINN OOHOBIIC-
HHeE, OOJIbIIIE HE 3aBUCUT OT MAaCKH TOJICETH TIPHHSBLIET0 HHTepdelica nim
MAaCKH TJIaBHOM CETH MPH ONPENENICHHH MAaCKH TIO/ICETH TSl MapIIPyTa.

IIpasuno onpedenenus macku noocemu ¢ RIPvI. Eciu cets B 00-
HOBJICHWW Mapuipytuzanmu u [P-ampec mpuHsBIIero oOHOBICHUE WH-
Tepdeiica poyTepa SIBISIOTCS MOACETSIMU OIHOU IMIAaBHOM CETH KIIACCOB
A, B wimu C, To K JaHHOU CeTH B OOHOBJICHUU IIPUMEHSIETCS MacKa Io/I-
ceT HHTEpdeiica, HA4Ye MPUMEHSETCS Macka COOTBETCTBYIOMIEH TIaB-
Hoi1 cetn kiaccoB A, B, C. Knaccel nmojcereii npuBeeHs! Ha puc. 3.6.

Bmopoe nosoe none 6 coobwenuu RIPv2 — Next Hop Address.
Next Hop Address ucrnonbsyercsi, 4T00bI HASHTHPHULIUPOBATD JIyUIINI
anpec crnenyromero nepenera (Next Hop). Ecnu B manHOM mone ecth
TOJILKO OJ[HA 3aIHCh, TO ATOT aJIpec UCIOIb3yeTcs Kak agpec Next Hop.
Ecmu mone comepxkut Bce mHynu (0.0.0.0), To ampec Next Hop — aapec
poytepa, oTnpasusLero cooduienue RIP.

Comparing RIPv1 and RIPv2 Message Formats
RIPv1
Bit:|0 718 15 |16 23 |24 31
Command =1 or 2 Version = 1 Must be zero
Address family identifier (2 = IP) Must be zero
2 » IP Address (Network Address)
22 Must be zero
R
Mo Must be zero
Must be zero
Multiple Route Entries, up to a maximum of 25
RIPv2
Bit:|0 718 15 |16 23 |24 31
Command =1 or 2 Version =2 Must be zero
Address family identifier (2 = IP) Route Tag
2 » IP Address (Network Address)
2 E Subnet Mask
Fa Next Hop
Metric (Hops)
Multiple Route Entries, up to a maximum of 25

Puc. 4.2. Pazmnune B coobmenusax RIPv1 u RIPv2



Tlons coobwenuii RIP:

— Command — moJsile KOMaHBI, €CJIA B ToJIe 1, TO 3TO 3ampoc, ec-
71 2, TO OTBET;

— Version — yka3siBaeT Ha Bepcuro RIP: 1 wmm 2;

— Address Family Identifier — Tum aapeca, 0oObIYHO TIOIEPKUBA-
ercst Tonbko 3amuck AF INET, xotopas paBHa 2 (T.e. UCHOIB3YyETCS
Juig ipotokoda IP);

—Route Tag — Ter mapupyta. IIpeaHazHaueH nns pasnesieHHs
«BHYTPEHHUX» U «BHEIIHHX» MapUIPyTOB, B3ATHIX, HATIPUMED, U3 Y-
roro IGP wim EGP;

— IP Address — IP-aapec nojcetu Ha3HAUCHUS;

— Subnet Mask — macka moaceTy HazHaueHHs (OJJHO OOHOBJICHHE
COJIEPIKUT 110 25 3amuceil ¢ MapupyTamu);

— Metric — MeTpuKa MapIIpyTa.

Taiimepsl mpotokona RIP npencrasnens! B Tabm. 4.1.

Tabnuua 4.1
Taiimeps! mpoTokomna RIP
Taiimep |3HadeHHe MO0 YMOITYAHHIO, C Onncanne
Update 30 WuTepBan Mexay NOCBIIKOH 00-
HOBJICHUH
Hold-Down 90 [lepuon, mo cTe4eHUN KOTOPOTO

MapIIpyT yAAISETCS U3 TaOJHIIBI
MapIIpyTU3aLUH, YTOOBI IPEIOT-
BPATHTh METIH MaPIIPYTH3AITUH
Timeout 180 WHrepBai, B TeueHHUE KOTOPOTO
MapIIpyT JODKEH OCTABATHCS «KH-
BBEIMY» B Ta0JIMIC MapIIPyTH3ALUH.
3TOT cUETIHK cOpachIBACTCS KaxK-
JIBIH pa3, KOT/Ia poyTep MOayvdaeT
OOHOBJICHHS JJIs1 3TOTO MapIIpyTa
Flush 120 Kak monro »xaate, 4TOOBI YIATUTh
MapmIpyT U3 TaOIHIIEI MapIIPYTH-
3aI{¥ TIOCIIe TOTO, KaK €ro BpeMs
(Timeout) ucrexyo




Aneopumm pabomot RIP:

1. IIpu Ha9aTpHOM 3aITyCKe:

a) kaxaeii RIP-ckondurypupoBanHusiii uHTEpdEiic poyTepa oT-
ceutaer coobmenue 3ampoca (Request) cocemsim mo RIP, 9To0n1 oHU
MOCJATA CBOH TIOJTHBIE TaOJIUIBI MapIIPYTH3AIINY;

0) cocequ o RIP ormparnsitor coobienue oteeta (Response) co
CBOMMH TaOJIMLIaMH MapLIPy TH3AIHH;

B) KOTJIa 3alpalliBaBIIMi poyTep MOIy4aeT OTBETHI, OH IMpOCMaT-
pHUBaeT KaXIYI0 3alKCh MONYyYeHHOH Tabiuiel MapmpyTusanuu. Ecim
3allUCh HOBasi, POYTEp 3alKCBIBAET ITOT MapIIPyT B CBOIO TaOJIHILy
Mapuipytu3anuu. Ecim MapmpyT yke ecTb B ero Tabiuie MapuipyTH-
3allUH, CYIIECTBYIONIAs 3aHCh 3aMEHSETCS, €CIIM Y HOBOW 3alTUCH MET-
pHKa COJICPKHUT MEHBIIIEE YUCIIO XOIOB.

2. Nanee xaxnabie 30 ¢ kaxapii RIP-ckoH(uUrypupoBaHHbii po-
yTep pacchiiaeT yepe3 cBou RIP-ckoHuUrypupoBaHHBIe HHTEpQEHCH
cocelsiM CBOIO MOJHYIO TaONHIy MapmpyTu3anud. MOryT Takxke Io-
CBUIAThCSI 3aIPOCHl POyTepaMH IPH W3MEHEHUH UX TaOJUIl MapLIpyTH-
3auun u Triggered-OOHOBIEHHST MapIIPyTH3aLWHU, €CIH KaKoH-TH0o
poyTep 0OHapy KU H3MEHEHHE B TOIIOJIOTHH.

[Ipu paboTe AMCTAHIMOHHO-BEKTOPHBIX MPOTOKOJIOB MapLIPyTH-
3alUM C MEIJICHHOW KOHBEpreHIuel (CXOAMMOCTBI0) MOTYT BO3HUKATh
neTiau Mapupytuzanud. [y OopsOBI ¢ METISIMH UCTIONB3YIOTCS Clie-
IyIOLIMe TIpaBuia;

1. IlpaBuno Split Horizon («pacuiennieHnsiid ropu3oHT»). PoyTtep
He noibkeH HampasisiTh Update o MapumipyTax B apec X HCTOYHHUKA.
3a 3TMM HpaBWIIOM 3akpenuioch HazBaHue Split Horizon. Poytep, uc-
MOJIb3ys JAHHOE MPAaBMJIO, PA3leNisieT CBOM MapIIPyThl Ha CTOJBKO
IPYIII, CKOJIBKO Y HEro ecTh akTHBHBIX MHTep¢eiicoB. [Ipu nucmnonszo-
BaHuM npasuia Split Horizon oOHOBiIeHUS A7 MaplIpyToOB, KOTOpPbIE
ObUTM TIONy4YeHBl Yepe3 HEKOTOpBIH HMHTepdelc, He TOIKHBI Iepena-
BaThCs Yepe3 ITOT ke uHTepdeiic.

2. IlpaBuno Poisoned Reverse («oTpaBnenue mapuipyta»). Ilpa-
Buito Split Horizon MoskeT OBITH MCIIONB30BaHO C HE3HAYUTEIBHON MO-
mudukanueii. [IpaBuno Split Horizon with Poisoned Reverse pa3pema-



eT mepenady OOHOBJICHHMH MapIIPyTH3alWU U NMOTEHIMAIBLHO OIlac-
HBIX, C TOYKH 3pEHHS BOSHUKHOBEHUS LIUKJIOB, MaplIpyToB. B nanHOM
cilydae Ui TaKUX MAaplIpyTOB YCTAHABJIMBACTCS METPHKA, KOTOpas
COOTBETCTBYET OECKOHEUHOCTH, — 15.

3. [IpaBuno Triggered Update («ympaBisiemble MOIUGUKAIAN).
Hcnonb3oBanue [OaHHOTO TpaBHWja TNPEANUCHIBACT HEOOXOAUMOCTD
(hopMHpOBaHKsI MTHOBEHHBIX MOAU(HUKAIMN B TOM Cllydyae, KOrjaa mpo-
MCXOJUT U3MEHEHUE COCTOSHUS CETH.

Administrative Distance qist mporokona RIP pasuao 120.

4.1.3. Mpomoxkon mapwpymusayuu BGP-4

BGP-4 — nucTaHIMOHHO-BEKTOPHBIN, BHENIHWA MPOTOKON Map-
mpyTtu3anmd. ['maBHas nens BGP — peanuzanus monutuk MapmipyTu-
3aruy MeX Iy aBTOHOMHBIME cucteMaMu AS. [Iporokon BGP Bxmroga-
€T B ce0s 3aIUTy OT «3alMKINBAHUI». AS — 3T0 HabOp pOyTEpPOB, KO-
TOphle pabOTalOT TOJA YIpPaBICHHEM OJHOTO aJMHUHHUCTpATOpa WU
OJTHOW TPYNNBI aAMHHUCTPATOPOB M HCIOJB3YIOT OOMIYIO CTPATETHIO
mapmpyTtusanuin. BGP ucnons3yercs B cersix mexay ISP (Inetrnet
Service Providers). MecTHBIN Tpaduk TUO0 HaYWHAETCS, JTNOO 3aBep-
IaeTcs B aBTOHOMHOM cucteme (AS); B MPOTUBHOM ciTydae — 3TO TpaH-
3uTHBIA Tpaduk. CucteMsl 0e3 TPaH3UTHOTO TpaduKa HE HYKTAIOTCS
B BGP (um nocrarouno EGP miist 001eHus ¢ TpaH3UTHBIMH y3J1aMH).

PoyTepsl, KOTOpBIC MPUHAICKAT OJHON U TOM ke AS u oOMeHH-
BatoTcsi BGP-o0HOBiIeHMsIME MapiipyTu3anuu, padotaroT no Internal
BGP (iBGP). Poyrepsl, koTopble mpuHaAeKaT pasHbiM AS, Toxe 00-
MeHuBaroTcsi BGP-00HOBICHUSIME MapiIpyTU3allui, HO pabOTarOT IO
External BGP (eBGP).

Ilepen Tem kak oOMEHHMBAThCS WHQPOpPMAIUMEH O MapHIpyTax
c BHemwHUMH AS, BGP nomxen rapantupoBaTh, 4TO CETH BHYTPH €TO
AS noctmwxkumbl. DT0 obOecrieunBaeTcsi KOMOMHaNMeH oOMeHa uHGOpP-
Manueit o mapmpyrtax mo iBGP mexay poyrepamu BHyTpu AS u niepe-
naun uHpopmanmu o mapmpyTrax BGP B omun u3 Interior Gateway
Protocols (IGPs), kotopeie paborarotr BHyTpu AS (Hanmpumep, Intereior
Gateway Routing Protocol IGRP, Intermediate System-to-Intermediate



System IS-IS, Routing Information Protocol RIP u Open Shortest Path
First OSPF).

BGP wucnonszyer TCP B kadecTBe TPaHCIOPTHOTO IPOTOKOJIA
(mopt 179). JIroGsie nBa poyTtepa B BGP, Mexay KOTOPBIMH OTKPBITO
TCP-coenunenune mns oOMeHa wHMOpMAIHEH O MapIIpyTH3aIliH, Ha-
spiBatoTcst Peers wim Neighbors. Ha npuBenennom Hinke puc. 4.3 po-
yTepel A u B saBnstorcs BGP Peers, paBHo xak u poytepsl B u C, C
u D. Poyreprt A u B obMenuBarorcst uadopMarmein 0 MappyTH3aumn
o eBGP, a poyrepst B u C — o iBGP. 3amerum, uto eBGP Peers co-
€IMHEHBI HEeNOoCpeACTBEHHO, a iIBGP — HeT, HO MOCKOMBKY MEXIy HUMHU
paboraet IGP, oH O3BOJISIET UM JOCTHTaTh IPYT Apyra 1 OOMEHUBATH-
csl ”HpOPMaITUCH.

AS 100

129.213.1.2
|

AS 300

I
| 192.208.10.1

EBGP
|

; |
| 102.213.1.1 192.208.10.2 |
: iBGP
175.220.212.1 { 175.220.1.2

AS 200

Puc. 4.3. IIpumep Tononoruu BGP

BGP Peers unnuunpyror oomeH nonHsMu Tabnuuamu BGP-mapi-
pyTuzanuu Mexny coboi. [lo3ke OHM MOCHIIAIOT JIMIIP HMHKPEMEH-
TanbHble 00HOBJIEHUS MapipyTu3aunu. Kpome toro, BGP Peers oome-
HuBatorcs Keepalive-cooOmeHusMu  (4TOOBI  yIOCTOBEPHUTHCS, YTO
CBSI3b MEXKy HUMH He noTepsiHa) U Notification-cooOuieHussmu (yBe1oM-
JICHUs1, COOOIIeHUS 00 oIuOKax u Apyras ciryxeOHast uH(opmarus).



Dopmam BGP-coobwenuii:
1. Kaxxgoe BGP-coobmenne mmeer 3arooBOK (UKCHPOBAHHOTO
pa3mepa. @opMaT 3arojioBKa MpeIcTaBlIcH Ha puc. 4.4.
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Puc. 4.4. ®opmart 3aronoska BGP-coobmenus

[Mone «Mapkep» (Marker) cogepxut 16 6aiiTOB, U €ro COACPIKH-
MO€ MOXKET JIETKO MHTEPIPETHPOBATHCA TMoiydaTeneM. Eciam tum co-
obmienus otkpeiTh (OPEN) wiu ecnu ko uaeHTHGUKAIMKA B COOOIIIC-
uuu OPEN paBen nymio, To mone Marker momkHO OBITH 3amoiHEHO
eauHUIAMU. Marker MOXeT HCITONIb30BaThCS Il OOHAPY)KEHUS IOTEePH
cuaxponuzanun B pabore BGP-maptuepos. Ilone «/lmuna» (Length)
vMeeT JiBa OaliTa M ompenensieT OOyl JIUHY COOOIIeHus B OaifTax,
BKJTFOYAsl 3aT0JIOBOK. 3HAYEHHUE 3TOTO MOJIS JOJKHO JIeXKATh B Ipeenax
19-4096. Tlone «Tum» (Type) npeacraBiser co0o¥ Ko pa3HOBUIHO-
CTHU COOOIIEHUS U MOXKET IPUHUMATH CIIETYIONTNE 3HAUCHIS:

1) OPEN (OTKpHITH);

2) UPDATE (13menuTs);

3) NOTIFICATION (Buumanmue);

4) KEEPALIVE (Eme xwuB).

BGP ortimmuaercs ot RIP u OSPF tem, uro ucnons3yer TCP B ka-
YecTBE TPAHCIOPTHOTO MPOTOKOJA. JIBE CHCTEMBI, HCIIONB3YIOIINE
BGP, cBa3biBatoTCs ApyT € APYroM U MEPECHUIAIOT HOCPEICTBOM IIPO-
tokona TCP momHbIe TabIUIBI MapIIPy TH3AINH.

2. ITocne Toro Kak CBsA3b Ha TPAHCIIOPTHOM IIPOTOKOJIBHOM YPOBHE
YCTaHOBJICHA, TIEPBOE COOOIICHUE, KOTOPOE JOJKHO OBITh MOCNAHO, 3TO



OPEN. Ilpu ycmemHoOM NPOXOXKIACHHUH 3TOTO COOOIIEHUS IapTHEP
noipkeH oTKIUKHYThCs coobmennemM KEEPALIVE. Ilocie 3Toro Bo3-
MOXHBI JTI00BIe coobmienus. @opmat coobmennst OPEN mpencraBnex
Ha puc. 4.5.
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Puc. 4.5. ®opmar coobmennss OPEN

[Tone «Bepcus» (Version) onuchIBaeT KoJ BEPCHUH HCIIOIB3YEMO-
ro mpoTokoiia, Ha ceroms st BGP on pasen 4. [IpyxOaiiTHOe moie
«Mos aBTOHOMHas cucteMa» (My Autonomous System) ompenemnseT
kox AS otmpasurens. [lone «Bpems coxpanenus» (Hold Time) xapak-
TEpU3yeT BpeMs B CEKyHIaX, KOTOPOE OTIPABHUTEINb MpEAaracT 3aHe-
ctu B Tafimep coxpanenus (Hold Timer). [Tocne momyueHust cooore-
Hust OPEN BGP-poyrep nomkeH BeIOpaTh 3HauCHHE BPEMEHH COXpa-
Henus (Hold Time). OObI4HO BBIOMpaeTCsi MEHbBIIEE W3 MONyYEHHOTO
B coobmennn OPEN 1 3Ha4eHus1, onpesieieHHOTO MpH KOH(UTYypauu
cucreMsl (0-3 c). Bpems coxpaHeHus onpeaensieT MakKCUMalIbHOE Bpe-
M B cekyHmax wmexay coobmenusmu KEEPALIVE u  aByms
UPDATE-coobmenusmu. Kaxmomy y3ny B pamkax BGP mpumuceia-
ercs yerelpexOaiiTHbiii BGP-unentuduxarop (BGP-Identifier, 3amaet-
Csl IPH MHCTAJUISIMK U MACHTUYEH A7 Bcex nHTepdeiico BGP-poyte-
pa). Eciin aBa y3ma ycTaHOBWIIM [1Ba KaHaja CBS3U APYT C OPYTOM, TO
COTJIaCHO TpaBHJIaM JOJDKEH OBITh COXpaHEH KaHajl, HauWHaroLIUHCs



B y31e, BGP-unentudukarop xoroporo Oomeine. bait momst omimo-
HabHBIX TapameTpoB (Opt Parm Len) ykaspiBaet oOmIyto ATUHY OIS
Optional Parameters. Ecu 3Hauenne 3T0oTo0 Mot paBHO HYJIIO, TO TOJIE
Optional Parameters mycroe. IToie Optional Parameters MoxeT cojep-
KaTh CIIMCOK HEOOS3aTENBbHBIX MapaMeTpoB (TakWX, Kak IapaMeTphl
ayTEeHTU(UKAINN), TAC KaKAbIH MMapaMeTp COCTOUT W3 TPeX 4YacTew:
<Parameter Type, Parameter Length, Parameter Value>.

3. Coobmenus tuna UPDATE (M3meHeHUs) UCTIONB3YIOTCS IS
nepeAayn MapupyTHoi nHpopManuu Mexny BGP-naptaepamu. OToT
THI COOOIICHHS MTO3BOJIIECT COOOIUTH 00 OJJHOM HOBOM MapIIpyTe WU
OOBSBUTH O 3aKpPBITHH TPYMIBl MaplIpyTOB, MpHYeM OOBsBICHHE 00
OTKPBITHH HOBOTO M 3aKPBITUH CTApbIX MapIIpyTOB BO3MOXKHO B TIpe-
nenax ogHoro coobmenus. ®opmar coobmenuss UPDATE mnpencras-
JieH Ha puc. 4.6.

e e e +
| Total Path Attribute Length (2 octets) |
e e e +
| Path Attributes (variable) |
e e e +
| Network Layer Reachability Information (variable) |
T e +

Puc. 4.6. ®opmar coobmennst UPDATE

Coobmenne UPDATE Bcerna conmepkKuT CTaHIAPTHBIA 3aT0JIOBOK
U MOXET cojiepkarb Jnpyrue nois. Ecim mone «/lnuHa crimcka otMme-
HeHHBIX MapuipyToB» (Unfeasible Routes Length) paBHo HymIO, T.€. HU
OJMH MapuipyT He OTMEHeH, To moje «OTMEHEHHBIE MapIIpyThI»
(Withdrawn Routes) B coobmenun orcyrctByer. [lone «OTMeHeHHBIC
MapUIpyThD» UMEET MEPEMEHHYIO JUIMHY U COACPKUT crucok IP-agpec-
HBIX Mpe(UKCOB MapHIPyTOB, KOTOPBIE CTald HeAOCTYyMHBL. Kaxmas
Takas 3amich uMeeT (hopMmar, MoKa3aHHbIH Ha puc. 4.7.



Puc. 4.7. ®opmar nons Withdrawn
Routes

3neck mone Length, paBHOE HyIIO, 0O3HaYaeT, YTO MpedUKC COOT-
BeTcTBYeT BceM [P-agpecam, a cam mmeer HyneBoi pasmep. [lone Prefix
conepxut [P-anpecHpie mpeduKCH, 32 KOTOPBIMH CIEIYIOT pa3psiibl,
JOTIONTHSAIONINE MX JO TOJIHOTO YHcia 0alToB. 3HAYEHUS STHX TBOWY-
HBIX Pa3psAIOB CMBICTa HE MMEIOT. J[ByxOaliTHOE TOJe MOIHOM JITHMHBI
criucka atpubyTtoB myTtu (Total Path Attribute Length) ykaseiBaer Ha
WTOTOBYIO JUTHHY chiucka atpuOytoB mytu (Path Attributes). HymeBoe
3HAaYeHHE JTaHHOTO IO YKa3bIBaeT Ha TO, YTO MH(OpMAIUI O JOCTYII-
HEIX ceTsx B UPDATE-coo0mennn oTCyTCTBYET.
ITone «Crmcok atpubyTtoB mytm» (Path Attributes) mpucyrcTByer
B 11060M UPDATE-coo6miennn. 9T0 mosie uMeeT NepeMeHHy0 UIHHY,
a KaXIbpId aTpuOyT COAEPIKHUT TPU cocTaBHBIE dacTH: <Attribute Type,
Attribute Length, Attribute Value>. Tum atpubyta (Attribute Type)
MIPEJICTaBIAET COOON ABYXOKTETHOE IOJIE CO CTPYKTYPOH, TTOKa3aHHOM
Ha puc. 4.8.
0 1
©123456789012345
tod-tot-dot oottt ottt -+
| Attr. Flags |Attr. Type Code|

tot-t-tt-t-tot-t-t-t-t-t-t-t-+-+

Puc. 4.8. ®opmar momns Attribute Type

Crapmmit 6ut (6ut 0) monst «@naru arpudyrta» (Attr. Flags) or-
penensiet, sBigeTcss aTpuOyT onuoHHeIM (6uT 0 = 1) wnm cranmapt-
HEIM (O6ut 0 = 0). but 1 3Toro MOJNIS ONIpeAeseT, IBIACTCS aTpUOyYT TIe-
pexogueM (6ut 1 = 1) wm HenepexoaubM (6ut 1 = 0). s 0OBIYHEIX
aTpuOyTOB 3TOT OWT AOIDKeH ObITh paBeH 1. Tperuit 6ut (6wt 2) momis



(hmaroB arpmbyTa OIpeaenseT, sBIIeTCI HHGOPMANUI B OMIIMOHHOM
nepexogHoM aTprudyTe noiaHo# (Out 2 = 0) uinn yactuaHo (6ut 2 = 1).
Ji1st OOBIYHBIX W OIITMOHHBIX HEMEPEXOTHBIX aTPHOYTOB 3TOT OWT JOJDKCH
061Th paBeH 0. bur 3 monst dmaros arpubyra nHGOPMHUPYET O TOM, UMEET
JUTMHA aTprOyTa onuH Oaift (6ut 3 = 0) nnm aBa Gaiira (Out 3 = 1). but 3
MOXeT OBITh paBeH | TOJNBKO B ciyyae, KOTAa JUIMHa aTpuOyTa Oojee
255 GaiitoB. Magmme uetblpe 6uta okreTa (praroB arpudyra He HC-
MOJIL3YIOTCS (M TOJDKHBI O0HYNIATEC). Eciu out 3 = 0, To TpeTuit 6aiT
aTpulyTa MyTH COACPKUT AJIMHY TOJNS JAaHHBIX aTpuOyTa B Oaiirax.
Ecnu ke Out 3 = 1, To TpeTHii U YeTBEPTHII OalThI aTpUOyTa MyTH Xpa-
HAT JUIMHY TOJISl IaHHBIX aTpuOyTa. OcTanbHbie 0alThl MO «ATpHOYT
NyTH» XapaKTepU3yT 3HaueHHWe aTpulOyTa M MHTEPIPETHPYIOTCS CO-
riacHo (hiaram aTpuOyTa.

ATpuOyTHl TyTH OBIBAIOT «cTaHAapTHBIE 00s3aTenbHBIE» (Well-
known Mandatory), «cTanmapTHele Ha ycMoTpeHue oneparopa» (Well-
known Discretionary), «onuuoHasle nepexongusie» (Optional Transi-
tive) u «omnmuonHble Henepexoaubie» (Optional Non-transitive). Cran-
JapTHbIE aTpuOyTHl JOJKHBI pacno3HaBaThes Mro0biMu BGP-npuitosxe-
HusMH. OTNIIMOHHBIE aTPUOYTHI MOTYT HE PACO3HABATHCS HEKOTOPBIMU
npwiokeHusiMu. OOpaboTka Hepaclo3HaHHBIX aTpHOyTOB 3amaercs
ourom 1 monsa ¢uaros. Iyt ¢ Hepacmo3HaHHBIMH TEPEXOTHBIMH OII-
LUOHHBIMH aTpUOyTaMH JOJKHBI BOCIIPUHUMATECS Kak pabdoune. OnuH
U TOT K€ aTpUOYT MOXKET MOSABIATHCS B CIHUCKE aTPUOYTOB MyTH TOJIb-
KO OJIMH pa3.

4. Coobmenne tuna KEEPALIVE.BGP He ucnons3yeT HHUKaKoi
TPaHCHOPTHBIA MPOTOKON a1 MexaHuzMa Keepalive, 9ToOBI ompene-
muth pnoctwxkuMsl u Peers. Coobmennss KEEPALIVE obmenusarorcs
Mexny Peers ¢ onpenenenabiM naTEepBaioM coodmenniit KEEPALIVE,
3HaueHne kotoporo 1/3 ot Hold Timer, HO He wamie pa3a B CeKyHAY.
Coobmenne KEEPALIVE cocrout m3 3aronoska (Header) m mumeer
uHy 19 6aifToB.

5. Coobmenne NOTIFICATION. ®opmar cooOmmeHns MpeacTaB-
JieH Ha puc. 4.9.
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Puc. 4.9. ®opmar coobmenuss NOTIFICATION

Coo6menne NOTIFICATION (YBemomiieHre) OTITPaBISIETCS, KOTIa
omMOKN 00HapY>KeHBI, IpH 3ToM coenmHenne BGP 3akpreiBaeTcs cpasy ke
nocie ornpaBku. OmHoOaliTHOE Tone «Kop ommoOkm» (Error Code) yka-
3piBaeT Ha THI NOTIFICATION. 3nauenusi JaHHOTO MOJIS TPECTaBICHbBI
Hmwke. OmHobaitHOe Toste «Iloakoxa ommokm» (Error Subcode) obecnieun-
BaeT Ooyiee KOHKPETHYIO WH(OpMAIWIO O XapakTepe cooOIIeHHs 00
omuOKe. 3HaUeHHUs TAHHOTO TTOJIsI IPE/ICTaBIEHBI B Ta0I. 4.2.

Taobnuua 4.2
IMoakomsr ommooK

Omubka Cy0kog Onucanue
3aro0BoOK CoennHeHNE HE CHHXPOHU30BAHO
Hesepnas anmuHa cooOuieHust
HegepHblii THIT COOOIICHMUS
HesepHnbrlii ko Bepcuu
OmmboYHbI KO AS-TIapTHEpa
Owmnbounslit uneHtugukarop BGP
OmmbKa B KoJie UACHTU(DUKAIIH
Ommnbka npu nACHTU UKL
Henpuemiiemoe BpeMsi cOXpaHEeHUs!
OmmoKa B criucke aTpuOyTOB
He y3HaH cranmapTHeIif aTpuOyT
OTCYTCTBYET CTaHIAPTHBIN aTprOyT
Ommbka B ¢arax atpudyTa
Ommbka B [yHe aTprOyTa
Henpasmnsasiii atpudyt Origin
Huknuyeckuilt MapupyT
Ommubka B atpudyre NEXT HOP
Owmnbka B ONIIMOHHOM aTpuOyTe
OmubKa B ceTeBOM IOJIe
Ommbka B AS PATH

Coobmenue OPEN

Cooo6menne UPDATE

LoV U EWN =[O A WR =W —




Konsr ommoOok:

Kox ommobxu Omnucaune
1 OmrOKa B 3ar0JIOBKE COOOIIEHHS
2 Ommbka B coobmennu Open
3 Omunbku B coobmiernu Update
4 Hcrekiio BpeMsi COXpaHEeHHUs
5 OmnbKa MalMHEl KOHEYHEIX COCTOSHUI
6 [IpepriBanue

Ampubymor nymu ¢ BGP:

1. ORIGIN (xox tuma = 1) — cTaHmApTHBIA 00S3aTENBHBIA aTPH-
OyT, KOTOpBIA OTpenaessieT MPOUCXOXKISHHE IMyTeBOH HH(OpMaInu.
I'enepupyeTcsi aBTOHOMHOM CHUCTEMOM, KOTOpasi SIBJIAETCS UCTOUHUKOM
MapmpyTHOH uHpopMaruu. ATpHOyT B 3TOM CiIy4ae MOXKET MPHHHU-
MaTh CJIeyIoIINe 3HaYeHNS:

—xop atpubyra = IGP, ecniu nHpOpMaIs TOCTHKUMOCTH CeTe-
BOT'O YPOBHS SIBJISIETCS BHYTPEHHEW IO OTHOLIEHHUIO K MCXOJHON aBTO-
HOMHOM cHCTEeME;

—xop arpubyra = EGP, ecnn undopManust JOCTHKUMOCTH CeTe-
BOT'O YPOBHS MOJy4YeHa C MOMOIIBI0 BHEIIHETO NMPOTOKOJAa MapIIPYTH-
3aluu;

—xoJ atpudyta = Incomplete, ecnmu nHQOpMaNKS TOCTHKUMOCTH
CETEBOT0 YPOBHS MOJy4eHa KAKUM-TO HHBIM CIIOCOOOM.

2. AS_PATH (xox tuma = 2) Takxe sIBISETCS CTaHAAPTHBIM 00sI-
3aTeNIbHBIM aTpUOyTOM, KOTOPBIH COCTaBJIEH U3 COBOKYITHOCTH CEIMEH-
TOB IMyTU. ATpUOYT OIpenensieT aBTOHOMHBIE CUCTEMBI, Yepe3 KOTOPbIE
noctaBineHa MapuipytHas uHdopmanus. Korma BGP-poytep nepemaet
OMHCAaHUE MapIIpyTa, KOTOPOE OH IMOJIydnia oT cBoero BGP-mapTHepa,
o monuduuupyer AS PATH-arpubyT (nobasnser Homep cBoeil AS B
KOHel| cnucka AS-mapHipyTa), COOTBETCTBYIOIIMHA 3TOMY MapupyTy,
ecny HHQOpMAIHA IepeJacTcs 3a Mpeaesibl aBTOHOMHOM cucteMbl. Ka-
#ab1il cerMeHT AS PATH coctouTt u3 Tpex yacteil <TUI CErMeHTa Iy-
TH, JUIMHA CETMEHTA IMYTH M OIIEHKa CerMeHTa MyTu>. THmn cerMeHra
MyTH TPEICTaBIseT, B CBOIO OYepeldb, OXHOOAWTHOE IoJie, KOTOpOe
MO>KEeT IPUHUMATh CIIEIYOIINE 3HAaUCHHS:



—Koj THma cerMeHTa = AS set: HEyHOpsSAOYEHHBIA HabOp Map-
mpyToB B UPDATE-coobmennn;

—KOJ TUIa cerMeHTa = AS sequence: YMIOpsJIOYCHHBIA HaOOp
MapupyToB aBToHOMHOMU cucteMbl B UPDATE-coo6mennn.

JimHa cerMeHTa MyTH MpeAcTaBisieT co0oil onHOOANTHOE Toie,
coJieprKalliee YrciIo aBTOHOMHBIX CHCTEM, 3allMCaHHBIX B mose «OreH-
Ka cerMeHTa nmyTw». llociennee moje XpaHUT OAMH WU Oojiee KOJOB
ABTOHOMHOM CHCTEMBI, 10 JBa OaiiTa KaX<Iblil.

3. NEXT HOP (kox tuna = 3) — craHAapTHBIA 00s3aTeNbHBIN aT-
puOyT, ompenenstoumii [P-ampec morpaHudHOrO poyTepa, KOTOPBIH
JIOJDKEH paccMaTpHUBaThes Kak LEdb CIEAYIONIero mara Ha IMyTH K ToY-
K€ Ha3Ha4YeHH.

4. MULTI_EXIT DISC (MED) (kox Tuna = 4) npeacTaBisieT co-
0011 ONIIMOHHBIA HEMEPEeXOAHONW aTpUOYT, KOTOPBIH 3aHMMAET YEThIPE
OaiiTa U SBIISIETCS TOJIOKUTEIBHBIM IIETIBIM YHCIOM. BenmuunHa storo
aTpuOyTa MOKET MCIOIb30BaTHCS MPU BHIOOPE OZHOTO M3 HECKOJIBKUX
myTeil K coceqHel aBTOHOMHOM CUCTEME.

5. LOCAL_PREF (xox tuna = 5) sBisieTCs ONMIIMOHHBIM aTpUOY-
TOM, 3aHUMArOIIUM 4eTbipe Oaiita. OH ucnonb3yercs BGP-poyrepom,
4T00BI co00mMNTE cBoMM BGP-mapTHepam BHYTpH cBoel COOCTBEHHOM
ABTOHOMHOI CUCTEMBI CTETIEHb MPEIIOUTEHNS O0OBSBICHHOTO MapLIPyTa.

6. ATOMIC_AGGREGATE (xon tumna = 6) mpencrapisieT coboit
CTaHAAPTHBIA aTpuOyT, KOTOPBIA MUCIONIB3yeTCs UIS HMHPOPMUPOBAHHUS
MapTHEPOB O BBIOOpE MapLIpyTa, 0OECIEeYMBAIOLIETO AOCTYN K Ooiee
HIMPOKOMY CIIUCKY aJIpECOB.

7. AGGREGATOR (koxm Tuma = 7) — ONIIMOHHBIA TEPEXOIHOM
aTpuOyT C IJIMHON B IIeCTh OalWTOB. ATpPHOYT CONEPKUT ITOCIETHUMA
KOJl aBTOHOMHOW CHCTEMBI, KOTOpBII OINpeAenseT arperatHblii Map-
mpyT (3aHnMaer aBa Oaiita), m IP-ampec BGP-poyrepa, koTopbIit
cthopmMupoBai 3TOT MapuIpyT (YeThIpe OaiiTa).

8. WEIGHT - a0 cnenmanbHbIi aTprOyT, KOTOPBIA HCIIONB3YET-
cs Tonmbko poyrepamu Cisco B Ipoliecce BhIOOpa HAWITYUIIETO ITYTH
K KAKOMY-TO pOyTepy WM CETH, €CId K HeMy BeIeT OOIbIe OIHOTO
myTtn. 3HaueHne Weight Attribute sBnsieTcs JTOKaIbHBIM I pOyTepa,



Ha KOTOPOM OHO YyCTaHaBJIMBAETCA. JTO 3HAUEHHE HE TepenaeTcs
B TaOJHUIIaX MapIIPyTH3AIHUN Ha IPYTHE POYTEPHI.

9. COMMUNITY — ONIMOHHBIA NMEpPexXOnHBIA aTpuOyT, BIUSIO-
LIV HA TIPUHATHE PEIIeHUs pOyTepa O PacpOCTPAaHEHNH TTOJTYIEHHOTO
MapupyTa.

B Cisco ncrons3yroTces cieAyoye 3HaYeHusI:

— No-Export — He mepenaBarh mnony4yeHHbI MapmpyT k eBGP
Peers. PactipocTpaHaTe MapuipyT TOJIBKO B Iipeaenax AS;

—No-Advertise — He mepenaBaTh NOJIYYEHHBIH MapmpyT HHU
K Internal uu x External Peers;

— Internet — nepenaBaTh NOTYUYEHHBIN MAPUIPYT BCEM;

— Local-AS — unone3oBats cuenapun Confederation ans npenot-
BpallleHus Tepeaayd MapIIpyTa BHE JIOKAIbHOI AS.

Anzopumm evibopa naunyuuiezo mapwpyma ¢ BGP

BGP moxer monyuuThb pa3inuHble OOHOBJIEHHUS 00 OIHOM Map-
mIpyTe OT pa3HBIX MCTOYHNKOB. BGP BBIOMpaeT TOJIBKO OJWH, Camblit
myurmmid myTh. Korna myTth BeiOpaH, BGP nmomernaer BrIOpaHHBINH Iy Th
B CBOIO TAOJMIy MapUIPyTHU3alMU U PAaCIPOCTPAHSET 3TOT IyTh K CBO-
nM «cocegam». BGP ucnone3yer cnenyromue KpUTEpHH, B YKa3aHHOM
HOpsiAKe, YTOOBI BHIOPATH JIyUIINH Iy Th:

1. Ecnmu y nmytu ykazan NEXT HOP, xoTopelif HEZOCTyHeH, TO
OTOPOCHUTH ITyTh.

2. Beibupaercs myTth ¢ HanOonsmmM atpudyrom WEIGHT (Toib-
Ko Ha ycTpoiictBax Cisco).

3. Ecniu Bec oquHAKOB, BEIOMpAETCs MyTh C HAUOOJIBIINM aTpuoy-
tom Local Preference.

4. Ecm 3navyenns Local Preference omgmnHakoBbl, TO BbIOMpaercs
IIyTh, KOTOPBII MOPOXKIEH JOKaJbHBIM mpoueccom BGP Ha mannOM
poyTepe.

5. Ecmm mytn He moposkneHsl okanbHEIM BGP, To BRIOMpaeTcs
My Th ¢ Kparyaiimum arpudytom AS PATH.



6. Eciiu 3nauenust AS PATH Length ognaaxoBbl, TO BRIOHUpaeTcs
myTe ¢ HauMmeHbmuM aTpudbyroM ORIGIN TYPE (rme IGP mewnse,
gem EGP, a EGP menbmre, gem Incomplete).

7. Ecim Origin Codes oanHAaKOBBI, TO BBIOMpAETCS IMyTh C HAH-
MeHbIM aTpudyrom MED.

8. Eciu MED onunakoBel, To yTh External umeer npeamnoutenue
nepen Internal.

9. Eciu o6a mytu External mnu Internal, To BBIOMpaercss myTh
ot ommxaiimero BGP cocena.

10. Beibupaercs myTh ¢ HaumenbmM [P-agpecom (BGP Router ID).

Administrative Distance ans nmpotokona BGP pasno 20.

4.1.4. Hacmpolika o6opydoearus Cisco

HauvanbHoe cocTOsiHME KOMAaHIHOW CTPOKM — MpPUBUIICTHPOBAH-
weiii pexkum EXEC Cisco 10S. KypcuBoMm moka3aHbl nepeMeHHBIE.
B kBagpaTHBIX CKOOKax — ONUIMOHAJIBHBIE aTpuOyTH. B QurypHsex
1 6e3 cKOOOK — o0sA3aTenbHbIe aTpUOYTHI; €CITU MX HECKOIBKO M OHHU
OTJETICHBI YePTOW, TO MPH BBOJE KOMaHIBI BEIOUPAETCS TOJIBKO OJMH
n3 HuX. YTOoOBI OTMEHHUTH KOMAaHJy, OHA MOBTOPHO BBOJIUTCS C HO
B Havasie. B TaHHOM TocOOMH HE y BceX KOMaH]I yKa3aHbl Bce aTpuoy-
THI, IS IPOCMOTpPa aTpuOyTOB MONB3yiTech moMotpio 10S mmbo py-
koBojcTBamMu Command reference guide Ha Hy»x)Hoe ycTpoiictBo Cisco.

4.1.4.1. Hacmpolika cmamuyecko20o mapwpyma Ha poymepax Cisco

Co3naHue CTaTUYECKOTo MapuIpyTa:

— BXOJI B INIOOATIBHBIN PEKUM KOH(QUTYPALIUN

configure terminal

— CO3JaHHE CTATUYECKOI0 MapIIpyTa.

ip route [vrf vrf-name] prefix mask {ip-address |
interface-type interface-number [ip-address])} [dhcp]
[distance] [name next-hop-name] [permanent | track num-
ber] [tag tag]



3nech vrf — onuoHANBHBIN aTpUOYT, KOTOPBI HACTpaWBaeT MMs
VREF (vrf-name), B KOTOpo¥i cTaTH4eCKHe MapIIpyThl JOIDKHBI OBITH yKa-
3aHEI,

prefix — npedukc mapmpyTa;

mask — Macka MapripyTa;

ip-address | interface-type interface-number — yka3biBaeTcs JU00
IP-anpec Next Hop, mubo ucxoasmmii uHTepdeiic;

dhcp — omumoHaneHBIH aTpuOyT, MO3BOJsIET cepBepy Dynamic
Host Configuration Protocol (DHCP) Ha3Hauyath 3TOT MapuipyT Kak
Default Route;

distance — Administrative Distance. [To ymom4anuio 1yisi cratude-
CKHX MapIIpyTOB paBHa 1;

name — ONUIMOHAIBHBIA aTpuOyT, HazHayaeT uMms Ha Next Hop
Route (next-hop-name);

permanent — ONIMOHANBHBIA aTpHOYT, MPU KOTOPOM MapIIpyT He
Oyzer ynaneH u3 Tabnuusl Mapmpytusanuu eciu Next Hop Interface
OyZeT BBIKJIIOYEH;

track — onmuoHanbHBIA aTpuOyT, KOTOpPHIA accouuupyeT track
object ¢ 3TuM MappyTomM, number argument ot 1 1o 500;

tag — 3HaUYeHHE tag MOXKET OBITh HCIOJIL30BAHO KOMAaHAaMHU
route map.

[TpocMOTp TabMUILIBI MAPLIPYTU3ALMH Ha POyTEpe
show ip route

4.1.4.2. Hacmpolika npomokona mapwpymusayuu RIP

Bxutouenune nporokosia RIP Ha poyTepe:

— BXOJI B TNI00ANBHBIN peXUM KOH(MUTYpauu
configure terminal

— BKJIIOYEHHE U BXOA B PeXHUM KoH(purypuposanus RIP
router rip

— HacTpoiika Bepcun RIP

version {1 | 2}



— HACTpOHKa CeTeH, yJacTBYIOMHX B padote mpoTtokoina RIP (yka-
3BIBAIOTCS HE TOJBKO CETH, YYACTBYIONTHE B OOHOBICHUH, HO U CETH,
B KOTOpBIE OyAyT mockiarbes coodmenus RIP)

network ip-address

— [epepaclpeaeeHue MapupyTa IO YMOJYaHHUIO Ha pOyTeEpE
B oOHOByIeHUs RIP

default-information originate

— BKIIIOYCHHE aBTOCYMMHUPOBAHUS MapIIpyTOB (CyMMHpPYET B Tpa-

HHUIIAX TJIaBHBIX CeTel)

auto-summary

— HacTpoka TaiimepoB RIP

timers basic Interval between updates for RIP Inva-
1lid Holddown Flush Sleep

— HacTpolika uHTepdeiica B Passive Mode (B Hero He oTmpanisi-
FOTCSI COOOIIEHUS

passive-interface interface-id

— IPOCMOTP 3alyIIEHHBIX ITPOTOKOJIOB MapIIPyTU3ALUU

show ip protocols

— IPOCMOTp TaOJIUIIBI MapIIPyTH3AIUY HA POYyTEpe

show ip route

— 3aIlyCK OTJIaJIKu pa0boThl mpoTokoina RIP

debug ip rip

Heckonbko ¢oB 0 KoMaHze Io0aIbHOTO peXrMa KOH(PUTYpauu
1P Classless. [lanHas KOMaHJla BJIUSCT TOJBKO Ha OMNEPAIUI0 TOCHLIKU
nakera. MlHorzna poyrep nojiydaeT MakeTsl IS MOACETH, K KOTOPOH HET
MapuIpyTa ¥ MapmipyT [0 YMOJYaHHIO OTCYTCTBYET, HO y pOyTepa eCTh
MapupyT A CeTH, B KOTOPYIO BXOIMT JaHHas mojceTh. s mepe-
CBUIKM 3THX IAaKETOB MO HAaWIyYIIeMy MapuIpyTy (C HaMIYYIIUM COB-
MajieHreM B TabJuile MapuIpyTH3alHy, a He C COBIaJECHUEM IO Macke,
cooTBeTCTBYIOMIEH Kiaccy cetu A, B, C) ucmons3yeTcss KoMaHaa rio-
6anpHOro KoHpUrypuposanus IP Classless.

JaHHas xKoMaHZa CTaHAAPTHO BKIIIOYECHA B KOH(UIYypaluHu Bcex
onepanroHHbXx cucteM Cisco 10S, naunnas ¢ Bepcuu 11.3 u Beime.
s oTKIOueHHs 3Tol QyHKIMU UCTIONB3yeTcst (hopMa TaHHOH KOMaH-



Ibl C KJIIOYEBBIM CIOBOM no. B ciyuae, xorga (yHKIMs OTKIIIOYEHA
Y IaKeT TepechliaeTcd B TOJCETh CETH, K KOTOPOW HET MapIiipyTa
B TabNUIle MapHIpyTHU3alWH, — IMaKeT oTopackiBaeTcs. [IpuHmmm pabdo-
THI KOMaH/IbI IPOUJLTIOCTPUPOBaH Ha puc. 4.10.

128.0.0.0/8

OTOpOLLUEHHbIE
wm— GUTHI

\ &
128.2C.4.1 \‘—/

128.2C.0.0

128.2C.3.0

128.2C.1.0

1282030 128.20.40.1 3
nonyvarens

Puc. 4.10. No IP Classless

Ha puc. 4.10 y poytepa (Router) ecTs 4eThIpe MapmipyTa K CETIM
c npedukcamu: 128.0.0.0/8, 128.20.1.0/24, 128.20.2.0/24, 128.20.3.0/24,
HO k cetn 128.20.4.0/24 mapmipyTa HET ¥ MapIipyTa 1m0 yMOJTIaHUIO HET.
IIpu atom cetp 128.20.4.0/24 Bxomut B ceth 128.0.0.0/8. Eciu poytep
npu BoikiItoueHHOW ¢(yHKuuu [P Classless momy4ur maker K ceTd
128.20.4.1 u wmapupyT U1 JAAaHHOM TMOJCETH OTCYTCTBYeT, Kak
B IaHHOM TIpuMepe, To nakeT otopackiBaercs. Eciu ¢pynkuus [P Class-
less BkitoueHa, TO MakeT OyJIeT OTIPABIIEH MO0 MapUIPyTy ¢ MpeduKcoM
128.0.0.0/8. Komanna IP Classless Bo3/eiicTByeT TOJIBKO Ha ONEPAIIUIO
MIEPECHUIKM MTaKeTa, BHIMOJIIHAEMYIO onepallioHHO# cuctemoil I0S. Ona
HE BIMSIET Ha TMOCTpOEHHE TaOmui Mapmpytusanuu. OnucaHHBIA Xa-
paxkTep BO3JECHCTBUS KOMaHIBl BBIPKAET CYNIHOCTH OECKIacCcOBOM
MapUIpy TH3AIHH.

Heckonbko ciioB 0 KoMaH i€ TI00abHOTO pekuMa KOH(UTYpaun
IP Subnet Zero. Cornacno noxkymenty RFC 950 moacetn Subnet Zero
(moacets «Bce Hynmm») u All-Ones Subnet (moacets «Bce 1») ncnonab3o-



BaTh HE PEKOMEHIYETCA. JTO MOJIE3HO, YTOOBI COXPAHHUTD U PACHINPUTH
TOJIKOBaHUE CIEIUAIBHBIX aJ[PECOB MOJCETH U IMIMPOKOBEIIATEIHLHOTO
aapeca B mojceTsx. U Bce e, BBeas Ha poyTepe komanay [P Subnet
Zero, MOKHO HapyIIUTh JNAHHOE MPaBUIO. B COBpEeMEHHBIX BepCHUIX
IOS namnas ¢yHKOMS BKJIIOYEHA MO yMOJNYaHUIO (HadyWHAs C Bep-
cuu 12.0).

Hanpumep, ecth ceth knacca B — 172.16.0.0/16. Pa3zduBaem ee Ha
noacetn  172.16.0.0/24, 172.16.1.0/24-172.16.255.0/24. TloaceTsb
172.16.0.0/24 na3biBaetcst Subnet Zero (OACETh «BCE HYJIN»), TaK KaK
aJpec JaHHOM MOJCETH HEOTIMYUM OT ajpeca ucxoanoi ceru. [loacers
172.16.255.0/24 naspiBaercst All-Ones Subnet, Tak kKak MIMPOKOBeEIa-
TENBHBIN aJipec TAaHHOU MOJCETH HEOTIHYHM OT IIUPOKOBEIIATEFHOTO
ajJpeca UCXOJIHOW MOJCETU

4.1.4.3. Hacmpolika npomokosna mapuwpymu3sauuu BGP-4

Bxirouenne npotokona BGP-4 na poyrepe:

— BXOJ B IN100ANBHBIN pPeXXUM KOH(QUTYpaun

configure terminal

— BKJIIOYEHHE U BXOA B PEXXUM KoH(purypuposanus BGP

router bgp AS number

— OTKJIFOYCHUC CUHXPOHHN3AalUU

no synchronization

— HacTpoika «cocenein» mo BGP

neighbor ip address remote-as remote AS number

— HacTpolika mdS aBTOPU3AIUHU C «COCETOM)

neighbor ip address password 0 password

— HacTpolika GunbTpauyu MapupytoB mo AS PATH k/ot «cocena»

neighbor ip_address filter-Iist access_list num-
ber as path {in | out}

— HacTpoWKa (WIBTpalMd MapHIPyTOB W H3MEHEHHS aTphHOyTOB
MapuipyTa ¢ nomousto Route Map

- neighbor {ip-address | peer-group-name} route-
map map-name {in | out}



— HacTpoKa GMIBTPAITIN MapIIPYTOB IO TpedrKcaM K/OT «coceay

neighbor {ip-address | peer-group-name} distribute-
list {access-list-number | expanded-list-number | access-
list-name| prefix-list-name} {in | out}

— HACTpOWKa CIHCKa ceTed, KOTOphle OYIyT aHOHCHPOBATHCA IO
BGP (B otimume ot RIP B BGP maHHO# KOMaHIOH OOBSIBISETCS TONb-
KO CIIFICOK aHOHCUPYEMBIX CETeH)

network {network-number [mask network-mask] | nsap-
prefix} [route-map map-tag]

— OTKJIFOYEHUE aBTOCYMMUPOBAHUS

no auto-summary

— HacTpoiika TaitmepoB BGP

timers bgp Keepalive interval Holdtime Mini-
mum_hold time from neighbor

— mepepacIpe/ielieHie CTaTHIeCKUX MapIIpyToB Ha poyTepe B 00-
HoByieHUs BGP

redistribute static [metric {metric-value | trans-
parent }]

Hacrpoiika crannaptaeix Access-List Ha poyTepe ms [P-anpecos

— BXOJI B INIO0ANBHBIN peXUM KOH(UTYpaLUN

configure terminal

— KOMaHJIbl CO3JaHusl CTPOKU Access-List, CTpOKH 4UTarOTCA I0-
CJIeIOBaTEIbHO; ecii oOpabaTeiBaeMasi ceTh U ceTh B Access-List coB-
MajarT, TO MPOUCXOTUT 00paboTKa COrIacHO CTPOKE, HHAYe YMTACTCS
cieayronas cTpoka. B KoHIe cnucka Becerga mpeanoiaraeTcs npaBuio,
oTOpackIBarolee BCe, YTO HE COBMAIIO.

access-list access-list-number {permit|deny}
{host | source source-wildcard|any}

3neck Access-List-Number < 100.
Hacrpoiika crannaptaeix Access-List Ha poyTtepe 1t AS Path:

— BXOJ B IMI00ANBHBIN peXUM KOH(QUTYpaun
configure terminal

— KOMaHJIbl CO3JaHusl CTPOKU Access-List, CTpOKM YUTAIOTCS TO0-
CJIeIOBaTEeIbHO; eciu oOpabaTeiBaeMasi ceTh U ceTh B Access-List coB-
MajarT, TO MPOUCXOTUT 00paboTKa COrIacHO CTPOKE, HHAYe YMTASTCS



clemyromnas CTpoka. B KoHIe criucka Bcera IpeImoiaraeTcst paBmiio,
oTOpackIBaroOIIee BCe, YTO HE COBIANIO

ip as-path access-list-number {permit | deny} regexp
3aech access-list-number < 100;

regexp — peryJsIpHOE BRIpaXKEHUE.

CHUMBOITBI, KOTOPBIE UCTIONB3YIOTCS B PETYJISPHBIX BHIPAXKCHUSX:

. — IF000¥ CUMBOJI, BKITIOYAs ITPoOe;

* — HONTB WK OOJTBIIIE COBMA/ICHUH C BBIPaKEHHUEM;

+ — OJTHO WJIA OOJIBITIC COBITAICHUH C BRIPAXKCHUEM;

? — HOJTb MJTH OJTHO COBIIAJICHUE C BBIPAKCHUEM;

A — Ha4aJIo0 CTPOKHU;

$ — xoHerr cTpoKH;

_ — mo00ii pa3enuTenb (BKIIIOYasi, Ha4aylo, KOHel, mpooer, Taly-
JISIAIO, 3AIITYIO0);

\ — He BOCIIPUHUMATD CJICIYIOIINN CUMBOJ KaK CIeHAaIbHBIN;

[] — coBnagenue ¢ oAHUM K3 CUMBOJIOB B JIMAITa30HE;

| — JIoTHYECKOe «HITHY.

IIpuMepsl perynsipHBIX BBIPAKEHUMN:

_ 67— mapuipyTsl, mpoxoasuiue yepes3 AS 67;

N67$ — MapIIpyThl U3 HETTOCPEACTBEHHO MPUCOEANHEHHOM AS 67;

_67$ — mapupyThl oTHpaBieHHbIC U3 AS 67;

67 _— cetu Haxonguecs 3a AS 67;

~$ — MapupyThI JIOKaIbHON AS;

¥ — mrobast cTpoka.

st mpocMoTpa MapuIpyTOB, KOTOPBIE MOMAJAI0OT MO/ Ballle Pery-
JISIPHOE BBIpAXKEHHE, HAOEPUTE KOMaHy

show ip bgp regexp regexp

Hactpoiika Route Map Ha poytepe:

— BXOJI B INIO0ATBHBIN peXUM KOH(QUTYpALIUN

configure terminal

— co3laHue W BXOA B pexuM KoHpurypanun Route Map. [lpu
co3gaHuM HeckoJlbkux Route Map ¢ oAMHAKOBBIM UMEHEM, HO pa3HbI-
MU Sequence-HOMepaMu OHH 00pabaThIBAIOTCA MOAPSJ, HAYMHAS C
HauMeHbIero Sequence Number.



route-map Name [[permit | deny] | [sequence-number]]
— HacTpoiika oTOopa MapmpyToB o AS Path Access-List
match as-path access-list-number

— HacTpolika 0TOOpa MapHIpyTOB MO TpeduKcy cereit

match ip address access-1list-number

— ycTaHOBKa aTpuOyTa IMMyTH K OTOOpAaHHBIM MapIIpyTaM

set {as-path tag | community | metric | local-
preference | metric-type | origin | weight)} attribite

— IIPOCMOTp MapaMeTpoB padoTsl BGP

show ip bgp summary

— npocMotp coceneit BGP

show ip bgp neighbors

— npocmoTp Mapupytos BGP

show ip bgp

— npocMmoTp Mapupyra BGP

show ip bgp prefix

— 3aIyCK OTJIAAKH padoThl poTokoia BGP

debug ip bgp

4.2. 3apaHue Ha nabopaTopHyto paboTty

CobepuTe TOIOJIOTHIO, YKa3aHHYyt0 Ha puc. 4.11. CoeJMHUB pa3b-
eMbl Ha MaTy-MaHelu mnaTuykopaamu Ttuna Straight-Touch cormacHo
puc. 4.12 (poyrepst Router 1, Router 2, Router 3 u Router 4 coenumsi-
torcs kabenem tumna Crossover). [Tonpocure 1abopanTa COSIUHUTD Se-
rial-uHTEpdEcH POYTEPOB COTJIACHO TOMONOTHH. [IpoBeanTe Havyamb-
HYI0 KOHQHTYpaluio poyTepoB. it JocTyma K poyTepaM UCIONb3yHTe
TEepMHUHAJIbHBIN CEpBEP:

— s pocryna k rl.lab 3anycrute telnet 192.168.0.110 2007,

— n1st joctyna K r2.1ab 3anycrure telnet 192.168.0.110 2008;

— nns pocryna K r3.1ab 3anmycrute telnet 192.168.0.110 2009,

— st jocryna K r4.1ab 3anmycrute telnet 192.168.0.110 2010.

* Mmsa student, mapouns student.



Taxoke mogkmounte kommbeioTepsl (PC1, PC2, PC3, PC4), xoto-
pbI€ TOJKHBI OCYLIECTBIISTH CBA3b C ONPEIEICHHBIM POYTEPOM, U Ha-
cTpoiiTe BpyuHyro IP-azpec, Macky MHOJACETH M OCHOBHOHM WLUIIO3 CO-
[JIACHO TOIIOJIOTHH.

PC Ne1 PC Ne 4
@10.10.0.2/16 10.40.0.2/@
Fe0/0 Fe 0/0
10.10.0/16 |  1070.0.1/16 10.700.2116 | 10.40.0.1116

@gei@@lﬂg ——— Serial 0/1/0
Router1 | Fe0/1 ) Fe0/1 |Router4
10.20.0.1/16 10.50.0.1/116
Fe0/1 Fe 0/1
10.20.0.2/16 10.50.0.2/16
Router2 | Fe0/0 Fe0/0 | Router3
10.30.0.1/16 10.60.0.1/16
I
10.30.0.2/16 10.60.0.2/16
PC Ne2 PC Ne3

Puc. 4.11. Tonosorust cetu

Ecmu POYTEPLI HEC HACTPAUBAJINUCH PAHCEC, BLINIOJIHUTC HAYaJIbHYHO
koHpurypauuto (Mms ycrpoiictsa, mmdpoBaHue naposiei, Jorud (stu-
dent) u mapons goctymna (student) Ha TepMHUHANBHBIE M KOHCOJIBHBIC
JIMHUHW OOCTYyIa, 6aHHep Ha BXO,Z[), IJIL 3TOr0 BBINMOJHUTE NMPUBEICH-
HYI0O HUKE MOCJACA0BATECJIBbHOCTD KOMAaHA JISl poyTepa U3 NMpuBUJjIC-
rupoBanHoro pexuma EXEC Cisco 10S (MeHsisi uMsi poyTepa ecrect-
BEHHO):

conf t

hostname rl.lab

service password-encryption

no ip domain-lookup

username student privilege 15 secret 0 student

banner motd *C

rl.lab

PERM, Russia,

Network technology lab. IT department. PSTU

Warning: Authorized access only!!!
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Disconnect IMMEDIATELY if you are not an authorized

person!!!

Contact information:
web http://wrls.ru
email supporte@wrls.ru
tel +7(342)220-63-85
e

line con O
login local
line aux 0
line vty 0 4
login local
line vty 5 15
login local

Hactpoum IP-aapeca u macky nojaceru Ha uHtep@eiicax Fast
Ethernet. Ha untepdeiicax Serial nactpoum unkancyasiuuio PPP
¢ nporokoJiom aropusauuu CHAP u maposem Pass corsacHo to-
MOJIOTHM:

R1:
rl.
rl.

rl

rl

rl.
rl.
rl.
rl.
rl.
rl.
rl.

(
(
(
(
(
(
(
(
.lab(config-if) # speed auto
(
(c
(
(
(
(
(

lab#conf t
lab (config) #username r4 privilege 0 password 0 pass

.lab(config) #interface FastEthernet0/0
rl.
rl.
rl.
rl.
rl.
rl.
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lab(config-if)# ip address 10.10.0.1 255.255.0.0
lab(config-if)# duplex auto

lab(config-if)# speed auto

lab(config-if

lab(config-if #1nterface FastEthernet0/1
lab(config-if)# ip address 10.20.0.1 255.255.0.0
lab(config-if)# duplex auto
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lab(config-if)#

config- 1f)#1nterface Serialo/1/0

)# ip address 10.70.0.1 255.255.0.0

) # encapsulation ppp

)# ppp authentication chap

)# ppp chap hostname rl

) #

lab(config-if ppp chap password 0 pass



R2:

.lab#tconf t

.lab(config) #interface FastEthernet0/0
.lab(config-if)# ip address 10.30.0.1 255.255.0.0
.lab(config-if)# duplex auto

.lab(config-if)# speed auto

.lab(config-if)#!
(
(
(
(

r2
r2
r2
r2
r2
r2
r2
r2
r2
r2

R3:

.lab#tconf t

.lab(config) #interface FastEthernet0/0

.lab(config-if)# ip address 10.60.0.1 255.255.0.0

.lab(config-if)# duplex auto

.lab(config-if)# speed auto
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R4 :
rd.
rd.

r4

r4
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r4
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.lab(config-if)# ip address 10.50.0.2 255.255.0.0
.lab(config-if)# duplex auto
.lab(config-if)# speed auto

)
)
) #
)
)
)
.lab(config-if)# speed auto
) #
.lab(config-if)
r4. )
.lab(config-if)
rd. )
)

.lab(config-if

.lab(config-if)#interface FastEthernet0/1
.lab(config-if)# ip address 10.20.0.2 255.255.0.0
.lab(config-if)# duplex auto

.lab(config-if)# speed auto

)
)
) #
config- 1f)#1nterface FastEthernet0/1
)
)
)

lab#tconf t
lab(config) #username rl privilege 0 password 0 pass

.lab(config) #interface FastEthernet0/0
r4.

lab(config-if)# ip address 10.40.0.1 255.255.0.0

.lab(config-if)# duplex auto
r4.
r4.

lab(config-if)# speed auto
lab(config-if

.lab(config-if #1nterface FastEthernet0/1
r4.
r4d.
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lab(config-if)# ip address 10.50.0.1 255.255.0.0
lab(config-if)# duplex auto
(
(
(
(
(
(
(

lab(config-if

#1nterface Serialo/1/0
lab(config-if)# ip address 10.70.0.2 255.255.0.0
# encapsulation ppp

# clock rate 128000

#

ppp authentication chap

lab(config-if



r4.lab(config-if)# ppp chap hostname r4

r4.lab(config-if)# ppp chap password 0 pass

r4.lab(config-if) #clock rate 128000

* YV Serial-xaBess ommuH koHel Tuna DTE, BTopoM Tumna
DCE, xomahHzma Clock Rate BBOmuTCcsa Ha uHTepdelce, K KOTO-

poMy nonkjmodeH DCE. IlocMOTpPEeTH, kakoy Tun kabess
IOOKJIIOYEH , MOXHO koMaHzmoy Show Controllers Inter-
face ID:

r4.lab#show controllers Serial 0/1/0

Interface Serial0/1/0

Hardware is PowerQUICC MPC860

DCE V.35, no clock

idb at 0x81081AC4, driver data structure at 0x81084ACO

SCC Registers:

General GSMR] =0x2:0x00000000, Protocol-specific
[PSMR] =0x8

Events [SCCE]=0x0000, Mask [SCCM]=0x0000, Status
[SCCS]=0x00

Transmit on Demand [TODR]=0x0, Data Sync [DSR]=0x7E7E

Interrupt Registers:

YnocroBepumcsi, 4TO poyTepbl MOTYT MHHIOBATh CBOEr0 coceaa
u noaxMovenHsle PC. IIpn nmpodaeMax BBINOJIHAM KoMaHay Show IP
Int Brief njas aHanuza TOro, Kakue IMOpPThl CKOH(UIYPHPOBAHbI He-
NMPaBUILHO.

4.2.1. Cmamuyeckas Mapwpymusayusi

HaCTpOI/lM CTATUYECCKHUEC MaApUIPYThl HA poyTepax, AJs 3TOro

BbBINNIOJIHUM KOMaH/bI:

R1:

rl.lab#conf t

rl.lab(config)#ip route 10.30.0.0 255.255.0.0
10.20.0.2

rl.lab(config)#ip route 10.40.0.0 255.255.0.0
10.70.0.2

rl.lab(config)#ip route 10.60.0.0 255.255.0.0
10.70.0.2



R2:

r2.lab#conf t

r2.lab(config)#ip route 10.10.0.0 255.255.0.0
10.20.0.1

r2.lab(config)#ip route 10.40.0.0 255.255.0.0
10.20.0.1

r2.lab(config)#ip route 10.60.0.0 255.255.0.0
10.20.0.1

R3:

r3.lab#conf t

r3.lab(config)#ip route 10.40.0.0 255.255.0.0
10.50.0.1

r3.lab(config)#ip route 10.10.0.0 255.255.0.0
10.50.0.1

r3.lab(config)#ip route 10.30.0.0 255.255.0.0
10.50.0.1

R4:

r4.lab#fconf t

r4.lab(config)#ip route 10.60.0.0 255.255.0.0
10.50.0.2

r4.lab(config)#ip route 10.10.0.0 255.255.0.0
10.70.0.1

r4.lab(config) #ip route 10.30.0.0 255.255.0.0
10.70.0.1

B cayuae ecam cTaTHyecKHMe MapUIPYThl HACTPOEHBI MNpa-
BIWJIBHO, BBIBOJ kKoMaHA Show IP Route Oyxer cienyrommm:

R1:

rl.lab#show ip route

Codes: C -connected, S -static, R - RIP, M - mo-
bile, B - BGP, D -EIGRP, EX -EIGRP external, O -0SPF,
IA - OSPF inter area, N1 -OSPF NSSA external typel,

N2 -OSPF NSSA external type 2, El1 -OSPF external type
1, E2 - OSPF external type 2, i -IS-IS, su -IS-IS sum-
mary, L1 -IS-IS level-1, L2 -IS-IS level-2, ia -IS-IS
inter area, * -candidate default, U -per-user static
route, o - ODR, P - periodic downloaded static route



Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 7 subnets, 2 masks
C 10.10.0.0/16 is directly connected, FastEthernet0/0

S 10.30.0.0/16 [1/0] via 10.20.0.2

C 10.20.0.0/16 is directly connected, FastEthernet0/1

S 10.40.0.0/16 [1/0] wvia 10.70.0.2

S 10.60.0.0/16 [1/0] wvia 10.70.0.2

C 10.70.0.0/16 is directly connected, Serial0/1/0

C 10.70.0.2/32 is directly connected, Serial0/1/0

* S - cTaTMYecKkuy MapmpyT. B ckobkax - [Administra-
tive Distance/ Metric]. Ilocse Via - IP-ampec Next Hop.

R2:

r2.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP,

10.0.0.0/16 is subnetted, 5 subnets

S 10.10.0.0 [1/0] wvia 10.20.0.1

C 10.30.0.0 is directly connected, FastEthernet0/0
C 10.20.0.0 is directly connected, FastEthernet0/1
S 10.40.0.0 [1/0] wvia 10.20.0.1

S 10.60.0.0 [1/0] wvia 10.20.0.1

R3:

r3.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP, ..

10.0.0.0/16 is subnetted, 5 subnets

S 10.10.0.0 [1/0] wvia 10.50.0.1

S 10.30.0.0 [1/0] wvia 10.50.0.1

S 10.40.0.0 [1/0] wvia 10.50.0.1

C 10.60.0.0 is directly connected, FastEthernet0/0
C 10.50.0.0 is directly connected, FastEthernet0/1
R4 :

r4.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/8 is variably subnetted, 7 subnets, 2 masks

S 10.10.0.0/16 [1/0] via 10.70.0.1

S 10.30.0.0/16 [1/0] via 10.70.0.1

C 10.40.0.0/16 is directly connected, FastEthernet0/0

S 10.60.0.0/16 [1/0] via 10.50.0.2



C 10.50.0.0/16 is directly connected, FastEthernet0/1

C 10.70.0.0/16 is directly connected, Serial0/1/0

C 10.70.0.1/32 is directly connected, Serial0/1/0

IIpoTecTupyeM padoTy cTaTHYECKONH MaPIIPYTH3ALMU:

Kommerotep PC2 ¢ agpecom 10.30.0.2:

e Ilocnats 3x0-3ampocsl ping k y3nam: PC1 ¢ agpecom 10.10.0.2;
PC4 c agpecom 10.40.0.2; PC3 c agpecom 10.60.0.2 — pabotaet (muHTH
MOMIYT HE cpa3y, TaK KaK HY»KHO BpeMsi, YTOOBI 3allOJHUTH TaOJIHIIBI
MAC-anpecoB Ha BceX KOMMyTaTopax).

Yaaaum craTu4ecKue MapmpyThl C pOyTEepoB:

R1:

rl.lab#conf t

rl.lab(config)#no ip route 10.30.0.0 255.255.0.0
10.20.0.2

rl.lab(config)#no 1ip route 10.40.0.0 255.255.0.0
10.70.0.2

rl.lab(config)#no ip route 10.60.0.0 255.255.0.0
10.70.0.2

R2:

r2.lab#conf t

r2.lab(config)#no ip route 10.10.0.0 255.255.0.0
10.20.0.1

r2.lab(config)#no ip =route 10.40.0.0 255.255.0.0
10.20.0.1

r2.lab(config)#no ip route 10.60.0.0 255.255.0.0
10.20.0.1

R3:

r3.lab#fconf t

r3.lab(config)#no ip route 10.40.0.0 255.255.0.0
10.50.0.1

r3.lab(config)#no ip route 10.10.0.0 255.255.0.0
10.50.0.1

r3.lab(config)#no 1ip route 10.30.0.0 255.255.0.0
10.50.0.1

R4:

r4.lab#conf t

r4.lab(config)#no 1ip route 10.60.0.0 255.255.0.0
10.50.0.2



r4.lab(config)#no ip route
10.70.0.1
r4.lab(config)#no ip route

10.70.0.1

10.10.0.0

10.30.0.0

4.2.2. RIP-mapwpymus3sayus

255.255.0.0

255.255.0.0

Hactpoum nportokon RIPvl Ha poyrepax, nJisi 3T0ro BbIIIOJI-
HHMM KOMAaH/bI:

R1:

.lab#conf t
rl.
rl.

rl

rl

rl.
rl.

R2:

.lab#tconf t

.lab(config) #router rip
.lab(config-router) #version
.lab(config-router) #network
.lab(config-router) #network

r2
r2
r2
r2
r2

R3:

.lab#conf t
.lab(config)#router rip
.lab(config-router) #version
.lab(config-router) #network
.lab(config-router) #network

r3
r3
r3
r3
r3

R4 :
rd.
rd.

r4
r4

r4.
r4.

lab (config) #router rip
lab (config-router) #version

(

.lab(config-router) #network
(
(

)
lab(config-router) #network
lab(config-router) #network

lab#tconf t
lab(config) #router rip

.lab(config-router) #version
.lab(config-router) #network
(
(

)
lab (config-router) #network
lab(config-router) #network

1

10.
10.
10.

10.
10.

10.
10.

1

10.
10.
10.

10.
20.
70.

30.
20.

60.
50.

40.
50.
70.

(e

(e}

o

(@)

IHopoxnem Hecko1bKk0 MUHYT, Hoka RIP coiinercs. IIposepum
NMPaBWIBHOCTh HacTpoek koMangamu Show IP Protocols, Show IP

Route:



R1:

rl.lab#show ip protocols

Routing Protocol is "rip"

Outgoing update filter list for all interfaces is
not set

Incoming update filter list for all interfaces is
not set

* OuIbTpauMAa MapUpyTOB HEe HaCTPOeHa.

Sending updates every 30 seconds, next due 1in 6
seconds

Invalid after 180 seconds, hold down 180, flushed
after 240

* Taumepsl RIP.

Redistributing: rip

Default wversion control: send version 1, receive
version 1

Interface Send Recv Triggered RIP Key-chain
FastEthernet0/0 1 1
FastEthernet0/1 1 1
Serial0/1/0 1 1

Automatic network summarization is in effect

* Autosummary BKJIOYEHO IO yMOJIYaHUD.

Maximum path: 4

Routing for Networks:

10.0.0.0

* RIP paboraer nmnsa cetu 10.0.0.0 (xomaHma Network
NPpMMEHSEeT MaCKy IJIaBHOM ceTu) .

Routing Information Sources:

Gateway Distance Last Update
10.20.0.2 120 00:00:19
10.70.0.2 120 00:00:15

Distance: (default is 120)
* Gateway - «poyTeprl-cocermu» o RIP. Administrative

Distance paBHO 120.

rl.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/8 is variably subnetted, 8 subnets, 2 masks

C 10.10.0.0/16 is directly connected, FastEthernet0/0

R 10.30.0.0/16 [120/1] via 10.20.0.2, 00:00:19,
FastEthernet0/1



C 10.20.0.0/16 is directly connected, FastEthernet0/1

R 10.40.0.0/16 [120/1] wvia 10.70.0.2, 00:00:14, Se-
rialo/1/0

R 10.60.0.0/16 [120/2] via 10.70.0.2, 00:00:14,
Serial0/1/0

R 10.50.0.0/16 [120/1] wvia 10.70.0.2, 00:00:14, Se-
rialo/1/0

C 10.70.0.0/16 is directly connected, Serial0/1/0

C 10.70.0.2/32 is directly connected, Serial0/1/0

* R - MapuwpyT, u3ydeHHBlM no RIP. B ckoBkax - [Ad-
ministrative Distance/ Metric]. Ilocsme Via - IP-ampec
Next Hop m mcxomaumm mHTepdenc.

R2:

r2.lab#show ip protocols

Routing Protocol is "rip"

Outgoing update filter list for all interfaces is not
set

Incoming update filter list for all interfaces is not
set

Sending updates every 30 seconds, next due in 3 se-
conds

Invalid after 180 seconds, hold down 180, flushed
after 240

Redistributing: rip

Default version control: send version 1, receive
version 1

Interface Send Recv Triggered RIP Key-chain

FastEthernet0/0 1 1

FastEthernet0/1 1 1

Automatic network summarization is in effect

Maximum path: 4

Routing for Networks:

10.0.0.0

Routing Information Sources:

Gateway Distance Last Update

10.20.0.1 120 00:00:01

Distance: (default is 120)

r2.lab#show ip route
Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP



10.0.0.0/8 is variably subnetted,

R 0.10.0.0/16
FastEthernet0/1

[120/1]

via

8 subnets,
10.20.0.1,

C 10.30.0.0/16 is directly connected,
C 10.20.0.0/16 is directly connected,

R 10.40.0.0/16 [120/2]
FastEthernet0/1

R 10.60.0.0/16 [120/3]
FastEthernet0/1

R 10.50.0.0/16 [120/2]
FastEthernet0/1

R 10.70.0.0/16 [120/1]
FastEthernet0/1

R 10.70.0.2/32 [120/1]
FastEthernet0/1

R3:

r3.lab#show ip protocols
Routing Protocol is "rip"

via

via

via

via

via

10.20.

10.

10.

10.

10.

20.

20.

20.

20.

2 masks

00:00:13,
FastEthernet0/0
FastEthernet0/1
0.1, 00:00:13,
0.1, 00:00:13,
0.1, 00:00:13,
0.1, 00:00:13,
0.1, 00:00:13,

Outgoing update filter list for all interfaces is not
set

Incoming update filter list for all interfaces is not
set

Sending updates every 30 seconds, next due in 26
seconds

Invalid after 180 seconds, hold down 180, flushed
after 240

Redistributing: rip

Default wversion control: send version 1, receive

version 1

Interface Send Recv Triggered RIP Key-chain

FastEthernet0/0 1 1
FastEthernet0/1 1 1

Automatic network summarization is in effect

Maximum path: 4
Routing for Networks:
10.0.0.0

Routing Information Sources:
Gateway Distance Last Update

10.50.0.1 120 00:00:02
Distance: (default is 120)
r3.lab#show ip route



Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/8 is variably subnetted, 8 subnets, 2 masks

R 10.10.0.0/16 [120/2] via 10.50.0.1, 00:00:00,

FastEthernet0/1

R 10.30.0.0/16 [120/3] via 10.50.0.1, 00:00:00,
FastEthernet0/1

R 10.20.0.0/16 [120/2] via 10.50.0.1, 00:00:00,
FastEthernet0/1

R 10.40.0.0/16 [120/1] via 10.50.0.1, 00:00:00,
FastEthernet0/1

C 10.60.0.0/16 is directly connected, FastEthernet0/0

C 10.50.0.0/16 is directly connected, FastEthernet0/1

R 10.70.0.0/16 [120/1] via 10.50.0.1, 00:00:00,
FastEthernet0/1

R 10.70.0.1/32 [120/1] via 10.50.0.1, 00:00:00,
FastEthernet0/1

R4 :

r4.lab#show ip protocols

Routing Protocol is "rip"

Outgoing update filter list for all interfaces is not
set

Incoming update filter list for all interfaces is not
set

Sending updates every 30 seconds, next due in 17
seconds

Invalid after 180 seconds, hold down 180, flushed
after 240

Redistributing: rip

Default wversion control: send version 1, receive
version 1

Interface Send Recv Triggered RIP Key-chain

FastEthernet0/0 1 1

FastEthernet0/1 1 1

Serialo/1/0 1 1

Automatic network summarization is in effect

Maximum path: 4

Routing for Networks:

10.0.0.0

Routing Information Sources:

Gateway Distance Last Update



10.50.0.2 120 00:00:10

10.70.0.1 120 00:00:16

Distance: (default is 120)

r4.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/8 1is wvariably subnetted, 8 subnets, 2
masks

R 10.10.0.0/16 [120/1] wvia 10.70.0.1, 00:00:22, Se-

rialo/1/0

R 10.30.0.0/16 [120/2] via 10.70.0.1, 00:00:22,
Serial0/1/0

R 10.20.0.0/16 [120/1] via 10.70.0.1, 00:00:22,
Serial0/1/0

C 10.40.0.0/16 is directly connected, FastEthernet0/0

R 10.60.0.0/16 [120/1] via 10.50.0.2, 00:00:16,
FastEthernet0/1

C 10.50.0.0/16 is directly connected, FastEthernet0/1

C 10.70.0.0/16 is directly connected, Serial0/1/0

C 10.70.0.1/32 is directly connected, Serial0/1/0

IIporecTtupyem padory mapmpyrusauuu RIP:

C xommnsiotepa PC2 ¢ ampecom 10.30.0.2 mocmath 3X0-3ampochl
ping x y3mam: PC1 c agpecom 10.10.0.2; PC4 ¢ agpecom 10.40.0.2; PC3
c anmpecom 10.60.0.2; — paboTaer (IMHTM MOWIYT HE cpa3y, TaK Kak
HYXKHO BpeMs, YTOOBI 3amoyHuTh Tabmuiei MAC-ampecoB Ha Bcex
KOMMYTaTopax).

Teneppb cozganum pazobuieHHyro cetb. [lomensiite IP-anpeca co-
rmacao puc. 4.13. Ecoum go sroro poyrep R1, moiayduB oOHOBIICHHE
o cerax 10.40.0.0, 10.50.0.0, 10.60.0.0, cornacuo «IIpaBuny ompene-
neHus: Macku noacetd B RIPv1y» nmpumensin k Hum mMacky 255.255.0.0,
TO Teneps OH Oyner mpuMmeHsTbh Macky 255.0.0.0. Ananornuno Oynpet
nercTBoBaTh poytep R4. B pesynbrare poyTephl moxydaT 0OHOBIICHHE
o cetu 10.0.0.0/8, xoTopoe NPOUTHOPUPYIOT, TOCKOJIBKY UMEIOT HETo-
CPENCTBEHHO NOAKIIFOUYEHHBIE MOJCETH U3 ATOU INIABHOU CETH.

st cmensl IP-anpecoB BBINOJTHMM KOMAHABI:
R1:

rl.lab#conf t

rl.lab(config)#interface s0/1/0



rl.lab(config-if)#ip address 192.168.100.1
255.255.255.252

rl.lab(config-if)#exit

rl.lab(config)#router rip

rl.lab(config-router) #network 192.168.100.0

R4:

r4.lab#conf t

r4.lab (config)#int serial 0/1/0

r4.lab(config-if) #ip address 192.168.100.2
255.255.255.252

r4.lab(config-if) #exit

r4.lab(config) #router rip

r4.lab (config-router) #network 192.168.100.0

PCNe1 PC Ne4

<§E§;mnaazw 104&02:3%@5

Fe 0/0 Fe 0/0
10.10.0.1/16 192.168.100.1/30 192168.100.2/30 10.40.0.1/16

Serial 0110 ——— Serial 0/1/0

Ay E—— e

/ -

Fe 0/1 Fe0/1 |Router4

Router 1
10.20.0.1/16 10.50.0.1/16
Fe 0/1 Fe0/1
10.20.0.2/16 10.50.0.2/16

Router2 | Fe0/0 Fe0/0 | Router3
10.30.0.1/16 10.60.0.1/16

10.30.0.2/16 10.60.0.2/16
PC Ne 2 PCNe3

Puc. 4.13 HoBas pa3o0mieHHas TOMOIOTHS CETU

IToxoxkaemM HeCKOJIBKO MUHYT, oka RIP coiinercsi, npoBepum

cojep:KUMoe Ta0JuI MapIIpyTH3aluu KoMaHaoil Show IP Route:

R1:

rl.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/16 is subnetted, 3 subnets

C 10.10.0.0 is directly connected, FastEthernet0/0

R 10.30.0.0 [120/1] via 10.20.0.2, 00:00:02,
FastEthernet0/1



C 10.20.0.0 is directly connected, FastEthernet0/1

192.168.100.0/24 is variably subnetted, 2 subnets,
2 masks

C 192.168.100.0/30 is directly connected, Serial0/1/0

C 192.168.100.2/32 is directly connected, Serial0/1/0

* KojmuecTBO MapupyToB RIP yMeHBIMIIOCH.

R2:

r2.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/16 is subnetted, 3 subnets

R 10.10.0.0 [120/1] via 10.20.0.1, 00:00:16,
FastEthernet0/1

C 10.30.0.0 is directly connected, FastEthernet0/0

C 10.20.0.0 is directly connected, FastEthernet0/1

R 192.168.100.0/24 [120/1] wvia 10.20.0.1, 00:00:16,
FastEthernet0/1

R3:

r3.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/16 is subnetted, 3 subnets

R 10.40.0.0 [120/1] via 10.50.0.1, 00:00:01,
FastEthernet0/1

C 10.60.0.0 is directly connected, FastEthernet0/0

C 10.50.0.0 is directly connected, FastEthernet0/1

R 192.168.100.0/24 [120/1] wvia 10.50.0.1, 00:00:01,
FastEthernet0/1

R4 :

r4.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/16 is subnetted, 3 subnets

C 10.40.0.0 is directly connected, FastEthernet0/0

R 10.60.0.0 [120/1] via 10.50.0.2, 00:00:16,
FastEthernet0/1

C 10.50.0.0 is directly connected, FastEthernet0/1

192.168.100.0/24 is variably subnetted, 2 subnets,
2 masks

C 192.168.100.0/30 is directly connected, Serial0/1/0

C 192.168.100.1/32 is directly connected, Serial0/1/0



Bxkiarounm otaagky nporokonaa RIP komangoii Debug IP RIP
Ha R1.

Kakue oOHOBIIEHHS MapLIPYTU3aLMK OH I10JIy4YaeT, mouemy?

IIpotecTupyem padoty mapmpytuzauuu RIP.

C xomnstotepa PC2 ¢ agpecom 10.30.0.2 mocnats 3X0-3ampocsl ping
K y3mam: PC4 ¢ anpecom 10.40.0.2; PC3 ¢ agpecom 10.60.0.2 — He paboTa-
et; PC1 ¢ agpecom 10.10.0.2 — paGotaer.

Jast pemiennst npo6yaembl Mmapmpytu3annu RIP B pa3zoodmen-
HBIX CeTSX BKJIIOYHUM Bepcuio 2 nporokoia RIP, 115 3Toro BbIno-

HHMM KOMaH/IbI:
R1:
rl.lab#conf t
rl.lab(config) #router rip
rl.lab(config-router) #version 2

R2:

r2.lab#conf t

r2.lab(config) #router rip
r2.lab(config-router) #version 2

R3:

r3.lab#fconf t
r3.lab(config)#router rip
r3.lab(config-router) #version 2

R4:

r4.labffconf t

r4.lab (config)#router rip
r4.lab(config-router) #version 2

IMono:xknem HeckoJbK0 MUHYT, oka RIPv2 coiigercs, npoBe-
puUM cojep:KuMoOe Ta0Jaull MapupyTusanuu komanmoi Show IP
Route:

R1:

rl.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks



C 10.10.0.0/16 is directly connected, FastEthernet0/0

R 10.0.0.0/8 [120/1] wvia 192.168.100.2, 00:00:11,
Serial0/1/0

R 10.30.0.0/16 [120/1] wvia 10.20.0.2, 00:00:08,
FastEthernet0/1

C 10.20.0.0/16 is directly connected, FastEthernet0/1

192.168.100.0/24 is variably subnetted, 2 subnets,
2 masks

C 192.168.100.0/30 is directly connected, Serial0/1/0

C 192.168.100.2/32 is directly connected, Serial0/1/0

* ABTOCYMMMPOBaHME I[10 YMOJIYAaHMI B Bepcum 2 paboTaeT
B I‘paHML[aX TJIaBHEBEIX HOHCeTeﬁ. Kak B OJaHHOM ClJlydae BJIM4geT
xoMaHzma IP Classless?

R2:

r2.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

R 10.10.0.0/16 [120/1] wvia 10.20.0.1, 00:00:20,
FastEthernet0/1

R 10.0.0.0/8 [120/2] via 10.20.0.1, 00:00:20,
FastEthernet0/1

C 10.30.0.0/16 is directly connected, FastEthernet0/0

C 10.20.0.0/16 is directly connected, FastEthernet0/1

R 192.168.100.0/24 [120/1] wvia 10.20.0.1, 00:00:20,
FastEthernet0/1

R3:

r3.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

R 10.0.0.0/8 [120/2] via 10.50.0.1, 00:00:24,
FastEthernet0/1

R 10.40.0.0/16 [120/1] via 10.50.0.1, 00:00:24,
FastEthernet0/1

C 10.60.0.0/16 is directly connected, FastEthernet0/0

C 10.50.0.0/16 is directly connected, FastEthernet0/1

R 192.168.100.0/24 [120/1] wvia 10.50.0.1, 00:00:24,
FastEthernet0/1



R4 :

r4.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

R 10.0.0.0/8 [120/1] wvia 192.168.100.1, 00:00:06,
Serial0/1/0

C 10.40.0.0/16 is directly connected, FastEthernet0/0

R 10.60.0.0/16 [120/1] via 10.50.0.2, 00:00:009,
FastEthernet0/1

C 10.50.0.0/16 is directly connected, FastEthernet0/1

192.168.100.0/24 1is variably subnetted, 2 subnets,
2 masks

C 192.168.100.0/30 is directly connected, Serial0/1/0

C 192.168.100.1/32 is directly connected, Serial0/1/0

Boinosinum komaunay no IP Classless n nporectupyem padory
mapupyTusanuu RIPv2.

C xommbiorepa PC2 ¢ ampecom 10.30.0.2 mocmatk 3X0-3ampochl
ping x y3nam: PC4 c agpecom 10.40.0.2; PC3 ¢ agpecom 10.60.0.2 — He
paboraert. [Touemy?

Beimostaum komaunay IP Classless u npotectupyeM padoty
mapmpyTusanuu RIPv2. Ilouemy padoraer?

Orkiaryum aprocymmuposanue RIPv2, 1y 3T0ro BoInoJHUM

KOMAaH/IbI:
R1:
rl.lab#conf t
rl.lab(config)#router rip
rl.lab(config-router)# no auto-summary

R2:

r2.lab#fconf t

r2.lab(config) #router rip

r2.lab (config-router)# no auto-summary
R3:

r3.lab#conf t

r3.lab(config) #router rip
r3.lab(config-router)# no auto-summary



R4:

r4.lab#fconf t

r4.lab (config) #router rip
r4.lab(config-router)# no auto-summary

IMogoxneM HeckoJIbKO MUHYT, oka RIPv2 coiinercs, npoBepum

coiepxnuMoe Tadaun MapmpyTusanun komanaoi Show IP Route:

R1:

rl.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/8 is variably subnetted, 7 subnets, 2 masks

C 10.10.0.0/16 is directly connected, FastEthernet0/0

R 10.0.0.0/8 [120/1] wvia 192.168.100.2, 00:01:24,
Serial0/1/0

R 10.30.0.0/16 [120/1] via 10.20.0.2, 00:00:28,
FastEthernet0/1

C 10.20.0.0/16 is directly connected, FastEthernet0/1

R 10.40.0.0/16 [120/1] wvia 192.168.100.2, 00:00:24,
Serial0/1/0

R 10.60.0.0/16 [120/2] wvia 192.168.100.2, 00:00:24,
Serial0/1/0

R 10.50.0.0/16 [120/1] wvia 192.168.100.2, 00:00:24,
Serial0/1/0

192.168.100.0/24 is variably subnetted, 2 subnets,
2 masks

C 192.168.100.0/30 is directly connected, Serial0/1/0

C 192.168.100.2/32 is directly connected, Serial0/1/0

* TlocJie BBIKJIOUEHMVS AaBTOCYMMMPOBAHMS MapupyTOB CTaJIo
foJible .

R2:

r2.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/16 is subnetted, 6 subnets

R 10.10.0.0 [120/1] via 10.20.0.1, 00:00:22,
FastEthernet0/1

C 10.30.0.0 is directly connected, FastEthernet0/0

C 10.20.0.0 is directly connected, FastEthernet0/1

R 10.40.0.0 [120/2] via 10.20.0.1, 00:00:22,
FastEthernet0/1



R 10.60.0.0 [120/3] via 10.20.0.1, 00:00:22,
FastEthernet0/1

R 10.50.0.0 [120/2] via 10.20.0.1, 00:00:22,
FastEthernet0/1

192.168.100.0/24 is variably subnetted, 3 subnets,
3 masks

R 192.168.100.0/30 [120/1] wvia 10.20.0.1, 00:00:22,
FastEthernet0/1

R 192.168.100.0/24 is possibly down,

routing via 10.20.0.1, FastEthernet0/1

R 192.168.100.2/32 [120/1] wvia 10.20.0.1, 00:00:22,
FastEthernet0/1

R3:

r3.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/16 is subnetted, 6 subnets

R 10.10.0.0 [120/2] via 10.50.0.1, 00:00:22,
FastEthernet0/1

R 10.30.0.0 [120/3] via 10.50.0.1, 00:00:22,
FastEthernet0/1

R 10.20.0.0 [120/2] via 10.50.0.1, 00:00:22,
FastEthernet0/1

R 10.40.0.0 [120/1] via 10.50.0.1, 00:00:22,
FastEthernet0/1

C 10.60.0.0 is directly connected, FastEthernet0/0

C 10.50.0.0 is directly connected, FastEthernet0/1

192.168.100.0/24 is variably subnetted, 3 subnets,
3 masks

R 192.168.100.0/30 [120/1] wvia 10.50.0.1, 00:00:22,
FastEthernet0/1

R 192.168.100.0/24 is possibly down,

routing via 10.50.0.1, FastEthernet0/1

R 192.168.100.1/32 [120/1] wvia 10.50.0.1, 00:00:22,
FastEthernet0/1

R4 :

r4.lab#show ip route

Codes: C - connected, S - static, R - RIP, M - mo-
bile, B - BGP

10.0.0.0/8 is variably subnetted, 7 subnets, 2 masks



R 10.10.0.0/16 [120/1] wvia 192.168.100.1, 00:00:09,
Serial0/1/0

R 10.0.0.0/8 is possibly down, routing via
192.168.100.1, Serialo/1/0

R 10.30.0.0/16 [120/2] wvia 192.168.100.1, 00:00:09,
Serial0/1/0

R 10.20.0.0/16 [120/1] wvia 192.168.100.1, 00:00:009,
Serial0/1/0

C 10.40.0.0/16 is directly connected, FastEthernet0/0

R 10.60.0.0/16 [120/1] via 10.50.0.2, 00:00:07,
FastEthernet0/1

C 10.50.0.0/16 is directly connected, FastEthernet0/1

192.168.100.0/24 is variably subnetted, 2 subnets,
2 masks

C 192.168.100.0/30 is directly connected, Serial0/1/0

C 192.168.100.1/32 is directly connected, Serial0/1/0

3anyctuB tcpdump Ha PC2, yBuaum coodmenuss RIP. Iosic-
HHM 110/ B coo0menusx RIP.

Otnpasnats coobmenns RIP B nnTepdericel, KoTOphie HE ydacT-
BYIOT B pa00OTe MPOTOKOJIa, HeOe3omacHo. JlJisi 3anpeTa oTHpaBKHU CO-
00meHuii B uHTEepdeiichl BLIMOJHUM CIeAyI0Ine KOMAHIbI:

R1:

rl.lab#conf t

rl.lab(config)#router rip

rl.lab(config-router)#passive-interface fa0/0

R2:

r2.lab#conf t

r2.lab(config) #router rip
r2.lab(config-router) #passive-interface fa0/0

R3:

r3.lab#conf t

r3.lab(config) #router rip
r3.lab(config-router) #passive-interface fa0/0
R4:

r4.lab#fconf t

r4.lab (config) #router rip

r4.lab (config-router) #passive-interface fa0/0



Otkiaouyum npoTokosa RIP, 1151 3TOro BHINOJHUTE KOMAHABI:
R1:
rl.lab(config)#no router rip

R2:
r2.labf#fconf t
r2.lab(config)# no router rip

R3:
r3.lab#conf t
r3.lab(config)# no router rip

R4 :
r4 . lab#conf t
r4.lab(config)# no router rip

4.2.3. BGP-mapwpymu3sayus

Hactpoiiky BGP 6yzem npoBoauTs cornacHo puc. 4.14.

AS 65001
PC Ne1 PCNe 4

@1 0.100.2/16 1 0.40.0.2/@

Fe0/0 Fe0/0
10400416 |  192168100.1/30 192168100230 | 10400.1/16

Serial0/1/0 Serial 0/1/0
Router1 | Fe 0/t Fe0/1 |Router4
10.200.116 10.500.1/16

Fe0/1
10.20.0.2/16

Fe0/1
10.50.0.2/16

Router2 | Fe0/0
10.30.0.1/16

Fe0/0 | Router3
10.60.0.1/16

10.30.0.2/16
PCNe2
AS 65003

10.60.0.2/16

PC Ne3
AS 65002

Puc. 4.14. Tomonorust cetu BGP

Heckonpko 3ameudanuii mo nmosoxy pabotsl BGP B nannoi Tomo-
JIOTUH:
1) poyrepst R1 u R4 padoratot mo iBGP (Internal);



2) poytepsl R2 u R1, R4 u R3 paborator mo eBGP (External);

3) mockonbky R1 u R4 naxomsrcs B omuoit AS (u pabotator mo
iBGP), To, nnsg Toro uro6s1 poyrep R4 moceutan mo eBGP o6HOBNIEHHE
o ceru 10.10.0.0 (uadopmaruio o KoTopoit oH moxydmi oT R1), Heob-
xonumo Ha R4 mpomucats komanmy Network 10.10.0.0. Anamorudao
noctymaem st cetu 10.40.0.0 va R1;

4) nockoneky R1 u R4 nHaxomsrcst B omHol AS (M paboTaroT 1o
iBGP), To R1, nomyuns obHOBnenue o cetu 10.30.0.0 ot R2 (AS65003),
nonwietr ero k R4 ¢ agpecom Next Hop 10.20.0.2 (R2 Fa0/1). R4 He
Oyner otrnpanisate ooHOBICHUE 0 ceTu 10.30.0.0 k R3 1o Tex mop, moka
y Hero He Oyzaet mapupyta k 10.20.0.2 (R2 Fa0/1). B nannoii nabopa-
TOPHOH paboTe MBI HMPONMUCHIBaeM craTuueckuid Mapmpyt k 10.20.0.2
(R2 Fa0/1) na poyrepe R4. Ananornuno nocrymnaem st cetu 10.60.0.0
Ha R1.

Jas HayaabHo#i HacTpoiiku BGP BbINOJHUM cJIeqyIONIYIO 10-
cJ1e0BaTeIbHOCTh KoMaH[ (mapoJs apropuzauun BGP: mexkay R1
u R2 — bgppassl, mexny R1 u R4 — bgppass0, me:xxkny R4 u R3 —

bgppass2):

R1:

rl.lab#conf t

rl.lab(config)#ip route 10.50.0.0 255.255.0.0
192.168.100.2

rl.lab(config) #router bgp 65001

rl.lab (config-router) #no synchronization

rl.lab (config-router) # network 10.10.0.0 mask
255.255.0.0

rl.lab(config-router)# network 10.40.0.0 mask
255.255.0.0

rl.lab(config-router)# neighbor 10.20.0.2 remote-as
65003

rl.lab(config-router)# neighbor 10.20.0.2 password
0 bgppassl

rl.lab(config-router)# neighbor 192.168.100.2 re-
mote-as 65001

rl.lab(config-router)# neighbor 192.168.100.2 pass-
word 0 bgppassO

rl.lab(config-router)# no auto-summary



R2:

r2.lab#conf t

r2.lab(config) #router bgp 65003

r2.lab (config-router)# no synchronization

r2.lab(config-router) # network 10.30.0.0 mask
255.255.0.0

r2.lab (config-router)# neighbor 10.20.0.1 remote-as
65001

r2.lab(config-router)# neighbor 10.20.0.1 password
0 bgppassl

r2.lab(config-router)# no auto-summary

R3:

r3.lab# conf t

r3.lab(config)#router bgp 65002

r3.lab(config-router)# no synchronization

r3.lab(config-router)# network 10.60.0.0 mask
255.255.0.0

r3.lab(config-router)# neighbor 10.50.0.1 remote-as
65001

r3.lab(config-router)# neighbor 10.50.0.1 password
0 bgppass2

R4:

r4.lab#conf t

r4.lab(config) #ip route 10.20.0.0 255.255.0.0
192.168.100.1

r4.lab(config) #router bgp 65001

r4.lab(config-router)#no synchronization

r4.lab(config-router) # network 10.40.0.0 mask
255.255.0.0

r4.lab(config-router)# network 10.10.0.0 mask
255.255.0.0

r4.lab(config-router)# neighbor 10.50.0.2 remote-as
65002

r4.lab(config-router)# neighbor 10.50.0.2 password
0 bgppass2

r4.lab(config-router)# neighbor 192.168.100.1 re-
mote-as 65001

r4.lab (config-router)# neighbor 192.168.100.1 pass-
word 0 bgppassO

r4.lab (config-router)# no auto-summary



* [lpaBnio CUHXPOHU3ALNNA : iBGP-MapupyT cumTaeTcd
JydyumM B Tabmauie BGP, TOJIBKO ecyauM OH OBl I[IOJIydeH IO
nporokojly IGP (RIP, IGRP, OSPF) wm HaxomuTcsa B Tabiule
MapwpyTulzauumn. Wnm, IpyTuMMM CJIOBaMM, HEe MCIOJNIbL30BAaThb
WY HEe AaHOHCHMPOBATBH BHEWHYVM «COCEeNAM» MapupyT, I[10JIyYeHHEIL
no 1BGP, mo Tex Mop, [IOKA COOTBETCTBYKIMNA MapupyT He Oy-
meT nojgydeH oT IGP. Ilo o5ToM HOpM4YMHE CHMHXPOHM3AUUAa
OTKJIOUEHA .

B cayuae ecam Hactpoiiku BGP Ha poyrepe npaBmibHBIe,
BbIBO/X KoMaH Show IP BGP Neighbors u Show IP BGP Summary

OyaeT cjeqylouuMm:

R1:

rl.lab#show ip bgp neighbors

BGP neighbor is 10.20.0.2, remote AS 65003, exter-
nal link

*OnmcaHme «cocena» BGP.

BGP version 4, remote router ID 10.30.0.1

BGP state = Established, up for 00:01:57

*Bepcua m cocToAHmMA ceccum BGP c «cocepmom».

Last read 00:00:56, last write 00:00:26, hold time
is 180, keepalive interval is 60 seconds

*TaviMmepsl BGP «cocena».

Neighbor capabilities:

Route refresh: advertised and received(old & new)

Address family IPv4 Unicast: advertised and received

Message statistics:

InQ depth is 0

outQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 3 1
Keepalives: 4 4
Route Refresh: 0 0
Total: 8 6

Default minimum time between advertisement runs is
30 seconds

For address family: IPv4 Unicast

BGP table version 6, neighbor version 6/0
Output queue size : 0

Index 2, Offset 0, Mask 0x4



2 update-group member

Sent Rcvd
Prefix activity: - -
Prefixes Current: 3 1 (Consumes 52 bytes)
Prefixes Total: 3 1
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 1
Used as multipath: n/a 0

Outbound Inbound
Local Policy Denied Prefixes: =~ ---------------
Bestpath from this peer: 1 n/a
Total: 1 0
Number of NLRIs in the update sent: max 1, min 1
*CraTtuctrka paboTel BGP ¢ «cocenmom».

Connections established 1; dropped 0

Last reset never

Connection state 1is ESTAB, I/O status: 1, unread
input bytes: 0

Connection is ECN Disabled, Mininum incoming TTL O,
Outgoing TTL 1

Local host: 10.20.0.1, Local port: 17493

Foreign host: 10.20.0.2, Foreign port: 179

*Nupopmanmsa o TCP coenmHeHum BGP c «cocenowm».

Enqueued packets for retransmit: 0, inp: 0 mis-
ordered: 0(0 bytes)
Event Timers (current time is 0x3C5CC508) :

Timer Starts Wakeups Next
Retrans 7 0 0x0
TimeWait 0 0 0x0
AckHold 5 3 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0

is8s:3010204380 snduna:3010204662 sndnxt:3010204662
sndwnd:16103



1rs:1440778602 rovnxt:1440778794 rcvwnd:16193
delrcvwnd:191

SRTT: 182 ms, RTTO: 1073 ms, RTV: 891 ms, KRTT: 0 ms
minRTT: 0 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: active open, nagle, md5

IP Precedence value: 6

Datagrams (max data segment is 1460 bytes):

Rcvd: 7 (out of order: 0), with data: 5, total data
bytes: 191

Sent: 12 (retransmit: 0, fastretransmit: 0, partia-
lack: 0, Second Congestion: 0), with data: 7, total
data bytes: 281

BGP neighbor is 192.168.100.2, remote AS 65001, in-
ternal link

BGP version 4, remote router ID 192.168.100.2

BGP state = Established, up for 00:06:06

Last read 00:00:05, last write 00:00:05, hold time
is 180, keepalive interval is 60 seconds

Neighbor capabilities:

Route refresh: advertised and received(old & new)

Address family IPv4 Unicast: advertised and received

Message statistics:

InQ depth is 0

outQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 2 2
Keepalives: 9 9
Route Refresh: 0 0
Total: 12 12

Default minimum time between advertisement runs is
0 seconds

For address family: IPv4 Unicast

BGP table version 6, neighbor version 6/0
Output queue size : O

Index 1, Offset 0, Mask 0x2

1 update-group member



Sent Revd
Prefix activity: - -

Prefixes Current: 2 2 (Consumes 104 bytes)
Prefixes Total: 2 2
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 2
Used as multipath: n/a 0

Outbound Inbound

Local Policy Denied Prefixes: = = -------- -------

Bestpath from this peer: 2 n/a

Total: 2 0

Number of NLRIs in the update sent: max 1, min 1

Connections established 1; dropped 0

Last reset never

Connection state 1s ESTAB, I/O status: 1, unread
input bytes: 0

Connection is ECN Disabled, Mininum incoming TTL O,
Outgoing TTL 255

Local host: 192.168.100.1, Local port: 56649

Foreign host: 192.168.100.2, Foreign port: 179

Enqueued packets for retransmit:0, input:0 mis-
ordered:0(0 bytes)

Event Timers (current time is 0x3C5CE078) :

Timer Starts Wakeups Next
Retrans 10 0 0x0
TimeWait 0 0 0x0
AckHold g 2 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0

155:3182108986 snduna:3182109315 sndnxt:3182109315
sndwnd:16056

irs:1216351342 rcvnxt:1216351671 rcvwnd: 16056
delrcvwnd:328

SRTT: 221 ms, RTTO: 832 ms, RTV: 611 ms, KRTT: 0 ms
minRTT: 12 ms, maxXRTT: 300 ms, ACK hold: 200 ms



Flags: active open, nagle, md5
IP Precedence value : 6

Datagrams (max data segment is 1460 bytes):

Rcvd: 19 (out of order: 0), with data: 10, total
data bytes: 328

Sent: 15 (retransmit: 0, fastretransmit: 0, partia-
lack: 0, Second Congestion: 0), with data: 11, total
data bytes: 328

rl.lab#show ip bgp summary

BGP router identifier 192.168.100.1, local AS num-
ber 65001

*HacTporku BGP Ha IaHHOM poyTepe.

BGP table version is 6, main routing table version 6

4 network entries using 468 bytes of memory

4 path entries using 208 bytes of memory

5/4 BGP path/bestpath attribute entries using 620
bytes of memory

2 BGP AS-PATH entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of
memory

BGP using 1344 total bytes of memory

*Pecypch poyTepa, ucCHnogbsyemele BGP.

BGP activity 4/0 prefixes, 4/0 paths, scan interval
60 secs

Neighbor vV AS Msg Msg Tbl InQ OutQ Up/ State/

Rcvd Sent Ver Down PfxRcd
10.20.0.2 4 65003 7 9 6 0 0 00:02:15 1
192.168.100.2 4 65001 12 12 6 0 0 00:06:15 2

*CraTucTuka paboTel BGP c «cocenmamm».

R2:

r2.lab#show ip bgp neighbors

BGP neighbor is 10.20.0.1, remote AS 65001, exter-
nal link

BGP version 4, remote router ID 192.168.100.1

BGP state = Established, up for 00:02:22

Last read 00:00:22, last write 00:00:22, hold time
is 180, keepalive interval is 60 seconds

Neighbor capabilities:



Route refresh: advertised and received(old & new)

Address family IPv4 Unicast: advertised and re-
ceived

Message statistics:

InQ depth is 0

outQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 1 3
Keepalives: 5 5
Route Refresh: 0 0
Total: 7 9

Default minimum time between advertisement runs is
30 seconds

For address family: IPv4 Unicast

BGP table version 6, neighbor version 6/0
Output queue size : 0

Index 1, Offset 0, Mask 0x2

1 update-group member

Sent Rcvd
Prefix activity: ---- ----
Prefixes Current: 1 3 (Consumes 156 bytes)
Prefixes Total: 1 3
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 3
Used as multipath: n/a 0

Outbound Inbound
Local Policy Denied Prefixes: = = -------- -—-—----
Bestpath from this peer: 3
Total: 3 0
Number of NLRIs in the update sent: max 1

Connections established 1; dropped 0

Last reset never

Connection state 1is ESTAB, I/O status: 1, unread
input bytes: 0

Connection is ECN Disabled, Mininum incoming TTL O,
Outgoing TTL 1



Local host: 10.20.0.2, Local port: 179
Foreign host: 10.20.0.1, Foreign port: 17493

Enqueued packets for retransmit: 0, inp: 0 mis-
ordered: 0 (0 bytes)
Event Timers (current time is 0x3C5B6588) :

Timer Starts Wakeups Next
Retrans 6 0 0x0
TimeWait 0 0 0x0
AckHold 6 1 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0

185:1440778602 snduna:1440778794 sndnxt:1440778794
sndwnd:16193

1rs:3010204380 rcvnxt:3010204662 rcvwnd:16103
delrcvwnd:281

SRTT: 165 ms, RTTO: 1172 ms, RTV: 1007 ms, KRTT: 0 ms
minRTT: 0 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: passive open, nagle, gen tcbs, md5

IP Precedence value: 6

Datagrams (max data segment is 1460 bytes):

Rcvd: 12 (out of order: 0), with data: 7, total
data bytes: 281

Sent: 7 (retransmit: 0, fastretransmit: 0, partia-
lack: 0, Second Congestion: 0), with data: 5, total
data bytes: 191

r2.lab#show ip bgp summary

BGP router identifier 10.30.0.1, local AS number
65003

BGP table version is 6, main routing table version 6

4 network entries using 468 bytes of memory

4 path entries using 208 bytes of memory

5/4 BGP path/bestpath attribute entries using 620
bytes of memory

2 BGP AS-PATH entries using 48 bytes of memory



0 BGP route-map cache entries using 0 bytes of memory
0 BGP filter-list cache entries using 0 bytes of
memory
BGP using 1344 total bytes of memory
BGP activity 4/0 prefixes, 4/0 paths, scan interval
60 secs
Neighbor vV AS Msg Msg Tbl InQ OutQ Up/ State/
Rcvd Sent Ver Down PfxRcd
10.20.0.1 4 65001 9 7 6 0 0 00:02:32 3

R3:

r3.lab#show ip bgp neighbors

BGP neighbor is 10.50.0.1, remote AS 65001, exter-
nal link

BGP version 4, remote router ID 192.168.100.2

BGP state = Established, up for 00:01:11

Last read 00:00:11, last write 00:00:11, hold time
is 180, keepalive interval is 60 seconds

Neighbor capabilities:

Route refresh: advertised and received (old & new)

Address family IPv4 Unicast: advertised and re-
ceived

Message statistics:

InQ depth is 0

outQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 1 3
Keepalives: 4 4
Route Refresh: 0 0
Total: 6 8

Default minimum time between advertisement runs 1is
30 seconds

For address family: IPv4 Unicast

BGP table version 6, neighbor version 6/0
Output queue size : O

Index 1, Offset 0, Mask 0x2

1 update-group member



Sent Revd
Prefix activity: -—-- -

Prefixes Current: 1 3 (Consumes 156 bytes)
Prefixes Total: 1 3
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 3
Used as multipath: n/a 0

Outbound Inbound

Local Policy Denied Prefixes: = -------- --—-—--—-

Bestpath from this peer: 3 n/a

Total: 3 0

Number of NLRIs in the update sent: max 1, min 1

Connections established 1; dropped 0

Last reset never

Connection state is ESTAB, I/O status: 1, unread
input bytes: 0

Connection is ECN Disabled, Mininum incoming TTL O,
Outgoing TTL 1

Local host: 10.50.0.2, Local port: 26648

Foreign host: 10.50.0.1, Foreign port: 179

Enqueued packets for retransmit: 0, input: 0 mis-
ordered: 0 (0 bytes)

Event Timers (current time is 0x3C5CA47C) :

Timer Starts Wakeups Next
Retrans 5 0 0x0
TimeWait 0 0 0x0
AckHold 3 1 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0

188:3092581353 snduna:3092581526 sndnxt:3092581526
sndwnd:16212

irs:544266312 rocvnxt :544266575 rcvwnd:16122
delrcvwnd:262

SRTT: 146 ms, RTTO: 1283 ms, RTV: 1137 ms, KRTT: 0 ms
minRTT: 0 ms, maxRTT: 300 ms, ACK hold: 200 ms



Flags: active open, nagle, md5
IP Precedence value: 6

Datagrams (max data segment is 1460 bytes):
Rcvd: 6 (out of order: 0), with data: 4, total data

bytes: 262
Sent: 8 (retransmit: 0, fastretransmit: 0, partialack:
0, Second Congestion: 0), with data: 5, total data

bytes: 172

r3.lab#show ip bgp summary

BGP router identifier 10.60.0.1, local AS number
65002

BGP table version is 6, main routing table version 6

4 network entries using 468 bytes of memory

4 path entries using 208 bytes of memory

5/4 BGP path/bestpath attribute entries using 620
bytes of memory

2 BGP AS-PATH entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of
memory

BGP using 1344 total bytes of memory

BGP activity 4/0 prefixes, 4/0 paths, scan interval

60 secs
Neighbor vV AS Msg Msg Tbl InQ OutQ Up/ State/
Rcvd Sent Ver Down PfxRcd
10.50.0.1 4 65001 8 6 6 0 0 00:01:20 3

R4 :

r4.lab#show ip bgp neighbors

BGP neighbor is 10.50.0.2, remote AS 65002, exter-
nal link

BGP version 4, remote router ID 10.60.0.1°

BGP state = Established, up for 00:01:29

Last read 00:00:29, last write 00:00:29, hold time
is 180, keepalive interval is 60 seconds

Neighbor capabilities:

Route refresh: advertised and received(old & new)

Address family IPv4 Unicast: advertised and re-
ceived

Message statistics:

InQ depth is 0



outQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 3 1
Keepalives: 4 4
Route Refresh: 0 0
Total: 8 6

Default minimum time between advertisement runs
30 seconds

For address family: IPv4 Unicast

BGP table version 6, neighbor version 6/0

Output queue size: 0

Index 2, Offset 0, Mask 0x4

2 update-group member

is

Sent Rcvd
Prefix activity: ---- -—-—-
Prefixes Current: 3 1 (Consumes 52 bytes)
Prefixes Total: 3 1
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 1
Used as multipath: n/a 0

Outbound Inbound

Local Policy Denied Prefixes: = -------- -----
Bestpath from this peer: 1 n/a

Total: 1 0
Number of NLRIs in the update sent: max 1, min 1
Connections established 1; dropped 0

Last reset never

Connection state 1is ESTAB, I/0 status: 1, unread

input bytes: 0

Connection is ECN Disabled, Mininum incoming TTL O,

Outgoing TTL 1
Local host: 10.50.0.1, Local port: 179
Foreign host: 10.50.0.2, Foreign port: 26648

Enqueued packets for retransmit: 0, input: 0 mis-

ordered: 0 (0 bytes)
Event Timers (current time is 0x3C5C6788) :



Timer Starts Wakeups Next

Retrans 4 0 0x0
TimeWait 0 0 0x0
AckHold 4 1 0x0
SendwWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0

188:544266312 snduna:544266575 sndnxt:544266575
sndwnd:16122

irs:3092581353 rcvnxt:3092581526 rcvwnd:16212
delrcvwnd:172

SRTT: 124 ms, RTTO: 1405 ms, RTV: 1281 ms, KRTT: 0 ms
minRTT: 0 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: passive open, nagle, gen tcbs, md5

IP Precedence value: 6

Datagrams (max data segment is 1460 bytes):
Rcvd: 8 (out of order: 0), with data: 5, total data

bytes: 172

Sent: 6 (retransmit: 0, fastretransmit: 0, partialack:
0, Second Congestion: 0), with data: 4, total data
bytes: 262

BGP neighbor is 192.168.100.1, remote AS 65001, in-
ternal link

BGP version 4, remote router ID 192.168.100.1

BGP state = Established, up for 00:07:03

Last read 00:00:03, last write 00:00:03, hold time
is 180, keepalive interval is 60 seconds

Neighbor capabilities:

Route refresh: advertised and received(old & new)

Address family 1IPv4 Unicast: advertised and re-
ceived

Message statistics:

InQ depth is 0

outQ depth is 0



Sent Rcvd

Opens: 1 1
Notifications: 0 0
Updates: 2 2
Keepalives: 10 10
Route Refresh: 0 0
Total: 13 13

Default minimum time between advertisement runs is
0 seconds

For address family: IPv4 Unicast

BGP table version 6, neighbor version 6/0

Output queue size : 0

Index 1, Offset 0, Mask 0x2

1 update-group member

Sent Rcvd
Prefix activity: —=== ===
Prefixes Current: 2 2 (Consumes 104 bytes)
Prefixes Total: 2 2
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 2
Used as multipath: n/a 0

Outbound Inbound
Local Policy Denied Prefixes: = = -------- -------

Bestpath from this peer: 2 n/a

Total: 2 0

Number of NLRIs in the update sent: max 1, min 1

Connections established 1; dropped 0

Last reset never

Connection state 1is ESTAB, I/O status: 1, unread
input bytes: 0

Connection is ECN Disabled, Mininum incoming TTL O,
Outgoing TTL 255

Local host: 192.168.100.2, Local port: 179

Foreign host: 192.168.100.1, Foreign port: 56649

Enqueued packets for retransmit: 0, input: 0 mis-
ordered: 0 (0 bytes)

Event Timers (current time is 0x3C5C78F8) :



Timer Starts Wakeups Next

Retrans 11 0 0x0
TimeWait 0 0 0x0
AckHold 10 9 0x0
SendwWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0

188:1216351342 snduna:1216351690 sndnxt:1216351690
sndwnd:16037

irs:3182108986 rcvnxt:3182109334 rcvwnd:16037
delrcvwnd:347

SRTT: 231 ms, RTTO: 769 ms, RTV: 538 ms, KRTT: 0 ms
minRTT: 8 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: passive open, nagle, gen tcbs, md5

IP Precedence value: 6

Datagrams (max data segment is 1460 bytes):

Rcvd: 16 (out of order: 0), with data: 12, total
data bytes: 347

Sent: 21 (retransmit: 0, fastretransmit: 0, partia-
lack: 0, Second Congestion: 0), with data: 11, total
data bytes: 347

r4.lab#show ip bgp summary

BGP router identifier 192.168.100.2, local AS num-
ber 65001

BGP table version is 6, main routing table version 6

4 network entries using 468 bytes of memory

4 path entries using 208 bytes of memory

5/4 BGP path/bestpath attribute entries using 620
bytes of memory

2 BGP AS-PATH entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of
memory

BGP using 1344 total bytes of memory

BGP activity 4/0 prefixes, 4/0 paths, scan interval
60 secs



Neighbor vV AS Msg Msg Tbl InQ OutQ Up/ State/

Rcvd Sent Ver Down PfxRcd
10.50.0.2 4 65002 6 8 6 0 0 00:01:42 1
192.168.100.1 4 65001 13 13 6 0 0 00:07:13 2

B tabdnmumax mapmpytuzanun BGP conepikares 3amucu, Ko-
TOpbIe MOKHO MOCMOTPETh ¢ MOMOIIbLI0 koManabl Show IP BGP:

R1:
rl.lab#show ip bgp
BGP table version 1s 6, local router ID 1is

192.168.100.1
Status codes: s suppressed, d damped, h history, *

valid, > best, i - internal,r RIB-failure, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path

*>10.10.0.0/16 0.0.0.0 0 32768 1
*>10.30.0.0/16 10.20.0.2 0 0 65003 i
*>110.40.0.0/16192.168.100.2 0 100 0 i
*>110.60.0.0/16 10.50.0.2 0 100 0 i
65002
* Local Preference geMcTByeT B Inpezejlax AS 1M pabBeH
100 mo yMOJIYaHMIO Ha MapupyTax, I[IOJIy4eHHHX 10 eBGP.

Oopatum BHuMaHue Ha Next Hop mapmpyta 10.60.0.0. Ilo-
YyeMy OH Takoii?

R2:
r2.lab#show ip bgp
BGP table version is 6, local router ID is 10.30.0.1

Network Next Hop Metric LocPrf Weight Path
*>10.10.0.0/16 10.20.0.1 0 0 65001 i
*>10.30.0.0/16 0.0.0.0 0 32768 1
*>10.40.0.0/16 10.20.0.1 0 65001 i
*>10.60.0.0/16 10.20.0.1 0 65001 65002 i

* Weight no ymonuaumio 32768 Ha HENOCPEIOCTBEHHO
MNOOKJIYEHHEIX CeTAX, Ha MapupyTax, I[IOJIydeHHEX [0 eBGP,
pasHO O.

R3:
r3.lab#show ip bgp
BGP table version is 6, local router ID is 10.60.0.1



Network Next Hop Metric LocPrf Weight Path

*>10.10.0.0/16 10.50.0.1 0 65001 1
*>10.30.0.0/16 10.50.0.1 0 65001 65003 i
*>10.40.0.0/16 10.50.0.1 0 0 65001 i
*>10.60.0.0/16 0.0.0.0 0 32768 i
R4 :
r4.lab#show ip bgp
BGP table wversion is 6, local router ID 1is
192.168.100.2

Network Next Hop Metric LocPrf Weight Path
*>110.10.0.0/16192.168.100.1 0 100 0 i
*>110.30.0.0/16 10.20.0.2 0 100 0 i

65003

*>10.40.0.0/16 0.0.0.0 0 32768 i
*>10.60.0.0/16 10.50.0.2 0 0 65002 i

Jo6aBum Ha R2 nceBgomapmpyT k cetu 172.16.22.0. Hactpo-
UM IiepepacnpesiesieHHe cTaTM4ecKUX MapumpyroB Ha R2 B BGP
¢ MeTpukoii (arpudyr MED) = 500:

R4:

r2.labf#conf t

r2.lab(config)#ip route 172.16.22.0 255.255.255.128
Nullo

r2.lab(config) #router bgp 65003

r2.lab(config-router)# redistribute static metric 500

B pesyabrare B Tadnunmax mapmpyrusanuu BGP nosiButces
HOBasl 3aNMCh, KOTOPYI0 MOKHO IOCMOTPETh ¢ MOMOIIbI0 KOMAH/BI

Show IP BGP:
R1:
rl.lab#show ip bgp
BGP table version 1is 7, local router ID is
192.168.100.1
Network Next Hop Metric LocPrf Weight Path
*>10.10.0.0/16 0.0.0.0 0 32768 i
*>10.30.0.0/16 10.20.0.2 0 0 65003 1
*>110.40.0.0/16192.168.100.2 0 100 0 i
*>110.60.0.0/16 10.50.0.2 0 100 0 i
65002

*>172.16.22.0/25 10.20.0.2 500 0 65003 ?



R2:

r2.lab#show ip bgp

BGP table version is 7, local router ID is 10.30.0.1
Network Next Hop Metric LocPrf Weight Path

*>10.10.0.0/16 10.20.0.1 0 0 65001 1

*>10.30.0.0/16 0.0.0.0 0 32768 1

*>10.40.0.0/16 10.20.0.1 0 65001 1

*>10.60.0.0/16 10.20.0.1 0 65001 65002 i

*>172.16.22.0/25 0.0.0.0 500 32768 ?
R3:

r3.lab#show ip bgp
BGP table version is 7, local router ID is 10.60.0.1
Network Next Hop Metric LocPrf Weight Path
*>10.10.0.0/16 10.50.0.1 0 65001 i
*>10.30.0.0/16 10.50.0.1 0 65001 65003
*>10.40.0.0/16 10.50.0.1 0 0 65001
*>10.60.0.0/16 0.0.0.0 0 32768
*>172.16.22.0/25 10.50.0.1 0 65001 65003
* MED'®Bl HepenanTCcsa Ha COCenHI K AS, HO He IepenanTcd
3a ee npenesik (BepHee, NpM lepemade 3a Opelnejibl CUCTEMH,
nosyumBmelr MED, 3TO 3HaueHMe OOHYJISEeTCH) .

B e

R4 :
r4.lab#show ip bgp
BGP table version is 7, local router ID is
192.168.100.2
Network Next Hop MetricLocPrf Weight Path
*>110.10.0.0/16 192.168.100.1 0 100 0 i
*>110.30.0.0/16 10.20.0.2 0 100 0 i
65003
*>10.40.0.0/16 0.0.0.0 0 32768
*>10.60.0.0/16 10.50.0.2 0 0 65002
*>31172.16.22.0/25 10.20.0.2 500 100 0 ?
65003

CymecTtByeT nBa criocoda HacTpoiiku Local Preference:

1) YceranoButs Local Preference xak 3HaveHue mo ymoJi4a-
HMIO I AaHHOro npouecca BGP. [lus 3roro Ha poyrepe R1 BbI-
MOJTHUM CJIeYIOIIe KOMAH/IbI:



rl.lab#conf t
rl.lab(config)#router bgp 65001
rl.lab(config-router)#bgp default local-preference 150

2) Yeranosuth Local Preference ¢ momomnbio Route Map. s
3TOr0 Ha poyTepe R4 BBINOJIHUM ciieAylonue KOMaHAbI (TaK:Ke HA
R4 napaniensno Local Preference ycranaBiauBaercsi aTpudyT Ji0-

KaJbHbIHA 11 poyTepa R4 Weight):

r4.lab#fconf t

r4.lab(config) #ip as-path access-list 1 permit *65002%

r4.lab(config) #route-map from r3 permit 10

r4.lab(config-route-map)#match as-path 1

r4.lab(config-route-map) #set weight 2000

r4.lab(config-route-map) #set local-preference 250

r4.lab(config-route-map) #exit

r4.lab(config) #router bgp 65001

r4.lab(config-router) #neighbor 10.50.0.2 route-map
from r3 in

* Ha poyTepe R4 BceM MapupyTaM (BXOOAWMM) , [IPMIIE OUYM
or R3 (AS_PATH = 65002), ycTaHaBaIMBalTCA aTpuOyTel Weight
u Local Preference. 3BanomuuTe: Route Map He paborTaoT
n He IIpelHa3Ha4YeHEI aJida O6pa6OTKI/I BXOOAIMX MapupyTOB
c xoMmaHpmoy Match IP Address Access List Number!!!

Ha poyrepe R4 Bbmosnum komanay Show IP BGP Regexp
~7650028. /liast 4ero Hy»kHa 3Ta KOMaH/a, YTO OHA BblAaeT?

s yckopeHusi NPUHATHS U3MEHEHUH BBINOJHUM KOMAaH/bI
Clear IP BGP* na poyrepax R1 u R4.

B pe3yabTaTte B Tadaunax mapmpytuzanun BGP na R1 n R4
NMOMeHSI0TCsl HeKkoTopbIe 3anmucu (Weight paGoTaer To1bKO Ha J10-
KaJbHOM poyTepe, Local Preference Tosibko B cBoeil AS, mo3aTromy

Tabaunbl BGP na R2 u R3 ocrarorcesi 63 n3MeHeHHid).

R1:
rl.lab#show ip bgp
BGP table version is 28, 1local router 1ID is

192.168.100.1

Status codes: s suppressed, d damped, h history, *
valid, > best, i - internal,

r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete



Network Next Hop MetricLocPrf Weight Path

*>10.10.0.0/16 0.0.0.0 0 32768 i
*>10.30.0.0/16 10.20.0.2 0 0 65003 i
*>110.40.0.0/16 192.168.100.2 0 100 0 i
*>110.60.0.0/16 10.50.0.2 0 250 0 i
65002
*>172.16.22.0/25 10.20.0.2 500 0 65003 ?
* Ha poyTepe R4 BceM MapupyTaM (BXOISmMM) , MIPUILIET-

myM oT R3 (AS_PATH = 65002), ycraHaBauBaeTcCsa aTpubyT
Local Preference, paBHHI 250.

R4 :
r4.lab#show ip bgp
BGP table wversion is 20, local router ID 1is
192.168.100.2
Network Next Hop MetricLocPrf Weight Path
*>110.10.0.0/16 192.168.100.1 0 150 0 i
*>110.30.0.0/16 10.20.0.2 0 150 0 i
65003
*>10.40.0.0/16 0.0.0.0 0 32768 i
*>10.60.0.0/16 10.50.0.2 0 2000 65002 i
*>31172.16.22.0/25 10.20.0.2 500 150 0 ?
65003

* Ha poyTepe R1 BceM MapupyTaM yCTaHaABJIMBaeTCHd aT-
pubyT Local Preference, pamBHeM 150, Ha poyTepe R4 BceMm
MapupyTaMm (BXoIAmmM) , OpUIlenmyM OT R3, yCTaHABIMBAKLTCS
aTpubyTel Weight, pabBhbe 2000.

Ectb BTOpOIi cnocod ycranoBku atpudyra Weight — ykasarb
B koMmanae Neighbor 3nauenue arpudyra Weight quis mapupyros,
NPUXOASIIUX OT JAHHOTO0 «cocena». Ha poyrepe R3 Bcem mapmpy-
TaMm (BXOASILIMM), IpuIIeAIMM 0T R4, ycranapiauBarorest arpudy-

Th1 Weight. Jly11 3TOro BbINOJHUM KOMAH/bI:
r3.lab#conf t
r3.lab (config)#router bgp 65002
r3.lab(config-router) #fneighbor 10.50.0.1 weight 3000
Jasi yckopeHusi MPUHATHA M3MEHEHUH BBIMOJIHHUM KOMAaHIY
Clear IP BGP 10.50.0.1 na poyrepe R3.

B pe3syabTaTte B Tabumune mapmpyrusanun BGP nHa R3 nome-
HsieTcst aTpuOyT Weight y MapmpyToB, mosiydeHHsbIx ot R4:



R3:
r3.lab#show ip bgp
BGP table version is 23, local router ID is 10.60.0.1

Network Next Hop MetricLocPrf Weight Path
*>10.10.0.0/16 10.50.0.1 3000 65001 i
*>10.30.0.0/16 10.50.0.1 3000 65001 65003 i
*>10.40.0.0/16 10.50.0.1 0 3000 65001 i
*>10.60.0.0/16 0.0.0.0 0 32768 i

*>172.16.22.0/25 10.50.0.1 3000 65001 65003 ?

A1pudyr MED Mo0:KHO ycTaHABJMBATH He TOJIbKO Ha Iepe-
pacnpeneiisieMble CTATHYECKHE MAapPHIPYThl, HO U HAa OCTAJbHbIE
MapmpyTsl ¢ momomibi0 Route Map. YcranHoBUM Ha MapmpyT

10.60.0.0 ua R3 MED = 22:
r3.lab#conf t
r3.lab(config) #access-1list 1 permit 10.60.0.0 0.0.255.255
r3.lab(config) #route-map to r4
r3.lab(config-route-map) #match ip address 1
r3.lab (config-route-map) #set metric 22
r3.lab(config-route-map) #exit
r3.lab(config) #router bgp 65002
r3.lab (config-router) #neighbor 10.50.0.1 route-map
to r4 out

Jast cpaBHeHus1 HacTpouM Ha R3 mepepacnpenenenue craTu-
yeckux Mapmpyros ¢ MED = 122:

r3.lab#conf t

r3.lab(config)#ip route 172.28.22.0 255.255.255.128
Nullo

r3.lab(config) #router bgp 65002

r3.lab(config-router)f#redistribute static metric 122

Jisi yckopeHusi MPUHATHS U3MEHEHUIl BBINOJHUM KOMAHIY
Clear IP BGP 10.50.0.1 na poyrepe R3.

B Tabaunax mapmpytuzanuu BGP nosiBsiTcsi HekoTOpbIEe 3a-
nucu, BeIBojg komana Show IP BGP:

R1:
rl.lab#show ip bgp



BGP table versgion is 33, local router ID 1is
192.168.100.1

Network Next Hop MetricLocPrf Weight Path
*>10.10.0.0/16 0.0.0.0 0 32768 i
*>10.30.0.0/16 10.20.0.2 0 0 65003 1
*>110.40.0.0/16 192.168.100.2 0 100 0 i
*>i110.60.0.0/16 10.50.0.2 22 250 0 i

65002
*>172.16.22.0/25 10.20.0.2 500 0 65003 ?
>1172.28.22.0/25 10.50.0.2 122 250 0 ?

65002

R2:
r2.lab#show ip bgp
BGP table version is 26, local router ID is 10.30.0.1

Network Next Hop MetricLocPrf Weight Path
*>10.10.0.0/16 10.20.0.1 0 0 65001 i
*>10.30.0.0/16 0.0.0.0 0 32768 i
*>10.40.0.0/16 10.20.0.1 0 65001 i
*>10.60.0.0/16 10.20.0.1 0 65001 65002 i
*>172.16.22.0/25 0.0.0.0 500 32768 ?
*>172.28.22.0/25 10.20.0.1 0 65001 65002 ?

R4 :

r4.lab#show ip bgp

BGP table version is 39, local router ID is
192.168.100.2

Network Next Hop MetricLocPrf Weight Path
*>110.10.0.0/16 192.168.100.1 0 150 0 i
*>110.30.0.0/16 10.20.0.2 0 150 0 i

65003
*>10.40.0.0/16 0.0.0.0 0 32768
*>10.60.0.0/16 10.50.0.2 22 250 2000
65002
*>1172.16.22.0/25 10.20.0.2 500 150 0 ?
65003
*>172.28.22.0/25 0.50.0.2 122 250 2000 2
65002

JomycTum, MBI He XOTHM, 4T00bI R4 pacnpocrpansiii map-
mpyT o cetn 172.28.22.0, mosryuennslii ot R3. /st aToro mel ycra-



HaBJMBaeM HY:KHbIii aTpudyr Community Ha R3 (nommcbiBaem
ele oHO nMpaBuiIo B Route Map ¢ umenem to_r4):

r3.lab(config) #router bgp 65002

r3.lab(config-router) #neighbor 10.50.0.1 sen

r3.lab(config-router) #neighbor 10.50.0.1 send-
community

r3.lab(config-router) #exit

r3.lab(config) #access-1list 2 permit 172.28.22.0
0.0.0.128

r3.lab(config) #exit

r3.lab(config) #route-map to r4 permit 20

r3.lab(config-route-map) #match ip address 2

r3.lab(config-route-map) #set community no-advertise

* OTMeTMM, UYTO Yy HacC Tenepb nOBe Route Map ¢ mMeHeM
to r4, HO c pasHEMu Sequence Number.

Teneprs Bce MapmIpyThl, oTHpaBisieMble K R4, mpoxonsaT cinemyro-
1yt 00paboTKy:

1) naunnaem ¢ Route Map to_r4 10, B mannom Route Map ykaza-
HO MapmpyTty 10.60.0.0 ycramoBute MED = 22. IlockoibKy ceTh
172.28.22.0 me momamaet mox 3ToT Route Map, To naem Ha mar 2;

2) B Route Map to_r4 20 mapmpyty 172.28.22.0 ycranaBnmuBaeTcs
Community No Adverse;

3) Bce ocTallbHbIE MapIIPyThl OTOPACHIBAIOTCA.

JIs1 yckopeHusi NPUHATHA M3MEHEHUI BBINOJHHMM KOMAaH/bI
Clear IP BGP* na poytepax R1 u R4.

B pe3yabTaTte u3 Tadaun mapmpytuzauun BGP R1 u R2 yna-
Jutes 3anuck 0 mapupyrte 172.28.22.0, a Ha R4 B onucanuu map-
mpyTa 172.28.22.0 0yaer yka3an arpudyT Community:

R1:
rl.lab#show ip bgp
BGP table wversion 1s 40, 1local <router 1ID 1is
192.168.100.1
Network Next Hop MetricLocPrf Weight Path
*>10.10.0.0/16 0.0.0.0 0 32768 i
*>10.30.0.0/16 10.20.0.2 0 0 65003 i
*>110.40.0.0/16 192.168.100.2 0 100 0 i
*>110.60.0.0/16 10.50.0.2 22 250 0 i



65002
*>172.16.22.0/25 10.20.0.2 500 0 65003 ?

R2:
r2.lab#show ip bgp
BGP table version is 29, local router ID is 10.30.0.1

Network Next Hop MetricLocPrf Weight Path
*>10.10.0.0/16 10.20.0.1 0 0 65001 i
*>10.30.0.0/16 0.0.0.0 0 32768 i
*>10.40.0.0/16 10.20.0.1 0 65001 i
*>10.60.0.0/16 10.20.0.1 0 65001 65002 i
*>172.16.22.0/25 0.0.0.0 500 32768 ?

R4:

r4.lab#show ip bgp 172.28.22.0

BGP routing table entry for 172.28.22.0/25, version 43

Paths: (1 available, best #1, table Default-IP-
Routing-Table, not advertised to any peer)

Flag: 0x820

Not advertised to any peer

65002

10.50.0.2 from 10.50.0.2 (10.60.0.1)

Origin incomplete, metric 0, localpref 250, weight
2000, valid, external, best

Community: no-advertise

r4.lab#show ip bgp
BGP table wversion is 49, local router ID 1is
192.168.100.2

Network Next Hop MetricLocPrf Weight Path
*>110.10.0.0/16 192.168.100.1 0 150 0 i
*>110.30.0.0/16 10.20.0.2 0 150 0 i

65003
*>10.40.0.0/16 0.0.0.0 0 32768
*>10.60.0.0/16 10.50.0.2 22 250 2000

65002
*>1172.16.22.0/25 10.20.0.2 500 150 0 ?

65003
*>172.28.22.0/25 10.50.0.2 0 250 2000 ?

65002



Jonmycrum, Mbl X0THM, 4T00bI R1 pacnpocrpaHsi TOIbKO oOnI-
peneeHHble MApIPYThI K R2, 1Jis1 3TOro BBINOJIHUM MOCJIEI0BA-
TCJIbHOCTh KOMaH/ Ha R1 (aHaJIOFI/I‘IHbIM 06pa30M MOKHO (l)I/IJ'll)T-
poBaTh MoJyvdaeMbi€¢ MaplIpyThbl, TOJIbKO B HOCJ]eIlHeﬁ KOMaH/1¢ HA
KkoHue Oyaer filter-list in):

rl.lab#iconf t

rl.lab(config)#access-list 1 permit 10.60.0.0
0.0.255.255

rl.lab(config)#access-list 1 permit 10.40.0.0
0.0.255.255

rl.lab(config) #router bgp 65001

rl.lab(config-router)#neighbor 10.20.0.2 distrib-
ute-list 1 out

sw3.lab# configure terminal

sw3.lab # interface fastethernet0/2

sw3.lab #switchport mode trunk

* Access-list umTanTCAa nocJemoBaTEJIbHO CBEpPXyYy BHUS,
ceTr, KOTOPEIE He IIollaJiM HM 10O KaKyl CTPOKY, OT6paCI:>I—
BaKTCHA.

Jns yckopeHusi IPUHATUS M3MEHEHUH BBINOJHUM KOMAH/bI
Clear IP BGP 10.20.0.2 na poyrepe R1.

B pesyabraTe u3 Tadauy mapmpyruzanun BGP R2 ynaasites
BCe 3alMCU MApIIPYTOB, He YAOBJIETBOPSIOIIME NMPaBUJIaM QUIbT-

pauuu Ha R1.

R2:

r2.lab#show ip bgp

BGP table version is 34, 1local router 1ID is

10.30.0.1
Network Next Hop MetricLocPrf Weight Path

*>10.30.0.0/16 0.0.0.0 0 32768 i
*>10.40.0.0/16 10.20.0.1 0 65001 i
*>10.60.0.0/16 10.20.0.1 0 65001 65002 i
*>172.16.22.0/25 0.0.0.0 500 32768 ?

* R1 mnoceulaeT R2 TOJBKO MapupyTel O ceTax 10.40.0.0
n 10.60.0.0.

AHAJOTHYHO (PUIBTPALUIO MAPIIPYTOB MOKHO CAeJATH € MO-
Moumbi0 Route Map (Bce MapumipyThl, He MonaBlive HU MOJ KaKHe
Route Map, otopacbsiBaloTcsi), HO Tak, yTo0bl AS_Path nas map-



wpytoB 10.40.0.0 u 10.60.0.0 0b11 TaKOH, KaK OyATO OHH NPOLLIA
yepe3 AS 65222. /i 3TOr0 BBINOJHUM IOCJIEI0BATEIbHOCTh KO-

mang Ha R1:
rl.lab#conf t
rl.lab(config)#route-map to r2
rl.lab(config-route-map)#match ip address 1
rl.lab(config-route-map)#set as-path prepend 65222
rl.lab(config-route-map) #exit
rl.lab(config)#router bgp 65001
rl.lab(config-router) #neighbor 10.20.0.2 route-map
to r2 out

JJ1s ycKopeHHs] IPUHATHA W3MEHEHHI BBLINOJTHHM KOMAH/bI
Clear IP BGP 10.20.0.2 na poyrepe R1.

B pesyabrare B Tadimue mapmpytuzanun BGP R2 y aByx
JaHHBIX MapumipyToB Oyaer HOBbIi AS PATH:

R2:

r2.lab#show ip bgp
BGP table version is 42, local router ID is 10.30.0.1

Network Next Hop MetricLocPrf Weight Path
*>10.30.0.0/16 0.0.0.0 0 32768 i
*>10.40.0.0/16 10.20.0.1 0 65001 65222 i
*>10.60.0.0/16 10.20.0.1 0 65001 65222 i

65002
*>172.16.22.0/25 0.0.0.0 500 32768 ?

CoxpannM Bamy KOHGHUIypanuio Ha BCeX YCTpPOiicTBaX, BbI-

MOJIHUB CJIeAYyHIINe KOMAH/bI:
swl.lab# copy running-config startup-config
sw2.lab# copy running-config startup-config
sw3.lab# copy running-config startup-config
sw4 .lab# copy running-config startup-config
r4.lab# copy running-config startup-config

3adaHus dns camocmosimenbHoU pabombi

1. OTBeTHhTE HA BOMIPOCHI B TEKCTE JIA0OPATOPHOMH PaOOTHI.
2. Co3paiire Ha R3 mapmpyT k cetn 172.16.22.0/25, ckoppeKTH-
py¥ite HacTpoiiku Route Map, 4ToObl OHM TPOIYCKadl JaHHBINA Map-



mpyTt ¢ MED 22, npoummoctpupyiite Ha R4 anroputm BGP BreIOOpa
MapmpyTa kK cetu 172.16.22.0/25.

Bonpock! dns camonpoeepku

1. Buasl KJ1aCCOB CETEH.

2. Kakve naHHbBIE YKa3bIBAIOTCS NPHU CTATHYECKOM MapIIpyTH3a-
oun?

3. Uro o3HagaeT meTpuka, IP Address, Subnet Mask B mpoTo-
kone RIP?

4. IlpaBwito omnpeneneHus Macku mozceTn B RIPv1.

5. Ilepeuncnute 3tansl anropurMa RIP.

6. Kakne mpaBmiia Hcmionb3yoTes mpu 6ops0e ¢ nerisivMu?

7. Tatimep Hold-Down.

8. Ilepeuncnure ocHOBHBIE BUABI cooOmennii BGP-4.

9. IlepeuncnuTe STambl anropuTMa HAMIYYIIETO MapIipyTa
B BGP-4.

10. Atpudytr NEXT HOP B BGP-4.

11. Atpudyt AS PATH B BGP-4.
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