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1. HEJIM U 3AJAYA TN CIUTTJINHBI

1.1. eau AuCIUIIHHBI

[lenbto mpenojaBaHUsl JIUCLUIUIMHBI SBJISIETCST OOYyYE€HHE CTYAEHTOB
OCHOBaM aJIMMHHUCTPUPOBAHUSI COBPEMEHHBIX OINEPALIMOHHBIX CUCTEM, BBIpaOOTKa
HaBBbIKOB aIMUHUCTPUPOBAHUS NH()OPMALIMOHHBIX CUCTEM

1.2. 3axaun ocBOeHUSA TUCIUILITHHBI

. UMETh MPEJCTaBICHUE O METOAAX, IPUHUMUIIAX, NPOLEAypax u
CIIy’k0aX aIMUHUCTPUPOBAHMS MHPOPMALMOHHBIX CHCTEM, MECTE MOAPA3IACICHHUS
uHpopmarmonnbix TexHonoruit (MT) B crpykrype ympasiaenus WT Ha
NPEANPUATHH;

. OBJIAJIETh OCHOBHBIMH IIPUHIIUIIAMU CITY>KObI KaTaJOroB MPEANPUATHS
KAaK CpelICcTBa aIMUHHCTPUPOBAHUS LIEHTPAIU3OBAHHONW HEPAPXUYECKOU CETEBOMU

UH(PACTPYKTYPOU.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
Juctiumimaa ~ «AIMUHHCTpUpOBaHHE  MHGOPMAIIMOHHBIX CHCTEM»
OTHOCHTCS K JUCIUIUIMHAM YacTH, GOPMHUPYEMOM YJ4aCTHUKAMU 00pa30BaTEIbHBIX
oTHoOIIeHuH O010Ka b1.

3. HEPEYEHbD IIVTAHUPYEMBIX PE3YJbBTATOB OBYYEHUA 11O
JUCHUIIVIMHE

[Ipornecc n3yueHus: AUCUUTUIMHBI « A IMUHUCTPUPOBaHNE HHPOPMAITMOHHBIX
CHCTEeM» HampasiieH Ha (popMHUpOBaHHE CIEAYIONINX KOMITETEHIIHIA:

[TIK-2 - CnocobeH ympaBisiTh JOCTYIIOM K JIaHHBIM C YY€TOM apXHUTEKTYp
UH(GOPMAITMOHHBIX CUCTEM M aKTYaJIbHBIX CTAHJAPTOB JACSITEILHOCTH OPTaHU3AIIH

[1K-3 - Crioco6en pa3zpabaTbiBaTh TEXHOJIOTHU HHTETPALIMN M OCYIIECTBIIATD
IPOTOTUIIMPOBAHNE KOMIIOHEHTOB MH(OPMAIIMOHHBIX CUCTEM

Pe3yabTarhl 00yueHHs1, XapaKTepU3yIue

Komnerenuus
chopMHUPOBAHHOCTH KOMIIETEHIIUH

[1K-2 3HATh CMOCOOBI PA3rpaHUYEHUsS JOCTYIA K JAaHHBIM Ha
PEAIPUATAN

YMETh NPEIOCTABIATh AOCTYI K OOIIUM pecypcam
M10JI30BATENSIM U TPYIIIaM

BJIAJICTh HABBIKOM OTIPEACIICHUSI PE3YyIbTUPYIOMINUX TTPaB
JIOCTYTIA K OOIIMM pecypcam

[1K-3 3HATh NMPUHLUIBI TocTpoeHus: UT-undpacTpykTypsl
pEANPUITHS

YMETh UCIOJIb30BaTh CPECTBA aIMUHUCTPUPOBAHUS
ceteBbix OC

BJIAJIETh HABBIKOM aJIMUHUCTPUPOBAHUS
NT-unbpacTpyKTyphl IPEATPUITHS

4. OB BEM JUCIUMIIJINHBI
Oomas TPYI0EMKOCTb TUCIIATLIAHBI «AIMUHUCTPUPOBAHUE




UH(GOPMAIIMOHHBIX CHCTEM» COCTABIISET 4 3.€.
Pacnpenenenue Tpy10€MKOCTH AUCIUILTAHBI IO BUAAM 3aHSATHI
ouyHasi popma o0yueHust

Bcero | Cemectpbl
4acoB 7

Buasr yueOHOM paboThI

AyIUTOpHBbIE 3aHATHSA (BCEro) 72 72

B TtoMm uuncie:

Jleknuu 36 36

JlabopaTtopusie pabotsl (JIP) 36 36

CamocrosiTesibHasi padoTa 72 72
Buibl IpOMEKyTOYHOM aTTeCTAlUK - 3a4CT + +
OO6m1ast TPy 10€MKOCTb:

aKaJIEMUYECKHE Yachl 144 144
3a4.e]I. 4 4

5. COAEP KAHUE NUCIUIIJIMHBI MOAYJIA)
5.1 Copnep:xkanue pa3aesioB JAUCHUIUIMHBI M paclpelejieHHe
TPYA0EMKOCTH 10 BUIAM 3aHATHIA
o4Has popma 00ydeHHsI

J1a0. Bcero
Ne /it HaumenoBanue TeMbl Cogepxanue pasena Jlekn san CPC qac ’

1 |[Mopenu opranmzaium cereBoi |Momens paboueil rpymmsl W MOZECTb
HHQPACTPYKTYpHI. noMeHa. OOmmi  pecypc B CETH.
Opranu3zaiys 10CTyIa K 001IeMy pecypcy B
ONHOPAHTOBOH CeTH W B JOMEHHOW 6 6 12 24
HHPpACTPYKTYpE. Kombunarust
paspemieHnii Ha  OOmUIA  pecypc W
paspemrennii NTFS.

2 |Cnyx6a kaTanoros|[ToHsTHe KkaTamora M CIyKOBl KaTaloroB
TIpeIpHS-THS. Curyx6a |kak cpezcTBa XpaHeHUs! u
karaoroB Active Directory .|MaHumymHpoBaHUsI 00BeKTaMH uT
Omsmueckas crpykrypa AD DS. [urdpactpykrypsl. [IpuMepsl peanuzanuu
ciyx0b1 KatanoroB. Cmyk0a Karanao-roB
ADDS (Active Directory Domain Services).
IMonsTHE M YHKINH KOHTPOJLIEpA JOMEHA.
Cxema AD. ®usnueckas crpykrypa ADDS. 6 6 12 24
Unrepdeticet k AD DS. Kourtpoepst
JIOMEHOB, cepBepbl TJ10-0AJIBHBIX
KaTajJoroB, KOHTPOJUIEPBI JOMEHOB C
npaBoM uTeHus. Ponu u GpyHKIHn MactepoB
onepanuif.  Ilepememenue ponet wu
aIMUHUCTPATHBHBIE ~HMHCTPYMEHTBI UL
MIEPEHOCa POJICH.

3 |Jloru-ueckas crpykrypa AD DS.|Jloruueckast ctpykrypa AD DS. Pasnmenst
NHCTpyMEHTHI WM KOHTEKCThl HamMmeHoBaHus. Cpencrsa
anmunuctpuposanus AD DS Ldp.exe u ADSIEdit.exe ais mpocmoTpa u
penaktupoBanusi. IloHATHE IOMeHa, jeca
JIOMEHOB. TpaH3UTHBHOCTH
JOBEPUTENIbHBIX OTHOLICHHII JOMEHOB B
necy. CaiiT, opranuzanuonnas eauauna OU
(Organization Unit). Ilenu ucrnonb3oBaHus
Qu: A JICTIETUPOBAHMUS
aJIMUHHCTPATUBHBIX npas, Ut
aJIMUHHU-CTPUPOBAHHUS TPYMI OOBEKTOB.
MHucTpyMeHTs af-MuHuCTpUpoBaHus AD.

4 |Pa3pemienne nmeH B JIOKAIBHEIX |COOTBETCTBHE 4-X YpOBHEBOH MOMENH
u r7100ab-HBIX ceTdx. |[IpoToKoa TCP/IP CEeMUYPOBHEBOI 6 6 12 24
ITpoctpan-ctBo nMer DNS mozenu OSI. IP appeca-ums. Paspenienue




nMeH. CrocoObl paspelieHds HMEH B
nokaneHeIX cetsix  TCP/IP.  TIporokon
LLMNR, ero mocTomHCTBa W HEIOCTATKH.
Crnoco-0b BKITIOYEHHS ¥ OTKIIIOYCHHUS
nporokona LLMNR. Pa3spemenune wumen
NetBIOS. Meronsl paspemieHuss HMeH
NetBIOS: mmpokosenianue, WINS cepsep,
¢aitn LMHOSTS Hacrpoiika pa3spenreHus
umed NetBIOS. Tumer y3mo NetBIOS.
JlocTOMHCTBAa M HEJNOCTATKH pa3pe-IIeHUs
umer NetBIOS. Cnyx6a 1OMEHHBIX HUMEH
DNS, ucnonp3oBanue Ui nojaepxka AD
DS. Komnonentsr DNS: cep-Bepa, 30HBHI,
pacmo3naBatens DNS, 3amucu pecyp-cos.
Iponecc o6padbotkr DNS 3ampoca, 3Tars
BBITIOJTHEH YIS, [MonsTue pexypcun.
KopHeBbIE CCBUIKH, HTEPATUBHBIE 3aIIPOCHI
B mpoctpanctBe umeH DNS. Cepsepa
nepecbutku (Forwarders).

5 |I'pynmoBas monuTHKa I'pynmoBasi TONUTHKA KaK HHCTPYMEHT
aJIMUHH-CTpHpoBaHus. [loHsATHE OOBEKTa
IpyIIOBOH TIOJINTUKHU. OOBeKTHI
TPYNIOBOH TOJIWTHKH, CO3JaBaeMble IIPH
co3faHuu JoMeHa. JIokanbHas TIpymmoBas
nonutuka. CpencTBa KOH(PHUTYPHPOBAHHSA
TPYIIOBO# MONUTHKH, KoHCOMb GPMS
TlocnenoBaTenbHOCTH TIPUMEHEHHS
00BEKTOB TPYIIIOBOIT HOJUTHKY.
HcnonszoBanne ¢uistpoB WMI s
BBIOOPOY-HOTO TIPHMEHEHUsS] TPYNIOBON
HNONUTHKU. Pe3ynp-THpylomas MoJIUTHKA
RSoP  (Resultant Set of Policy),
MHCTPYMEHTHI ISl BBIIOJHEHUS aHaIHW3a
RSOP: wmacrep pe3ynsTaToB TpymIoBOi
nommtuku (Group Policy Results Wizard),
MacTep  MOJEIMPO-BaHWS  TPYNIIOBON
nomutukd  (Group  Policy  Modeling
Wizard), yrunura gpresult.exe. ITapamerpst
OOHOBIICHUS TPYIIIOBOH TIOJTUTHKH,
NPUHYJUTEIHOE OOHOBIEHHE YTHIINTON
gpupdate.exe.

6 |AnvunuctpupoBanue o0bekToB|[lompaznenenus (OU), cpencTBa co3maHus
AD. W aJAMH-HUCTPHPOBAHHS, HpUMEHEHHE
IPYIIIOBOH TIOMUTUKH K ITOJPA3/IENICHUSIM.
OcHoBHBIC THIIBI  00BekTOB B AD:
MOJB30BaTeNN, TPYNNbl, KOMIBIOTEPHL.
ATpuOyTHl  KaXAOTO THUHA OOBEKTOB.
Co3ganue u TOUCK 00BekToB. CHcrema
umeHoBanust  o6bektoB: CN  (Common
Name), DN (Distinguished), RDN (Relative
Distinguished Name). [lenerupoBanue
AIMUHHUCTPATUBHBIX 3aga4 C I[OMOIIBIO
HACTPOIMKM CIMCKOB KOHTPOJI JOCTymHa
o0bekToB.  CpencrtBa  aBTOMATH3aLUU
CO3JIaHHsI M KOHTPOJISI 00bEKTOB B AD

Hroro 36 36 72 144

5.2 IlepeyeHb J1a60PATOPHBIX PadoT

1. PazeepteiBanue AD DS. Tlepemenienue poneit FSMO (12 4.).

2. Nzyuenue meTo0B paspemieHust MeH B cetsx | CP/IP. Hactpoiika DNS
cepsepa (12 4.).

3. WM3yuenne o0bexkToB AD. Hactpoiika u mnpuUMeHEHUE TIpyNIoBOM
noauTuku (12 4.).

6. MIPUMEPHASA TEMATHUKA KYPCOBBIX IPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT




B cootBeTcTBUM C y‘—IC6HBIM IINTaHOM  OCBOCHHUC OHMCHHUIIIIMHBI

HE

IpeaycCMaTpUBaeT BBINIOJHEHUE KYpCOBOTO MpoeKTa (paboThl) MM KOHTPOJIHHOU

paboThI.

7. ONEHOYHBIE MATEPHUAJIBI U1 IPOBEJAEHUSA

IMPOMEXYTOUYHOM ATTECTAIIMU OBYYAIOIIIUXCS IO
JANCIHHUIIJIMHE
7.1. Onucanue mokasareJjieili 1 KpUTepueB OLECHUBAHUSA KOMIIECTEHIUH
Ha Pa3IMYHBIX dTanax ux GopmMupoBaHus, ONMUCAHHUE IKAJ OLlCHUBAHUS
7.1.1 Tan Tekymero KOHTPOJIA
Pe3ynprarel TEKyIIEro KOHTPOJISI 3HAHUW M MEKCECCHOHHOM aTTECTalrU
OLICHUBAIOTCA MO CIEAYIOLENH CUCTEME:
«aTTECTOBAHY;
«HE aTTECTOBAH).

PesyabTaThl 00yueHus,

Komne- XapaKTepu3ylolue Kpurepuu
— cq)gpM“p%Ba’;ml:m OHEHI/IBZI:HPISI ATTecTOBaH He arTecroBan
KOMIIETCHINH

IK-2 3HATh CITOCOOBI AxtuBHOe yyactue B | Brmmonrenue pabdot B | HeppimonneHue pabot
pasrpaHUYeHHs JOCTyNa |yCTHBIX ONPOCax Ha CPOK, B CPOK,
K JaHHBIM Ha 3aHATHUSAX, TOTOBHUT MPEeJyCMOTPEHHBIA B | MPENyCMOTPEHHBIN B
MIPEIIPUATHH JIOKJIabl U pedeparsl | padoumx mporpaMMax | pabouux mporpammax

10 U3y4aeMbIM TeMaM

YMETB MIPEAOCTABIIATh Beinonnenue Beinonnenue padot B | HeBsinonuenue pabor
JIOCTYT K OOIINM nabopaTopHbIX paboT CPOK, B CPOK,
pecypcam IIPEYyCMOTPEHHBIN B | NPEAYCMOTPEHHBIN B
I10JIb30BATEIISIM U pabounx mporpamMMax | pabouux mporpaMmmax
rpynmnam
BJIAJIETh HABBIKOM Brinonxenue Brimonnenue padot B | HeBbimonHenune pabot
Oonpe/IeNeHNS nabopaTopHbIX paboT CPOK, B CPOK,
Pe3yIBTUPYIONINX TPaB MIPEIYCMOTPEHHBIA B | MPEIyCMOTPEHHBIN B
J0CTyMa K 00Immm pabounx mporpamMmax | pabodmx mporpaMmax
pecypcam

IK-3 3HATh MPUHLIMIIBI AxtuBHOe yyactre B | Brmmonnaenue pabdot B | HepbimonneHue pabot
MOCTPOEHHUS YCTHBIX OIPOCAax Ha CPOK, B CPOK,
NT-uadpactpykTypsl  [3aHATHAX, TOTOBUT HIPEeJyCMOTPEHHBIA B | MPEIyCMOTPEHHBIN B
IPEAIpUATHS JIOKJIaJpl ¥ pedepatsl | pabounx mporpaMMax | paboumx mporpammax

110 U3y4aCMbIM TCMaM

YMETb UCIIOJIB30BaTh
cpenacTBa
aIMUHUCTPUPOBAHUS
cereBeix OC

Brinonnenue
71a00paTOPHBIX PaboOT

Brimonnenue pabot B
CPOK,
[IPEeyCMOTPEHHBIN B
paboumnx mporpaMmax

Hesbimonnenune padot
B CPOK,
IIPEelyCMOTPEHHBIN B
pabounx mporpaMmax

BJIAJICTh HABBIKOM
aJIMUHUCTPHPOBAHUS
UT-undpacTpyKTyphI
TIPEIPUSTHS

Brinmonnenue
nabopaTopHBIX paboT

Brimonnenue pabot B
CPOK,
[IPEyCMOTPEHHBIN B
paboumnx mporpaMmax

Hespimomuenue padbot
B CPOK,
IIPEelyCMOTPEHHBIN B
pabounx mporpaMmax

7.1.2 ITan npoMe:KyTOYHOr0 KOHTPOJIS 3HAHUI
Pe3ynbTaThl MpOMEXyTOUHOTO KOHTPOJISl 3HAHUM OLIEHUBAIOTCA B / CEMECTpE
JUIsL OYHOM (pOpMBI 00YUEHHUSI 110 IBYXOaJUIbHOM cHCcTEeME:
«3a4TECHOY
«HE 3aUTEHO»

Pe3yabTaThl 00y4eHus,

Komme- XapakTepusylomme KpHTepPlH
3auTeHo He 3auTteno
TEHIHNA copmupoBaHHOCTH OIIEHUBAHHS
KOMIIeTEHIIUHU
TIK-2 3HATh CIIOCOOBI Tect Bremonraenne Tecta Ha | BrImoiHEHNE MeHee




pasrpaHUYeHUs AOCTyMa 70-100% 70%
K JIAHHBIM Ha

TPEATIPUSTHN

yMeTb NpefocTaBnsaTh  |Pemenue IIpogemoHcTpupoBa H | 3ajauu He PeLICHbI
JOCTYII K O0LIIM CTaHIAPTHBIX BEPHBIN XOZ PEIICHHS B

pecypcam MPaKTHIECKUX 3a/1a9 OOJIBIIMHCTBE 3a7aY

MIOJTb30BATENSIM U

rpynmnam

BJaJICTh HABBIKOM Pemenne npuknanusix| IIpogeMoHcTprpoBa H | 3agadun HE PEIICHBI
ONpeaeIeHUs 3a/1a4 B KOHKPETHOM | BEpHBIN X0 pEIICHUs B

Pe3YNBTHPYIOIIMX TIPaB  |IpeaMeTHO# obnacTu | OoNbHIMHCTBE 3a1a4
JOCTYTIA K 0OIITUM

pecypcam
TIK-3 3HATh IPUHLIMIIBI Tect BrimoniHeHue Tecta Ha | BrImosaHeHne MeHee

MIOCTPOCHHUS 70-100% 70%

UT-uadpactpykrypsl

NPEaNPUATHS

YMETh UCIIOJIL30BaTh Pemenue IIponemoHcTpUupoBa H | 3afadyu He PeleHbI

CcpencTBa CTaHJAPTHBIX BEPHBIU XOJ PEIICHUS B

AJIMUHUCTPUPOBAHUS MPaKTUYECKHX 3a]a4 OOJIBIIMHCTBE 3a71a4

cereBbix OC

BJIAIETH HABBEIKOM Pemenue npuknagusix| IlpongemoncTpupoBa H | 3agauu He pelICHB

aIMMHUCTPUPOBAHUS 3a/1a4 B KOHKPETHOM | BEpHBIN XOJ PEIICHUS B

UT-unadppacTpyKTypHI MPeIMETHOM o0nacTi | OONBIIMHCTBE 32129

TIpEANPHUITHS

7.2 TlpuMmepHBIii mNepeYeHb OLNEHOYHBIX CpPeACTB  (THNOBbBIE
KOHTPOJIbHbIE 3a/IaHUsI WM WHbIE MAaTepHaJibl, HeOOXOAUMbIE IS OLEHKH
3HAHUI, YMEeHUI, HABBIKOB H (MJIH) ONBITA 1eATEILHOCTH)

7.2.1 IlpumepHbIii NepevyeHb 3aaHUI 1JI51 MOATOTOBKH K TECTUPOBAHUIO

1. Ymo nokaszwieaem komanoa netdom query fsmo?

a) 6bIBOOUN CRUCOK BCEX POJEll X035€6 ONepayull U ux NPUHAONIEHCHOCHIb
KOHMPOJLIepam 0oMeHa

b) omobpasicaem oomawnuii cepsep cemu

C) 6vi80OUM cnucok ponetl konmpoaiepa «fSmoy domena «queryy

d) ewis00um cnucok poneii konmponrepa «query» oomera «fsmoy

2. Kakasi uz ocrHacmox MMC He YCMAHABIUBAEMCST NO YMOTYAHUIO HA

KOHMpOJLiep 0omena?
a) ocnacmra «Cxema Active Directoryy
b) ocnacmrka «/Jomenwvl u dosepuer
C) ocnacmka «Ilonvzosamenu u KOMnvIOMeEPLLY
d) éce ocnhacmxu ycmanasnusaromcesi npu ycmamogke KOHMPOLLEpd
oomeHa
3. Umo o3nauaem mepmuH «paspeuteHue umeHn»?
a) paspeuieHue noIbL308amMeNAM co30a6amy cebe UMeHd
b) npeobpaszosanue komnvromepuvix umen 6 |P adpeca
C) npeobpazosanue |P aopecos 6 MAC-aopeca
d) npeobpazoseanue DNS umen 6 umena NetBIOS
4. Kaxue cucmemvl paspewlenus UMeH He UCHOIb3YVIOM WUPOKOGeWameibHble
3anpocwvi?
a) DNS
b) NetBIOS
c) LLMNR




d) ece ucnoavzyiom

5.Kakue cucmemuwi paspeulernusl UMeH ucnojlb3yrom Myﬂbmukacm—wnpocw?

a) DNS
b) NetBIOS
¢) LLMNR

d) ece ucnonvzyrom

6.Kaxas uz cucmem paspewenus umen ucnoavzyem ¢haiin hosts?

a) DNS

b) NetBIOS

c) LLMNR

d) ece ucnonvzyiom

7. Kakas uz cucmem paspewenus umen ucnoavzyem ¢haiin Imhosts?

a) DNS
b) NetBIOS
c) LLMNR

d) sece ucnonvzyrom

8. Kaxoui mun obnacmu oeticmsus epynnol He cyujecmeyem ¢ Active Directory?

a) JokanvHas

b) erobanvnas

C) Odomennas

d) ynusepcanvnas

9. K kaxum obvexmam AD nenv3zs npumenumo epynnogyio noaumuxy?

a) epynna

b) noopazoenenue (OU)
C) catim

d) oomen

10. Kakoti mun epynnot ne umeem SID?

a) epynna 6eszonacnocmu (Security Group)

b) epynna pacnpocmpanenus (Distribution group)
C) 6ce munwi epynn umerom SID

d) nu oona uz munos epynn ne umeem SID

7.2.2 TlpuMepHbIii NepeyeHb 3aJaHU VI pellleHus] CTAHAAPTHBIX 32/1a4

1. Bam HYXHO €O3/1aTh CTaHAAPTHYIO OJIOKMPOBKY pabodero cToJjia Jjist
M0JIb30BaTEJNICH, KOTJJa OHU BXOJAT Ha KOMITBIOTEPHI B KOH(pEPEHI[-3a1ax
U y4eOHBIX ayauTopusix KoMnanuu. Bel co3nanu 00bekT GPO ¢ umenem
Public Computer Configuration u orpaHuueHUsIMH pabOyero Croia,
onpeneneHHbiIMU B y3ine  KoHdurypauus nons3oBarens  (User
Configuration). Kakue n1onoiaHUTEIbHBIE ACHUCTBUSI HY>KHO BBIMOJHUTH?
(Vkaxute Bce BapuaHThl. Kaxaplil MpaBUWIbHBIA OTBET SBJISIETCS JIMIIb
YaCThIO MOJIHOTO PEIICHHUS.)

a) Briaouuth nmapamerp noautuku Pe:xxum o0paGoTku 3aMbIKaAHUSA
noJjib3oBarebckoil rpynnopoii moautuku (User Group Policy
Loopback Processing Mode).



b) Ceszare GPO ¢ mopapasnerneHueM, COIEpXKAIIUM YYETHBIC 3aIvCh
II0JIb30BAaTEIIEH.

C) brokupoBaTh HaclelOBaHHME B  TMOJPA3JCIICHUH, COJACPKaIIeM
KOMITBIOTEPHI KOH(EpEHI[-3aJ1a U YYECOHBIX ayIUTOPHIA.

d) Cesazate GPO c¢ moapasaesieHHeM, COAEpP:KAIIMM KOMIBIOTEPHI
KOH(epeHI- 3a71a ¥ y4eOHbIX ayIMTOPHIA.

2. Ilonw3oBarens oOpaTUIICS C OTIEN CIPABKU OPTraHU3ALMH U COOOIIUI O
mpo0jemMax, KOTOpbIe MOTYT OBITh CBSI3aHBI C HEJJABHUMH W3MEHEHUSMU
TPYNIIOBOM TMOJMUTHKKA. BaM HYXHO TIpOaHaIW3UpPOBATh JTaHHBIC
00pabOTKH TPYIIIOBOM TOJUTUKA B CHUCTEME Tojib3oBaTensd. Kakue
WHCTPYMEHTBHl MOJKHO HCIIOJIB30BaTh I yJIaJEeHHOTO cOopa JTOU
nHpopmanuu? (YKaxure Bce BAPUAHTHI. )

a) Macrep MonenupoBanus rpynmnoBoit mommtrku (Group Policy
Modeling Wizard).

b) Macrep pe3yibTaToB rpynmnoBoii noautuku (Group Policy Results
Wizard).

c) Komanna Gpupdate.exe.

d) Komanna Gpresult.exe.

e) Komanma Msconfig.exe.

3. Bam HyXHO co37aTh CTaHAApPTHYIO OJIOKUPOBKY pabouero crona s
MOJIb30BATENEH, KOT/Ia OHU BXOJAST HAa KOMITBIOTEPHI B KOH(EepeHI-3a1ax
1 y4eOHBIX ayJuTOpusx komnaHuu. Bel cozganu o0bexkT GPO ¢ nmenem
Public Computer Configuration u orpaHuueHUsIMH pabOyero Croia,
onpeneneHHbiIMU B y31ne Kondurypauus nonb3oBarens (User
Configuration). Kakue nononHHUTENbHbIE NEUCTBUS HY>KHO BBIIOJHUTH?
(Yxaxute Bce BapuaHThl. Kaxkaplii MpaBUIBHBIN OTBET SBJISAETCS JIMILb
YaCThIO TIOJIHOTO PEIICHHSI. )

a) Brioyuth mapamerp nmoJuTuKH PexxmM 00paGoTKHM 3aMbIKAHHS
noJib30BaTebCcKkoii rpynnoBoid moautuku (User Group Policy
Loopback Processing Mode).

b) Cesazare GPO ¢ mozpasaeiieHHeM, COACpPKAIIUM YUETHBIC 3aliCh
M0JIb30BATEIICH.

C) BiokupoBate HacienoBaHME B TOJPA3JCICHUHU, COJEpPXKAIICM
KOMITbIOTEPHI KOH(EpEHI-3aJ1a U YYEOHBIX ayJIUTOPHIA.

d) Cesm3are GPO c¢ moapa3nejieHneM, COAEPKAIMMM KOMIBITEPHI
KOH(epeHL- 3a/1a M y4eOHbIX ayIMTOPHIA.

4. Tlonw3oBaTenb OOpaTUIICA C OTJE] CIPaBKU OpraHU3allud U COOOIIUI O
npobsieMax, KOTOpbIe MOTYT OBITh CBSI3aHbI C HETABHUMHU M3MEHEHUSIMU
IPYNIOBOM MONMUTUKA. BaM HyXHO TNpoaHAIW3UPOBATh JaHHBIC
00paOOTKK TpYNIOBOW MOJUTHKKM B CUCTeMe mosb3oBarens. Kakue
MHCTPYMEHTBl MOXXHO HCIIONb30BaTh JJsl yAaJEHHOro cbopa 3ToM



uHpopmanun? (YKaxxure Bce BApUAHTHI. )

a) Macrep MomenupoBanus rpynmnoBoit monutrku (Group Policy
Modeling Wizard).

b) Macrep pe3yjbTaToB rpynmnoBoii noautuku (Group Policy Results
Wizard).

c) Komanga Gpupdate.exe.

d) Komanpga Gpresult.exe.

e) Komanma Msconfig.exe.

5. Bel paboraere agmunuctpatropom B komnanuu OOO «Crpoitlom».
Homen stroydom.com comepxut msaTh 00bekToB GPO, cBS3aHHBIX C
JIOMEHOM, OJMH U3 KOTOPHIX KOH(PHUTYpUPYET 3KPaHHYIO 3aCTaBKy C
MApPOJBLHON 3aIMTON W TaliMayT 3KPAaHHOW 3aCTaBKH B COOTBETCTBHM C
TpeOOBAHUSMU KOPIOPATUBHON NOJUTUKH. HekoTopsie mosib3oBaTenn
YKaJTYIOTCA, YTO UX SKPAaHHAs 3aCTaBKa He 3ammyckaercs yepe3 10 MuH, kak
okuanoch. Kakyro HY>XHO BBITIOJHUTH KOMaHAY, YTOOBI ONPEICIHUThH
npumeHsieMbie 00bekThl GPO?

a) Gpresult.exe.

b) Gpresult.exe -computer.

c) Gpresult -scope computer
d) Gpupdate.exe /Target:User

6. B HOBOM mpoekTe TpedyeTcs, 4TOObI MOJL30BATENId B BallleM JOMEHE U
JIOMEHE TapTHEPCKOW OpraHM3allMi MUMENH JOCTYN K OOIIeH Iarmke Ha
BameM (paitioBom cepBepe. ['pymiy Kakoro Tuma cieayeT co3Aarh JJis
yIPaBJICHUS IOCTYTIOM K 9TO# o011eit namke?

a) YHHBepCalbHYIO IpyIiTy 0€30MacHOCTH.

b) JlokajabHyI0 rpyniy 0€30nacHOCTH B IOMEHeE.
c) I'moGanpHYyIO Irpymny 0€30MacHOCTH.

d) JlokanbHyrO rpyniy pacnpoCTpaHEeHHUs B JIOMCHE.

7. Bam 1oMeH CoAep UT IPyMIy pacpoCTpaHEHHs C UMEHEM
OOHOBNIEHNE KOMITAHUHW. Y Ka3aHHAs TPYIINa UCIOIb3YEeTCs IS
IIEPECBUIKU €€ YJIEHAM HOBOCTEN KOMIIAHUU 110 JJIEKTPOHHOU noure. Bol
PEIINIIN MTO3BOJIUTH BCEM YJIEHAM I'PYMIbl y4aCTBOBATh B MOATOTOBKE
nH()OPMAITMOHHOTO OIOJIJIETEHS U CO3/AJIH ISl 3TOTO OOIIIYIO MaIKy Ha
¢aitnoBom cepBepe. UTo HyKHO CAeNaTh, YTOOBI pa3peliuTh YWieHaM
IpyMIbI JOCTYI K 3TOM 00111el nanke?

a) HasuauuTh 1S TPYIIIBI JIOKAJIbHYIO 00J1aCTh ACHCTBUS B JIOMEHE.

b) Ha3zHauuTh 151 TPYIIbl YHUBEPCATBHYIO 00JIaCTh JICHCTBHS.

C) HdoGaBuTh IpyIiny pacipocTpaHeHus B rpymmy Ilojas30BaTenu qoMeHa
(Domain Users).

d) Ucnoab3oBath koManay DSmod ¢ nepekiniouaTesiem -SeCgrp yes.



a)
b)

c)
d)

e)
f)

8. B momene stroydom.com BbI cO3aH TII00ATBHYIO TPy O€30MaCHOCTH
¢ umeHeM KopnopartuBHbeie MeHepkepbl. Kakue 4ieHbl MOTYT OBITh
BKJTFOUEHBI B ATy Tpynmy (YKaXuTe Bce BapHAHTHI. )

['mob6anbHas rpymnmna MeHemkepsl 1o MPoiakaM B IOBEPEHHOM JIOMEHE
fahrikam.com mapTHepckoil KOMIaHHH.

['moGanpHast rpynna MeHemxepsl Mo MpoaakaM B JoMeHe tailspintoys.com
neca stroydom.com.

Bacun A.B, nosb30Bartesb B 1oMeHe tailpintoys.com jeca stroydom.com.
Ilerpos U.B., mosab30BaTesib B 10BepeHHOM JaoMeHe fabrikam.com
NMAPTHEPCKOM OPraHU3alUM.

HBanos U.U., noab3oBaresb B JoMeHe stroydom.com.

I';o0anbHas rpynna AIMUHHCTPALNMS OT/AE/IA POAAK B JOMEHe
stroydom.com.

JlokansHas rpynna Kommepueckue aupektopa B JoMeHe stroydom.com.
YHuBepcansHas rpynmna Menepkepsl 1o npoaaxam B beropyccuu B aecy
stroydom.com

7.2.3 IlpumepHbIii epedeHb 3aJaHUi 11l pelieHus1 MPUKJIATHBIX 32124

1. OGHOBUB aJpec KIMEHTCKOTO KOMITBIOTEPA, BbI 3aMETUIIH, UTO
nokasbHbIA DNS-cepBep HEKOPPEKTHO pa3pemaeT MM KOMIIbIOTEPA Ha
ocHOBe nH(popManuu u3 kd1a. Kak 6picTpeit Bcero pemuTh 3Ty
npobemMy?

a) Ha DNS-cepBepe B KOMaHIHO# CTPOKe BHINOJHUTH KoManay dnscmd
Iclearcache.

b) Ilepe3arpysutsb ciayx0y DNS-kauent (DNS Client) Ha KIIMEHTCKOM
KOMITBIOTEPE.

C) Ha KJIMEHTCKOM KOMITBIOTEPE CEpBEPE B KOMAHIHOW CTPOKE BBHITOJIHHUTD
koMaHy ipconfig /flushdns.

d) Ilepe3arpy3uth Bce KOMIbIOTEPHI, DNS-KIHUCHTHI.

2. Bwi paboTaete Ha kommbroTepe o yrnpasieHueM Windows Server 2008
R2 ¢ umenem Server0l m He MoOXkeTe MOAKIIOUUTHCA K KOMIIbIOTEpAM
Windows XP B jokanpHON ceTu, yka3biBas WX HMMEHa B (opmare
UNC-nytu (Hanpumep, \\kommbioTep: > UTO HYXHO cIe/aTh, 4TOOBI
KOMIIBIOTEP MOT MOAKIIOYATHCS K 3TUM MalluHam?

a) Ha xommbrotepe ServerO1 Bkimtouuth IPv6. I

b) Ortkmounts IPVv6 Ha kommbioTepe Server0l. 1

C) Bximounth Ha koMmbroTepe ServerOl mpotokon LLMNR. . I

d) Ha komnbiotepe Server01 Bkiawuntsh NetBIOS.

3. B cetn xomnanuu ectb cepep DEVSRVOI, Ha koTopoM XpaHutcs
koH(puneHunanpHas napopmanus. Komnstorepy DEVSRVO01 naznauen
cratuueckui [P-anpec B M30JMPOBAHHOM TIOJICETH, U HA HEM OTKJIFOUYEH
npoTokos NetBIOS. B uncie apyrux mMep 3aiuThl 3TOrO0 KOMIIbIOTEPA
BBl XOTUTE MpeaocTaBuTh Aoctyn 1o ceti K DEVSRVO01 u Bo3MoxHOCTB
paspeiieusi ero umeHu B [P-aapec TONBKO MSATH OMpPEACICHHBIM



KOMIIbIOTEpaM. DT MATh KOMIbIOTEpOB, U kommbiorep DEVSRVO01
pacrojoXKeHbl B pa3HbIX 3AaHUAX Oospuioro kammyca. Kak 3anperutsb
BCEM KpPOME€ ISTH YKa3aHHBIX KOMIIBIOTEPOB pa3peliaTb MM
DEVSRVO0I1 B IP-agpec?

e) He nacrpanBath DNS-cepBep Ha DEVSRV01, a Ha nsaTu
KOMIIbIOTEpax yka3zatb ums u aapec Research01 ¢gaiine HOSTS.

f) Hactpouts Ha DEVSRVO01 DNS-cepBep, 1 Ha 3TOM cepBepe HaCTPOUTh
3anuch A komnerorepa DEVSRVO01 Tak, yToObI 10CTYyN K HEN UMENH
TOJIBKO IISITh ONPEAEIICHHBIX KOMIIBIOTEPOB.

g) Hacrpouts Ha DEVSRVO0I1 6panamaysp, KOTOpBIA OJIIOKHpPYET
DNS-3anpocsl co Bcex KOMIBIOTEPOB KPOME YKA3aHHBIX TISITH. 1]

h) Hacrpouts Ha DEVSRVO01 mpotokoun [Psec Tak, 4To0bI OH O10KHpOBat
BCE MOAKIIOYEHUS 32 UCKIIFOUEHUEM UCXOASAIMIMX OT ISITH ONPEACIICHHbBIX
KOMITBIOTEPOB.

4. Bel HactpamBaete HOBbIE DNS-cepBep B opranmsammm. TpeOyercs
HACTPOUTH €r0 TaK, 4TOOBI €ro KOPHEBBIMU CEpBEpPaMH OBLTH KOPHEBBIC
CepBephl Opranu3anuu. YTo ciaeayer npeapuHaTh?

a) 3amenuTthb ¢aiia Cache.dns HoBoWi Bepcueii ¢ KOpHEBBLIMH CEpBEPaAMHU
KOMIIAHHM.

b) Usmenuts daitn HOSTS, yka3aB nuMeHa u ajipeca KOPHEBBIX CEPBEPOB
OpraHu3aIug.

c) M3menuts daitn Lmhosts, ykazaB uMeHa 1 ajpeca KOPHEBBIX CEPBEPOB
OpraHM3aLHH.

d) Hactpouts HOBBINF DNS-cepBep Ha epechUIKY 3allPpOCOB HA KOPHEBBIC
CEpBEPBI OPraHU3aLNHU.

5. Kommanuss wnmeer mrab-kBaptupy B Hpblo-Hopke u  ¢umman B
CakpamenTo. B atux oducax ectb qomensl Active Directory ¢ umeHamu,
COOTBETCTBEHHO, ny.lucernepublishing.com u
sac.lucernepublishing.com. HyHo, 4TOOBI TONB30BATEIM B KaXKIOM
oduce MOTIH pa3perniaTh UMEHa U IPOCMATPUBATh BHYTPEHHIOIO CETh B
npyrom oduce. Kpome toro tpedyercs, 4ToObI MOIH30BATEIN B KaXKIOM
CETH MOTJIM BBINIONHATH paspemienrne umeH B Muatepnere. Kak
ckoH(purypupoBath DNS-cepBepsI B kKaxaoM oduce?

a) Hactpouth kopHeBble cepBepbl B oduce B Hbio-opke, a 3aTeM
ckoH(pUTypHUpoBaTh cepBepbl B CakpaMEHTO IS MEePEChUTIKH 3allpOCOB Ha
KOpHeBbIe cepBepbl B Hpro-Mopke.

b) Hacrpoutrs DNS-cepBep B kakaom oduce I MEPECHUIKH 3alpOCOB Ha
BHELIHUI CEPBEP MEPECHUIKH.

c) Ucnosb30BaTh YCJIOBHYKW MNEpPecbUIKY H HACTPOHUTH POJAUTEIbCKHE
DNS-cepepsl B Hblo-Mlopke Ha mepechlIKy 3ampocoB J0OMeHa
sac.lucernepublishing. com na DNS-cepBepsi B Cakpamenro.
Hacrpoutrs poaurtenbckue DNS-cepsepst B CakpameHTO Ha
nepecblIKY 3ampocoB JaoMeHa ny.lucernepublishing.com Ha



DNS-cepsepn B Helo-Hopke.

d) Hactpouts pomutenbckue DNS-cepBepsl B Hbm—ﬁopKe Ha IEPECBUIKY
3anpocoB Ha poautenbckuii DNS-cepBep B Cakpamento. Hactpouts
poautensckrue DNS-cepBepbl B CakpaMeHTO AJisl IEPECHUIKH 3aIIPOCOB HA
poautensckuii 1 DNS-cepsep B Hbm—ﬁopKe.

6. Hamo moBeicuth GezomacHocTh DNS-cepBepOB U CHU3UTH BEPOSTHOCTD
W3MEHEHUs JaHHBIX HAa HUX 3J0oyMblluUieHHuKamu. Kakag w3
IPUBEJICHHBIX HI)KE KOMaH/I TO3BOJIUT PELIUTh 3a7a4uy?

a) dnscmd /Config /SocketPoolSize 2500

b) dnscmd /Config /SocketPoolExcludedPortRanges 0-2000
¢) dnscmd /Config /CachelLockingPercent 90

d) dnscmd /Config /LocalNetPriority 1

7. Bbl paboraere agmunuctparopom B komnanuu OOO «Crpoit/lom». Jlomen
Stroydom.com cocTouT U3 IBYX y3J0B. B riiaBHOM oduce 0 uH KOHTPOJLIEP
nomena SERVEROT cayxutr cepBepoMm rinobansHoro karaigora GC wu
BBITIOJTHSCT BCE TISITh POJICH X03s€B orepanuii. BTopoli KOHTposuiep JOMEHa B
rnaBHoM odpuce, SERVEROZ, - ne cepep GC u He BBINIOIHSIET POJIH XO35CB
onepanuii. B ¢unmmane xourpomiep aomena SERVERO3 taxke CIyXHT
cepBepom GC. Kakoe nu3mMeHeHne Hy)KHO BHECTH B pa3MEILIEHUE POJIEN X035EB

oreparuii?

a) Ilepenectu posb xo3suHa uHpacTpykTyphl Ha SERVERO03.

b) IMepenectu ponb xo3ssmHa RID ma SERVERO02.

¢) Ilepenectu poib xo3suHa cxembl Ha SERVERO02,

d) Ilepenectu posb xo3suHa uMeHoBanus fomeHoB Ha SERVERO03.

e) Ilepenectu poab xo3simHa uHPppacTpykrypst Ha SERVERO02.
8. Bmi pabotaere agmunuctpatopom B komnanun OO0 «Crpoit/lom». Jlec

KOMITAaHUU COCTOUT M3 JIBYX JIOMeHOB — Stroydom.com u

windows.stroydom.com. B Hacrosiee BpeMsi KOMIIBIOTED
SERVERO02.windows.stroydom.com BEITIOJIHSET BCE MATh POJICH X035€B

omepariiuii. Bbl cobupaerecs ynanuth qoMen windows.stroydom.com u

MIEPEeMECTUTh BCE YUCTHBIE 3aucH B oMeH Stroydom.com. Bam

HEOOXOMMO TIEPEHECTH BCE POJIH X035I€B OIepalyii Ha
SERVERO01.stroydom.com. Kakue poju X035€B orepaiuii cieayet
nepeHectu? (YKaxuTe BCE BApUAHTHI.)

a) XO03si1MH HHPPACTPYKTYPHI.

b) PDC-smynsiTop.



¢) Xossuu RID.

d) Xo3sauH cxeMblI
e) Xo3siMH NMEHOBaHMsI IOMEHOB
9. piBB1I pabortaere ammuuuctparopom B kommanuun OOO «Ctpoillom».
Jlomen stroydom.com COAEpKHT TATh KOHTPOJIEpPOB. Bam HyXHO
MePEMECTUTh posu X035€B ornepanui JIOMEHAa Ha
SERVERO02.stroydom.com. Kakue xo3seBa MOKHBI IEPEMEIICHBI?
(Ykaxxute BCce BapUAHTBHI. )
a) Xo3siHH HHPPACTPYKTYPHI.
b) PDC-3myasitop.

c) Xo3suu RID.

d) Xo3suH cXeMBL.
e) Xo03siMH UMCHOBAHHS JOMEHOB.
10.Bam nyxHO pa3BepHyTh 00bekT GPO ¢ umenem Stoydom Lockdown,
KOTOPBIN MPUMEHSIET KOH(PUTYPAIUIO KO BCEM TOJIh30BaTEIISIM B
komnanuu OO0 «Ctpoitnom». OTHAKO 3TH MapaMETPbI HE JOJKHBI
NPUMEHSTHCA K YWieHaM Tpynmbl ATMUHUCTpaTOpsl 1omMeHa (Domain
Admins). Kak BbITIOJIHUTS 3Ty 3a7a4y?

a) Csszatb 00bekT Stoydom Lockdown ¢ momeHOM, a 3aTeM IICIKHYTh IOMCH
MPaBOM KHOIKOM MBIIIU U BBITIOJTHUTh KOMaH1y bJIOKMpOBaTh HACIEJOBAHUE
(Block Inheritance).

b) Cesizate 06bekT Stoydom Lockdown ¢ 1oMeHOM, IIEJIKHYTH NMpPaBoi
KHONKOH MBIIIK TNOApa3Je/ieHue, coAepsKaliee ydeTHble 3allUCH BcCeX
M0JIb30BaTe/Iel rpynnbl AAMUHUCTPATOPbI AoMeHAa (Domain Admins),
U BBINOJHUTL KoMaHAy baokupoBats Hacaenosanume (Block
Inheritance).

c) Ces3ath 00bekT Stoydom Lockdown ¢ qomeHoM, a 3aTeM JJisi TPYNIbI
AJIMUHUCTPATOPbLI J0MEHA 3anpeTuTh MpPUMeHEeHUe TpPyNNnoBoi
noutuku (Deny Apply Group Policy).

d) Ceszare Stoydom Lockdown ¢ gomeHoM, a 3aTeM OTKOH(HUIYpPHpPOBATH
¢GuabTpel 6e3omacHocTr ausi npumenenus GPO k rpymme Ilomb3oBaTern
nomena (Domain Users).

7.2.4 IlpumepHbIii NepevyeHb BONPOCOB JISl MOATOTOBKHU K 3a4eTy

1.  CnocobObl opraHu3aiy CEeTH: OJJHOPAHTOBBIE CETH M CETH Ha OCHOBE
BBbIJIe-JICHHOTO cepBepa. Mojenb pabdoueit rpynmsl. [IpenmyiiiecTBa U HEJOCTaTKU
MoOJIeIu paboyel TPyIIbl.

2. Mopenps nomena. [Ipenmyniectsa 1 HEJOCTATKA MOJEIN TOMEHA.

3. TlomsTtue ciyxObl katamoroB. Karanor u ciyx6a katamoros Active
Directory Domain Services (AD DS). Ocuosublie ¢pynkiu AD DS.

4.  O®wusnueckas ctpykrypa AD. Unrepdeiicet k AD DS.

5.  Cepsepnl TimobanpHbix kaTasioroB Global Catalog. Kontposutepsr



nomeHa ¢ npaBom yternst RODC.

6. Macrepa Onepanuii. [lepeMenienne posieit MacTepoB onepanui.

7. Jlormueckas ctpykrypa AD DS. Paznen, nec, nepeBo, JOMeH, CalThI.
8. OpranuzanuonHas equnuiia OU. Haznauenune OU.

9.  Hucrpymentsl agmuHuctpupoBanus AD.

10. Paspemenue mmen B cetsax Windows Server 2008. LLMNR (Link
Local Multicast Name Resolution).

11. Pazpemenue umen NetBIOS. Tumsr y3noB NetBIOS. JlocTtounctsa u
He-nocTaTku paspemnieHust umeH NetBIOS.

12. Konnemmmst DNS. Jlomennsie mmena. Kommonenter DNS: cepBepsr,
306l DNS.

13.  Konmenmus DNS:pacnoznaBatens DNS, Tumnsr 3ammceit pecypcos.

14.  DOransl BemoaHeHus 3ampocoB DNS. Forwarders, kopHeBbIe cepBepbI.

15. Tlonsarue rpynmnoBod MOMUTHKH. OOBEKTHl MPUMEHEHHS TPYIITOBOM
MOJIU-THKU. AJIMUHUCTPUPOBAHHUE C TIOMOIIBIO TPYIIITOBOM MTOJIUTHKH.

16. TI'pynmoBass mosmtuka. OOHOBJIEHHWE  TPYIIOBOW  TOJUTHKH.
ABTOMAaTH3a-1IHsI AIMUHUCTPATUBHBIX 3371a9 C TIOMOIIIBIO TPYIIIOBOM MOJIUTHKH.

17. TpynmoBas moinuTuKa. Pesynbprupyromas moiauTuka. MHCTpYMEHTHI
JUTSL BBITIOJTHEHUS aHATTN3a PE3YIbTUPYIONIEH MTOTUTHKH.

18. OO6nextor AD. Ilonb3oBatens. CpolicTBa mosb3oBatens. User Logon
Name, User Principal Name, Canonical Name.

19. OO6wextol AD. I'pynma. Tumsl rpynm. O651acTs AeWCTBUS TPYIIIHL.

20.  O6wexter AD. Komnbrotep. CBolicTBa 00BEKTa KOMIBIOTED

7.2.5 IlpuMepHblii IepevyeHb BONPOCOB K IK3aMEHY

He npenycMoTpeHo yueOHbBIM IJIaHOM

7.2.6. MeToguka  BBICTABJEHUSI OIEHKH TIPU  TPOBEAEHHH
MPOMEKYTOYHOI aTTeCTAlMI

DK3amer npo8oOUmCcs N0 mecm-ounemam, Kaxicowvlli U3 KOMopvLX COOePIHCUM
10 eonpocos u 3adauy. Kaodcowvii npasunvhvili omeem HA 80ONpoc 6 mecme
oyenusaemcs 1 6annom, zadaua oyenusaemcs ¢ 10 6annos (5 6annos eeproe
peuienue u 5 6anno6 3a eepHuill omeem). MaxkcumanvrHoe Koauuecmeo HAOPaHHbIX
oannos — 20.

1. Oyenxa «Heyooenemseopumenvrnoy cmagumcs 6 ciyuae, eciu CHyOeHm
Habpan menee 6 6annos.

2. Oyenxa «Yooeremeopumenvhoy cmagumcs 6 ciyyae, eciu CMyOeHm
Haopan om 6 do 10 6annos

3. Oyenxa «Xopouwioy cmasumcs 8 cayuae, eciu cmyoenm Haopan om 11 0o
15 6annos.

4. Oyenka «Omauunoy cmasumcs, ecau cmyoeum Haopanr om 16 oo 20
oannos.

7.2.7 I1acnopT OllEeHOYHBIX MATEPHAJIOB

Ko
Konrtponupyemsie pa3aens A .| HauMeHOBaHUE OLIEHOYHOTO
Ne /i KOHTPOJIUPYEMOU
(TeMBI) TUCIIUTTAHBI cpencTBa
KOMIICTCHIIU
1 Mognenu opranm3anuu cereBoir  |[1K-2, ITK-3 Tect, KOHTpONBHAs paboTa,




UHPPACTPYKTYPHI. 3alMTa JJabopaTopHbIX padoT,
3amuTa pedepara, TpeOoBaHUS
K KypCOBOMY IPOEKTY....

2 Cnyx6a katamoroB npeanpusitas. |[1K-2, ITK-3 Tecr, 3ammuTa 1a60PATOPHBIX
Cayx0a katanoros Active pabot
Directory . ®usuueckas
ctpykrypa AD DS.

3 Jlormueckas crpykrypa AD DS.  [IIK-2, TIK-3 TecrT, 3amuTa J1ab0paTOPHBIX
NHCcTpyMEHTBI pabot
aamuuuctpupoBanus AD DS

4 Pazpemenue nmen B tokanpabIX U(I1K-2, TTK-3 TecT, 3amuTa J1ab0paTOPHBIX
TI00ANTBHBIX CETSIX. pabor

ITpoctpancTtBo umMen DNS

5 ['pymnmoBas monuTHKa [1K-2, T1K-3 Tecr, 3ammTa 1a60paTOPHBIX
pabor

6 AnmunuctpupoBanue o0bekToB  [[1K-2, ITK-3 Tecr, 3amuTa 1a00paTOPHBIX
AD. pabor

7.3. MeToauyeckue MaTepUAJIbl, ONpeesilONe MPOUETYPhI
OLICHMBAHUSA 3HAHUI, YMEHUI1, HABBIKOB U (MJIM) ONBITA AeITeJIbHOCTH

TecTupoBaHHe OCYIIECTBISETCS, JIMOO TMpPU MOMOIIM KOMIBIOTEPHOU
CUCTEMbl TECTUPOBAHMS, JMOO C HCIOJH30BAaHHWEM BBIJIAHHBIX TECT-3aJaHUN Ha
oymaxxuom Hocutene. Bpemss tectupoBanus 30 MuH. 3aTeM OCYIIECTBISETCS
MpPOBEpPKA TECTa 3K3aMEHATOPOM M BBICTABIISIETCS OLIEHKA COTJIACHO METOAUKH
BBICTABJICHUS OLICHKH MPH MPOBEACHUU MTPOMEKYTOUHON aTTECTALINU.

Pemenne craHmapTHBIX 3alad  OCYIIECTBISIETCS, JMOO TMpPU TOMOIIU
KOMITBIOTEPHON CUCTEMBI TECTUPOBAHUSA, JINOO C UCTIOIH30BAHUEM BBIJAHHBIX 33144
Ha OyMakHOM HocuTene. Bpems pemenus 3agady 30 MmuH. 3aTeM OCYIIECTBISETCS
MPOBEpKA PEIICHMS 3a/1a4 SK3aMEHATOPOM M BBICTABIIACTCSA OIICHKA, COTJIACHO
METOJMKH BBICTABJICHUS OLICHKU MPU MPOBEICHUHN TPOMEXKYTOUHOM aTTECTaIllUH.

Pemienne mnpukiIaaHbIX 3a7ad  OCYIIECTBISETCA, JHUOO TMpU TOMOIIH
KOMITBIOTEPHOU CUCTEMbI TECTUPOBAHUS, JIMOO C UCIIOJI30BAaHNEM BbIJIJAHHBIX 337124
Ha OymaxxHoM Hocutene. Bpems pemenus 3amgad 30 MuH. 3aTeM OCYIIECTBISETCS
MPOBEpPKA PEIICHMS 3a/lad SK3aMEHATOPOM M BBICTABIIACTCSA OICHKA, COIJIACHO
METOJIMKH BBICTABJICHUS OLICHKU MPU MPOBEICHUH IPOMEXKYTOUHOM aTTEeCTaIllUH.

8 YYUEBHO METOAUYECKOE U UHO®OPMALIMOHHOE
OBECIHNEYEHUE JUCIHUIIJIUHBI)

8.1 IlepeueHb y4eOHOI JuUTEpPaTypbl, HEOOXOAUMOW /JIsi OCBOEHHS
TUCHUNITTHHBI

1. Yuoiwcuxos, /[. B. Memooonoeus enedpenus Microsoft Active Directory :
yuebnoe nocooue / J[. B. Huowcuxkos. — 3-e uzd. — Mocksea, Capamos
Hnmepnem-Yuusepcumem Unpopmayuonnvix Texnonoeuti (MHTYUT), Au Ilu Ap
Meoua, 2020. — 199 c. — ISBN 978-5-4497-0329-3. — Texcm : snekmpounwiii //



IPR SMART : [caum]. — URL: https://www.iprbookshop.ru/89444.html (oama
oopawenus: 24.08.2021). — Peowcum docmyna. 015 asmopusup. noib3o8ameinell
2. Kepoes, A. A. Aomunucmpuposanue UHOOPMAYUOHHBIX CUCMEM
npakmukym / A. A. ’Kepoes. — Mockesa : U30amenwvckuii [Jomw MUCuC, 2017. — 110
c. — ISBN 978-5-906846-77-8. — Texcm . snekmponnwiti // IPR SMART : [catim].
— URL: https://www.iprbookshop.ru/78546.html (oama obpawenus: 24.08.2021).
— Peoicum oocmyna: 05t asmopusup. noib3oeameinei
3. Muxaiinos, B. B. Aomunucmpuposarue UH@DOPMAYUOHHBIX CUCHEM
yuebonoe nocooue / B. B. Muxaiinoe. — bBeneopoo : Beneopodckuil
2ocyoapcmeennvlil mexnonocudeckuti ynueepcumem um. B.I. [llyxosa, I6C ACB,
2017. — 112 ¢. — Texcm : snexkmponnvui // IPR SMART : [caiim]. — URL:
https://www.iprbookshop.ru/80407.html (0ama obpawenus: 24.08.2021). —
Peoicum oocmyna: ona asmopusup. Ilonvzosamenet
4. Hecmepos, C. A. Ananuz u ynpasieHue puckamu 6 UHGOPMAYUOHHBIX
cucmemax Ha 6aze onepayuonHvix cucmem Microsoft . yuebnoe nocooue / C. A.
Hecmepos. — 3-e uzo. — Mockea, Capamos : Humepnem-Ynusepcumem
HUngopmayuonnvix Texnonoeuu (MHTYHUT), Aii Ilu Ap Meoua, 2020. — 250 c. —
ISBN 978-5-4497-0300-2. — Texcm : anexmpounwiii // IPR SMART : [caiim]. —
URL: https://www.iprbookshop.ru/89416.html (0ama obpawenus: 24.08.2021). —
Peoscum oocmyna: ons asmopuzup. Ilonvzoeamenet
5. Atisenc, K. Aomunucmpuposanue Microsoft Windows Server 2003 :
yueonoe nocooue / K. Augenc. — 3-e uzo. — Mocxea : Unmepuem-Ynusepcumem
Hngpopmayuonnvix Texnonoeuri (MHTYUT), Aii ITu Ap Meoua, 2021. — 486 c. —
ISBN 978-5-4497-0853-3. — Texcm : anexmponnviii // IPR SMART : [cauim]. —
URL: https.:.//www.iprbookshop.ru/101986.html (0ama oopawenus: 24.08.2021). —
Peowcum oocmyna: ons aemopusup. nonrvzosamenetl
8.2 Ilepeyenbr HH(OPMANMOHHBIX TEXHOJIOTHIl, HMCHOJb3yeMbIX NpPH
OCYILIECTBJIECHHMN O00pPa30BaTeJLHOI0 Mpolecca Mo IUCHMIJIMHE, BKJIIOYAs
nepeyeHb  JIMIEH3HMOHHOr0  TPOrPaMMHOr0  olecrnedeHHsl, PecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHOMN ceT «MHTEepHeT», COBPEMEHHBIX
npogeccHOHAIbHBIX 023 JaHHBIX U HHPOPMANMOHHBIX CHIPABOYHBIX CHCTEM:
— onepaunonnas cucrema Windows 10, Windows 2008 Server;
— wuHTepHeT Opay3epsl: Yandex Browser, Google Chrome u apyrue;
— Oracle Virtual Box

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJIUMAS 151
OCYHIECTBJIEHUSA OBPA3OBATEJIBHOT'O ITPOINECCA
1. Texnuueckue cpedcmea:
Komnviomepnwiil knacc ¢ evixooom ¢ Hnmepnem.
Ha xaosicoom pabouem mecme — I10 Oracle Virtual Box.
Ilpoexmop.
IIpoepammnoe obecneuenue:
Humepuem opaysepor: Yandex-Browser, Google Chrome u opyzue
IIpoepamma Microsoft Word — mexcmossiii pedaxmop.
Ilpoepamma  Adobe Acrobat Reader — cpedocmso umenus

CTPNO T



91eKmpOoH-HblX Mamepuanos 8 popmame PDF.
d. Onepayuonnsie cucmemol Windows Server 2008, Windows 10.

10. METOAUYECKUE YKA3ZAHUSA JJIS1 OBYYAIOLIIUXCH 110
OCBOEHMIO JUCHUIIJIMHBI (MOAY JISA)

[lo pucuumianHe «AIMUHUCTPHUPOBaHHE WH(GOPMAIMOHHBIX —CHCTEM»
YUTAIOTCA JIEKLIUH, TPOBOJATCS TAOOPATOPHBIE pabOTHI.

OcHOBOM W3y4YeHHS JUCHUIUIMHBI SIBISIIOTCS JIGKIMH, Ha KOTOPBIX
u3JaraTcs Hanbosee CyIIeCTBeHHbIE U TPYAHbIE BOIMPOCHI, a TAKKE BOMPOCHI, HE
HaIIEIINE OTpaXXeHHs B yueOHOI TuTeparype.

JIabopaTopHbie paOOThI BBINOJIHSIOTCS Ha Ja0OpaTOPHOM OOOPYIOBaHHUU B
COOTBETCTBHH C METOJIMKAMHM, TPUBEICHHBIMH B YKa3aHHUSX K BBHITIOJHEHHUIO padoT.

Bun yueOHbIx

o JleAaTenbHOCTH CTyIEHTa
3aHATUI

Jlexuust Hanucanue KOHCIIEKTa JeKIUA: KpaTko, CXEMaTHYHO,
MOCJIEIOBATENbHO (UKCUPOBATH OCHOBHBIC ITOJIOKEHHSI, BBIBOJIBI,
(bopMynUpOBKH, 0000IEHHs; TOMEYaTh Ba)KHbIE MBICIH, BBIICIATH
KJIIOYEBBIE CJIOBA, TEepMMHBL. lIpoBepka TEpMHHOB, IOHATHH C
MOMOILBIO SHIMKIIONIEHH, clioBapeii, CIPAaBOYHHUKOB C
BBITIMCHIBAHUEM TOJKOBaHMM B TeTpajs. OO003HaYEHHE BOMPOCOB,
TEPMUHOB, MaTepuana, KOTOpbIE BBI3BIBAIOT TPYIHOCTH, IOUCK
OTBETOB B PEKOMEHAYEMOM JMTeparype. Eciau camocTosATEnbHO HE
ylaeTcs pa3o0paThCsi B MaTepuaie, Heo0X0AuMO c(hOpMYIHUpPOBAThH
BOIPOC U 3a/laTh MPENOJaBaTeNI0 Ha JIEKIUU WIM Ha MPaKTHYECKOM
3aHATHH.

JlaGopatopHas pabota |/IaGopaTopHble  pabOThl  NO3BOJSAIOT  HAYYUTHCS  MPUMEHATh
TEOPETUYECKHE 3HAHUS, IOJyUEHHBIE HA JIEKIMM MpPU PEIICHUU
KOHKPETHBIX 3ajgad. YtoObl Hambosiee paluoOHANbHO M TOJHO
MCIIOJIb30BaTh BCE BO3MOXKHOCTHU J1A0OPATOPHBIX AJIsi MOATOTOBKH K
HUM HEOOXO0JIUMO: ciielyeT pa3o0patTh JEKIHIO 0 COOTBETCTBYIOIIEH
TE€ME, O3HAKOMHUTCA C COOTBETCTBYIOIIUM pa3leiaoM YydeOHMKa,
npopaboTaTh AONOJHUTENBHYIO JHUTEPATypy M HUCTOYHMKH, PEIINTh
3aJ1a4uM U BBIMOJHUTH JIPYTHe MMCbMEHHBIE 3a/1aHusl.

CamocTtosrenbHas pabora|CamocTodTenbHas padoTa CTYIEHTOB CIOCOOCTBYET TIIyOOKOMY
yCBOEHHsI  y4eOHOro  Marepuaja ©  Pa3BUTHIO  HABBIKOB
camooOpazoBanus.  CamocrosiTenbHas ~ paboTa  mpeAmosaraeT
CJIETYIOIINE COCTABIISIOIINE:

- paboTa c TekcTaMu: ydeOHUKaMH, CIIPAaBOYHUKAMH, JOMOHUTEIBHON
JUTEPATYPOH, a TAaKKe MPOPadOTKa KOHCIIEKTOB JICKITH;

- BBIIIOJIHEHUE JOMAIIIHUX 33JIaHUN U PaCUeTOB;

- paboTa HaJ TeMaMHU JIsl CAMOCTOSTEIbHOTO N3YUYEHHUS;

- yuactre B paboTe CTyJJeHYECKIX HAYYHBIX KOH(PEPEHIUH, OMTUMITHAT;
- IOJITOTOBKA K TPOMEKYTOYHON aTTECTAIHH.

HOIIFOTOBKa K I'oToBUTBCH K HpOMC)KyTO‘-IHOfI arTeCTaluu CICAyCT CUCTEMATUUCCKH,
HpOM@)KyTO‘IHOfI B TCUCHHUC BCEro cCeMcecTpa. HNuTencuBnas InOATOTOBKa JOJI’KHaA
arTeCTalnun Ha4YaTbCd HC MO3JHCC, YCM 3a MCCAIL-TI0JITOpa O0 HpOMe)ICYTO‘{HOfI

arrectauuu. JlaHHble mepen 3aueToM Tpu AHA 3P (PEKTUBHEE BCETO
MCII0JIH30BATh JIsl IOBTOPEHUS U CUCTEMATHU3allMi MaTepHaa.







