MHUHUCTEPCTBO HAYKH U BBICIIEI'O OBPA30BAHMUA
POCCHICKOH ®EJEPALINU
denepanbHOE rocy1apcTBEHHOE OI0MKETHOE 00pa30BaTENbHOE YUPEXKICHHE
BBICLIErO 0Opa30BaHMUA
«BOpOHEXCKHit rOCY1aPCTBEHHbIN TEXHUYECKUH YHUBEPCHUTET

PABOUYAS ITIPOT'PAMMA JJUCHHUIIIMHbBI

«be30nacHoCTh pacnpeaeIeHHbIX TEICKOMMYHHUKAIMOHHBIX CHCTEM)

Cnennanbaocts 10.05.02 HudopmannonHas 6€300acHOCTD
TEJIEKOMMYHHUKALMOHHBIX CUCTEM

Cnenmamm3anus cnenuanusaims Ne 9 "YnpasneHue 6€300aCHOCTBIO
TEICKOMMYHMKAIIMOHHBIX CHCTEM M CETEi"

KBau(uKanusi BHIMYCKHHKA CICIHATKCT IO 3amuTe HHGOpMaInK

®@opma o0y4eHHs1 04YHAs

I'ox Hayana moaroroBku 2025 %

ABTOp IpOrpaMMsl % E.C. IlerpoBa
3aBeayromuii kadenpoii V /

CucreM HHPOPMALMOHHOM s

Ge30macHOCTH el : AT. OcraneHko

PykoBomuTes OIOIT M C.C. KynukoB

Boponex 2025




1. HEJIU U 3AJJAYU JUCHHUATIJINHBI
1.1. Heau qucOMIUIMHBI SBIsIETCS (OPMHUPOBAHUE TICIIOCTHOTO IMPEACTAB-
JeHuss 00 opraHuzanuu  WHOOPMAITMOHHOW OE€30MaCHOCTH  pacTpeeIEHHBIX
TEJICKOMMYHUKAIIMOHHBIX ~ CUCTEM, IMIOJIy4YeHHE TEOPETUYSCKUX 3HAHUU O
MIPUHIIATIAX TIOCTPOCHUS B apXUTEKTYPE MOJTOOHBIX CUCTEM.

1.2. 3agauy ocBOECHHUS AUCIHUIIINHBI
- chOpMHPOBATH Y CTYJICHTOB MPEJCTABICHUE O TEOPETUUECKUX OCHOBAX

GyHKIIMOHUPOBAHUST OTKa30ycTOMUMBBIX pactpeneneHHbix TKC, cBs3aHHBIX ¢
3aIUTON pecypcoB (B YaCTHOCTH, WH(MOPMAINH), 3aKITIOYAIONINXCS B CO3JaHUU
MEXaHHU3Ma, UCKII0YAIOIIEer0 HECAHKIIMOHUPOBAHHBIN TOCTYI K pecypcam; 3alUThI
CHCTEM CBSI3H, COCTOSIIEH B pa3pab0TKe Mep MPOTUBOJACUCTBHS YIPO3aM aKTHBHOTO
¥ TIACCUBHOTO TiepexBara MH(popMaIuu, epeiaBaeMoil 10 CETSIM CBSI3H;, ayTCHTH-
(bHUKaIK MOJb30BaTENICH.

- IPEAOCTABUTh CTYJAECHTaM BO3MOXHOCTH OCBOEHHUS MPAKTUUYECKUX BOIPO-
COB pEAIM3AIIMU PACTIPEICIICHHBIX aITOPUTMOB.

2. MECTO JUCIHHUIIJIMHBI B CTPYKTYPE OIIOII
JucnummmHa «be30macHOCTh paclpeeeHHbIX TEIEeKOMMYHHUKAITMOHHBIX
CHUCTEM» OTHOCHTCS K JUCIUIUIMHAM 4YacTH, (HOpMHUpYyeMOH Y4YaCTHHKAMHU
00pa3oBaTeNbHBIX OTHOIICHHUH O710Ka B1.

3. IEPEYEHD IINTAHUPYEMBIX PE3YJIbTATOB OBYUEHUA 110
JUCHHUIIJINHE

[Ipouecc um3ydyeHUss JUCUHUILIMHBL «bEe30IacHOCTh  pacnpeneseHHBIX
TEJIEKOMMYHUKALMOHHBIX CHUCTEM)» HaIpaBJIeH Ha (POPMUPOBAHUE CIIEAYIOLIUX
KOMIIETECHLINM:

[1K-9.4 - Cnoco0eH y4acTBOBaTh B pa3pabOTKE CPENICTB U CHUCTEM 3alUThI
CCCD or H/, cpeactB misi MOUCKA NMPU3HAKOB KOMIIBIOTEPHBIX aTAK B CETSX
anekTpocBszu 3TKC

Pe3yabTarhl 00yueHusi, XapaKkTepu3yomnme

Komnerenuus
c¢opMHPOBAHHOCTH KOMIIETCHIIUH

[1K-9.4 3HATh TEXHOJIOTUH, METOABI, A3bIKA U CPEICTBA
MPOTPaMMUPOBAHUS, IPUMEHSIEMBbIE IS CO3JaHuUs
nporpaMMHOro obecrneuenus B cocrae CCCD, a
Takxke cpeactB u cucrem 3amutel CCCO ot H/I,
CPEACTB JiJIs TOMCKA TPU3HAKOB KOMITHIOTEPHBIX aTaK B
cetsx 35ekTpocBsizu, 3TKC; 3HaTh OCHOBHBIE METO/IBI
ynpaBieHuss ”HGOPMAIMOHHON O€301MaCHOCThIO CeTEH
anekTpocBazu, 3TKC

YMETb IPOBOAUTH COOP U aHAJIN3 UCXOIHBIX JaHHBIX
I IPOEKTUPOBAHUS CPEACTB U CUCTEM 3aAIIUTHI
CCCD ot H/I, cpencTs Uit noKMcKa NpU3HAKOB
KOMITBIOTEPHBIX aTaK B CETAX JIEKTpocBA3H, 3TKC;
YMETb IPOBOANTH CPABHUTEIIbHBIN aHAJIU3 CETEU U




CHCTEM Iepeiaud HHPOPMALIH 110 ITOKa3aTeNsIM
3aIUThl HTHPOPMALIUN

BJIa/IETh HABbIKaMU Pa3pa0dOTKH MPEATIOKEHUHN U
MPAKTUYECKON peaU3alUEN 3JIEMEHTOB, CPEJICTB U
cucteM 3aumtel CCCO ot H/I, cpenct 11 morcka
MPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETIX
anektpocssizu, 3TKC, Bkitoyas pa3paboTKy u
MOAU(DUKAIMIO TPOTPAMMHOTO 00ECTICUCHHS

4. O BEM JUCIIUIIVINHBI
OOmas TpyI0eMKOCTh AUCHUIUIMHBI «be30macHoCTh  pacnpeneneHHbIX
TEJIEKOMMYHUKALMOHHBIX CUCTEM) COCTABIISET 6 3.€.
Pacnipenenenue Tpy10€MKOCTH TUCLUILIMHEI [10 BUAAM 3aHATHIA
o4Hasi popma 00yueHust

. Bcero Cemectpnl

Bunpl yueOGHOM paboThI HACOR 7 2
AyauTopHbIe 3aHATHSA (BCEro) 108 54 72
B ToM uucae:
Jlexkimn 72 36 36
JlabopaTtopusie padoTsl (JIP) 36 18 18
CamocrosiTenbHasi padora 117 18 99
KypcosBoii npoexkt + +
Yacbl Ha KOHTPOJIb 27 27
Buapbl mpoMexKyTOYHOM aTTECTAlNH - . 4 4
9K3aMEH, 3a4eT
OO01mast TPyI0EMKOCTb:
aKaJIEMUYECKUE YacChl 252 54 198
3ay4.e]l. 7 2 5

5. COAEPKAHME JUCHUILIMHBI (MOIYJI5T)

5.1 Conep:xkanue pasaesoB AUCHUIVIMHBI W pacnpeaejeHue
TPYAOEMKOCTH 10 BHAAM 3aHATHI
ouHasi popma o0yueHust




HaumenoBanue TeMbl

CopnepxaHue paszena

Jlexiy

JIa6. 3an.

CPC

Bcero, uac

BBenienue B pacrpe-
JeIEHHBIC CHUCTEMBI

BBoanasi yacts. [loHsTHE pacnpeieleHHON
cructeMbl. OCOOCHHOCTH pacHlpeeIcHHBIX
cuctem. IIpumepsl u npumeHenus. [lapain-
NeNbHBIE W PACHpECICHHBIC  CHCTEMBI.
ApPXUTEKTypHBIE = OCOOEHHOCTH: CEpPBHUCHI,
POJN 1 apXUTEKTYPHBIE CTHIIH;, KJIH
CHT-CEpBEp; OMHOPAHTOBHIC CETH; CEpPBHC-
HO-OPUCHTHPOBAaHHAs apXHUTeKTypa. [lu3aiin
MacCIITaONPyEMbIX PaCIpEeIEHHBIX CHCTEM:
MacCIITa0UPyeMOCTh; OCOOCHHOCTH TPOCK-
TUPOBAHUS PACIIPEICIICHHBIX CHCTEM.
Mopeu.

BBeeHre B MOJICTUPOBAHUE U TIOHATUE MO-
nemn. Mozens pacipenesieHHOrO HCIOTHe-
HUS: O0Illee ONrCaHhe, MOAETh KOMMYHH-
KaIIMOHHOTO KaHajia; COOBITUHHOE OMHCAHUE,
VIIOpSI0YMBAaHUE  COOBITHI. OTHOIICHHE
MPUYUHHOTO MIpeecTBoBanms. Jlormaeckoe
Bpems. OTMeTkn BpemeHu JlammopTa: pea-
TU3anys  JIOTUYECKUX — YacoB; CKAJIIPHOE
BpeMsl; BEKTOPHOE BPEMS; ajIrOpPUTMBI pea-
TTU3aIl BEKTOPHBIX 9acoB. CHHXPOHHOE U
ACHHXPOHHOE HCIIOJIHEHHUE: BBEICHUE; HIMY-
TSI CHHXPOHHBIX CUCTEM aCHHXPOHHBIMA
1 Ha000poT. Mosienn 0TKa30B: OTKAa3bI IPO-
[[ECCOB; OTKa3bl KOMMYHHUKAIIMOHHBIX KaHa-
JIOB, WepapXxusi MOJENCH HEUCHPaBHOCTH.
CBoiicTBa pacrpeneNeHHbIX  aITOPUTMOB.
['moGakHOE COCTOSHHE:  pachpeeicHHAsS
cOopka Mycopa; pacnpeneieHHoe OOHapy-
bKEHHE TYMHKOB; paclpeieleHHoe OOHapy-
PKeHUE 3aBepIieHus; (UKcarus riao0aTsHOTo
COCTOSIHUSL.

KoMMyHuKkauMoHHasi mojacucreMa. Bae-
ICHUEe M COCTaB KOMMYHHMKAITMOHHOW IO/

crcteMbl. CocTaB KOMMYHHUKAITMOHHON
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nosicucteMbl. CeTH U CeTeBble TEXHOIOTHU:
TUIIBI CETEH; KIFOUEBBIC TIPOOJIEMBI UCTIONb-
30BaHUs CETEU B paclpee/ICHHBIX CUCTEMAX;
MIPUHLIMIBI IOCTPOEHUS ceTeid. MapuipyTu-
3alisl ¥ AITOPUTMBI Ha Tpadax: rpadsr; ai-
TOPUTMBI MapIIPyTU3AU. MEKIpOoIeCCHBIN
00MEH: 0COOEHHOCTH 0OMEHA COOOIICHUSIMM;
apecartys, MIPOKOBEIATeTbHBIC U
MHOT'0aJIPECHBIE PACCHUIKH, [P-multicast.
'Y naneHHbIe BEI30BbI: MPOTOKOI «3a-
poc-oTBeT» (request-reply); yaaneHHbIN
BBI30B MPOLIEAYPHI; TPUMEP YAAJICHHOTO
BbI30Ba — BeO cepBuchl. Kocsennsie (indi-
rect) KOMMYHHKAITAW: O9€PEaH COOOIIECHU.
[ pynmoBeie KOMMYHHKAITHH: KOOPAWHAIHS 1
corjacue B TPYIIOBBIX KOMMYHHKAIIHSX,
0a30BBIE MHOTOAJIPECHBIC PACCHUIKH, Ha-
e)KHAss MHOT0aIpecHas pacChlIKa, yIops-
TOYEHHBIE MHOT0/IPECHBIE PACCHLIIKH, OT-
KPBITHIE TPYIITBI ¥ BUPTYaJIbHAsE CHHXPOH-
HOCTh

CHHXpOHM3aNHA

Bgenenune. AIropuTMbl CHHXPOHHM3ALIUK Ya-
coB: anroput™m Kpucrtuana; anroput™ bepk-
11; yCPETHSIONUUE AITOPUTMBI. AJITOPUTMBI
BbIOOpa. Pactipenenennoe B3anMoncKiroue-
Hue. KoHceHcyc: BBeieHne; MO/IETh CHCTEMBI
1 OCHOBHBIE OIPEIEJIEHNUS; COTJIaCUE B CHC-
TEMax C OTKa3aMU; OTCYTCTBUE JCTCPMUHHU-
POBAHHOTO PEIICHUS B ACHHXPOHHBIX CHC-
TeMax; CriocoOnr 00xoma pesynprara FLP
impossibility; anropurm PAXOS. Pacnpe-
TIeIeHHBIE TPAH3AKIINH: BBEJIEHHE; CBONCTBA
ACID; Tums! TpaH3aKIHii; KOMIIOHSHTHI ap-
XUTEKTYPbI, HEOOXOTUMBIE JIJIS TIOICPIKKH
pacnpe/elIeHHBIX TPaH3aKIUi; yIpaBleHUe
apauICJIbHbBIM BBIIIOJTHCHUEM TpaH3aKIII/II>'I;
METOJI BPEMEHHBIX METOK; KOHTPOJIb Mapa-
NIEIBLHOTO UCTIOTHEHUS TPAH3aKIUN B HEKO-
TOPBIX ITOITYJISPHBIX PACIPENEIICHHBIX CHC-
TeMax; MPOTOKOJIBI PACIIPEICIIEHHOTO 3a-
BEPIICHUS; BOCCTAHOBJICHUE TIOCIIE OTKA30B;
CO3JaHNEC KOHTPOJIbHBIX TOYCK U OTKAT IIyTEM
BOCCTaHOBJICHUS

Penyimkanus 1 KOHCUCTEHTHOCTH
Bgenenue. Mojienb U apXuTEKTypa ynpas-
TICHYSI PETUTMITUPOBAaHHBIMU NaHHBIMU. [lac-
CHBHAs M aKTHBHaA peruukanin. OTKazo-
YCTOMYMBOCTB CEpPBHCA PETUIMKALIMKU. Moaenu
KOHCHUCTEHTHOCTH: MOJIEIH HETIPOTUBO-
PEYUBOCTH, OPUCHTUPOBAHHBIC HA JaHHBIE;
MOJIETH HEMTPOTHBOPEUYNBOCTH, OPUEHTHUPO-
BaHHBIC Ha KiHeHTa. [loTeHIuanpHas co-
1aCOBAHHOCTB; MTPOTOKOJEI KBOpyMa. Pas3-
MeIIeHne U OOHOBJICHHUE PETLIIK

CucTeMbl XpaHeHHUs TaHHBIX

Beenenue. Kpatkuii 0030p COBpEMEHHBIX




MOJIXOJI0B K IOCTPOEHHUIO CUCTEM paclpese-
TIEHHOTO XpaHeHHS JaHHBIX: TPOrpaMM-
HO-OTIpE/IeTIiEMbIe XPaHIITUINA; MEXaHU3M
XpaHCHUS JaHHBIX Ha YPOBHE 00BEKTOB; ap-
XUTEKTYPHBIE 0COOEHHOCTH; MEXaHU3M pe-
CyJTHPYEeMOUN H30BITOYHOCTH, MEXaHU3M
reoperuinkanuy; [Ipoonemsr Teopemsr CAP.
PacripeniencHHbIe KilacTepHbIC (haiIOBbIC
cucteMbl. [ [mprHTOBBIE CHCTEMBI: OTHOPaH-
rOBBIC (ITUPUHTOBBIC) CETH; MacIITabupye-
MocTb P2P-cereit; BitTorrent; DHT — pac-
npesieNICHHbIC XeI-Ta0UIIbI; 0€30MacCHOCTh
P2P-ceteii; HeKoTOpBIE MepHI 3anTUTEI P2P
ceTei

[IpoexTupoBaHue
PUC

TexHonorun n maIaTGopmMel pacmpene-
JIEHHOIH 00pa0oTKU 0OJIBIIUX JAHHBIX
Apache Hadoop: HDFS, MapReduce. Apache
Spark: apxutexTypa pacnpenenéHHOro npu-
noxenus1, ocHoBHBIe KoHLenuu (RDD, oc-
HOBHBIC JTaITbl 00pabOTKN JAHHBIX, 3arpy3Ka
TaHHBIX W3 BHEITHETO XPaHWINIIA, YIIPaB-
nenne mamaTho); Data Frame API u Spark
SQL; co3nanue, HacTpolika 1 3ammyck Spark
MPOEKTa

3HAKOMCTBO ¢ KOHTeiiHEPHBIMH TEXHO-
sorusiMu U miargopmamu Docker u
Kubernetes

(O0,1auHbIe BHIYMCIEHUS: MOJIEITH pa3-
BEPTHIBAHUS: YACTHOE M IMyOIMYHOE, 00-
IECTBEHHOE U THOpHIHOE 00saka. Moenu
00CITY)KUBaHUSI: porpaMMHOE
obecrieyeHre Kak yciyra; miatdopma Kak
yciyra; HHPpacTpyKTypa Kak yclyra.
ApXUTEKTypPHbIe I1a0JI0HbI (IATTEPHBbI)
npoextupoBanus PC.

OnHOY3/IOBBIE TATTEPHBI POSKTHPOBAHUS
ITattepn Sidecar

[Tpumep peanuzanun narrepHa Sidecar. [lo-
Oasnenne Bo3moxkHoctd HTTPS-coennnenus
K YHACIIEZIOBAaHHOMY CEPBHUCY
JlnHamuueckasi KOHQUTYpays ¢ TOMOLIBIO
narrepHa Sidecar

Mo 1yibHbIE KOHTEHHEPHI MPUITOKEHUN
[laTTepn Ambassador

cnonb3oBanue natrepa Ambassador st
[TapANpPOBAHUS CEPBHICA

lcronb3oBanue narrepHa Ambassador ajist
peanu3alyy cepBUCca-MOCPEAHNKA
lcronb3oBanue narrepHa Ambassador ajist
MIPOBEICHUS IKCIIEPUMEHTOB U pa3AeTICHUs
3aIpOCOB

[laTTepHbI MPOEKTUPOBAHUS 0OCITYKHBAIO-
X CHCTEM

Beenenne B MUKpocepBUCH. Perunumpo-

BaHHBIE CEPBHCHI C pacIpe/icliCHHEM Ha-

24

12

39

75




rpy3ku. CepBUCH 0€3 BHYTPEHHETO COCTOSI-
HUs. J[aTYUKK TOTOBHOCTH JIJIsl OaJlaHCH-
poBIIKKa HAarpy3ku. CepBUCHI C 3aKperie-
HreM ceccuid. CepBUCH ¢ peIUTHKaIel Ha
ypoBHe niprtoxkenust. [llapaupoBannbie
cepsucsl. lllapauposanue kamma. [lapau-
pytouue pynkauu. [lapauposanue peru-
[UPOBAHHBIX CePBUCOB. CUCTEMBI C «TOPSi-
YIM» [IAPAUPOBAHHUEM.

OyHKIMN U COOBITHIHHO-OPHEHTHPOBAHHAS
o0OpaboTka. [Tartepubr FaaS.
CoOBITHIHHO-OPHUEHTUPOBAHHAS ITAKETHAS
obpaboTtka. [laTTepHBI COOBITHI-
HO-OpHEHTHPOBaHHOK 00paboTku: [larTepH
Copier. [lattepn Filter. [Tattepn Splitter.
[latTepu Sharder. [Tartepn Merger

besomacuocts PUIC

be3onacHocth cucteM BigData. OcoGen-
HOCTH peann3anui HHHOPMAIMOHHON 0e30-
nacHoctu (nanee MIb) B o3epe maHHBIX
Hadoop. Crneruduueckue yrpossr Ub cy-
[eCTBYIOIIHE B 03epe AaHHbIX. Opranmsa-
1uoHHbIe Mepbl o b 171 03epa TaHHBIX.
00630p nozacucTeEM 6E30MACHOCTH 03epa
NTAHHBIX: aBTOMATH3aIMs;, ayTeHTH()UKAIUS 1
3aIuTa MepUMeTpa; aBTOPU3aIUs; Ay IUT.
3amuTa TaHHBIX: MUGPOBAHUE JTAHHBIX; aH-
TUBUPYCHAS 3aIl[UTa JaHHBIX; snapshots; pe-
[UTHKAIVS TAHHBIX; pE3EPBHOE KOTTMPOBAHNE
1 BOCCTAHOBIICHUE JTaHHBIX. be3onacHbie
rpoTokojisl Kerberos u mudposanue SSL.
HacTpoiiku HHTerpupOBaHHOM 0€3011aCHOCTH
KOMITOHEHT 3kocucTembl Hadoop st yau-
(bUIUPOBAHHOTO BXOJIa C UCTIOIH30BAHHEM
Single-Sign-On. Mcnonb30Badue MIT03a
6e3onacHoctu Apache Knox Gateway. Ilo-
ITUTUKYU pa3rpaHudeHus A0cTyna Apache
Ranger. 3ammura nanasix HDFS: mmdposa-
HYe JaHHBIX TpH repemade; SSL mudpona-
Hue s noakirodeHus Kk WebUI koMItoHEHT
bkocucteMbl Hadoop; ynpasienue noctynoMm
k HDFS; anTuBHpyCHAs 3aIIMTa B 03€pe
TTAaHHBIX

Be3onacHOCTh KOHTEHHHEPHBIMH TEXHO-
smoruii u miatdopm (Docker u Kubernetes)
Samuta cepeepa API Kubernetes: ayrenTtu-
¢ukanus, RBAC -3ammra knacrepa. 3ammura
Y3JI0B U KJlacTepa U CETH: UCIOJIb30BaHUE B
MOJTyJIe TPOCTPAHCTB UMEH X0CTa, KOH(PH-
rypUpPOBaHHE KOHTEKCTa O€30MaCHOCTH KOH-
TeliHepa, u3oMsAIus cetu Moy, Obecrme-
qeHHe 0€30IMaCHOCTH KOHTCHHEPOB Ha 6a3e
Docker: MpUHIITT MUHIMAIBHBIX TIPHBHJIC-
ruii; ooecreuenue oesonacHoctu identidock;
MO/ITBEPKICHHUE TIPOUCXOXKICHUS 00pa3oB;
MEXaHHU3M MTOATBEP)KICHIS KOHTEHTA B

Docker; o0ecrieuenne 0€30MacHOM 3arpy3Ku
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[10 B ¢aiinax Dockerfile; pekoMeHmaiuu mo
oOecrnedeHuto 6e30MacHOCTH.
be3onacHOCTh 00/1a4HBIX BBIYUCJIEHUIA.
["panutp! 6e3omacHocT. Moneis cTeka
Cloud Security Alliance (CSA). KouTponb
noctyma. Ayautopckas mpoBepka. AyTeH-
TuuKanys. ABTopusanus. M301upoBaHHbIH
moctyn k qanHeIM: Brokered Cloud Storage
Access. Pabota 6pokepckoii o0mauHON cHc-
TeMbl JlocTyna K Xxpanwuy. [lludposanue
Hroro, 72 36 117 225

5.2 IlepeuyeHb J1adoOpaTOPHBIX padoT
1. AIMAHHACTPATUBHBIE BO3MOKHOCTH YIIPaBJIEHUS CHCTEMOW O€30I1aCHOCTH
DCOM.

2. ObGecnieyenne 0€30MaCHOCTH TMPH  HCIOJIB30BAaHUM  KOMIIOHEHTOB
ActiveX.

3. IIpoextupoBanue pacrpeeneHHon 0a3bl JaHHBIX

4. Manumynsunus JaHHBIMH B CHCTEMAax pacrpeesIeHHbIX 0a3 JaHHBIX.

5. WccnenoBaHue cUCTEMBl aHAJIM3a PUCKOB M IPOBEPKU MOJIUTUKU UHPOP-
MAIMOHHOH 0€30MaCHOCTH TIPEITPHSITHS.

6. UccnenoBanue U aAMUHUCTPUPOBAHUE CPEACTB oOecrieueHus: nHdopma-
1noHHoM 6e3omacuoctu Web-cepsepa Microsoft IIS Server.

7. WccnenoBanue U aMUHUCTPUPOBAHUE CPEICTB oOecneueHus nHpopma-
nuoHHoM Oe3zomacHoctu Microsoft ISA Security Server. YcranoBka u KoHUry-
pupoBanue Opanamayspa ISA. IToctpoerne VPN-ceTu Ha 6aze ISA.

8. HccnenoBanue u pa3BepThiBaHUE CETeBOM MHMpacTpykTypsl Microsoft
Windows Exchange Server.

6. IPUMEPHASI TEMATUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT

B coorBeTrcTBMM ¢  y4eOHBIM IIJJAaHOM  OCBOCHHUE  JUCITUTIIMHBI
MpeayCMaTpUBaeT BBIMOJHEHUE KYpPCOBOTO MPOEKTa B 7 CEMECTpe MJIsI OYHOM
dbopmbI 0O0yUEeHUS.

[TpumepHas TeMaTHka KypcoBOTo npoekTa: «lccnenoBanne 3ammiméHHOCTH
pacnpenenéHHON HHPOPMALIMOHHON CUCTEMBI IPEATPUITHS

3amauu, pentaemMbie P BHITTOJTHEHUH KYPCOBOTO MPOEKTA!

» AHanu3 nHQOPMAITMOHHBIX PECYPCOB MPEATIPUATHS

» dopmupoBaHHUE MOIUTHKH O€30MMACHOCTH MPEANPHUATHS C YIETOM TOPH-
30HTAJBLHOTO MAacITaOMpPOBaHUS WH(GOPMAIMOHHO-TEICKOMMYHHUKAITMOHHOW WH-
bpacTpyKTyphI

* pa3paboTKa MpeI0KEHUH 10 MOBBIIICHUIO Y()PEKTUBHOCTH 00SCIICUSHHUS
[[EJIOCTHOCTH, KOH(PUACHIIMAIBHO M JOCTYITHOCTH HH(POPMAIMOHHOTO OOMEHa C
Y4E€TOM pacrlpe/ieIEHHOro Xapakrepa MHPOKOMMYHUKAIIMOHHBIX PECYpPCOB MpE/I-
TPUSTHSL.



KypcoBoii

POEKT

BKJIIO4aT B

pPaCUCTHO-ITOACHUTCIIbHYIO 3aIIUCKY.

ceost

rpadudeckyro

qaCTb 141

7. OHEHOYHBIE MATEPHUAJIBI JJIS1 IIPOBEJIEHUSA
IMMPOMEKXYTOUHON ATTECTAIIUU OBYYAIOIIUXCS ITO
JUCHUIIJIIMHE

7.1. Onucanmne nmokasarejied U KpUTEepUeB OLEHUBAHUS KOMIIETEHIMH
HA Pa3JIMYHBbIX 3TANax UX GopMUPOBaAHUSA, ONTUCAHUE KA OLlEHUBAHUS

7.1.1 DTan TeKkymero KOHTpOJist

Pe3ynbTaThl TEKyIIero KOHTPOJS 3HAHUH M MEXCECCHOHHOM aTTecTalluu
OIIEHUBAIOTCSI TIO CIISAYIONIEH CUCTEME:

«aTTECTOBaHY,

«HE aTTECTOBaH.

Komme-
TEeHLMs

Pe3yabTaThl 00y4eHus,

I1IK-9.4

:;E;;;;’::g;fgi Ollfg:;:g::ﬂ ATTecTOBaH He arrecroBan
KOMIICTCHIIMH
3HATh TCXHOJIOTUH, |3HAHWC TEXHOJIOTHUH, Bemmonaenue pa6otr B | HeBbimonHenue
METOJPBI, I36IKH U |METO/IBI, SI3BIKU U CpOK, paboT B CPOK,
CpeacTBa CpeacTBa TPETyCMOTPEHHBIN B | TIPETyCMOTPEHHBI
MPOrPaMMHUPOBAHUS | IPOTPAMMHUPOBAHHS, pabouux mporpaMmax i B paboumx
, IPUMECHSIEMBIC TS | TPUMEHSCMBIE IS nporpammax
CO3JIaHUS CO3JIaHUSI IPOTPAMMHOTO
MPOTrPaMMHOTO 00eCIeYeHHs B COCTABE
obecrieueHus B CCCD, a Takxke CpeAcTB
cocrae CCCD,a |u cucrem 3amutel CCCD
TaxXe CPeACTB U ot HJ/I, cpeacts s
CHUCTEM 3aIlIHUTHI MOWCKA MPHU3HAKOB
CCCO ot H/I, KOMITBIOTEPHBIX aTaK B
CPEJICTB JIJIsl IOMCKA | CETSAX SJCKTPOCBSI3H,
IIPU3HAKOB 3TKC; 3HaTh OCHOBHBIE
KOMITBIOTEPHBIX METOBI YIIPAaBICHUS
aTaK B CETAX nH(pOpMaTHOHHOM
3IIEKTPOCBS3Y, 0€301acHOCTBIO ceTe
3TKC; 3HaTh anekrpocsszu, 3TKC
OCHOBHBIC METO/TBI
YIIpaBICHUS
MHPOPMAITMOHHOH
6€301acHOCTHI0
ceTel
3IIEKTPOCBS3Y,
3TKC
YMETh IPOBOJWTE  |yMEHHE MPOBOANTE cOoop | Brimonnenue paborB | HeppimomHenne
cOop u aHaU3 Y aHAJIU3 UCXOJIHBIX CpOK, paboT B CPOK,
WCXOJIHBIX IAaHHBIX |TaHHBIX JUIS TPETyCMOTPEHHBIN B | TIPETyCMOTPEHHBI
JUTSt MIPOSKTUPOBAHUS pabovmx mporpammax i B pabounx
MPOEKTUPOBAHHUS  |CPENCTB U CUCTEM porpamMmax
cpencts u cucreM  |3amutel CCCD ot HJ,
samutel CCCD oT  [cpeAcTB i MOUCKa
HJ, cpencts s (npu3HaKoOB

MOKCKAa MPU3HAKOB
KOMITBIOTEPHBIX
aTaK B CETAX
3JIEKTPOCBSI3H,
3TKC; ymets
MIPOBOJIUTH
CPaBHHUTEITBHBII
aHaau3 ceTell u

KOMITBIOTCPHBIX aTaK B
CETSIX DIIEKTPOCBS3N,
3TKC; ymeTs IpOBOIUTH
CpaBHUTEIIbHBIN aHAIN3
ceteil u cucteM
nepeaayn nHGopMaUK
O TIOKA3aTEIISIM 3aIUThI
uH(pOpMaLU




CHCTEM Iepesiadnt
uHpopmanuu no

TOKa3aTeIsIM
3aIIUTHI

rHpOpMAaIH

BJIAJICTh HABBIKAMU |BJIAJICHUC HABBIKAMU Bemmonaenue pa6otr B | HeBbimonHenue
pa3paboTKu pa3paboTKu CPOK, paboT B CPOK,
MPEJIOKEHUHN U MPEJIOKEHUHN U MIPEIyCMOTPEHHBINA B | MPeayCMOTPEHHBI
MIPAaKTUIECKOM MIPaKTUIECKOM pabovmx mporpammax i B paboumx
peanuzanuen peanuzanuen MporpaMmax

3JIEMEHTOB, CPEIICTB
Y CUCTEM 3allUThI
CCCD oT HI,
CPEICTB /ISl [TOMCKA
MPU3HAKOB
KOMITBIOTEPHBIX
aTak B CETAX
JJIEKTPOCBSI3H,
3TKC, Bxmrouas
pa3paboTKy u
MOIM(DAKAIHIO
POrPaMMHOTO
obecrieueHust

3JIEMEHTOB, CPEICTB U
cucteM 3ammTel CCCD
ot HJI, cpeacts s
MOKCKA MMPU3HAKOB
KOMITBIOTEPHBIX 4TaK B
CETSIX DIICKTPOCBS3H,
3TKC, Bxmrouas
pa3paboTKy u

MO UKAIIIO
POrPaMMHOTO
obecrieueHust

7.1.2 JTan npoMe;KyTO4HOr0 KOHTPOJISI 3HAHUM
Pe3ynpraThl MpoOMEXyTOYHOrO KOHTPOJS 3HAHUM OLIEHWBAKOTCA B 7, 8
ceMecTpe 111 OuHOM (hOpMBI O0YUECHHS 0 JBYX/4EThIPeX0aiIbHON CUCTEME:

«3a4YTCHO»

«HE 3a4YTCHO»

Pe3yabTaThl 00y4eHus,

Komme- XapaKTepu3yloumue Kputepuu
PAKTEPUIYIONL purep 3aureno He 3aureno
TeHIHs cdopmupoBaHHOCTL OIlCHUBAHUSA
KOMIIETCHIIMHN
T11IK-9.4 3HaTh TexHojoruu, |Tect BrmonHeHne TecTa Ha Brmonaenue

METOBI, SI36IKH 1
cpeicTBa
MPOrPaMMHUPOBAHUS
, IPUMCHSIEMBIC IS
CO3IaHus
POrPaMMHOTO
obecrieucHus B
cocraBe CCCD, a
TAKXKe CPEACTB U
CHCTEM 3aIUThI
CCCD oT HI,
CPEJICTB JJIsI TIONCKA
NPH3HAKOB
KOMIIBIOTEPHBIX
aTaK B CETAX
JJIEKTPOCBSI3H,
3TKC; 3uaTh
OCHOBHBIE METO/IBI
YIIPaBJICHUS
MH(OPMaLMOHHON
0€e30MacHOCThIO
cereit
JJIEKTPOCBSI3H,
3TKC

70-100%

menee 70%

YMETh MPOBOIUTH
cOop u aHaTU3
HCXOJIHBIX JIAHHBIX
TSt

Pemenne cranmapTHBIX
MPaKTUYECKHUX 3a7a4

IIponemoHncTprpoBa H
BEPHBIN XO/1 peLICHUS B
OOJBIIMHCTBE 33/1a4

3agaun He
PEIICHBI




HPOEKTUPOBAHHUS
CPE/ICTB U CHCTEM
samutel CCCD ot
H/I, cpencts mis
TIOVCKA TIPU3HAKOB
KOMITBIOTEPHBIX
aTaK B CETAX
JJIEKTPOCBSI3H,
3TKC; ymeTh
TPOBOJNTH
CpaBHUTEIIbHBIIN
aHaJIN3 CeTe! U
CHCTEM Iepeadn
uHpopmanuu no
TOKa3aTeIsIM
3aIIHUTHI
nH(pOpMaLUU

BJIajIeTh HABBIKAMU
pa3paboTKu
MPEJIOKEHUHN U
HpaKTHYECKOH
peanuzanuen
3JIEMEHTOB, CPEJICTB
Y CHCTEM 3aIlUThI
CCCD ot HJ,
CPE/ICTB /ISl TIONCKA
MPU3HAKOB
KOMIBIOTEPHBIX
aTaK B CETIX
JJIEKTPOCBS3Y,
3TKC, Bxmrouas
pa3paboTKy 1
MOIH(DUKAIHIO
MPOTrPaMMHOTO
obecricueHus

Pemenue npukiiaHbIX
3a71a4 B KOHKPETHOM
MpeIMETHOM 00J1acTh

IIponemoncTpupoBa H
BEPHBIN XO/1 PEIICHUS B
OOJIBIIMHCTBE 32429

3agauu He
peIeHb

100
«OTIINYHOY;

«XOPOIIIOY;
«YAOBJIETBOPUTEIBHOY;
«HEYAOBIIETBOPUTEIHHO.

Pe3ysbTaThl

Komme-
TEHIUA

00yueHus,
XapaKTepu3yiue
copMHPOBAHHOCTH
KOMIETEeHIHH

Kpurepun
OLICHUBAHUS

OT1an4HO

Xopomio

YnosBi.

Heynosa.

[1K-9.4

3HATh TEXHOJIOTHH,
METOBI, I3BIKH U
cpeacTBa
POrpaMMUPOBAHU
sI, IPUMCHSICMBIC
JUISL CO3JIaHus
MIPOrPaMMHOTO
obecrnieyeHus B
cocraBe CCCD, a
TaKXKe CPEACTB U
CHCTEM 3al[UThI
CCCD ot HII,
CPEICTB IS
[TOKCKA PU3HAKOB
KOMITBIOTEPHBIX
aTak B CETAX
AIIEKTPOCBS3H,

Tecr

Brimonnern
€ TecTa Ha
90- 100%

Brimonaenne
TecTta Ha 80-
90%

Brimonaenne
TecTta Ha 70-
80%

B tecte
menee 70%
MPABUIILHBI

X OTBETOB




3TKC; 3Hathb
OCHOBHBIE METO/IbI
yIIpaBICHUS
MHPOPMAITMOHHOH
0e301TaCHOCTRIO
ceteit

3NIEKTPOCBS3H,
3TKC

YMETb IPOBOIHTH
cOop ¥ aHaH3
MCXOJTHBIX TAaHHBIX
JUTS
MPOCKTUPOBAHUS
CPEJNICTB U CUCTEM
3amutel CCCO ot
HJI, cpencTs ans
TOUCKA MPU3HAKOB
KOMITBIOTEPHBIX
aTaK B CeTIX
AIIEKTPOCBSI3Y,
3TKC; ymeTs
TIPOBOJIUTH
CpaBHHUTEIBHBII
aHaju3 ceTed u
CUCTEM Tepeaadn
uHdopmanuu mo
MOKa3aTessiM
3aIHUTHI
rHpOpMaIH

Pemenne
CTaHJIAPTHBIX
MIPAKTHIECKHI
X 3a7a4

3agaun
pCILICHBI B
[TOJIHOM
o0beMe U
MOJTyYEHBI
BEpHBIE
OTBETHL

ITponemoncTp
HUPOBaH BEPHBIN
XOJ peIIeHHS
BCEX, HO HE
HOTy4eH
BEPHBINA OTBET
BO BCEX
3ajadax

TIponemonctp
HUPOBaH BEPHBIN
XOJ] peIIeHHs B

OOJIBIINHCTBE

3a1a4

3agaun HE
PEILICHBI

BJIAJICTh HABBIKAMU
pa3paboTku
MIPEIOKEHUN U
MIPaKTUYECKON
peanuzanmen
3JIEMEHTOB,
CPEICTB U CHCTEM
samuTel CCCD ot
H/I, cpencTs ang
MOUCKA MPU3HAKOB
KOMHI)IOTeprlX
arak B CETAX
3JIEKTPOCBS3Y,
3TKC, Bximoyas
pa3paboTKy u

MO UKAIHIO
MIPOTPaAMMHOTO
obecreueHust

Pemienne
TIPUKIIAHBIX
3a7a4 B
KOHKPETHOM
MpeIMETHOM
obmacTu

3amaun
pCIICHBI B
[TOJIHOM
o0beMe 1
MOJTYYCHBI
BEpHbBIC
OTBETHI

IIponemonctp
UPOBaH BEPHBII
XOJ[ peIIeHHS
BCeX, HO HE
MOJTy9eH
BEpHBIN OTBET
BO BCEX
3amagax

IIponemonctp
HPOBaH BEPHBII
XOJ] peIIeHHs B

OoTBIIMHCTBE

3amadq

3amauu He
peleHbl

7.2

IIpumepHbIT

nepeveHb

OIICHOYHBIX

CpelcTB

(TUIIOBBIE

KOHTPOJIbHBbIE 3a/IaHUsl WM HHble MaTepuajibl, HEOOXOAMMbIE ISl OIl€HKH
3HAHUI, YMEHUI, HABBIKOB U (MJIH) ONBITA 1eATEIbHOCTH)

7.2.1 IlpuMepHBbIii NepeveHb 3aIaHU i JJI NOATOTOBKH K TECTUPOBAHUIO
1. Yto Takoe cucrema?
MHOKECTBO 3JIEMEHTOB
MHOKECTBO 3JIEMEHTOB U CBA3EU
MHOKECTBO 3JIEMEHTOB U CBfA3€il MeKIy HUMU
2. Ecaum mapa (x,y)eRz, TO B CHCTEME...
CYILIECTBYET CBA3b OT 2 K y CYIIECTBYET CBA3b OT y K 7 HET CBA3U
3. Ompenenure THIT OTHOIICHUM R o V xV xV = V?



OuHapHbIC

TepHAPHbIe

BTOPOCTEIICHHBIC

4. Yrto obo3HAYaeT UHACKC IBS=V,p ?

apHOCTh OTHOLIEHUI

BO3MOKHOCTb Pa3JIM4aTh OTHOIICHHWS OJHOM U TOH Ke APHOCTH
MECTOMNOJIOKEHUE AIIEMEHTA CUCTEMBI

5. Kakwe npeaukarsl XapakTEPU3YIOT B3AUMHOE PACIIOJIOKEHHUE SJIEMEHTOB

PJ
P j+
Pj
6. B kakoM citydae npeIuKaTbl MECTONOJIOAKEHHUS JIEMEHTOB WIIA TPYIII
AIIEMEHTOB UIPAOT CYLIECTBEHHYIO POJIb IS PACIIPEACIIEHHBIX CUCTEM
(GYHKIMOHMPOBAHME CHCTEMBI
aHAJIN3 CHCTEMBbI
CHHTE3 CUCTEMbI
7. Kaxumu MOTYT OBITh pactpeielIeHHbIE CUCTEMBI
HeNnpepbIBHBIMHA
HaIpaBJICHHBIMU
JTUCKPETHBIMHU
8. Ha3oBHTE OCHOBHBIE XapaKTEPUCTUKU HEMPEPHIBHOM pacrpeIeIeHHON
CUCTEMBI
MaKCHUMaJlbHas YJIaJIEHHOCTh 3JIEMEHTOB JPYT OT Apyra
0eCKOHEYHOe KOJIHYECTBO JIEMEHTOB
MEKIY ABYMS JIIOOBIMM 3JIEMEHTAMHU HAXOAUTCS ellle OJUH 3JIeMEeHT
9. Ha3oBHTE OCHOBHBIE XapAKTEPUCTUKHU TUCKPETHBIX PACIPECICHHBIX
CUCTEM
3JIEMEHTBI CHCTEMBbI YeTKO O4YePUYEHbI
MEKIy ABYMS COCETHUMHM 3J1eMEHTAMHU JPYTUX 3JIEMEHTOB HeT
ONPENEIIEHHOE KOJIMYECTBO AIEMEHTOB
10. JIns kakux pacrpeesieHHbIX CHCTEM XapaKTepHO OMHAPHOE OTHOIIICHHE
"OBITH COCETHUMH diIEMEHTAMU"
HEIPEPHIBHBIX
HaITpaBJIEHHBIX
AUCKPETHBIX
11. Yo U3 nepeunciIeHHOro MOXHO OTHECTH K paclpeIeICHHbIM CUCTEMaM
3JIEKTPOCETH
JIOTUYeCKHe CHCTEMBI
KOpPHopanun
12. Ha3zoBure "ecTecTBEeHHbIE paclpEAEeICHHbIE CHCTEMBI "
rocy1apcTBeHHOE 1 MYHHIMIIAJIbHOE YIIPABJICHHE
KOpIHOpaILH
ra3oBble CeTH



7.2.2 IlpuMepHbIi epeveHb 3aJaHMi VI pellleHUs CTAHAAPTHBIX 3a1a4

1. PacrnpeznesieHHbIE CUCTEMBI - 3TO CUCTEMBI, KOTOPBIE MTPEAHA3HAYEHBI IS
paboTHI TOJBKO Ha OAHOM IEPCOHAIBHOM KOMIBIOTEPE WM paboyueil CTaHIUH

Ha OJTHOM IIpolieccope MO0 Ha MHTErPUPOBAHHOM IPyIIe MPOLECCOPOB

Ha CJ1a00 MHTETPUPOBAHHON IpyNIe MapaiebHO PabOTAIOIIUX MPOLIECCO-
POB, CBSI3AHHBIX YEPE3 CETh.

2. B kakoil TeXHOJIOTMH pacHpeieIeHHON 00paOOTKU TaHHBIX MCIOJIb3YIOT
konuto BJI, pa3zMeleHHy0 Ha IpyroM KOMITBIOTEPE CETH JjIsi aBTOHOMHOM paboThI
M0JIb30BATENICH, MO3TOMY MOJB30BATENN Pa0OTAIOT aBTOHOMHO C OOIIMMH JaH-
HBIMH, paCTUPAKHUPOBAHHBIMU 1O JIOKAJLHBIM 0a3aM JaHHBIX.

TexXHOJIOTUHU KIUEHT-CEPBEP

TexHoa0rnu permmuupoBaHus

TexHOI0ruu 0OBEKTHOTO CBS3bIBAHUS

3. K ocHOBHBIM NpuHIMNAM pacipeesIeHHOM 0a3bl JaHHBIX OTHOCATCS

U30JIMPOBAHHOCTB MOJIB30BATENIEH APYT OT Apyra

HENPEPBHIBHOCTh (PYHKIIMOHUPOBAHUS

HE3aBUCHUMOCTb OT ()parMeHTALMU TaHHBIX

4. Kakoro u3 0CHOBHBIX CTaHJAPTOB ITpoMexxyTouHoro I10 mid noanepxku
pacnpeiesIeHHbIX O0BEKTHBIX BBIYMCICHUN HE CYIIECTBYET?

DLINK

CORBA

DCOM

5. OcnoBubiMU (yHKIMsIMU ODBC API siBnsitorest:

dbynkiuu nactamwsinuu ODBC 1 HCTOYHUKOB JIaHHBIX

(yHKUIMU pacnpeneneHus 00beKTOB

dbyHKIMU yripaBiieHus (HaiioBoil cucTeMoit

6. Apxurekrypa ODBC npeacrapiieHa cieayomnMi KOMIOHEHTaAMU:

IIPOBANAEP APANBEPOB

MEHEIKEP ApaBEPOB

MEHEKEP PECYPCOB

7. Pa30uenue TabIULbI 10 CTPOKAM C LIETIBIO0 XpaHEHUS B pa3InYHbIX 0a3ax
JAHHBIX 3TO:

I" oprsoHTanbHAsA PparMeHTaLUs

BeprtukanbHas pparmMeHTanus

IIpo3paunas pparmMeHTanus

8. Pa3buenue TabaMIIbI IO CTOIOIAM C [ETbI0 XpaHEHUS B pa3TUYHbBIX 0a3ax
JAHHBIX 3TO

['opuzonTanbHas pparMeHTanus

BeprtukanbHas ¢pparMeHTanus

[Ipo3paunas pparmMeHTanus

9.  Bo03MOXHOCTb pacnpeieIeHHOIO0 Pa3MEUICHUs! TaHHbBIX, JOTHYECKU
MPEACTABIISIIONINX COOO0M €MHOE 11eJI0€, HA3bIBACTCH:

JIOKaJbHasi aBTOHOMMUS

HEMpepbIBHBIE ONepaluu



npo3pauHas pparMeHTanus

7.2.3 IlpumepHBbIii IepevYeHb 3aJaHUM JJIS1 pelleHUs NPUKJIATHBIX 32124

1. Yro moHMMaeTcs 1o TEPMUHOM HAJIOKEHHUE PYTHHBI Ha BEPIIUHY OZHO
coOBITHE BJIEUET 3a CO00I Ipyroe coobITHE

HCI0/1b30BaHME ONMCAHMSA OAHOM PYTHHBI VISl OAUHAKOBBIX 110 (DYHK-
HMOHMPOBAHUIO NepU(PEePUITHBIX Y3/I0B

JEeMCTBYS, OIUCAHHBIE B COOBITUHHON CEKLINHU, BBIITOJIHAIOTCS MTHOBEHHO

2. Kakoe Ha3BaHuE MOJIy4YHJIa TEXHOJIOTUS UCIIOIb30BaHUS I100aJIbHOM
CETU KOMIIBIOTEPOB UIsl PELIEHUS CI0KHOM 3aa4u

Grid

Site

Web

Ilon cTeneHbr0 OTHOLIEHUS [IOHUMAETCH. ..

KOJIMYECTBO aTPUOYTOB

KOJIMYECTBO KOPTEXKEU

KOJINYECTBO CTPOK

3. C noMoIpIo Kakoro aropuTMa Ipou3BOAUTCS IIOUCK UIEHTU(UKATOPA C
HaUOOJIBIIIEH OIIEHKOM

JAeHeHTPAJIU30BAHHOI0 AJITOPUTMA

QIrOpUTMa CMELICHUS

anroputma Tappu

4. B KakoM cJ0€ OTCYTCTBYET OIUCAHUE CBA3EH MEXKAY y3JIaMu

COOOIIIEHUN

CTPYKTYPBI

aJITOPUTMOB

5. Hazosute ocHoBubie 3agauyu PPUCO

HHTErpanus ¢ aHAJI0roBbIMU MHPOPMANMOHHBIMUA CHCTEMAMM

COBMECTHOE MCI0/1b30BAHUE BLIYUCIUTEIBHBIX PECYPCOB 3aLIUTA

uHopManu

6. Kakyro cTpykTypy UMeeT 00BEKT aBTOMaTU3AIUU

reorpagu4ecKy pacipeieeHHYI0 CTPYKTYpy

PETHOHAIBHYIO CTPYKTYPY

reorpauyecku COCpeAOTOUEHHYIO CTPYKTYPY

7. Ilomcucrema MOArOTOBKY M MPUHATHS PELIEHUI UCTIOIb3YET HHPOpMa-
LU0, NOJIy4aEMYIO U3.

MOACUCTEMbI MOHUTOPHUHIA

xpanuanma PPUCO

MOJICUCTEMBI BHYTPEHHETO JOKYMEHTO000pOTa

8. B kakom ciyuyae BO3HMKAET BEpTHKaIbHas (hparMeHTalus

110 pa3JIMYHBIM CalTaM pacrpesesieHa HHPOopMaIHs O pa3Iu4HbIX CYIHO-
CTSIX IIPEIMETHOM 00J1aCTH

VICTOYHHKH JAHHBIX U I10Jb30BATEIN IPUBA3AHBI K CATaM, HAXOIAIMMCS B
Pa3IMYHBIX TOYKAaX (PU3MUYECKOTO MPOCTPAHCTBA, a PEJSLUOHHBIE CXEMBI, KOTO-



PBIMU OHHU TOJB3YIOTCS, MOTYT ObITh OJJUHAKOBBI

00 OJJHUX M TeX e CYIIHOCTAX HA Pa3HbIX caiiTax nMeeTcss HH(OpMAUA
pa3Horo poaa

9. Jns yero HEOOXOAUMO BECTH LIEHTpaIM30BaHHYI0 0a3y nanHbix PPICO

1JiM1 o0ecneyeHUus ynpaBJieHUsI CUCTEMOI

11t hOpMUPOBAHUS THTIOBBIX IOKYMEHTOB

1Tt oOecrieueHns eMHOT0 UHTepdeiica moJib30BaTeNs

K pemmkannn MOXKHO OTHECTH

CO3/1aHHe KOIMH HEKOTOPbIX (PPArMEeHTOB OTHOILICHUI

OTHOBPEMEHHOE XPAHCHHE HECKOJIbKHUX KONUMA HA Pa3HbIX calTax

MOBBILICHUE HAICKHOCTHA XPAHEHUS TAHHBIX

10. B xakoMm anroputMme KaxKJblii UHHUIIMATOP BBIYHUCISIET CIIUCOK UICHTHU-
(buKaTOPOB BCEX MHUIIMATOPOB

anroput™ Tappu

anroput™m Yaura-Pobeptca

ajqroputm Jlenana

1. TloxcucTema MOATOTOBKYU U MPUHSATUSI PEIICHUN UCTIONIB3YeT HH(popMa-
LH1I0, MTOJTY4aeMYI0 U3...

MOACHCTEMbI MOHUTOPHUHTA

xpanwanma PPUCO

MO/ICUCTEMbI BHYTPEHHETO JJOKYMEHTO000pOTa

2. B kakoM cityyae BO3HHUKAET BepTUKAIbHAS (DparMeHTaIus

M0 pa3IUYHBIM CalTaM pacripezesieHa HHGOpMarus O Pa3InYHBIX CYITHO-
CTSX IIPEAMETHOM 00J1acTH

MCTOYHUKH JaHHBIX U MOJIb30BATENIM MPUBSA3aHbI K caliTaM, HAXOIAIIUMCS B
pPa3IMYHBIX TOYKaX (PU3NYECKOrO MPOCTPAHCTBA, & PEISLUUOHHBIE CXEMbl, KOTO-
PBIMH OHU TIOJIB3YIOTCS, MOTYT OBITh OJIMHAKOBBI

00 OJHMX H TeX 7Ke CYIIIHOCTSIX HA Pa3HbIX caliTax nMeeTcs1 HHpopManust
pPa3HOro pojaa

3. s 4Yero HeoOXOAMMO BeCTH UHEHTPAJU30BAHHYIO 0a3y JAaHHBIX
PPUCO

1J1s1 o0ecrneyeHusi ynpaBJieHUs1 CHCTeMOMH

U151 POPMUPOBAHUS TUITOBBIX JOKYMEHTOB

JUTs 0O€ecTieueHust eMHOT0 nHTepderica moIb30BaTENS

4. K perukanyu MOKHO OTHECTH

CO3aHMEe KOMUII HEKOTOPBIX (PPArMEHTOB OTHOLLICHUI

OTHOBPEMEHHOE XPaHEeHHEe HECKOJIbKHUX KOIIMHA HA Pa3HBIX calTax

MOBBIIIEHUE HAJIE)KHOCTU XPAHEHUS JAHHBIX

5. Hazoswute paznuuus mexay ['pun u cnyx6oi WWW

noJepkuBaeT padory ¢ pacnpeaejaeHHol nHpopmanuen

HCIO0JIb30BaHMeE pacnpeieIeHHbIX BBIYMCIUTEIbHBIX MOIIHOCTEH

CKPBITOE€ MECTOHAXO0XIECHUE PECYPCOB



6. B kakux cucremax UCMOIb3yeTCsl OOBEAUHEHNE PA3HOPOIHBIX CUCTEM
MOJIETTUPOBAHUS

HLA

Task-Kit

DIS

7. K peneparam onnoit peneparyii MOTYT OBITH OTHECEHBL...

TPeHaKepbl

NporpamMmsl jist cOOpa JaHHBIX

UMHUTANMOHHBbIE MOJEJIN

8. O KakoM CBOWCTBE areHTa UAET Peyb, €CIU ar€HT MOKET TPAaHCIIOPTUPO-
BaTh ceOsI C OJIHOM MAIIUHBI HA APYTYIO

MOOMJIBHOCTH

TMOKOCTh

UHAUBUIYAIbHOCTh

9. Kak 3By4uT T€Opema Teopuu rpadon

CyMMa CTyIleHeil y3J10B paBHA yIBOEHHOMY YHCJIy pedep

CyMMa CTEIeHEe! y3J10B paBHA 4cily pedep

CyMMa y3JI0B paBHa 4ucily pedep

10. C nmoMo1pto Kakoi mpoueaypbl MOKHO U3BJI€Yb MPO(PUIbHBIC 3HAHUS
U3 HH(GOPMALIMOHHBIX CUCTEM

data mining

data maxing

data

11. Kakas mpoGiema 6€301acCHOCTH HE UMEET aHajiora Cpeau mpooieM Ha-
JEKHOCTH

NEPUOANYECKOE BOSHUKHOBEHHE OMIMOOK

U3MeHeHUH PyHKIMi nepegaun nHbopMaImu

yreuka MHGOpMaIui IPH HECAHKIIMOHUPOBAHHOM JIOCTYyIIe

12. B kakoii cucreme pyHKIIMOHUPOBAHUE JIeMEHTOB 13 U 3aBUCHUT OT UX
MECTOIIOIO0XKEHUS

KakK B TOM, TaK U B APYroun

B pacipeeJIeHHOM cucremMe

B COCPEJOTOYECHHOM CUCTEME

13. Ha3oBute ocHOBHBIE BapuaHThl foctyna k PPUCO

o01ue ceTy 1 001IHMe CeTeBbIe CIYKObI

BHYTPHCeTeBbIe CPeICTBA J0CTYIA, MCIIOJIL3YIOIINE CeTH He3aBUCUMBbIX
NnpoBaiiIepoB

BHYTPHCETEBbIE CPEICTBA JOCTYIA, 0OCHOBAHHbIE HA KOPIIOPATHBHOM
(¢pu3nyeckomM ypoBHE TPAHCIIOPTHOM CeTH

14. B uem MOXKeT cOCTOSATh HapylLIeHHE O€30MaCHOCTH 3JIEMEHTOB CHCTEMBI,
OCYIIECTBIISIONMUX 00paboTKy HHbOpMaIu

0TKa3 B padorte

HECAHKIMOHMPOBAHHBIN JOCTYN K HMHGOPMAIMH MOCTOSHHOE WJIH

e¢IMHUYHOE U3MeHeHUue PYHKIUI



15. B yem 3axmrodaercss HapyleHue 0€30M1aCHOCTUAIEMEHTOB CUCTEMBI,
OCYIIECTBISIONIUX Mepenavy nHhopManuu

O/ITHOCTOPOHHee NMpeKpalleHue Nneperavn

U3MEHEHUEe PYHKIUN

3aMeHa OJJHUX COO0IIeHNI IPYyruMu

16. Yro noHnmaeTcs NoJ CTaHAApTU3AIMEN MHOKECTBO PECYPCOB, YIIPaB-
JSIEMBIX 10 OJTHUM U TEM K€ MPaBUIIaM

(egepanusi MOCTPOEHA HA OTKPBITHIX CTAHAAPTAaX, NPOTOKOJAX W HH-
Tep(eiicax

CKPBITOE MECTOHAXO0XACHHUE U IPUHAIIIEKHOCTh PECYPCOB B COOOIIECTBE

17. qnsa  Kako  MOACHUCTEMBI  pe3yJabTaThl  pabOThl  MOJCHUCTEMBI
MOHHUTOpPHUHTA OYyAYT SIBIATHCS UCXOIHOM UH(pOpMarmei

AJISl HOJACHCTEMbI IPUHATHS pPelieHui

JUI TIOJICUCTEMBI MOAIEPKKU 00pa30BaTENbHOIO MpoIiecca

JUTSI IOJICUCTEMBI BHYTPEHHETO IOKYMEHTO000pOTa

18. Kaxkas noacuctema pemaeTt 3a1ady UIeHTU(UKAUN

MOJICCTEMA IPUHATHS pELIEHU I

nojacucrema EI'D

MOJCHCTEMAa MOHUTOPHHIA

19. Yto Takoe permKanus

HAJIMYUe KoM (JparMeHTOB HA TeX WJIM MHBIX CalTax

no0aBJIeHNE U yAaJTCHUE JTOKAIbHBIX CAaliTOB

pa3JesieHne HEKOTOPOTro OTHOLIEHHS Ha YacTH, HaXOJSIMECs Ha pa3HbIX
camrax

20 B kakom cirydae BoITIONTHsIETCS porieaypa (Migrate())

ecsu aucnepcust Ko uiueHTa 3arpy3Ki HUKe COOTBETCTBYIOIIETO opora

eciii aucnepcus KodppuuueHTa 3arpy3ku paBHa COOTBETCTBYIOILIEMY IIO-
pory

ecyid aucnepcuss Ko3(Q¢uuueHTa 3arpy3KH BbllIe COOTBETCTBYIOLLEIO
nopora

7.2.4 IlpumepHbIid NepedeHb BOMPOCOB JIsI MOATOTOBKH K 3a4eTy

BBonnas yacte. [lonsitue pacnpenenennoit cuctembl. OCOOEHHOCTH pac-
npeneneHubix cucreM. Ilpumepsl nm npumenenuns. [lapamtensHble n pacnpene-
JICHHBIE CHCTEMbI. APXUTEKTYPHBIE OCOOCHHOCTH: CEPBUCHI, POJIA U apXH
TEKTYpHbIE CTHJIN; KJIMEHT-CEPBED; OJTHOPAHT OBBIE CETH; CepBuC-
HO-OPUEHTUPOBAHHAS apXUTEKTypa. JlMu3aiiH MacIITaOupyEeMbIX paCIpPEAEICHHBIX
CHUCTEM: MacIITabUPyeMOCTh; OCOOCHHOCTH MPOEKTUPOBAHHUS PaCHpPEeICHHBIX
CUCTEM.

Mopaenmu.

BBenenne B MOIEIMPOBAHUE U IOHATHE MOAENH. MOIenb pacpeaeIeHHOTO
UCIIOJIHEHMSI: 001llee ONMHUCAHKE; MOJICNIb KOMMYHUKAIIMOHHOTO KaHaia; COObITUM-
HOE OMNUCaHUE; YNopsAouynBaHue coObITUH. OTHOILIEHHWE MPUYMHHOIO TpPEIIIecT-
BoBaHus. Jlornueckoe Bpemsa. OTMeTkH BpemeHu JlamropTa: peanusanus Joruye-
CKHMX YacCOB; CKAJSIPHOE BpPEMsi; BEKTOPHOE BpPEMsl; AJITOPUTMBI peau3alluy BEK-



TOPHBIX 4acoB. CHMHXPOHHOE M aCUMHXPOHHOE MCIIOJHEHHE: BBEICHUE; IMYJIALNU
CUHXPOHHBIX CUCTEM aCMHXPOHHBIMHM U Ha000poT. Mozenu 0TKa30B: OTKa3bl Ipo-
LIECCOB; OTKa3bl KOMMYHMKAIMOHHBIX KaHAJIOB; UEPAPXUsl MOJEIEH HEUCIPaBHO-
cti. CBOMCTBa paclpeneeHHbIX aIropuT™MoB. [1100ampHOE cOCTOsSIHUE: pacnpee-
JeHHasi cOOpKa Mycopa; pacnpeeieHHoe 0OHApyKEeHHE TYITUKOB; pacipeieIeHHOe
oOHapyKeHHe 3aBepIIeHU; HUKCAIs TII00aTEHOTO COCTOSTHHSI.

KommyHukanmonHnas rnojacucrema. BeeneHue u coctaB KOMMYyHUKAMOHHON
noacucteMmbl. CocTaB KOMMYHUKAaIMOHHOM nojcucTeMbl. CETH U CETEBBIE TEXHO-
JIOTHM: TUIIbI CE€TEH; KII0UYeBble MPOOJIEMbl UCIIOJIb30BAHUS CETEH B pacHpeesieH-
HBIX CUCTEMax; NPHUHLMIIBI IOCTPOEHUsS ceTel. MapiupyTusamus 1 alrOpUTMbI Ha
rpadax: rpadsl; anropuTMbl MapuIpyTU3alud. MexXnporecCHbIi 00MEH: 0COOeH-
HOCTH OOMEHa COOOILICHUSMU; aJipecalys, IIMPOKOBEIIATEIbHbIE 1 MHOTOaJpec-
Hble paccbulkd, [P-multicast. Y ganeHHble BBI3OBBI: MPOTOKOJN «3aMPOC-OTBET»
(request-reply); yaaneHHbIH BBI30B MPOLIEAYPbI; IPUMEP YAAJIEHHOTO BbI30Ba — BEO
cepsuckl. Kocsennsie (indirect) koMMyHUKaluK: ouepeau coodmenuii. ['pynnoseie
KOMMYHUKAILIMHU: KOOPJAUHALIMS U COIJIACHE B TPYNIOBBIX KOMMYHUKAIUAX, 0a30BbIE
MHOTI'03JIpECHBIE€ PACCHUIKH, HAIEKHAsI MHOT0aIpECHAs PACChUIKA, YIOPSAI0UYECHHbIE
MHOT'03JIpECHBIE PACCBHIIIKH, OTKPBITHIE TPYMIIbI U BUPTYaJIbHAsl CHHXPOHHOCTD

CuHXpoHU3aIUS

Beenenue. AropuTMbl CUHXpOHHU3alUK 4acoB: aroput™ Kpucruana; an-
roput™ bepkiu; ycpenHsomuye aaroputMel. AIropuT™sl Beioopa. Pacnipeaenentoe
B3aMMOMCKII0YeHUE. KOHCEHCyc: BBEIEHUE; MOJIENIb CUCTEMBI M OCHOBHBIE OIIpe-
JICJICHHS]; COTJIACHE B CHCTEMax C OTKa3aMH; OTCYTCTBHE JIE€TEPMUHHUPOBAHHOIO
pelIeHrs] B aCHHXPOHHBIX cHCTeMax; crocoObl o0xona pesynprata FLP impossi-
bility; anroput™ PAXOS. PacnipeneneHHble TpaH3aKIUN: BBEICHUE; CBOU
ctBa ACID; Tunsl TpaH3aKLMil; KOMIIOHEHTbI apXUTEKTYpbl, HEOOXOAUMBIE IS
MOJJIEPKKU PACTIPEAECICHHBIX TPAH3AKUMM; YIPABIECHUE MAPAUICTbHBIM BBINOJ-
HEHUEM TpPaH3aKIMil; METOJ BPEMEHHBIX METOK; KOHTPOJb MapajIeIbHOIO HC-
MOJIHEHMSI TPAH3aKIUI B HEKOTOPBIX MOMYJIAPHBIX PACHPEAEICHHBIX CHUCTEMAX;
MIPOTOKOJIBI PACIPEIETIEHHOTO 3aBEPLIEHUS; BOCCTAHOBJIEHHUE MOCIIE OTKA30B; CO3-
JaHUE KOHTPOJBHBIX TOUYEK U OTKAT ITyTEM BOCCTAHOBJIECHUS

Perunkanus 1 KOHCUCTEHTHOCTh

Beenenue. Monens n apXUTEKTypa yIpaBJICHUS PEIUIMIUPOBAHHBIMU JaH-
HbiMU. [laccuBHas M akTHBHas perummkanuu. OTKa30yCTOMYMBOCTE CEpBHUCA pell-
JuKanuu. Mozaenn KOHCUCTEHTHOCTU: MOJIENIM HEIPOTUBOPEYUBOCTH, OPUEHTUPO-
BaHHBIEC HA JAHHBIC; MOJEIIN HENPOTUBOPEYUBOCTH, OPUEHTUPOBAHHBIC HA KIIMECHTA.
[ToTeHnManbHas COITACOBAHHOCTh; IPOTOKOJIBI KBOopyma. Pa3smemienue u 00-
HOBJIEHUE PEIUTUK

CucreMbl XpaHEHUS JTaHHBIX

Beenenue. Kpatkuii 0030p COBpEMEHHBIX MOAXO0/A0B K MOCTPOCHUIO CUCTEM
pPacIpeieICHHOTO XPAaHEHMs JTAHHBIX: IIPOrPAMMHO-OIIPENEIIAEMbIE XPAaHWIINIIA;
MEXAHNU3M XPaHEHUs JaHHBIX HA YPOBHE OOBEKTOB; apXUTEKTYpPHbIE OCOOCHHOCTH;
MEXAHU3M PEryInupyeMoi N30bITOYHOCTH; MEXAaHU3M reoperumkanuy; [Ipodaemsl
teopembl CAP. Pacnipenenennbie kiactepHbie ¢aiiioBble cUcTeMbl. [IMpUHTOBBIE
CUCTEMBI: OJHOPAHIOBblE (IMPHHIOBBIE) CETH; MacluTadupyeMocTh P2P-cereii;



BitTorrent; DHT — pacnpenenennsie xem-ta0bnuiel; 6e3onacHocth P2P-ceteit;
HEKOTOpbIE MepbI 3auThl P2P cereit

7.2.5 IlpumepHbIi NepeYyeHb 3aJaHU M JJIA IOATOTOBKH K IK3aMEHY

TexHosoruu u mwiathopmbl pacrpeaeacHHoNn 00paboTKU OONBIINX JAHHBIX
Apache Hadoop: HDFS, MapReduce. Apache Spark: apxutekrypa pacnpeaencH-
HOTO TPUJIOKEHUSI, OCHOBHbIE KoHUenuuu (RDD, ocHoBHBIE 3Tanbl 00pabOTKH
JaHHBIX, 3arpy3Ka JaHHbBIX U3 BHEIIHEr0 XpaHWINIIA, YIpaBJIeHUE NaMIThi0); Data
Frame API u Spark SQL; co3nanue, nacTpoiika u 3amyck Spark mpoekrta

3HAKOMCTBO C KOHTEHHEPHBIMU TEXHOJOTHsIMH U maTdopmamu Docker u
Kubernetes

OOnayHble BBIYMCIICHUS: MOJEIU Pa3BEPTHIBAHUS: YAaCTHOE U MyOIMYHOE,
oOliecTBeHHOE U TUOpUAHOE obOnaka. Mojenu oOCIyXUBaHUS: MPOTPaAMMHOE
obecrnieyeHre Kak yciyra; miargopma kak yciayra; tHQpacTpykTypa Kak yciyra.

ApXUTEKTYpHbIE Ia0I0HKI (MaTTepHbI) NpoekTupoBanus PC.

OpaHOy3710BbIE MATTEPHBI NPOEKTUPOBAHUS

[TaTTepn Sidecar

[Ipumep peanmuszanmu mnarrepHa Sidecar. [loOaBneHMe BO3MOKHOCTH
HTTPS-coeaunenus k yHaciie10BAaHHOMY CEPBUCY

Jlunamuueckast KOHpUrypamus ¢ nomolupto narrepHa Sidecar

MopynbHbIE KOHTEWHEPHI TPUIIOKEHUI

[TatTepn Ambassador

Hcnonp3oBanue narrepHa Ambassador asist mapaupoBaHus cepBuca

Hcnons3oBanne marrepHa Ambassador st peanuzaliid  CEPBH-
ca-TIIoCpEeTHAKA

Hcnons3oBanue narrepHa Ambassador juist npoBeeHUsT SKCIEPUMEHTOB U
pazzieneHus 3ampocoB

[TaTTepHBI IPOEKTUPOBAHUS OOCITYKHBAIOIINX CUCTEM

BBenenue B MUKpPOCEpPBUCHI. PeruMimpoBaHHbBIE CEPBUCHI C pacmpeaese-
HueM Harpy3ku. CepBUcChl 0€3 BHYTPEHHETO COCTOSIHUSA. JJaTYuKU TOTOBHOCTH ISl
OanaHcupoBIIMKa Harpy3ku. CepBUCHI ¢ 3akperieHueM ceccuil. CepBHUCHI ¢ pen-
auKanuend Ha ypoBHe mnpuiokeHus. lllapauposanneie cepucel. lllapaupoBanue
xowa. [Hapaupyromue ¢pynkuuu. llapnupoBanue penivIMpOBaHHBIX CEPBUCOB.
CucTeMbl ¢ «ropsiaUM» IIApIUPOBAHUEM.

OyHKIIMKU U COOBITHITHO-OpHEHTHpOBaHHas oOpabotka. [larrepust FaaS.

CoObITHITHO-OpUEHTHPOBaHHAs MakeTHast 0OpaboTka. [laTTepHbI COOBITHI-
Ho-opueHTUpoBaHHON 00paboTku: Ilatrtepn Copier. Ilarrepn Filter. Ilarrepn
Splitter. [lartepn Sharder. I[Tarrepn Merger

bezonacnocth cuctem BigData. OcoOenHocTH peanu3zanuu HHGOPMaIIUOH-
Holt Oe3omacHocTH (nanee Mb) B o3epe mannbsix Hadoop. Criennduueckue yrpo3sl
Wb cymectBytomue B o3epe naHHbIX. OpranunsanuonHbeie Mepsl o b s o3epa
naHHbIX. O030p mojcucTeM O€30MacHOCTH 03€pa JAHHBIX: aBTOMAaTH3alus; ay-
TeHTU(UKALMA U 3alllUuTa MEepUMETpa; aBTOpHU3aLMs; ayAUT. 3auluTa JAAHHbBIX:
mupoBaHUE JAaHHBIX; aHTUBUPYCHAs 3alllMTa JaHHBIX; snapshots; perumkarms



JAHHBIX; PE3EPBHOE KOMHUPOBAHME U BOCCTAHOBIIEHHE JaHHBIX. be3omacHbie mpo-
tTokoJibl Kerberos u mmdpoanue SSL. Hactpoiiku uHTErpupoBaHHON O€30I1acHO-
CTU KOMIOHEHT sKkocucteMbl Hadoop ninst yHuUDUIIMPOBAHHOTO BX0/1a C UCITIOIb30-
BaHueM Single-Sign-On. Mcnons3oBanue nuio3a Oe3omacHocTH Apache Knox
Gateway. [lonmutuku pasrpanuuenust gocryna Apache Ranger. 3amura naHHbIX
HDFS: mmu¢ppoBanue nqanusix npu nepegaue; SSL mudpoBanue ais NOIKIIOYEHUS
Kk WebUI kommnonent skocuctembl Hadoop; ynpasnenue noctynom k HDFS; an-
TUBHUPYCHAs 3allUTa B 03€PE TAHHBIX

be3onacHocTh KOHTeHHEpHBIMH TexHoJoruid u minatdopm (Docker u
Kubernetes)

3amuta cepepa API Kubernetes: ayrentudukanus, RBAC -3amura kia-
cTepa. 3amyTa y3JI0B U KJacTepa U CETH: MCIOJIb30BAHUE B MOJIYJI€ MPOCTPAHCTB
UMEH XO0CTa, KOH(PUTYpUPOBAHHUE KOHTEKCTa 0€30MacHOCTH KOHTEHEpa, N30JIAIIHS
cetu monyist. O6ecneuenue 6e30macHOCTH KOHTeHHepoB Ha 6a3e Docker: mpunimmn
MUHUMAJIBHBIX TIpUBWJIETHH; obecrnedenne OeszomacHocTH identidock; moaTBep-
KJICHHE MTPOUCXOXKACHU 00pa30B; MEXaHU3M MOATBEpKAeHHs KoHTeHTa B Docker;
obecrieuenue Oe3zomnacHoi 3arpy3ku 110 B daiinax Dockerfile; pexomenaanuu mo
o0ecrnieueHno 0€30acHOCTH.

be3onacHocTh 00JaYHBIX BRIUMCICHHH. ['panuibl O6e3omacHocTH. Mojeib
creka Cloud Security Alliance (CSA). KonTpoas noctyna. Aynuropckas npoBepka.
Aytentudukarnus. Asropuszauus. M3ommpoBanHbld goctyn K aaHHbIM:Brokered
Cloud Storage Access. Pabora Opokepckoil 00JlauHOM CHUCTEMBI JOCTyIa K
xpanwuiyy. [ludposanue

7.2.6. Meroauka  BBICTABJICHMS  OLUEHKM TNPH  IPOBEJACHUHU
NMPOMEKYTOUYHO aTTecTAlNu

IK3ameH npoBoOUMCs N0 MeCm-OuUiremam, Kaxcowlil U3 KOMOPbIX COOePHCUM
10 6onpocos u 3adauy. Kaogicowlili npasunivHulli omeem HA BONPOC 6 mecme
oyenusaemcs 1 bannom, 3adava oyenusaemcs 6 10 oannos (5 6annos eepuoe
peuwienue u 5 6annos 3a eepuviii omeem). MakcumanbHoe KOIUYECmB80 HAOPAHHBIX
oannos — 20.

1. Oyenka «HeyooenemeopumenbHoy Cmasumcs 6 ciyyae, eciu CHyO0eHm
Habpan menee 6 6a108.

2. Oyenka «Yooenemseopumenvno» cmasumcs 8 ciyuae, eciu CmyoeHm
Habpan om 6 0o 10 6annos

3. Oyenka «Xopowoy cmasumcs 8 ciyyae, eciu cmyoenm naopan om 11 0o
15 6annos.

4. Oyenka «Omauunoy cmasumcs, eciu cmyoeum uaopanr om 16 oo 20
bannos.)

7.2.7 IIaciopT OLIEHOYHBIX MATEPUAJIOB

Kon
KonTponupyemeie pazaensl . HanmenoBanue
Ne n/m KOHTPOJIMPYEMOM
(TeMBI) AUCITUTITMHBI OIICHOYHOTO CPECTBA
KOMIIETEHIINH
1 Baenenne I1IK-94 Tect, KOHTpOJIbHAS
B pacrpeienEHHbIe CHCTEMBI pabora, 3ammura
1abopaTopHbIX padorT,




3amuTa pedepara,
TpeOOBaHUs K KypCOBOMY
IPOEKTY....

2 IIpoextuposanue PUC I1K-9.4 Tect, KOHTpOIbHAS
pabora, 3ammura
1abopaTOpPHBIX padoT,
3amurTa pedepara,
TpeOOBaHUS K KyPCOBOMY
IPOCKTY....

3 bezonacnocts PYIC [1K-9.4 TecT, KOHTpOIBHAS
pabora, 3amura
n1abopaTOpHBIX padoT,
3amuTa pedepara,
TpeOOBaHUS K KyPCOBOMY
IPOEKTY....

6 (HamMEeHOBaHWE TEMBI U3 [1K-9.4 Tect, KOHTpOJIBHAS
pasnena 5.1) paborta, 3amura
1abopaTOpPHBIX padoT,
3amrTa pedepara,
TpeOOBaHUS K KyPCOBOMY
HPOEKTY....

7.3. MeToanyeckue MAaTepHaJibl, ONpeaeJsilONIHe  MPOoUEeaYPbI
OLICHMBAHUSA 3HAHUI, YMEHUI, HABBIKOB U (MJIM) ONBITA AeATEJILHOCTH

TectupoBanue OCymIECTBISIETCS, JIMOO TIPH TOMOIIM KOMITBIOTEPHOMN
CHUCTEMBbI TECTHPOBAHUS, JUOO C HMCIOJIb30BAaHUEM BBIIAHHBIX TECT-33JaHUN Ha
Oymaxxuom Hocutene. Bpems TtectupoBanus 30 MuH. 3aTeM OCYIIECTBISETCS
MpPOBEpPKA TECTa HK3aMEHATOPOM M BBICTABIISIETCS OILIEHKA COIJIACHO METOIUKH
BBICTABJICHUS OLIEHKH MPU NPOBEJACHUU MTPOMEKYTOUHON aTTECTALINU.

Pemienne craHgapTHBIX 3a7a4  OCYIIECTBISETCS, JHOO TMpPU TOMOIIU
KOMITBIOTEPHOU CUCTEMbI TECTUPOBAHUS, JTMOO C UCTIOIb30BAHUEM BBIJIAHHBIX 33714
Ha OyMakHOM HocuTene. Bpems pemenus 3amay 30 MuH. 3aTeM OCYILIECTBIISETCS
MpOBEpKa pelIeHUs 3aJa4 HK3aMEHATOPOM M BBICTABJISETCS OIIEHKA, COTJIACHO
METOJIMKH BBICTABJICHUS OLICHKU MPU MPOBEICHUH MPOMEXKYTOUHOM aTTECTaIlUHU.

Pemienne mnpukiaaHbBIX 3a7ad  OCYIIECTBISETCS, JUOO TIPU TOMOIIU
KOMITBIOTEPHOU CUCTEMBI TECTUPOBAHUS, JTMOO C UCTIOJIb30BAHUEM BBIJIAHHBIX 33714
Ha OyMakHOM HocuTene. Bpemst pemenust 3amay 30 MuH. 3aTeM OCYIIECTBIISCTCS
MPOBEpPKA pEUICHUs 3aJa4 SK3aMEHAaTOPOM M BBICTABISIETCS OLIEHKA, COTJIACHO
METOJMKH BBICTABIICHHS OLIEHKH MPU MPOBEICHUH IPOMEXKYTOUYHOM aTTECTAlIUH.

3amura KypcoBoi pabOThl, KypCOBOTO MPOEKTA WJIM OTYETA 1O BCEM BUIAM
MPAKTUK OCYINECTBISIETCA COTJacHO TpeOOBaHUSAM, TPENBABIIEMBbIM K paldoTe,
ONMCAaHHBIM B METOJUYECKUX MaTtepuasax. [IpumepHoe BpeMs 3alUThl HA OJTHOTO
cTyAeHTa cocTaBiigeT 20 MUH.

8 YYEBHO METOANYECKOE U UTHOOPMAIIMOHHOE
OBECHHEYEHUME IUCIUIIJINHDBI)
8.1 IlepeueHnb y4eOHOU JuTEPATYPbl, HEOOXOAMMOM [JIsI OCBOCHUA
TUCIHUTIJIMHBI
OcHosHnas riumepamypa




Kusies, B. 1. bezonacHocTh nHGOPMAIIMOHHBIX CUCTEM : yaeOHOe rocooue /
B. U. Kuses, O. H. I'pannunn. — 2-e uzn. — Mocksa : UHTYUT, 2016. — 191 c.
— Texcr : anexTpoHHBIN // JIaHb : 3MeKTpOHHO-OMOMMoTeuHas cuctema. — URL:
https:ZZe.lanbook.com/book/100580
Koctun, B. H. MeToas! u cpenctBa 3anmuThl KOMITBIOTEPHONH HH(POPMAIIAHN:
uHpOpMaIMOHHAs 0€30MaCHOCTh KOMIIBIOTEPHBIX ceTel : yueOHoe mocobue / B. H.
Koctun. — Mocksa : MUCHUC, 2018. — 31 ¢. — ISBN 978-5-906953-53-7. —
Texct : snexTponHsdt // JlaHp : 31MeKTpOHHO-OMONMOTEUHass cuctema. — URL:
https:ZZe.lanbook.com/book/116743
®omun, J[. B. MHbopMaImonHas O€301acHOCTh M 3anura HHGOPMAIIUH:
CHEIMAIM3UPOBAHHBIE aTTECTOBAHHBIC IPOrPaMMHBIE U TIPOrPaMMHO-aIapaTHEIC
cpeacTBa : metonuueckue ykazanus / JI. B. ®omun. — bnarosemienck : AmI'Y,
2017. — 240 c. — Tekcrt : 35eKTpOHHBIN // JlaHb : 371€KTPOHHO-OMOIMOTEUHAS
cuctema. — URL: https:ZZe.lanbook.com/book/156494
Hononnumenvnasn ntumepamypa
Cesepues, H. A. JlunHamuueckue cUCTEMBbI: 0€30IaCHOCTh U OTKAa30yCTOM-
YUBOCTH : yueOHOoe mocodue it By30B / H. A. CeBepueB. — 2-¢ u3j., nepepad. u
non. — Mocksa : U3narensctBo FOpaiit, 2022. — 415 c. — (Bricmiee o6pa3oBa-
Hue). — ISBN 978-5-534-05711-9. — Tekct : anextponnsiit // ObpazoBaTenbHas
miatgopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/493435
['omukoB, A. M. OCHOBBI POEKTUPOBAHUS 3ANIUIIEHHBIX TEJIEKOMMYHHUKA-
IIMOHHBIX CUCTEM : yueOHoe rmocooue / A. M. I'onukoB. — Mockga : TYCVYP, 2016.
— 396 c. — Tekcr : 2neKTpoHHbIH // JIaHb : 37eKTPOHHO-0MOIHOTEYHAs CHCTEMA.
— URL: https://e.lanbook.com/book/110273
KommproTepHas KpuMuHAIUCTHKA : yaeOHOe mocooue / coctaButenu 1. A.
Kanmeikos, B. C. Ilenemenko. — Crasponoiis : CKOVY, 2017. — 84 ¢. — Teker :
AJIEKTPOHHBIN // JIaHb : AIEKTPOHHO-OnOMMoTeuHas cuctema. — URL:
https://e.lanbook.com/book/155227
Ceprees, A. H. OCHOBBI JIOKQJIbHBIX KOMITBIOTEPHBIX CETEH : yueOHoe Io-
coobue mis By30B / A. H. CepreeB. — 3-e uzn., crep. — Cankr-IletepOypr : Jlanb,
2021. — 184 ¢. — ISBN 978-5-8114-6855-3. — TekcT : aneKTpoHHbIH // JIaHb :
ANeKTpoHHO-OnbMoTeunas cuctema. — URL: https://e.lanbook.com/book/152651
3axapoB, A. A. JlokanbHble U TJI00aTbHBIE KOMIIBIOTEPHBIE CETH : METOJIH-
yeckue ykazanus / A. A. 3axapos, M. H. Kucenes. — Canxkrt-Iletepoypr : CIIOI'YT
uM. M.A. bonu-bpyesuua, 2013. — 28 c. — Tekcr : anekrponssiii // Jlaubp :
aNeKTpoHHO-O0uOIoTeuHast cucrema. — URL: https://e.lanbook.com/book/181480
8.2 Ilepeyenr HMH(POPMANMOHHBIX TEXHOJIOTMH, HCIOJb3YEeMbIX IPH
OCyIIleCTBJIEHUH 00pa30BaTeIbHOr0 Mpolecca Mo JUCIHUILUIAHE, BKJIKHYas
nepevyeHb  JIMIEH3MOHHOT0  NPOrPAMMHOIO  o0ecliedyeHusi, PecypcoB
HH(POPMAMOHHO-TEJICKOMMYHUKAUUOHHOU ceTH «HTEepHEeT», COBPEMEHHbIX
npodeccuoHAIBHBIX 023 JTaHHBIX U MH(POPMALMOHHBIX CIPABOYHBIX CHCTEM:
8.1 http://att.nica.ru http: //www. edu.ru/
http: //window. edu. ru/window/library
http: AV AR intuit.ru/catalog/
http://bibl.cchgeu.ru/MarcWeb2/ExtSearch.asp



https://e.lanbook.com/book/100580
https://urait.ru/bcode/493435
https://e.lanbook.com/book/110273
https://e.lanbook.com/book/155227
https://e.lanbook.com/book/152651
https://e.lanbook.com/book/181480
http://att.nica.ru/
http://www/
http://www/
http://bibl.cchgeu.ru/MarcWeb2/ExtSearch.asp

https:ZZcchgeu.ruZeducation/cafedrasZkafsibZ?docs http: //www. eio s.vorstu.ru
http://e.lanbook.com/ (ObC Jlanp)
http://IPRbookshop.ru/ (SBCIPRbooks)

9 MATEPUAJIBHO-TEXHHUYECKAS BA3A, HEOBXOINMAA J1JIA
OCYHWECTBJIEHUSA OBPAZOBATEJIBHOI'O ITPOLHECCA
Crneunaiv3upoBaHHasl JIEKUMOHHAs ayJIuTOpHUs, OCHAIlEHHas o0opyIo-
BAHUEM JUUISI JIEKIIUOHHBIX JEMOHCTPALMUA U ITPOCKIIMOHHOM armnaparypou
JlucriienHbld KJIACC, OCHALIECHHBIM KOMIIBIOTEPHBIMU ITPOTpaMMaMU JJIst
MIPOBEICHHUS JTAOOPATOPHOTO MPAKTUKyMa

10. METOANYECKUE YKA3ZAHUA JJIA OBYYAIOHIUXCH IO
OCBOEHHIO JUCIIUIIJIMHBI MOY JIS)

ITo JUCIUILIAHE «be3onacHOCTh pacupeaeaeHHbIX
TEJIEKOMMYHHUKALMOHHBIX CUCTEM) YUTAIOTCS JIEKLUH, IPOBOATCS 1a00paToOpHbIe
paboThI, BBIMOJIHAETCA KYPCOBOU MPOEKT.

OCHOBOIl UW3y4YeHUS JUCUUIUIMHBI SBJISIOTCS JIGKIUH, HA KOTOPBIX
U3JIaraloTca HauboJiee CylIeCTBEHHbIE U TPYAHBIE BOIPOCHI, & TAKKE BOIMPOCHI, HE
HalleAIIne OTPAXKEHUS B YUEOHOU JTUTEPATYpE.

JlabopaTopHble pabOThl BEIIOJHAIOTCS Ha JIA0OPATOPHOM 00OPYI0BAHUH B
COOTBETCTBUM C METOAUKAMHU, IPUBEJECHHBIMHU B YKA3aHUX K BBIMOJIHEHUIO PadOT.

Mertonuka BBITIOJTHEHUS KypCOBOT'O MIPOEKTa U3JI0’KEHA B
y4e0HO-METOINYECKOM MOCOOUHU. BBIMOMHATE 3Tanbl KypCcOBOIO NMPOEKTa AOJKHBI
CBOEBPEMEHHO U B YCTAaHOBJICHHBIE CPOKHU.

KoHTposib ycBOEHHs MaTepualla JUCLUUILIMHBI NPOU3BOJUTCS HPOBEPKOM
KypPCOBOT'O MPOEKTA, 3aIUTON KypCOBOTO IPOEKTA.

By yaeOHbBIX 3aHsTHIA JleaTenbHOCTD CTYJEHTA

Jlexkuus Hanmcanme ~ KOHCHEeKTa  JIGKIIHIA: KpaTko, CXEMaTU4HO,
NI0CJIEI0BATENBHO (PUKCUPOBATH OCHOBHBIC ITOJIOKEHUS, BBIBOJIBL,
(bopMynHpOBKH, 0000IIEHHS; TOMEYAaTh Ba)KHBIC MBICIH, BBIICIATH
KJIIOYEBbIE CIIOBAa, TEPMHHBI. IIpoBepka TEpMHHOB, MOHATHH C
IMOMOIIBIO SHIIUKJIONEINIA, cJoBapew, CIIPABOYHHKOB C
BBINMCBIBAHUEM TOJIKOBaHUI B TeTpanb. O003HaueHHE BOIPOCOB,
TEPMUHOB, MaTepuaia, KOTOpBIE BBI3BIBAIOT TPYIHOCTH, MOUCK
OTBETOB B PEKOMEHAYEMOH JnTepaType. Eciau camocTosITenbHO He
ylaeTcs pa3o0paThCsi B MaTepuasie, He0OOXOAUMO chopMyTupOBaThH
BOIPOC U 33JaTh MPENOJABATENIO Ha JEKIMH WIN HA NIPAKTUYECKOM
3aHATHU.

Jlaboparopnas pabora |JIabopaTopHbie  pabOTHI  IMO3BOJSIOT  HAYYHUTHCS  MPUMEHATH
TeOpeTI/I‘-IGCKI/IC 3HaHHA, HOJIy‘-ICHHBIG Ha JICKIIUU HpI/I peLHeHI/II/I
KOHKPETHBIX 3amad. YroObl Hambojee paruoHAIBbHO | IIOJIHO
HUCIIOJIB30BATh BCE BO3MOXKXHOCTHU J1a60paT0prlx JJIA IMIOATOTOBKH K
HUM HEOOXOIUMO: CIIETYET pa300paTh JICKIIHIO IO COOTBETCTBYIOIICH
TeMe, O3HAKOMHTCS C COOTBETCTBYIOLIUM pa3JeiioM Y4YeOHHKA,
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npopaboTaTh JOMOJHUTENbHYIO JINTEPATYpy U UCTOYHHUKHU, PEIIUTh
3aJ]a4M U BBIMOJIHUTD JAPYTrye MUChbMEHHbIE 3a/1aHusl.

CamocrosiTenbHas padbota

CamocrosTenbHas paboTa CTYICHTOB CIIOCOOCTBYET TIIyOOKOMY
YCBOGHMSI ~ y4eOHOTO  MaTepuajla W  Pa3BUTHIO  HABBIKOB
camooOpazoBanus. CamocrosTenbHass  paboTa  mpeamnojaraer
CIIC/TYIOIIHE COCTABIISIOIIHE:

- pabora c  TekcramMu:  y4yeOHUKaMH,  CIIPAaBOYHHKAMH,
JIONOJTHUTETILHOM JINTEpaTypor, a Takke NMpopabOTKa KOHCIIEKTOB
JICKITHM;

- BBIIIOJTHEHHUE JOMAITHHX 33JJaHUi U pacyeToB;

- pa60Ta Haa TCMaMu U1l CaMOCTOATCIIBHOTO U3YUCHUS

- ydactue B paboTe CTYJEHYECKMX HAYYHBIX KOH(EPECHIIUH,
OJIMMIIMA/I;

- TOJITOTOBKA K MMPOMEXKYTOUYHOH aTTeCTallUH.

ITonroroBka k
MIPOMEKYTOUHOM
aTTecTaluu

I'otoButhCSH K IIPOMEKYTOYHOU aTrrecTanuu ciaenyer
CUCTEMaTUYEeCKH, B TEYEHHE Bcero cemecrtpa. IHTeHcHuBHAs
MOJrOTOBKA JI0JKHA HAYAThCS HE TIO3/IHEE, UEM 3a MECALI-II0JITOPA J10
MPOMEXYTOUYHOU arrectanuu. J[aHHbBIE Mepen 3a4eToM, 3a4€TOM C
OLIEHKO Tpu JHs 3P PEeKTUBHEE BCEr0 NCIOIB30BATH JIIsl TOBTOPEHUS
Y CUCTEMaTHU3allui MaTepHaa.




JIMCT PETUCTPALIMM U3MEHEHUN

IlepeueHb BHOCUMBIX U3MEHECHUH

JlaTa BHECEHMS
W3MEHEHUM

IHonmuce
3aBEAYIOIIETO
Kadeapon,
OTBETCTBECHHOM 3a
peanuzaruio OITOIT
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