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1. HEJIA 1 3AJJAYUN JTUCHUITJINHBbI

1.1. Heau aucUMIMHBI

dbopmupoBaHre y OOydYarolmMXCs 3HAHUM O METOoAaX, MOJEIAX, CHUCTeMax
obOecricueHus U yIpaBieHUs 3alIUTON Web-KOHTeHTa; M3ydYeHHEe MaTeMaTHYECKUX
OCHOB 3aIlIUThl Web-KOHTEHTa, METOJIOB, CPEJICTB M MHCTPYMEHTOB HIH(PpOoBaHUS,
MIPUMEHsIEMBIX B chepe HHPOPMAITMOHHO-KOMMYHHUKAIITMOHHBIX TEXHOJIOTHIA

1.2. 3agauu ocBOeHHS TUCHHUIITIHHBI

- HU3YYCHHE  OCHOBHBIX METOJIOB M CHCTEM 3alllUThl HMHGpOpPMAIUH,
pa3TUYHBIX HANpaBJICHWH oOecrieueHns WH(POPMAIMOHHON 0€30MacHOCTH B
HNuTepner-cpene;

- cucTeMaTu3aiys, GopMalIu3aus U paclIupeHue 3HAHUK MO0 OCHOBHBIM
MOJOXKEHUSIM ~ Teopuu  HHMOpMaIMyi, HWH(POPMAIIMOHHOWM 0€30MacHOCTH U
CTaHJapTaMu MU (ppoBaHUs;

- OCBOCHHE W UCIIOJb30BAHUE B MPAKTUYECKON JAEATEIBHOCTH TEXHOJIOTHI
3allUThl MHTEPHET-PECYPCOB  HAa OCHOBE IPHMEHEHMS CIEIUATU3UPOBAHHBIX
armapaTHBIX U IPOTPAMMHBIX CPEJICTB.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
Hucruminaa  «TexHomoruu  3amuThl  Web-KOHTEHTa» OTHOCHUTCS K
JUCIUTIIMHAM 4acTd, (OPMUPYEMO yUYaCTHUKaMU 00pa30BaTEIbHBIX OTHOIIICHUN
(mucuuruiMHa 1o BEIOOPY) 6s10Ka b1 yuyeOHoro muana.

3. IEPEYEHD IIVIAHUPYEMBIX PE3YJIbTATOB OBYYEHMUSI 110
JUCHUIIJINHE

[Iponiecc m3yuenus aucuurinHbl «TexHomoruun 3amuthl Web-KoHTEHTa»
HaIpaBJIeH Ha (OPMUPOBAHUE CIAETYIOUIUX KOMITETCHIUMI:

ITK-2 - Crtoco6eH BBINMOJIHATH MPOSKTUPOBAHUE HHHOPMAIITMOHHBIX CHCTEM H
PECYPCOB JUIS Pa3IMYHBIX TIPUKIIAIHBIX 00J1acTeH

[1K-6 - CrtocoOeH mpoBOANTH OIIEHKY OCYIIIECTBUMOCTH (PYHKITMOHUPOBAHUS
1 COIPOBOXKJICHHS MH(DOPMAITMOHHON CHCTEMBI

Pe3yabTarhl 00yyeHusl, XapaKTepHU3yIolue

Komnerenuus
cpopMHUPOBAHHOCTH KOMIIETEHUIMH

[1K-2 3HaTh: 3amaud  UHGOPMAIMOHHOM O0€30MacHOCTH B
00J1acTH 3aluThl Web-KOHTeHTa, OCHOBHBIC TEHJICHIIMHU U
HampaBieHus: (GopMUpoBaHUS UM (HYHKIUOHUPOBAHUS
KOMITJIEKCHOH ~ CHCTEMBI  3alllUThl  WH()OPMAIMOHHBIX
PECYPCOB CETU UHTEPHET

YMeTb: TNPUMEHSTh METOJbI M CHCTEMBI  3alUThI
uHdopmaruu g obecrieueHus  MHGOPMAIIMOHHOMN
0€30I1acCHOCTH Web-pecypcoB

BJI&,Z[GTBI COBPEMCHHBIMU CPCACTBaAaMHM MW MCTOAaMH
IMOCTPOCHUA KOMIIIICKCHBIX CHUCTEM obOecreyeHus 3alIUThI
web-KOHTEHTa B TCJICKOMMYHHUKAIIMOHHBIX CUCTEMAX




[1K-6

3HaTh: OCHOBHBIE MNPUHIIAIIBI
aIMUHUCTPATUBHO-TIPABOBOM 3aIlllUThl Web-KOHTEHTAa B
TEJICKOMMYHUKAIIMOHHBIX CUCTEMax

YMeTh: YMCTb BLI6I/IpaTB, AJalITUpOBATb U IIPHUMCHATDH
HCO6XOI[I/IMBIC AJITOPUTMBI IIpu PCHICHUU
HpO(l)CCCI/IOHaJ'II)HBIX 3aJa4 3allINThI web-KOoHTeHTa

BrageTs: HaBbIKaMH HMCIIOJIB30BAaHHUS CPEJICTBA 3aIUTHI
web-KOHTeHTa OT HECaHKIIMOHHPOBAHHOTO CheMa H
YTEUKH 10 TEXHHYCCKUM KaHajlaM;, HMCII0JIb30BaTh
CpPeACTBa OXpaHbl M OE30IMaCHOCTH, HMH)KCHEPHOU 3aIlUTHI
U TEXHUYECKOM OXpaHBI 00BEKTOB, CHCTEM
BUJICOHAOIIIONCHHUS.

4. OB BEM JUCHUIIJINHBI

OO0mas Tpy10eMKOCTh JUCHUIUIMHBI « TexHomoruu 3amuThl Web-KOHTeHTay
COCTaBJISET 3 3.€.
Pacnipenenenue Tpy10€MKOCTH JUCHMIUIMHBI 110 BUAAM 3aHSITHH
o4yHas popma 00ydeHHsI

. Bcero | Cemectpnl

Busr yaeOHOM paboThI YACOB 7
AyAUTOpPHBIE 3aHATHS (BCEro) 54 54
B ToM uucne:
Jlexuu 18 18
JlaGopartopusbie pabotsl (JIP) 36 36
CamocrosiTesibHas padboTa 54 54
Buabpl 1poMeXyTOYHOM aTTECTALlUU - 3a4ET + +
OO6m1ast TPy 10€MKOCTb:
aKaJeMHYCCKHE Yachl 108 108
3a4.e]I. 3 3

5. COAEP KAHUE JUCHUIIVIMHBI (MO4Y JISA)
5.1 Copep:xanue pa3aeoB JUCHUIUIMHBI W paclpeesieHue
TPYA0EMKOCTH M0 BUAAM 3aHATHI

o4yHas popma 00ydeHust

No
/11

HaumenoBanue TeMbl

JIab. Bcero,
Copeprkanue pasjena Jlexn sam. CPC wac

1

OcCHOBBI HHGOPMAIHOHHOM
6e3omacHoOCTH IIpU paboTe ¢
web-KOHTEHTOM

OcHOBHbIE TTOHATHUSA MH(GOPMAIHOHHOM
6e3omacHocTH TpH pabore ¢ web-KOHTEHTOM.
Knaccugukamnus yrpos. Knaccudukarus cpeacts
3anmTel  MHGOpMaimu. MeToasl W CpeicTBa
OpTraHU3AIMOHHO-TIPABOBOW 3aIUTHI WH()OPMAIIHH. 2 6 8 16
Metonsl M CcpeAcTBa HWHKEHEPHO-TEXHUYECKOU
3aIIUTHL. [IporpammHubie u
MPOTpaMMHO-aIapaTHble METOABl W  CPEACTBa
obecrieveHus THPOpMaIIMOHHOH 0€30MaCHOCTH

Kpunrorpaduueckrue MeToab! 1
CPEeACTBA 3aLIUTHI
HHTEPHET-PECypcoB

BBeneHne B OCHOBBI COBPEMEHHBIX HIM(POB C
CHMMETPUYHBIM KITIOYOM. MopynbHas
apudmernka. CpaBHeHus u MaTpPHLBL. 6 8 10 24
TpamuuuonHele  mWUGPEl € CHUMMETPUYHBIM
KkmodoM.  AnreOpamdeckue  CTpykTypsl.  [loms.




Y COBEpIICHCTBOBAHHBIM CTaHIApT IH(POBAHUS
(AES — Advanced Encryption Standard). ITpocTeie
YHCIIa. KBanparuynoe CpaBHEHHE.
Kpunrorpadguaeckas cucreMa RSA.
Kpuntocucremsr.  IIpocTele  KpHITOCHCTEMBI.
IndpoBanme MeTonOoM 3aMeHBI (IOACTAHOBKH).

OnHoangapuTHas MOJICTAHOBKA.
MHoroangaBUTHasE OTHOKOHTYpHAasi OOBIKHOBEHHAs
TOJICTaHOBKA. Tabmurpt Bumxunepa.
MHoroandaBuTHas OJTHOKOHTYpHast
MOHO(OHHYECKAS MOJCTaHOBKA.

MHOFOaJ'I(i)aBI/ITHaSI MHOTI'OKOHTYpHasi NoACTaHOBKa.
I_HI/Iq)pOBaHI/Ie METOAOM TII€PECTAaHOBKU. Hpocmﬂ
nepeCTaHOBKa. HepeCTaHOBKa, YCIOXHEHHas 110
Ta6J’[I/IHe. HepeCTaHOBKa, YCIIO0XXKHCHHAasA o

MapIipyTam. Tudpopanue METOZIOM
rammupoBanus.  [lludpoBanne ¢  HOMOIIBIO
AHATUTHYECKUX peoOpa3oBaHHid.
KomMOuHupoBaHHbIE METOIbI MUPPOBAHHUSL.

Crangaptsl mudposanus. CTaHmapT muQpoBaHUS
naHHplx  Data  Encryption Standard. Pexumbr
pabots! anroput™a DES. Anroput™ mmdpoBanus
naHHblX IDEA. O6mias cxema anroputma IDEA

CTaHaapThl U crienu(UKaLuU B
obmactd  MHPOPMAITMOHHON
0€e30I1acCHOCTH

CranmgapTel W chenudukanuy B 00JacTh
HH(OPMAIMOHHOW ~ OE30MacCHOCTH. Crangapt
«Kputepru OLCHKH JOBEPEHHBIX KOMITBIOTEPHBIX
cucrem». MexannsMbel Oe3omacHocTH.  Kitaccsr
6esonacHocTH. MH(popMmannoHHas 0€30MacHOCTb
pacnpenenenubix cucreM. Pexomenmanuu X.800.
CeteBbie  cepBuchl  Oe3omacHoctd.  CraHmapT
ISO/IEC  «Kpurepuu omeHKH  06€30MacCHOCTH
HH()OPMAIMOHHBIX TEXHOIOTHII.

10

18

Hudopmarmonnas
0€30MacHOCTH B
KOMITBIOTEPHBIX CETAX

3ammra WHpOpPMANMUW B JIOKAJBHBIX CETAX U
rnobaneHbIXx  cersix.  OCHOBBI  MOCTPOCHUS
JIOKaJbHOW  KOMIIBIOTEPHOM  ceTu.  YpoBHHU
AQHTHBUPYCHO# 3aIIUTHI. YPOBEHB 3aIIUTHI pabovYnX
CTaHIMIl  CETeBBIX CEepPBEPOB. YPOBEHb 3aIIUTHI
TIOYTHL VYposeHs 3aIIUTEI IITIO30B.
LlenTpanu3oBaHHOe yNpaBle€HUE AHTUBUPYCHOM
sammroi. Jlormueckas cetb. Cxema cOopa
CTaTHCTHKNA B CHCTEME AaHTUBHPYCHOW 3all[UTHI
VYnpasnenue KITFOYaMHU ¢ poBaHUS u
Oe3onacHOCTh ceTu. LleTocTHOCTh cooOIIeHHs U
yCTaHOBJIEHHE HOJIMHHOCTH COOOMICHMS.
Kpunrorpapuueckue xom-¢pyHkuuu. Ilndposas
MOJNUCE. Y CTaHOBJEHHE IOJJIMHHOCTH OOBEKTa.
Vopasnenue — kmodamu.  be3omacHocTh  Ha
npukiagHoM  yposue: PGP umw  S/MIME.
BezonacHocTh Ha TpaHcmopTHOM ypoBHe: SSL u
TLS. Be3omacuocts Ha cereBoMm yposae:IP SEC.
bpanamayspsl. Omnpenenenue TUIIOB
OpaHaMay3poB. PaspaboTka KOH(pHUTryparuu
MeXCeTeBOro 3kpana. [locrpoenne Habopa npaBui
MexceTeBoro 9kpana. CucremMa OOHapyKeHUs
ropxenui (IDS). Vznossie IDS. Amnammsaropsr
KypHauoB. JlaT4Wky TPH3HAKOB. AHAIM3aTOPEI
CHCTEMHBIX BBI30BOB. AHAIM3aTOPHI MOBEICHUS
npuiIokeHnH. KOHTpOIUIepsI IeN0CTHOCTH (aiiiioB.
Ceresbie IDS. VYcranoBka IDS. Omnpenencnue
ueneit npumenenus IDS.

16

30

3amuTa HHPOPMAUH  OT
YTEUKH 10 TEXHUYECKUM
KaHaJlaM

OCHOBHBIE TIOHATHS B OOJAaCTH TEXHHUYECKOMH
3amMTel WHGOPMAIUK. 3aIluTa HHPOPMAIUH OT
yTEUKH TI0 TEeXHUYeCKuM Kananam. Crpykrypa
KaHama yTeyku uHpopmarmu. Kraccudukarms
KaHAJIOB yTCUKd HWHGMOpMAIUH.  ATTeCTalus
00bekTOB HMH(OpMaTH3alMK 10 TPEeOOBAHUSAM
0E€30IaCHOCTH.

10

20




Hrorol 18 | 36 | 54 [ 108

5.2 Ilepeuyennb 1a00paTOPHBIX padoT

1. Pa3paboTka mNOpOrpaMMHBIX CpPEJICTB KPUNTOrpapUUECKON 3aliuThl
web-KOHTeHTa. AJITOPUTMBI CAMMETPUYHOTO UG POBAHUS.

2. PazpaboTka mpOrpaMMHBIX CPEACTB KpUNTOrpaduyECKON 3allUThI
web-koHTeHTa. ba3oBbie alnropuT™Mbl TEOPUU YHUCEIL.

3. PazpaboTka mNpOrpaMMHBIX CpPEJCTB KPUOTOrpaPUUYECKON 3alIuThI
web-KOHTeHTa. AJITOPUTMBI IIUPPOBAHUS C OTKPBHITHIM KIIFOUOM.

4. Anroput™m mmdposanus b ['amans. 3agauu ¥ aNroOpUTMbI JJIEKTPOHHOM
MOJIHCH.

6. IPUMEPHAS TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT
B cootBeTrcTBUM ¢ y4YEOHBIM IIJJAaHOM OCBOCHHME JUCHUIUIMHBI HE
MpeayCMaTPUBAET BBIMOJHEHUE KYyPCOBOTO MpoeKTa (paboThl) MM KOHTPOJBHOM
paboTHI.

7. OHEHOYHbBIE MATEPUAJIBI 1JIA TIPOBEAEHUSA
IMPOMEXYTOUYHOM ATTECTAIIMY OBYYAIOIIUXCSI IO
JANCIHUIIJINHE

7.1. Onucanne nmokasarejed M KpUTepHeB OLCHUBAHUSA KOMIIETCHUMM
Ha Pa3IMYHBbIX dTanax ux GopmMupoBaHus, ONMUCAHUE IKAJ OLlCHUBAHUS

7.1.1 JTan TeKkyuero KOHTpPoJst

Pe3ynbraThl TEKyIIEro KOHTPOJISI 3HAHUW M MEXKCECCHOHHOW aTTeCTaluu
OLIEHUBAIOTCA MO CIEAYIOIEH CUCTEME:

«aTTECTOBAH»;

«HE aTTECTOBAH).

PesyabTaThl 00y4eHmus,
Komne- XapaKTepu3yloume Kpurepun

ATTEcTOBaH He aTTecToBan
TEHIHU c(hopMHPOBAHHOCTH OLCHUBAHUS
KOMIICTCHIINH
T1K-2 3HaTh: 3amaud|BeimonHe e, moarotoska| Bemonaenue pador B|  HeswmmomHeHne
HHPOPMAITHOHHOM oT4yera u 3aImuTa CPOK, paboT B CpoOK,
6e3omacHOCTH B 00JacTH|1abopaTopHBIX paboTt,| mpeayCcMOTpEeHHSBIH B | pexyCMOTPEHHBIH
3aAIUTHI web-KOHTeHTa, [orpoc o TeMaM | pabouuX MporpaMmax B pabounx
OCHOBHBIE TEHAEHIHMH H|CaMOCTOSATEILHOTO mporpaMmmax
HaIpaBJICHUS H3yYCHHS
(opMHupOBaHUA u
(YHKIMOHAPOBAHUS
KOMILIEKCHO CHCTEMBI

3auThl  MH)OPMAIHOHHBIX
pPECYPCOB CETH MHTEPHET

VMeTs: NPUMEHATL METObL BBIHOJ'IHGHI/IG, noJAroToBKa Brmonnenne pa6OTB Hesrimoanenne

u CUCTEMBI 3alIMTHI [0TUeTa u 3aIuTa CPOK, paboT B CpoK,
uHpOpMALUU JUTs | 1a00paTOPHBIX paboT,| IpeayCMOTPEHHBIN B | IPEAYyCMOTPEHHBIH
obecrnieueHus 0IIpOoC 1o TeMaM| pabovmx mporpammax B paboumnx
nHGOPMATMOHHOM CaMOCTOSITEILHOIO rnporpammax
6e3omacHOCTH web-pecypcoB|u3ydeHns

Bnanets: COBpEeMEHHBIMH | BeimmotHeHne, moarotoBka| BemonHenue pador B| HesbimomHeHue
CpPEeICTBAaMH W  METOIaMH|oTdeTa u 3ammra CPOK, paboT B CpOK,
MOCTPOCHUA  KOMILIEKCHBIX | 1a00pPaTOPHBIX paboTt,| mpexyCMOTpEHHEIH B | IpeXyCMOTPEHHBIH
CHCTEM obecrieueHus [orpoc o TeMaM | pabouuX MporpaMmax B pabounx

3aIIUTHI web-KOHTeHTa  B|CaMOCTOSTEIBLHOTO IIporpamMmmax




TETICKOMMYHHKAIIHOHHBIX M3YYICHUS
CHCTEMax

TIK-6 3HaTh: OCHOBHBIC MPUHITUIIGI |BeImomHeHE, TOATOTOBKA | BeimonHenue padot B| HeBwimonaeHne
aJMUHHUCTPATUBHO-NIPABOBOM |0TUETA U 3aLIUTa CPOK, padoT B CPOK,
3ammThl  Web-KOHTeHTa B|1abopaTopHBIX padoT, MPEAYCMOTPEHHBIN B | MpeaycMOTPEHHBIN
TEJIEKOMMYHHUKAIIMOHHBIX OTIPOC MO TeMaM pabouux mporpaMmax B paboumnx
cHUcTeMax CaMOCTOSITEIBHOTO mporpaMmmax

W3YYEeHHUS

VMeTh: BEIOUpATH, | BeimoHeHue, moarotoska | Bemmonunenue pador B|  HeBbimonHenue
aJanTUpOBaTh W MPUMEHSATH|OTUYETA U 3alIUTa CPOK, padoT B CPOK,
HEOOXOJUMBIC  AITOPUTMBI|1a00pPaTOPHBIX PadoT, MPEAYCMOTPEHHBIN B | MpeaycMOTPEHHBIN
pu PEIICHNH |0TIPOC TT0 TeMaM pabounx mporpaMmax B paboumx
npodeccHOHATBHBIX 33724 |CaMOCTOSATEIIEHOTO porpamMmax
3aIIMTHl Web-KOHTEHTA H3YICHUS
Brnanets: HaBbIKaMH | BermostHeHue, ToAT0TOBKA | Beimonnenue pador B| HeBbimonaeHne
HCIIOJIb30BaHHS CpeICTBa|oTUeTa U 3alIuTa CPOK, paboT B CpOK,
3aIIUTBl  Web-KOHTEeHTa OT|7ab0paTopHBIX padoT, MPEAYCMOTPEHHBIN B | MpeaycMOTpeHHBIN
HECaHKIIMOHUPOBAHHOTO OTIPOC IO TeMaM pabounx mporpaMmax B paboumx
cheMa M YTEYKH  T10|CaMOCTOSTEIIEHOTO porpamMmax
TECXHUYCCKUM KaHaJiaM, HSyHCHHH
HCII0JIb30BaTh cpencTea
OXpaHbl W 0C30MaCHOCTH,
WH)XEHEPHOM  3aluThl U
TEXHUYECKOU OXPpaHbI
00BEKTOB, CHCTEM
BHICOHAOIIOICHUS.

7.1.2 JTan NpoMeKYTOYHOT0 KOHTPOJISI 3SHAHUI

Pe3ynbpraTel MpOMEKYTOUYHOTO KOHTPOJIS 3HAHUN OLICHUBAKOTCS B 7 CEMECTPE
JUTsl OYHOUM (popMBI 0O0yUEHHUS 110 ABYXOaUIbHON CUCTEME:

«3aYTEHO

«HE 3aYTECHO»

PesyabTaThl 00y4eHus,
Komme- XapaKTepH3yIomue Kpunrtepun

TEeHUH copmMHpoBaHHOCTH OLleHUBAHUS 3aureno He 3auteno
KOMIICTCHIINH
IK-2 3HaTh: 3amauu|Tect Brinonaenne Tecra Ha| BeimonHenue MeHee

nHpopMaMOHHOH 70-100% 70%

Oe3omacHocTH B oOJlacTH

3aIUTEI web-KOHTeHTa,

OCHOBHBIE TEHJEHUMH U

HaTpaBJICHUS

(bopMupoBaHus u

(yHKINOHUPOBAHUSA

KOMIIJICKCHOM CHUCTEMBI

3amUThl  MHGOOPMAIIMOHHBIX
pECYpCOB CETU UHTEPHET

YMeTh: NpUMEHATh METOJb!|Penienne crannapTHBIX IIpogemoHcTpHupoBa H| 3amauu HE peIIeHBI

u CHCTEMBI 3aLIMTHI | IPAKTUYECKUX 32124 BEPHBII X0/ pelIeHHs

nHpOpPMaINH JUISL B OOJBITMHCTBE 3a/1a4

obecrnieueHus

nHpopMannoHHOH

Ge3omacHoCcTH wWeb-pecypcoB

Bragets COBpEeMEHHBIMH | Perenne npukiaHpIx [IponemoncTpuposa H| 3aauu He peLIeHbI
CpeAcTBaMH ¥ METOAaMHU|3a1ad B KOHKPETHOM BEPHBII X0/ pelIeHHs

MIOCTPOEHHS  KOMIUIEKCHBIX [[TPEAMETHOH 00s1acTi B OOJIBIIMHCTBE 337124

cucTeM obecrieueHus

3alIMThI web-koHTEeHTa B
TCJICKOMMYHUKAIIMOHHBIX
CHUCTEMAaXx

IT1K-6 3HaTh: OCHOBHBIE MpHUHITHIEI|TecT Brinonnenue tecra Ha| BeimoniHeHne meHee




aJIMUHHACTPATHBHO-TIPABOBOM 70-100% 70%
3amMThl  Web-KOHTeHTa B
TEIEKOMMYHHUKAI[HOHHBIX
cHUCTEMax

YMeTb: yMeTb BBIOHpaTh,|PemieHue ctangapTHBIX IIponemoHcTpupoBa H| 3a1auu He pelIeHb

alanTUPOBAaTh M NPUMEHSTH|IPAKTHYECKUX 33/1a4 BEPHBIN X0 peleHus
HEOOXOANMBIE  AITOPUTMBI B OOJIBIIMHCTBE 337124
pu peleHnu

mpo)eCCHOHATBHBIX  3a1a4
3aIUTEl WEb-KOHTEHTa

Brnaners: HaBbIKaMH | PelieHue mpukiaaHbIx IIponemoHcTprpoBa H| 3a1auu HE pEIICHBI
HCIIOIL30BaHM CpeICTBa|3amad B KOHKPETHOM BEPHBIA X0 PCIICHUS
3aIUTEl  Web-KOHTEHTa OT|MpeIMETHOU 00IacTh B OOJIBIIMHCTBE 3a1a4

HECAHKIMOHUPOBAHHOTO

cheMa M yTEUKH 10
TEXHUYECKUM KaHaJjaM;
HCITOJIB30BaTh cpencTaa
oxpaHbl U 0€30MaCHOCTH,
WH)XEHEPHOM  3aluThl U

TEXHUYECKOU OXPpaHbI
00BEKTOB, CHCTEM
BH/ICOHAOIIOICHHUS.

7.2 IlpuMepHBIi mNepeYyeHb OUEHOYHBIX CpPeAcTB  (THIIOBbIE
KOHTPOJIbHbIE 3aJaHUSl WM MHbIE MaTepHaJbl, HEOOXOAUMBbIE IJIS OLEHKHU
3HAHUI, YMEeHHUI, HABBIKOB U (MJIH) ONbITA 1€ATEILHOCTH)

7.2.1 IlpumepHblii mNepe4vYeHb 3aJaHUl a1 NOATOTOBKH K
TECTHPOBAHUIO

1. Kakoil Meron oOHapyXeHUss BUPYCOB Oa3upyercss Ha NPUMEHEHUH
POTPaMM-PEBU30POB, KOTOPHIC CIEASAT 3a U3MEHEHUsIMU (DaiJIOB U JUCKOBBIX
CEKTOPOB Ha KOMIIBIOTEPE?

oOHapyXeHue U3MEHECHU I
WCIIOJIb30BaHUE PE3UICHTHBIX CTOPOKEH
ABPUCTHUYECKUI aHAJIN3

CKAHUPOBaHHE

2. Kakoe tpebOoBaHume K cucTeMe 3alUThl WHOOpPMAIUU TIperoiaraet
OpraHU3aliI0 €IMHOTO YIIPABJICHHS M0 00€CTICUeHUIO 3aluThl HHpOpMaIum?
YHUBEPCAITHHOCTD
HEeHTPAJTU30BAHHOCTH
aJICKBaTHOCTh
HEIPEPBIBHOCTh

3. Kak Ha3bIBaeTcs 3TO METOJ BbIOOpA MapIIpyTa B CETSIX ¢ KOMMYyTaluen
KAaHAJIOB, YYUTHIBAIOIINI JUHAMUYECKOE COCTOSIHUE BHIXOIHBIX KAHAJIOB XOCTA WU
ceTu?

NACCUBHAsI MapLIPYTU3ALIMS
aKTHWBHAS MapILIPyTHU3ALU]
CTaTU4ECKask MapIIpyTH3aLns
AUHAMHYECKAs MAPIIPYTU3aLUs

4. Cytp Kakoro Meroja Kpumnrorpaduueckoro mpeoOpa3oBaHUsA




uHOpMaAIIMU  3aKJIIOYAeTCsl B 3aMEHE HCXOJHOTO CMbICIAa  COOOIEHHUs
coueTaHusIMU OYyKB, TU(Dp 1 3HAKOB?

cTeranorpadus

mudpoBaHue

coKaTHhe

KOJAUPOBaHHE

5. Ha kakom ypoBHe monenu OSI co3naroT TyHHenu mpoTtokoiibl L2TP u
PPTP?
TPAHCIIOPTHBIN
MIPUKIIATHON
KaHAJbHbIN
CETEBOU

6. Kak Ha3bIBaeTcs Joruueckas rpyIna yCTpOMCTB, UMEIOIINX BO3MOXXHOCTh
B3aMMOJICHCTBOBaTh MEXKJy COOOW HampsAMyr Ha KaHaJIbHOM YpPOBHE, XOTS
¢bu3Myecku TpU ATOM OHM MOTYT OBITh TMOJKIIOYEHBI K Pa3HbIM CETEBBIM
KOMMYyTaTtopam?

BUPTYAJIbHAS JIOKAJIbHASA CETh

BUpTYyajbHas KaHAJIbHAS CETh

3alIUIIEHHAs MAarUCTPaIbHAs CETh
BHUpTYyaJbHas YacTHAs CETh

7. Kak Ha3pIBaeTcs mporeaypa MPOBEPKH HASHTU(PUKAITMOHHBIX JaHHBIX
MOJIH30BATEIISI TIPH JIOCTYTIE K MHGOPMAIMOHHON cucTeMe?
aBTOpU3ALIUS
ayTeHTU(PUKAUA
uaeHTU QUKL

8. Eciu ceTeBoil aJIMUHUCTPATOP CAMOCTOSTENIBHO 3alOJHSAET TaOIHUIIbI
MapuIpyTH3aliu, TO B CETU UCTIOJIb3YyETCHl. . .

MacCUBHAs MapPIIPYyTU3ALIHS

aKTUBHAsI MapIIpyTU3AIUS

JUHAMHUYECKas MaplipyTU3aius

CTATHYECKAs MAPIIPYTH3AUSA

9. HemoctratkoM Kakoro MeTojia 0OHapy>KEHUSI BUPYCOB SIBISIETCS OO0JbILOE
KOJIMYECTBO JIOKHBIX CpadaThIBaHUN aHTUBUPYCHBIX CPEACTB?

WCIIOJIb30BAaHUE PE3UIEHTHBIX CTOPOXKEM

IBPUCTHYCCKUI aHAJIN3

CKaHUPOBAHUE

oOHapyKeHHe U3MECHEHU N

10. Eciin ceteBoi AIMHUHUCTPATOP CaAMOCTOATCIBbHO 3aIlOJHACT Ta6J'II/IIII>I
MapumpyTru3aigmuu, TO B CCTH UCIIOJIL3YCTCH. . .



[IaCCUBHAs MapIlIPyTU3aLUs
AKTUBHAs MaplIpyTU3ALUS
JTAHAMUYECKAasi MapUIpyTU3AIUA
CTaTH4YecKas MapUIPyTU3 AU

7.2.2 TlpuMepHbIi MepeYeHb 3aJaHMH JJIs PelleHMs] CTAHJAAPTHBIX
3aaa4

1. JInst 9yero ucnosnap3yeTcsi BEKTOp MHUIUATU3ANHN ?

JJIA Ha4YaJia mpouecca paciinGppoBKu

IUTSL CKATUs TaKeTa

JUTSL Ay TEeHTU(DUKAITUU

JUIS. MApUIPYTU3ALIMK TTaKeTa

2. Kak Ha3pIBaeTcs araka, MpU KOTOPOW 3IOYMBINUIEHHUK TE€HEPUPYET
00JIbIIIOE KOJIMYECTBO COOOIICHUM ¢ pa3HbIX UCTOYHUKOB JJIsl IOYTOBOTO CEPBEPA,
yTOOBl pEAIN30BaTh OTPAHMYCHHE JOCTyna (WM TMOJHBIA OTKa3) K HTOMY
IIOYTOBOMY CEpBeEpYy?

SYN-flood

Mailbombing

ICMP-flood

UDP-flood

3. Kakue u3 HHKEeNepeurncIIEHHbIX YIPO3 OTHOCATCS K BHEIIHUM yrpo3am?
UCTIOJb30BaHUE COTPYJHUKAMHU Cila0bIX Taposied Juid  Joctyna K
MH(POPMAIIMOHHBIM CHCTEMaM

nepexsar HMHPOPMANUM €  HCHOJB30BAHMEM  PAJAUONPHEMHBIX
YCTPOMCTB

pacnpocTpaHeHHe BPEAOHOCHOI0 IPOrPAMMHOI0 00ecIeYeHust
nepeaayda COTpyAHMKaMH KOHPUACHIIMAIBHON HH(OPMAMU KOHKYpEHTaM
IIpEHAMEPEHHOE yAaneHue KOH(UIEHIUATTbHON uH(popmanuu
COTpYAHUKAMU

araku u3 UHTepuera

4. Kakue cucTtembl IIpeaHA3HAYCHBI I O0OECICUYCHUS CETEBOTO
MOHUTOPHHTA, aHAJIM3a, OTOBEIICHUS B cllydae OOHApy»KEHHS CETCBOM aTakW, a
TaKXe CIIOCOOHBI €¢ OJIOKUPOBaThH?

IPS

AV

IDP

WCF

5. Kak Ha3pIBaeTCsl BpeJOHOCHAS MPOrpamMMa-TPOsH, MpeIHa3HAuYeHHAs JJIs
CKPBITOIO  YJAJIEHHOTO  YIpPaBICHUS  3JIOYMBIIUICHHUKOM  MOPa’KEHHOI'O
KOMIIbIOTEpa?

Trojan-Mailfinder



Rootkit
Exploit
Backdoor

6. /s yero npenHazHavyeHbl cuctembl IDS?

U1 00ECIICUYCHHST 3alllUTHl OT BPEIOHOCHOIO KOJIa BO BpeMs 3arpy3KH
¢aiinos

JJI1 OOHAPYKeHUsI M TIPeIOTBPALIIEeHHUsI CETEBBIX ATAK

JUISL TIPOBEPKH CceTeBOro TpaduKka Ha BHPYCHI, TPOSHCKHE W JpYyTrue
BPEIOHOCHBIEC MPOrPaMMBbI

JUIS KOHTPOJISI UCTIOJIb30BAHUS JOCTYIa IOJIh30BaTeNIe JTOKaIbHON CeTH K
WHTEPHET-PECypcam

7. Jlnst wero npu yaaineHHoM poctyne Kk CLI mpumensiercst mpotokos SSH?
17151 peoOpaszoBanms IP-aapecoB B TEKCTOBBIC UMEHA

IJIs oTIpeieNieHusl uHTepdeiica yrpaBlIeHUs

17151 0aTaHCUPOBKHM HAarpy3KH Ha CETh

JIsl o0ecrevyeHus1 0€30MaACHOr0 COeIMHEeHUs

8. Kakume wmexaHusmbl ayTeHTU(PUKAIMK OECHpPOBOIAHBIX KIHWEHTOB
npeaycmatpuBaet cragaapt IEEE 802.11 ¢ tpaguiinonHoi 6€301MacHOCThIO?

OTKpBITask ayTeHTU(DUKAIIHIS

ayTeHTH(PUKAIMSA ¢ 00IIMM KJIIOY0M

Ha3HauYeHue ujeHTuuKaTopa 6eCIpOBOHON JTOKAIBHON CETH

ayreHtudukanus kienta no MAC-anpecy

9. Kakoil U3 HUKENepeyncIeHHbIX BapuaHToB peanusanuu EAP ocHoBaH Ha
napoJsix?

PEAP

EAP-TLS

EAP-LEAP

EAP-MD5

10. Kakoii MexaHusMm (QuIbTpanuu WHTEPHET-TpaduKka B MEXKCETEBBIX
skpaHax NetDefend mnomoraer 3ammTuTh NOJB30BaTeNeld OT IMOTEHIIMAIBHO
OITACHOTO KOHTEHTAa BeO-cTpaHuI] — 00bekTOB ActiveX, Java-cKpunToB u T.11.7?

TUHAMUYeCcKas (PribTpanus

cTaTu4eckas GuiIbTparus

padoTa ¢ AKTUBHBIM COJIEPKUMBIM

7.2.3 IlpuMepHBbIil NepeYyeHb 3aJaHUl 1151 pellieHUs MPUKJIATHBIX 32124
1. Kak Ha3bIBaeTCs CTaHAAPT AJISI BUPTYAJIBHBIX JIOKAJIBHBIX CETEN?

802.1ad

IEEE 802.111

IEEE 802.1Q



IEEE 802.11

2. Ha xakom ypoBHe Mojzenu OSI paboTtaet proxy-ciyxoa?
CETEeBOM

(br3uICCKHiA

CEaHCOBBIN

NPUKJIATHON

3. Kakas @yHkims MexxceTeBbix 9kpanoB D-Link aBTomaTruecku u3onupyer
WHOUIIMPOBAHHBIE  KOMIBIOTEPHl  JIOKAJbHOM CeTM M MPEJOTBpAIAET
pacnpocTpaHeHUuEe UMHU BPEIOHOCHOTO Tpaduka?

Threshold Rules

Server Load Balancing

ZoneDefense

Traffic Shaping

4. Kakoil mpoTOKOJ MOJJICPKMBACT B3aUMHYIO ayTeHTH(HUKAIMIO Ha 0aze
cepTuduxkaToB?

EAP-LEAP

EAP-TLS

PEAP

EAP-MD5

5. Kakoit mpoToko npeaHa3sHadeH s TOro, YToObl XOCThl aBTOMATHYCCKH
nonyuyanu IP-anpeca m apyrue mapamerpbl, HEOOXOIUMBIC 1Ji pabOTHI B CETH
TCP/1P?

BGP

DHCP

RIP

OSPF

6. Kakoil mpoTokoJ1 ucnois3yet TexHojorus ZoneDefense st 6710KupoBKU
TpaduKa 3apakeHHOT0 KOMIboTepa?

[PSec

SNMP

SSH

UDP

7. Hns ywero npumensiercss napametp DPD Expire Time B MexceTeBBIX
skpanax D-Link?

JUTSL TOTO YTOOBI 33/1aTh BPEMsI, [0 UICTEUEHUH KOTOPOT'O MEHSETCS aJrOPUTM

mudposanus VPN-TyHHens

JUIsL TOTO YTOOBI 3a7aTh BpEMSs, N0 UCTEUEHUU KOTOPOIO MEHSETCS KIHY

mudpoBanust VPN-TyHHens

Ji ) 6 TOIO 4TO0BI UCKJIIYUTH CyliecCTBOBaHHe VPN



«TYHHEJICH-TIPU3PAKOB)
JUISL TOTO YTOOBI 3a1aTh BpPEMs, MO HMCTEUYEHUHU KOTOPOTO IPOUCXOIUT
B3auMHas nepenaeHTruKanms y3yioB B VPN-TyHHEE

8. Kakoii MeTo mudpoBaHus SBIICTCS HanOoJIee CTOMKAM?
WEP
TKIP
CCMP

9. Kak naspiBaetcss pynkius DIR-100, koTopas mo3BoisieT QuibTpoBaTh
Hexenarenbuble URL-anpeca Web-caiiToB, 6510kMpoBaTh JTOMEHBI U YNPaBISAThH
pacrnucaHueM M0 UCIOIb30BaHUIO BbIX0Ja B UHTEpHET?

NOTPaHUYHBIA KOHTPOJIb
POAUTENbCKUI KOHTPOJIb
MOJIHBIN KOHTPOJIb
MPO3PAYHBIN KOHTPOJIb

10. JIns wero npumensiercsa HA-kmactep?
IUIs TMHAMAYECKOro pacnpeaenenus [P-anpecos
111 0aJTaHCUPOBKHU HArpy3Ku B CETU
1J1s1 o0ecnevyeHus1 0TKA30yCTOHYNBOCTH CETH
JUTsl 00eCTieYeHH S 1IEJIOCTHOCTH TepeIaBaeMbIX JIaHHBIX

11. Yrto takoe Pipe-kanan?
KaHaJl MEXIy MapIIpyTU3aTOPOM U KOMMYTaTOPOM
00bEeKT VIl yIPaBJIeHHS M0JI0COH MPONMyCKAHUSA
O0OBEKT JIJIs1 YIIpaBIICHUS JUTMHON TTepeaaBaeMbIX ITaKeTOB
KaHaJI, IPEIOCTABIISAEMbII TTOCTABIIIMKOM YCIYT

7.2.4 IlpumepHbIi NepevYeHb BONPOCOB /ISl MOATOTOBKH K 3a4eTy

1. OcHoBHbIE MOHATHUA WH(MOPMAIMOHHOW O€30MacHOCTH TpH padoTe C
web-kontenToM. Knaccudukanus yrpo3. Kimaccudukamust cpeAacTB  3aliuThl
uH(pOopMaIuu.

2. Meroapl U CpeicTBa OPTaHU3AIMOHHO-TTPABOBOM 3aIUTHI HH(DOPMAITUH.

3. MerTobl U CpeACTBAa MHKEHEPHO-TEXHUYECKOU 3alUTHI.

4. IlporpaMMHBIE U MNPOrPAMMHO-ANIApPaTHBIE METOAbBl M  CPEACTBa
obecrieueHust UHOOPMAITMOHHON OE30MaCHOCTH

5. BBeneHue B OCHOBBI COBPEMEHHBIX MHUGPOB ¢ CUMMETPUYHBIM KIIFOYOM.
MopynbHas apupmeTrika. CpaBHEHUS] U1 MaTPUIIBI.

6. TpamuuuoHHBIC MU(PHI C CHMMETPUYHBIM KITFOUOM.

7. Aunrebpamdeckue CTpYKTypbl. [lois. YcoBeplieHCTBOBaHHBIM CTaHIApPT
muppoBanus (AES — Advanced Encryption Standard). Ilpocteie uucna.
KBagpaTtuuHoe cpaBHEHHE.



8. Kpuntorpadpuueckas cucrema RSA. Kpuntocuctemsl. IIpocTsie
KPUIITOCUCTEMBI.

9. IlludpoBanme wmeTomoM 3aMeHbl (MOACTaHOBKHM). OpHOoandaBUTHAS
MoJICTaHOBKA. MHOTroan(aBuTHAs OTHOKOHTYpPHAsI OOBIKHOBEHHAS TTOICTAHOBKA.

10. Tabmuibt Bwxunepa. MuoroandaButHas OJIHOKOHTYpHas
MOHO(OHHYECKAS MOJICTAaHOBKA. MmuoroandaButHas MHOTOKOHTYpHas
M0JICTAaHOBKA.

11. lllupposanne MeromoM mnepectaHoBkU. Ilpocrtas mepecTaHOBKA.
[lepectaHoBka, ycnoxkHeHHass 1o Tabnuue.llepectaHoBka, YCIOKHEHHAs I10
MapuipyTam.

12. llludpoBanre METOIOM raMMUPOBAHUS.

13. [lIudgpoBanue ¢ MOMOIIBIO AHATUTUYECKUX MTPEOoOpa30BaHUN.

14. KomOuHupoBaHHbIe MEeTObI MuppoBanusi. CTaHgapThl MG POBAHUS.

15. Crangapt mmdpoBanus gaHHbeIx Data Encryption Standard. Pexxumbr
paboTsl anroputma DES.

16. Anroputrm mudpoBanus ganaeix IDEA. O6mas cxema anroputma IDEA

17. Ctangaptel ¥ cneuddukanuu B 00JacTH  MH(POPMAILIMOHHOM
0€30MacHOCTH.

18. Cranmapt «KpuTepuu OIEHKH JTOBEPEHHBIX KOMIIBIOTEPHBIX CHCTEM.
Mexanusmebl 6e3onacHoctu. Kiaccel 6e3o0macHOCTH.

19. Nudopmarmonnas 0e30MacHOCTb pacrpeaeaeHHbIX CUCTEM.
Pexomennanun X.800. CeTeBbie cepBUCHI 0€30IACHOCTH.

20. Crannapt ISO/IEC «Kputepuu orieHKH 0€301MacHOCTH WH()OPMAIIMOHHBIX
TEXHOJIOTHUID.

21. 3amura nHGOPMAIUHU B JIOKATBHBIX CETIX U TI00ANBHBIX ceTAX. OCHOBBI
ITOCTPOEHHUS JTOKAJIIBHOM KOMIIBFOTEPHOM CETH.

22. YpOBHM aHTUBUPYCHOM 3alIUTHl. YPOBEHb 3aIIUThl PabOUMX CTAHIUI
CETEBBIX CEPBEPOB. Y POBEHB 3aIIUThI MOYTHI. Y POBEHB 3aILUTHI IILTFO30B.

23. lleHTpaM30BaHHOE YIPABICHUE AHTHUBUPYCHOW 3amuTou. Jlormueckas
ceTb. Cxema cOopa CTaTUCTUKU B CUCTEME aHTUBUPYCHOM 3allUTHI.

24. YnpaneHue KiIro4amMu mudppoBaHus U 6€30MacHOCTb ceTH. L{enocTHOCTh
COOOIIEHHUS M YCTAHOBJICHUE TTOJJIMHHOCTH COOOIIICHUS.

25. Kpunrrorpaduueckue xsmi-¢pyukiuu. [Hudposas noanucek. YcTaHOBIEHHE
MO/JTMHHOCTH O0BEKTA.

26. YopasieHnue kiaodyaMu. be3onmacHOCTh Ha mpukiagHoM ypoBHe: PGP u
S/MIME.

27. bezonacHocTh Ha TpaHncnopTHoM ypoBHe: SSL u TLS. be3zonacHocts Ha
cereBoM ypoBHe:IP SEC.

28. bpaunmayspel.  Ompenenenue TumoB  OpanamayspoB. Paszpabotka
KOH(UTypali MEKCETEBOr0 IKpaHa.

29. Iloctpoenne Habopa TmpaBwi  MeXkcereBoro 2kpaHa. Cucrema
oOHapyxeHnust BTop>kenuii (IDS). V3nossie IDS.

30. AHanuzatopel  KypHaioB. JlaTuMkM  NpPU3HAKOB.  AHAIMU3aTOPHI
CUCTEMHBIX BBI30BOB. AHaIM3aTOpPbl MOBEACHUS NpuiiokeHuil. KoHTposuieps
LEJI0CTHOCTHU (haiIoB.



31. CereBblie IDS. Ycranoska IDS. Onpenenenue neneit npumenenus [DS.

32. OcHOBHBIE IOHATHSI B 00JaCTH TEXHUYECKOHN 3alTUThI HHPOPMAIIUH.

33. 3ammra uHGDOPMAMK OT YTEUYKH MO TeXHWYECKUM KaHaiaMm. CTpyKTypa
KaHasa yreuku nHpopmanmn. Kiaccudukanus kaHaIoB yTeuKd HHHOPMAITIH.

34. Attectamsi  00OBEKTOB ~ HMH(pOpMATHM3aMK MO  TPeOOBAHUIM
0€30MacHOCTH.

7.2.5 IlpumepHbIi NepevYeHb 3aJaHUI 1JI51 MOATOTOBKH K IK3aMeHYy
He nmpenycMoTpeHO y4eOHBIM TUIAHOM

7.2.6. MeToauKa  BBICTABJEHHUSI OLEHKH TPH  NPOBEACHUU
NMPOMEKYTOYHOM aTTeCTAlNH

3ader MPOBOJAUTCA MO  OwiieTaM, KaXKIblii M3 KOTOPBIX COACPKUT 2
Bompoca v 10 TECTOBBIX MPAKTUYECKUX TECT-3a1aHni. Kax b1l MpaBUIbHBIA OTBET
Ha BOMpoOC oleHuBaeTcss B S5 OamwioB. [IpaBuibHBI OTBET Ha MPAKTHYECKOE
TeCT-3a/laHue olleHuBaeTca 1 OamtoM. MakcuManbHOE KOJIMYECTBO HAaOpaHHBIX
o6amwtoB — 20. Onenka «He3auTeHo» cTaBUTCS B ciiydae, €ClIU CTYJICHT HaOpasl MeHee
10 6amnoB. OneHka «3auTeHO» CTaBUTCS B Cllydae, €CJIM CTYICHT HaOpasl He MeHee
10 6amnos.

7.2.7 IlaciOpT OLIEHOYHBIX MATEPHAJIOB

KonTtponupyemsie paszeinsl (TEMbI) Kon . |HaumeHoBaHME OLIEHOUHOTO
Ne /it KOHTPOJIUPYEMOU
JVCIIATUTHHBI CpelcTBa
KOMIIETEHINH
1 OcHoBBI HTHPOPMAITMOHHON [1K-2, TIK-6 Tecr, 3amuTa
6e30macHOCTH Ipu paboTte ¢ 71a00paTOpHBIX paboOT
Wweb-KOHTEHTOM
2 Kpunrorpadpuueckue metoaet u  [IIK-2, I1IK-6 Tecr, 3amuTa
CpeZCTBa 3allUThI 71a00paTOpHBIX paboOT
MHTEPHET-PECYPCOB
3 CrangapTsl U cenupuKanuy B TIK-2, ITK-6 Tecrt, 3amuTa
obnactu MH(}OpPMALIMOHHON 1a00paToOpHBIX padoT
0€30MacHOCTH
4 Nudopmannonnas 6ezonacHoctu B (IIK-2, T1IK-6 Tecr, 3amuTa
KOMIIBIOTEPHBIX CETSIX 71a00paTOPHBIX paboOT
5 3ammra uHpopmauuu ot yreuku no |[1K-2, [TK-6 Tecr, 3amura
TEXHUYECKUM KaHajIam 71a00paTOPHBIX paboT

7.3. MeToanueckue MaTepHAJIbl, ONpedeJAIINe MPOLeaYypPbl
OLIEeHMBAHUSA 3HAHUI, YMEHUI1, HABBIKOB U (MJIM) ONBITA AeSITEJILHOCTH

TectupoBanue OCyIIECTBISETCS, JMOO TMPU TOMOIIA KOMIIBIOTEPHOM
CUCTEMBI TECTUPOBAHUS, JMOO C WCIOJIH30BAHMEM BBIJIAHHBIX TECT-33JlaHUN Ha
OymaxkHoM Hocutene. Bpemsi tectupoBanus 30 MuH. 3aTeM OCYLIECTBISETCS
MPOBEPKAa TECTa 3K3aMEHATOPOM W BBICTABISAETCS OIIEHKA COTJIACHO METOIAUKH
BBICTABJICHUS OLIEHKH IPU MPOBEACHUU TPOMEKYTOUYHOM aTTECTALINH.

Pemienne craHAapTHBIX 3a/ady OCYUIECTBISIETCS, JIMOO TMpU MOMOIIU
KOMITbIOTEPHON CUCTEMBI TECTUPOBAHUSA, JINOO C UCTIOIB30BAHUEM BhIJIAHHBIX 3a1a4
Ha OymakHOM Hocutesne. Bpems pemenus 3agauy 30 MuH. 3aTeM OCYILIECTBISETCS




IpoBepKa peHIeHus 3aJad 3K3aMEHAaTOPOM U BBICTABIISIETCS OLIEHKA, COTJIACHO
METOJMKH BBICTABIICHUS OLICHKU MPU MPOBEICHUH IPOMEXKYTOUHOM aTTECTalIUH.
Pemienne mnpuKIaaHbIX 3a7ad  OCYIIECTBISIETCA, JHOO TMpU TOMOIIH
KOMIBIOTEPHOU CUCTEMBI TECTUPOBAHUS, JIMOO C UCTIOI30BAaHUEM BbIJJAHHBIX 3a7a4
Ha OymaxxHoM Hocutene. Bpems pemenus 3aaad 30 MmuH. 3aTeM OCYIIECTBISETCS
IIPOBEpKAa pEIIEHUs 3aJad 3K3aMEHAaTOPOM U BBICTABIISIETCS OLIEHKA, COTJIACHO
METOJMKH BBICTABIICHHS OLICHKU MPU MPOBEICHUH IPOMEXKYTOUHOM aTTECTalIUH.

8 YYHEBHO METOANYECKOE U HTHO®OPMALIMOHHOE
OBECIHHEYEHUME JUCHUIIJIUHBI)

8.1 IlepeueHnb y4eOHOIl JHUTEepaTypbl, HEOOXOAMMOW IS OCBOEHMS
TUCHUNITIHHBI

1. Mensaukos, B.II. Nudopmarnmonnas 6e3omacHoCTh : Yued. mocodue
/ mox pen. C. A. KieiimeHoBa. - 8-e uzg., uctp. - M. : Akagemus, 2013. - 336 c. -
ISBN 978-5-7695-9954-5 : 797-00.

2. Yomnopos O.H. 3ammra uHpopMaru 151 uH(popMaImoHHas
0e3omacHOCTh [DnekTpoHHbIN pecype] : Yueb. mocodue. - DIeKTPOH. TEKCTOBBIE,
rpad. gas. (1,8 M6 ). - Boponex : ®I'bOY BIIO "Boponexckuii rocy1apCTBEHHBIIM
TEXHUYECKUN yHUBEpcUTeT' , 2012.

3. [Hanbrun, B.®. MHdopmanrionHas 0e30MaCHOCTh M 3allUTa
uHdopmaruu [DnekTpoHHBIA pecypc| : ydueOHoe mocobue / B.D. Illlanwsrun. -
Nudopmarmonnass OGe3omacHocTh u  3amurta  wuHGopMammu ; 2019-04-19.
-CaparoB : [TpodobpazoBanue, 2017. - 702 c.
- ISBN 978-5-4488-0070-2. URL: http://www.iprbookshop.ru/63594.html

4. ['omukoB, A.M. 3amura uHOpMAIUU OT YTEYKUA IO TEXHHUUYECKUM

KaHallaM [DJeKTpoHHBIA pecypc] : ydebnoe mnocobue / A.M. Tonukos. -
Tomck : ToMmcknid rocygapCTBEHHBIM YHHMBEPCUTET CHCTEM YIIPABICHUS U
paguoasiekTporuku, 2015. - 256 c. URL: http://www.iprbookshop.ru/72090.html

5. ['atuenko, H. A. Kpunrorpadguueckas 3zammra uHdopmauuu / H.
A. T'atuenko, A. C. Ucaes, A. JI. SAxosneB. — CII6. : Yuuepcuter U'TMO, 2012.
— 142 c¢. — ISBN 2227-8397. — Tekct : DJEKTpOHHBIA //
OnekTpoHHo-Oubamoteunass cucrema [PR BOOKS : [caiit]. — URL:
http://www.iprbookshop.ru/68658.html

8.2 IlepeyeHb WMH(OPMANUOHHBIX TEXHOJOTHI, HCHOJb3yeMbIX MPH
OCYyIIeCTBJIECHMH 00pa30BaTeJIbHOI0 Mpolecca MO AUCHHUIJIMHE, BKJINOYAas
nepeyeHb  JHMIEH3MOHHOT0  NPOrPAMMHOI0  oOecledyeHHsi, PeCcypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHON ceT « UHTEepHeT», COBPEMEHHBIX
Npo¢ecCHOHAIBHBIX 023 JAHHBIX 1 HHPOPMALNMOHHBIX CIIPABOYHBIX CHCTEM:

[IporpammHoe obecnieyeHue:

Microsoft Visual C++

Microsoft Visual Studio

Pecypchl nnopManmoHHO-TeIeKOMMYHUKAITMOHHOM ceTn IHTepHeT:
http://www.edu.ru/


http://www.iprbookshop.ru/72090.html

O6pazoBatenbHbIi moptan BI'TY

WNudopmanroHHas cipaBoYHast CUCTEMA
http://window.edu.ru
https://wiki.cchgeu.ru/

CoBpemeHHBIE TpodecCcHOHaIbHBIC 0a3bl JaHHBIX
Information Security MudopmarnmonHas 6€3011acHOCTD

http://www.itsec.ru/
Securitylab.ru by Positive Technologies

https://www.securitylab.ru/
Anti-Malware.ru

https://www.anti-malware.ru/news
1s027000.ru MckyccTBO vinpaBiieHUsS HHOOPMAITMOHHON 0€30ITaCHOCTHIO

http://www.1s027000.ru/
SecurityPolicy.ru JIokyMeHTHI 110 HTHOOPMAITMOHHON 0€30ITaCHOCTH

http://securitypolicy.ru/
SearchInform — Mudopmanronnas 0e301acHOCTD

https://searchinform.ru/informatsionnaya-bezopasnost/

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOANUMASI JIJIs1
OCYHIECTBJIEHUS OBPA30OBATEJIBHOI'O ITPOLECCA
Crnennanvu3upoBaHHas JICKIIMOHHAS ayJUTOpUs, KOMIIBIOTEPHBINH KJjacc,
OCHAIIIEHHBIN MPOrpaMMHBIM OO€cTieueHreM JabopaTOpHBIX paboT

10. METOANYECKUE YKA3ZAHUA JJIS1 OBYYAIOIIUXCS 11O
OCBOEHMIO JUCHUIIJIMHBI (MOY JIA)

[To mucuumnnmnae «TexHonoruu 3anmTel Web-KOHTeHTa» YUTArOTCs JISKIIHH,
MPOBOAATCS TaOOpaTOpHbIE PabOTHI.

OcHOBOW W3y4YeHHS] JUCHUIUIMHBI SIBISIIOTCS JIGKIIMM, Ha KOTOPBIX
U3NaralTcs Hanbosee CyIIeCTBEHHBIE U TPYAHbIE BOMPOCHI, a TAKKE BOMPOCHI, HE
HaIIeIINe OTpaXeHHsI B y4eOHOH TuTeparype.

JlabopaTopHbie paOOThl BBIMOJHSAIOTCS Ha JaOOpPaTOPHOM 00OPYIOBAaHUU B
COOTBETCTBHH C METOJIMKAMHM, TPUBEICHHBIMH B YKa3aHHUSIX K BBITIOJTHEHHIO padoT.

Bun yueOHbIX
3aHSATUHU

JleaTenpHOCTh CTyACHTA

Jlexuusa

Hanucanue koHcIekTa JeKIUil: KpaTKo, CXeMaTUYHO, TIOCIIEI0BATENBHO
(UKCUpOBaTh OCHOBHBIE IIOJIOKEHUS, BBIBOJBI, (POPMYIHUPOBKH,
0000111eHUs; TOMeYaTh BaKHbIE MBICIH, BBIICNSTH KIIOUYEBBIE CIIOBA,
TepMuHBIL. [[poBepka TEpMHHOB, MOHATHI C MOMOIIBIO YHIMKIONEAMH,
CJIOBapeil, CIpaBOUYHUKOB C BBINHUCHIBAHUEM TOJKOBAaHUN B TETPallb.
O6o03HaueHue BOMPOCOB, TEPMUHOB, MarepHaja, KOTOPbIE BbI3BIBAIOT
TPYIHOCTH, IIOMCK OTBETOB B PEKOMEHAYeMOW sureparype. Ecmm
CaMOCTOSITENIFHO HE ynaeTcs pa3o0parhcsi B MaTepualie, HEOOXOIMMO
chopMyIHPOBATH BONPOC M 3a/1aTh NMPENOAABATENIO Ha JIGKIIUU WU Ha



http://www.itsec.ru/
https://www.securitylab.ru/
https://www.anti-malware.ru/news
http://www.iso27000.ru/
http://securitypolicy.ru/
https://searchinform.ru/informatsionnaya-bezopasnost/

MPAKTUYCCKOM 3aHATHU.

JlaGopaTopHas pabora

JlabopartopHble ~ paboOThl  MO3BOJSIOT  HAYYUTHCS  IPUMEHATH
TEOPETUYECKHE 3HAHMs, IOJIYYCHHbIE Ha JEKIMHU TPU pEIICHUH
KOHKpPETHBIX 3a1ady. YrtoObl Hambonee pauuoOHAIBHO U  IOJHO
UCTIOJIB30BATh BCE BO3MOKHOCTH JIAOOPATOPHBIX JUISL MTOATOTOBKH K HUM
HEOOXOUMO: CIIeAyeT pa3o0paTh JEKIUI0 M0 COOTBETCTBYIONICH TeMe,
O3HAKOMUTCSI C COOTBETCTBYIOLIMM Da3JeioM ydeOHMKa, IpopadboTath
JOTIOTHUTEIbHYI0 JIUTEpaTypy U HUCTOYHHUKH, pEHIMTh 3aJayd U
BBINOJIHUTH JIPYTHe NTMCbMEHHBIE 3a/1aHUsI.

CamocrosiTenbHas
pabora

CamocTtosTenbHass paboTa CTYAGHTOB CIIOCOOCTBYET TIyOOKOMY
yCBOEHUsT ~ y4eOHOro  Marepuaja M Pa3BUTHUI0O  HABHIKOB
camMmo00pazoBaHusl. CamocTtosTenbHas paborta mpeJoaraet
CJIEIyIOIINE COCTABIISAIOIINE!

- paboTa ¢ TekcTamMu: y4eOHUKaMH, CIIPABOYHUKAMU, JTOMOTHUTEIBHON
JTUTEPATYPOM, a TAKXKE MPOPAO0TKA KOHCIICKTOB JICKITHIA;

- BBITIOJIHEHUE JIOMAIIIHUX 33/IaHUN U PacyYETOB;

- paboTa HaJ TEMaMHU JUIsl CAMOCTOSTEIbHOI'O U3YUYEHHUS;

- ydqacTue B paboTe CTYeHYECKMX HAyYHBIX KOH(PEPEHUINUN, OTUMITHAT;

- IOJrOTOBKA K MPOMEKYTOUYHON aTTECTAIMH.

[ToaroroBka k
MIPOMEKYTOUHOM
aTTecTaluu

['0TOBUTBHCS K TPOMEKYTOUHOM aTTECTAIIMU CJIETyeT CUCTEMAaTHUECKH, B
TE€YEHHE BCEro cemecTpa. MIHTeHCHBHAs MOATOTOBKA JOJDKHA HAYaThCA
HE T03/IHEEe, YEM 3a MECAL-IOJTOpa /10 MPOMEXYTOUYHOM aTTECTALUU.
Jlannsle nepen 3a4eToM Tpu JHS 2P deKTUBHEE BCErO UCTIOIb30BaTh AJIs
MTOBTOPEHMSI M CUCTEMATH3allMK MaTepuaa.

11 JIUCT PETUCTPALIUU UBSMEHEHUIA
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