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Henp wu3yveHusi QMCHUILUIMHBI: SBISETCA (POPMHUPOBAHUE IEIOCTHOIO
npeacTaBieHuss 00 OpraHu3aluMyd HHPOPMALMOHHON O0€30MacHOCTH pachpese-
JAEHHBIX ~ MH(POPMALMOHHBIX CHCTEM, IOJYyYEHHE TEOPETHUYECKUX 3HAHUU O
IPUHIMIAX IOCTPOEHUS U APXUTEKTYPE NMOJTOOHBIX CUCTEM.

3agaumn u3y4eHUus IUCHMUILIMHBI:

- chopMUpOBaTh y CTYJICHTOB MPECTABICHUE O TEOPETUYECKUX OCHOBAX
(GYHKIIMOHUPOBAHUST OTKA30YCTONYHMBBIX PACIPEACICHHBIX CUCTEM, CBS3aHHBIX C
3aIIUTON pecypcoB (B YaCTHOCTH, MH(OpMAIMM), 3aKITFOYAIOIMINXCS B CO3JTaHUHU
MEXaHHW3Ma, UCKIIFOYAIOIIEr0 HECAHKIIMOHUPOBAHHBIN JJOCTYTI K pecypcaM; 3allluThl
CUCTEM CBSI3U, COCTOSIICH B pa3pabOTKe Mep MPOTUBOACHCTBUS Yrpo3aM aKTHB-
HOTO M MACCMBHOIO TiepexBaTa MH(OpMaIuu, nepeaBaeMom 1mo CeTsIM CBSI3H; ay-
TEHTU()UKAIIUU TIOJIH30BATEIIEH.

- MPENOCTaBUTh CTYAEHTAM BO3MOKHOCTH OCBOEHHUSI MPAKTUYECKUX BO-
MIPOCOB PEAN3ALINU PACIIPEICIICHHBIX aITOPUTMOB.

Coaep:xanue Q1M CHUATTHHBI

BBonnas yacte. Ilonarue pacnpeneneHHoO cuctembl. OCOOEHHOCTH pac-
npenesieHHbIx cucteM. [Ipumepst u npumenenus. [lapamiensHeie U pacupeneneH-
HbIE CUCTEMbl. APXUTEKTYpHbIC OCOOCHHOCTH:  CEPBHUCHI, POJU M APXUTEKTYpP-
HbIC CTWIM; KJIMEHT-CEPBEP; OJHOPAHTOBHIC CETH; CEPBUCHO-OPUEHTUPOBAHHASA
apxuTektypa. Ju3aitH macmTabupyembix paclpeeeHHBIX CHUCTEM: MacliTabu-
PYEeMOCTb; OCOOCHHOCTH TPOCKTUPOBAHMSI PACTIPEICIICHHBIX CHCTEM.

Mogenu. BBenenue B MOAENIMPOBAHWE U MOHATHE MoAenu. Mopaens pac-
MPEICIEHHOTO UCTIOTHEHUS: 00IIee OMMCAHKE;, MOJICIIb KOMMYHUKAIIMOHHOTO Ka-
Haja; COOBITUITHOE OMMCaHue; ynopsaounBaHue coObiThil. OTHOIIEHWE MPUYHH-
Horo npenmiectBoBanus. Jlornueckoe Bpemsi. OTmeTku BpeMenu Jlammopra: pea-
JW3alus JJOTUMYECKUX YacCOB; CKAJISPHOE BPEMS; BEKTOPHOE BPEMS; aJITOPUTMBI
peanu3anuy BEKTOPHBIX 4acoB. CHHXPOHHOE U aCMHXPOHHOE HCIIOJHEHHE: BBEJIC-
HUE; AMYJISALUA CUHXPOHHBIX CHCTEM aCMHXPOHHBIMU UM Ha000poT. Mojenu oTka-
30B: OTKa3bl IPOLIECCOB; OTKa3bl KOMMYHHUKAIIMOHHBIX KAHAJIOB; HEPAPXUS MOJAEIIEH



HeucnpaBHOCTH. CBOWCTBA pacipeie]IeHHbIX alropuT™MoB. ['1obanpHOE cocTosTHUE:
pacmpenenieHHas cOopka Mycopa; pacrnpeliejieHHOe OOHapyX eHUe TYMHKOB; pac-
npeesieHHoe OOHApYKEHUE 3aBepIlieHUs; PuKcanus rio00aibHOTO COCTOSHUS.

KoMmmyHukarmonsas nojacucreMma. BBenenue u coctaB KOMMYHUKAIIMOHHOM
nojacucteMbl. CocTaB KOMMYHUKAIMOHHOM mojicucTeMbl. CeTH U CeTeBbIE TEXHO-
JIOTUU: TUIIBI CETE; KIIIOUEBbIE MPOOJIEMbI UCTIOIB30BAHUS CETEH B pacipeieieH-
HBIX CHCTEMax; MPUHIIMIIBI TOCTPOEHUS ceTeil. MapipyTuzanusi U aaropuTMbl Ha
rpadax: rpadsl; anropuT™Mbl MapuIpyTH3aluu. MeXNIpoIecCHbI 00MEH: 0COOEH-
HOCTU OOMEHa COOOIIEHUSIMU; aapecalns, IIMPOKOBEIIaTeIbHbIE 1 MHOTOAIPECHbIC
paccbuikd, IP-multicast. VYmaneHHble BBI3OBBI: MPOTOKON  «3aMPOC-OTBET»
(request-reply); ynaneHHBIN BEI30B MPOIIETYPBI; IPUMEDP YAAJICHHOTO BBI30Ba — BEO
cepBuchl. KocBennble (indirect) KOMMyHUKaLUK: O4epeu cooOmeHnid. [ pynnoBsie
KOMMYHUKAIMHU: KOOPJAUHALIMS U COTJIACHE B TPYIIIOBBIX KOMMYHUKAIIUSIX, 0a30BbIE
MHOT03JJpECHBIE PACCBUIKH, HA/IE)KHAs MHOTOQIpECHAsl paCChUIKA, YIIOPSAOUYEHHBIE
MHOT03JpECHBIE PACCBIIIKH, OTKPBITHIE IPYIIIBI MU BUPTYaJbHAsl CHHXPOHHOCTD

CunxpoHusanus. Beenenne. AJIropuTMbl CHHXPOHHM3ALMU YaCcOB: alITOPUTM
Kpuctnana; anroput™m bepkiu; ycpenusionme aaroputMbl. AJITOpUTMBI BBIOOpA.
Pacnipenenennoe BzaumounckiaroueHue. KoHceHcyC: BBEIEHHE; MOJIEIb CUCTEMBI U
OCHOBHBIE OIPEJCIICHHUS]; COTJIACHE B CUCTEMAX C OTKa3aMH; OTCYTCTBHE E€TEPMHU-
HUPOBAHHOT'O PEILIEHUSI B aCHHXPOHHBIX CHUCTEMax; CIOCOObI 00X0/Aa pe3yibTara
FLP impossibility; anmroput™m PAXOS. PacnipeneneHHble TpaH3aKIIMH: BBe-
nenue; cBorictBa ACID; Tumbl TpaH3aKlMii; KOMIOHEHTHI apXUTEKTYphl, HEOOXO-
JUMBIE JUTsl TOAJIEPKKU pACTIPEEICHHBIX TPAH3AKIUI; YIIpaBIECHUE MMapaieTbHbIM
BBINIOJIHEHUEM TPAH3AKIIMI; METOJ BPEMEHHBIX METOK; KOHTPOJIb NapajlieabHOTO
VCIIOJIHEHHSI TPAH3aKUUKA B HEKOTOPBIX MOMYJSAPHBIX PACIpEAeSIEHHbIX CHUCTEMaX;
MPOTOKOJIBI PACHPEIETCHHOTO 3aBEPIICHUS; BOCCTAHOBJIEHHUE MOCJIE OTKA30B; CO3-
JTAHWE KOHTPOJBHBIX TOUYEK M OTKAT ITyTEM BOCCTAHOBJICHUS

Penmmkanuss 1 KOHCHUCTEHTHOCTh. BBeneHune. Monenb W apXurekrypa
YIPABJICHHS PEIUTHIIMPOBAHHBIMU JTaHHBIMU. [lacCUBHAS M aKTUBHAS PETUIMKAIUU.
OTKa30yCTOMYMBOCTh CEPBHCA PEIUIMKAUMU. MoJeau KOHCUCTEHTHOCTH: MOJENIN
HEITPOTUBOPEYUBOCTH, OPUEHTHPOBAHHBIE HA JAHHBIC; MOJIEIH HENPOTHBOPEYHU-
BOCTH, OPUEHTUPOBAHHBIE HA KJIMEHTA. [[oTeHIMalIbHAsI COTJIACOBAHHOCTB;
IPOTOKOJIBI KBOpyMa. PazMelnienne u 0OHOBJICHHE PETUTUK

Cucrembl XxpaHeHus JaHHbBIX. BBenenwe. Kpatkuit 0030p COBpeMEHHBIX
MOJXO/J0B K TOCTPOCHHUIO CHUCTEM pPaCHpe/IeIEHHOTO XpaHEHUs JaHHBIX: MpO-
IpaMMHO-OMpeIesieMble XPAaHWIIMINA, MEXaHU3M XPaHEHHUS JaHHBIX Ha YpOBHE
O0OBEKTOB; APXUTEKTYPHbIE OCOOEHHOCTH; MEXAHU3M PETYIUPYEMOil M30BITOYHO-
cTy; MexaHu3zM reopermkauuu; [Ipodnembr Teopembl CAP. Pacnpenenennbie
KJIacTepHbIe (DailyioBble cucTeMbl. [[MpUHTrOBBIE CUCTEMBI: OJTHOPAHTOBbIE (MUPUH-
roBeie) cetn; Macmrabupyemoctb P2P-cereit; BitTorrent; DHT — pacnpenenen-
HBIC XeNI-Ta0bnuIpl; 6e3omacHocTh P2P-ceTeit; HekoTophie Mephl 3amuThl P2P ceTeit

Texnonoruu u miaaThoOpMbl pacupeneIEHHON 00padOTKH OONBIINX JAHHBIX
Apache Hadoop: HDFS, MapReduce. Apache Spark: apxurexrypa pacnpenenéH-
HOTO TPHJIOKEHHUsA, OcHOBHBIe KoHIenmuu (RDD, ocHoBHBIE 3Tambl 00paboTKH
JAHHBIX, 3arpy3Ka JaHHBIX U3 BHEUIHETO XpaHWJIUIIA, yIpaBiIeHUE NaMAThI0); Data



Frame API u Spark SQL; co3nanue, HacTpoiika u 3amyck Spark mpoekrta

3HAKOMCTBO C KOHTEHHEPHBIMHU T€XHOJOrusMu U 1miatdpopmamu Docker n
Kubernetes. OGna4ynbie BBIYMCICHUS: MOJENN Pa3BEPTHIBAHUS: YacTHOE M IyO-
JUYHOE, OOIIECTBEHHOE U THOpUIHOE 0Oaka. Mojenu oOcayKuBaHus:  Ipo-
rpaMMHO€ 0OecIieueHHe KaK yciyra; miargopma Kak yciyra; HHQpacTpyKTypa Kak
ycityra. ApXuTeKTypHble 11a0I0HbI (aTTepHbl) poektupoBanus PC.

OnHOY3/10BbIE TATTEPHBI IPOEKTUPOBAHUS

[Tatrepn Sidecar. I[lpumep peanmuzaumu nattepHa Sidecar. JloOGaBneHue
Bo3MOHOCTH HTTPS-coennnenus k yHaciae10BaHHOMY cepBUCY. JnHamuueckas
KoHUrypamus ¢ nomoinsio narrepHa Sidecar. MoayabHbIe KOHTEHHEPHI MPUIIO-
KCHUMU.

[Tattepn Ambassador. Mcnons3oBanue narrepna Ambassador st mapau-
poBaHus cepBuca. Mcnonb3zoBanue narrepna Ambassador 1is peanuzanuu cepBU-
ca-nocpenHuka. Mcnonp3oBanue narrepHa Ambassador nis mpoBeeHHs dKCIe-
PUMEHTOB U pa3/IeICHUs 3aPOCOB.

[TaTTepHbI IPOEKTUPOBAHUS OOCITYKUBAIOIIUX CUCTEM

BBeneHune B MUKpOCEPBUCHL. PEerMIpoBaHHbIE CEPBUCHI C paCIPEACIICHHEM
Harpy3ku. CepBHUChl 0€3 BHYTPEHHEro cocTOsiHMs. J[aTYMKKM TOTOBHOCTH 1js Oa-
JaHCUpPOBINKKa Harpy3ku. CepBHUCHI C 3aKperuieHneM ceccuil. CepBHCHI ¢ peIlin-
Kauuei Ha ypoBHe npuiioxenus. [llapaupoBannsie cepBuckl. [llapaupoBanue kama.
[Mapaupyromue Qynkuuu. [lapaupoBanue permmuupoBaHHBIX cepBUCOB. Cuc-
TEMBI C «TOPAYUM» IIAPAUPOBAHUEM.

@OyHKIUU U COOBITUITHO-OpHEHTHpOBaHHas 00paboTka. [laTTepusl FaasS.

CoOBITUIIHO-OpUEHTHPOBaHHAsI NTakeTHass 00paboTka. IlaTTepHbl cOOBITHH-
HO-opueHTHUpoBaHHOM o0paboTku: Ilarrepn Copier. Ilarrepn Filter. IlaTTepn
Splitter. ITarrepn Sharder. ITatTepn Merger

besonacHocth cuctem BigData. Ocobennoctu peanuzanuu WHPOPMAIMOH-
Hol GezonacHocTH (Hanee UB) B o3epe mannbix Hadoop. Cnernuduueckre yrpo3s
Wb cymectBytomue B o3epe AaHHbIX. Opranuzanuonubie Mepsl o Ub aiist ozepa
naHHbIX. O030p mojcucTeM 0€30MaCHOCTH 03€pa JIaHHBIX: aBTOMATU3aLUs; ayTeH-
TU(UKALKA U 3alUTa IEPUMETpa; aBTOPU3ALIMS; ayIuT. 3allnuTa JaHHBIX: IIHPPO-
BaHUE JaHHBIX; aHTUBUPYCHAs 3alllUTa JaHHBIX; snapshots; peruiukanus JaHHbIX;
pE3epBHOE KONMMPOBAHHE M BOCCTAHOBJIEHUE JIaHHBIX. be30MacHbIE MPOTOKOJIBI
Kerberos u mmdposanue SSL. HacTpoliku HHTErpUpOBaHHOM 0€30MacHOCTH KOM-
NOHEeHT 3KocucteMbl Hadoop miist yHUPUIIMPOBAHHOIO BXO0Ja C HUCIOJIb30BAHUEM
Single-Sign-On. Ncnonw3oBanue numo3a OezonacHoctu Apache Knox Gateway.
[Tonutuku pasrpanunyenusi gocryna Apache Ranger. 3ammra nanneix HDFS:
mudpoBaHre AaHHBIX Npu nepeaade; SSL mmdpoBaHue s MOAKIIOYEHUS K
WebUI komnonent skocuctembl Hadoop; ynpasnenue noctynom k HDFS; antu-
BHUpYCHas 3allUTa B 03€PE TaHHBIX

be3onacHocth KOHTeiHepHbIMH TexHodoruii u  muatdpopm (Docker u
Kubernetes). 3ammra cepepa API Kubernetes: ayrentudukanus, RBAC —3ammra
KJlacTepa. 3alluTa y3J0B M KJIAcTepa W CETH: MCIOJb30BAaHUE B MOAYJE IPO-
CTPaHCTB UMEH XOCTa, KOHUTYpHUpPOBAaHHE KOHTEKCTa 0€30MacHOCTH KOHTEHHepa,
U30JsIIMs ceTH MoyJisi. OGecnieueHre 0e30macHOCTH KOHTeHEpoB Ha 0a3e Docker:



INPUHLKAI MUHUMAJbHBIX NpPUBUJIETU; obecneuenue OesomacHoctu identidock;
TIOJITBEPIKICHUE TIPOUCXOKICHUST 00pa30B; MEXaHU3M TOJTBEPKICHUS KOHTCHTA B
Docker; obecneuenue 6e3onacHoit 3arpy3ku [1O B ¢aitnax Dockerfile; pexomen-
JIAINH 110 00ECTICUCHUI0 OE30TTaCHOCTH.

bezonacHocTh 00MauHBIX BBIYMCICHUH. ['panuiel 6e3omacHocTr. Mojenb
creka Cloud Security Alliance (CSA). KouTpounb goctymna. AyaIuTopcKas mpoBepKa.
Aytentuduxamnus. Aropuzarus. M3omupoBaHHBIA A0CTynm K gaHHBIM:Brokered
Cloud Storage Access. PaboTta 6pokepckoii 00Ja4HONM CUCTEMBI JOCTYIA K XpaHH-
umy. [Hndposanue

Ilepeyennb popMHUpyeMbIX KOMIICTECHIMM:

[1K-9.5 - Croco0GeH mpuHUMATh y4acTHe B obOecrneueHuu (PyHKITMOHHUPO-
BaHUs U pa3pabOTKe CPEJICTB M CUCTEM 3aIIUTHI CPEICTB CBSA3H CETEH IEKTPOCBSI3U
(CCCDO) ot HecankmonupoanHoro goctyna (HCJI)
OO0masi TPy10eMKOCTh JUCHMILIUHBI: 6 3.¢.
®opma UTOroBOr0 KOHTPOJIS MO JUCHUILUIMHE: 3a4eT C OLICHKOU




