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1. IEJU U 3AJAYHN JTUCIHUIIJINHBI
1.1. Hean aAuCHUNINHBI
DopMUPOBaHUE HABBIKOB OLIEHKH U PETYJMPOBAHUSA PUCKOB 3aLUIIIECHHOCTH
KOMIIBIOTEPHBIX CUCTEM U CETEV MHTEPHETA BEILIECH.

1.2. 3aga4u ocBOCHHA AUCIUILTHHBI
- UW3YYUTh  OCHOBBI  MPOCKTUPOBAHUS  CHUCTeM  HMH()OpPMAIMOHHOM
0€30MacHOCTH B KOMIIBIOTEPHBIX CUCTEMAaX M CETSAX MHTEpPHETa BEIlICH;

- TIOJYYMTh MPAKTUUECKUX HABBIKW aHAIW3a CHUCTEM CBSI3U C TOYKH 3PCHUS
ONpeAeeHUsT IeJed 3alllUThl W HEMOCPEJACTBEHHOTO  BHEAPEHUS
QITOPUTMOB 3alIUTHI MH(POPMAIIMK B KOMIIBIOTEPHBIX CHCTEMax M CETAX
VHTEPHETA BEUICH;

- W3y4YuThb (YHKUMOHAIbHBIE OCOOCHHOCTH COBPEMEHHBIX CTaHAApTOB
KOMIIBIOTEPHBIX CUCTEM M CETEW MHTEpPHETa BELIEH;

- M3Y4YHUTh METOJOJIOTUH aHANIU3a U OLUEHKH 3(P(HEKTUBHOCTU UCIIOIb30BaHUS
CHCTEM CBSI3U U TIepenadu HHPOPMAIMH C YIETOM IMOMEXO03aIHIIEHHOCTH,
BbIOOpa Meroja mudpoBaHUs W KOJAUPOBAHUS, 00BEMAa U CKOPOCTH
nepeaadyu “HPOpPMaInH.

2. MECTO JUCIHUIIJIMHBI B CTPYKTYPE OIIOII
Jucuurnnrza «be30mnacHOCTs KOMIBIOTEPHBIX CHUCTEM U CETEW MHTEPHETA
BelIEH» OTHOCHUTCS K JHUCIMIUIMHAM 4YacTH, (opMHUpyeMoll ydYacTHUKaAMH
00pa3oBaTeNbHBIX OTHOLIEHUH (IMCUUIUIMHA 10 BbIOOPY) Os1oka b1.

3. MNEPEYEHb IIVIAHUPYEMBIX PE3YJIbTATOB OBYUYEHUS 11O
JUCHUIIJINHE
[Ipouecc u3yueHus: TUCUUILTUHBI «be30MacHOCTh KOMIBIOTEPHBIX CUCTEM U
ceTeld MHTEpHeTa Bellel» HampaBieH Ha (HOpMHUpPOBAHHE  CIIEIYIOIMIHNX
KOMIIETECHIINN:
[TK-4.2 - CnocobeH yJacTBOBaTh B paboTax Mo pa3paboTKe METOANIECKOTO
COTIPOBOKJICHUS TTOAXO0JIOB K 3a1uTe HHPOpMAITUH KOMITBIOTEPHBIX CHCTEM U CETeH

Pe3ysabTaThl 00yueHuUsl, XapaKTepu3yolue

KoMnerenuus
chopMHUPOBAHHOCTH KOMIIETEHUMH

[1K-4.2 3HATh:

- MOPOTOKOJIbI M AJITOPUTMBI B3aUMOJECHUCTBUS B
CETSIX UHTECPHETA BEIIEH;

- HCTOYHHMKH W BHUJBI yIpo3 0€30TacHOCTH B
KOMITBIOTEPHBIX CUCTEMAX MU CETSIX UHTEPHETA
BEIEH,

- OCHOBHBIE MOJXOJbl U METOJIbI OLICHKHU
PUCKOB MH(POPMAITMOHHON 0€30MaCHOCTH B
CETSIX MHTEPHETA BEIIIEH.




YMerh:

- BBINOJIHITH HIMHTAIIMOHHOE MOJCITUPOBAHHUEC
aJITOPUTMOB MapIIPyTU3ALUH;

- IPUMEHATHh METOJMKY aHaJIu3a ysI3BUMOCTEH
B CHCTEME OOecrneueHHUsT 0€30MacHOCTH CETH
MHTEPHETA BEILEH.

Baaners:

- METOJaMH OLICHKH 3alUIIEHHOCTH Ha OCHOBE
MIPUMEHEHUS] METOJUK PUCK-aHAJIN3a CeTH
WHTEpPHETA BEILEH;

- METOJaMHU ONTUMU3ALMU TOJICUCTEMbI
3aIUTHI 10 COOTHOIIICHUIO
CTOUMOCTB/3((PEKTUBHOCTh CETU UHTEPHETA
BEILIEH.

4. OBPBEM JUCIIUIIJINHBI
OO6u1as Tpy10€MKOCTh IUCHUILIMHBI « be30MacHOCTh KOMIBIOTEPHBIX CUCTEM
U ceTell MHTEpHETa BEIei» cocTaBiseT D 3.€.
Pacnpenenenue TpyJa0e€MKOCTH TUCHUIUIAHBI 110 BUAAM 3aHSTHIA
ouyHasi popma 00yueHHs

v Bcero| Cemectpbl

Bunsl yuebHoM paboTh qaCOB 3
AyIUTOpHBIE 3aHATHS (BCEro) 54 54
B ToM uucne:
Jlexiun 36 36
JlaGoparopHsie pabotsl (JIP) 18 18
CamocrosiTesbHasi padora 126 126
Buapl mpoMexxyTOUHOM aTTeCTAlMU - 3a4ET C + +
OLICHKOM
OO01ast TpyJ0E€MKOCTb:
aKaJgeMHUYeCKHEe Jachl 180 180
3a4.e]1. 5 5

5. COAEPX KXAHUE JUCIUIIJIMHBI (MOJAYJIA)
5.1 Conep:xanne pa3neqoB JUCHUIUIMHBI M pacnpeaejieHue
TPYA0EMKOCTH 10 BUAAM 3aHATHIA
ouHasi popma o0yueHnust

Ne JIab6. Bcero
HanmenoBanue TeMbl ConeprkaHue pasaena Jlexn CPC ’
/i 3aH. qac

1 |OcuoBsI mocTpoenus GecnpoBoaubix ceteli |Llenu u 3anaun xypca. Ilpeamer, cTpykrypa
U KpaTKoe CoAepIKaHue Kypca.

Kpatkuii sxckypc B ncroputo OecrpoBogHON
cBsi3u. OCHOBHBIE TEPMUHBI U TIOHATHSL.

[TocTanoBKka  3amaum  pacmpenaeIeHHOW
00paboTku nanHbIX. Kitaccndukarms ceteit




Mo cmocodaM pacmpeneneHuss JaHHBIX,
CpaBHHTEIIbHASA XapaKTePUCTUKA Pa3IMIHBIX
THUIIOB CETEH.

OCHOBHBIC ~ CETEBBIE  CTaHIAPTHI u
npoTokonsl.  CereBble  OTEPalHOHHBIE
cucteMbl.  CpeiacrBa  B3aUMOJCHCTBUS
IpoleccoB B ceTsAX. PacnpeneneHHas
o0paboTka wuH(MOpMAIMM B  CHCTEMax
KIMCHT-CEPBEP,  OAHOPAHTOBBIC  CETH,
JOKATbHBIE u rIo0aTbHbIE CCTH.

HCOZ[HODOZ[HLIC BbIYHCJIMTCIbHBIC CCTH.

TexHomoruu odecrnedyeHuss OS30MaCHOCTH B
KOMIIBIOTEPHBIX ~ CHCTEMax W CeTsX
WHTEpHETA BelleH

OCHOBBI KJIACCH(HKAINU CETEBBIX yIPO3 U
arak. [Ipumepbl  THUNOBBIX  aTaKk H
PEKOMEHIALMU TI0 IOCTPOCHHIO CHUCTEM
3aIuThL. BlusHUE YenoBedeckoro ¢akropa
Ha CETEBYO 0€30MaCHOCTb.
MapuipyTu3aTopbl, MEKCETEBBIE AIKPaHbBI
(MD3). OcHOBHBIC MEXaHU3MbI TPUMCHEHUS
MD. AGOHEHTCKOE mrugpoBaHue.
BuptyanbHble YaCTHBIC CETH.

3amura kommnoHeHToB cetu ot HCJI.
BesomacHocTh pecypcoB ceTH: CpeacTBa
uAeHTHQUKALUH | ayTeHTU(UKaIWH,
METO/Ibl pazneneHus pecypcoB u
TEXHOJIOTHM  pasIpaHUYCHUs  JIOCTyIIa.
DnekTpoHHas  [U(POBas  MOANKCH U
MaKeTHOe mrugpoBaHue.
Kpunrorpadgudeckrie cereBble MPOTOKOJIBI.
YnpaneHue KIo4amMu.

3ammura OT cOOEB  BIEKTPOIHUTAHUS,
anmaparHoro u MIPOTPaMMHOTO
obOecnieuenus. KoHrposnbs u pacnpenenenue
HArPY3KH Ha BEIYUCIUTEIBHYIO CETh.
CrannapThl 0€30MaCHOCTH BBIMUCITUTEbHBIX
cereii M UX KOMIOHEHTOB. IlpaBoBbIC
OCHOBBI 3aIIUThI HHHOPMAIIUH B CETSAX.

10

25

38

[IpoexktupoBaHue  3alUIIEHHBIX  CETEH

HWHTCPHETA Bemiei

IousTue HOJIUTUKH 06e30I1acHOCTH.

Tunoseie OJICMCHTBI TIOJTUTUKH

0€e30MacHOCTH. Pexomennaruu o

HOCTPOCHUIO  TNOJUTHKH  0OE30MacHOCTH.
OCHOBHbIE LIArH MO PeaTH3alnK HOJIUTHKH
6€30MacHOCTH.

OCHOBHBIE KpPUTEpHH aHAIW3a CETEeBOH
6e3omacuocTr. Obmas nponeaypa aHaam3a.
Knaccupukanust OecpoBOIHBIX —CHCTEM,

aHalM3  CcoCTaBa M apXUTEKTYPHBIX
0COOEHHOCTEH NOCTPOSHNUs ceTeil uHTepHeTa
Bellei, H3y4YeHHe (yHKIMOHATBHBIX
0COOCHHOCTEH COBPEMEHHBIX CTaHIAPTOB

ceTeil UHTepHeTa Beulel.

35

46

MeToabl W QITOPUTMBI MPOTHO3UPOBAHHUS
3Q(PEKTUBHOCTH 3AIUTHl KOMIIBIOTEPHBIX

CHUCTEM U CeTel MHTepHeTa Belen

TTocTaHOBKa 3amauu OLICHKU
2 peKTUBHOCTH HAOOPOB CPEICTB 3aLUTHI
OecpOBOHBIX CETEH.

s dexruBHOCTH

obecrnieueHns1 6€30MACHOCTH KOMIIBIOTEPHOH

Ouenka CHCTEMBI
CUCTEMBI U CETH HHTEPHETA BEIleH.
OpraHuzanys W YIpaBieHHE SKCIEPTHOM
CUCTEMOH it
MoKa3aTelei

OLICHKHU
3aNUIICHHOCTH
HWHTEpHEeTa Belleld. MeToanueckuil moaxo1 K
CpencTB
3aIUTHl KOMITBIOTEPHOW CHUCTEMBI U CETH

OCHOBHBIX
CETHU
ONITUMU3ALTUA BI>I60pa MEp H

HUHTEpHETa Bellel.

12

30

46

HTroro

36

18

126

180




5.2 llepeueHb 1a60paTOPHBLIX PadoT
1. IlpuHmmnel mocTpoeHuss OecnpOBOAHBIX ceTed CBsI3U. MOHTaKX,
HACTpOMKa M 3anuTa 6€CIpoOBOAHOM ceTH — 6 u.
- HACTpOWKa CETH CO CTaTHYECKUM aJAPEcoM OECIPOBOJHOTO KIMEHTA;
- HACTpOMKa CeTH C TUHAMHUYECKHM aJpecoM OeCHpOBOTHOTO KIUEHTA.
2. Texnonoruu oGecrieueHust 6€30MaCHOCTU B KOMIIBIOTEPHBIX CHCTEMaX U
ceTsax uHTepHeTa Bemiel. [loakmtouenne k 6ecnpoBoHoi cetn — 10 4.
- opranuzanus ogHopanrosoi (ad hoc) ceru;
- IepexBaTr MaKeTOB OECIPOBOJHOM CETH.
3. IIpoekTupoBaHue 3alIUIEHHBIX CeTEeH MHTEepHETa Bemel — 8 d.
- HacTpOMKa CHUCTEMBI 3allMUTHl TOYKU JIOCTYyTIa Yepe3 web-uHTepdeic;
- aHaguM3 U BBIOOpP TMPOTOKOJOB OE€30MACHOCTH yCTPOMCTB B
IPOEKTUPYEMOM CETH.
4. MetoJibl W QITOPUTMbl TPOTHO3UPOBaHUS APGHEKTUBHOCTU 3aUTHI
KOMIIBIOTEPHBIX CUCTEM U CETeH MHTEepHETa Bemen — 6 d.
- aHanu3 3¢()EKTUBHOCTU CETU MHTEPHETA BeIlleld NP UCIOIb30BAaHUU
Pa3IMYHBIX POTOKOJIOB 0€30MaCHOCTH;
- BbIpabOTKa pEKOMEHJAIMNH K TMOCTpOoeHHI0 dS(PEKTUBHON ceTH
MHTEpPHETA BEILEH.
5. Mojeny MpOrHO3HOM OIICHKH PUCKA B CETSAX MHTEpPHETa Bemeld — 6 .
- OBJIQJICHUE HAaBBIKAMHM MOJICIIMPOBAHUS CETH WHTEPHETA BEIIeH;
- MEXaHM3M HEYETKO-MHOKECTBEHHOW OIIEHKM pHUCKAa 0e30MacHOCTHU
CETU UHTEPHETA BEILIEH.

6. HPUMEPHAS TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT)
U KOHTPOJIBHBIX PABOT
B cootBerctBUM ¢ y4eOHBIM IUIAHOM OCBOCHHE JUCHUIUIMHBI HE
MpeayCMaTPUBAET BBITIOJIHEHHE KYypPCOBOTO MpoeKTa (paboThl) WJIM KOHTPOJIBbHOM
padoTHI.

7. OUEHOYHBbIE MATEPHAJIbI AJI51 ITPOBEAEHUSA
MNPOMEXYTOUYHOMH ATTECTAIIUM OBYYAIOUIUXCS IO
JAUCHUITJIMHE

7.1. Onucanue nmokasartejeil 1 KpUTepUeB OLEHUBAHUS KOMIIETEH Ml
HA Pa3JIMYHBIX dTanax ux GopMupoBaHuUs, ONMUCAHUE MIKAJ OLEHUBAHUSA

7.1.1 JTtan TeKylero KOHTPOJIA

Pe3ynbTarel TEKylIEro KOHTPOJS 3HAHUM M MEXCECCHOHHOW aTTECTallUuU
OLIEHUBAIOTCS MO CIEAYIOUIEH CUCTEME:

«aTTECTOBAH»,
«HE aTTECTOBAH».
Komne- Pe3yabTaThl 00yYeHUs, XapaKTepu3yolue KpnTepml
TeHIUA c(l)()le/lpOBaHHOCTb KOMIETeH MU OIICHUBAHUA ATTeCTOBaH He aTrecToBan
[IK-4.2 |3HaTh: Tect Brmonnenue Hespmonnenune

paboTB cpoK, paboT B cpoK,
Mpely CMOTPEHHBI | IPEY CMOTPEHH

- TPOTOKOJBI U AJITOPUTMBI
B3aMMOJEICTBHS B CETSIX UHTEPHETA




BEIlIEH; i B pabounx BIii B paboumnx
- HMCTOYHHUKHU U BUJBI yIPO3 IporpamMmax IporpaMmax
0€30I1acCHOCTH B KOMITBIOTEPHBIX

CHUCTEMax M CeTAX MHTEpHETa Belleil;

- OCHOBHBIE ITOJIXOABI M METOIBI

OIICHKU PHUCKOB MH(OPMAIIMOHHON

0€30ITaCHOCTH B CETSAX MHTEPHETA

BCIICHI.

YMeTh: Tect Bemonnenue HeBrmomnnenue
- BBIMOJHSATH HMUTAI[HOHHOE paboT B cpoxK, paboT B cpoxK,
MOJIETUPOBAHUE aJTOPUTMOB Hp;ﬂg;g’[gggii}m H}E’g‘g;?g?ﬁj{l{
MapHIpy TH3aIH, nporpamMmmax nporpamMmmax
- TIPUMEHATh METOJIUKY aHAIIN3a
YSI3BUMOCTEH B CHCTEME 00eCIIeUCHH S
0€30T1acHOCTH CeTH MHTEepHeTa
Belei.

Baanern: Tect Brmonnenue Hesrmonnenue
-~ METOJaMH OLCHKH paboT B cpoK, paboT B cpoK,
3AIIMIIEHHOCTH HA OCHOBE “pgﬂggrggiim" “g;ﬂg’;‘:gg;‘;‘*
MIPUMEHEHUS MeTOJII/IKupI/ICK-aHaJ'II/ISa Hporpamvax HpOTpamMMax
CETU MHTEPHETA BEIlEeH;

- MCTOJAMH ONTHMH3AINU
MMOJACHUCTEMEI 3aIUTHI IO
COOTHOIIICHHIO
CTOUMOCTB/3()(PEKTUBHOCTD CETH
HHTEpPHETa BelleH.

7.1.2 Tan npoMe;KyTOYHOT0 KOHTPOJISA 3HAHUI

Pe3ynbpTaTel NpoMeXyTOYHOTO KOHTPOJIS 3HAHUM olleHuBaroTcs B 9 cemecTpe
10 YeThIpeX0anbHOU CUCTEME!

«OTIIMYHO»;

«XOpOILIO»;

«YJIOBJIETBOPUTEIBHOY;

«HEYIOBJIETBOPUTEIBHO).

CEeTSIX MHTePHETA
BEIIIEH;

- HCTOYHUKH K
BUJIBI yTPO3
0€301IaCHOCTH B
KOMITbIOTEPHBIX
CHCTEMAX U CETIX
HMHTEpHETA BEUIEeH;

- OCHOBHBIE
ITOJIXO 6l U METOIBI
OIICHKH PUCKOB
MHPOPMAIUOHHOH
0€30I1aCHOCTH B CETAX
MHTEPHETAa BELIEH.

KommeTte  Pesyabrathi obyuenus, Kpurepuu OtiinyHo Xopomuro Ynosa Heynosa
HIHs XapakKTepu3youme
chopMHPOBAHHOCTH OlEHNBAHNS
KOMIIETCHIIUH
[1K-4.2 |3HaTb: Tect Bremonnenue | Bemonnenue | BemonHeHnue B Tecte
- NPOTOKOJIBI U tectaHa 90- | TecraHa 80- | Tectana 70- | menee 70%
AJITOPUTMEI 100% 90% 80% MIPaBUIIBHBIX
B3aMMO/ICHCTBUS B OTBETOB




YMeTh:
- BBIIOJHATH
HMUTAIIMOHHOE
MOJIETTUPOBAHUE
AJNTOPUTMOB
MapIIpyTH3aINH;
- NPUMEHSTH
METOJUKY aHATI3a
YSI3BUMOCTEHN B
cUCTEME
obecrnieyeHUS
06€30MaCHOCTH CETH
VHTEPHETA BEIIEH.

Tect

BrmonaeHun
€ TecTa Ha
90-100%

Brmonaenu
€ TecTa Ha
80-90%

BrmonaeHun
€ TecTa Ha

70-80%

B Tecte
menee 70%
TIPaBUIbHBI

X OTBETOB

Baanerts:
- MeToJaMH"
OLICHKH
3aIUIICHHOCTH Ha
OCHOBE ITPUMEHEHUS
METOIHK
PpHUCK-aHaJIN3a CETH
HWHTEpPHETA BELIEH;
- MeToJaMHu
ONTUMU3ALUH
MTOICHCTEMBI
3aIUTHI 110
COOTHOIIICHUIO
CTOUMOCTB/3(heKTH
BHOCTb CETH
MHTEPHETA BEIIEH.

Tect

BrmonaeHn
€ TecTa Ha
90-100%

Brmonaenn
€ TecTa Ha
80-90%

BrmonseHn
€ TecTa Ha

70-80%

B tecte
menee 70%
MPaBUIbHBI

X OTBETOB

7.2

IIpuMepHbIT

nepeveHb

OIICHOYHBIX

cpeacTB

(THIIOBBIE

KOHTPOJIbHbIE 3aJaHUsl MM WHbIEe MATEPHAJIbI, HE0OXOAUMbIE IJSI OUEHKH
3HAHUI, YMEHUH, HABLIKOB M (MJIM) ONbITA AEeATEJIbHOCTH)

7.2.1 llpumepHblii NepeyeHb 3aaHU 1J151 MOATOTOBKH K TECTUPOBAHUIO
1. 3amwura nadopmaluu 3To:

a.

(oTMeThTE OJIMH MPABWIbHBIA BapUaHT OTBETA)

COBOKYIIHOCTh NPaBWJI, PETJaMEHTUPYIOIIUX MOPSAOK U YCIOBUS
J0CTyna cyObekTa K MH(pOopMaIu U ee HOCUTEIISIM;

npeoOpazoBaHue MHPOpPMAIMKU, B pe3yJibTaTe KOTOPOTO COJAEpKaHUE
nH(GOPMALIMKU CTAHOBUTCSI HETIOHSTHBIM JIJIs1 CyObEKTa, HE UM EIOIEro
NOCTYTIa;

NEeSTeIbHOCTh [0  NPENOTBPAIICHUIO  yTEYKH  HUHPOpPMAIUH,
HECAaHKIIMOHUPOBAHHBIX W HEIIPEJHAMEPEHHBIX BO3JIEUCTBUI Ha HEE.

2. Kuenocrarkam WLAN-ceTelr OTHOCAT:

(oTMEThTE BCE MPABUIILHBIE BAPUAHTHI OTBETA)

a. TOJIBEPKEHHOCTh BIUSHUIO IOMEX;

0. KaKk MNpaBWIO, MEHbIIas CKOPOCTh IIO CPAaBHEHUIO C OOBIYHBIMU
npoBoaHbIMU LAN-cetsamu;

B. IpocTasg cxemMa oOecnieueHus 0O€30IaCHOCTH  IepeJaBaeMoi

uHpOpMaLIUK.



Jlist focTyna K 6ecipoBOHOM CETH aianTep MOXKET yCTaHABIMBATh CBSI3b
yepes TOUKy JOCTyIa. Takol pexuM Ha3bIBaeTCs:

a.

(oTMeThTE OJMH MPaBWIbHBIA BapUaHT OTBETA)
UHPPACTPYKTYPHBIM;

6. ad hoc;

B.

IMOYMHEHHBIA 00BHEKT.

Uro sBisieTcss HaWIy4dIIMM OIMCAaHHMEM KOJMYECTBEHHOTO aHalu3a
PHUCKOB:

(oTMeThTE OJWH MPABWIHHBIA BApUAHT OTBETA)

METO/I, UCTIONb3YEMBbIN JIJIsI TOUHOW OLIEHKH MOTEHIUAIBHBIX MOTEPb,
BEPOSITHOCTHU MOTEPb U PUCKOB;

METOJI, COIOCTAaBJSIIOIIMA  JEHEKHOE 3HAYEHUE C  KaXKIbIM
KOMITOHEHTOM OLIEHKH PUCKOB;

aHalu3, OCHOBAHHBIM HAa CUCHAPWIX, NPEAHA3HAYECHHBIA IS
BBISIBIICHUS PA3IUYHBIX YTPO3 OE30MACHOCTH.

[Touemy npu npoBeaeHUM aHAIN3a UHOOPMAILMOHHBIX PUCKOB CIEIyET
MPUBJIIEKATh K 3TOMY CHEUUAINCTOB U3 Pa3IUYHBIX NOApa3aeIeHUN
KOMIIaHUU:

B.

(oT™METhTE OAMH NPABUJIbHBIA BapUaHT OTBETA)

MOCKOJIBKY ~CHELUAIMCThl JIy4dllle TOHMMAKT pPUCKM B CBOHX
MOJPA3ICIICHUSIX U CMOTYT NPEAOCTaBUTh MAKCHUMaJbHO MOJHYIO U
JIOCTOBEPHYIO HHGOPMALIMIO JIJIsI aHAIH3A,;

MOCKOJIBKY JIFOAW B PA3JIWYHBIX MOJAPA3IACICHUSAX CAMHU SIBISIOTCSA
OJIHOW W3 MPUYMH PHUCKOB, OHU JOJIKHBI OBITh OTBETCTBEHHBI 32 MX
OLICHKY;

YTOOBI yOEAUTHCS, YTO MMPOBOJUTCS CIIPABEINBasl OLICHKA.

UTo M3 MepeuncI€HHOr0 HElb3s OTHECTH K XapaKTep MCTUKAM MHTEpPHETa
BEILEH:

a.

(oTMeThTE OAVH NMPAaBWIbHBIA BapUaHT OTBETA)
HEBBICOKHE CKOPOCTH NIEPENAYN TAHHBIX;

0. ¢oxycupoBKa Ha 0OCITY>KHBAHUHU 3aIPOCOB JIIOJICH

B.

HEOOXOIMMOCTh CO3/IaHUSI HOBOW MHMPACTPYKTYPHI.

B kakoil u3 mepeuncieHHblx pexkoMeHmanuii ITU omucana stanoHHas
MO/JIEeJIb JIJIsl HHTEPHETA BEIICH:

a.

(oT™MeEThTE OJMH NPaBUIbHBIA BapUaHT OTBETA)

Y.2060;

0. 802.3cd;

B.

RFC 4960.

UTo U3 MepeyuciIeHHOTO He SBJsSEeTCd 0a30BBIM YPOBHEM STalOHHOM



MO/JIeJIM UIHTEpHETa Bellel, OnucaHHou B pekoMmenganuu 1 TU:

Jw oe

(oTMeThTE OJVH MPaBWIbHBIA BapUaHT OTBETA)
YPOBEHb IPWIOKEHUM UHTEPHETA BELICH;
YPOBEHB 5/Ipa CEeTH;

YPOBEHb NOJJIEPKKH NPUIIOKEHUN U YCIYT;
CETEBOM YPOBEHb.

BepHo 1u, 4TO 1151 ceTeit mHTepHeTa Bellei He0OX0AMMO UCIO0JIb30BaTh

TOJBKO CTATUUECKYIO MAPUIPYTHU3ALMIO JJIsI OPTaHU3ALMK CBSI3H MEXKIY
YCTPOMCTBAMHU:

o

(oT™METhTE OJMH NPaBUJIbHBIA BapUaHT OTBETA)
na,

HET,

na, HO ToJIbKO 171 |Pv6

10.TDM omnpenenser:

a.
0.

B.

(oTMeThTE OJIVH MPABWIbHBIA BapUaHT OTBETA)
YIUIOTHEHUE C YACTOTHBIM PAa3/CICHUEM;
YILIOTHEHHE C BPEMEHHBIM pPa3/EJICHUEM;
KBaJ[paTypHYIO aMIUTUTYAHYIO0 MOJYJISIHIO.

11.SSID onpenensier:

a.
0.

B.

(oTMeThTE OJVH MPAaBWIbHBIA BapUaHT OTBETA)
OecrpOBOAHYIO PACIPEIEICHHYIO CETh;
UICHTU(PUKATOP 30HBI 00CTY>KMBAHUS;

30HY 00CIIY>KMBaHUSI.

7.2.2 llpuMepHBIii epeveHb 3a1aHuil 1JIM pellleHusl CTAHAAPTHBIX 3a/1a4
He npenycmoTpen y4eOHbIM TUTAaHOM

7.2.3 IllpuMepHBbIii NepeveHb 3aaHUI JJIA pelleHUs NPUKJIAIHbIX 3a/1a4
He npenycMoTpeH yueOHbIM IIaHOM

7.2.4 TIpuMepHbIi NMepeyeHb BONMPOCOB /IJIA MOATOTOBKH K 3a4eTy

buner 1

1. Ilenn m 3amaum Kypca. [Ipenmer, CTpyKTypa u KpaTKoe COAEpKaHue Kypca.

2. PexomeHpanmuu Mo TOCTPOEHUIO MOJUTHKU Oe3omacHOCTH. OCHOBHBIC

mard 1o pcainu3aluu IIOJIUTHKH 0€e30IMacHOCTH. HozmepmaHHe )41

MOU(UKAINS TIOJTUTUKA O€30TIaCHOCTH.



buner 2
. CrangapTsl O€CIpOBOIHOM TIepelayy JTaHHBIX.
. Kputepun ouenku 6e3omacHoctu cereBbix OC.

buner 3

. [TapameTprl CBSA3U: CKOPOCTH Mepeavyu JaHHBIX, THANa30H 9acTOT, METO.]
MOJTYJISIIAY CUTHAJIA | T.]I.

. OCHOBHBIC KpUTEpUU aHANIU3a ceTeBO Oe3omacHocT. OO1Ias mpoieaypa
aHanu3a. MeTouKa MoJAroTOBKU SKCIEPTHOTO 3aKITIOUCHUS.

buner 4

. CoBpeMEeHHbIE CTAaHJIAPTHI, UCTIOJIb3YEMBIE B CETSIX MHTEPHETA BEIICH.
Pernamentupyromue  JTOKyMEHTBI B 00JacTd  0€30MacHOCTH

BBIUMCIUTENBHBIX ceTell CTaHgapThl O€30MaCHOCTH BBIYHMCIUTEIbHBIX

ceTe U MX KOMIIOHEHTOB. [IpaBoBbIE OCHOBBI 3alUTHl UHGOPMAIMHU B

CeTHX.

buner 5

. TunoBbIe yrpo3sl 0e30macHOCTH. OCHOBBI KiIaCCU(PUKAIIUHU CETEBBIX YTPO3
u arak. IIpumepnl TUMOBBIX aTak M PEKOMEHAAIMHU IO MOCTPOCHUIO
CHCTEM 3aIUTEL

. AHaIM3 BO3MOYHBIX CIICHAPUEB aTaK.

buser 6

. 3alura TOnoJIOTUU CeTu. MapuipyTu3aTopsl, MeXCceTeBbie dkpaHbl (MD).
OcHoBHbIE MexaHu3MbI IpuMeHeHust MD. AGoHeHTckoe mudpoBaHue.

. AHaNIU3 XapaKTEPHBIX ySA3BUMOCTEN CETE MHTEPHETA BEULICH.

buner 7

. BupTyanbHble 4acCTHBIE CETH.

. IIporno3upoBanue 3pHeKTUBHOCTU CUCTEMBI 0OECTIeYeHUs] 0€30MaCHOCTH
CETHU MHTEPHETA BELICH.

buier §
. 3ammura cereBoro Tpaduka U KOMIIOHEHTOB CETH.
. Monenu npuHATHS PEIICHUH B YCIOBUAX HEOTPEICICHHOCTH.



buner 9
1. 3amura xommnonentoB cetu ot HC/I. be3omacHOCTh pecypcoB ceTu:
cpeacrBa I/IJ:[GHTI/I(i)I/IKaHI/II/I nu aYTCHTI/I(i)I/IKaHI/II/I, MCTOJAbI pPa3acCJICHUA
PECYPCOB M TEXHOJOTUN pa3rpaHUUCHUs TOCTYIIA.

(\®)

. ApXHTeKTypa CUCTeMBbI 0€30MaCHOCTH B CETSIX MHTEPHETA BEIICH.

buner 10
DOneKkTpoHHass I1M@poBas NOANKWCH W MaKeTHOE MHU(POBAHHUE.

f—

Kpunrorpaduueckue cereBble MPOTOKOJBL. YIIpaBIeHUE KIHOYaMHU.

\®

. Mopnens 0e30MMacHOCTH B CETAX UHTEpHETA Bellei. TUIIoBbIe aTaku B CETAX
VHTEpPHETa BEILEH.

buner 11
1. TloHsgTHe TOJUTHUKM OE30IMACHOCTH. THUMHOBBIE DJJIEMEHTHI IIOJIUTHUKUA
0€30MaCHOCTH.

[\

. BeposATHOCTHBIN MOAXOJ K aHAJIM3Y PUCKOB CETEH MHTEPHETA BEILEH.

buner 12
1. Metonuka BbIOOpa MEp M CPEACTB 3aIIUThl KOMITBIOTEPHON CHCTEMBI U
CETU UHTEPHETA BELICH.

[\

. DKCHIEPTHBIM MOAXO0/ K aHaJIU3y PUCKOB CETEl MHTEpHETAa BEUICH.

7.2.5 llpuMepHBIii NlepevYeHb BONPOCOB sl MOATOTOBKH K IK3aMeHY
He npenycmoTpeH y4eOHbIM TUTAHOM

7.2.6. MeTtoauka  BBICTABJEHHsSI OLEHKHM TIPH  TPOBeAEHUH
NMPOMEKYTOYHOM aTTeCTAlUN

3auém npogodumcs no mecm-ounemam, KaxMcowvlli U3 KOMOPbLIX COOEPIHCUM
10 sonpocos u 3adauy. Kaowcowiii npasunvbhviii omeem HA 60ONPOC 8 mecme
oyenueaemcsi 1 6annom, 3aoaua oyenusaemcs ¢ 10 6annoe (5 6annos eepnoe
peuwienue u 5 6annos 3a sepuviii omeem). MaxcumanvrHoe Koauvecmeo HaAOpauHblx
oannos — 20.

1. Oyenka «Hezaumeno» cmasumcs 6 ciyuae, eciu cmyoeHm HabOpal meHee
15 6annos.

2. Oyenxa «3aumeno» cmasumcs, eciu cmyoeum uaopanr om 16 oo 20
bannos.



7.2.7 IlacnopT OLleHOYHBIX MATEPHAJTIOB

Ne KonTponupyemsie pa3aenst (TEMbI) Koz HaumenoBanue
n/o TV CITUTIIAHEBI IfOHTpOHpreMO OIIEHOYHOI'0 CPEICTBA
1 KOMIIETSHITUH
1 OCHOBBI TOCTPOEHHUSI OECTIPOBOAHBIX CETEH [1K-4.2 Tecr, BBITIOJTHCHUE
1a00paTOpHBIX PaboOT
2 Texnonorun obecneuenns Oe3zonacHoctd B|IIK-4.2 Tecr, BBIITOJIHEHHE
KOMITBIOTEPHBIX CHCTEMax U CETSX HHTEpHETa 1abopaTopHBIX paboT
Bellen
3 [IpoexTupoBanue 3aIUIIEHHBIX cereii|[1K-4.2 Tecr, BBITIOJIHCHUE
WHTEpHETAa Belleit 1a60paToOpHBIX PaboT
4 Metoasl u  anroputMbl nporHosupoBanust|I1K-4.2 Tecr, BBIIIOJIHEHUE
3(pPEeKTUBHOCTH  3aITUTHI KOMIIBIOTEPHBIX 71a00paTOPHBIX pabOT
CHCTEM U CeTeH MHTEPHETA BelIeH

7.3 Meroguyeckue MaTepuajbl, oOmnpeaesiloiiue MNpPoUeAyPbI
OLICHMBAHUSA 3HAHUI, YMEHUIl, HABBIKOB M (MJIM) ONbITA JEATEJIbHOCTH

[Ipu npenogaBaHuy JUCHMUIUTUHBI « be30MacHOCTh KOMIIBIOTEPHBIX CUCTEM U
ceTeil MHTEepHeTa Bellel» B KadecTBe (OPMbI OICHKM 3HAHWM CTYJIEHTOB
UCIIOJIB3YIOTCSI: TECTHI, BBIIIOJTHEHUE JTAOOPATOPHBIX paboT, 3a4€T C OLIEHKOM.

TecTupoBanue OCYIIECTBISIETCSA, MO0 TMPH IOMOIIM KOMIIbIOTEPHOM
CUCTEMBI TECTHPOBAHHUSA, JIMOO C HMCIOJH30BAaHUEM BBIJAHHBIX TECT-3aJlaHUN Ha
OymaxxHoMm Hocurtene. Bpems tectmpoBanuss 30 MuH. 3aTeM OCYIIECTBISETCS
MIpOBEpPKa TECTa AK3aMEHATOPOM U BBICTABJSIETCA OIICHKA COTIJIAaCHO METOIUKHU
BBICTABJICHUS OLICHKU MPH NPOBEJAECHUN MPOMEKYTOYHON aTTECTAIUU.

Brinonnenue mabopaTopHBIX pabOT OCYIIECTBIISIETCS COTJIACHO y4eOHOMY

IUIaHy B COOTBETCTBUM C METOJMYECKUMHU YKa3aHUSIMU K BBINIOJIHEHUIO
naboparopueix pabor Ne 1 — 3 mua crygentoB cnemuanbHocTH 10.05.01
«KowMmmbrorepHass 0e30mMacHOCTb» OYHOM (OpMBI OOyuUeHHST M METOJUYECKUMHU
yKa3aHUSMH K BBIMOJHEHUIO JaboparopHeix pador No 4-5 mis CTyAeHTOB
cnenuanbHocTH 10.05.01 «KomnbroTepHas 6€3011aCHOCThY.

8 YYEBHO METOAUYECKOE U UTHOOPMAIIMOHHOE
OBECIHIIHEYEHME JUCHUIIJINHBI)
8.1 Ilepeyenb y4eOHON JMTepaTypbl, HeOOXOAUMOM [Ji OCBOEHMS
AMCUMILIUHBI
Ocnognas:

1. Omudep B.I'., Omudep H. A. Kommerorepeie ceru. [IpuHIUMEI,




TEXHOJIOTHH, IMMPOTOKOJIbI. YUSOHHK : yUeOHUK JJIs By30B — 6-¢ m3a. — CII0.:
[Turep, 2020 — 1008 c. ISBN 978-5-4461-1426-9.

. lep6akoB B.b., EpmakoB C.A., Konenber H.C. Puck-ananu3 araxyembIx
OecnipoBOJHBIX ceTelt; moxa pen. wi.-kopp. PAH JI.A. Hosukoga:
Momnorpadus — Boponex : M3znatensctBo «Hayunas kaura», 2013 — 160 c.
ISBN 978-5-98222-847-5.

. lep6axoB B.b., EpmakoB C.A. be3zomacHOCTh OECHPOBOJHBIX CETEH:
crauaapt [EEE 802.11; nmox pen. B.I. bopucosa. — M. : Paguo-Codt, 2010. —
256 c. ISBN 978-5-93274-020-0.

Jlonornumenvuas.

. 3apamenckux E.Il., AptrembeB WM.E. Murtepner Bemieit. McciaenoBanus u
obyiacTh mpuMeHeHUs [DneKTpoHHBIM pecypc]: Monorpadus / M.: HUL]
NHO®PA-M, 2015.- 200 c.

. PocnaxoB A.B., Bauwsmun C.B., I'pebemkoB A.FO. HHrepHer Bemieil:
yuebHoe nocobue — Camapa: III'YTHU, 2015 —200c.

Memoouueckue paspabomxu.:

. becipoBoiHBIE CCTEMBI CBSI3U U UX O€30MACHOCTh: METOJIUUECKUE YKA3aHUs
K BBITIOJTHEHUIO J1a00paTOpHBIX padoT Ne 1 - 3 1Jist CTyA€HTOB CHEIUaTbHOCTH
10.05.02 «MudopmarmonHas 0€30MaCHOCTh  TEJIEKOMMYHHUKAITMOHHBIX
cucrem» ouHOM Qopmbr oOyuenus / DI'BOY BIIO «Bopouexckuit
TOCYIApCTBEHHBIM TEXHUYECKUM yHuBepcuret»; cocT.. C. A. Epmakos.
Boponex, 2021.38 c.

. becipoBoaHbBIE CCTEMBI CBSI3U U UX 0€30MAaCHOCTh: METOJUYECKHUE YKa3aHUs
K BBITIOJIHEHHIO J1a0OpaTOpPHBIX paboT Ne 4-5 1Jisl CTYI€HTOB CIIEIUATbHOCTH
10.05.02 «WudopmanmonHas 0€30MacCHOCTh  TEIEKOMMYHHKAIIMOHHBIX
cucrem» ouHOM Qopmbl o0yuenus / @OI'BOY BO «Bopouexckuit
TOCYIapCTBEHHBIM TEXHWYECKUM yHuBepcuter»; cocT.. C. A. Epmakos.
Boponex: U3a-so BI'TY, 2021. 29 c.

8.2 IlepeyeHbr HH(MOPMALNMOHHBLIX TEXHOJOTHH, HCIOJIb3YyeMbIX NpPH

OCYLeCTBJIEHUH 00pa30BaTeJbHOI0 Mpouecca Mo AUCUHUILVINHE, BKJIIOYas
nepeyeHb  JIMIHEH3MOHHOTO  NPOrPpaMMHOIO  o0OecmeyeHHsl, PecypcoB
UHPOPMALHOHHO-TEJIEKOMMYHMKALMOHHON ceTH «AHTEpHET», COBpEeMEeHHbIX
npodeccuoHaAIBLHBIX 0a3 JaHHBIX ¥ HHGPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM:

https://old.education.cchgeu.ru

http://www.studentlibrary.ru/

http://znanium.com/

http://e.lanbook.com/

http://www.iprbookshop.ru/

http://www.Kit-e.ru/

GNU Octave — cBoOogHast cucTeMa IJIs1 MATEMaTHUYECKUX BBIYUCICHUN
Mathworks Matlab&Simulink - cpena TEXHHYECKUX

BBIUMCIICHUI/ BHU3YAJIbHOTO MMHUTAIIMOHHOI'O MOJCIHPOBAaHHA


https://old.education.cchgeu.ru/
http://www.studentlibrary.ru/
http://znanium.com/
http://e.lanbook.com/
http://www.iprbookshop.ru/
http://www.kit-e.ru/

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOIAUMASA IS
OCYHIECTBJIEHMSA OBPA3OBATEJIBHOI'O ITPOLIECCA
Crenmanu3upoBaHHas JIEKIIMOHHAs ayquropus, OCHAIlEHHAas
000pyAOBaHMEM JJIS JEKITMOHHBIX JAEMOHCTpAIMA ¥ MPOEKIIMOHHON armaparypoi.
JIMCIUIEVHBIM KJIACC, OCHAIUECHHBIA KOMIBIOTEPHBIMU IIPOrpaMMaMu JJIis

NpOBEACHUS 1a00PATOPHBIX 3aHATUH.

10. METOANYECKHUE YKA3AHWUS JJ51 OBYYAIOHIUXCS IO
OCBOEHHUIO JUCIUIIJIMHBI (MOJYJIS)

ITo gucunmuinbae «be30macHOCTh KOMIIBIOTEPHBIX CUCTEM U CETEN MHTEPHETA
BeIEH» YUTAIOTCS JIEKIWH, MPOBOIATCS 1a00paTOpHbIC PaOOTHI.

OcHOBOW W3ydYeHHS MAWCIMIUIMHBI SIBISIIOTCS JIEKIIMH, Ha KOTOPBIX
U3J1araroTcs HanboJiee CyIeCTBEHHbIC U TPYIHBIC BOMPOCHI, a TaK)Ke BOMPOCHI, HE
HaIlle/IINe OTPAKEHUS B yUEOHOH uTeparype.

JlaGoparopHbie pabOTHl BBIMOJHAIOTCS Ha J1a00paTropHOM 000pYAOBaHUU B
COOTBETCTBUU C METOJUKAMU, MPUBEIACHHBIMHU B YKa3aHUAX K BBIMOJTHEHUIO PadOT.

Bun y4eOHBIX 3aHATHIA

J1esTenbHOCTh CTYEHTA

Jlexus

Hanucanue  KOHCHeKTa  JIGKIIMA:  Kparko, CXEMaTH4HO,
MOCJIeI0BAaTENIbHO (PMKCHPOBATH OCHOBHBIC MTOJIOKEHHMS, BHIBOIBI,
bopMyIUpOBKH, O0O0O0OIIECHHSA; ITIOMEYaTh BaXXHBIC MBICIIH,
BBIICJISITH KJIIOUEBBIE CJIOBA, TepMHUHBL. [IpoBepka TEpMHUHOB,
MOHSTHH ¢ MOMOIIBIO DHITUKJIONEIUH, CIOBapeii, CIPAaBOYHHUKOB C
BBIMMMCBIBAHUEM TOJIKOBAaHUH B TeTpajib. O003HAUCHHE BOIIPOCOB,
TEPMUHOB, MaTepHhaia, KOTOPbIC BBI3BIBAIOT TPYAHOCTH, MOUCK
OTBETOB B PEKOMEHIYeMOM JJuTepaType. Eciu camocTosITeIbHO HE
yaaercs pazo0parhcs B Marepuaie, HEOOXO0AMMO
chopmMyIMpoOBaTh BOIIPOC W 3aJaTh IPEIOJABATEIIO HA JICKIUU
WJIM Ha MPAKTUYECKOM 3aHSITHH.

JlaGopatopHas paboTa

JlabopatopHble pPaOOTHI IMO3BOJISIOT HAYYHUTHCS IMPHUMEHSTH
TEOPETUUYCCKUE 3HAHUS, MOJTYYEHHBIC Ha JIGKIIUM TIPH PEIICHUU
KOHKPETHBIX 3a1a4d. UToObl Hamboliee pAaHMOHAIBHO W TIOJHO
HCITOJIb30BaTh BCE BO3MOXKHOCTH JIAOOPATOPHBIX IS TTOATOTOBKH
K HHM HEOOXOJAMMO:. CleAyeT pa3o0paTh JICKIIUIO II0
COOTBETCTBYIOIICH TeMe, O3HAKOMHTCS C COOTBETCTBYIOIIUM
pa3nesioM ydyeOHHKa, TpopadoTaTh JOMOIHATEIBHYIO JINTEPATYPY
U UCTOYHUKH, PCIIMNTDH 3aJja4d U BBIIIOJHUTL APYTHUEC ITMCbMCHHBIC
3aJIaHU.

CamocrosTenpHas pa60Ta

CamocrosrenbHas paboTa CTYACHTOB CIIOCOOCTBYET TITyOOKOMY
YCBOCHHUS ~Y4eOHOro Marepvajia W  Pa3BUTHIO HABBIKOB
camooOpa3zoBanus. CamocTosiTenbHass paboTa mpeArnonaraet
CJIEAYIOIINE COCTABIISIOIINE:

- pabora ¢ TeKCTamMu: YYCOHMKaMH, CIPaBOYHHUKAMHU,
JIOTIOTHUTEIFHON JINTEPATYpPO, a Takke TpopabOoTKa KOHCIIEKTOB
JIEKIIHIA;

- BBIMTOJIHEHNE JOMAITHUX 3aJaHUN M PAaCUCTOB;




- paboTa HaJl TeMaMH JIJIsl CAMOCTOSITEIIbHOTO U3YUYCHHSI,

- ydactue B paboTe CTyIeHYSCKMX HAYYHBIX KOH(MCpEHIUH,
OJTUMITHA/T;

- MIOJTOTOBKA K MPOMEKYTOUYHOM aTTECTAIIHH.

Iloaroroska k
MPOMEXYTOUYHOMN aTTeCTAIIUU

l'oToBUTBCS K  TPOMEKYTOUYHOM  aTTeCTalluM  ClIeayeT
CHCTEMAaTHYeCKd, B TEUCHHE BCEro cemecTpa. HMHTEHCUBHAs
MOJITOTOBKA JIOJI’KHA HAYaThCs HE MO3HEE, YeM 3a MECSAII-TTOJITOpa
JIO TIPOMEKYTOUHOH aTTecTanuu. Jlanablie mepea 3a4eToM TpH JHS
a(pexkTUBHEE BCEr0  HCIOJB30BaTh JIJII  IOBTOPCHHUS |
CHCTEMaTH3aIlMH MaTepHaIa.




JIUCT PETUCTPALIMN U3MEHEHUI
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[IepeueHb BHOCUMBIX U3MEHEHUI

JlaTta BHECEHUs
W3MEHEHUM

[Toanuck
3aBEYIOIIETO
Kadenpoi,
OTBETCTBEHHOM 3a
peanuzanuio OITOTT




