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1. IEJU U 3AJIAYA JUCLHUATIIMHBI

1.1. Heau aAuCHUNINHBI

dopMHUpOBaHUE 51 3aKpeIIeHNE ob1enpodeccuoHaNbHBIX 51
npoeCCHOHANBHBIX KOMIICTEHIIMM, HAMpaBJICHHBIX Ha 3HAHWE W BIIAJCHHC
COBPEMEHHBIMU METOJAaMHU M TEXHOJIOTUSAMHU MPOTHUBOACHCTBUS WH(GOPMAITMOHHBIM
aTakaMm M omlepalusM, peajn3yeMbIM B KOMIBIOTEPHBIX CUCTEMAX U CETSIX.

1.2. 3axaun oCBOEHHUS JUCHHUILINHDBI
- O03HAaKOMJICHHME C OCHOBHBIMHU TIPUHIIUIIAMHU TIOCTPOCHHUS CHCTEM
IIPOTUBOACHCTBHS  KOMIIBIOTEPHBIM  aTakaMm, CcIloco0amMu OOHapyXEHHS H
HEUTpaJlnu3aluM MOCIEACTBUN BTOPKEHUN B KOMITBIOTEPHBIE CUCTEMBI;
- (opMupoBaHHEe YMEHHI aHATU3UPOBATh 3AIIUIIICHHOCTh KOMIIBIOTEPHBIX CH-
CTEM, YIPABJISATH CUCTEMAMU MPOTUBOJACHCTBUS KOMIIbIOTEPHBIM aTaKam;
- NpUOOpETEHUE HABBIKOB BBIABICHUS M YCTPAHEHUS YSI3BUMOCTEU
KOMIIBIOTEPHBIX CHCTEM, HACTPOWKM CHCTEM TMPOTUBOJACHCTBUS KOMIBIOTEPHBIM
arakaM.

2. MECTO JUCHUMIIJIMHBI B CTPYKTYPE OIIOII
Hucriumuimaa  «CuCTeMBI  MPOTHUBOJCHCTBHAS ~ KOMIIBIOTEPHBIM  aTaKaM»
OTHOCHTCS K JHCIIUIUIMHAM 4YacTH, (GOPMUPYyEMOH y4aCTHHKaMH 00pa30BaTeIbHbIX
otHomennii 0ioka b.1.

3. IEPEYEHD INJIAHUPYEMBIX PE3YJIBTATOB OBYYEHMUSI 110
JUCHUIIIMHE
ITpomecc W3y4YCHHS U CIIATUTHHBI «CHucTeMBbl IPOTHBOICHCTBHSI
KOMIILIOTEPHBIM aTakaMm» HampapjieH Ha (GOpMUPOBAHHE CICAYIONIUX KOMICTCHITHI:
I1K-4.1 — CnocobeH aHAIM3UPOBaATh 3AMUINEHHOCTh W OICHUBATh yPOBHb
0€30TMaCHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH.

Pe3yabTaThl 00yueHusl, XapaKTepu3yonme

KoMmnerenuust
chopMHPOBAHHOCTH KOMIIETCHIIUU

[1K-4.1 3HATH MPUHIMIBI Pa3pabOTKU KOMIUIEKCA MPaBUI,
npoIreyp, IPUEMOB U METOJIOB, CPEJICTB 0OECTIeUeHuUs
3aIUThl HHPOPMAIH U POTUBOECHCTBUS KOMITLIOTEPHBIM
aTakaMm, B TOM YHUCJI€ C UCTOJIb30BaHUEM

COBPEMEHHBIX METOJIOB U IPOTPAMMHOIO

MHCTPYMEHTAPHsI UCKYCCTBEHHOTO HMHTEJJIEKTA

YMETh OCYIICCTBJIATH OLICHUBAHUE IOCICACTBUI OT
peanuzanuu yrpo3 6ezonacHoctu uHGopmarmu B KC
Y aBTOMAaTH3MPOBAHHBIX CHUCTEMaXx

BIIaJICTh IOAXOJaMH K KIIaCCH(PUKAIIMHA H
MIPOTHO3UPOBAHMUIO YTPO3 OE30MACHOCTH MHPOPMAIIUH




4. OFBbEM JUCHUIIVINHBI

OO0mass TPYyAOEMKOCTh JTUCIMILTUHBI
KOMITBIOTEPHBIM aTakaMm» COCTaBJIsET / 3.€.

Pacnpenenenue Tpya0e€MKOCTH JUCHUILIMHBI TTO BUAAM 3aHITUNA

«Cucremnl

ouyHasi gopma o0yueHust

MPOTUBOACUCTBHUS

. Bceero CemecTpbl
Bunpbl yueOHOM paboThl
4acoB 9 10
AyIUTOpPHBIE 3aHATHS (BCEro) 126 54 72
B Tom uucne:
Jlexuun 72 36 36
[Tpakrrueckue 3anstus (I113) 54 18 36
CamocTrosiTeJibHAsI padoTa 126 18 108
KypcoBoii npoexkr + +
Buapl mpoMexyTOYHOM aTTECTAlMM — 3a4€T, 3a4ET C + + +
OLICHKOM
OO0mast TPy 10€MKOCTb:
aKaJeMHUYECKHAE YaChl 252 12 180
3a4.e]1. 7 2 5
5. COAEP) KAHME JUCHUIIJIMHBI (MOOYJIA)
5.1. Copep:xkanue pa3nesoB JMCHMIUVIMHBI M pacnpeleseHue
TPYAOEMKOCTH 110 BUIAM 3aHATHH
ouyHasi popma o0ydeHust
Ne /it HaumenoBanue TeMbl ConeprxaHue pazaena Jlexc | Tlpax CPC Beero,
i} 3aH. qac
1 |CucreMHBIN TOAX0L K KoMmmbroTepHble cUCTEMBI U UX KOMIIOHEHTHI KaK
06ecreueH o 3amuTbIor  |OOBEKTHI 3aLIUTHI OT YIPO3 O€30MacHOCTH.
KOMITBIOTEPHBIX ATAK HanpaBneHm, METOAbI W MCETOAMKH TIOCTPOCHUS 24 10 10 44
3aIUIICHHBIX KOMITBIOTCPHBIX CHCTEM.
OpramaIoHHBE METOJBI M CPEACTBA  3aIlUTHI
KOMITBIOTEPHBIX CUCTEM OT aTaK.
2 Cpencrea Metozpl W CpeACTBa OIRHKM  3aIlMIICHHOCTY,
BLISBIICHMS - KOHTPOJI JOCTyIA K KOMIIOHEHTAM  KOMIIBIOTEPHBIX
CHUCTEM.
JJOKaJIM3allun
N Mertozsl U cpenctBa obecrieueHus] 0E30MacHOCTH
YA3BUMOCTCU 12 8 8 28
KOMITIOTEPHBIX ACKTPONHTAHM KOMITbHOTEPHBIX CHUCTEM,
TapaHTHPOBAHHOTO YVHIMTOKECH  MH(OpMALH,
CHCTCM K BO3~ BBUIBJICHUSI M JIOKUIM3AIMK yTeUeK MHGOpMALMH TIO
ACHCTBHIO yIpos TEXHUYECKUM KaHajlam
0e30MacHOCTH
3 MeTozBI 1 CpescTBa MeToznb! 1 cpesicTBa 0OHAPYKEHUS CETEBBIX aTak
oBHapyKeHus - }H( BPEJOHOCHBIX IIPOrPaMM.
P —— OHTEHTHass  (UIBTpaIMA W MEXCETEeBOE 18 20 60 08
aTaK SKpPaHUPOBAHUE.
CpenctBa co3maHus BUPTYaTbHBIX YaCTHBIX
CEeTEH.
4 | KoMmiercHbIe ll_l[ompem{ble a6nnapamble cpenpL
OICUCTEMBI OC30IMACHOCTH OINICPALMOHHBIX CHCTEM,
CUCTCMbI 3alIUTHI OT
KOMITHOTEDHBIX ATAK CYB/1, npukiiaHoro nporpaMmHoro odecriedenust. | 18 16 48 82
KomrrekcHple  crcTeMEBI 3allldThl JIOKAJIbHBIX U
KOPIOPATHABHBIX CETEH.




CucremMbl ~ KOHTpOJIT ~ pa0OTHI  TOJIb30BATENICH
KOMITBIOTEPHBIX CHCTEM.

OchamieHre 1IeHTPOB [ OCyIapCTBEHHON CHCTEMBI
OOHApY>KeHUsT ¥ TIPOTUBOJICHCTBHSI KOMITHEOTEPHBIM
atakam PO.

Uroro| 72 54 126 252

5.2. Ilepeuenn 1ab6opaTOPHBIX padoT
He npenycMoTpeHo y4eOHBIM IIaHOM.

6. MIPUMEPHASI TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT

B cootBerctBUM ¢  yueOHBIM  IJJAHOM  OCBOEHHE  JUCUHUIUIUHBI
npeaycMaTpuBaeT BBINOJHEHHE KypCOBOro MpoekTta B 9 ceMmecTpe s OYHOU
dbopmbl 00yUeHUS.

[Ipumepnas TtemaTnka KypcoBoro mpoekra: «Pa3zpaboTka aniroputrmMoB
KOMITBIOTEPHOM aTaKU U METOJAUKH MPOTUBOICHUCTBHI».

3agauu, penraeMble MPU BBHITOJTHEHUH KYPCOBOTO MPOEKTA!

* (COop u o0060Omenne wHGOpMAIMK O pealu3alHsIX 3aJaHHOTO BHIA
KOMITBIOTEPHBIX aTaK.

* AHanmu3 BO3MOXHBIX METOJIOB TPOTUBOJCUCTBUS 3aJaHHOMY BUIY
KOMITBIOTEPHBIX aTaK.

 [IloctpoeHue aurOpuTMOB KOMITBIOTEPHOW aTakKh W METOJMKHU
IIPOTUBOJAEUCTBHUS EM.

KypcoBoii npoekr Bkiwo4aT B ceOs rpa@uUyeckyrd 4YacTb U PacyeTHO-
MOSICHUTEIIHHYIO 3aITUCKY .

7. OHEHOYHBIE MATEPHUAJIBI JJISI TPOBEJIEHUS
MPOMEKYTOYHOM ATTECTAIIMM OBYYAIOIIMXCS 11O
JTACHUTLINHE

7.1. Onucanue moka3saTteseil 1 KPUTEpUeB OLlEHUBAHUS KOMIIETEHUMIA HA
Pa3IMYHBIX dTanax ux GopMHUpPOBaHHs, ONMCAHUE LIKAJ OLCHUBAHUSA

7.1.1 JTan TeKymero KOHTPOJIf

Pe3ynbTarel TEKylIEro KOHTPOJS 3HAHUM M MEXCECCHMOHHOW aTTeCTaluu
OLICHMBAIOTCS IO CIEAYIOUIEH CUCTEME:

«aTTECTOBAHY;

«HE aTTECTOBAH.

Komie- PesyabTathl 00y4eHus, KpnTeplm
XapaKTepusyomue ATTecTOBaH He aTTecToBaH

TCHIHA c¢()OPMHPOBAHHOCTb KOMIIETCHIIHU OLCHUBAHUHA

[1K-4.1 3HATh NPHUHIHIEI pa3pabOTKH Bemoninenue Tecta | Bemonenne pabot B (HeBbimosnnenue padot
KOMIIJIEKCa IPaBuII, CPOK, B CPOK,
npoueayp, IpHeMOB U METOIOB, NPeIyCMOTPEHHBIN B | IPEAYCMOTPEHHBIH B
CpeJCTB 0OecedeH s 3a1UThl pabounx mporpaMMax | pabodnx mporpaMmax
UH(pOPMALIUH U IPOTUBO ACHCTBUS
KOMITBIOTEPHBIM aTaKam, B TOM
YHCIIe C HCTIOJIb30BaHHEM
COBPEMEHHBIX METOZIOB U




IPOTrPaMMHOTO

WHCTPYMEHTAPUsI HCKY CCTBEHHOTO

HHTEJUICKTA

YMETh OCYILIECTBIATh Pemenue Bemosnenue pa6ot B |HeBbImosHeHHE padoT
OLICHUBAHHUE MTOCIICACTBUI OT CTAHIAPTHBIX CPOK, B CPOK,
peanu3anyy yrpo3 0€30IMacHOCTH |PaKTHYSCKHUX 3a]ad | IPeTyCMOTPEHHBINA B | IPEyCMOTPSHHBIH B
uHpopmanun B KC pabovux mporpammax | padovux mporpammax
Y aBTOMAaTH3HPOBaHHBIX CHCTEMAX

BIIAJICTh HOAXOAAMH K Peuienue Brimonnenue pador B |HeBbinosnHeHne pador
KaccuduKayy u MPHKITaIHBIX 3a]1a4 B CPOK, B CPOK,
MPOTHO3UPOBAHHIO yTPO3 KOHKPETHOM NPEAYCMOTPEHHBIN B | IPEIyCMOTPEHHBII B
6e3onacHocTH HHOpMAIAN IIpeAMETHOM 001acTH | paboyux mporpaMmmax | paboyux nporpamMmmax

7.1.2 3Tan npoMe:KyTO4YHOT0 KOHTPOJISI 3HAHUIA
Pe3ynbTaTel mpOMEXYyTOUYHOTO KOHTpOJS 3HaHMM onenuBatorcs B 9, 10
ceMecTpe Il OUHOM (GopMBbI 00yUEHUs TIO IBYX/4EThIpEeX0aIbHOM CHCTEME:
«3a4TEHO»
«HE 3a4TEHO»

Kommne-
TeHIHUA

PesyabTaTthl 00y4eHus,
XapakTepu3ylouue
c(OPMHPOBAHHOCTh KOMHIETEHIHH

Kpurtepuu
OLCHHBAaHUA

3auTeHo

He 3auteno

[1K-4.1

3HAThH IPUHIHIEI Pa3pabOTKH
KOMIUIEKCa MPaBUIL,

MpoIe Iy P, TPHUEMOB U METO/IOB,
CPEJICTB 00CCIICUCHUS 3ANUTHI
UH()OPMAITHY U TIPOTHUBOICHCTBHSI
KOMITBIOTEPHBIM aTaKaM, B TOM
YHCIIE C HCTIOJIb30BAHHEM
COBPEMEHHBIX METOJIOB U
MIPOrpaMMHOI0

HWHCTPYMEHTAPUs UCKY CCTBEHHOTO
HMHTEJIICKTA

Brmonnaenne tecta

Brmonaenue Tecta Ha
70-100%

Brmonaenue menee
70%

YMETh OCYINECTBIIAT
OIIEHUBAHHUE MOCJICJICTBHI OT
peanu3saiuu yrpo3 6€301acHOCTH
nHpopmanun B KC

Y aBTOMATH3MPOBAHHBIX CHCTEMAaX

Pemenne
CTaHAapTHBIX
MPAKTUYECKUX 33134

IIponemoncTprpoBa H
BEPHBIN X0 pEILCHUS
B OOJIBIIMHCTBE 33/1a4

3agauu HEe peIIeHBI

BJIAJIETH IOAXOMaMM K
Knaccu(UKaum u
MIPOTHO3UPOBAHUIO YTPO3
0e30macHOCTH HH(OpMAIHU

Pemenue
TIPUKIIAIHBIX 327124 B
KOHKPETHOM
MpeJIMETHOM 001acTH

[IponemoHcTpUpOBa H
BEPHBIN X0 peIIeHHS
B OOJILIIMHCTBE 3a1a4

3aJayu He PeIIeHbI

NN

«OTIHYHOY;

«XOPOIIOY;
«yIOBJIETBOPUTEIHLHOY;
«HEYJIOBJICTBOPHUTEIBHOY.

PesysabTaThl 00y4eHus,

Kommne- XapaKTepH3youe Kpurepun
remmt ot ;)panl()) Bay“l(l)lc“ ol (I:HHBEHIHI OTan4yHo Xopomuio Yaosi. Heyposu.
KOMIECTCHIIUHN
T1IK-4.1 3HATH IPHUHIIUIIBI Tect Bremonnenue | Bemonnenne | Bremonnenue |B Tecte MeHee
paspabotku tectana90- | Tecrana80- | Tecrana70- 70%
KOMIUTIEKCa MpaBmJ, 100% 90% 80% MIPaBMIBHBIX
MpoIeayp, IPUEMOB OTBETOB

W METOJIOB, CPEJICTB
obecrieueHUs
3aIIUTHI
nHQOpMaIIH 1
MPOTUBOICHCTBHS




KOMIIbIOTE PHbIM
aTakam, B TOM YHUCJIE
C UCIIOJIb30BaHUEM
COBPEMEHHBIX
METOJIOB U
MPOrPaMMHOTO
WHCTPYMEHTapUs
HCKYCCTBEHHOI'O
WHTEJICKTa
YMETh OCYUIECTBIISITH |Penienune 3amaun IIpogemonctp | Ilpomemonctp | 3amauwm HE
OIICHHBaHHUE CTaHIIaPTHBIX pPELICHBIB  |MPOBAaH BEPHBIN|MPOBAH BEPHBIA|  pELICHBI
MOCJIeICTBUHN OT MPaKTUIECKUX MOJIHOM XOJI pEUICHUsT | XOJ] PEIICHUs B
peanu3anuu yrpo3  |3azmad obbeMe n BCEX,HO HE | OOJIBIIMHCTBE
Oe3omnacHoCTH MOJTyYEHBI MOJIy4eH 3a1a4
nHpopmarun B KC BEpHBIE BEPHBIN OTBET
u OTBETHI BO BCEX
ABTOMAaTHU3WUPOBAHHBI 3a/1aqax
X CUCTeMax
BlIaJeTh noaxonamu |Pemenue 3anaun IIponemonctp | Ilponemonctp | 3amauu He
K KITaCCU(PUKAINU M |IPUKIIATHBIX pPELICHBIB  |MPOBAaH BEPHBIN|MPOBAH BEPHBIA|  pELICHBI
MPOTHO3MPOBAHUIO  |3a]1a4 B TIOJTHOM XOJI pEUICHHST | X0 PEIIeHUs B
yrpo3 0€30MacHOCTH |KOHKPETHOH o0bemMe u BCEX,HO HE | OOJIBITMHCTBE
nHPOpPMAITUI TPeIMETHO I MOJIYIECHBI MOJTy4eH 3ama4
obnactu BEpHbBIE BEPHBIN OTBET
OTBETHI BO BCEX
3aj1auax
7.2. IlpuMepHbIii mNepeYyeHb  OLEHOYHBLIX CpPeACTB  (THIMOBbIE

KOHTPOJIbHBIEC 32/IaHMSl WJIM HHbIe MATepPHAJIbl, HeOOXOAUMBIE [IJsl OLEHKHU
3HAHWH, YMEHNH, HABBIKOB M (WJIH) ONBITA 1eATeJIbHOCTH)

7.2.1 llpuMepHBI NepevyeHb 3aJaHUI 11 OATOTOBKH K TECTUPOBAHUIO

1. KomnproTepHasi aTaka - 3To:

a) peanu3anys yrpo3bl 0€30MacHOCTH;

0) IeNeHaNnpaBJICHHOE  BO3JCHMCTBME HAa  KOMIIBIOTEPHYIO
OPOrpaMMHO-TEXHUYECKUMH  CPEJICTBAaMH,  HalpaBJIE€HHOE  Ha
JOCTYNHOCTH, LIETOCTHOCTH, KOH(UIESHIUAIBLHOCTH HH(DOpMAIIHH;

B) MPOSIBIICHUE YSA3BUMOCTU KOMIIbIOTEPHOU CUCTEMBI.

2. Yrpo3bl 0€30MaCHOCTH KOMIIBIOTEPHBIM CHCTEMaM  MOTYT
KJ1acCU(UIIUPOBAHBIL

a) 10 HANpaBJIEHHOCTH pean3aluu

0) 1o THUIY YS3BUMOCTH;

B) 10 cIOCOOY YCTPAHEHUSI HETaTUBHBIX IMOCIEICTBUIL.

3. 3aBepIiaroiUM 3TaroM KOMIBIOTEPHOM aTaku SIBJISIETCA:

a) MOJIydyeHUE HECAaHKIIMOHUPOBAHHOIO JIOCTYMA;

0) MacKUpOBKa CJIEJOB aTaKH;

B) IUIAHUPOBAHHUE ATaKU

4. Y43BUMOCTh KOMIIBIOTEPHON CUCTEMBI - 3TO:

a) CBOMCTBO €€ KOMIIOHEHTa WJIM IMPOIIECcCca, IyTEeM HCIO0JIb30BaHUS KOTOPOTO
MOET OBITh OCYILIECTBICHO HECAaHKIIMOHMPOBAHHOE BO3JIEUCTBHE HA OOBEKTHI
3aIllUTHI,

0) nposiBIIeHUE BO3ACHCTBUS YTrPO3bl 0€30MACHOCTH;

CHCTEMY
HapyuIeHUE

ObITh



B) HapylleHue paboThl CPENICTB 3alUTHI HHDOPMAIIHH.
5. K uneHTH(UKAIMOHHBIM TPW3HAKAM KOHTPOJS JOCTyNa K KOMIIbIOTEPHBIM
CHCTEMaM OTHOCSITCSL:

a) OMOMETPHYECKUE XaPaKTEPUCTHKY,
0) NacropTHbIC JTAHHBIE;
B) [P-anpec kommbroTepa.

6. K ocHOBHBIM HampaBiieHHAM KOHTPOJIS 3P(HEKTUBHOCTH 3aIIUTHI OT aTak
OTHOCSITCSL:

a) MOHUTOPUHT PabOTHI MOJIH30BATENCIH;

0) MoAETUPOBAaHUE KOMIIBIOTEPHBIX aTaK;

B) NPOBEPKA KYPHAIOB CUCTEMHBIX COOBITHH.

7. B cocraB GyHKIMI cpeacTB OOHAPYKEHHST BTOPKEHUI BXOJIUT:
a) KOHQUTYPUPOBAHUE CETEBBIX YCTPOMCTB;

0) KOHTPOJIb PAOOTHI CUCTEMHOTO JIMUHUCTPATOPA;

B) BBISIBJICHUE aTaK U MOJIO3PUTENILHOM CETEBOM aKTMBHOCTH.

8. Cerp-nipMaHka - 3T0:

a) 3AIUILIEHHBIN PECypC, KOTOPBIN CITY>KUT OOBEKTOM aTak;

0) aTtakyembIii (pparMEeHT KOPIIOPATUBHO CETH;

B) CPEIICTBO BBIIBIICHMS YTEUEK MH(DOPMAIIUH.

9. Kopnoparusnsiii ieatp ['ocCOITKA momkeH BKITIOYarh B ceOs:
a) ynocroBepsitormii 1ieHtp OLIT;

0) IeHTp ormeparuii 1Mo 00ecreueH0 6e30TacCHOCTH;

B) IICHTp YTIpaBJICHHs KITIOYEBON HH(POpMAITUCH.

10. K oObekTaM KpUTHYECKOM MH(POPMAIIMOHHON HH(PACTPYKTYpPhl OTHOCSTCS
a) aBTOMATHU3UPOBAHHBIE CHUCTEMBbI YIPABIICHHS;

0) ouimanbHbIe BeO-CalThI TOCYIAPCTBEHHBIX OPTaHOB,;

B) TU1aT(OPMBI COIMATEHBIX CETEH.

7.2.2 llpuMepHBIii NlepevyeHb 3aJaHU 1JIsl pellleHUus] CTAHAAPTHBIX 3a/1a4

1. K TexHMueCcKUM XapaKTEepUCTHKAM 3JIEKTPOHHBIX 3aMKOB OTHOCUTCS:

a) OBICTPOJICHCTBUE;

0) cnoco0 cUMTHIBaHUSI UHPOpMAINH;

B) KOMIIAQHUSI-TIPOU3BOIUTENb.

2. PekoMeHaamu 1o UCIOJIb30BaHUIO MporpaMMHbIX C3U HyKHBI A5

a) BIOOpa orrruMaibHOTo coctasa C3U;

0) OATOTOBKH SKCILTyaTallMOHHOW JTOKYMEHTAIIHY;

B) OpraHMU3aly PabOThI CITYKObI MHPOPMAIMOHHOW OE30TIaCHOCTH.

3. B apxurektypy THNOBOM KOoMIUIeKCHOM C3U 117151 TOKAIBHBIX CETE BXOIUT:

a) pabodee MECTO aIMUHHCTPATOPA;

0) moacucreMa 1mMppoBaHUs TpadHKa,

B) KPHIITOSIPO.

4. B 3aumIineHHON omepalMoHHON cucteMe 0a3oBble CPEACTBA 3allUThI
pacrosaratorcsi B

a) IPUKJIATHBIX MPOrPaMMax;



0) spe;

B) CUCTEMHBIX CITy>KOaX.

5. PucKk KOMIIBIOTEPHOM aTaKy PACCUMTHIBACTCS KaK:

a) cymma yiiepOOB OT peaTM30BaHHOM aTaky;

0) mpom3BeNIeHNe BEPOSITHOCTH PETH3AIMK aTaKyd ¥ BO3MOKHOTO y1iiepoa ;
B) TIPOM3BEICHUE PEUTHHIA aTaKW U €€ JJTUTSIIbHOCTH.

6. DOS-araka Hapy1aer:

a) KOH(PUIECHITMATLHOCT;

0) TOCTYITHOCTB;

B) CBOEBPEMEHHOCTb.

7. OCHOBHOE CBOMCTBO KOMITHFOTEPHOTO BUPYCa:

a) YHUUTOXKEHHE UH(POPMAITIH;

0) pa3MHO)KEHHE;

B) CKPBITHOCTb.

8. CHcTeMbl KOHTPOJIS TOJIB30BATEICH MPUMEHSIFOTCS JIJIS1:

a) BBIIBJICHMS] MHCAMIEPCKUX yTedeK MH(popMaImm;

0) MOHUTOpPUHIA BHEIITHEH CETEBOM aKTMBHOCTH;

B) TIOJITBEPKIICHUS JIOSUTEHOCTH COTPY/THUKOB.

9. Jlnst oOHapy>KeHHs1 KOMIIBIOTEPHBIX aTak MCHOJIb3YIOTCS:

a) HaOOPHI TIPaBUIT;

0) CUrHaTypBhI;

B) I1a0JIOHBI ¥ MaKpOCHL

10. B uncimo ommumii JOKTBHOM Y KOPIIOPATUBHOM CETE BXOIMT:
a) KOJIMYECTBO CETEBBIX COCIMHEHUIL;

0) BUIT CETEBOTO MPOTOKOJIA,

B) PaCIOJIOXKEHUE JIMHUNA CBSI3M OTHOCHTEIBHO KOHTPOJIUPYEMOM 30HBL

7.2.3 llpuMepHbIil NepevyeHb 3aJaHuil I pellieHUs] MPUKJIAAHBIX 327124

1. Hactpoiika BeO-Opay3epa s oOecriedueHus Oe30macHOW pabOTHI B
WNHTepHeT BKIIIOYaeT B ce0s:

a) YCTaHOBKY JOTIOJTHCHU;

0) OTKJIIOUYEHHE BCIUTHIBAIOIINX OKOH;

B) OJIOKMPOBKY 3arpy3ku (haijios.

2. OnucaHue NPUMEPHOTro aIropuTMa OOHAPYKEHHs aTaku Tuma "0TKa3 B
00CITy’)KHBaHUU'" HAYHUHAETCS C:

a) GOpMYITUPOBKH 3a7a4H;

0) mepevrcienrs: KOHTPOJIUPYEMBIX MMOPTOB;

B) TIOWCKA 3710YMBIIICHHUKA.

3. Pasrpanuuenue nocTymna TMOJIb30BaTeled Ha OCHOBE JTUCKPEIIMOHHOTO
NPHHITUIA KOHTPOJIS HCIIOIh3YET MEXAHU3M

a) poJei;

0) MeTOK O€30I1aCHOCTH;

B) Habopa MpaBwui.

4. ®yukuuu ynpasierus C3U "Secret Net Studio" paznensrors mis:

a) MoJb30BaTeseH CeTH;



0) corpyaaukoB U T-cmyxOFbr;

B) aIMUHUCTPATOPOB 0E30MaCHOCTH.

5. OcHOBHBIE HACTPOWKH TIEPCOHATBHOTO MEKCETEBOTO AKpaHa JJIsl 00ecTieueHust
Oe3omacHoi paboThl B IHTEpHET peryupyor:

a) BXOIAIIHI TpaduK;

0) oToOpaxkeHre rpaduKy Ha PKpaHe;

B) KOJIMYECTBO 3aITyCKaeMbIX MPUIOKESHHIA.

6. TumoBasi CTpyKTypa MOJCUCTEMbI 0€30MACHOCTH OTEPALIMOHHON CUCTEMBI
BKJIFOYAET B ce0si:

a) CpeACTBa ayTeHTU(UKAIUY;

0) ceTeBble ApaBEpHI;

B) MOJIyJIb BBOJIa-BBIBO/IA.

7. 3ammmenHas CYBJI oTimyaercs HamaveM:

a) TIOJICUCTEMBI OE30TIaCHOCTH;

0) cpencts mmdpoBaHws;

B) CETEBBIX CITYXKO.

8. CpencrBa MOJCIMPOBAHUS aTaK UCTIOJIb3YIOT:

a) aJITOPUTMBI U3BECTHBIX aTaK;

0) nmepeOop cryyaHbIX BO3CHCTBUIA;

B) MHOTOKpPATHOE MOBTOPEHUE 0a30BbIX ONEPIIMH BBOJI-BHIBO/IA.

9. K TexHMYECKUM XapakTEpUCTHKaM CPEACTB OOHapy:KeHUs M OJIOKHMPOBaHMs
CETEBBIX aTak OTHOCHTCS:

a) BpeMsl pearupoBaHus;

0) HaM4Ke (YHKIMA OTKIFOYEHHS,

B) Harpy304Hasi COCOOHOCTb.

10. HaGop pynximit AAA 1yist GecipOBOJHBIX CETEl BKITIOYACT:

a) aBTOPU3ALHUIO;

0) accolmaImIo;

B) arpuOyTH3ALIHIO.

7.2.4 IlpuMepHBIi NepedYeHb BONMPOCOB /Il MOJATOTOBKH K 3a4€Ty

1. Knaccudukarms yrpo3 6€30MacHOCTH KOMIbIOTEPHBIM CHCTEMaM.

2. CucreMHble MPHHIMMILI 3alUTHl UHGOPMALMK B KOMITBIOTEPHBIX
cUCTEeMaXx.

3. Crparernueckue HamnpaBiIeHUsS TOCYJapCTBEHHOW MOMUTUKH Poccum B
chepe MPOTUBOIEHCTBUS KOMITBIOTEPHBIM aTaKam

4. Meroanka TOCTPOCHHSI  KOMIUIEKCHOM 3alllUThl  KOMIIbIOTEPHBIX
CUCTEM.

5. HnadopmaiioHHbIE  TEXHOJOTWH,  TOBBIIAIONIME  3AlUIIICHHOCTh
KOMITbFOTEPHBIX CHCTEM.

6. Crpykrypa u pynxmum ['ocCOIIKA.

7. Merosimka paccieI0BaHus KOMITbFOTEPHBIX aTak

8. XapakrepucTuKa CpeICTB 3alllUThl LIEJOCTHOCTH U  OecriepeboiHOCTH
(YHKIMOHMPOBAHKST KOMIIBIOTEPHBIX CHUCTEM.

9. Metonuka OpraHu3alMy  3alUIIEHHOTO JICKTPOIUTAHUS KOMIIbIOTEPHBIX



CHCTEM.

10. Metoasl u cpencrBa KOHTPOJIst 3(P(HEKTUBHOCTH 3aIUTHl MHPOPMAIUU B
KOMITHEOTEPHBIX CHCTEMAX.

11. Tume! ys3BUMOCTEN KOMITBEOTEPHBIX CHUCTEM.

12. Cucrembl CTPYKTypW3allMM M HAKOJEHUSI JAHHBIX 00 YSI3BUMOCTSIX
KOMITbFOTEPHBIX CHCTEM.

13. OcCHOBHBIE HAIPaBIICHUS TIPUMEHEHHS TIEHTECTHUHTA.

14. OcHOBHBIE THTIBI CPEICTB BBHITOJIHEHUSI TIEHTECTHHTA.

15. Monenn u anropurMbl HCKYCCTBEHHOTO MHTEIUIEKTa JUIL  CHCTEM
MPOTUBOJICHCTBHS KOMITHIOTEPHBIM aTaKaM.

16. IlpumeneHue Mojenell MalMHHOTO OOy4YeHHMS JJIsi MOHMTOpPHHTA
KOMITHFOTEPHBIX aTaK.

17.  TlpumeHneHue MojeNel MaIIMHHOTO OOYYEHUs IJIsi 3alllUThl KOHEYHBIX
TOYEK ceTeBOM MHPPACTPYKTYPBL.

18. OcHOBHBIE METO/IBI M CPEICTBA 3aIUTHI OT BPEAOHOCHBIX MPOTPaAMM.

19. MeToapl 1 cpeacTBa 3alUThl UHTEPHET-TIPHIIOKEHHI.

20. ApxHTEKTYpa KOMIUIEKCHBIX CPEICTB 3aIlIUThI KOPIIOPATUBHBIX CETEH.

7.2.5 IlIpumMepHBbIH NepevYeHb BONMPOCOB JJIS MOATOTOBKH K IK3aMEHY
He npegycMoTpeHO yueOHbIM IIaHOM.

7.2.6 MeTtoauka BBLICTABJICHHUSA OIICHKH npu NpoBeIeHNn
NMPOMEKYTOUYHOM aTTecTaluu

[IpoMexxyTouHasi artectanusi MPOBOJIUTCS TO TeCT-OuiieraM, KaKIbld U3
KOTOPBIX COAEP>KUT D BONPOCOB M 3a1auy. Kak/blii MpaBWIbHBII OTBET HA BOIPOC B
TecTe olleHHUBaeTcs 1 GamioMm, BepHOE pEIlICHHE aJadyM OLICHUBAETCS B O OalJIOB.
MaxkcuMmanbHOE KOJIMYeCTBO HaOpaHHBIX OautoB — 10.

1. ITpu npoBeneHun 3aveTa:

— OLIEHKa «HE3auTeHO» CTAaBUTCS B Cllyyae, €CliM CTYJIeHT HaOpasl MeHee 2
OaJIoB;

— OIICHKA «3a4T€HO)» CTAaBUTCS B cllyuyae, €Cli CTyJeHT HaOpan 3 u Oosiee
0ayioB.

2. Ilpu npoBeneHnn 3a4eTa ¢ OLEHKOM:

— oueHka «HeyioBneTBopUTeIbHO» CTaBUTCS B cllyyae, €CJIM CTyACHT Habpai
MeHee 2 0aoB.

— OIICHKa «YOBJIETBOPUTEIILHO» CTABUTCS B Cllydyae, €Clu CTYJISeHT Habpai
oT 2 10 4 Ganos.

— OIICHKa «XOpOIlIo» CTAaBUTCS B Cllydae, €ClIM CTYJAEHT Habpai oT 5 A0 7
0aoB.

— onieHka « OTJIMYHOY» CTaBUTCS, €CIIU CTYJIEHT HaOpai oT 8 1o 10 6amios.

7.2.7 IlacniopT O1lIEHOYHBIX MATEPHAJIOB

KonTponupyemeblie paszaesnbl Koa konTponupyemoit HaumenoBanue
(TE€MBI) TUCITUTIITUHBI KOMIIETEHIIUU OIIEHOYHOI'0 CPEJICTBA

Ne /1t




1 CHCTEeMHBIN MOIXO0 K [1K-4.7 Tect
00eCcIIeYeHUTO 3aIUTEI OT
KOMITBFOTEPHBIX aTaK

2 CpencrBa  BBIIBIEHUS U [K-4.7 Tecr
JOKaNu3ali  yS3BUMOCTEU
KOMITBIOTEPHBIX CHUCTEM K

BO3JICVCTBHIO yIrpo3
0e30MmacHOCTH
3 Mertonasl u cpeacTsa I1K-4.7 Tecr

OOHapyXEHUSI U OTPAKEHUS
CETEBBIX aTaK

4 KomriutexkcHble CHCTEMBI 1IK-4.7 Tecr
3aIIUTBl  OT KOMITBIOTEPHBIX
araK

7.3. Mertoauueckue  MaTepHAaJbl, onpeaeasloue npoueaypsbl
OLICHMBAHUS 3HAHUI, YMEHUI, HABBIKOB M (MJIM) ONbITA AeATEJbHOCTH

TecTupoBanue oOcCyIIecTBIsSETCS, JHOO TIPH IOMOIIM KOMITBIOTEPHOM
CHUCTEMBI TECTHpPOBaHUS, JHOO C HCIOJIB30BAHMEM BBIIAHHBIX TECT-3aJlaHU Ha
OymaxxHoM Hocurtene. Bpems tectupoBanus 30 MuH. 3aTeM OCYIIECTBISCTCS
MpOBEpPKa TECTa HK3aMEHATOPOM U BBICTABJISCTCA OIICHKA COTJIACHO METOJUKHU
BBICTABJICHUS OLICHKU MPH MPOBEJACHUN MPOMEKYTOYHON aTTECTAIUU.

Pemenne craHmapTHBIX 3alad  OCYHIECTBISAETCA, JHOO TIPU TOMOIIU
KOMIIBIOTEPHON CHUCTEMBI TECTUPOBAHMS, JIMOO ¢ UCIOJIHL30BAaHUEM BBIIAHHBIX 3a]1a4
Ha OymaxkHoMm Hocwutene. Bpems pemenus 3agau 30 MuH. 3aTeM OCYIIECTBIISIETCS
NpOBEpKa pEIICHUS 3aad JK3aMEHATOPOM W BBICTABIISIETCA OLIEHKA, COMIACHO
METOJUKH BBICTABJICHUSI OIICHKHU P MPOBEACHUN MPOMEXYTOUYHON aTTECTALINH.

Pemienne nmpuKIaAHBIX 3a7a4  OCYIIECTBIACTCS, JHUOO TIPU TOMOIIHU
KOMIILIOTEPHON CHUCTEMBbI TECTUPOBAHMS, JIMOO ¢ UCIOJIHL30BAaHUEM BBIIAHHBIX 3a]1a4
Ha OymakHoM Hocwurene. Bpems pemenns 3agau 30 MuH. 3aTeM OCYIIECTBIISIETCS
MpOBEpPKa pEIICHMS 3ajlad AK3aMEHATOPOM U BBICTABJISETCA OIICHKA, COTJIACHO
METOJIMKU BBICTABJIECHUSI OLICHKU IMPHU MPOBEACHUN MPOMEKYTOUYHON aTTECTALINH.

3ammTa KypCOBOTO TMPOEKTa OCYIIECTBISETCS COTJIAaCHO TpPEOOBaHUSM,
npeabsABIsEeMbIM K padoTe, ONMUCAaHHBIM B METOJAMYECKUX MaTepuaiax. [IpumepHoe
BpEMsI 3alIUTHI HA OJJHOTO CTYJAEHTa cocTaBisieT 20 MUH.

8. YYHEBHO METOAMYECKOE U UHOOPMALIMOHHOE
OBECIIEYEHHUE ANCIUIIJIMHBI)




8.1. [IlepeyeHb Yy4eOHOH JMTepaTypbl, HEOOXOAUMOWH /JA OCBOEHHUA
AMCHUNIHHBI

1. Jlykaukuit A.B.  O6napyxenue arak. - CI16.: BHV, 2003. -596 c.

2. Cunanckuii H. U., XopekoB [l. A. 3anura nHpopMaluu B KOMIIBIOTEPHBIX CETAX:
y4uebHoe mocobue . — ExarepunOypr : Vpl'Y,

2008.-225 c.

3. [Menyxun O.U., Cakanema J1.)K., DununoBa A.C. OOHapyKeHHE BTOPKEHHI
B KOMITBIOTEpPHBIE CeTH (ceTeBble aHOManK). - M.: [opsadas nuaus — Tenekom,
2013, -220 c.

4, Hogak /1., Hoptkart C., Maknaxen /I. Kak oOHapyXHTh BTOpP)KCHHE B
cetb. 2016.-384 c.

5. Jlapuna E.C., Ouunckwuii B.C. Kubeppoiinet XXI Beka. O yem ymomagan Ia8apa
CuoygaeH. — M.: Kuwxnbiii mup, 2014. -352c.

6. benonoxkun B.U., CucreMbl 00HapyKEHNS KOMITBIOTEPHBIX aTak: yuyeOHOe
nocooue. BI'TY, 2015. [Dn.pecypc].

7. MenbuukoB JI.A. UadpopmarnmonHasi 6€30MacHOCTh OTKPBITHIX CUCTEM : YUE€OHUK
/ I.A. MenbuukoB. — M.: ®JIMHTA : Hayxka, 2013. -448 c.

Bab6uH C. A. JlabopaTopus xakepa. — CII6.: BXB-Iletepoypr, 2016. -240 c.

8. uorenec 0., O3kaiisa . KubepOe30macHOCTb: cTpaTerun atak u 00OpOHHI / mep.
c anr. J[. A. benukora. — M.: JIMK Ilpecc, 2020.— 326 c.

9. Ocranenko A.I'. CeTeo-undopMarmoHHas MUAESMUOJIOTH: yueOHOoe mocodue
115 By30B. - M.: I'opstuas nunusa — Tenekom, 2021. -216c¢.

8.2. Ilepeyenb uUHGOPMANMOHHBLIX TEXHOJOTHI, HCHOJb3yeMbIX MNpH
OCylIeCTBJIEHUN 00pa30BaTeJIbHOIO Mpomecca MO0 AUCHUIUVINHE, BKJIKYas
nepeyeHb  JIMIEH3MOHHOTO0  MPOrPAaMMHOI0  olOecneyeHHsl, pPecypcoB
HUHPOPMAIHMOHHO-TEJIEKOMMYHUKAIIMOHHON ceTH «UHTEepHET», COBpPEMEHHBIX
npo¢eccHOHANbHBIX 0a3 JAHHBIX U HHPOPMALMOHHBIX CIPABOYHBIX CHCTEM:

— OnexkTpoHHbIN pecypc "be3onacHoCTh HHPOPMAIIMOHHBIX cUCTEM',
http://infobez.com;

— I[MopTan «Anti-Malware» https://www.anti-malware.ru;

—nopran «Information Security» https://www.itsec.ru;

— 3JIEKTPOHHBIN xypHan «Information Security» http:/lib.itsec.ru/imag/;

— oneparionHbie cuctembl  Microsoft Windows, Linux;

— oducnoe I10O «Libre Officey;

— CYBJ «JIuntep»;

— CIIO «Vipnet clienty;

—antuBupyHoe I10 «Kaspersky free”;

- BeO-Opaysepn! Firefox, Chrome, Yandex;

- mouToBkle KiMeHThl Thunderbird, Outlook.

9. MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXO/JUMAS J1JIsA



OCYHUIECTBJIEHUSA OBPA3OBATEJBHOI'O IMPOLECCA
AyauTopusi ¢ KOMIIBIOTEPHBIMU pabOYMMHU MECTaMH, JIOKaJbHAsl CeTh,
NPE3eHTAIMOHHOE 000PYI0BAHUE.

10. METOANYECKHUE YKA3AHUS AJISA OBYYAIKOIUXCS 110
OCBOEHUIO JUCHUIIJIMHBI (MOAYJIA)

[To mucumminbae «CuCTeMbl NPOTUBOJCKUCTBUA KOMIBIOTEPHBIM AaTaKamy
YUTAIOTCS JIEKINHU, TPOBOASITCS MPAKTUUECKNE 3aHATHS.

OcCHOBOWl M3y4YE€HMs] JUCUMIUIMHBI SIBIISIIOTCS  JIEKIIMKA, Ha KOTOPBIX
u3JaraloTcs Hanbosee CyUIeCTBEHHbIE U TPYJHBIE BOMPOCHI, a TaKKe BOIPOCHI, HE
HallleJIINe OTPaKEeHUsI B yueOHOM nUTEpaType.

[IpakTrueckue 3aHATHUA HANpaBlIeHbl Ha MPUOOPETCHHE TNPAKTUYECKUX
HAaBBIKOB HCIOJIb30BAaHUS METOJIOB M CPEACTB BBIABICHUS U JIOKAJIHU3ALUU
MOCJEACTBUN KOMIIBIOTEPHBIX aTak. 3aHATHS MNPOBOASTCA IyTEM pEIICHUs
KOHKPETHBIX 33734 B ay IUTOPHH.

Metonuka BBIMIOJTHEHUS KypCOBOTO TMPOEKTa M3JI0OkKEHA B  y4eOHO-
METOJUYECKOM MMOCOOMU. BBIMOMHATE JTambl KypCOBOTO MPOEKTa  JOJIKHBI
CBOEBPEMEHHO U B YCTAHOBJICHHBIE CPOKHU.

KonTposib ycBOeHMs Marepuajia JUCHMIUIMHBI ITPOU3BOIAUTCS NPOBEPKOU
KYpPCOBOI'O IIPOEKTA, 3AIUTON KypCOBOTO ITPOEKTA.

Bun y4ueOHbIX

. JleATeNnbHOCTh CTY IEHTa
3aHATUH

Jlekmus Hammcanune KOHCHEKTa JIGKIMH: KpaTKO, CXEMarH4HO, IOCJIEI0BATEILHO
(buKCcUpPOBATH OCHOBHBIC TIOJIOKEHHS, BHIBOIBI, (DOPMYIUPOBKH, 000OIICHHS;
IOMEYaTh BaXKHBIC MBICJIH, BBIICIIATH KIIFOUEBBIC CJIOBA, TepMUHBL [IpoBepka
TEPMHUHOB, IOHATUM C MIOMOIILIO YHIMKIIONEINNA, CIIOBApPEH, CIPABOYHHUKOB C
BBIMICHIBAHUEM TOJKOBaHMIA B TeTpaab. O003HaUYCHHE BOIIPOCOB, TEPMUHOB,
MaTteprasia, KOTOpPbIE  BBI3BIBAIOT  TPYAHOCTH, TIONCK OTBETOB B
peKoMeHayeMou  JmTeparype. Eciad  caMOCTOATEIbHO HE  yJaercs
pa3o0parhbCcs B MaTepHae, Heo0XoauMo chopMyMpoBaTh BOIIPOC M 33/1aTh
MIPENOAABATEINIO HA JICKIIMU UJTH Ha IPAKTUYECKOM 3aHSITHH.

[Ipaktuyeckoe |KoHcrekTupoBaHHE PEKOMEHIYEMBIX HCTOYHHMKOB. PaboTa ¢ KOHCIEKTOM

3aHATHE JEKUH, MNOATrOTOBKA OTBETOB K KOHTPOJIBHBIM BOMNpPOCAM, IPOCMOTP
pekomeHayeMon sureparypsl. [IpocnymmBanue ayauo- U BUIEO3aUCEN 10
3aJIaHHOM TEMe, BBIMOJTHEHUE PACUETHO-TpaPUUYECKUX 3aJaHUi, pPEIICHUE
3a7a4 [0 AJITOPUTMY.

CamocrostenbHas |CaMocTosTeabHas paboTa CTYIECHTOB CHOCOOCTBYET TIyOOKOMY YCBOCHUS
pabota y4eOHOTO MaTepualia W  Pa3BUTHIO  HABBIKOB  CaMOOOpa30BaHMSI.

CamocrosTenbHas paboTa mpeArnoiaracT CISAYIOIIME COCTABIISIONINE:

- pabota C TeKcTaMHU: Y4YeOHMKAMH, CIPAaBOYHHUKAMHM, JOIOJHUTEIHHOM

JUTEPaTypoOH, a TAaK)Ke IPOPad0TKa KOHCIICKTOB JICKITHI;

- BBITNIOJTHEHHUE JIOMAIIIHUX 3aaHUI K pacyeToB;

- paboTa HaJl TeMaMU JUIsl CAMOCTOSITEIIbHOTO U3YUCHUS;

- y4acTHe B paboTe CTYICHYCCKUX HAYYHBIX KOH(PEPEHIINH, OJTMMITHAT;

- IIOAI'OTOBKA K HpOMGX(YTOHHOﬁ aTrTeCTaluu.

IloaroroBka k TI'otoBUTBCA K HpOMC)KyTO‘IHOfI arTreCrtaguu CJICAYCT CUCTCMATUYCCKU, B
HpOMe)KYTOqHOfI TCUCHUC BCETO CEMECTpPA. HMnaTeHcuBHAS MOATOTOBKA JOKHA HAYaThCS HE
aTTcCTallun IMO3JHCC, YEM 3a MCCAL-IIOJITOPpA 10 HpOMC)Ky’TO‘IHOI\/’I aTTCCTalln. I[aHHBIe




nepea 3ad€ToM, 3a4€TOM C OHGHKOﬁ Tpu JOHA B(bd)eKTI/IBHee BCCT'O
HCII0JIB30BaTh AJIA ITOBTOPCHUA U CUCTEMATU3All MaTCpHaia.




JUCT PETUCTPAIIMA U3MEHEHUI

IToanuck
No Hara 3aBEJY IOLLETO
[TepeueHb BHOCUMBIX M3MCHEHHUI BHECEHHUS kadeapoii,
n/mm WU3MEHEHUI OTBETCTBEHHOM 3a

peanusamuto OITOI1




