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1. HEJIM 1 3AJIAYH JUCHUITJINHBI

1.1. Hean aucuMninHbI

Ilempro W3y4YeHUS MCIUILIMHBI SBISCTCS NPHOOPETCHHE CTYyACHTAMHU
TCOPETUUYCCKUX 3HAHWKM W TPAKTHUYCCKUX HABBIKOB B OOJACTH  3alllUThHI
nHbopMaIuu W WHPOPMAIMOHHON OE30MacHOCTH, O3HAKOMJIEHHWE CTYACHTOB C
COBPEMEHHBIMH CHCTEeMaMHu WH()OPMAITMOHHONW 0€30IMacCHOCTH, TEXHOJIOTHYECKIUMHU
NMpUeMaMHu 3alllUThl HUHQPOPMAIIMH; BO3MOXHOCTSMH HCIIOJIb30BaHHUS CPEJCTB
nH(popMarMoHHOM 06€30macHOCTH IIpU paboTe ¢ HHPOPMAITMOHHBIMHU PECYPCAMH.

1.2. 3axaun ocBOeHUSA TUCIUILIHHBI

U3YUYCHHUE TEOPETUYECKUX OCHOB, METOJIOB M CPEJCTB OPTraHU3allMOHHO-
MPaBOBOrO M TEXHUYECKOTO OOECIeUeHHUs 3alluThl  KOH(PUIACHIIUATBHON
nH(pOpMaIu ¥ IEPCOHANTBHBIX JTAHHBIX;

- MOJy4YeHHE 3HAHUHM W HABBIKOB B OOJACTH OIICHKH 3alllMIICHHOCTH
nH(pOpMaIy B aBBTOMAaTU3HPOBAHHBIX CHCTEMaX;

OCBOCHHUE W MCIIOJIb30BAHUE B MPAKTUYECCKOW ACATEIBHOCTA TEXHOJIOTHM
MH(pOpMAIIMOHHOW 0€30MaCHOCTH Ha OCHOBE MPUMEHEHUS CICIUATU3UPOBAHHBIX
aImapaTHRIX M IPOrPAMMHEIX CPEJICTB.

2. MECTO JUCIMIIVIMHBI B CTPYKTYPE OIIOII
Hucrumnaa «MHbopmanrionHass 6€30MacHOCTh M 3alliuTa UH(POpMAIUN)
OTHOCHUTCS K TUCIMIUIMHAM 4acTH, GOPMHUPYEMOI yuacTHUKaMH 00pa30BaTeIbHbIX
OTHONIEHUH (IMCIUIITNHA TI0 BBIOOPY) Osoka b1 yueGHoro miaHa.

3. HEPEYEHbD IINTAHUPYEMBIX PE3YJBbBTATOB OBYYEHUA 11O
JAUCIHHHUIIJIMHE

[Ipouecc wuzydyeHus: aucuuiauHbel «MHpoOpManroHHas 0€30MacHOCTh U
3a1uTa HHpOopMaIMmy HarpaBieH Ha (POPMUPOBAHUE CIAEAYIOMIMX KOMIIETEHIIUN:

[TK-2 - Crioco0eH BBIMOMHATH MPOSKTHPOBaHUE MH(DOPMAIIMOHHBIX CHCTEM
U PECYPCOB JJIsl Pa3IMYHbIX MPUKIIAIHBIX 00J1acTen

[1K-6 - Cnocoben MPOBOJUTH OLICHKY OCYIIECTBUMOCTH
(GYHKIMOHUPOBAHUS M CONTPOBOKECHUS MH(DOPMAIIMOHHOM CHCTEMBbI

Pe3yabTarhl 00yueHHsl, XapaKTepHU3yOIne

Komnerenuus
copMHUPOBAHHOCTH KOMIIETEHIIMH

[1K-2 3HaTh: CYINIHOCTh W  TOHSTHE  HHQPOPMAIMOHHOMN
0€e30IaCHOCTH,  XapaKTePUCTUKY €€  COCTABIISIIOLINX;
HUCTOYHUKH yIpo3 HHQPOPMAIIMOHHON O0e30MacHOCTH H
MEpBbI M0 UX MPEAOTBPAIICHUIO.

YMeTh: MOJB30BaThCSI CPEICTBAMH 3aIUTHI MHGOPMAINH
npu IKCILTyaTariu BBIYHUCIIUTEIILHOM TEXHHKH,
nepudepuitHbIX W MOOWIBHBIX  yCTPOMCTB, JPYTHX
TEXHUYECKUX CPEJCTB MH(MOPMATH3AIINN.

BJ'I&,Z[CTBI COBPCMCHHBIMHU cpeacTBaMu u METO/bI
IOCTPOCHUA KOMIIJICKCHBIX CHUCTEM obecrneueHus




nH()OpPMAITMOHHONW 0E30MaCHOCTH B aBTOMATHU3MPOBAHHBIX
cUCTEMax

[1K-6 3HaTh: YKU3HECHHbIE LUKJIbI KOHUACHIINATHLHON
uHpopManMu B TIpoIlecce €€ CO3JaHus, 00paboTKw,
nepeavan; MeTOIbI OIeHKH () (HEKTUBHOCTH TIPUMEHSIEMBIX
IpOrpaMMHO-aIMapaTHBIX Cpe/ICTB o0ecrniedeHus
nH(OpMaIIMOHHOM 0€30IaCHOCTH

YMeTh: UCIOJIB30BaTh CPEACTBA 3aNTUTHI MHGOPMAITMH OT
HECAaHKIIMOHUPOBAHHOT'O ChEMA U YTEUKHU MO TEXHUYECKUM
KaHajaM; HCIIOJIb30BaTh CpeacTBa  OXpaHbl U
0€30MacHOCTH, WH)KEHEPHOW 3aIuThl W TEXHUYECKOU
0XpaHbl 00BEKTOB, CUCTEM BUICOHAOIIOCHUSI.

BJ'I&I[GTBI COBPCMCHHBIMHU CPCACTBAMU U MCTOIbI
IMOCTPOCHHUA KOMIIJICKCHBIX CHCTCM obecrnieueHus
HH(bOpMaHHOHHOﬁ 0C€301IaCHOCTH B ABTOMATHU3HUPOBAHHBIX
CHCTCMaAxX

4. OFBEM JUCHUIIJIMHBI
OOmmast TpyJI0eMKOCTh AUCIUILINHBI «MHbopMammonHas 0€3011acHOCTh U
3ammuTa HHGOOPMAIIUH» COCTABIICT 3 3.€.
Pacrnipenenenue Tpy10€MKOCTH JUCHHUILUIMHEI 110 BUAAM 3aHITHI
ouyHasi popma o0yueHust

. Bcero | CemecTpbl

Buapl yuebHOM paboThI HACOB 7
AyauTOpHBbIE 3aHATHSA (BCEro) 72 72
B Tom umncre:
Jlexnnn 36 36
JlabopaTtopusbie pabotsl (JIP) 36 36
CamocTtosiTesibHas padoTa 36 36
Bubl npoMeKyTOYHOM aTTeCTallUM - 3a4€T + +
OO6mast TPy 10€MKOCTb:
aKaJICMUYICCKHE Yachl 108 108
3a4.¢]I. 3 3

5. COAEP KAHUE JUCHUIIVIMHBI MOA4YJISA)
5.1 Copaep:xkanue pa3aesioB JUCHUIUVIMHBI M paclpeejieHHe
TPYAOEMKOCTH 110 BUAAM 3aHATHH
ouHasi gopma o0yueHust

Ne JIab. Bcero,
HanmeHoBaHME TEMBI Conepxanue paszena Jlexiy CPC
/11 3aH. Jac

1 | OcHoBsl nHpOpManuonHOH |[TonsTHE nHpopMaoHHO 0e30MacHOCTH.
0e30macHOCTH OCHOBHBIC KOHIICITyaJbHBIE TOJOXKEHHUS CHCTEMBI
3aUThl HHPOPMAUH. YTPO3bl KOHPUAESHIUATEHON
WHPOPMAIHH. JeticTBus, MPUBOSIINE K 4 6 6 16
HEMPaBOMEPHOMY OBJIACHUIO KOH(UACHINATILHOM
uHpopMaimeir. Mozenb CcHUCTeMbl 0€30MMacHOCTH.
Yrpo3sl KOH(HUICHIIHMATbHON nH(pOpMaIUH.




Kiaccuduxamus yrpos.

2 | Hanpasienus obecrieueHust
MH()OPMAIIMOHHOM
6e3omacHOCTH

HampaBnennst  obecrieuenust  MHPOPMALUOHHON
0e301acHOCTH. OpraHu3anioHHas 3alIuTa.
[IpaBoBsIe OCHOBBI MH(OPMAIIMOHHOM
Oe3omacHOCTU. MH)XEHEpHO-TeXHUYECKas 3alIluTa.
@unsnueckne  cpencrsa  3alIMTHl  ATIIapaTHEBIC
cpeAcTBa 3amuThl IIporpaMMHbIe CpeacTBa 3allUThI.
OcHOBHBIE HaIpaBJICHUS HCTIOIb30BaHUS
MIPOrpaMMHOM 3aIUTHI HHPOPMALIUH.

20

3 Kpunrorpapuueckue
METO/IBI U CPEJICTBA 3aIIUTHI
uHbopMaIu

Kpunrorpaduyeckue cpeacrBa 3ammrhl. OOmias
TEXHOJIOTHS MHUppoBaHus. MeToapl UPPOBaHUS C
3aKPBITHIM ~ KIIOYOM. AJTOPUTMBI  MIU(PPOBAHUS
DES, AES. Kpunrorpapuueckue Xem-QyHKIHH.
Kpunrorpapuueckue anroput™Mbl ¢  OTKPBITBIM
KIIOYOM M WX HCIIONb30BaHUE. IEKTPOHHAS
mudposas HOJMHUCH. Iudposanwe,
NIOMEXOYCTOHYMBOE  KOAMPOBaHME M  CXKaTHe
nHpopmamn

20

4 | CranmapTsl U crienuUKauu
B o0JlacTi
MH(OPMAIIMOHHOM
6e3omacHoCTH

Cranmaptel u  cnenuduxkanud B 00JacTu
MHPOPMAITHOHHON 0e30macHOCTH. Cranmapt
«Kputepun OIEHKH OBEPEHHBIX KOMIIBIOTEPHBIX
cucteM». MexaHn3mbl  OesomacHocTH.  Kimaccet
6ezonacHocTH. MHpOpMaioHHas 6e30MacHOCTh
pacnpeneneHHbix cucreMm. Pexomenmanuu X.800.
CereBble  cepBuChl  OesomacHoctH.  CraHmapT
ISO/IEC  «Kpurepuu  OLEHKH  0€30IaCHOCTH
HH(OPMAIIMOHHBIX TEXHOJIOTHII.

16

5 3amuTa HHGOPMAUK OT
YTEUKH 110 TEXHHYECKUM
KaHaltaM

OCHOBHBIE TIOHATHA B 0OJIaCTH TEXHHYECKOI
3amuTEl MHGOpManuy. 3ammra HHGOPMAluM OT
yTEUKH M0 TeXHWYecKMM KaHaitaMm. CTpykTypa
KaHajga yTeukd wuHpopmanuu. Knaccudukanms
KaHAJIOB ~ yT€YKH  WHPOpMamuu.  ATTecTanus
00BbekTOB  MH(OpMAaTH3aMKM MO  TPeOOBaHHAM
0€3011acHOCTH.

20

6 Wnpopmannonnas
0e301acHOCTH B
KOMITBIOTEPHBIX CETSX

WndopmaronHas: 6e30macHOCTh B KOMITBIOTEPHBIX
ceTsax. Pacnpenenenne ¢yHkumii 6e30macHOCTH 1O
ypoBHsM Mojaenu. Kiaccudukanms — ynageHHBIX
yrpo3 B  BBIYHCIUTENBHBIX  CETSAX. THIIOBBIC
yIaJeHHblE  aTakl W HMX  XapaKTepPHCTHUKU
KomnbroTepHbie BUPYCBI KaK yrposa
nHpOpMaoHHOH Oe3omacHocTH. Kiaccnbukanus
KOMITBIOTEPHBIX BUPYCOB. AHTHBHpPYCHBIC
nporpaMMbl. OcoOeHHOCTH (PYHKIMOHUPOBAHUS WU
KITacCU(PHUKALUSL

16

Hroro

36

36

36

108

5.2 llepeuennb 1a060paTOPHBIX padoT
1. AwntuBupycHas 3ammra uHpopmaruu. PaGota ¢ aHTUBUPYCHBIMU

IHak€TaMu.

2. Tlorounsie mmdpel. MonenupoBanre padboThl 8-mu (16-TH) pa3psiAHOTO

cKkpemOiepa

3. Ilporpammuas peanuzaisi KOMOWMHHPOBAHHBIX KPUNTOTPaPUIECKUX

aJITOPUTMOB

4. IlporpamMmMmupoBaHue apupMEeTUIECKUX AITOPUTMOB
5. [IporpaMmmupoBaHu€ AITOPUTMOB KPUIITOCUCTEM C OTKPBITHIM KIIFOUOM.

6. Anroput™ mudpanuu 1BoiHbIM kBajaparom. [ludp Enigma.
7. Anroputmsl mudpoanus DES u 'OCT 28147-89.

8. Anroputm mudpoBanus RSA

9. Anroputm

mudpoBanus b ['amans.

3amaun U

AJITOPUTMBI




BHCKTPOHHOﬁ IIOAIINCH.

6. MIPUMEPHAS TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT
B coorBerctBUM ¢ y4YeOHBIM ITAHOM OCBOCHHE JHUCIMIUIMHBI HE
MpeayCMaTPUBAET BBIMOJHEHHE KYyPCOBOTO MpoeKTa (paboThl) MM KOHTPOJBHOM
padoTHL.

7. OHEHOYHBIE MATEPHUAJIBI 1JIs1 IPOBEJIEHUSA
IMPOMEKXYTOUYHOHM ATTECTAIINMA OBYYAIOIIIUXCS 1O
JUCHUIIJINHE
7.1. OnucaHue mMoka3arejieidi U KpUTEpPUEB OUEHUBAHUS KOMIETEHIH

HA Pa3jJIMYHBbIX dTanax ux GopmMupoBaHusi, ONMUCAHUE KA OLEHNBAHUS
7.1.1 DTan TeKyuniero KOHTPOJsi
PesynbTarel TEKymero KOHTPOJS 3HAHWM W MEXKCECCMOHHOM aTTECTaIluU

OLICHUBAIOTCA MO CIEAYIOIIECH CUCTEME:
«aTTECTOBaH»;
«HE aTTECTOBAHY.

PesyabTaTsl 00yuyeHus,
Komne- XapaKTepPU3YIONHe Kpurepun ATTecTOBaH He aTTecToBan
TEeHIUSI cdopmupoBanHOCTE OllEHHBAHUS
KOMIIETEHIIMH
[K-2 3HaTh: cymHocTh  u|Bbimonnenune, mnoaroroska| BrimonHeHnue pabor B| HeBwimonaHeHne
TIOHSITHE oTyeTa u 3almra CPOK, paboT B CPOK,
nHpopMaMOHHOH 7a00paTOpHBIX paboT, ONPOC| MPEeTyCMOTPEHHBIN B |TIPEAyCMOTPEHHBIH B
6e30macHoOCTH, 10 TeMaM CaMOCTOSITEIBHOTO [ pab04MX Mporpammax pabounx
XapaKTepUCTUKY ee|mydyeHns mporpaMmmax
COCTaBIIAONINX;
HCTOYHUKHU yrpo3
HHPOPMATMOHHOM
0€30MacHOCTH M MEPHI 110
HX NPEAOTBPAILEHHUIO.
YmMmers: MoJIB30BaThCs |BeimmonHeHne,  moarotoBka| BemonHenue pabor B |  HeBrmonHeHue
cpencTBaMu 3allUThI [0TYeTa u 3amuTa CpOK, paboT B CPOK,
nHpOpMALUH pu | 1abopaTopHBIX paboT, Ompoc| MPeAyCMOTPEHHBIH B |IPeTyCMOTPEHHBIN B
9KCIUTyaTaIiH [0 TeMaM CaMOCTOSITEIBHOTO [ pabo4MX Mporpammax pabounx
BBIYHCITUTENLHON W3YYECHUS mporpaMmax
TEeXHUKH, NepudepuitHbIX
1 MOOWJIBHBIX YCTPOMCTB,
JIPYTHX TEXHHYECKUX
CpEACTB
nHpOpPMATH3AIINH.
Bnagets: coBpeMeHHbIME [BbimoiHEHHEe,  MOATOTOBKA| BhimonmHenne paboT B Hesrinonnenue
cpeAcTBaMH W METOJIbl[oTuera u 3auTa CpPOK, pabor B cpoK,
MOCTPOEHHUS 71a00paTOPHBIX paboT, OMPOC| MPEeITyCMOTPEHHBIN B |TIPETyCMOTPEHHEIH B
KOMIUIEKCHBIX CHCTEM |TI0 TEMaM CaMOCTOSITEIEHOTO | pabodnX MporpaMmax paboumnx
oOecrieucHHs H3Yy4YEeHHUS MporpaMmax
nHpopMannoHHOH
6e30macHOCTH B
ABTOMATHU3UPOBAHHBIX
cHUCTeMax
TIK-6 3HaTh: ’KU3HEHHbIE | BbinoHeHne, moAroToBKa Beimonaenue paboT B Hesrinonnenue
LUKJIBI OTYeTa U 3aluTa CPOK, paboT B CPOK,
KOH(HUISHITHATBHON mabopaTOPHBIX paboT, OTIPOC | MPETYCMOTPEHHBIN B |TIPETyCMOTPEHHEIH B
nH(OPMAIUK B TIPOIIECCE (10 TEMaM caMOCTOSATENBHOTO | pabodrx mporpaMMax pabouunx
ee co3gaHus, 00pabOTKH, |H3ydeHI TPOrpaMmMax




nepeaaqu; METOZBI
oueHkn 3ddexTuBHOCTH
MPUMEHSCMBIX
MPOrPaMMHO-aNMapaTHBIX
CpeICTB obecrieucHus
nH}popMaMOHHOH
0e301acHOCTH

YMeTh: UCTIONB30BaATh
CPEIICTBA 3aIHUTHI
nH(OPMAIAN OT
HECaHKI[MOHUPOBAHHOTO
cheMa U YTCUKH 110
TEXHHYECKUM KaHallaMm;
HCIIOJIb30BaTh CPEACTBA
OXpaHbl U 6€30MaCHOCTH,
WH)KCHCPHOMW 3aIIUTHI U
TEXHUYECKON OXPAHbL
00BEKTOB, CHCTEM
BHICOHAOJIIOICHMSI.

BrinonHeHue, ToAroToBKa
OTYeTa U 3aIUTa
abopaTopHBIX paboT, ONpoc
M0 TeMaM CaMOCTOSATEIBHOTO
M3yUYCHUS

Beimonaenue padot B
CPOK,
MIPEAyCMOTPEHHBIHN B
pabouux mporpaMmmax

Hesrinonnenue
pabor B cpok,
MpeyCMOTPEHHBIHN B
pabounx
NporpaMmax

BnageTs: cOBpeMEHHBIMU
CpPEeICTBAMH ¥ METOJbI
MTOCTPOCHHUS
KOMIIJIEKCHBIX
obecnieueHus
HH()OPMAITMOHHOM
6e30macHOCTH B
ABTOMATH3UPOBAHHBIX
cucTeEMax

CHCTEM

BrinonHeHue, moaAroToBka
OT4YeTa U 3alluTa
J1a00paTOPHBIX paboT, Ompoc
10 TEMaM CaMOCTOSITEIIHHOTO
U3Yy4YEHHUS

Brimonuenue paboT B
CPOK,
IIPelyCMOTPEHHBIN B
pabodnx mporpamMmax

Hesrinonnenue
paboT B CpoK,
IIPelyCMOTPEHHBIN B
pabouunx
NporpaMmax

7.1.2 JTan npoMeKyTOYHOr0 KOHTPOJIS 3HAHU

Pesynbprarsl

«3a4TCHO»
«HC 3a4TCHO»

NPOMEXYTOUYHOTO KOHTPOJS 3HAHUU OLIEHWBAIOTCA B
ceMecTpe 1l OUHOM (popMbl OOYUEHHS MO IBYXOAIIBHOM CHCTEME:

Komme-
TeHIHSs

Pe3yabTaThl 00y4eHus,
XapaKTepu3yomue
copmMupoBanHocTh
KOMITETEeHIHU

Kpurepun
OLIEHMBAHUSA

3aureHo

He 3auteno

[K-2

3Harb:
MOHSTHE
nHpopMaMOHHOH
0€e30MMacHOCTH,
XapaKTePUCTUKY
COCTAaBJISFOLINX;
HCTOYHUKH
nH}popMannoHHOH
0€3011aCHOCTH U MEpBHI T10
UX MPEAOTBPALCHHIO.

CyIIHOCTb nu

€c

yrpo3

Tect

BemosHeHue Tecta Ha
70-100%

BrInonHeHne MeHee
70%

YMerTh: TIOJIb30BaTHCS
cpeacTBaMu 3aIIUTHI
nHdopmannu npu
SKCIITyaTalin
BBIYHMCIIUTEILHOM
TEXHHUKH, nepudepruitHpix
U MOOHMIIBHBIX YCTPOICTB,

Apyrux TEXHUYCCKUX
cpeacTB
nH(OPMATH3AIINH.

Pemenne CTaHAAPTHBIX
MMPaKTUYCCKUX 3aJav

IIponemoncTpHpOBa H
BEPHBII X0 peleHus
B OOJIBIIMHCTBE 33/1a4

3&[[&‘{1/1 HE pCUICHBI

Brnaners: coBpeMeHHBIMU
CpPEeICTBAMH ¥ METOIBI
IIOCTPOCHHUS

Pemmenne npukiiagHbIX 33124
B KOHKPETHOM MpeIMETHON
o0xacti

[IpopemoncTpupoBa H
BEPHBIN XOJI PEIICHUS
B OOJIBIITMHCTBE 33184

3aauu He pelIeHbI




KOMITJIEKCHBIX CHCTEM
obecreyeHus
nH}popMaMOHHOH
0e30MacHOCTH B
ABTOMATH3MPOBAHHBIX
cucreMax

I1K-6 3HaTh: ’ku3HeHHble | Tect Brimonnenue Tecta Ha| Brinoinenue MeHee
117091051 70-100% 70%
KOH(UICHIIMATBHOM
nH(pOpMaIUK B TIpoIecce
ee co3maHus, oOpabOTKH,
rnepeaayy; METOJIBI
OICHKH 3P (PEKTUBHOCTH
TIPUMEHSIEMBIX
MPOTPaMMHO-aIapaTHBIX
CpeICTB obecrieucHUs
nHpopManoOHHOH
0€30I1aCHOCTH

YMeTh: UCTIOIb30BaTh Pemenne crannapTHbIX IIpogeMoHcTpUpoBa H| 3a7aun HE PELICHBI
CpEICTBA 3aIUTHI MPAaKTUYECKUX 3a/1a4 BEPHBIN X0/ pelIeHUs
nHpopmanuu ot B OOJBUTMHCTBE 3a/1a4
HECAHKIIMOHUPOBAHHOTO
ChEMa U YTEUKH 110
TEXHUYECKHM KaHallaM;
HCIONb30BaTh CPENCTBA
OXpaHbI 1 0€30TIaCHOCTH,
HMH)KEHEPHOMW 3aIUTHI U
TEXHUYECKON OXpaHbI
00BEKTOB, CHCTEM
BU/ICOHAOIIOICHUSI.

Brnanets: coBpemeHHbIMH |Pemenne npukiaHeix 3a1a4 | [IporemoHcTpupoBa H| 3agayun He pemieHs!
CpEeACTBaMU U METOJIbl [B KOHKPETHOM NIPEJMETHON | BEpHBIN XOJ] pEeLICHHUS
MIOCTPOCHHUS obiacTu B OOJIBITMHCTBE 3a/1a4
KOMIUIEKCHBIX CHCTEM
obecrieueHus
nHpopMaMOHHOH
0e301acHOCTH B
aBTOMAaTH3HPOBAHHBIX
cucreMax

7.2 TlpumepHblii nNepeyeHb  OLEHOYHBIX CpeACTB  (TUNOBBIE
KOHTPOJIbHbIC 32/1aHUSl WJIM HHbIEe MATEPHUAJIbI, HEOOXOAUMBbIE A OLEHKHU
3HAHUI, YMEHUI, HABBIKOB U (IJIH) ONBITA 1eATEIbHOCTH)

7.2.1 TIlpuMepHbIli TepeyeHb 3aJaHUii JJIsi MOATOTOBKH K
TECTHPOBAHUIO

1. AyrenTudukamuss Ha OCHOBE TMapoJis, TMEPEJaHHOTO TIO0 CETH B
3amr(poBaHHOM BHJIE U CHAOKEHHOTO OTKPBITOH BPEMEHHOW METKOM, IJI0Xa,
MOTOMY 4TO HE 00€CIIeYMBAET 3AIIUTHI OT:

nepexBara
BOCIIPOM3Be/IeHUA
aTaK Ha J0CTYNHOCTh

2. Kpunrorpadus HeobOXxoauma JJisi peaidu3aldd CJEAYIOIIUX CEPBHCOB
0€30MacHOCTH:

uaeHTUPUKaIms
DKPaHUPOBAHUE
ayTeHTU(PUKAUA




3. CucreMbl aHaIM3a 3alIUIIEHHOCTH BBISBISIOT YSI3BUMOCTH Ty TEM:
JIAAJIOTOB C MOJIb30BaTEISAMHU
NMACCMBHOI0 aHAJINU3A
AKTHBHOIO ONPO0OBAHMS
4. B yncno BO3MOXHBIX CTPATeTUil HEUTpaliu3alui PUCKOB BXOMST:
nepeaapecanus puckKa
JICHOMUHAIIUST PUCKA
JIEKOMIIO3UILIMS PUCKA
5. Jlna obecrnieueHus UHDOPMAIMOHHOM  OE30MACHOCTH  CETEBBIX
KOH(pUrypanuii cieayer pyKkoBOICTBOBATHCS CIIETYIOUUMHU TPUHIUIIAMU:
BbIPA0OTKA M NPOBe/IeHNE B )KM3Hb ¢AMHOM MOJIMTHKHU 0€3011aCHOCTH
yHU(pUKAIUS annapaTHO-IPOrPaMMHBIX TUIaTGopM
MUHUMU3AIUS YUCIIA UCIIOIb3YEMbBIX IPUIIOKEHUM
6. CornacaHo pexoMeHaarusM X.800, BBIACISAIOTCA CIEAYIONIUE CEPBUCHI
0€30MacHOCTH:
yIpaBJieHUE KBOTAMU
yIpaBJieHUE J0CTYIIOM
SKpaHUPOBAHUE
7. Peanmmzamms NPOTOKOMMPOBAHUS M ayJWTa NPECIEAYyET CIEIyIOIINe
TJIaBHBIC 1IEJIU:
o0Hapy:KeHHue MOIBITOK HApYLUeHUH UH(POPMALIMOHHOH
0e30macHOCTH
HEIONYyLIEHUE IIOIBITOK HApYLICHUI uHGOPMAITMOHHOMN
0e30macHOCTH
HEJIONYIICHUE aTaK Ha TI0CTYIHOCTh
8. JlyonmupoBaHue cOOOIIEHUH SBISIETCS yTPO30il:
JIOCTYITHOCTH
KOH(PUIECHIIUATIBHOCTH
LHEeJOCTHOCTH
9. NHopmMaimoHHBINA CEPBUC CUUTAETCS HEAOCTYITHBIM, €CIIU:
ero  3¢dexkTUBHOCTL HE  YAOBJETBOPSECT  HAJOMKEHHBIM
OrpaHNYeHUAM
MOJIKUCKA HA HETO CTOUT CIIUILKOM JOPOTO
HE YJa€TCSl HAUTHU MTOAXOISIIUNA CEPBUC
10. B yuciao »TamoB KWU3HEHHOTO IMKJIAa HWHPOPMAIIMOHHOTO CEepBHUCA
BXOJIST:
3aKyIKAa
npoaaxa
BbIBEJCHUE U3 IKCILTyaTAlNH

7.2.2 IlpuMepHblii mnepevyeHb 3aJaHUH [UIS PpelIeHUs] CTAHAAPTHBIX
3aa4
1. Anroputmsl wmU(GPOBAaHHUA C  OTKPBITBIM  KJIHOYOM  IMO-APYyroMy
Ha3bIBAIOTCA:
CUMMETPUYHBIMU JITOPUTMaMU IIU(PPOBAHUS



OJIHOCTOPOHHUMHU AITOPUTMaMU MU(PPOBAHUS
MTOMEX0YCTOMYNBBIMHU AITOPUTMAMH U (PPOBAHUS
ACHMMETPUYHBIMHU AJITOPUTMAMU 1M (PPOBAHMS

2. 3ammppyiTe METOOM ITEPECTAHOBKH ¢ (PUKCHPOBAHHBIM 1eproioM d=6
¢ xmodom 436215 coobmenne KPUIITOI'PADU A
IMUOPKT®ASPT U

3. BeIUuCIIUTE OCIEI0BATEILHOCTD M3 YETHIPEX YHCEN, TCHEPUPYEMYIO TI0
metony @uboHaYYH ¢ 3ama3apIBaHUEM, HAUMHAS C K,, IPH CIEIYIOMNUX HCXOMHBIX
manHebiX: a =4, b =2, ko=01; k;=0.7; k»=0.3; k3=0.9

k4=0.8; ks=0.8; ks=0.5; k7=0.1

4. Yemy paBHa cymMMa 1o Moxayiro 28 mectHaauaTepuunbix uncen 9E u
0A3? BapuaHTBI OTBETOB IIPE/ICTABIICHBI B IBOMYHON CHCTEME CUUCIICHUS
[Ipumeyanue: JeCATUYHBIC WX [IECTHAAIIATCPUYHBIC YHCIa HEOOX0JMMO CHavaIa
MIEPEeBECTH B JBOUYHBIN BHU/I

01110110
11101100
10111010
01010011
01000001
11111111

5. Pacmmdpyiite coobiienue, 3ammbppoBaHHOE METOJIOM MEPECTAHOBKH 10
tabnuie 4x4 (CUMBOJN TMOJYEpKUBaHUSA 3aMmeHsieT mpooOen) Kirou ykaspiBaer
MOPSAZOK  CUMUTHIBAaHUS  CTONOmOB mpu  1mmdpoBanuu. OTBET 3amuUIINATE
MPONMHUCHBIMU PYCCKMMH OyKBamMH; B KadecTBE MpoOesia MCHOJIb3yHUTE CHMBOJI
noauepkuBanus Coodmenue: HAHIL EOATAMAHH Kurou: 4321

MOIIIHASI AHTEHHA

6. N3BecTHO, 4TO HJii HEKOTOPOrO HCTOYHUKA COOOIIEHUN KOJHUYECTBO
uHpopmaruu nmo XapTiau, npuxojsiieecs Ha 1 cumBoj, paBHO 6 Outam Yemy
PaBHO KOJIMYECTBO CUMBOJIOB B aJipaBUTE UCTOYHUKA COOOIIICHUI?

12
3

2
32
128
6
64
256

7. OHpCI[eJII/ITe MMoCJaCaA0BAaTCIIbHOCTD M3 IICPBLIX YCTBIPEX YHCECII,
BBIpa6aTI>IBaCMBIX JIMHEHHBIM KOHI'PYOHTHBIM I'CHEPATOPOM HCGBHOCquaﬁHBIX



qHCceN JUIS CIIEAYIONMX apaMeTpoB rereparopa: a =11, b =7 u ¢ = 16 (Ko npuHsTH
paBHbIM 0)

k1 = 7; k2 = 4, k3:2, k4= 8
k1:7; k2:4; k3= ,k4:8
ki = 4; ko=3; k3= 8; ks = 15
k1 = 7; kz = 4, k3:3; k4= 9

8. Ha ckonbko 6510K0B OyieT pa3outo coodiieHue pazmMepoM 512 6alT mis
mdposanus anropurMoM o 'OCT 28147-89? OTBeT 3anuiuTe B BUJE OJTHOTO
qucia

64

9. Kakue mpocreiiiie onepaiuy He UCTIONIb3YIOTCS JUIsl BBIYMCIICHUS Xelll-
dbynakmmn o anroput™my ['OCT 3411-94?
BO3Be/leHHe B CTeNeHb
nepecTaHoBKa
MOJIyYeHHe OCTATKA OT JeJieHUs Ha 00J1bIII0E NMPOCTOE YHUCJII0
CJI0’KEHUE MO MOAYJIIO 2
CIIBUTU OUT

10. Kakas Hayka pa3pabaTbiBaeT METO/bl «BCKPBITH MUGPOB?
JUHEHas anreopa
KPUNTOAHAJIN3
Kpunrorpadus
TEOPUs YUCEN
TalHONUCH

7.2.3 TlpumepHblii mnepeyeHb 3aJaHUN A8 PpellleHHs] NPUKJIATHBIX
3aga4
1. Kakoil opraH HCHOJIHUTEIBHOM BJIACTA MPOBOJAUT JIMIECH3UPOBAHUE
NEeATEIbHOCTH MO OKa3aHUIO YCIIYyT B 00JACTH 3aLIUThI TOCYIAPCTBEHHON TailHBI B
YacTH, Kacarollehcss NPOTHUBOJCHCTBUA TEXHUYECKMM  pa3BeIKaM W/ WU
TEXHUYECKOU 3aIUThl HH(OpMaIUu?
®CTIK Poccuu
®Cb Poccun
MB/JI Poccun
Pockomuanzop

2. Kakue mporpaMmebl o3BOJISIIOT peanu3oBaTh DOS-aTaku HECKOJIBKUX
TUIOB OJHOBPEMEHHO?
TFN
TFN2K
Smurf
Trinoo



3. Kakoe nporpammMHoe obecriedeHre B KOMIUIEKTE CKaHUPYIOIIETO
npuemuuka Winradio 1000 siBiisseTcsi OCHOBHOM IIPOrpaMMOM yIIpaBIeHHS pabOTOM
nprueMHUKa (YCTaHABIMBAET YaCTOTY HACTPOMKHU U PEXKHUM pabOTHl TPUEMHUKA,
3a/1aeT mapamMeTpbl CKAHUPOBAHUS U OTOOPAKAET €ro pe3ybTaThl, 00€CIIeYnBacT
BeJicHHE 0a3bl JaHHBIX I10 pe3yJibTaTaM padoThl)?

0a3oBoe MporpaMMHoe odecrieyeHne
JOTIOTHUTETHHOE POTPAMMHOE 00eCIIeUeHUE
IporpaMMHOE 00eCIIeueHHE B COOTBETCTBHH CO crierudpukanuen XRS

4. Kak Ha3pIBaeTCs MPUHLHI KOHTPOJSI AOCTYIA, KOTOPBIA MPEANOIaract
Ha3HAUYCHUE KaXJIOMYy OOBEKTY CIUCKA KOHTPOJISI JIOCTYyMa, dJIEMEHThI KOTOPOTO
OTIPEJISIISIIOT TIpaBa JA0CTyNa K 00bEKTY KOHKPETHBIX MOJIb30BaTEIEH WK TPYII?

KOMOWHUPOBAHHBIN TOCTYTI
AUCKPEIMOHHBIN T0CTYI
PETUCTPUPYEMBIN JOCTYT
MaHJAaTHBIN JIOCTYT

5. KaHanbl, B KOTOpBIX yTeuKka HH(POPMAIIMU HOCUT CIIy4YaiHbIA Pa30BbIi
XapakTep, Ha3bIBAKOTCA:
MTOCTOSIHHBIE
IMU30AMYECKHE
IIEPUOTUYECKUE

6. Kak Ha3zpiBaeTcs mpOrpaMMHOE WJIM ITPOTrpaMMHO-aNNapaTHOE CPEACTBO,
KOTOpOE pa3rpaHnyuBaeT WH(GOPMAIIMOHHBIE TOTOKH HA TPAHMIIEC 3alUIaeMOMN
CUCTEMBI?

MeKCeTeBOM IKPaH
IDS
AHTUBUPYC

CKJT

7. Kak Ha3bpIBaeTCA BPEAOHOCHAS MPOrpaMma, PaclpOCTPAHSIOMIASCS MO
CETEeBBIM KaHaJlaM, CIIOCOOHasi K aBTOHOMHOMY TPEOJIOJICHUIO CUCTEM 3aIlUThI
ABTOMATHU3UPOBAHHBIX U KOMIIBIOTEPHBIX CETEH, a4 TAKKE K CO3JAHUIO U
JaJbHEUIIIEMY PacpOCTPAHEHUIO CBOUX KOMUIA?

TPOSHCKUI KOHb
BUPYC

ceTeBOM YepBb
MaKpOBUPYC

8. Kakuve wu3 TpuUBEAEHHBIX HMXE JOKYMEHTOB MOXHO OTHECTH K
OpraHu3aIMOHHBIM?
benepasibHbIE 3aKOHBI
JOKTPUHBI
YCTaBbI



HHCTPYKIUU
ykassl [Ipe3nnenra
pacnopsbxkenus [Ipe3naenrta

9. Kak Ha3pIBaeTCs aTaka HA CUCTEMY, 1IEJIbI0O KOTOPOU SIBJISIETCS JOBECTH €€
110 OTKaza?
O0TKAa3 B 00C/Iy>KUBAHUH
aTaka Ha YpPOBHE MPUIIOKEHUN
aHaJIu3 CETeBOro Tpaduka
CKaHUPOBAHUE CETU
MoJMEeHa JJOBEPEHHOI'0 00BEKTa B CETH

10. Paccunraiite mpuOIM3uTeIbHOE 3HAUCHUE OCIA0JICHUS aKyCTUYECKOTO
curnana yactoroi f=2000 I'1 B crutomiHo#i ogHopoaHoi crene Maccoii 1000 Kr.
78.5 J16
100.5 /16
40.3 16
50.5 J16

11. KakoBa 3peKTUBHOCTH MOMEXOMOAABISAIOIEr0 (PUIIBTPA, €CIIn
HaIpsHKEHUE OMAacHOTo curHaia Ha Bxoje guibrpa 100B, a Ha Beixoge 10B?
10 J16
100 /16
3 116
20 /10

7.2.4 TlpuMepHblii epevyeHb BONMPOCOB /IJIsl MOATOTOBKH K 3a4eTy

1. Tlousarue undopmanmonHou 6e3onacHocT. OCHOBHBIE ONPEIETICHUS.

2.  OcHOBHBIEC KOHIIENTYaIbHBIE TOJOKEHHUS CHCTEMBI 3aIIUThI HH(POPMAIIHH.

3.  Mogens cucteMbl OE€30IIaCHOCTH.

4.  VYrpo3sl KoHGUAeHIMaTbHOU nHPopManuu. Knaccudukanus yrpos.

5. JleiicTBus, NpUBOJSALIME K HEIPABOMEPHOMY OBJIJICHHUIO KOH(UIEHIUATBHOM
uHpopmanuen.

6. Hanpasnenus obecneueHuss THGOPMAITMOHHON O€30MaCHOCTH.

7.  OpraHuzaldoHHas 3aIuTa.

8. HmxeHepHO-TeXHUYECKAs 3allIUTA.

9. ®dusuyeckue cpeacTBa 3AITUTHI.

10. AmnmapaTHbIe CpEJCTBA 3aIIUTHI.

11. IIporpammHubie cpeacTBa 3amuThl. OCHOBHBIE HAMNPABJICHUS HCIOJIb30BAHUS
POrpaMMHOM 3alUThl HH(OPMAIIH.

12. 3amwmra uHPOpMalMK OT HECAHKIIMOHUPOBAHHOIO JTOCTYIIA.

13. Kpunrorpaduueckue cpencrpa 3ammrbl. O0111as TEXHOJIOTHS MU (DPOBAHUS.

14. TIpaBoBbie OCHOBBI MH()OPMAIIMOHHON 0€30MacHOCTH.

15. 3amuTa MHPOpMaLMM OT YTEUKH IO TEXHUYECKUM KaHaiaM. CTpyKTypa
KaHaja yTe4ku HH(pOpMaLuH.



16. Knaccudukarus kaHaJIOB YTEUKH HH(POpMALTIH.

17. CranmapTsl U cienupUKaUKA B 001acTH HHPOPMAITMOHHOW 0€301TaCHOCTH.

18. Cranmapt «KpuTepuu OIICHKH JOBEPEHHBIX KOMITBIOTEPHBIX CHCTEM.
Mexanu3mbl 6e3omacHocTu. Kinaccsl 6€30macHOCTH.

19. HudopmanmonHas 0e30MacCHOCTh PaCIpEACNICHHBIX CHUCTeM. PexomeHmamnmm
X.800. CeTeBble cepBUCHI 0€30ITaCHOCTH.

20. Craamapt ISO/IEC «Kputepuu orneHkr 0e30macHOCTH HH()OPMAIIMOHHBIX
TEXHOJIOTHID». OCHOBHBIE MOHATHUS.

21. WudopmarmonHas 6€30MacHOCTh B KOMIIBIOTEPHBIX CETSX.

22. Pacnpenenenue ¢yHKIHN 6€301aCHOCTH 110 YPOBHIM MOJICIH.

23. Knaccudukanus yaaaeHHBIX YTPO3 B BEIUNCIUTEIBHBIX CETSX.

24. TunoBble yIalieHHBIC aTaKU U UX XapaKTEPUCTHUKHU.

25. KommbloTepHble BHUPYCHl Kak yrpo3a HWHGOPMAIMOHHOW Oe30MacHOCTH.
Knaccudukarys KoMIbIOTEpHBIX BUPYCOB.

26. AntmBupycHple mporpammbl. OcoOeHHOCTH  (QYHKIIMOHUPOBAHHS |
KJIaccu(UKaIus.

7.2.5 IlpuMepHblii epevyeHb 3aJaHUIH JJI OATOTOBKH K dK3aMeHY
He npegycMoTpeHo yueOHbIM MIaHOM

7.26. MeToauka  BBbICTABJIEHUSI OHEHKH TIPU  NPOBeJeHUU
NMPOMeKYTOUYHOI aTTecTalnu

3ader MPOBOJUTCA MO OMIIETaM, KaXKJIbIi U3 KOTOPBIX COJIEPKHUT 2 BOIpOCca
n 10 TecTOBBIX MPAKTUYECKHX TeCT-3alaHuil. Kaxaplii NpaBUJIbHBIA OTBET Ha
BOMpOC oreHuBaercsa B 5 OawioB. [IpaBuiibHBIM OTBET HA MPAKTUYECKOE TECT-
3aanue orieHuBaercs 1 6amioM. MakcuManbHOE KOJIMYECTBO HAOpaHHBIX OayioB
— 20. Ouenka «He3zauTeHo» cTaBUTCS B cilydae, eciu CTyAeHT HaOpan menee 10
6amnoB. OrieHKa «3a4TEeHO» CTaBUTCS B CiIydae, €ClM CTyAeHT HaOpan He meHee 10
OaIJIoB.

7.2.7 TlacniopT OLIEHOYHBIX MATEPHAJIOB

KonTtponmpyemsie pa3aeins! (TeMbI) Kon . |HammeHoBaHME OIIEHOYHOTO
Ne n/mt KOHTPOJINPYEMOU
JUCITUTLIAHBI cpeacTa
KOMIETEHINH
1 OcHoBbI HH(GOPMALIMOHHON I1K-2, T1IK-6 Tecr, 3amuTa
0€301aCHOCTH 71a00paTOPHBIX PabOT
2 Hamnpasnenus obecrnieuenust I1K-2, TIK-6 TecT, 3amura
nH(GOPMaIMOHHON 6€30MacCHOCTH 71a060paTOPHBIX paboT
3 Kpunrorpadpuueckue metoast u  (I1K-2, I1IK-6 Tecr, 3amuTa
CpEJCTBA 3aIlIUThl HHPOpMAIIH 71a00pPaTOPHBIX paboT
4 Crannapte! u cierudukanuu B |T1K-2, [TK-6 Tecr, 3amura
obnactu MHGOPMaLMOHHON 1abopaTopHBIX paboT
6€30MacHOCTH
5 3amura uapopmanuu oT yreuku 1o ([1K-2, [TK-6 TecT, 3amura
TEXHUYECKUM KaHajIam 1a60paTOPHBIX paboT
6 WNudbopmanmonnas 6ezonacHoctu B |T1K-2, [TK-6 TecT, 3anmTa




| KOMITBIOTEPHBIX CETSIX | |J1a60paTopHHx pabor

7.3. MeToaguueckue MaTepuajibl, ONpeaessiioNIHe  NPoUEAYyPbI
OlleHUBAHMS 3HAHM, yMEHHIi, HABBIKOB U (WJIM) ONBITA IeSITEIbHOCTH

TectupoBanme OCYIIECTBISICTCA, JHOO TPU TIOMOIIM KOMITBIOTEPHOU
CUCTEMBbI TECTUPOBAHUS, JMOO C HCIOJIH30BAHMEM BBIIAHHBIX TECT-33JlaHUN Ha
oymaxkHom HocuTene. Bpemss tectupoBanus 30 MmH. 3aTeM OCYIIECTBISETCS
IpOBEpKa TECTa HK3aMEHATOPOM U BBICTABJSIETCS OILIEHKA COIVIACHO METOJIUKU
BBICTABJICHUS OIICHKU TIPH MPOBEICHUN MTPOMEKYTOUYHON aTTECTAIUH.

Pemenne craHmapTHBIX 3amad  OCYIIECTBIISIETCS, JMOO TPHU TIOMOIIH
KOMITBIOTEPHOW CHUCTEMBl TECTUPOBAaHMS, JIMOO C WCIIOJH30BAHUEM BBIJAHHBIX
3ajjlay Ha OyMaxkHoM Hocutene. Bpems pemenus 3amay 30 muH. 3arem
OCYIIECTBJISIETCS. TPOBEpKa pEIIEHUs 3aJad HK3aMEHATOPOM U BBICTaBJISETCS
OIICHKA, COIJIaCHO METOJMKMA  BBICTABJICHUS OIEHKA TIPU  MPOBEICHUU
IPOMEKYTOUHOM aTTeCTaI1H.

Pemenne mnpukiagHBIX 3a7ad  OCYIIECTBIAETCS, JMOO TIPU TIOMOIIU
KOMITBIOTEPHOM CHUCTEMBbl TECTUPOBAHMS, JIMOO C HCIOJIB30BAHUEM BBIJAHHBIX
3ajjay Ha OyMaxkHoM Hocutene. Bpems pemenus 3amad 30 muH. 3arem
OCYIIECTBIISIETCSl TPOBEPKA pEIIeHHUs 3aJad 3K3aMEHATOPOM U BBICTABIIACTCS
OIICHKA, COTJIaCHO METOAWKHA  BBICTABJCHUS OICHKA TP  TPOBEICHUU
MIPOMEKYTOYHOH aTTeCTAINH.

8 YYUEBHO METOJINYECKOE U UH®OPMAIIMOHHOE
OBECINEYEHUME JUCIHUIIJIMHBI)

8.1 IlepeueHb y4eOHOI JMTEpPaTypbl, HEOOXOAUMOW /IJIsi OCBOEHHS
AUCHUNITIHHBI

1. Mensaukos, B.I1. Nudopmarmonnas 6e3omacHoCcTh | Y4eb. mocodue
/ mox pen. C. A. Kneiimenosa. - 8-e uzn., uctp. - M. : Akagemus, 2013. - 336 c. -
ISBN 978-5-7695-9954-5 : 797-00.

2. Yomnopos O.H. 3amura uHbopMaIuu u uH(MOpMAaIIMOHHAS
0e30MacHOCTh [DNEKTpOHHBIM pecypc] : Yued. mocobue. - DIEKTPOH. TEKCTOBbIE,
rpad. pman. (1,8 MO ). - Boponex: ®I'BOY BIIO "Boponexckuid
roCyJJapCTBEHHBIN TEXHUYECKNW yHUBEpCUTET'", 2012.

3. [Hanbrun, B.®. MndopmanrionHas 0e30MacHOCTh M 3allUTa
uHpopmanuu [DJAEKTpOHHBIM pecypc] : yueOHoe mocodue / B.®D. Illanbrun. -
Nudopmarmonnas Oe3omacHOCT, W 3amuTta uHopmanuu ; 2019-04-19. -

Caparos : [IpodpoOpazopanue, 2017. - 702c. -I1SBN 978-5-4488-0070-
2. URL: http://www.iprbookshop.ru/63594.htmi

4, [IpoxopoBa, O. B. HuapopmammonHas O0€30MacHOCT, W 3allHUTa
unpopmaruu: yueOnuk / O.B. TIlpoxopoBa. — Camapa : Camapckuit
rOCYJIapCTBEHHBIN apXUTEKTYpPHO-CTPOUTENbHBIA yHUBEpcuTeT, 2014. - 113 c. —
ISBN 978-5-9585-0603-3. URL:
http://biblioclub.ru/index.php?page=book&id=438331

S. ['omukoB, A.M. 3amura uHQOpMAIUU OT YTEUKH MO TEXHUYECKUM

KaHajaM [DJIeKTpOHHBINM pecypc] : yueOHoe mnocobue / A.M. Tonukom. -
Tomck : TOMCKUM TOCYHAapCTBEHHBIM YHUBEPCUTET CUCTEM YIIPABICHUS U



paaunosniekrponnku, 2015. - 256 ¢. URL.: http://www.iprbookshop.ru/72090.htmi

6. [Natuenko, H. A. Kpuntorpadpuueckas 3ammura umHpopmanuu / H.
A. T'atuenxko, A. C. HUcaes, A. JI. SIxoBneB. — CII6. : YauBepcuter UTMO, 2012.
— 142 c¢. — ISBN 2227-8397. — Tekcr : o1neKTpOHHBIA // DIEKTPOHHO-
OubIMoTEeUHAas cucrema IPR BOOKS : [caiit]. — URL:
http://www.iprbookshop.ru/68658.html

8.2 IlepeyeHb HMH(MOPMANMUOHHBLIX TEXHOJIOTHI, HCHOJb3yeMbIX MPH
OCYLIEeCTBJICHMH 00pa30BaTeJIbHOI0 MpoLecca Mo AUCHHUILIMHE, BKJIIOYas
nepeYyeHb  JHULIEH3MOHHOI0  NPOrPAMMHOr0  o0ecledeHHsi, PecypcoB
UH(OPMAIMOHHO-TEJICEKOMMYHUKAUUOHHOU ceTu «HTepHeT», COBPEeMEHHbIX
Npo¢ecCHOHANTBHBIX 023 JAHHBIX 1 HHPOPMALNMOHHBIX CIIPABOYHBIX CHCTEM:

[IporpammHuoe obecrieyeHue:

Microsoft Visual C++

Microsoft Visual Studio

Pecypcel na(popmaIinoHHO-TEIEKOMMYHUKAIIMOHHOM ceTn MHTepHeT:
http://www.edu.ru/
O6pa3zoBartenbHbiit moptan BI'TY

NudopmarimonHnas cripaBodHas cucrema
http://window.edu.ru
https://wiki.cchgeu.ru/

CoBpemenHbIe TTpodecCHOHANIbHBIC 0a3bl JaHHBIX

Information Security Mudopmarmonnas 6e30macHOCTb
http://www.itsec.ru/

Securitylab.ru by Positive Technologies
https://www.securitylab.ru/

Anti-Malware.ru

https://www.anti-malware.ru/news

1s027000.ru MckyccTBO yrnpaBiieHUsI HHPOPMAITMOHHOM 0€301MacHOCTHIO
http://www.is027000.ru/

SecurityPolicy.ru IokymeHTbI 110 HHPOPMALIMOHHOMK OE30IIaCHOCTH
http://securitypolicy.ru/

SearchInform — Mudopmanmonnas 6€301MacHOCTb
https://searchinform.ru/informatsionnaya-bezopasnost/

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOANUMASI JIJIS1
OCYHIECTBJIEHUSA OBPA3ZOBATEJIBHOI'O ITPOLLECCA
Cnenuanu3upoBaHHasl JICKIIMOHHAS ayJIUTOPHUsS, KOMIIBIOTEPHBIM KJlace,
OCHAILIEHHBIN MPOrpaMMHBIM 0OecTieueHreM JabopaTOPHBIX padboT

10. METOANYECKUE YKA3ZAHUA JJISA OBYYAIOIIUXCS 110


http://www.iprbookshop.ru/72090.html
http://www.itsec.ru/
https://www.securitylab.ru/
https://www.anti-malware.ru/news
http://www.iso27000.ru/
http://securitypolicy.ru/
https://searchinform.ru/informatsionnaya-bezopasnost/

OCBOEHHUIO JUCHHUIIJIMHBI (MOAY JIS)

I[To mucrummae  «MHDOpManmoHHas  0e30mMacHOCT W 3aIIuTa
uH(OpPMAITUN YATAIOTCS JISKINH, IIPOBOISITCS JIA00PAaTOPHBIC PAOOTHI.

OcHOBOM W3y4YeHMS] JUCHUIUIMHBI SIBISIIOTCS JIGKIMH, Ha KOTOPBIX
u3JaraTcs Hanbosee CynIeCTBEHHbIE U TPYAHbIE BOIPOCHI, a TAKKE BOMPOCHI, HE
HaIIEIINE OTPaXXeHHs B y4eOHOI uTeparype.

JIaGopatopHbie pabOThI BBHIMOIHIIOTCS Ha J1a0OpaTOPHOM OOOpPYIOBaHUU B
COOTBETCTBHUH C METOJMKAMHU, IPUBEIECHHBIMHU B YKA3aHUIX K BBIIOJHEHUIO PaOOT.

Buy yueOHbIx
3aHATUU

JlesaTenbHOCTh CTyA€HTA

Jlexuus

Hamnucanue koHCHEKTa JEKLUM: KPaTKO, CXEMAaTUYHO, MOCIEI0BATEIHLHO
¢dbukcupoBaTh OCHOBHBIE TOJIOKEHHUS, BBIBOJBL,  (POPMYIUPOBKH,
O606HIGHI/I$I; IIoOME€4YaTh BaXXHBIC MBICJIHN, BBIACIIATH KIIIOYUEBBIC CJIOBA,
TepMuHbL. [IpoBepka TEpMUHOB, MOHATUN C MOMOIIBIO IHIIMKIONEAUA,
CJIOBapef/'I, CIIPaBOYHHUKOB C BBIIIHMCBIBAHUEM TOJIKOBAaHHH B TCTpalb.
O6o3HaueHue BOIPOCOB, TEPMHUHOB, MaTepuana, KOTOPbIC BBI3BIBAIOT
TPYAHOCTH, IIOMUCK OTBETOB B PEKOMEHAYyEMOM Jteparype. Ecin
CaMOCTOSITENIbHO HE yAaeTcs pa3oOpaThCsi B MaTepualie, HeoOXOIUMO
chopMyIMpoBaTh BONPOC U 33/JaTh IPENOJABATENI0 HA JIEKIMU WIK Ha
MIPAKTUYECKOM 3aHSATHH.

JlaGopaTtopHnast pabota

JlaGopaTopHubie ~ paboOThl  TO3BOJISIIOT ~ HAYYUTHCA  IPUMEHSTH
TEOPETUYCCKHE 3HAHMS, IIOJyUYCHHbIC Ha JIGKIUW T[PH PEIICHUU
KOHKPETHBIX 3ama4d. UYroObl Hambojee pamuoHAIbHO U IIOJHO
MCIOJIb30BaTh BCE BO3MOXHOCTHU JIaOOPATOPHBIX ISl TOATOTOBKU K HUM
HEOOXOAMMO: CIIEyeT pa3o0paTh JIEKIMIO MO COOTBETCTBYIOIIEH TeEMe,
O03HAKOMUTCSI C COOTBETCTBYIOIIMM pa3/elioM yueOHHKa, MpopaboTaTh
JIOIIOJIHUTEILHYIO JIMTEpaTypy Y MCTOYHHMKH, pPEIIUTh 3aJa4d U
BBINIOJTHUTH JIPYTHE MUCbMEHHBIE 3a/1aHusl.

CaMmocTosTenbHast
pabota

CamocrosTenbHass paboTa CTYJEHTOB CIOCOOCTBYeT IIIyOOKOMY
YCBOEHHsI y4eOHOTr0 MaTrepHasa U pa3BUTHIO HAaBBIKOB caMO0Opa30BaHusl.
CamocTrosrenbHas paboTa IpeanoaraeT cieayolne COCTaBIAOIIe:

- pabora ¢ TeKCTaMu: y4eOHHUKaMH, CIPAaBOYHUKAMHM, JOMOIHUTEIbHOM
JTUTEPATYPO, a TaKKe MPOPabOTKa KOHCIIEKTOB JICKITUH;

- BBITOJIHEHUE JOMAIIIHUX 3aJJaHUi U pacueToB;

- paboTa HaJl TeMaMH TSl CAMOCTOSTEIIEHOTO N3YYEHUS;

- yyacTue B paboTe CTyIeHUECKUX HAayYHBIX KOH(EPEHIINH, OJTMMITHAT;

- TOJITOTOBKA K MMPOMEKYTOYHOM aTTECTAINH.

IToaroTroBka K
MIPOMEXKYTOYHOU
aTTecTallu

I'oToBUTBCS K MPOMEKYTOYHOM aTTECTALUU CIENAYET CUCTEMATUYECKH, B
TE€YEHUEe BCero cemecrtpa. VIHTeHCHBHas NMOATOTOBKA JOJKHA HA4aThCs
HE ITO3JHEE, YeM 3a MECAL-IIONITOpa IO NPOMEXYTOYHOM aTTECTalUU.
[annble nepesa 3a4eToM Tpu JHSA 3PPEeKTUBHEE BCETO MUCIOIB30BATh JUIsS
ITOBTOPEHMS U CUCTEMATU3alUK MaTepuaa.

11 IUCT PETUCTPAIIMUA N3SMEHEHUMI

No I IToamuce
. ata
[TepeyeHh BHOCUMBIX U3MCHCHHM 3aBeTyIONIETro
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