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1. HEJIA A 3AJIAYU JTUCIHUAIIJINHBI
1.1. Hean aucuMnJIMHBI OBJIaJICHUE MPUHIIMIIAMUA M METOJaMHU OpraHU3a-
IIUU MPOIecca aHAIN3a 3alUIIIEHHOCTH aBTOMAaTU3UPOBAHHON CHUCTEMBI U CETEH.

1.2. 3axaun ocBOeHUSA TUCIUILITHHBI

- chopMUPOBATh Y CTYACHTOB CIIOCOOHOCTH MPUMEHEHHUS METOJI0B HAYYHBIX
WCCJICIOBAHUI TIPU MPOBEJACHUU Pa3pabOTOK B 00JACTH 3aIUTHI MHPOpPMAIUUA B
aBTOMATU3UPOBAHHBIX CUCTEMAax, B YACTHOCTHU JJIA MpoIlecca aHaliu3a 3allUIlCH-
HOCTH aBTOMATU3UPOBAHHOW CUCTEMBI U CETEU

- CITOCOOCTBOBAHME PA3BUTHIO HABBIKOB Pa3pabOTKH METOJUK U TECTOB JIS
aHajau3a CTENEHU 3AlUIIEHHOCTH UH(GOPMAIMOHHON CUCTEMBI U €€ COOTBETCTBUS
HOPMATHBHBIM TPEOOBAHUAM 10 3aLIUTE HHPOPMALIUH.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
Jucouninuaa «MeTogudeckoe oOecreueHHe aHajau3a 3allMIICHHOCTH WH-
(GhopMaIlMOHHBIX CUCTEM U CETEH» OTHOCUTCS K JUCHUILIMHAM 00s3aTeIbHON YacTh
osioka b1.

3. HEPEYEHD IIVIAHUPYEMBIX PE3YJIbTATOB OBYUEHUS 110
JUCHUIIJIIMHE

[Iporiecc m3yueHuss AUCHMILTUHBI «MeTtoanueckoe oOecrieueHne aHalln3a
3alTUIIEHHOCTH HH(OPMAIIMOHHBIX CUCTEM U CETel» HaIlpaBJIeH Ha (POPMHUPOBAHHE
CHEAYIOINX KOMIETEHIINM:

OIIK-8 - CniocobeH mpuMeHsATh METOIbl HAYYHBIX UCCIEIOBAHUI MPH MPO-
BEJICHUN pa3pabOTOK B 00JACTH 3amUThl MHGOPMAIMUM B aBTOMATH3UPOBAHHBIX
CUCTEMAX;

OIIK-7.2. - Ciocoben pa3pabaTbiBaTh METOJIMKH W TECTHI JIJISl aHAJIM3a CTe-
NEHHU 3alIUIIEHHOCTH WH()OPMALIMOHHONW CUCTEMBI U €€ COOTBETCTBUS HOPMATHB-
HBIM TPpeOOBAHUSIM 10 3anuTe HHGOPMAIIHH;

Pe3yabTaThl 00yueHUs, XapaKTepUu3yoiue

Komnerenuus
cpopMUPOBAHHOCTHL KOMIIETEHLIMH

OIIK-8 3HaTh METOJOJIOTUYECKHE OCHOBBI HAyYHBIX HCCIEHO-
BaHUU TPU NMPOBEACHUU Pa3pabOTOK B 00JACTH 3aIIUTHI
nH(OpPMAIUU B aBTOMATHU3UPOBAHHBIX CHCTEMAaxX

yMeTh 00padaThIBaTh pe3yIbTaThl HAYYHBIX HCCIIECIOBA-
HUUW B 4aCTH aHAJIW3a CTETICHH 3aIUIIIEHHOCTH HHDOP-
MAIMOHHOW CUCTEMBI U €€ COOTBETCTBHSI HOPMATHUBHBIM
TpeOOBaHMM 1O 3alIUTe HHPOPMALIUU

OIIK-7.2. 3HATh COJIEP)KAHUE, MOPAIOK TOATOTOBKH U BBITIOJTHEHUS
paboT mo oOecreueHno aHak3a 3allyuIeHHOCTH UH-
(hopMaIlMOHHBIX CUCTEM U CETEH B COOTBETCTBUU C TH-
MOBOM METOJMKOW aHAIH3a 3alUIIIEHHOCTH HH(pOopMa-
IMOHHBIX CUCTEM M CETEU W 3aKOHOAATEIIBHON U HOP-




MaTUBHOM 0a3oi ayauTa uo

YMETh pa3padaTbiBaTh METOAUKH U TECTHI JIJIS aHAIH3a
CTCIICHU 3alTUIIICHHOCTH HH(POPMAITMOHHOW CHCTEMBI U
€€ COOTBETCTBUS HOPMATUBHBIM TPEOOBAHUSM I10 3aIUTE
uHbOopMaIuu

4. OB BEM JIUCIIUITLJINHBI
OO6mast TpyA0€MKOCTh TUCITUILINHBI «MeToandeckoe ooecrieueHue aHaan3a

3aIMIIEHHOCTH MH(POPMAIIMOHHBIX CUCTEM U ceTei» cocTaBiseT 9 3.e.
Pacnipenenenuie Tpy10€MKOCTH JUCHUIUIMHBI 10 BUJAM 3aHSITHH
o4Has popma 00ydeHHsI

. Bcero CemecTpsl

Bunbr yue6HOM paboThI YACOB 9 10
AyAuTOpPHBIE 3aHATHS (BCEro) 144 72 72
B Tom uncae:
Jlexn 72 36 36
[Tpaktrueckue 3ansatus (I13) 72 36 36
CamocTrosiTesibHasi padoTa 180 72 108
KypcoBoii npoexkt + +
133791031 npOMeH(vaquoﬁ aTTeCTallUU - 3a4€T, + + +
3a4eT C OIICHKOM
OO6m1ast TPy 10€MKOCTb:
aKaJIeMUYECKHE Yachl 324 144 180
3a4.e]1. 9 4 5

5. COAEP’) KAHUE JUCHUIIITUHBI MOYJISA)
5.1 Conep:xkanue pa3jiejioB JUCHMILUIMHBI M pacnpeaejeHHe TPyA0eM-
KOCTH IO BH/JIaM 3aHATHH

ouHasi popma o0yueHust

i\ﬁ[ HanmeHoBaHuE TEMBI ConepxaHue paszena Jlexig l;[:sk CPC Bizzo’
ba3oBble cBeeHU O MPO- IIpoBepku u ouenku yposHs Wb opranusa-
BEPKE U OLIEHKE YPOBHS muu. OreHka ysI3BUMOCTEH KOMITBIOTEPHOM
0e30MaCHOCTH KOMITBIOTEP-  |CHCTEMBI
HBIX CUCTEM Pa3HOBUITHOCTH TIPOBEpOK W OIEHOK ypoBHs[ 12 12 30 54
Ub opranuzanuu. PHIHOK aHANUTUYECKUX
yenyr B cepe b, Mecto u ponb ayaura B
Mmojenu obecneyenus Ub.
Onenka ypoBHs Oe3onacHO- |OneHka ypoBHS O€30MacCHOCTH KOMITBIOTEp-
CTH KOMITBFOTEPHBIX CHCTEM: |HBIX CHCTEM: OOIIHE TOHSATHS U ONpPEICICHHS
oOmwe nmousaTHs U onperie-  |basoBeie onpenenenus. [TpuHIUIEL 1 HOPMBI
JIeHUs aynura Wb opranuszanuu
OrneHka yA3BUMOCTEH KOMIBIOTEPHOH CHC- 12 12 30 54
TEMBI
Oco0EHHOCTH aBTOMATHU3UPOBAHHBIX HHQOP-
MAaIlMOHHBIX CUCTEM Kak 00bekToB aynuta Ub.
Vcxonnas KoHmenTyadpHas cxema (mapa-
Jurma) nposesaeHus ayaura Ub.
TumoBas Mmeroauka ananmmsa |M3ydeHue McxoqHbIX TaHHBIX M0 AC; omeHKa 12 12 30 54
3alMIICHHOCTH MH(POpMa-  |pHCKOB, CBA3aHHBIX C HAJIMYHEM yrpo3 0e3o-




IIMOHHBIX CUCTCM U cerei

MACHOCTHU B OTHOLIEHUHU pecypcoB AC; aHanmu3
MEXaHU3MOB  OPTraHU3allMOHHOTO  YpOBHS,
MONUTHKY;  0E30IacHOCTH OpraHM3alMd U
OPTaHHU3AIIOHHO-PACTIOPSANTEIPHON  JOKY-
MCHTAllUU U OIEHKA UX COOTBETCTBHSA TPeOO-
BaHMAM CYIIECTBYIOIINX

HOPMAaTHBHBIX JOKYMEHTOB, a TaKXKE HX aje-
KBaTHOCTH CYIIECTBYIOLINM PHCKaM; PyJHOH
aHaIM3 KOH(UIYpalUHOHHBIX (aiIoB Map-
HIPYTH3aTOPOB, MEXKCETEBBIX IKpaHoB (MD) u
MIPOKCU-CEPBEPOB, OCYIIECTBIIAIONINX YINpaB-
JICHUE MEKCETEBbIMU

B3aUMOJIeHICTBUAMY, MOYTOBBIX u
DNS-cepBepoB, a TakKe APYrHX KPUTHYECKUX
3JIEMEHTOB CETEBOW HMH(PACTPYKTYpHI; CKa-
HUPOBAaHHWE BHEIIHMX CETEBBIX aIpPECOB JIO-
KaJIbHOW BeIUUCIHTENbHOM crcTeMbl (JIBC) u3
cetn VIHTEpHET, CKaHMPOBaHUE PECYPCOB
JIBC wm3HyTpw; aHamm3 KOH(HUTYpaluu cep-
BepoB U pabounx craniuit JIBC mpu momormmm
CHelHaTU3UPOBAHHBIX HPOTPaMMHBIX
CpPEACTB.

3axkoHOaTeIbHAs U HOpMa-
TuBHas Oa3a ayauta Ub.

CTpykTypa MeXAyHapOIHBIX CTaHAAPTOB IO
UB. O6nacts npumenenus. [Iponeccuas mo-
nenb ympaienus Kb, Onenka 3penoctu
cuctemsl ympasienus Mb. Crannmaptel mpo-
BEJICHUS OLIEHKU YpOBHS 0€30MacHOCTH KOM-
MBIOTEPHBIX CHCTEM

CrpyKTypa MeXIyHapOJHBIX CTAaHIapTOB IIO
Ub. O6macte npumenenus. [IponeccHas Mo-
nenb ympaBienus Kb, Ouenka 3penoctu
cucremsl yrpasnerus Ub. ISO 27001 (B 7799
- 2:2005). ISO 27002 (BS 7799 - 1:2005).
Crangaptel ISO/IEC u I'OCT MCO/MDBK
27005, BS 7799-3. Ananuz puckos Mb. O6-
e kpurepun (FOCT P NCO/MBK 15408).
PyxoBomsnine noxkymentst ®CTOK Poccun
ayJIMT B LENAX cepTH(UKAIMU CPEICTB 3a-
IIMTHl ¥ aTTecTallii 00BEKTOB HpopMaTH3a-
mun.Cra banka Poccunm CTO BP UBBC-
CoBit. Crangapt aymura PCI DSS. CooTBet-
CTBHE U B3aHMOJICHCTBHE MEKIYHAPOIHOTO U
pPOCCHUIICKOTO MOAXOAOB M METOAOB ayauTa
6e3omacHocTH.

Crangapr aynurta PCI DSS.

12

12

30

54

MeTo/10510THS OLICHKH YPOBHS
0€30MacHOCTH KOMITBIOTEP-
HBIX cucteM. OpraHu3aus
npoiecca OleHKH YPOBHS
0€30MacHOCTH KOMITBIOTEP-
HBIX CUCTEM.

OCHOBHBIE 3Tallbl U METOABI PaboT IO TPO-
BeneHuto ayaura Ub. Ilporpamma ayaura Ub.
OcHOBHBIE dTambl U METOJBI PaboOT MO TPO-
BeneHuto ayauta Ub. Ilporpamma ayaura Ub.
CO6op cBHUAETENBCTB (HCXOAHOM HH(POPMAITIH)
s nposenenust ayauta Mb. Pekomenpauuu
no miaHupoBanuo aynuta Wb. Pekomenna-
LMW [0 MOJEIMPOBAHUIO. Tambl MpOBeJe-
HUSl BHYTpeHHEro W BHewHero ayautoB Ub:
obmee u pazmmums. Cragum aynura Ub:
IUTAaHUPOBAHKE; IOJTOTOBKA; MOJIEIIMPOBAHHUE;
TECTHPOBaHUC, aHANM3; pa3padoTKa MpeIo-
>KeHUul, oKyMeHTupoBaHue. [Jorosop o mpo-
Benenun BHemHero ayauta Ub. Ilopsmok
IUIAHUPOBaHMsI ayauTa. Meroasl ayauTa:
9KCIIEPTHO-aHAJIUTUUECKUE; 3KCIIEpT-
HO-MHCTPYMEHTAJIbHBIE; MOJEIUPOBAaHUE
JIEHCTBUH 3IOYMBINITICHHNKA. MeToael cOopa

12

12

30

54




UCXOAHBIX JaHHBIX: OINpPOC, HaOJIIOAEHUE,
aHanM3. MeTo/bl aHannu3a coOpaHHbBIX CBUAE-
TENBCTB. AyIUTOpPCKasl IpyIIa: COCTaB, IIpaBa
U OOS3aHHOCTH, POJIM, NPHUBICUCHUE TEXHH-
YeCKHX crenuanucToB. O0sS3aHHOCTH MpPOBe-
psieMoil opranu3anuu Bo Bpems ayauta 1b.

HHcTpyMeHTanbHble cpeacT- (MeToasl M HMHCTPYMEHTAIIbHBIE  CPENCTBA
Ba OLICHKH YpOBHS Oe3omac- |mpoBemenust ayaumra Wb, IIporpammasie
HOCTH KOMIBIOTEPHBIX CHC- [cpelcTBa aHamm3a W ympasieHus. OIeHKa
TeM YSA3BUMOCTEN KOMIIBIOTEPHON CUCTEMBI CpEX-
crBamu Dallas Lock.

Wncrpymenrapuit 6a3oBoro ypoBHsI - cripa-
BOUHBIE M METOAMYECKHE Marepuansl. UH-
CTpYMEHTapHuil 11 00eCHeYeHus MOBBIIICH-
Horo ypoBHsi Ge3onacHoctH. 110 unentudu-
Kallud W OLEHKH 3alllMIIAaeMBIX PECYpPCOB,
yIpo3, yA3BUMOCTE M Mep 3aluThl B chepe
KOMITBIOTEPHOH M (H3HIECKOH 0€30MmacHOCTH
npeanpusatus. COB, ux npuMeHeHue u npu-
Mepbl cucteM. CoXpaHEHHE [OKa3aTeNbCTB
BropkeHHi. CTaHOapTel B 00iacTH oOHapy-
JKE€HUS! BTOPXKCHUH.

12 12 30 54

Hroro| 72 72 180 324

5.2 IlepeueHb 1a060paTOPHBIX padoT
He npenycMoTpeHo yueOHbBIM IJIaHOM

6. IPUMEPHASI TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT

B cooTBercTBHU C Yy4EOHBIM MJIAHOM OCBOCHHME JUCIHUIUIMHBI MpeaycMmaT-
pHUBAaET BBHIMOJHEHUE KYPCOBBIX MpoekToB B 10 cemecTpax st ouHoi Gpopmbl 00y-
YEHUS.

[IpumepHas TemaTuka KypcoBoro npoekra: «Pa3padotka popmannzoBanHoiM
MOJIETH YIpo3 UHPOPMAIMOHHOM 0€30MaCHOCTH Ha MPEATNPUATHI

3agaun, permaeMble MPU BBITIOJIHEHUH KypPCOBOTO MPOEKTA!

1. OcyiecTBiieHHE TOCTOSIHHOTO M HEMPEPBIBHOTO MPOTHO3UPOBAHUS YTPO3.

2. O00ocHOBaHME BBIBOJOB U peasin3alii 3PPEKTUBHBIX METOJOB CO3/IaHuUs,
Pa3BUTHS U COBEPUICHCTBOBAHUSA CUCTEMbI MH(OPMAIIMOHHON 0€30MacHOCTH.

3. HenpepriBHOE ynipaBiieHUs CUCTEMON MH(DOPMAITMOHHOW 0€30MaCHOCTU U
KOHTPOJISI HAJl HEH.

4. O0benMHEHNE B €IWHBIN, LEIOCTHBII MEXaHU3M CPEICTB U METOOB,
obecrnieunBaOIMX WHPOPMAIIMOHHYIO 0€30macHOCTh U 3(P(HEKTUBHOCTh HUCHOJIb-
30BaHUs1 THPOPMAIIMOHHBIX PECYPCOB.

KypcoBoii mpoekt BkiouaT B cebOs Tpaduyueckyrd 4YacTh U pacyeT-
HO-TIOSICHUTEJIbHYIO 3aIHCKY.

7. OUEHOYHBIE MATEPHUAJIBI IS TPOBEJAEHUS ITPOMEXY-
TOYHOM ATTECTAIINA OBYYAIOIIUXCS IO JTMCOUTIINHE
7.1. Onucanue moka3zarejieidi U KpUTEPUEB OLEHUBAHUS KOMIETEHIIH
HA pPa3IHYHBbIX ITanax uX ()OPMUPOBAHUS, ONUCAHHE IIKAJ OLlEHUBAHUSA
7.1.1 DTan TeKyuero KOHTPOJsi
Pe3ynbraThl TEKyIIero KOHTPOJS 3HAHUN M MEXKCECCHOHHOW aTTECTAIUU




OLICHUBAKOTCA I10 CJ'IGI[YIOH.[@IZ CHUCTCMC:
«aTTCCTOBAH»,
«HEC aTTCCTOBAaH).

PesyabTaThl 00yueHus, xa-

Komne- Kpurepuu
T(:)HIIHeH ccl)opnfl?::;;):z):::::H;OMne- OHEHI/I:EHI/ISI ATTecTOBaH He arTecTroBaH
TEHIHUH

OIIK-8 3HaTh  METOMOJIOTHYE-[3HAHHE  METO0/Iornde-| Boimonnenne pabor [ Heprpimonnenue
CKHE OCHOBbI HAYYHBIX[CKHX OCHOB Hay4HbIX| B CPOK, IPEIyCMOT- | paboT B CPOK, mpe-
UCCIIeTOBaHUI npu|uccIenoBaHmi TIpH 1po-| PEHHBIH B padounx | AycMOTpeHHEIH B
NpoBeJEeHNH Pa3paboTOK|BeneHun paspaborok B|  MPOrpaMMax paboumx mporpam-
B 00JacTH 3alMTHl WH-[0ONIACTH  3alIMTBl  WH- max
¢dopmanmu B aBTOMaTH-|(hopMalMd B aBTOMATH-
3MPOBAHHBIX CHCTEMAaX [3MPOBaHHBIX CHCTEMAax
yMeTh 00pabaThIBaTh ymeHne 00pabaTeiBaTh Brimonnenue pabor | Heprmonnenue
pe3yJIbTaThl HAYYHBIX pe3yIbTaThl HAYYHBIX B CPOK, IIPEYCMOT- | paboT B CPOK, Ipe-
HUCCIIENOBAHMI B UaCTH |MCCII€OOBAaHHUH B YaCTU PCHHBIA B pabounx | JyCMOTPCHHBIA B
aHaJIn3a CTETEHY 3a- aHaJIn3a CTENEHH 3ally- fporpamMmax pabotux nporpau-
mUIeHHOCTH HHpOp-  |meHHocTH HHPOpMaIH- Max
MAaIlMOHHOM CUCTEMBI U |OHHOM CHCTEMBI U €€ CO-
€€ COOTBETCTBHS HOP-  [OTBETCTBHSI HOPMATHB-
MaTHUBHBIM TPeOOBaHHUSM |[HBIM TPEOOBaHUSIM TIO
10 3amuTe HHQOPMAIUH |3ammuTe HHPOPMAITHN

OIlIK-7.2. 3HATh COJIEpKaHue, 0- Brimonnenue pador | HeBwimonHeHnue

PSIOK MOATOTOBKY U
BBITIOJTHEHHS paboT 1o

3HaHUE COJEpKaHue, Mo~
PSAOK IOATOTOBKU U
BBITIOJTHEHHS PadoT 1o

B CPOK, TIPETyCMOT-
PeHHBII B pabouux

paboT B CPOK, mpe-
JlyCMOTpPEHHBII B

00€ECIICUCHHUIO aHATM3a |00ECIICUeHNIO aHATN3a TporpaMmax pabouux nporpam-
3aIUIIEHHOCTH UHQOP- |3aImieHHOCTH HHDOP- Max
MAITMOHHEIX CHCTEM U |MAIlMOHHEBIX CUCTEM U

CeTeN B COOTBETCTBUHU C |CETEH B COOTBETCTBUU C

THUIIOBOII METOIUKOU TUIIOBOI METOIUKOU

aHaJM3a 3aIMIIEHHOCTH |aHamn3a 3aUIEHHOCTH

UHQOPMAIMOHHBIX CHC- [MH(POPMAIIMOHHBIX CUC-

TEM U CETEH U 3aKOHO- |TeM M CceTel M 3aKOHOa-

JlaTeJIbHOW 1 HOpMa- TEJIbHOW U HOPMATUBHOM

THUBHOW 0a30ii aynuTa ub|6a3oii ayauTa ub

yMeTh pa3pabarbiBaTh |ymeHue pa3pabaTeiBath | Bemonnenne paGor |  Hepwimonnenue

METOAMKHU U TECTHI IS
aHaJn3a CTEIeHU 3a-
HIMIIEHHOCTH UHGOP-
MAalMOHHOM CHUCTEMBI U
€e COOTBETCTBUS HOP-
MaTHBHBIM TPEOOBAHUSM
10 3amuTe HHpOpMaLuu

METOAMKH U TECTHI IS
aHaJIM3a CTETIeH! 3allu-
LIEHHOCTH HH(pOpPMALH-
OHHOM CHCTEMBI U €€ CO-
OTBETCTBHUS HOPMATHB-
HBIM TpeOOBaHMIM I10
3ammTe HHQOpMauu

B CPOK, TIPEYyCMOT-
peHHBII B pabounx
nporpammax

paboT B CpOK, mpe-

JyCMOTPEHHBII B

paboumx nporpam-
Max

7.1.2 ITan npoMe:KyTOYHOT0 KOHTPOJISI 3HAHUI
Pe3ynbTaThl mpoMeXyTOYHOTrO KOHTpPOJs 3HaHWM oueHuBatorcs B 9, 10 ce-
MecTpe Jisi O4HOM (hOpMBI 00YUEHUS IO IBYX/4EThIpEX0aIbHONU CUCTEME:
«3a4TEHO»
«HE 3aUTEHO»

Pe3yabTaThl 00y4enusi, xa-

Komme- Kpurepun
o | chopmaposammecns xovne- ottenn s 3auTeno He saureno
TEHIIUH
OIIK-8 3HaATh meronosiornye-|Tect Brimonnenue tecta | BeimonHneHne MeHee
CKHE OCHOBBI HAay4YHBIX na 70-100% 70%
HCCIIeIOBaHUI npu

NPOBENICHHH Pa3pabOTOK




B 00JaCTH 3allUThl WH-
dbopmarii B aBTOMAaTH-
3HPOBaHHBIX CUCTEMAX

yMeTh 00pabaThIBaTh
pe3yabTaThl HAYYHBIX
HCCJICIOBAaHUI B 9aCTH
aHallh3a CTEIICHH 3a-
HIUIEHHOCTH HHDOP-
MAaITMOHHOM CHCTEMEBI U
€€ COOTBETCTBHS HOP-
MaTHUBHBIM TPEOOBAHUSIM
10 3amuTe HHOpMaLuU

Pemenue CTaHAapTHBIX
MPaKTUYICCKUX 3a1a4

[IponemoncTpupoBa
H BEPHBIU X071 pe-
IIeHNs B OOJIBIITNH-
CTBE 3a7a4

3az[aqn HC pCIICHBI

OIIK-7.2.

3HATh COJEPKAHUE, I10-
PSJIOK MOATOTOBKH U
BBITIOJIHEHUS PabOoT 110
00ecIIeueHNI0 aHaan3a
3aIIUIIIEHHOCTH UH(OP-
MAaIIMOHHBIX CHCTEM H
CeTel B COOTBETCTBUH C
THITOBOH METOIUKOM
aHalIn3a 3aIIHUIIEHHOCTH
WHQOPMAIMOHHBIX CHC-
TEM M CeTEH M 3aKOHO-
JlaTeIbHOU U HOpMa-
TUBHOM 0a30ii ayuTa o

Tect

Bremonnenne tecra
Ha 70-100%

Bremonnenne meHee
70%

yMETh pa3padaThiBaTh
METOIUKHU U TECTHI ISt
aHaJn3a CTEIEeHH 3a-
HIUIIEHHOCTH HHDOP-
MAaIllMOHHOU CUCTEMEI U
€€ COOTBETCTBUS HOP-
MaTHUBHBIM TPEOOBAHUSIM
10 3a1uTe HHOpMaIuu

Pemenue crangapTHBIX
NPaKTHYECKUX 3a7a4

[IponemoncTpupoBa
H BEpHBIU X071 pe-
IICHUS B OOJIBIIIHMH-
CTBE 3aa4

3aauu He pPelLIeHbI

HNJIN

COTIUYHOY;
«XOPOILIOY;

«YJIOBIIETBOPUTEIILHOY;
«HEYJIOBJIIETBOPUTEIIHLHOY.

Komme-
TEHIHSA

Pe3yabTaThl 00yueHus,
XapaKTepu3yomue
¢(hopMHPOBAHHOCTH KOM-
HeTeHIuH

Kpurepuu
OLlCHMBaHUS

OTJaN4YHO

Xopouio

YaoBa.

Heynosi.

OIIK-8

3HaTh  METOOJIOTH-
YecKHe OCHOBBI Ha-
YUYHBIX HCCIICOBAHUI
npu IIPOBEACHUHU
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7.2 TlpuMepHbBIil NMepevYeHb OLEHOYHBIX CPeICTB (THMOBbIE KOHTPOJIb-
Hbl¢ 3aJaHHMS WJIM HMHbIe MaTepHaJbl, HEOOXOAMMBIE JIs1 OLUEHKH 3HAHM,
YMEHUI, HABBIKOB U (MJIN) ONBITA AeATEJIbHOCTH)
7.2.1 TlpumepHbIii NepeyeHb 3aJaHM# 1JIs1 IOATOTOBKH K TECTHPOBAHUIO
1) Conepxwurt au «IIpoTokoa aTTecTalMOHHbIX HcnibiTaHui OW Ha cOOTBETCT-
BUE TpeboBaHMIM 10 31 OT HECAHKIIMOHUPOBAHHOT'O JOCTYIIA» JIaHHBIE O
CpelICTBaX KOHTPOJIS 3aIUIIEHHOCTH HHPOpMaLuu?

OTBerT:
(1) da
(2) Her
2) Kaxkwue pazmensl BKIIOYAET B ceOst «3akiItoueHne o pe3yabTaTaM aTTecTa-
IUOHHBIX HcnbITaHuit OU Ha cOOTBETCTBUE TPEOOBAHUSIM 110 O€30TTACHOCTH
uHbopmaun»?
OtBer:

(1) YcaoBus 1 mOpsiIoK NMPOBeAeHUsT ATTECTAIIMOHHBIX UCIIBLITAHUI

(2) 3ameuaHnust 1 peKOMEHIANMH 0 Pe3yabTAaTaM aATTECTAIMOHHBIX HCIbI-
TAHUI



(3) [TpoBepka Mo ICUCTEMBI YIPABICHUS JOCTYIIOM
(4) AHaau3 UCXOMHBIX JaHHBIX 00 00beKkTe HH()OPMATH3AIINN
3) Kakwue paznensl BkitodaeT B ce0st «[[poToKoT aTTeCTallMOHHBIX UCTIBITAHUIA
00BeKTa HHPOPMATH3AIUN Ha COOTBETCTBUE TPEOOBAHMSM I10 3aIIUTE UH-
dbopMaiuu 0T HECAaHKITMOHUPOBAHHOTO JOCTYTIa»?
Otser:
(1) IIpoBepka noacucTeMsbl 0decTiedeHUs IETOCTHOCTH

(2) Ananu3 ycioBuii pazMenieHusi 00beKTa HHpOPMATH3AIMT

(3) AHanau3 BeIMOJIHEHHS TPeOOBAHUIA 110 3a1uTe HHOPMALUK Ha 00BEKTE HH-
dbopmaTH3aIy OT YTEUKHU IO TEXHUYECKUM KaHaJlaM

(4) 3aMeyaHus ¥ pEKOMEHAINHU TI0 Pe3yJIbTaTaM aTTECTAIIMOHHBIX MCITBITAHUI
4) Kak Ha3bpIBaeTCs Mepa JIOBEpHs, KOTOpasi MOKET ObITh OKa3aHa apXUTEKTYpeE,
UHPPACTPYKTYpPE, IPOrPaMMHO-AIIAPATHON peaTn3alui CHCTEMbI U METO-
JlaM yIpaBJieHUsl €€ KoH(Urypauen u eJI0CTHOCThIO?
OtBer:
(1) s dexTuBHOCTL O30MACHOCTH
(2) rapaHTHPOBAHHOCTH (€30MACHOCTH
(3) HenpepbIBHOCTH O€30MaCHOCTH
(4) HameKHOCTH OE30MacCHOCTH
5) Ilpu IpoBeIEHUH TECTOBOTO MPEOAOIEHNUS 3AIIUTHI BHEIIHUMU ayIUTOPAMH
JIOTOBOD C 3aKa3YMKOM TaKUX YCIYT JOUKEH IpeayCMaTpUBaTh:
OtBerT:

(1) KOHKpETHBIN AeTATU3UPOBAHHBIN TUIAH TECTOBOTO IPOHUKHOBEHHSI

(2) nopsoK yBeIOMJICHHS BCEX 3aMHTEPECOBAHHBIX COTPYIHUKOB MPEANPH-
ATUSA-3aKa34YHKA O MPEICTOSAIIEM TECTOBOM ITPOHUKHOBEHUH

(3) cHATHE OTBETCTBEHHOCTH C AYJIUTOPA 32 BO3MOKHbBIN yIep0, KOTOPBI
MOKeT OBITh HAHECEH B MPoIlecce TAKOT0 MPOHNKHOBEHHS
6) K HeratuBHBIM (hakTOpaM, OTPAHUYUBAIONINM TIepeaady Ha ayTCOPCUHT
byHKIUH 110 00ecTeueHr 0 HHPOPMAITMOHHON 0€301aCHOCTH, OTHOCSITCS:



OtBert:

(1) BBICOKHMI YpOBEHB 3aTpaT Ha YCIYTH, PEAOCTABIAEMBIMUA CTOPOHHUMH OpTa-
HU3ALUSAMU-TIOCTABIIMKAMHU YCIIYT

(2) mocTyn npeANPUATHA-TIOCTABIIMKA YCJIYT K KOHGHAeHINAIbHO HHPOP-
Maluu

(3) moTeHUMaIbLHASI BO3MOKHOCTD NMepexBaTa U yTeUkn HHPOPMAaIMU B TPO-
ecce OKa3aHus yCJIyI CTOPOHHEH opranu3anuen
7) Kax B metoguke FRAP ocymecTBiseTcs onpeneneHne 3aiunaeMbIX aKTH-
BOB?

OTtBeTt:

(1) mo pe3ynbTaTam 3aroJIHEHUS OMPOCHBIX JTUCTOB U aBTOMATH3UPOBAHHOTO
aHanu3a (CKaHUPOBAHUS) CeTel

(2) mo pe3ynbpraTamM U3y4YeHHUsS JOKYMECHTAIIUHN HA CHCTEMY
(3) mo pe3yabTaTam 3anoJTHEHUsI ONPOCHBIX JHUCTOB, H3YYEeHHS IOKYMEHTAINI
HA CHCTeMY, HCI0JIb30BAHUS HHCTPYMEHTOB ABTOMATH3MPOBAHHOI0 AaHAJIU3A
(ckaHupoBaHuUA) ceTel

8) Urto u3 nepeuncnenHoro xapakrepHo st Mmetoguku OCTAVE?

OTtBert:

(1) Bech mpoliecc aHaIKM3a aBTOMATH3UPOBAH, MPOU3BOAMTCS HA OCHOBAHHH I1a-
pameTpudeckux QyHKIui

(2) Bech mpomecc aHaIu3a MPOU3BOIUTCS CHJIAMH COTPYAHUKOB OPraHU3alHuH,
0e3 npuBJieYeHHs] BHEITHUX KOHCYJIbTAHTOB

(3) Bech mporecc aHaIM3a MPOU3BOIUTCS CHJIAMHU BHEIIHUX KOHCYJIBTAHTOB, O€3
IPUBJICYCHUS COTPYAHUKOB OpraHU3aI[iH
9) Kakue u3 NepeurCICHHbIX KPUTEPHEB OLICHKHU U YIIPABJICHUS PUCKAMU HC-
noJib3yrorcsi B Metonuke RiskWatch?

OTtBeT:

(1) ronoBbie moTepu (Annual Loss Expectancy, ALE) u onieHka Bo3BpaTa
uHBecTunui (Return on Investment, ROI)

(2) yrpo3sl, ucxonsiiye OT YeJ0BeKa-HaAPYIIUTEIS, JSHCTBYIOMIETO Yepe3 CeTh



MepeIavn TaHHBIX

(3) BaustHue notephb Ha HR - acmiekT AesTenbHOCTH OpraHu3aIuH
10) IIpu BeIUMCICHUU BEPOSITHOCTU BIUSHUSA PE3YIbTUPYIOIIUNA YPOBEHD Be-
POSITHOCTH ONPENIEIIieTCS Ha OCHOBaHUM JIBYX 3HaueHuM. [lepBoe 3HaueHue
OTIpEJIENSIET BEPOSATHOCTh CYIIIECTBOBAHMS YSA3BUMOCTH B TEKYIIEH cpefie.
Yro onpenensieT BTOpoe 3HaYeHUE?

OT1BeT:

(1) m3MEeHEHHS OCTaHOBA CepBepa 10 MPHYUHE PU3NICCKOT0 U3HOCA 000pYI0Ba-
HES

(2) BeposITHOCTD CyIIECTBOBAHUS YSI3BUMOCTH UCX0/s1 U3 3(PPeKTHUBHOCTH
TeKYIIUX 3JIeMEHTOB KOHTPOJISA

(3) BEpOATHOCTH CYIIECTBOBAHHUS YSI3BUMOCTH ITPH THIIOTETUYCCKHUX MTapaMeTpax
CUCTEMBI

7.2.2 IlpuMepHbIii MepevyeHb 3aJaHUH IS pellleHus] CTAHAAPTHBIX 32124
1) Kakwue mporpaMMHBIC CPEICTBA MCIIOJB3YIOTCS IS aHAIHM3a 3alUICHHOCTH
onepalruoHHBIX cucteM Microsoft
OtBer:
(1) MBSA
(2) PowerChute
(3) XSpider 7.0
2) ConepkuT U «3aKII0YeHHE TI0 PE3yJIbTaTaM aTTECTAIIMOHHBIX UCITBITAHUM
OMU Ha cooTBeTCTBUE TPEOOBAHUSIM IO 0€30MACHOCTH WH(POpMALIHMY PEKO-
menaauuu no 31 na OU B xoze ero skcrryarauu?
OtBerT:
(1) da
(2) Het
3) Kakum TepMuHOM 0003HAYACTCs aHATIN3 PETUCTPAITMOHHON WH(POpMAITUN

CUCTEMBI 3aIUTHI?

OT1BeT:



(1) MOHUTOPHHT
(2) ayaur
(3) akkpemuTaius

(4) ceprudukams
4) Ha3oBuTe OCHOBHBIC (PYHKIIMU CHCTEM aHAIN3a 3alUIIECHHOCTH

Otser:
(1) ooHapy:keHHe YI3BUMOCTEl B ceTeBoi MHppacTpyKType
(2) anaam3 ¥ MpeaocTABJIeHHE PEKOMEHIANM 10 YCTPAHEHHIO YSA3BHMOCTei

(3) mpenxocTaBieHHe PA3THYHBIX OTYETOB
5) UTo MOYKHO OTHECTH K CUCTEMaM aHaJIM3a 3allUIIeHHOCTH

Otser:
(1) XSpider
(2) Internet
(3) Nessus
6) B xakoM ciydae cucTeMa aHalIu3a 3aIlUIEHHOCTH BITACTCS OMPEICIUTh
HAJIMYKE YSI3BUMOCTH 0e3 (haKTHUECKOTO MOATBEPKIACHUS ¢ HaTHUHsI
Orser:
(1) npenTUhUKAIHS
(2) ckanupoBanme
(3) 3oHaMpOBaHN
7) B xakoM ciay4ae CUCTEMa aHaIn3a 3allUIIeHHOCTH KIMUTUPYET Ty aTaKy,
KOTOPast UCIIOIB3YET MPOSBICHHYIO YSI3BUMOCTh
OtBerT:
(1) unenTrdukanus

(2) ckarmpoBaHue

(3) 3onaMpoBanne



8) Kakoii MeTo/1 TO3BOJIAET IeTIaTh BBIBOJ 00 ySI3BUMOCTSIX, OTIMPASCh HA HH-
(opMaruIo B 3arojIOBKE OTBETA Ha 3aIIPOC CKaHEPa O€30MaCHOCTH

Otsert:
(1) mpoBepka 3aro1I0BKoB
(2) akTUBHBIC 30HIUPYIOIINE TIPOBEPKU
(3) umuTarus aTak
9) Kakoii MeTo]1 TO3BOJIIET YOS IUTHCS, TPUCYTCTBYET MIIM HET HA aHAJIH3H-
pyemom IIK ysa3BumMocTh
Oteert:
(1) upeHTUhUKAIHS
(2) cxanupoBaHue
(3) 3onaupoBanme
10) Kakoii MmeTox cpaBHUBAET (pparMeHThl CKAHUPYEMOTO MPOrPaMMHOTO
oOecreyeHusi ¢ CUTHATYpOU U3BECTHOM YSI3BUMOCTH, XpaHAIelcs B 0ase
JAaHHBIX CHUCTEMBbI aHAJIHM3a 3alIUIIEHHOCTH
Otser:
(1) mpoBepka 3aroJ0BKOB
(2) akTHBHbBIE 30HMPYIONIHE TPOBEPKHU
(3) umuTarus arak
7.2.3 IlpumepHbIii epeyeHb 3aJaHU 11l pelieHus1 NPUKJIATHBIX 32124
1) Kakoii MeTOZl OCHOBaH Ha UCIIOJIb30BAHUH Pa3IMYHBIX JEPEKTOB B TPO-
rpaMMHOM OOECTICUCHUH U PeaTU3yeT MOAXO0/ 30HANPOBAHUS
Otser:
(1) mpoBepka 3aroJ0BKOB

(2) akTUBHBIE 30HIUPYIOIINE TIPOBEPKU

(3) umuTaU aTAK
2) Kakoii MeToJ1 peau3yeT Moax0]1 CKaHHPOBAHUS



Otser:
(1) mpoBepka 3aroJ1I0BKoB
(2) akTUBHDBIE 30HIUPYIOIIHE NIPOBEPKH

(3) uMuTaIMs aTaKk
3) UT0 MOYHO OTHECTH K AKTUBHBIM 30HIUPYIOIINM IPOBEPKaM

Otser:
(1) ananmu3 3aroI0BKOB TIOYTOBOM MPOTPAMMBbI
(2) mpoBepka KOHTPOJIbHBIX CYyMM

(3) mpoBepka natel ckanupyemoro IO
4) Ha3zoBute ocHOBHbIE pyHKIIMH MBSA

Oteert:
(1) oOHapy:keHHEe OCHOBHBIX YSI3BHUMOCTEI

(2) npoBepka HAJIMYHS PEKOMEHTOBAHHBIX K YCTAHOBKE 00OHOBJIEHHIA CHC-
TeMbI 0€30MMACHOCTH

(3) aBTOMaTH3aIK PAOOTHI IJIAHUPOBIIMKA CKAHUPOBAHUS
5) Kakas npoBepka MBSA BBIBOAHUT HACTPOHKHU peecTpa, 3ampeliaroiiie aHo-
HHUMHBIM I10JIb30BATENSAM IPOCMOTP CIMCKA YUYETHBIX 3alUCEN
Otser:
(1) Macro Security
(2) Parent Paths

(3) Restrict Anonymous
6) CucTtembl aHaIHM3a 3alUIIEHHOCTH IOMOTAI0T MPEOTBPATUTH:

OtBerT:
(1) m3BecTHDBIE aTAKH
(2) HOBBIC BHIBI aTaK

(3) HeTHIIMYHOE OBEICHME MTOIb30BaTEICH



7) CucTeMbl aHAIHM3a 3aMUIIEHHOCTH BBISBJISIOT YSI3BUMOCTH ITyTEM:
Otser:
(1) muanoros ¢ MOJIB30BATCIIIMU
(2) maccuBHOro aHaJM3a
(3) akTMBHOTO ONIPOOOBAHUS
8) CornacnHo cranmapty X.700, B 4uCiIO GYHKIHH yIpaBIeHUs OS30ITaCHOCTHIO
BXOJIST:
OtBer:
(1) co3maHue UHIUICHTOB

(2) pearmpoBaHue HA MHIHIEHTHI

(3) ycTpaHeHue HHITUICHTOB
9) Beimenure yTBEpIKACHHE, BEPHOE B OTHOIICHUH 3aIUThI CETCH.

OTtBeT:

(1) ypOBEHB 3alMIIEHHOCTH CETH OTPEACISCTCS YPOBHEM 3allIMIICHHOCTH €€ Cca-
MOTO «CHJIBHOT'0» 3BEHa

(2) ypoBeHbB 3aIMIIICHHOCTH CETH ONPECIIACTCS CyMMOM YPOBHEH 3aIUIIICHHOCTH
€€ 3BCHbEB

(3) ypoBeHb 3alHIIIEHHOCTH CETH ONpeae/sieTcsl YPOBHEM 3alMIEHHOCTH €€
CaMOro0 «CJ1a00ro0» 3BeHa

(4) ypoBeHb 3aIMIIICHHOCTH CETH HE 3aBUCHT HAMPSAMYIO OT 3alUIIEHHOCTH €€
OTJEJIbHBIX 3BCHHEB

10) Yewm xapakTepu3yeTcs CTEIICHb COMPOTHBIIIEMOCTH MEXaHH3Ma 3aIUThI?
OtBerT:
(1) BepoSITHOCTBHIO €r0 MPEOI0IeHHUS
(2) KoTMYeCcTBOM YIrpo3, KOTOPBIM 3TOT MEXaHU3M IPEISITCTBYET

(3) BenmMuMHOM MOTEPH B CIIydae yCIEUTHOTO MPOXOKICHHUS



(4) cTOMMOCTBIO MEXaHU3Ma 3aIUThI

7.2.4 TlpuMepHBbIii IepevyeHb BOMPOCOB /ISl MOJATOTOBKH K 3a4eTy

IIpoBepku u oneHku ypoBHsi b opranuzanuu. O1ieHKa ysI3BUMOCTENH KOM-
MBIOTEPHON CUCTEMBI

PaszHoBHIHOCTH TTPOBEPOK U OLEHOK ypoBHS b opranuzannu. PeiHOK aHa-
autryeckux ycayr B chepe b. Mecto u pons aynuta B Mmoaenu obecrieuenus Ub.

OreHka ypoBHSI 0€30IaCHOCTH KOMIIBIOTEPHBIX CHCTEM: OOIHE MOHSATUS U
ONIPEIECIICHUS

basossie onpenenenus. [Ipunmunst u popmsel aynura b opranuzammm

OueHka ys3BUMOCTEN KOMIIBIOTEPHON CUCTEMBI

Oco0eHHOCTH aBTOMATU3UPOBAHHBIX MH(OPMAIMOHHBIX CUCTEM KakK O00b-
exToB ayaura Mb.

HcxonHas koHIlenTyaabHas cxema (mapaaurma) nposeaeHus ayaura Ub.

N3yuyenue ucxoaHbIX JaHHbIX 110 AC; OLIEHKa PUCKOB, CBA3aHHBIX C HaJU-
YheM yrpo3 0e30MacHOCTH B OTHOIIEHUHU pecypcoB AC; aHaJIU3 MEXAaHHU3MOB Op-
TaHU3ALMOHHOTO YPOBHS, MOJUTHKH; O€30MaCHOCTU OpraHU3allud U OpraHu3a-
UOHHO-PACHOPSAIUTENBHON JOKYMEHTAIlMM U OLIEHKA X COOTBETCTBUS TpeOOBa-
HUSIM CYLIECTBYIOIIMX HOPMATUBHBIX JOKYMEHTOB, & TAKXKE UX aJICKBATHOCTU CY-
HIECTBYIOIIMM PUCKAM; PYYHOH aHajau3 KOH(GUTYpalMOHHBIX (aiijioB MapuipyTH-
3aTOPOB, MEXCETEBBIX HKpaHOB (MD) M MNpOKCU-CEPBEPOB, OCYIIECTBIISIOIIMX
yIpaBIeHUE MEXCETeBBIMU B3aWMOJACUCTBUSAMHU, MOYTOBBIX M DNS-cepBepos, a
TAKXKE JIPYTUX KPUTUUECKUX IJIEMEHTOB CETEBOM MH(PPACTPYKTYPhl; CKAHUPOBAHUE
BHEIIIHUX CETEBBIX aJ[PECOB JIOKAIbHOU BhluucauTeapHOM cuctembl (JIBC) u3 cetu
NutepHer; ckanupoBanue pecypcoB JIBC u3zHyTpu; aHanu3 koHpurypauuum cep-
BepoB U padbouux ctanuuil JIBC npu noMoum crnenuain3upoBaHHBIX MPOTrpaMM-
HBIX CPEJICTB.

7.2.5 llpumepHbIii epeyeHb 3aJaHUi 11 pellleHus1 MPUKJIATHBIX 32124

Crpykrypa MexayHapoaHblx craHaaptoB no Mb. O6nacte npumeHeHus.
[TponeccHast monens ynpasienus Ub. Onenka 3penoctu cuctemsl ynpasienus Hb.
CranaapTsl IPOBEIEHUS OLIEHKH YPOBHS O€30MMaCHOCTH KOMITBIOTEPHBIX CHCTEM

Crpykrypa MexayHapoaHblx craHaaptoB no Mb. O6macte mpuMeHEHHs.
[TpoueccHas moaens ynpasienus Ub. Ouenka 3penoctu cucremsl yrpasieHnus Mb.
ISO 27001 (B 7799 - 2:2005). 1SO 27002 (BS 7799 - 1:2005). Cranumaptsl
ISO/IEC u T'OCT UCO/M3BK 27005, BS 7799-3. Ananmu3 puckoB Mb. OOmue
kputepun (I'OCT P UCO/MOK 15408). PykoBoasuue nokymentslt ®CTIK Poc-
CUU ayIHUT B UENSAX CepTU(UKAIMU CPEACTB 3AIIUTHI U ATTECTAlUU OOBEKTOB
Hpopmatusanun.Cta banka Poccun CTO BP UBBC- CoBit. CranmapT ayaura
PCl DSS. CootBercTBHE M B3aUMOJICHCTBUE MEXKIYHAPOJIHOTO U POCCUICKOTO
MOJIXOJIOB U METOJIOB ayJuTa 0€30MacHOCTH.

Crangapt aynuta PCl DSS. OcHoBHbIE 3Tamnbl 1 METOIbI pabOT MO MpPOBE-
nenuto ayauta Ub. [Iporpamma ayauta b, OcHOBHBIE ATanbl U METO/IbI PA0OOT MO
nposenennto ayauta Ub. Ilporpamma ayaura Ub. COop cBumeTenbCTB (MCXOMHOM
uHbopMaluu) g nposenenust aynuta Ub. Pexomenpanuu mo miaHUpOBaHUIO



aynuta 1b. PekoMeHauuu mo MOJENIMPOBAHUIO. Talbl MPOBEACHUS BHYTPEH-
Hero u BHeurHero ayauToB Ub: oOmiee u paznuuust. Craauu aynurta Ub: ninanupo-
BaHUE; MOJrOTOBKA; MOJEIMPOBaHUE; TECTUPOBAHKE, aHAINU3; pa3paboTKa Mpej-
JIO’)KEHUM, JOKyMEeHTHpoBaHue. JloroBop o mpoBeieHUM BHemHero ayauta Ub.
[lopsinok TuTaHMpoBaHus ayauTa. MeToabl ayauTa: SKCIEPTHO-aHAJTUTHYECKUE;
HKCIIEPTHO-UHCTPYMEHTAIbHBIC, MOJCIUPOBAHUE JIEUCTBUM 3JI0yMBIIIICHHUKA.
MeTtonbl cOopa UCXOHBIX JAHHBIX: OMPOC, HAOIO/IeHNE, aHaIN3. MeTo/ bl aHaIu3a
COOpaHHBIX CBUAETEIBCTB. AYJIUTOpPCKas IpyIa: cOCTaB, paBa U 00SI3aHHOCTH,
pOJIH, IPUBJICYCHUE TEXHUYECKUX crerranucToB. O0s3aHHOCTH MPOBEPSIEMON Op-
raHusauuu Bo Bpems aynura Ub.

Metoapl U1 MHCTpYMEHTAJIbHbBIE CpencTBa IposBeneHusa ayaura Ub. Ilpo-
rpaMMHBIE CPEICTBA aHAIM3a U ynpasieHusa. OLeHKa yI3BUMOCTEW KOMIIBIOTEPHOU
cuctemsl cpeactBamu Dallas Lock.

NuctpymenTapuii 6a30BOro ypoBHS - CIIPaBOYHbIC U METOJIMYECKHUE MaTe-
puansl. MHcTpyMeHTapuil mjis obecriedeHus MOBBIIIIEHHOTO YPOBHSI O€30macHo-
ctu. [10 uaeHTuGUKaNN U OIEHKH 3aIUIIAEMBIX PECYPCOB, YTPO3, YSI3BUMOCTEH U
Mep 3alUThI B cepe KOMIbIOTEPHON U (HU3HUECKOM 6€30MacHOCTU MPEITPUSTHSI.
COB, ux npumeHeHue u npumepsl cucteM. CoxpaHEeHUE JTOKa3aTelIbCTB BTOPIKE-
Huil. CtaHgapTsl B 00J1aCTH OOHAPYKEHUS BTOPKEHUM.

7.2.6. MeToguka BBICTABJEHHUS OLEHKH NPHU NPOBEAEHHU MPOMENKY-
TOYHOM aTTeCcTaluu

IK3ameH npo8oOUMCcs No mecm-ounemam, Kaxcowlli U3 KOMopwvlx COOEePHCUN
10 sonpocos u 3adauy. Kadcowiii npasunivhblii omeem Ha 60NPOC 8 mecme OYeHU-
saemcs 1 6annom, 3a0aua oyenusaemes ¢ 10 6annos (5 6annos eepnoe pewenue u'5
bannos 3a eepHuill omeem). Maxcumanvroe konuvecmeo Haopaunvix 6annos — 20.

1. Oyenxa «Heyoosenemseopumenvrhoy cmagumcs 6 ciyuae, eciu CmyOeHm
Habpan menee 6 6annos.

2. Oyenxa «Yooenemeopumenvno» cmagumces 8 ciyuae, eciu cmyoeHm Ha-
opan om 6 0o 10 6annos

3. Oyenxa «Xopowioy cmasumcs 6 ciyuae, eciu cmyoenm Haopan om 11 0o 15
OaL08.

4. Oyenxa «Omauuno» cmasumcst, eciu cmyoesm Haopan om 16 0o 20 6anios

7.2.7 IlacmopT OllEeHOYHBIX MATEPHAJIOB

Kon
KoHnTponupyemslie pa3aeinsl (TEMbI) . HanmenoBanue
Ne n/m KOHTPOJIUPYEMOU
UCIIAILINHEBI OIICHOYHOTO CpEJICTBA
KOMIIETEHIINH
1 bazoBble cBesleHNs 0 IPOBEPKE U OLICHKE OIIK-8, OIIK-7.2. [Tecr, 3amura npakTHIecKux
YpOBHSI 0€30TTaCHOCTH KOMIIBIOTEPHBIX CHC- pabot, TpeGoBaHNSI K KypCOBOMY
TEM IIPOEKTY
2 Ouenka yposHs 6e3onacioctu komnbrorep-  |OITK-8, OITK-7.2. |Tecr, 3ammra npakTnyeckux
HBIX CUCTEM: OOIIME TIOHATHUS U OTIPEACTICHHS pabot, TpeboBaHUS K KypCOBOMY
MIPOCKTY
3 Turosast meToauka ananusa sammmensoctd  |QITK-8, OITK-7.2. [Tecr, 3amura npakTHIecKux
“H(OPMAMOHHBIX CHCTEM U CeTel paboT, TpeboBaHUS K KypCOBOMY
MPOEKTY
4 3akoHOJaTeNbHAS U HOPMAaTHBHAs 0asa ay- OIIK-8, OIIK-7.2. [Tecr, 3ammuTa npakTHYECKUX
nmuta Ub. paboT, TpeboBaHUS K KypCOBOMY
MPOCKTY




5 MeTom0IoTHs OLICHKH YPOBHSI 0€30MaCHOCTH OIIK-8, OIIK-7.2. TecT, 3a1KTa NPAaKTUYECKUX
KOMITBIOTEPHBIX cucTeM. OpraHu3zamus npo- pabot, TpeOOBaHUS K KYPCOBOMY
1[ecca OIEeHKH YPOBHS 0€30T1aCHOCTH KOMITh- IIPOEKTY
FOTEPHBIX CHCTEM.

6 Nucrpymenranshble cpenctsa oueHkn yposast |OQITK-8, OITK-7.2. [Tecr, 3amura npakTHIecKux
6€30MacCHOCTH KOMITBIOTEPHBIX CHCTEM pabot, TpeOOBaHUS K KyPCOBOMY

IIPOEKTY IPOEKTY

7.3. MeToauyeckne MaTepHAaJIbl, ONpee/A0NHe MPOUEAyPbl OllEeHH-
BAHUS 3HAHUI, YMEHHH, HABBIKOB U (MJIM) ONBITA AeATEJIbHOCTH

TecTtupoBaHue OCYIIECTBISIETCS, JTUOO MPH MOMOIIM KOMITBIOTEPHON CHC-
TeMbl TECTUPOBAHHUA, JIMOO C HMCIOJH30BAHMEM BBIJIAHHBIX TECT-3aJaHUi Ha Oy-
MaxHoM Hocutene. Bpemsi TectupoBanust 30 MuH. 3aTeM OCYLIECTBISIETCS IMPO-
BEpKa TECTa 3K3aMEHATOPOM M BBICTABIISIETCS OLIEHKA COIVIACHO METOJMKHU BbI-
CTaBJICHHSI OLICHKH IPU MPOBEJICHUH MPOMEKYTOYHOM aTTECTALIHH.

Pemenne craHmapTHBIX 3a/1ad OCYIIECTBISETCA, JTUOO MPU MOMOIIU KOM-
MBIOTEPHOUN CUCTEMBI TECTUPOBAHUS, TUOO C UCIIOJIH30BAHUEM BbIJJAHHBIX 33/1a4 Ha
OymaxkaoM Hocutene. Bpems pemenus 3amad 30 mMuH. 3aTeM OCYIIECTBIISETCS
MPOBEpPKA pelIeHUs 3a7a4 SK3aMEHATOPOM U BBICTABJISIETCSI OIIEHKA, COTJIaCHO Me-
TOJUKH BBICTABJICHHUSI OLICHKHU MPHU MPOBEICHUN MPOMEKYTOUHOU aTTECTAIUU.

Pemienne mpukIIagHbIX 3a/lady OCYIIECTBISETCS, JIMOO MPU MOMOIIU KOMITb-
IOTEPHOU CHUCTEMbl TECTUPOBAHUS, JTUOO C MCIOJb30BAHUEM BBIJIAHHBIX 3a]a4 Ha
OymaxkaoM Hocutene. Bpems pemenus 3amad 30 mMuH. 3aTeM OCYIIECTBISETCS
MPOBEPKA PEUICHHUs 3aJa4 SK3aMEHATOPOM U BBICTABIISIETCS OLIEHKA, COIJIACHO Me-
TOJWKH BBICTABJICHUS OLIEHKHU MPU MPOBEACHUN MPOMEKYTOUHOU aTTECTAlUU.

3amura KypcoBOi pabOThl, KypCOBOTO MPOEKTA MJIA OTYETA 10 BCEM BHUIAM
MPAKTUK OCYIIECTBISIETCA COTJAacHO TpeOOBaHUSAM, MPEIBSIBIIEMbIM K padoTe,
OMMCAaHHBIM B METOAMYECKNX Marepuaiiax. [IpumepHoe Bpems 3alllUThl HA OJTHOTO
cTyneHTa coctaisier 20 MuH.

8 YYHEBHO METOAUYECKOE U UTH®POPMALIMOHHOE
OBECIIEYEHHUE JUCIHUIIJINHBI)
8.1 IlepeueHb yueOHOIi TUTEPATYPHI, HEOOXOAUMOI 1JIs1 OCBOCHHS JHC-
HMILTHHBI
OcHosHnas numepamypa
1. bounapes, B. B. AHanu3 3alUIEHHOCTH U MOHUTOPUHT KOMITbIOTEPHBIX

ceteil. Meronpl u cpenctsa : yueOHoe mocobue / B. B. bongapeB. — Mockaa :
MI'TY um. H.3. baymana, 2017. — 228 ¢. — ISBN 978-5-7038-4757-2. — Texkcr
ANeKTpoHHbI // Jlab : snekTpoHHO-OMOMMoTeyHass cucrema. — URL:

https://e.lanbook.com/book/103518

2. Koneros, JI. H. JlabopaTopHBIil TPakTUKyM MO OCHOBaM aHaJIM3a 3alllu-
IIEHHOCTH BeO-mpmiiokenuii : yuyeobnoe nocodbue / JI. H. KoneroB. — Tomck :
Ty, 2014. — 59 c¢.— Tekcr: o»anekTpoHHBIM // JlaHb : 2JIEKTPOH-
Ho-OmOmmoteuHas cucrema. — URL.: https://e.lanbook.com/book/76815

Llononnumenvhas rumepamypa
1. 3onoTapes, B. B. , ®enopora, H.A. 3 80 AHanu3 3aluIeHHOCTA aB-
TOMAaTU3UPOBAHHBIX cUcTeM: YueOHoe mocobue / B. B. 3omorapes, H. A. ®eno-



https://e.lanbook.com/book/103518
https://e.lanbook.com/book/76815

poBa; Cubl’AY. — Kpacuosipck, 2007. — 93 c.
https://www.studmed.ru/view/zolotarev-vv-fedorova-na-analiz-zaschischenn
osti-avtomatizirovannyh-sistem 8fe5e8ab036.html

2. Boctpenoa, E.B. B78 OcHoBbl HHPOPMAIIMOHHON O€30MaCHOCTH :
yaebHoe mocobue s ctyaeHToB By30B / E.B. BoctpernoBa.— ExarepunOypr :
N3n-Bo Ypan. yn-ta, 2019.— 204 c.

https://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-8_2019.pdf

8.2 IlepeueHb MHGOPMANMOHHBLIX TEXHOJOTHiH, HCNOJb3yeMbIX NPH
OCYIIECTBJICHUN Oﬁpa3OBaTeJILHOFO nmpomecca 1mo JIMCHUIVIMHE, BKJIKOYasi Ime-
pevYeHb JHMUIEH3MOHHOI0 MPOrpaMMHOI0 odecme4veHusi, pecypcoB uHdopma-
HI/IOHHO-TeJIeKOMMyHHKaHHOHHOﬁ CCTHU «I/IHTepHeT», COBPEMCECHHBIX IIpO(l)eC-
CHOHAJILHBIX 0a3 JAHHBIX U I/IH(l)OpMaIII/IOHHbIX CIIPABOYHBIX CUCTEM:

http://att.nica.ru

http://www.edu.ru/

http://window.edu.ru/window/library

http://www.intuit.ru/catalog/

http://bibl.cchgeu.ru/MarcWeb2/ExtSearch.asp
https://cchgeu.ru/education/cafedras/kafsib/?docs

http://www.eios.vorstu.ru

http://e.lanbook.com/ (OBC Jlaus)

http://IPRbookshop.ru/ (3bCIPRbooks)

9 MATEPUAJIBHO-TEXHHNYECKAS BA3A, HEOBXOJIUMAS 1151
OCYHUECTBJIIEHUSA OBPA3ZOBATEJIBHOI'O ITPOLHECCA

Cnenuanu3upoBaHHas JIEKIIMOHHAsT ayJAUTOpHUsl, OCHAIEHHass 000pyao-
BaHHUEM JIJISI JIEKIIMOHHBIX JEMOHCTPALMIA U IMTPOCKIIMOHHOW armapaTypou.

JlucruieHbl KJacc, OCHAIECHHBIM KOMIIBIOTEPHBIMU IpOrpaMMaMy s
MPOBEICHUSI TAOOPATOPHOTO MPAKTUKYMA.

10. METOAUYECKUE YKA3ZAHUSA JISA OBYYAIOLHIUXCS TTO
OCBOEHUIO JIUCIUAIIJIMHBI MOAYJIA)

[To mucrunmHe «MeToauyeckoe OOECTICUCHHE aHaIK3a 3allUIeHHOCTH
MH(POPMAITMOHHBIX CUCTEM U CETEH» YUTAIOTCS JICKIIUH, TPOBOISATCS MPAKTUIECKUE
3aHATHS, BBIOJIHSIETCA KYPCOBOM MPOEKT.

OCHOBOM M3y4€HUS NUCIUIUIUHBI SIBISIOTCS JICKIMH, HA KOTOPBIX M3Jiara-
I0TCSl HauOoJiee CYIIECTBEHHBIE W TPYAHBIE BOIPOCHI, a TaKKe€ BOINPOCHI, HE Ha-
HIe/IIIMe OTPaXXEHUs B yueOHOM IuTepaType.

[IpakTryeckue 3aHATUSI HAMPABJICHBI Ha MPUOOPETEHUE MPAKTUYECKUX Ha-
BBIKOB pacueTa

— Onenka yrpo3 nHQOpMaIMOHHOW 0€30MaCHOCTH.

— AKTyaJbHbIE€ YTPO3BbI.

— Cnioco0n1 peasnzanuu yrpo3 Ub. JleiicTBus no peanuzaiuu yrpos Ub.

— Cranpgaptsl onieHku yrpo3 Ub.

3aHATHS NPOBOJATCS MYTEM PEIICHUSI KOHKPETHBIX 337]a4 B ayAUTOPUH.


https://www.studmed.ru/view/zolotarev-vv-fedorova-na-analiz-zaschischennosti-avtomatizirovannyh-sistem_8fe5e8ab036.html
https://www.studmed.ru/view/zolotarev-vv-fedorova-na-analiz-zaschischennosti-avtomatizirovannyh-sistem_8fe5e8ab036.html
https://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-8_2019.pdf

Metoauka BBIMOJIHEHHS KYpPCOBOTO TPOEKTa H3JIOXKEHa B  y4ded-
HO-METOJUYECKOM MMOCOOMHU. BBIMOIHATH 3Tambl KypcOBOIO MPOEKTA JOHKHBI
CBOEBPEMEHHO U B YCTAHOBJICHHBIE CPOKHU.

KoHTposb ycBoeHus marepuana JUCHUIUIMHBI MPOU3BOJUTCS IMPOBEPKOI
KypCOBOTO MPOEKTA, 3aIUTON KypCOBOTO MPOEKTA.

Bunx yaeOHbIX

o I{GHT@J’ILHOCTB CTYACHTA
3aHATUHN

Jlekuus Hanucanne koHCIIEKTa JEKLIMI: KPaTKO, CXEMATUYHO, MOCIIEI0BATEILHO
(bUKCUpPOBaTh OCHOBHBIC TMOJIOKEHHUS, BBIBOJBI, (OPMYITHPOBKH, 0000-
LICHUS; TIOMEUYaTh Ba)KHBIC MBICIH, BBIICIATH KJIIOYEBBIE CJIOBa, Tep-
MuHbL. [IpoBepka TEpMUHOB, MOHATHII C IMOMOILBIO SHIMKIONEINN,
CJIOBapei, CIPAaBOYHUKOB C BBIMHCHIBAHUEM TOJIKOBAHUU B TETPAIb.
O6o3HaueHue BOMPOCOB, TEPMUHOB, MaTepuana, KOTOPHIE BBI3BIBAIOT
TPYIHOCTH, IIOMCK OTBETOB B PEKOMEHIyeMoH smreparype. Eciou ca-
MOCTOSITEIBHO HE yJIaeTcsi pa3odparbCs B Marepualie, HEOOXOAUMO
chopMyIMPOBaTh BONPOC M 33JIaTh MPEIOIaBATEII0 HA JICKIIUU WM Ha
MIPAKTUYECKOM 3aHSATHUU.

IIpakTHueckoe KoHcnexktupoBanue pekoMeHIyeMbIX UCTOYHUKOB. Pabora ¢ KOHCIEk-

3aHSATHE TOM JIEKL[MH, IOJrOTOBKA OTBETOB K KOHTPOJIBHBIM BOIIPOCAM, IIPOCMOTP
peKOMeH1yeMoit muTeparypsl. [IpociaymmBanue ayano- 1 BUa€03anucein
10 3a/laHHOM TeMe, BBIIOJHEHHE pacdeTHO-rpaduUYecKux 3aJaHui, pe-
HIEHUE 33J1a4 110 aJITOPUTMY.

CamocrositenpHast  |CamocTosiTenbHasi paboTa CTYIEHTOB CIIOCOOCTBYET TIIYOOKOMY YycC-
paboTta BOEHHS y4eOHOTO MaTepualia U pa3BUTHIO HaBBIKOB CaMOOOpa30BaHU.

CamocrosTenbHas padoTa MpearnoaraeT ciaeIyIIne COCTaBISIONINE:

- paboTa ¢ TeKcTaMu: y4eOHHKaMH, CIIPAaBOUYHHUKAMHU, JAOMOIHUTEIBHON

JUTEPATYPOH, a TAaK)Ke MPOPadOTKa KOHCIIEKTOB JICKIIHIA;

- BBITIOJIHEHUE JIOMAIIIHUX 33JaHUN U PacyeToB;

- paboTa HaJl TeMaMH JUIsl CAMOCTOSATEIBHOTO U3Y4YCHUS;

- ydacTue B paboTe CTyeHYECKUX HayYHBIX KOH(PEPEHIIUN, OMUMITHAT;

- MOATOTOBKA K MPOMEKYTOYHOU aTTECTAIIHH.

HO,Z[FOTOBKE[ K I'oToBUTHCH K HpOMeX(YTOQHOfI aTTeCTaluu CICAYCT CUCTEMATUYICCKH, B
HpOMG)KyTO‘IHOﬁ TCUYCHUEC BCETO CEMECTpPA. WnuTeHncuBHas IIOATOTOBKA MOJIXKHA HA4YaTbCA
aTTeCTaluu HC MO3JHCC, YCM 3a MCCAI-II0JITOPa OO HpOMCXCYTOqHOﬁ aTTeCTalmu.

JlaHHble Tepen 3a4eToM, 3a4eTOM C OLEHKOH Tpu AHS 3(p¢eKTuBHEE
BCEr'0 MCIOJIb30BATh JJIs1 NOBTOPEHMSI U CUCTEMATH3AIMM MaTepHaa.
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