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1. EJIU U 3AJAYY JUCHMIIIAHBI

1.1. Hean AMCHMIIMHBI. O00CCIICUNTh OyIyHNIMMH HHXeHepaM, 0a30BbIC
3HAHUS M YMEHHUS B 00JacTH HH(POPMAIMOHHON OC30ITACHOCTH IS H3Yy4YCHUS
MOCIICIYIOIIUX JUCITUTLIHH.

1.2. 3agaun ocBOCHMSA TUCHUILIHHBI

- 3HAaKOMCTBO ¢ TIpodeCCHOHAIBHOW TEPMHUHOJOTHUEH B  00JacTH
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

- CHCTEMHO€ 3HAaKOMCTBO C IpobieMaTuKoN obecrnieueHus: HHGOPMaIlMOHHON
0€30I1aCHOCTH;

- 3HaKOMCTBO C MECTOM M POJbI0 HH(POpMAIIMOHHOW O€30MacHOCTU B
cucTeMe HaluoHajabHOM Oe3omacHocTH Poccuiickort denepannu, OCHOBaMHU
rocy/1apCTBEHHON MH()OPMALIMOHHOW MOJUTUKHY;

- 3HAKOMCTBO C HOPMaTUBHO-IIPABOBOM 0a30# B 00JacTh MH(HOPMALIMOHHON
0e30macHOCTH;

- 3HAKOMCTBO C KJlacCU(PUKAIMEH yrpo3 U ysI3BUMOCTEH UHPOPMAIMOHHOMN
0e301acHOCTH;

- 3HAKOMCTBO C TUIIOBBIMHU KaHaJaMH YT€UKH HH(DOpMAIIUK U CPEACTBAMHU UX
OoOHapyKeHHUs;

- 3HAKOMCTBO C OCHOBHBIMHM CpEJICTBAaMHU H cIlocobamu obecrnedeHus
nH(pOpMaIMOHHOW 0€30MacHOCTH, MPUHIMIAMU ITOCTPOCHHUS CHCTEM 3alllUThl
nHpopmaruy;

- 3HAKOMCTBO C METO/IaMU KOMITbIOTEPHO-TEXHUUYECKON IKCIIEPTU3HI.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
Juctuminaa «OCHOBBI MH(POPMAIIMOHHOM 0€30MacHOCTHY» OTHOCUTCS K
IUCHHUILIMHAM 00s3aTenbHoN yacT Ojioka b1.

3. HEPEYEHD IIVIAHUPYEMBIX PE3YJIbTATOB OBYUYEHUS 110
JUCHUITIJIMHE

[Iponecc  wm3ydenus  aucnuIiuHbl  «OCHOBBI  WH(GOPMAIIMOHHON
0€30MacHOCTW HarpapyieH Ha (GOPMUPOBAHUE CIICTYIONIUX KOMIIETEHIIN:

OIIK-1 - Cnocoben oreHuBaTh poiib MHGOPMAIMH, WHOOPMAITMOHHBIX
TEXHOJIOTUIA ¥ WH(GOPMAIIMOHHON O€30MacHOCTH B COBPEMEHHOM OOIIECTBE, UX
3HaYCHHUE I 00ecrieueHHsI OOBEKTUBHBIX IMOTPEOHOCTEH JTMYHOCTH, 00IIecTBa 1
roCyJapcTBa;

Pe3yabTaThl 00yueHUs, XapaKTepUu3yoiimue

Komnerenuus
cpopMUPOBAHHOCTHL KOMIIETEHLIMH

OIIK-1 3HaTh.

- CYIIIHOCTH U MOHATHE UHGOPMAIIMOHHON O€30MMacHOCTH,
XapaKTEPUCTHUKY €€ COCTaBJISIONINX

- MECTO H pOJIb HH(DOPMAIIMOHHOM 0€30IaCHOCTH B
CHCTEME HallMOHAILHOM Oe30macHOCTH Poccuiickoi




deneparuy, OCHOBBI TOCYyAapCTBEHHONW HH(POPMAITMOHHOMN
MOJIUTHUKH;

- OCHOBHBIE CPEJICTBA U CIIOCOOBI 0OCCTICUCHHUSI
MH(POPMAITMOHHOM 0€3011aCHOCTH, TPUHIIUIIBI TOCTPOCHUS
CHCTEM 3aIlluThl HH(HOPMaLIUU

YMeTh:

- KJIacCU(PUIIUPOBATH 3AIIUIIAEMYI0 HHPOPMALIUIO 110
BUJIaM TalHBI U CTETICHSIM KOH(PUICHIINATbHOCTH;

- KJIaCCU(PUITUPOBATH U OLIEHUBATH YTIPO3bI
nH()OpMAITMOHHOM 0€301TaCHOCTH I 00bEKTa
nH(pOpMaTU3ALHNH

Bnaners:
- HaBbIKaMH pa3pabOTKH MOJTUTHKH HH(HOPMAIIMOHHON
0€30I1aCHOCTH OpraHu3aIuu

4. OFBEM JUCIHUIIJINHBI
OO6mass  TPyIOEMKOCTh  JUCHUIUIMHBI ~ «OCHOBBI  MH(DOPMALIMOHHON
0€30MacHOCTH» COCTaBIISIET 3 3.€.
Pacnpenenenue Tpy10eMKOCTH TUCIUIUIMHBI IO BUAAM 3aHSATUN
ouHas ¢gopma o0yueHust

Bunpr yue6HOM paboThI Beero | Cemectpet

4acoB 2

AyIuTOpHBbIE 3aHITHS (BCEro) 36 36

B Tom uncre:

Jlexnnn 18 18

ITpakTueckue 3auarus (113) 18 18

CamocrosiTesibHas paboTa 72 72

Bubpl npoMeKyTOYHOM aTTECTAllUM - 3a4ET + +

OO6mmast Tpy10€MKOCTb:

aKaJICMUICCKHE Yachl 108 108

3a4.ej. 3 3

5. COAEP KAHUE JUCHUIIVIMHBI MO4YJISA)
5.1 Copepxanue pa3gejoB JUCHMUIUVIMHBI M pacnpejejeHue
TPYAOEMKOCTH 110 BUAAM 3aHATHH
ouHasi popma o0yueHust

Ne HanmeHoBaHme TeMBI Copaeprkanue pasziena Jlexn Hpax CPC Beero,
n/n 3aH. Jac
1 OcHosuble noHATHI U | Kimaccnduxarms napopManuy o pexnuMy J0CTyTa,
3a71a9y HHPOPMAIUOHHON 3amuTta nHpopMmaruy. CucreMa MEHeIKMEHTa 2 2 2 6
0€30I1aCHOCTH. nHpopmarnmonHoii 6e3onacuoct (CMUB), akTHBEL,




YIpO3bl U yS3BUMOCTH, MHIMJICHT HHPOPMALMOHHOH
0e30MmacHOCTH, yuiepo, pUckK, MEHSDKMEHT pUCKa
UB, 3amutHbie Mepbl. [TonsaTre nHGopMaIiMOHHOK
0€30IIaCHOCTH M €T0 COCTABIISIOIINE.

Wudopmarnmonnas
6e3omacHocTh Poccniickoit
denepanuu

YTrpo3s! HHPOPMAIIOHHOH 6€301IacCHOCTH
Poccuiickoil ®enepannu. JlokTpuHa
nH(popMaIMoHHOM 6e3omacHocTH. OO0Ias
CTPYKTYpa rocyJapCTBEHHON CHCTEMbI 00ecrieyeH s
nH(pOpMaIMOHHOM Oe3omacHocTH Poccuiickoi
Oenepanuu. OOLIME TPUHLIUIIBI 3AIUTHI
nHpopmarmn.

MexnyHapoiHasi,
HalMOHAJIBHAS U
BEJOMCTBEHHAs

HOpPMAaTHBHAs IIPABOBas
0aza B o0mactu

UH()OPMAIMOHHOM

0e30MmacHOCTH

Buzsr HOpMaTHBHO-TIPABOBOTO H CIIPABOYHOTO
obecrniedeHus B obnacti NHGOPMAIIMOHHOM
Oe3omacHocTH. KoHllenTyanbHbIC JOKYMEHTHI B
00sacTi UHPOPMALIMOHHON 0€30ITaCHOCTH.
HopmaTtuBHo-nipaBoBbIe akThl Poccuiickoit
Ddenepaunu (konekcol, enepansHble 3aK0HbI PO,
Iocranosnenus IlpaBurenscrsa P®, Ykassl
npesugenTa PO, HopMaTuBHBIE TOKYMEHTHI U
HHCTpYKTUBHBIE MaTepuasl PCTOK
(I'ocrexxomuccun) Poccrn)

14

18

bezonacHocTh
(3anIMIIEHHOCTD )
KOMIIBIOTEPHBIX CHCTEM

Knaccudukaust yrpo3. MeToasl HapymeHust
CEKPETHOCTH, LIEIOCTHOCTH U TOCTYITHOCTH
uHpOpMay. Moienu yIpaBlIeHHs JOCTYTIOM.
O0630p CPE/CTB M METOJIOB
MH(OPMAIIMOHHOH/KOMITBIOTEPHOH 0€3011acHOCTH.
Mopens nefCTBHH BEPOSITHOTO HAPYIIUTEIIS U
MOJIENb MoCcTpoeHHus 3amuThl. Kilaccuukarus
OCHOBHBIX BUIOB atak. CereBas pasBenka. CpeacTa
¥ METOJIBI TSI HEWTpaIM3aIliK aTak.

12

16

Bpenonocnoe
porpaMMHoe obecreueHue

Kiaccuukarus BpelOHOCHBIX IPOrpamMM.
IIpusnaku npucyrcTBus BpegoHocHoro [10.
Mertoas! 3amuTtsl. Metoasl o6HapyxeHus1. CrocoOs!
BHenpeHus. [IpumMepsl ceTeBbIX atak. TposHCKHe
HPOTPaMMBI, JTIOKH, SKCIUIONTEL. TeXHOJIOrHU
caMo3aIUTEL. MeCTO U poJib MEKCETEBBIX SKPaHOB
(MD) B obecnieuennu H6e3omacHOCTH pecypcoB AC.
B03MOXHOCTH M OTpaHHYEHHS aHTHBHPYCHBIX
nporpamm. Crienuann3upoBaHHbIC CPEICTBA U
METO/IbI BBISIBJICHHUS BPEIOHOCHBIX IPOTPaMM.

12

CpezcTBa 3aliThl 1
HamaaeHus

WudopmanronHas BoitHa n HHGOPMAIIIOHHOE
opyxue. OCOOEHHOCTH TEXHUYECKUX CPEJICTB
“HPOPMAIOHHOH BoHBL. Kiaccugukanus cpencrs
3aIuThl U HanageHus. Knaccudukarms
9NIEKTPOHHBIX YCTPOICTB MepexBaTa nHGOPMaIHH,
BHEZIPSEMBIX B CPEJICTBA BBIYUCIIUTEIIBHON TEXHHUKH.
CpezcTBa CHIIOBOTO IECTPYKTUBHOT'O BO3/ICHCTBHS

(CIB).

12

VHHUUTOXKECHHE
nHpOpMAIHH

Heo0xomMMOoCTh YHHUYTOXKEHHS JOKYMEHTOB.
OcobeHHOCTH yaaneHus: HHGOopMaLuy ¢
ANIEKTPOHHBIX HocuTened. [ToMTHKa YHHYTOXKEHUS
JAaHHBIX. Y HIYTO)KeHNE KOHQHUCHIINATbHON
nH(popMarmy (TIaHOBOE U 3KCTpeHHoe). Ciens! B
ceTd. YHHUKaJIbHbIE UICHTH(OUKATOPHI HHTEPHET-
NIOJIb30BATENIeH U DJIEKTPOHHBIE "OTIeyaTKu".
KoH(MUACHIIMATBHOCTH B COIMATBHBIX CETSX.

12

3amuTa HHPOpPMAIIH OT
YTEUKH 110 TEXHHYECKUM
KaHalam

VYTeuku: noHsATHE, BUbl. TUIIOBBIC KaHAJIbl YTEUKU
nHpopmarmyn. TexHuueckne KaHabl yTeUKH.
CpencTBa 1 METOABI OOHAPYKEHHS TEXHHIECKIX
KaHaJIOB yTeuku nH(opMaryu. CHCTEMBI 3alIUTHI
KOH(HICHIMAIBHBIX JaHHBIX OT BHYTPEHHUX YIPO3.
TexHosorus HUQPOBHIX OTIICUATKOB.

12

Kommerorepno-
TEXHHYECKasl SKCIIePTH3a

KoMmbroTepHO-TEXHUUECKas! SKCTIepTH3a. MeTo b
sKcTiepTH3bL. [IpoBeneHne paccie0BaHUs
KOMIIBIOTEPHBIX HHIUICHTOB. VccnenoBanne
HOCHTeNel KOMITBIOTepHOH nH(opMarmm.
ArnmnapaTHO-TIpOrpaMMHBIE CPEJICTBA PACCICIOBAHUS

KOMITbIOTCPHBIX MHIIUICHTOB.

12

Htoro

18

18

72

108




5.2 IlepeyeHb JJa60pPaTOPHBIX PadoT
He mpexycMoTpeHO yd4eOHBIM TUTAaHOM

6. MIPUMEPHAS TEMATHUKA KYPCOBBIX IPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT

B cooTtBercTBUH C y‘-Ie6HBIM IIJJTaHOM  OCBOCHHEC JOHMCHHUIIIIMHBI

HE

IpeIyCMaTPUBACT BHITIOJHEHHE KypCOBOTO MpoekTa (paboThl) WM KOHTPOJIBHOM
paboThI.

7. ONEHOYHBIE MATEPUAJIBI J1JIS1 IPOBEJAEHUSA

«aTTCCTOBAH»,
«HEC aTTCCTOBAH».

JUCHUIIJINHE
7.1. Onucanue noka3zareJjieid 1 KpUTepueB OLEHMBAHNS KOMIIETEHUM
Ha pPa3IMYHbIX dTanax ux GopmMupoBaHus, ONMUCAHHUE KA OLlCeHUBAHUS

7.1.1 DTan TeKyuniero KOHTPOJsi
PesynbTarhel TEKyIIEro KOHTPOJS 3HAHWM U MEXKCECCHOHHOW aTTeCTalluu
OLICHUBAIOTCA MO CIEAYIOIIECH CUCTEME:

MPOMEXYTOUYHOM ATTECTAIIMA OBYYAIOIIUXCS IO

Komme- PesynbTaTbl 00y4yeHus, Kpurepun

XapaKTepH3yloIne ATTecTOBaH He arTecToBan
TCHIHH C(l)OpM"pOBaHHOCTI) KOMIICTCHITUHA OHeHHBaHHﬂ
OIIK-1 (3Hnats: 3HaHHE OCHOBHBIX Brimonsaenue pador B Hesbinonnenue

- MOHATHS MH(OPMAIHH,
UHPOPMAIMOHHON

ompeneneHuii B chepe
HHPOPMALMOHHON

CPOK,
IIPelyCMOTPEHHBIN B

paboT B CPOK,
IIPelyCMOTPEHHBIN B

6e30MacHOCTH, MECTO U POJIh 6e30acHOCTH B pabouux mporpaMmax pabounx
uHpopmannonHoi 6e3onacuoctu |coorBercTBun ¢ 'OCT P | 3ammra pedepara MporpaMmax
B CUCTEME HAaLlMOHAJILHOM HNCO/MDBK 27000: Pedepar ne
6e3omacHoctu Poccuiickoii CTPYKTYPBI U 3a/1a4 TIpeACTaBICH
denepanun, OCHOBBI CHCTEMBI 00ecIieueHUs
rOCYZapCTBEHHON nH(popManmoHHOH
nH(pOpPMAMOHHOH MOTUTHKHY; 6e3omacnoctu Poccny;
- OCHOBHBIE CPE/ICTBA U CIIOCOOB! |HOPMATHUBHO-TIPAaBOBOI
obecrieueHnst HHGOPMAIMOHHOW |0a3bl HHYOPMALIMOHHOM
6e30M1acCHOCTH, IPUHIUIIBI 6e30macHOCTH;
IIOCTPOEHHUS] CUCTEM 3aLUTBI craniaproB B cepe Ub;
nHpOpPMALIIT KJ1accu(UKaIuy CPeCTB

3aIUTHl HHOpMaIHU
YmeTs: YMEHUE OINPEIEIATh Brimonnenue pabot B Heswinonuenue
- KJTacCU(UIINPOBATh TpeOOBaHUS 10 3aIUTE CPOK, paboT B CPOK,

3aIIMIaeMyro HHpOpManuio 1Mo
BHUJaM TailHBI M CTETICHAM
KOH(UAEHIIMAILHOCTH;

- KIlaccupUIPOBaTh U
OLICHUBATh YIPO3bI
nH(popManMoHHO# 6e30macHOCTH
U1 00BbeKTa HH(pOpMaTH3aINN

rocyJapCTBEHHOMN TalHBI
B COOTBETCTBHHU C
PYKOBOJSIIIUMU
nokymentamu @CTIOK
Poccuu;

YMEHUE OIpPEeNesITh
TpeboBaHUs IO 3aIUTE
MIEPCOHANBHBIX JTAHHBIX
B COOTBETCTBHU C
PYKOBOISIIIAMHA
nokymernTaMu @CTIK
Poccuu;

IIPEyCMOTPEHHBIH B
pabounx mporpammax

MpeIyCMOTPEHHBIN B
pabounx
nporpammax




OLICHUBATh U
KiaccuuImpoBaTh
YIpo3sl
nHpopMannoHHOI
6e3omacHOCTH

Bnanets:

- HaBBIKAaMH Pa3pabOTKu
MTOJINTUKH WH(HOPMATMOHHON
0e30aCHOCTH OpTaHU3aIHA

Bnagenune
WHCTPYMEHTAJIbHBIMH
CpeACTBaMH,
UCTIONb3YEMBIMH IS
aBTOMAaTH3aIUI
pa3paboTku
JIOKyMEHTaIuu B cepe
Wb

BrimonHeHue paboT B
CPOK,
TIPeyCMOTPEHHBIN B
pabounx mporpaMmMax

Hesbinonnenue
paboT B CPOK,
TIPeyCMOTPEHHBIN B
paboumnx
porpaMMax

7.1.2 ITan NpoMe:KyTOYHOr0 KOHTPOJIS 3HAHUIA
Pe3ynbraTtel MPOMEXKYTOYHOTO KOHTPOJS 3HAHWW OIICHUBAIOTCI B 2
ceMecTpe Jj1sl O4HOU (PopMbl 00yUEHHUSI IO IBYX0aUIbHOM CUCTEME:

«3a4YTCHO»
«HC 3a4TCHO»

Kommne-
TeHIHs

PesyabTaTsl 00yuyeHus,
XapaKTepu3yoimue
copMHPOBAHHOCTH KOMIETEHIMH

Kpurepuu
OlleHUBAHUS

3aureHo

He 3aureno

OIIK-1

3HaTh:

- MOHATHS MH(POPMAIHH,
MH(POPMAMOHHON
0e30MacHOCTH, MECTO U POJTh
MHPOPMAITMOHHON 0€30MMaCHOCTH
B CHICTEME HAI[HOHAIEHOU
6e3omacHoctr Poccuiickoit
®Deneparii, OCHOBEI
rocyJ1apCTBEHHOM
nH(OPMALMOHHOM MOJIUTHKHY;

- OCHOBHBIE CPEJICTBA U CIIOCOOBI
obecrieueHns: HHPOPMAIIMOHHON
6e30MaCHOCTH, IPUHIIUIIBI
MOCTPOEHHUSI CUCTEM 3alUThI
nHpOpMATTH

Tect

BrinosHeHue TecTa Ha
70-100%

BrimosHeHue MeHee

70%

YMers:

- KJIacCU(pHIMPOBATH
3aI0UIIAEMY0 HHPOPMALHIO 110
BUJaM TailHBl M CTENICHAM
KOH(HICHINATBHOCTH;

- KJIaCCU(HIUPOBATh U
OLICHUBATh YIPO3bI
MHGOPMAIMOHHON 6€30I1aCHOCTH
U1 00BbeKTa HH(pOpMaTH3aINN

Pemenue crannapTHbIX
MPaKTHYECKNX 33124

IIponemoHcTpupoBaH
BEPHBIH X0J1 peIICHNS
B OOJIBIIMHCTBE 3a/1a4

3amaun HE PelIeHBI

Branets:

- HaBBIKAMH Pa3pabOTKH
MOJUTUKHA UHPOPMAITMOHHON
0e30MaCHOCTH OpPTaHU3aIHN

Pemenue npuknaaHeix
3aJa4 B KOHKPETHOU
IpeAMETHON 00acTn

IIponemoHcTpupoBaH
BEPHBIN X0 pEIICHUs
B OOJIBIIMHCTBE 33/1a4

3amaun HE PELICHBI

7.2 IlpuMepHbIi

nepeveHb

OI€CHOYHbIX

CpelcTB

(TunosbIe

KOHTPOJIbHbIE 3aIaHUsI WU HMHble MaTepuasibl, HEOOX0AUMbIE VISl OLIEHKH
3HAHUM, YME€HHUI, HABBIKOB U (MJIH) ONbITA 1€ATEJILHOCTH)

7.2.1 TlpuMepHBIii nepeyeHb 3aIaHUMH IS MOATOTOBKY K TECTUPOBAHUIO

1. Ungopmayus smo -




- cBelleHus, nocrymnatomue ot CMU

- TOJIPKO IOKYMEHTHPOBAHHBIC CBEICHMSI O JIMIAaX, IpeaAMeTax, hakTax,
COOBITHSX

- CBEJICHHUSI O JIMIAX, IpeaMeTax, akTax, COOBITHSIX, SBICHUSX U
poIieccax HE3aBUCUMO OT (hOPMBI UX MPEICTABICHUS

- TOJIBKO CBEACHUS, COJICPIKAIINECS B SJIEKTPOHHBIX 0a3axX TaHHBIX

2. Ungpopmayus, 3agpuxcuposanuas na mamepuarbHom Hocumere, ¢
DPEKBUUMAMU, NO3BONAIOUUMU ee UOeHMUDUYUPOBAMb, HA3bIBAEMCS

- IOCTOBEPHOM

- KOH(UICHITMATEHOM

- TOKYMEHTHUPOBAaHHOM

- KOMMEPUYECKON TalHOU

3. @opmbl 3auumol UHMETEKMYATbHOU COOCMBEHHOCTU -

- aBTOPCKOE, MATCHTHOE MTPaBO ¥ KOMMEpUYEecKas TaitHa

- HMHTEJUIEKTyaJbHOE IMPAaBO U CMEKHBIC TTpaBa

- KOMMepUeCcKasi ¥ TOCYJapCTBEHHAs TaliHa

- TPaXKIAHCKOE U aIMUHUCTPATHBHOE MPABO

4. Ilo oocmynnocmu ungopmayus Kiaccupuyupyemcs Ha

- OTKPBITYI0 HH(POPMAITUIO B TOCYIaPCTBEHHYIO TaliHy

- KOH(UICHIINATBHYIO HHPOpMAITUIO U UHPOPMAIMIO CBOOOIHOTO JI0CTyTa

- UH(QOPMAIIHIO C OTPAHUYEHHBIM JIOCTYTIOM U O0IIEAOCTYITHYIO
uH(bOpMaIIIo

- BUJIbI HH(GOPMAIINH, YKa3aHHBIE B OCTAJIbHBIX MTyHKTaX

5. K konguoenyuanvrotl ungopmayuu omHocames 0OKyMeHmol,
cooepoicaujue

- TOCYJapCTBEHHYIO TalHY

- 3aKOHO/IaTEIILHBIC AKThI

- "HOoy-xay"

- CBEJICHMSI O 30JI0TOM 3aItace CTPaHbl

6. 3anpeweno omHocums K UHGOPMAYUU 0SPAHULEHHO20 00CMYNA

- TH(QOPMAITHIO O YPE3BBIUAWHBIX CUTYAITUIX

- TH(OPMAITHIO O ACATEIBHOCTH OPTaHOB TOCYIAPCTBEHHOMN BIACTH

- TOKYMEHTBI OTKPBITBIX apXUBOB U OMOJIHOTEK

- BCE, MEPEUYHNCICHHOE B OCTAIbHBIX MMyHKTaX

7. K konguoenyuanvrou ungopmayuu ne 0mHocumcsi

- KOMMEpYECKas TaiiHa

- IEPCOHAJIbHBIE JAaHHBIC O TPaKIaHAX

- FOCYIapCTBEHHAs TaliHa

- "HOY'Xayn

8. Bonpocwvl unopmayuonnozco oomena pe2yrupyromces (...) npagom

- TpaKIaHCKUM

- UHQOPMALIMOHHBIM

- KOHCTHTYITHOHHBIM

- YTOJIOBHBIM

9. Konguoenyuanovuas ungopmayus 3mo



- CBEJICHHMSI, COCTABJISIONINE TOCYAAPCTBCHHYIO TAHY

- CBEJICHUS O COCTOSHUU 3I0POBbS BBICIIHMX JTOJDKHOCTHBIX JIHI]

- TOKYMEHTHPOBaHHAass HHGOPMAITUS, TOCTYI K KOTOPOH OrpaHUYUBACTCS B
COOTBETCTBHUM C 3aKOHOJATEIHLCTBOM P®

- JaHHBIC O COCTOSIHUU IPECTYITHOCTH B CTPaHE

10. Kakas ungopmayus noonexcum 3awume?

- nH(pOpMAITU, TUPKYIHPYIONAs B CHCTEMAaxX U CETSIX CBSI3U

- 3a)MKCUPOBaHHAs Ha MaTepUATbHOM HOCUTEJIC HH(POPMAIIHS C
PEKBU3UTAMH, ITO3BOJISIOIIUMHE €€ UICHTU(UIIUPOBATH

- TOJIbKO MH(OPMAIIHSI, COCTABIISAIOIIAS TOCYIaPCTBCHHBIC
UHOOPMAITMOHHBIC PECYPCHI

- TF00as TOKyMEHTHPOBaHHas HH(POpMaIIHs, HEIIPAaBOMEPHOE OOpaIllCHUE C
KOTOPOM MOXXET HAaHECTH YIIepO ee COOCTBEHHHKY, BIIJICIIbIy, MOJIb30BATEIIO U
UHOMY JIMITY

7.2.2 TlpumepHblii NepevyeHb 3aJaHMii AJIsl pelleHHs] CTAHIAPTHBIX
3aga4

1. Cucmema 3awumel 20cy0apCcmeeHHbIX CeKpemos onpeoensemcs 3aKkOHOM

"O06 unpopmarun, nHOOPMATHU3AIMH U 3alUTe HHPopmarun"

"O0 opranax ®CB"

- "O rocynapcTBeHHOM TaliHe"

- "O 6e3onacHoCcTH"

2. Knaccugpuxayus u 6uovt un@opmayuoHubix pecypcos onpeoeietbl

- 3akonoMm "O0 uHdopmaruu, HHGOpMaTU3AIUHU U 3a1UTe HHGOpMaIu"

- ' paxxgaHCKUM KOJEKCOM

- Koncrurynuen

- BCEMH JIOKYMEHTaMH, TTEPEUYUCICHHBIMU B OCTAJIBHBIX ITyHKTaX

3. Dopmoti npasoesotl 3auumsl IUMeEPAmMmypHbIX, XyO00HCECMBEHHbIX U
HAYYHBIX NPOU3BEOEHUl A611emcsl (...) npaso

- TUTEpaATypPHOE

- XyJI0’KECTBEHHOE

- aBTOPCKOE

- TATCHTHOE

4. 3anpeweno omHocums K UHHOpMaAYUU ¢ 02PaAHUYEHHBIM OOCHLYNOM

- 3aKOHOJIaTENILHBIC aKThI, UHPOPMAITHIO O UPE3BBIUAWHBIX CUTYAIUIX U
uH(OPMAITUIO O NEITEILHOCTH OPTaHOB rOCYIAPCTBEHHOM BiIacTH (KpoMe
roCcy1apCTBEHHOM TalHbI)

- TOJIbKO HH(OPMAIIHIO O YPE3BBIYANHBIX CUTYAIIASIX

- TOJIbKO HH(POPMAIIHIO O IEATETLHOCTH OPTAaHOB FOCYJaPCTBEHHOM BIACTH
(KpoMe rocyJapCTBEHHOM TaiiHBbI)

- IOKYMEHTBI BCceX OMOJIMOTEK U apXHUBOB

5. K kommepueckoti matine mocym Obimb OMHECEHbl

- CBEJICHHSI HE SIBJISIONTUECS TOCYAapCTBEHHBIMH CEKPETaMHU

- CBEJICHMUSI, CBSI3aHHBIE C MPOU3BOJICTBOM U TEXHOJOTUYECKON
uHpopmarmein



- CBEJICHUS, CBSI3aHHBIC C YIPaBJICHUEM U (DUHAHCAMHU

- CBEJICHUS, IEPEUNCIICHHBIC B OCTAJIbHBIX MTyHKTAX

6. Kaxkoti 3akoH00amenvbHblil akm coO0epuHCUm c8edenus no 3awume
KOMMep4eCKoUu matitol?

- 3akoH "OO0 aBTOPCKOM MpaBe U CMEKHBIX ITpaBax"

- 3akoH "O kKomMMepUeckoi TaiiHe"

- [laTeHTHBIN 3aKOH

- 3akoH "O mpaBoBo# oxpaHe nporpamm st IBM u 6a3 naHHbIX"

7. K unghopmayuu oepanuvenno2o docmyna ne OmHoCumcs

- TOCyJapCTBEHHas TaliHa

- pa3mMep 30JI0TOTO 3araca CTpaHbI

- TepPCOHAJIbHBIC JJaHHbBIC

- KOMMeEpUecKas TaiiHa

8. Cucmema 3awyumuol 20cy0apCmeeHHbIX CeKPemos

- ocHOBBIBaeTcsd Ha YroysoBHoM Konekce PO

- pEryJIMpyeTcs CeKPETHBIMUA HOPMATUBHBIMU JOKYMEHTaMHU

- onpeneneHa 3akoHoMm P® "O rocymapcTBeHHOM TaiHE"

- OCYIIIECTBIIACTCS B COOTBETCTBUH C 11.1-3

9. Jloxymenmul, cooeparcaujue 20Cy0apcmeeHHy0 maiHy CHAO#CAIOMCs
epughom

- "cexpeTHO"

- ""COBEpIIEHHO CEKPETHO"

- "oco0oit BaxxHOCTH"

- YKa3aHHBIM B 11.1-3

10. Ilpedenvusiti cpok nepecmompa paree yCmano8IeHHbIX 2pUGos
CeKpemHocmu cocmaeisiem

- 5 mer

-1 rox

- 10 ner

- 15 ner

7.2.3 llpumepHBbIii epeveHb 3aAaHU U151 pellleHusl MPUKJIATHBIX 3a/1a4

1. IlporpaMmMHoOe cpeACTBO 3aIUTHI MHGOPMaIIUH

- kpunrorpadus

- ICTOYHUK OecriepeO0NHOTO MUTaHUS

- p€3epBHOE KOIIMPOBAHUE

- TyOIMpoBaHUe JaHHBIX

2. O0ecnevyeHue 10CTOBEPHOCTH U NMOJHOTHI HH(POPMAIIUH U METO/I0B ee
00padoTKu

- KOH(UICHIINATBHOCTh

- LIEIOCTHOCTD

- IOCTYITHOCTh

- 11€JIECO00Pa3HOCTh

3. Kak nHa3biBaeTcsi 10KyMeHT B nnporpamme MS Access?

- Ta0iuna



- 0a3a JaHHBIX

- KHUTa

- popma

4. Buabi 3amuthbl BJ1

- 3aIIMTa [MAPOJIEM, 3aIUTA MTOJIH30BATEIEM

- Yu€THasl 3aliCh IPyNIbl aAMUHUACTPATOPA

- IPUJIOKEHNE, KOTOPOE UCTIONB3YETCS VIS YIIpaBIeHUs 0a30i JTaHHBIX

- rpynma Users

5. 3ammuTa yepe3 npasa A0CTyNa 3aKJII0YAETCA

- IPUCBOCHUH KaXKJIOMY TOJIb30BaTEIIO ONpEIeIEHHOro Habopa npas

- 3amepeTb CepBepbl B CHEIUAIBHOM IOMEIIEHUU C OrPaHUYCHHBIM
JIOCTYIIOM

- IPUCBOUTH MAPOJIh KAKIOMY 00IIEIOCTYITHOMY Pecypcy

- B HAJIM4YUU IpeoOpazoBaTeibsi MUKpohoHa

6. HanOos1ee pacnpocTpaHeHHbIN KpUnTorpaguyecKuii Ko/

- Koxg X»omMmuHTa

- kox Puna-Conomona

- ko1 Mop3e

- UTEPATUBHBIN KOJI

7. ®yuknus texunosoruu RAID 5

- JUCKOBBIM MAacCHUB IMOBBIIIEHHON MPOU3BOAUTEIBLHOCTH C YE€PEIOBAHHEM,
0€3 0TKa30yCTOMUYUBOCTH

- 3apE3epBUPOBAH JJISI MACCUBOB, KOTOPbIE TPUMEHSIOT KO XEMMHUHTa

- XpaHUT OJIOK YETHOCTH HA OJTHOM (DPU3UIECKOM JTUCKE

- pacrmipeenseT nH(pOpMaIUIo 0 YETHOCTH PaBHOMEPHO 10 BCEM JIMCKaM

8. Kakoii cnmocod naHHble, AyOJUpPYys W pa3Meliasi UX Ha Pa3jIMYHbIX
(pu3uyecKux HOCUTEISIX (HAIpUMeEpP, HA Pa3HBIX AUCKAX)

- KypHai pe3epBHOTO KOMMPOBAHUS

- OTKa30yCTOMYUBBIE CHCTEMBI

- MeTton pe3epBHOrO KONMUPOBAHUS

- llludppoBanue naHHBIX

9. MexKaAYHAPOAHBIM CTAHJAAPTHBIM KOJAOM SIBJISIETCH

- Unicode

- CP866

- ASCII

- DOS

- Altair

10. YTtuaura Setup 3o - ?

- yTriMTa BXozsmas B coctaB BIOS

- yTuiuTa coaepikaiiee B cede BIOS

- BIOS He conepxut ee

- HacTpoiika cuctemsl BIOS



7.2.4 TlpumepHblii nepevyeHb pedepaTon

1. JoxtprHa nHbOpMAIMOHHON Oe30macHoCTH PO

2. CtpaTerust HallMOHAJIBHOU Oe3omacHOCTH PD

3. ®enepanbublii «O0 nHbDOpPMAIN, HTHPOPMAITMOHHBIX TEXHOJOTHIX U O
3amuTe nHHOpPMAITUN

4. 'ocynapcTBeHHas TaiiHa. HopMaTHBHO-TIPABOBBIE aKThI

5. 3amuTa nepcoHaIbHbIX TaHHBIX. HOpMaTUBHO-IPABOBBIE aKThI

6. Kommepueckas TaitHa. HopMaTUBHO-TIPaBOBBIE aAKThI

7. DnextpoHHas noanvuck. HopMaTuBHO-NIPaBOBBIE AKThI

8. 3amura nndopmaiuu, coaepxaiiencs B tHQPOPMaIMOHHBIX CUCTEMAX
OOIIEro MOJIb30BaHUSI.

9. 3ammra uadopmaluu, He COCTABIIAIONICH rOCYJTapCTBEHHYIO TaliHY,
coJieprKallleicst B rOCy1IapCTBEHHBIX HHPOPMAITMOHHBIX CUCTEMAX.

10. Kputnueckas uapopmanronsas nHppactpykrypa. HopmatusHo-
MIPABOBbBIC AKTHI.

11. F'ocCOIIKA

12. CrangapTsl B 001aCTH MHPOPMALIMOHHOM 0€30MaCHOCTH.

13. JIuueH3upoBaHue AeATEIbHOCTH, CBI3aHHOM C 3alIUTON HH(DOpMALIIH.

14. Ceptudukanus cpeacTB 3alluThl HHGOPMALIUU

15. Atrectanus 00beKTOB HHPOPMATU3ALMH 110 TPEOOBAHUAM
6e3omnacHocTH HH(pOpMAIUU

16. Pa3paboTka noJuTUKY MHPOPMALIMOHHOM 0€30MMacHOCTH Ha
NpeanpUATUN

17. Pa3paboTtka Moienu yrpo3 06e30macHOCTH HH(OPMAITUU OpraHu3alliu

18. Pa3HoBHIHOCTH KHuOepaTak

19. AnTonorust kubeparax

20. CiocoObl MOIIEHHUYECTBA B KOMIIBIOTEPHBIX CUCTEMAX

21. KomnproTEpHBIE PECTYIUICHNS — IEPCOHAIUN

22. CoumanbHas HHKEHEPUS

23. Ucropus kpuntorpaduu.

24. [lludpoBanpHas MalInHa « JHUTMaY

25. YcTpoiicTBa AJis MINMAOHAXKA U 3aIUTa OT HUX.

26. buoMerpuieckue METoIbl ayTeHTUPUKALUUA U 0030p YCTPOUCTB.

27. 3amuta nHOpMaIuu B CETAX nepenadn nanubix. Co3manue
3aIMIIEHHBIX CETEeH Mepenadn JaHHbIX.

28. NnxkeHepHO-TeXHUUECKUE CPEACTBA 3alIUThl. CUCTEMBbI KOHTPOJIS
yrpasiieHus 1octynomM. OXpaHHOE TeJIeBUACHUE.

29. CpenctBa Jy1s OLICHKHA PUCKOB

30. KomnerotepHas creranorpadus

31. AnnapatHo-niporpaMmmHubie KoMIUIeKChI 3amuThl oT HCJI. Cuctemsl
JIOBEPEHHOM 3arpy3Ku

32. Cucrembl 0OHApYKEHUSI BTOPKEHUN

33. O0630p yrpo3 u TexHojoruii 3amutel Wi-Fi-ceteit

34. Texnonoruu RFID. CpaBuenue ¢ QR-ko/10M U ITPUX-KOAOM

35. IleHTeCTUHT



7.2.5 IlpumepHBblii NepevyeHb BOMPOCOB VISl MOJATOTOBKH K 3a4eTy

1. JlaitTe onpenencHue «uHDOpMAIUsD», «3amuiiaemas nHhopMamms». Kak
kinaccudummpyercss uHGOpMAIUs B 3aBUCUMOCTH OT KaTErOpUU JOCTyMa, OT
MOPSIKA €€ MPEOCTABICHUS WJIH PACIPOCTPAHEHUS?

2. JlaiTe onpeneneHue «3anmra nHhpopManum». YTo SBIIETCS MPEIMETOM
3aIUTHI?

3. JlaiiTe ompeneneHus: «yrpo3a», «BO3JICUCTBUE», «HUCTOYHHMK YIPO3»,
«YSI3BUMOCTBY, «YIIEPO», «PUCK», «MTHPOPMAILIMOHHBIN PUCKY.

4. YUto Takoe «MHIHUACHT UH(POPMAIMOHHON 0€30MaCHOCTH» U «COOBITHE B
cucteMe HHGOPMAIIMOHHON 6e301acHOCTH» ?

5. Yro npencrapisier coO0M MOIEIb 3I0yMbIIUICHHUKA?

6. Uto takoe «3ammrHas mepa»? KakoBa cTpykrypa 3amuTHeIX Mep? Uto
OTHOCHUTCS K 0230BBIM 3aIIUTHBIM Mepam?

7. Yto mpenctaBisgeT coOo cuctema obecreueHus: oezomacHoctu? Kakue
3aJla4yd OHA perract?

8. JlaiiTe ompenenenne «uHGpOpMalMOHHAs 0€30IMaCHOCThY U MEPEUHCIINTE
OCHOBHBIE €€ COCTaBJISIOIIHE.

9. Ilepeunciure U 0XapakTEpU3yUTE OCHOBHBIC BUJIbI TAKH.

10. Yto mpencrapisieT coOoi cucTeMa MEHEKMEHTa WH(OPMallMOHHON
oe3onacHoctu? [lepeuncaure u 0XapakTepU3yuTe OCHOBHBIE MPOIIECCHI, BXOSAIINE
B Mozaeis PDCA.

11. Yro Takoe «monauTuka uHdopmamonHon 6ezonacHoctu»? [lepeuncoure
OCHOBHBIE €€ TIOJIOKEHUS.

12. Yro mnoHuMaeTcs TMOj] HAIMOHANBHON Oe3omacHocThio P®? Uto
OTHOCHTCS K HallMOHAJIbHBIM HHTepecaM Poccum B mHbOpManuoHHou cdepe?
[TpuBenuTe X Ki1accuPpuKaluo, B COOTBETCTBUU ¢ JIOKTpUHON HH(DOPMAITMOHHON
oe3onacHoctu PO.

13. Yto mnonumaercs mnoJa HUHPOPMALMOHHOM Oe3omacHocThi0 PD?
[lepeuncnure OCHOBHBIC 3a7auM oOecTedYeHUs MHPOPMAIIMOHHOW O€30MacHOCTH
P®.

14. Tlepeuncnute BuABI yrpo3 uHbopmannonHo Oe3omacHoctu PD. Urto
OTHOCHUTCSl K BHEIIHUM U BHYTPEHHHUM HCTOYHHUKAM Yrpo3 HHGOpPMalMOHHOU
6e3onacHoctu PO.

15. Yro Bxomur B OONIyI0 CTPYKTYpY TOCYJIapCTBEHHON CHUCTEMBI
oOecrieueHust nHOOpPMAITMOHHON Oe30macHOCTH PD?

16. Tlepeuncnaute ocHOBHBIE (GyHKIMH W 3amaum, permaembie DCTOK
Poccun.

17. Kakue 3amaum pemiaeT TroCyJapCTBEHHAs CHCTEMa OOeCreYeHus
nH(OPMAITMOHHONW 6€30MaCHOCTH?

18. Ilepeuucnure OCHOBHBIE MPUHIMIBI TOCYJIaPCTBEHHON IMOJUTHUKHU
obecnieueHust nHPpopMarmoHHou 6e3onacHoctu PD.

19. [lepeuncauTe OCHOBHBIC MEPOTIPUSITHS 110 pealn3alliy roOCy1apCTBEHHON
MOJIMTUKKU oOecreueHusi nHpopmalmoHHo 6e3onacHoctu P®, onpeneneHHbie B
Joxtpune uapopmamoHHon 6e3onacHoct PO.



20. B uem 3akirodaeTcs IpaBoBoe oOecrieueHue HHGOPMAIMOHHON
oe3onacHoctu? UTo moHUMAaETCs 1MoJi HOPMATUBHO-TIPABOBBIM aKTOM?

21. Onumure CTPYKTYpy HOPMATHBHO-TIPABOBOTO ¥ CIIPABOYHOTO
oOecrieueHuss HHPOPMAIMOHHON 0€30MacHOCTH WH(GOPMAIIMOHHBIX TEXHOJOTHH,
OXapaKTEPU3YHUTE OTACIbHBIE KOMIIOHEHTHI.

22. Kakume MeXmTyHapOIHBIE OpTaHMW3AIlMU 3aHUMAIOTCS Pa3padOTKOM
HOPMATHUBHO-TIPABOBBIX AKTOB B 00J1aCTH MH()OPMAIIMOHHOM OE30MaCHOCTH.

23. OnuiuTe OCHOBHBIE KOHIENTYaJIbHBIE JIOKYMEHTBI, OIpPEIeIsIonue
OCHOBY 3aIllUThl HHpopMaluu B Poccun.

24. llepeuucnute OCHOBHbIE (enepanbHble 3aKoHB PD, ompenemnstomue
cucTemMy 3aiuThl nHpopmaiuu B Poccun.

25. Kakue BciomoraTenbHble HOPMATUBHBIE aKThl PETYJIUPYIOT MPOLECC U
MEXaHU3Mbl MCTIOJTHEHUS TOJOKEHUUA M TpeOOBaHUU K cucTeMe oOecreueHus
nHpOpPMALIMOHHOK  Oe3omacHOCTH  rocyaapcrBa?  Jlaiite  uX  KpaTKylo
XapaKTePUCTUKY .

26. Kak xmaccuuiupyroTcst HHPOPMAIMOHHBIE CHCTEMBI B 3aBHCIMOCTH OT
KaTeropuu 1 00beMa 00padaThiBaeMbIX MIEPCOHANBHBIX JAHHBIX ?

27. IlepeunciuTe OCHOBHBIE PYKOBOMSINNE JOKYMEHTHI ['ocTexkoMuccuu
Poccun. Jlalite nx KpaTKyto XapakTEPUCTHUKY.

28. Ilepeuncnure OCHOBHBIE HOPMATHBHO-METOIUYCCKHUE JTOKYMEHTHI
OCTIK Poccum B 001aCTH 3alIUTHl IEPCOHATBHBIX JaHHBIX. J[aiiTe UX KpaTKyIo
XapaKTEPUCTHKY .

29. Ilepeuncnure ocHOBHBIE pyKoBosiue 1okyMeHTe DCTIOK Poccun no
3aIMTEe KIFOUYEBBIX CHCTEM HH(POPMAIIMOHHON MHGPACTPYKTYPHI.

30. Ilo xakuMm mapaMeTpaM MOTYT KJIAcCU(UIIMPOBATHCA  YIPO3bI
uHpopmarmonHorr Oe3zonacHoctu? [IpeacTaBpTe CUCTEMHYIO KacCHU(UKAIUIO
yIrpo3 HH(pOPMATMOHHOW 0€30MACHOCTH U JIATE UX KPATKYIO XapaKTEPUCTHKY.

31. Ilepeuucnute OCHOBHBICE TPEANOCBUIKM  TIOABICHUS  YIpoO3
nH(pOpMaITMOHHOM 0€30MaCHOCTH, AalTe UX KPATKYI0 XapaKTEPUCTHUKY.

32. Uro moOHMMAaeTCS T0J WCTOYHUKOM YyTpo3bl HHGOPMAIMOHHON
oe3onacHocTu? [laiiTe MX KpaTKyl0 XapaKTepUCTHUKY.

33. Ilepeuncnure oOcCHOBHBIE THUIIBI KuOeparak. JlaldTe uX KpaTKyro
XapaKTePUCTHKY .

34. OnuimTe OCHOBHBIE COCTABIIAIONIME MOJETH yTpo3 UHPOPMAITMOHHOM
0€30IaCHOCTH.

35. Uto Takoe kKaHaJlbl HECAHKIIMOHUPOBAHHOTO TOJIyYeHHUS WHGOpMAITIN?
Ha kakue Kiacchl M IO KaKUM MPU3HAKAM OHH JIEATCS ?

36. Ilo xakuM  TpU3HAKaM  KIACCUDUIMPYIOTCS  YA3BUMOCTH
nH(popMaImoHHON 6e3omacHOCTH? JaliTe UX KPaTKylo XapaKTEePUCTUKY.

37. [TIlepeunciute W OXapaKTepU3yHUTE OCHOBHBIC METOJBl OLICHKHU
yA3BUMOCTEM.

38. Kakue BbIACNAIOTCS KAaTErOpUU CTaHIAPTOB MO 3aiuTe MHGOpMaru?
YeMm oTiHMyalOTCs TOOPOBOJIbHBIC, PETYIHUPYIOUIME CTAHIAPTHI U PEryJISATUBHOE
UCI0JIb30BaHUE JOOPOBOJIBHBIX CTAHAAPTOB?



39. Ilepeuncnure Haubojee HW3BECTHBIC 3apyOeKHbIE U OTCUYECTBEHHBIC
CTaHJIapThI B 00JaCTH HHPOPMAITMOHHOM 6e301acHOCTH?

40. Yto Takoe MpOM3BOJIHHOE W MPUHYAUTEIHLHOE YIIPABJICHHUE JOCTYIIOM?
[lepeunciure W OXapaKTepU3YHTE OCHOBHBIC JJIEMEHTHI MPUHYAUTEIHHOTO
YIPABJICHHS TOCTYTIOM.

41. ITo KaKUM KpUTEPHUSIM KIACCU(PHUIMPYIOTCS CPEACTBA 3AITUTHI JaHHBIX ?
Yro takoe hopmanpHbie U HePOpPMaATbHBIE CPEACTBA 3AIIUTHI?

42. Kakue 3aiaud pemiaroT, ¥ MO0 KaKUM MpU3HAKaM KJIACCU(PUIUPYIOTCS
bu3nUecKue cpeicTBa 3aluThl THGOpMALIH?

43. Ilepeuncnute OCHOBHBIC METOJIbI OMOMETPUYECKON WISHTU(PUKAIIY.

44, Yto Takoe oOTKazoycToiuuBbie auckoBble MaccuBbl (RAID)? Kakwue
BbIACISIIOT YpoBHU RAID 1 kakve mpUHIMITBI OpraHu3aliy 3a7105KEeHbI B HUX?

45. Kpunrorpaguueckue METOIbl U CPEJICTBA 3aIIUTHI IAHHBIX, OCHOBHBIE
MOHATHUS: KpUNITOTpadusi, OTKPHITEIA TEKCT, MU(POBAHUES JAHHBIX, (P, KITFOU,
KPUTITOAHAIN3, KPUIITOJIOTHSI.

46. Krnaccubpukamus KpuUNTOrpapuUecKUX METOJIOB MPeoOpa3oBaHUs
uH(popmMarmu.

47. OTedyecTBEHHbBIN CTAaHIAPT HA MIU(PpOBaHUE JAHHBIX.

48. CoBpeMEHHbBIE CHMMETPUYHBIEC CUCTEMBI MHU(DPOBAHU.

49. DnexktpoHHas nuppoBasi NOANKUCH

50. KomnsroTepHas creranorpadusi.

51. BpengoHocHbIe mporpaMMbl U UX KJIacCU(PUKaIus.

52. MeTopl 0OHApYKEHUS U yIaJeHUsI KOMITBIOTEPHBIX BUPYCOB.

53. IIporpaMmHbIe 3aKJIAJAKA U METObI 3aIUTHI OT HUX.

54. IlpuHIUOBl TOCTPOEHUS CHUCTEM 3alIUTHl OT  KOMUPOBAHMS.
Knaccuduxarus.

55. Metoasl U cpeAcTBa 3alIUThl HH(OPMAIIMU OT HECAHKIMOHUPOBAHHOTO
JOCTYTIA.

56. AytenTudukaius moib30BaTesie Ha OCHOBE MapoJieH.

57. AyteHTudukanus noiab30BaTeIei Ha OCHOBE MOJACIH «PYKOIOXKATHS.

58. AyteHTudukanus noiab30BaTeNeil Npy yIaJeHHOM JI0CTYIIE.

59. MexceTeBbie SKpaHHbl.

60. OcoOeHHocTH ynaneHuss WH(OpPMALMU C AJIEKTPOHHBIX HOCHUTENEH.
[TomuTrKa YHUUTOKECHHS TaHHBIX.

61. Cnempt B ceTH. YHUKAJIbHbIE UJICHTU(DUKATOPHI HWHTEPHET-
MOJIb30BATENICH U 3JIEKTPOHHBIE "OTHEeYaTKu'" .

62. ObecnieueHre KOHPUICHITMAIBHOCTH B COIIMAIBHBIX CETSIX.

63. MeToasl MPOBEICHNS] KOMITbIOTEPHO-TEXHUYECKOU SKCIIEPTHU3BI.

64. IIpoBeaeHue pacciae0BaHUs KOMITBIOTEPHBIX UHIHICHTOB.

7.2.6. Meroanka  BbICTABJIEHUSI OLEHKM T1IPpM  TPOBEICHUH
NMPOMEKYTOYHOM aTTeCTANNHU
3aueT MpOBOIUTCS MO OMIIeTaM, KX bl U3 KOTOPBIX COAEPKUT 3 BOIIPOCA.



[TepBrIii Bompoc oreHnBaeTcs Ha 1 6asi, BTopoi — Ha 2 6aijia, TpeTUi — Ha
3 6ayura. MakcuMaibHOE KOJTMYECTBO HAOpaHHBIX OaJLTOB — 6.

1. Onenka «3a4TeHO» CTAaBUTCS B ClIydae, €CJIM CTYJSHT Habpar oT 3 10 6
OaILIOB.

2. Onenka «He 3adTeHo» cTaBUTCS B CiIy4ae, €CIIM CTYACHT HaOpasl MeHee 3
OaILIIOB.

7.2.7 IlacmopT O1IeHOYHBIX MATEPHAJIOB

KonTponupyembie pa3aeinsl Koz . | HanMeHOoBaHUE OLIEHOYHOTO
Ne n/m KOHTPOJIUPYEMOH
(Tembl) TUCHUTLITUHBI CpeAcTBa
KOMIETEHIINH
1 OCHOBHbIE TOHATHUS U 33]]a41 OIIK-1 Tect
nH(pOpMaITMOHHOM
0€30MaCHOCTH.
2 Wndpopmannonnas 6ezonacuocts (OITK-1 Tect
Poccuiickoii denepanu
3 Mexnynapoanas, HarmonanbHast (OIIK-1 Tecr, 3amuTa pedepara
Y BEJIOMCTBEHHAsi HOpMaTHUBHAs
npaBoBas 0a3a B 00JacTu
nH(OopMaIMoOHHOM 0€301MaCHOCTH
4 bezonacHocth (3ammmennocts) |(OIIK-1 Tecr, 3amuTa pedepara
KOMIBIOTEPHBIX CHCTEM
5 Bpenonocnoe nmporpamMmmHoe OIIK-1 Tect
o0ecnieueHue
6 CpeactBa 3amuThl 1 Hanaaenus [OTTK-1 Tect
7 YHuuroxeHue nadopmanuu OI1K-1 Tect
8 3amura uapopmanuu ot yreuku (OITK-1 Tect
10 TEXHHYECKUM KaHaJlaM
9 KoMmnbroTepHO-TEXHUYECKAS OIlK-1 Tecr
HKCIIEpTU3a

7.3. Meroanueckue MaTepuajbl, ONpeleJsIIONIAe MPOUEAYPHI
OLlCHMBAHUSA 3HAHUI, YMEHUIl, HABBIKOB U (MJIM) ONBITA AeATEJIbHOCTH

TectupoBaHue OCYIIECTBISETCS, JUOO TIPH TOMOIIM KOMIBIOTEPHOMN
CUCTEMBI TECTUPOBAHMS, JUOO C UCIOJIb30BAHUEM BBIJIAHHBIX TECT-33JaHUN Ha
oymaxkxHom Hocuteine. Bpemst tectupoBanusi 30 MuH. 3ateM OCYIIECTBISETCS
MPOBEpPKA TECTa AK3aMEHATOPOM U BBICTABISETCS OIIEHKA COTJACHO METOJMKH
BBICTABJICHUS] OLICHKU MPU MPOBEJACHUU TPOMEKYTOUHON aTTECTALINHU.

Pemenne craHmapTHBIX 3adad  OCYHIIECTBIAETCS, JMOO TIPU TOMOIIU
KOMIIBIOTEPHOU CHUCTEMBbI TECTHPOBAHUS, JIMOO C HCIOJIb30BAaHUEM BBIJAHHBIX
3aady Ha OymaxHoM Hocutene. Bpemss pemenus 3amaud 30 MuH. 3arem
OCYILIECTBIISIETCS TPOBEpPKA pEIICHUs 3a/ad HK3aMEHATOPOM M BBICTABJISETCS
OIICHKA, COIVIACHO METOJWKH BBICTABJICHUSA OIEHKH TMpU  MPOBEICHUU
MIPOMEKYTOUYHOHN aTTeCTaIH.

Pemienne mnpukiIagHbIX 3a7ad  OCYIIECTBISECTCS, JHUOO TMpU TOMOIIU
KOMITBIOTEPHOW CHCTEMBI TECTUPOBAHUS, JMOO C HMCIOJIb30BAHUEM BBIIAHHBIX
3aad Ha OyMmakHOM Hocutene. Bpems pemenus 3amaud 30 mMuH. 3arem




OCYILECTBJISIETCA IPOBEPKA pPELICHUS 3a7ad 3K3aMEHATOPOM M BBICTABIISACTCS
OLICHKA, COIVIACHO METOJHUKMA BBICTABIICHUS OLECHKH TPH MOPOBEACHUU
MIPOMEKYTOYHOW ATTECTALINU.

8 YYUEBHO METOJINYECKOE U UH®OPMAIIMOHHOE
OBECIIEYEHUE JUCIHHUIIJINHBI)

8.1 Ilepeuennb yueOHO# JHUTepaTypbl, HEOOXOAMMON /JisI OCBOEHHUS
TUCHUNIIHHBI

OcHosHas numepamypa.

1. HYonopos, O.H. OcHoBbI HH(pOpMAITMOHHO 6€30MaCHOCTHU [ DIIEKTPOHHBIHI
pecypce] . - DnekTpoH. TekcToBble, Tpad. gaH. ( 0,99 M6 ). - Boponex : ®I'BOY
BIIO "Boponexckuii rocyaapcTBeHHbIA TexHUYeckui yHuBepcurter”, 2015. - 1
daiin. - 30-00.

2. HectepoB C.A., OcHOBBI HMH(POPMAIIMOHHOM O€30MacHOCTH. Y4eOHOe
rmocooune. — M.: Jlanp, 2016.- 324 c.

1. Yomopos, O.H. OcHoBBI HHGOPMAITHOHHOK 0€30ITaCHOCTH [ DJIeKTPOHHBIN

pecypc] . - DaekTpoH. TekcToBele, rpad. AaH. ( 0,99 M6 ). - Boponex :
OI'bOY

BIIO "Boponexxckunii rocy1apCTBEHHBIN TEXHUUECKNN yHUBEepcuTeT', 2015.
-1

daiin. - 30-00.

2. Hecrepos, C. A. OcHoBBI HTH)OPMAIIMOHHON 6€30ITACHOCTH : YICOHUK IS

By30B / C. A. HecrepoB. — Cankr-IleTepOypr : Jlanp, 2021. — 324 ¢. —
ISBN

978-5-8114-6738-9. — TekcT : anekTpoHHBIN // JlaHb : AIEKTPOHHO-
OnOIMoTEeUHAS

cuctema. — URL: https://e.lanbook.com/book/165837 (nata oOparenus:

28.02.2022). — Pexxum ocTyna: I aBTOPHU3. MOJIb30BaTEIICH.

Hononnumenvnasn numepamypa:
1. T'op6enko, A. O. OcHoBbI HHGOPMAITMOHHON 0€30MACHOCTH : BEJCHUE B

npodeccuro : yuebHoe mocooue / A. O. I'opbenko. — Cankrt-IleTepOypr :
Nurepmenus, 2016. — 336 c. — ISBN 978-5-4383-0136-3. — Tekcr :
AMEeKTpOHHBIN // JlaHb : 2yekTpoHHO-OMONMMoTeunas cucrema. — URL:

https://e.lanbook.com/book/90265 (mata obpamenus: 28.02.2022). — Pexum
JOCTyNa: JJisl aBTOPU3. TIOJIb30BATEIICH.

2. Teopust cereBBIX BOWH [DieKkTpoHHBIH pecypc] : Yueb. mocobue. -
DneKTpoH. TeKcToBble, rpad. maH. (894 MO ). - Boponex : ®I'BOY BIIO
"BopoHexxckuii rocy1lapcTBEHHbIN TexHu4ueckuid yuusepcuret”, 2015. - 1 daitn. -
30-00.

3. MeToanueckre ykazaHUsl K MPAKTUYECKUM 3aHATUSIM IO JTUCIUILIMHE
«OcHOBBI MH(OPMAITMOHHON O€30MaCHOCTW» [IJIsi CTYJEHTOB CHEIUaIbHOCTEN
090301 «Kowmmberorepnass  6e3omacHocth», 090302  «MuHpopmarmonHas
0€30MacHOCTh TEJIEKOMMYHHUKAIMOHHBIX cuctem», 090303 «MudpopmarmonHas



0e30MacHOCTh  ABTOMATHU3UPOBAHHBIX CUCTEM» OYHOM (opmbl  00ydeHUs
[OnexTponnslii pecype] / Kad. cucrem mabopmarmonHoi 6e3omacHocTH; COCT.:
O.H. Yomopos, H. H. Kopreesa. - DnekTpoH. TekcToBbIe, rpad. naH. (542 KO). -
Boponex : ®I'BOY BIIO "BopoHeXCKUIl TOCYIapCTBEHHBI TEXHUYECKUM
yauBepcutet”, 2015. — 1 ¢aiin. - 00-00.

4. Metoauyeckue yKazaHusi K CaMOCTOSITEIbHBIM pab0oTaM MO JUCHUILINHE
«OcHOBBI WH(}pOpPMAITMOHHOW O€30MMaCHOCTHY» MJIs CTYACHTOB CIICIIHAIIBHOCTEH
090301 «Kowmmberorepnas  6e3omacHocth», 090302  «MHpopmarmonHas
0€30MacHOCTh TEJIIEKOMMYHHUKAIMOHHBIX cuctemM», 090303 «MudpopmarmonHas
0e30MacHOCTh  ABTOMATU3MPOBAHHBIX CUCTEM» OYHOM (opmbl  00ydeHUs
[QnekTponHbIil pecypc] / Kad. cucrtem nnpopmanuonnoit 6ezonacuoct; Cocr.
O.H. Yomnopos. - DnekTpoH. TekcToBbie, rpad. nad. (348 KO). - Boponex : ®I'BOY
BIIO "Boponexckuili rocyiapcTBEHHbIN TexHuueckuid ynusepcurer”, 2015, — 1
daiin. - 00-00.

8.2 IlepeyeHb MH(POPMANMOHHBIX TEXHOJOIHi, HCHOJIb3YeMbIX NpH
OCYIIeCTBJIEHHH 00pa30BaTeJbHOI0 mpolecca Mo AUCHHMILIAHE, BKJIIOYAs
nepeyeHb  JIMIEH3HOHHOT0  NPOrpaMMHOI0  obecledyeHHsl, PeCcypcoB
nHGOPMAIMOHHO-TEJIEKOMMYHUKAMOHHOM ceTH « AHTepHET», COBPEeMEHHbIX
npo¢ecCHOHAIBHBIX 023 JaAHHBIX U HHGOPMAIMOHHBIX CIIPABOYHBIX CHCTEM:

OnepannonHas cucrema, He Hrke Windows 7.

[Taket opucHbIx mporpamm, He Hrxe MS Office 2007.

https://fstec.ru/ (Caiit ®CTOK Poccumn)

https://intuit.ru/catalog/  (HamuonambHBIE ~ OTKPBITHIH ~ YHHUBEPCHUTET
«MHTYUT»)

http://e.lanbook.com/ (3BC Jlaub)

http://IPRbookshop.ru/ (3BCIPRbooks)

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOANUMAS JJIsA
OCYHIECTBJIEHUSA OBPA3ZOBATEJBHOI'O ITPOLHECCA
Crnenuanu3upoBaHHass  JIGKIIMOHHAs ayJUTOPHs, OCHAIIEHHas 00opy/Io-
BAHUEM [IJIS JICKIMOHHBIX JEMOHCTpPAIIMKA W MPOEKIIMOHHOW anmapaTypou
KoMnbroTepHBIi KJ1acC ¢ YCTAaHOBJEHHBIM TMPOTPAMMHBIM O0ECIICUCHUEM:
omeparioHHass cuctemMa cemeidicrBa Windows, He Huxe Windows7, maub6o
olnepalMoHHasi cucTtemMa cemeidcTBa  Astralinux — akTyajgbHOM  BEpCHH.
AHTUBUPYCHBIN IPOTPaMMHBIA KOMIUIEKC aKTyalbHOW BEPCUU

10. METOJJUYECKHUE YKA3AHUS JJISI OBYYAIOLUXCS 11O
OCBOEHMIO JUCHUMIAHBI (MOLY.JIST)
Ilo JAUCHHUITIINHEC «OCHOBBI I/IH(i)OpMaI_II/IOHHOI\/’I 0€30MacCHOCTHY YUTAKOTCS
JICKIIMH, ITPOBOJATCS IMPAKTUYCCKHUC 3aHATHA.


https://fstec.ru/
https://intuit.ru/catalog/
http://e.lanbook.com/
http://iprbookshop.ru/

OcHOBOM H3y4YeHHUS JUCHUIUIMHBI SIBJSIIOTCS JIGKUMH, HAa KOTOPBIX
U3JIaraloTcs Hanbosee CymeCTBeHHBIC U TPYAHBIC BOIIPOCHI, & TAK)KE BOTIPOCHI, HE
HaIlleJIINE OTPAXKEHUS B yUEOHOU TUTEpaType.

[IpakTyeckre 3aHATHS HANpaBlICHbl Ha MPAKTUYECKOE HU3YyUYCHHUE
paccMaTpUBAaEMbIX Ha JICKIIUSAX METOJOB M CPEACTB 3alIUThl WHGOPMAIUH H
UHOOPMAITMOHHONW O€30MaCHOCTH. 3aHATHUS TPOBOMAATCS IYTEM BBICTYTUICHUS
CTYJICHTOB C pedeparamMu, penieHns MPaKTHIECKUX 3a/1a4.

Buj yueOHbIx
3aHATUU

JlesaTenpHOCTh CTyA€HTA

Jlexuus

Hamnucanne koHcneKkTa JIEKIIUA: KPATKO, CXEMAaTUYHO, MOCIEI0BATEIHLHO
(uKcUpOBaTh OCHOBHBIE  TIOJOXKEHUS, BBIBOJBI, (OPMYJIHUPOBKH,
00001IeHNs; TTOMEeUaTh Ba)KHBIC MBICIIH, BBIICTSATH KIFOUEBBIC CIIOBA,
TepMuHbI. [[poBepka TEpMHHOB, MOHITUN C MOMOIIBIO SHIMUKIONEIUH,
CJIOBapeil, CIPAaBOYHUKOB C BBITUCHIBAHHEM TOJKOBAaHUH B TETPAlb.
O6o3HaueHue BOMPOCOB, TEPMUHOB, MaTepHana, KOTOPHIE BBI3BIBAIOT
TPYAHOCTH, TIOHUCK OTBETOB B peKOMEeHAyeMoi mnutepatype. Ecmu
CaMOCTOSITENIFHO HE yJAaeTcs pa3o0paThCsi B MaTepualie, HEOOXOAUMO
chopMyIIMpOBaTh BOMPOC M 33JaTh MpernojaBaTeNlo Ha JEKIUH WIA Ha
MIPAKTUICCKOM 3aHSTHH.

[IpakTueckoe
3aHSATHE

KoHcnekTupoBanue peKOMEeH IyeMbIX HCTOYHUKOB. PaboTa ¢ KOHCIEKTOM
JIEKUMH, IMOArOTOBKAa OTBETOB K KOHTPOJIBHBIM BOIIPOCAaM, IPOCMOTP
peKoOMeHtyeMoi nuTeparypsl. lIpociaymmBanue ayniuo- U BUIEO3aIIACEN
M0 3a/JlaHHOM TeMe, BBHINOJHEHHE pacueTHO-rpaUuecKux 3a/laHui,
penieHue 3a1a4 1o ajaropuTMy.

CamocTosTenpHast
paborta

CamocrosarenbHass paboTa CTYAEHTOB  CHOCOOCTBYET TIiyOOKOMY
YCBOEHHUS y4eOHOT0 MaTepuasa U pa3BUTHIO HABBIKOB CaMO0OOpa30BaHUsl.
CamocrosTenbHas paboTa npeanoaaraeT ciaelyrollne COCTaBIsIoINeE:

- paboTa ¢ TeKCTaMH: y4eOHHMKaMH, CIIPaBOUYHUKAMU, TOTIOJTHUTEIbHON
JUTEPaTypoii, a Takke MpopaboTKa KOHCIIEKTOB JIEKLIUH;

- BBIIIOJIHEHUE JIOMAIIIHUX 33/1aHUN U pacyeToB;

- paboTa HaJl TeMaMH JUIsl CAMOCTOSATEIBHOTO U3Y4YEHUS;

- ydactue B paboTe CTy/IeHYECKUX HayUHbIX KOH(EpPEHIINH, OTMMIINA;

- IOATOTOBKA K MPOMEKYTOYHOM aTTECTALNH.

ITonroroBka K
MIPOMEKYTOYHOU
aTTecTaluu

TI'oToBUTHCS K HpOMe)I(YTO‘IHOfI arTeCTalun CIeayCeT CUCTEMAaTUICCKHU, B
TCUYCHUC BCCTO CEMECTpA. HMHTeHcuBHAasA MOArOTOBKA O KHA HAYaThCS HE
MmOo3JHEC, 4YCM 3a MCCAL-IIoJITOpa a0 HpOMe)KYTO‘-IHOI\/JI aTTeCTaluu.
I[aHHLIC nepea 3a4€ToM Tpu JHA 3(1)(I)CKTI/IBHCC BCETO0 UCIIOJIL30BAaTh JJIsA
IIOBTOPCHUA U CUCTEMATU3allM1 MaTCpHraJia.
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