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1. HEJIA A 3AJJAYU JTUCHUITJIMHBI

1.1. Hean aucuMninHbI

MPUOOPETCHUE CTYJACHTAMHU TEOPETHUYCCKMX 3HAHUM M IPAKTHYSCKHUX
HaBBIKOB B O0OJIACTH 3allUTHl Web-KOHTCHTA; O3HAKOMIICHHE CTYJICHTOB C
COBPEMEHHBIMHM CHUCTEMaMHU MH()OPMAIIMOHHON 0€30MacHOCTH, TEXHOJIOTHYECKUMU
IpUEMaMH 3allluThl Web-KOHTEHTa; BO3MOXKHOCTSMH HCIIOJIB30BAHHUS CPEICTB
nH(OPMAITMOHHON O€30TTaCHOCTH MPHU PabOTe C MHTEPHET-PECypcaMu

1.2. 3agauu ocBOeHHS TUCHHUIITIHHBI

U3YUYCHUE TEOPETUICCKUX OCHOB, METOI0B u CPE/ICTB
OpraHu3aIlMOHHO-TIPABOBOTO " TEXHUYECKOTO obOecreyeHus 3aIIUTHI
web-KOHTEHTa;

- TOJIydeHHWE 3HAHWW M HABBIKOB B 00JIACTH OIICHKHM 3allUIIEHHOCTH
Web-KOHTEHTa B CETEBBIX CHCTEMaX;

OCBOCHHE W MCIIOJIb30BAHUE B MPAKTUYECCKOW ACATEIBHOCTA TEXHOJIOTHM
3aIlUTHl MHTEPHET-PECYpPCOB  HAa OCHOBE IIPMMEHEHHMS CIEeIUaTN3UPOBAHHBIX
armapaTHBIX M IPOTPAMMHBIX CPEJICTB.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
Hucimmmmaa  «Texmonmorun 3amutel  Web-KOHTEHTa» OTHOCHUTCS K
JTUCHUILUIMHAM YacTH, GOPMUPYEMON YUYaCTHHUKAMH 00pa30BaTEIbHBIX OTHOIICHUM
(mucuuruiMHa 1o BeIOOPY) 6s10Ka B1.

3. IEPEYEHD IINTAHUPYEMBIX PE3YJIBTATOB OBYYEHUA 110
JAUCHUIIJIMHE

[Tporecc m3ydenuss aucIUIUIMHbL «TexHomoruum 3anmuthl Web-KoHTEHTa
HampasJieH Ha (OPMHUPOBAHUE CIAEAYIOIIUX KOMITETEHIIHI:

[1K-2 - CnocoOeH npoeKTUPOBATh ApXUTEKTYPY MH(POPMALIMOHHBIX CUCTEM B
COOTBETCTBHUHU Cc COBPEMEHHbIMH  TpPEOOBaHUSMU  HMHPOPMALUOHHOTO
B3aMOJIENCTBUSA

[1K-6 - Cnoco6eH pa3pabaThiBaTh KOMIOHEHTHI HHPOPMALIMOHHBIX CUCTEM C
Y4E€TOM CIEeUU(PUKA UHTETPAIMOHHOTO B3aUMOJEHCTBUS MOJYJIEH MPOrpaMMHOIO
oOecreyeHus

Pe3yabTaThl 00yueHHs, XapaKTepU3ywImue

Komnerenuus
¢pOopMHUPOBAHHOCTH KOMIIETEHIIUH

[1K-2 3HATh: CYHIIHOCTH U MOHATHE 3alIUIIEHHOCTH Web-KOHTeHTa,
XapaKTEPUCTUKY €€ COCTAaBJSAIOMINX; HCTOYHHKH YIPO3
WHTEPHET-pECypcaM U MEpbI O MX MPEAOTBPALIEHUIO.

YMETh: TOJB30BaThCA CPEACTBAMHU 3AIUTHl Web-KOHTCHTa
pu IKCIUTyaTaIiH BBIYHCIIATEILHOM TEXHUKH,
nepudepuitHbIX W  MOOWJIBHBIX  YCTPOWCTB, JAPYTHX
TEXHUYECKUX CPEJCTB MH(DOpMATH3AIINH.

BJIaACTh. COBPCMCHHBIMHA cpCacCTBaMu u METOAbI
MOCTPOCHUA KOMIIJICKCHBIX CHUCTCM o0ecreyeHus 341U ThI
web-KOHTEHTA B TCJICKOMMYHUKAIIMOHHBIX CUCTCMAX

I1K-6 3HaTh: )KM3HCHHBIC IMKJIBI Wweb-KOHTEHTa B Iponecce €ro




co3maHus, OOpaOOTKH, IIepeaayd; METOJbl  OICHKH
3¢ (HEKTHBHOCTH MPUMEHSIEMBIX IPOTPaAMMHO-AIAPATHBIX
CPEIICTB 00ECTICUCHHMSI 3aITUIIIEHHOCTH Web-pecypcoB

YMCTh: HCIIOJIB30BATh CPCACTBA 3alIUThI web-pecypca oT
HCCAHKIMMOHUPOBAHHOI'O ChbC€Ma U YTCUKHU IIO0 TCXHUYCCKUM
KaHaJIaM; UCIIOJIb30BATh CPCACTBA OXPAHBI U 6630H3.CHOCTI/I,
HH)KGHCpHOﬁ 3allIUTBI H TEXHUYECCKOM OXPaHbI O6’I)€KTOB,
CHCTCM BI/II[GOH&6JIIOI[CHHH.

BJIAJICTh: COBPEMEHHBIMH CPEACTBAMHU U METO IbI
MOCTPOEHUS KOMITJIEKCHBIX CHCTEM O0CCIICUCHUS
nH(OOPMAITMOHHON 0€30MaCHOCTH (3aIUTHl Web-KOHTEHTA)
B T€JICKOMMYHUKAIIMOHHBIX CHCTEMax

4. OB BEM JUCHUIIJINHBI

OO0mas Tpy10eMKOCTh JUCHUIUIMHBI « TexHomoruu 3amuThl Web-KOHTeHTay
COCTaBIISIET S 3.€.
Pacnipenenenue Tpy10€MKOCTH JUCHMIUIMHBI 110 BUAAM 3aHSITHH
o4yHas popma 00ydeHHsI

. Bcero | CemecTpsl

Busr yaeOHOM paboThI YACOB 7
AyAUTOpPHBIE 3aHATHS (BCEro) 54 54
B ToM uucne:
Jlexuu 18 18
JlaGopatopusbie pabotsl (JIP) 36 36
CamocrosiTesibHas padboTa 90 90
Yackl Ha KOHTPOJIb 36 36
Bubl npoMeKyTOYHOM aTTECTAlUM - YK3aMEH + +
OO6miast TPy 10€MKOCTb:
aKaJeMHYECKHUE Yachl 180 180
3a4.e/I. 5 5

5. COAEP KAHUE JTUCHUITIJIMHBI (MOAYJISA)
5.1 Copep:xanue pa3ieoB JUCHUIUIMHBI W pacipeesieHUe
TPYAOEMKOCTH 110 BUAAM 3aHATHH

ouHasi popma o0yueHust

Ne

/11

HauMeHnoBaHuE TEMBbI

J1ao. Bcero
P 9
Cogepxanue pasjena Jlekn Sar CPC ac

1

OcHOBBI HHGOPMAIMOHHOM
6e3omacHOCTH IIpU paboTe ¢
Web-KOHTEHTOM

[Mousite wHGOPMAMOHHONH OGE30MaCHOCTH  MPH
pabote c Web-KOHTEHTOM. OCHOBHBIC
KOHIICNITYaJIbHBIC TIOJIOKEHUSI CHCTEMBI  3aIUTHI
web-KOHTEHTa. Yrpo3sst KOH(pUICHIUATBHOMN
HHpOpMAIHH. JleticTBusl, MPUBOJAIINE K 4 6 14 24
HETPaBOMEPHOMY OBIIAJICHHIO KOH(HUICHIUATBHOMN
uHbopManueid. Mojenb CHCTEMBl 0E30MaCHOCTH.
Yrpo3st KOH(HUACHIIMATBHON nHpOpMAIIHH.
Knaccuduxanus yrpos.

Hampasenus obecrieyeHust
3ALUILIEHHOCTH
web-koHTeHTa

HampaBnenns ~ ofecrieueHHs  3alIMIIEHHOCTH
web-KoHTeHTa. Opranu3anuoHHas sammra.| 4 6 14 24




[TpaBoBbIe OCHOBBI HHPOPMALOHHOI 0€30MaCHOCTH.
WnxeHepHO-TeXHUUYeCKasd  3amuTa. Duszndeckue
Cpe/CTBa 3alIUTHl AMMapaTHBIE CPEACTBA 3aIHTHI
IIporpammuble  cpeactBa  3amuThl.  OCHOBHBIC
HaIpaBJICHUs UCIOIb30BaHUs IIPOTrPaMMHOM 3aIUThI
web-KoHTeHTa. .

3 Kpumrorpadudeckue Kpunrorpaduueckne cpexcrsa 3ammtel. OOmias
METOJIBI U CPEACTBA 3alIUTHI |TeXHOJIOTHs MH(poBaHus. Metonsl mudpoBaHus ¢
HMHTEPHET-PECYPCOB 3aKPBITEIM KIIIOUYOM. AnroputMsl mmgposanus DES,
AES. Kpunrorpaduueckue XeII-(yHKIIH.
Kpuntorpapuueckue aaropurMbl €  OTKPBITBIM 4 6 14 24
KII0OYOM M UX MHCMOJIb30BaHUE. OJIEKTPOHHAs
uugpoBas MOIITUCH. Iudposanue,
MOMEXOYCTOHYNBOE  KOJUPOBAaHHE M CXKaTHe
nHbopMaImu
4 CrannapTsl 1 Cragmaptel ¥ cnemudukanuu B 0ob0JacTu
crierpUKayy B 00J1acTH  |MHGOPMAIMOHHON 0€30I11aCHOCTH. Cranngapt
UH(DOPMAIIMOHHOM «Kpurepun OIEHKH IOBEPEHHBIX KOMIIBIOTEPHBIX
6e3omacHoCTH cuctem». Mexanusmbl  OesomacHocTu.  Kiaccsr
oe3omacHoctd.  MHpopmalonHas — 0e30MacHOCTh 2 6 16 24

pacmpenencHHblX cucteM. Pexkomenmarmm  X.800.
Certessle cepBuckl 6e3onacHoctd. Crannapt ISO/IEC
«Kpurepun OLICHKU 6e30MacHOCTH
NH(OPMAIIMOHHBIX TEXHOJIOTHI.

5 SamuTa uHpopMau oT |OCHOBHBIC MOHATHS B 00J1aCTH TEXHHYECKOM 3alTUTHI
YTCUKH [0 TEXHUYSCKUM |MHpOpManuu. 3ammra UHGOPMAIMK OT YTEYKU IO
KaHaIam TexHHIecKkuM Kananam. CTPyKTypa KaHala YTeUKH
uHpopmarmu. Knmaccupukanms KaHAIOB —yTEUKH
nHdopmarmu. ATtTecTanus 00BEKTOB
nH(OopMaTH3aIMK 110 TPeOOBaHUSIM 0€300aCHOCTH.

6 WudpopmarmonHas HNudopmarrionHas 6e30MacHOCTh B KOMIIBIOTCPHBIX

Oe3omacHoCTH B cerax. Pacmpeznenenue GyHKIUH 0€30MacHOCTH IO
KOMIBIOTEPHBIX CETAX  |ynopmam momem. Kiaccndukamus yaaaeHHBIX YTPO3
B BBIYHCIUTEIBHBIX CETSIX. THIIOBBIC Y/alCHHbIC
aTakKy ¥ X XapakTepucTuku KoMIIbIoTepHbIE BUPYCHI
Kak yrpo3a HH(OpPMAIMOHHOH  0O€30MacHOCTH.
Kraccudukarnms KOMITBIOTEPHBIX BHPYCOB.
AHTHBUPYCHEIE MIPOTPaMMBIL. OcobeHHoCTH

(hyHKIMOHMPOBAHUS U KITacCH)UKAIHSA

Hroro 18 36 90 144

5.2 Ilepeyennb J1a00OPATOPHBIX PadOT

1. AntuBupycHas 3ammra uH(popmanuu. PaGota ¢ aHTUBHUPYCHBIMU
NAKETAMM.

2. lotounsie mmdpsl. MoaenupoBanue padbotsl 8-mu (16-TH) paspsgHOTO
cKkpemOiepa

3. Ilporpammuas peanu3anusi KOMOMHMPOBAHHBIX KPUITOrpaQUUECKUX
JITOPUTMOB

4. [IporpaMMupoBaHHe apuPMETHUECKUX AITOPUTMOB

5. [IporpammupoBaHie aITOPUTMOB KPUIITOCUCTEM C OTKPBITHIM KIIFOUOM.

6. Anroputm mu@pauuu 1BoHHBIM KBagpaToM. [ludp Enigma.

7. Anroputmsel mudpoBanus DES u TTOCT 28147-89.

8. Anroputm mudpoBanus RSA

9. Anroputm mudpoanus b ['amans. 3a1a4u U aITOPUTMBI SJIEKTPOHHON
IIOJIIHCH.

6. IPUMEPHAS TEMATHUKA KYPCOBBIX IPOEKTOB (PABOT)




B cootBeTcTBUM C y‘-Ie6HBIM IINTaHOM  OCBOCHHUC OHMCHHUIIIIMHBI

N KOHTPOJIBHBIX PABOT

HE

MpeayCMaTpUBaeT BBHITIOJHEHNE KypCOBOTO MpOeKTa (paOOThl) MIIM KOHTPOJIBHOU

paboTHI.

7. OHEHOYHBbIE MATEPHUAJIbI 1JI51 TPOBEJEHWA
MNPOMEXYTOYHOU ATTECTAIIUU OBYYAIOIIIUXCA ITO

JTUCHMUILIAHE

7.1. Onucanue nmokasarejed U KpUTepHeB OLCHUBAHUSA KOMIIETCHIMM
HA Pa3jIMYHbIX ITanax ux (popMupoBaHUsi, ONMCAHUE HIKAJ OLlEHUBAHUS

7.1.1 JTan TeKyumero KOHTpoJst

Pe3ynbTaThl TEKyHIEro KOHTPOJS 3HAHUW U MEKCECCMOHHOM aTTeCTalHuH
OLICHMBAIOTCS I10 CIEAYIOLIEH CUCTEME:

«aTTECTOBaHY;

«HE aTTECTOBAH).

PesyabTaThl 00yueHus,

Kowme- Xapaxrepsyloue Kpurepun ATTECTOBaH He arTecToBan
TeHIUA chopMHPOBAHHOCTH OLICHUBAHUS
KOMIIETEHIIHH
[1K-2 3HATh: CYIIHOCTb u|BrimonHenne, moxarotoBka| BeimonHenue pabor B Hesbinonnenue
MOHATHE 3alUIIEHHOCTH [0TYETa u 3a1uTa CPOK, paboT B CPOK,
web-KOHTeHTa, 11a00paTOpHBIX paboT, ONMpoc| MPEeayCMOTPEHHBIH B |IpeayCMOTPEHHBIH B
XapaKTEPUCTUKY ee|mo TeMaM caMOCTOSATENFHOTO | pabounX MporpaMMax pabounx
COCTAaBIISIOLLUX; H3Y4YEHHS MporpaMmax
HUCTOYHUKHU yrpo3
HMHTEpPHET-pecypcam u
Mepbl 1o Hux
MPeIOTBPALICHHIO.
YMETh: MOJIb30BaThCs | BeimonHenne,  monarotoBka| BemmomHnenne pador B | HeBwimonHeHne
CpelcTBaMu 3alllUThI|0TUETa u 3amuTa CpOK, paboT B CPOK,
web-KoHTeHTa pH|mabopaTopHBIX paboT, onpoc| IpeayCMOTPEHHBIH B | IpeIyCMOTPEHHBIH B
9KCIUIyaTaluu 10 TEMaM CaMOCTOSITEIBHOTO [ pab04MX Mporpammax pabounx
BBIYUCITUTEIbHOU U3Yy4YEHUs IIporpaMmax
TEXHUKH, TEPUPEPUITHBIX
1 MOOWJIBHBIX yCTPOUCTB,
JIPYrUX TEXHUYECKUX
CpencTB
HH)OPMATH3AIIH.
BJaJCTh: COBPEMEHHBIMU |BrImonHenne, monarotoska| Bemmomnenue pador B |  HeBwimonHenne
CpeACTBAMH M METOJBI|0TYETA U 3alnTa CPOK, pabor B cpoK,
IIOCTPOCHHUS mabopaTOPHEIX padoT, OMPOC| MPEIyCMOTPEHHBIN B | IPEyCMOTPCHHBIN B
KOMILUIEKCHBIX CHUCTEM |10 TeMaM CaMOCTOSATENEHOTO | pabodnX MporpaMmax paboumnx
obecrieueHus 3aIIMUTHI |U3yYEHHUS nporpaMmax
web-KOHTeHTa B
TEeNIEKOMMYHHUKAIIMOHHBIX
cucTemMax
TTIK-6 3HaTh: )KU3HECHHBIC IIUKJIbI | BeImomHeHNe, moaroToBka | BermomHenue paboT B Hesrinonnenue

web-KOHTEHTa B Iporiecce
ero co3ganusi, 00paboTKH,
repenayy; METO/IbI
omneHkd 3ddexTuBHOCTH
NPHMEHAEMBIX
IpOrpaMMHO-aINIapaTHBIX
CPEICTB obecrieyeHuUs
3aIIMIIECHHOCTH
web-pecypcoB

OT4YeTa U 3allInTa
n1abopaTopHBIX paboT, OMpoc
10 TeMaM CaMOCTOSTEILHOTO
HU3Y4YEHHUS

CPOK,
[IpelyCMOTPEHHBIN B
paboumnx mporpamMmax

paboT B CPOK,
[IPEyCMOTPEHHBIN B
pabouux
porpaMMax

YMCTh!: HCII0JIb30BATh

BI)II'IOJ'IHCHI/IC, I10ArOTOBKA

BrinonHeHne pabor B

HeBrimonnenune




cpencrsa
web-pecypca

cb€Ma U YTCUKHU
TCXHUYCCKHUM
HCIIOJIB30BaTh

TEXHAYECKOM
00BEKTOB,
BHIECOHAOIIONCHU.

3aIUTHI
HECaHKIIMOHUPOBAHHOTO

KaHajam;
cpencTa
OXpaHbl U 0E30MaCHOCTH,
WH)XEHEPHOM 3aIuThl |
OXpaHbI
CHUCTEM

oT

IO |U3y4YCHUA

OT4YEeTa U 3aIInTa
11ab0paTopHBIX paboT, Orpoc
10 TEMaM CaMOCTOSITEIIBHOTO

CPOK,
IIPE1yCMOTPEHHBIN B
pabouux mporpamMmax

paboT B CPOK,
IIPEyCMOTPEHHBIN B

pabounx

nporpammax

CpEeICTBaMH U METOJbI
HOCTPOCHHS
KOMIUIEKCHBIX CHCTEM
oOecreyeHus
nH(OpMaLMOHHOI

web-KOHTeHTa) B

CHUCTEMaAxX

BJIaJICTh. COBPEMCHHBIMU

6e30MacHOCTH (3aIUThI

TCJICKOMMYHHUKAIUOHHBIX

U3Y4YCHHUS

BeinonHeHue, moAroToBKa
OTHYETAa U 3alIUTa

J1abopaToOpHBIX paboT, OMmpoc
0 TeMaM CaMOCTOSTEIBHOTO

BrimomHenue padboT B
CPOK,
MIPEAyCMOTPEHHBIHN B
pabouux mporpaMmmax

Hesbmonnenue
paboT B CPOK,
MpeyCMOTPEHHBIHN B

pabounx

IporpamMmax

ceMecTpe 71l OUHON (GopMbl 00YUEHHS IO YETHIPEXOAITLHOM CUCTEME:

7.1.2 JTan NpoMeKYTOYHOT0 KOHTPOJISI 3SHAHUI
Pe3ynbTaThl IPOMEXKYTOUHOTO KOHTPOJIS 3HAHUM OLIEHUBAIOTCS B 7 CEMECTPE
JUTsl OYHOM popMBI 00yUeHHUs 110 ABYXOaUIbHON CUCTEME:
7.1.2 ITan npoMeKyTO4YHOr0 KOHTPOJIS 3HAHUI
Pe3ynbpTaThl NpPOMEXKYTOUHOTO KOHTPOJS 3HAHWUW OLIEHUBAKOTCA B 7/

«OTIUYHOY;
«XOPOLIOY;

«YZIOBJIETBOPUTEIBLHOY;
«HEYJOBIICTBOPUTEIILHOY.

Pe3yabraThl 00y4eHus,
Komme- Xapaxrepusyrouuie Kpurepun OT/JINYHO Xopowo Ynaos.. Heynosa.
TEeHLUs copmupoBaHHOCTH OLICHUBAHUSA
KOMIIETCHIIUHU
T1K-2 3HATh: CYIIHOCTb u|Tect Brmmonnenue | Brinmonnenue | Beimonnenue B tecte
TIOHSITHE tecta Ha 90- | Tecra Ha 80- | Tecra Ha 70- | menee 70%
MHPOPMALIMOHHON 100% 90% 80% MPaBUIIbHBIX
0€30IaCHOCTH, OTBETOB
XapaKTEPUCTUKY ee
COCTaBIISOIINX;
WUCTOYHUKHU yrpo3
HHPOPMATMOHHON
0€301acHOCTH M MEpHI 110
UX NPEAOTBPALLEHUIO.
YMETb: oJb30BatThes | Pemenue 3anaun ITponemonctp | [Iponemonctp | 3anmauu He
CpeacTBaMu 3aIIUTHI |CTaHAAPTHBIX pelIeHbI B HpOBaH HUpOBaH peuieHsl
HHPOpPMAUU MIPH | IPaKTUYECKUX TOJIHOM BEpHBIN XOJ| | BEpHBIHN X0
9KCIUTyaTaluu 3a1a4 o0beMe M |pellIeHHUs BceX,| peIICHUs B
BBIYHUCIUTENHLHON MOJYYCHBI |HO HE MOJYYeH| OOJIBITMHCTBE
TEXHUKH, TEePUPEPUITHBIX BEpHbIE BEpHBIN OTBET 3a/1a4
1 MOOWJIBHBIX yCTPOWCTB, OTBETHI BO BCEX
JIPYTHX TEXHUYECKUX 3agagax
CPEICTB
nH(POPMAaTH3AIINH.
BJIAJIETh: COBpeMEHHbIMU |Penienne 3amaun ITponemonctp | [lpogemoncTp | 3axauum He




CpPEeOCTBaMH H  METOIBI |IPUKIAaTHBIX peIeHs! B HpOBaH HWpOBaH perIeHbI
MOCTPOCHUS 3aa4 B MTOJTHOM BEPHBIA X0 | BEPHBIH X0
KOMILICKCHBIX CHUCTEM |KOHKPETHOM o0beMe U |pellicHUs BCEX,| pCIICHUS B
obecrieyeHUs MpeIMEeTHOM MOJYYCHBI |HO HE MOJYYCH| OOJIBITMHCTBE
UH(POPMAITMOHHON o0nacti BEPHBIC BEPHBII OTBET 3amau
6e30macHOCTH B OTBETHI BO BCEX
ABTOMATH3HPOBAHHBIX 3amavax
CHCTEMax

[TK-6 3HATh: KU3HEHHBIC ITUKJIBI | TecT Brimonnenue | Beimonnenue | Boimonnenue B Tecte
KOH(UICHIINATHLHOM tecta Ha 90- | Tectra Ha 80- | Tecra Ha 70- | menee 70%
nHQOPMALIMK B TpoIiecce 100% 90% 80% NIPaBUJIbHBIX
ee co3gaHms, 00paboTKH, OTBETOB
nepeaym; METOMBI
OIICHKH 3(PPEKTUBHOCTH
TIPUMEHIEMBIX
IIpOrpaMMHO-aIapaTHbIX
CpeJlCTB obecrnieueHus
nH(OpMaLMOHHOI
06€30MacHOCTH
YMETh: UCTIOIb30BaTh Pemenue 3anaun [Iponemonctp | [Iponemonctp | 3axauu He
CpC€ACTBA 3alUThI CTaHJAPTHBIX PCUICHLI B HNpOBaH HUpOBaH PCUICHBI
uHdopmanuu ot MPAKTUYECKUX ITOJIHOM BEPHBIN XOJ | BEPHBIA X0
HECaHKIIMOHUPOBAHHOTO [3ama4 o0beMe M |pelIeHHs BceX,| peIICHUs B
cheMa M YTEUKH 110 MOJYYCHBl |HO HE MOJYYCH| OOJIBITMHCTBE
TEXHUYECKAM KaHaJlaMm; BEPHEIC BEPHBI OTBET 3amaq
HCIIONB30BaTh CPENICTBA OTBETHI BO BCEX
OXpaHBI U 0€301TacHOCTH, 3amagax
WH)KCHEPHOW 3aIIUTHI U
TEXHUUYECKON OXPAHBL
00BEKTOB, CUCTEM
BUJICOHAOJTIOICHUSI.

BIIAJIETh. COBPEMEHHBbIMH [Pemenue 3amaun ITponemonctp | [Tponemonctp | 3amaun He
cpeacTtBaM MW MCTOJBI | IPHUKITIATHBIX PCUICHLI B HUpOBaH HUpOBaH PCUICHBI
IIOCTPOEHHUS 3a7a4 B MIOJIHOM BEPHBIN XOJ | BEPHBII X0

KOMITJIEKCHBIX CUCTEM |KOHKPETHOI o0beMe U |pelleHUs BceX,| PpeIIeHus B

obecrieyeHus IIPEIMETHOM MOJIyYEeHbl |HO He MOJy4eH| OOJIbIINHCTBE
HHPOPMAITMOHHON obxact BEpHEBIC BEPHEBI OTBET 3amaq

Oe3omacHOCTH B OTBETHI BO BCEX

ABTOMATH3MPOBAHHBIX 3agagax

cucTeMax

7.2 IlpumepHbId mNepeYeHb  OLEHOYHBIX CpPeACTB  (THIOBBbIE

KOHTPOJIbHBbIE 3aJ]aHUSl WM HWHbIE MATEePHAJIbl, HEOOXOAUMBbIE ISl OLEHKH
3HAHUI, YMEHHUI, HABBIKOB U (MJIH) ONbITA 1eATEIbHOCTH)
7.2.1 IlpumepHbIii NepevYeHb 3aIaHUil 11 OATOTOBKH K TECTUPOBAHUIO
1. Kakoii Merom oOHapy»XeHUs BHPYCOB Oa3upyeTrcs Ha NPUMECHECHHUH
IPOTrPaMM-PEBU30POB, KOTOPHIC CIAEAST 32 U3MEHEHUAMH (HaljioB M JUCKOBBIX
CEKTOPOB Ha KOMIIBIOTEPE?
oOHapyXeHne U3MCHCHUI
WCIOJIb30BAHUE PE3UACHTHBIX CTOPOKEN
OBPUCTUYECKUN aHAIU3
CKAHMpPOBaHME

2. Kakoe TpeOoBaHME K CHUCTEME 3allUThl MHPOPMALUU MPEIIOJIaracT
OpraHu3alMI0 €IMHOTO YIPABJICHHS M0 00€CIeUeHUIO 3aUThl HHpopMauu?



YHUBEPCAIBHOCTH
LHEHTPAJTU30BAHHOCTD
aJI€KBATHOCTh
HENPEPBHIBHOCTH

3. Kak Ha3pIBaeTcs 3TO METOJ BbIOOpa MapiipyTa B CETSAX ¢ KOMMYTaluen
KaHaJIOB, YUYUTHIBAIOIIUN JUHAMUYECKOE COCTOSIHUE BBIXOHBIX KaHAJIOB XOCTa WU
cetu?

MACCUBHASI MapIIPyTU3AIUS
aKTHUBHAS MapIIPyTU3AIUSL
cTaTH4ecKas MaplipyTH3anus
AUHAMHUYECKAasi MAPIIPYTU3ALMUS

4. CyTb Kakoro Metojia kpunrorpaduaeckoro npeodpazoBanus nHpopmMamm
3aKJII0YAETCs B 3aMEHE UCXOHOTO CMBIC/Ia COOOIICHUSI COUETAaHUSIMU OYKB, U(p U
3HAKOB?

creraHorpadus
mmdpoBaHue
cKaTue
KOJAHUPOBaHME

5. Ha xakom ypoBHe monenu OSI co3gator TyHHenu npoTtokossl L2TP u
PPTP?
TPaHCIIOPTHBIN
MIPUKJIATHON
KaHAJbHbIN
CETEBOU

6. Kak Ha3bIBaeTCs JIoruueckas rpyIia yCTpOHCTB, UMEIOIIUX BO3MOXHOCTb
B3aMMOJICUCTBOBATh MEXAY COOOW HampsAMyl0 Ha KAHAJIBHOM YpPOBHE, XOTS
Gu3MYecCKH TpPU STOM OHHU MOTYT OBbITh MOAKIIOYEHBI K pa3HbIM CETEBBIM
KOMMYTaTOopam?

BUPTYAJIbHAS JIOKAJbHAA CeTh

BUPTYyaJIbHAsl KaHAJIbHAS CETh

3aIMIIEHHAs MarucTpajibHas CETh

BHUPTYyaJIbHAsI YaCTHAs CETh

7. Kak HaszpiBaeTcs Mpoleaypa NPOBEPKH HACHTU(UKAIMOHHBIX JaHHBIX
M0JIb30BATEIsI PHU IOCTYIE K MHPOPMAIMOHHOM cucTeMe?
aBTOpHU3aLUs
ayTeHTU(PUKAUA
uaeHTUQUKaIms

8. Ecmu cereBoit AIMHUHUCTPATOP CaMOCTOATCIIBHO 3aIllOJHACT Ta6J'II/IIII>I
MapumpyTru3agmuu, TO B CCTH UCIIOJIB3YCTCH. . .



[IaCCUBHAs MapIIpPyTU3aLUs
AKTUBHAs MapIIpyTU3ALUS
JTWHAMUYECKas MaplIpyTHU3alus
CTaTH4YeCcKas MapUIpyTU3ALUsA

9. HemoctatkoMm Kakoro MeToma OOHApYKEHHUS BUPYCOB SIBIISICTCS OOJIBINOE
KOJIMYECTBO JIOKHBIX cpadaThIBaHUI aHTHBUPYCHBIX CPEICTB?

UCIIOJIb30BAaHUE PE3UACHTHBIX CTOPOKEN

IBPUCTHYCCKUUA AHAJIH3

CKaHUPOBAHUE

oOHapyKeHHEe U3MEHEHUHN

10. Ecnu cetreBoil agMUHUCTPATOP CAMOCTOSITENIBHO 3arOJHSIET TaOIUIIbI
MapIUIPYTHU3ALHH, TO B CETH UCIIOJIb3YETCH. . .

MMACCUBHAs MapIIpyTU3ALMS

AKTUBHAs MaplIpyTU3ALUS

JTWHAMUYECKAasi MapLIpyTHU3aUs

CTaTH4YeCKas MapUIPYyTU3ALUA

7.2.2 IllpuMepHbIi NIepeYeHb 3aJaHU VISl peLICHUs] CTAHAAPTHBIX 3a1a4
1. Jly1st 4ero Ucronb3yeTcss BEKTOP MHULUAIU3ALUHN ?

JJIA HaYyaJia npouecca paciiugppoBKu

IUIS CKATUs ITaKeTa

JUISL Ay TCHTU(DUKALTAH

IUIsL MapUIPYTHU3ALMU [TAKETa

2. Kak Ha3pIBaeTCs araka, NMpPU KOTOPOW 3JOYMBILIJIEHHUK TE€HEPUPYET
0O0JBIIOE KOJIMYECTBO COOOIIEHU C Pa3HbIX UCTOYHUKOB JJISI TOYTOBOTO CEpBEPA,
yTOOBl peajanu30BaTh OrpaHUYEHHE JOCTyna (WM TMOJHBIA OTKa3) K JTOMY
IIOYTOBOMY CepBepy?

SYN-flood

Mailbombing

ICMP-flood

UDP-flood

3. Kakue u3 HHKenepeurcIIEHHbIX YIPO3 OTHOCATCS K BHEIIHUM yrpo3am?
HCIIOJIb30BaHUE COTPYAHMKAMHM Cia0bIX TMapojied Juis JOoCTyna K
MH(POPMALIMOHHBIM CHCTEMaM

nepexsat HHGPOPMALUM C UCIIOJIb30BAHUEM PAMONIPHEMHBIX YCTPOICTB
pacnpocTpaHeHue BPeIOHOCHOI0 MPOrPAMMHOI0 o0ecrevyeHus

nepenaya CoOTpyAHUKaMU KOH(PHUISHIINATbHON HHPOPMALIMK KOHKYPEHTaM
peaHaMEpPEHHOE yAaJeHUE KOH(HIeHIIUATIHON uHdopmManuu
COTpYAHUKAMHU

araku u3 UnTepuera



4. Kakue CHUCTEMBI TpeIHA3HAYCHBI I OOCCIEYCHHS CETEBOTO
MOHUTOpPWHTA, aHaJIM3a, OMOBEIICHUS B CiIydac OOHApYy>KCHHsI CETEBOM aTaku, a
TaK>Ke CIIOCOOHBI €€ OJIOKUPOBaTh?

IPS

AV

IDP

WCF

5. Kak Ha3bIBaeTcst BpeloOHOCHAsI MpOrpaMMa-TpOsiH, NpeJHa3HAuYCHHAS JIJIs
CKPBITOTO  YAAJIGHHOTO  YMPAaBICHUS  3JIOYMBIIUICHHUKOM  TIOPaXXEHHOTO
KOMIIbIOTEpa?

Trojan-Mailfinder
Rootkit

Exploit
Backdoor

6. /i1 yero npenHazHaueHbl cuctembl [DS?

U1 0O€ecTieueHns 3aIUThl OT BPEIOHOCHOTO KOZIa BO BpeMsI 3arpy3Kku (aisos
JJI1 OOHAPYKeHUs M NPeI0TBPAIEHUs CETEBBIX ATAK

JUIsL TIPOBEPKU CETeBOro Tpaduka HA BUPYCHI, TPOSHCKUE U JpYyrue
BPEIOHOCHBIE MPOrPaAMMBI

JUISl KOHTPOJISL MCIIOJBb30BaHUS JOCTYNA MOJb30BaTENEH JIOKAIbHON CETH K
UHTEpPHET-pecypcam

7. Ans wero npu ynanenHom pocryne Kk CLI npumensiercst mporokosn SSH?
1utst peoOpaszoBanus [P-anpecoB B TEKCTOBBIE UMEHA

JU1s omipeniesieHust uaTepdeiica yrnpaBieHUs

JU1s1 OaTaHCUPOBKU HATPY3KHU Ha CETh

IJIA o0ecnevyeHus1 0€30MaCHOr0 CoeIMHEeHH S

8. Kakme wmexaHu3sMbl ayTeHTU(UKAUMU OECHpOBOAHBIX  KJIMEHTOB
npenycMarpuBaet ctangapt IEEE 802.11 ¢ TpaauumroHHo# 6€30MacHOCThIO?

OTKpBITasi ayTeHTHPHUKAIIS

ayTeHTH(QUKALHUS ¢ 00IHMM KII0Y0M

Ha3Ha4YeHUE UaeHTU(UKATOpa OECTIPOBOAHOM JTOKATBHOU CETH

ayteHtudukanus kierta mo MAC-anpecy

9. Kakoii U3 HUXKenepeuncaeHHbIX BapuaHToB peanu3anu EAP ocHoBaH Ha
napoJisix?

PEAP

EAP-TLS

EAP-LEAP

EAP-MD5

10. Kakoit MexaHusMm GUIbTpalMM HWHTEPHET-Tpauka B MEKCETEBBIX



skpaHax NetDefend nomoraer 3amuTUTh MOJB30BATENEH OT MNOTEHIMAIBHO
OITACHOTO KOHTEHTAa BeO-cTpaHuI] — 00bekTOB ActiveX, Java-CKpunToB u T.11.7
TUHAMUYECKast (PruTbTparus
cTaTU4eckas QUIbTparus
padoTa ¢ AKTUBHBIM COIEPKUMbIM

7.2.3 IIpumepHbIii IepeYyeHb 3aJaHUI 1JIA pelieHUs NPUKJIAAHbIX 3a1a4
1. Kak Ha3bIBaeTCs CTaHAAPT Il BUPTYAJIBHBIX JIOKAJIBHBIX CETEH?

802.1ad

IEEE 802.111

IEEE 802.1Q

IEEE 802.11

2. Ha xakom ypoBHe Monenu OSI paboTtaet proxy-ciyx0a?
CETEBOM

bu3nIeCcKuid

CEaHCOBBIN

MPUKJIATHON

3. Kakas ¢pyHkims mexceTeBbIX s3kpaHoB D-Link aBromaTuuecku n3oiaupyer
UHQUIUPOBAHHbIE  KOMIBIOTEPbl  JIOKAJBHOM CeTM U MOPEJOTBpAIaeT
pacnpocTpaHeHHe UMU BPEIOHOCHOTO Tpaduka?

Threshold Rules

Server Load Balancing

ZoneDefense

Traffic Shaping

4. Kakoli mpoTOKOJ MOAACPKUBAET B3aUMHYIO ayTeHTHU(UKAIMIO Ha Oase
cepTupuKaToB?

EAP-LEAP

EAP-TLS

PEAP

EAP-MD5

5. Kakoli mpoTokou1 npeaHa3HadeH I TOro, YToObl XOCThl aBTOMAaTHYECKU
nonyyanu IP-agpeca m apyrue mapaMmeTpbl, HCOOXOAUMBIC HJii paOdOTHl B CETH
TCP/1P?

BGP

DHCP
RIP
OSPF

6. Kakoii mpoTokos ucnosib3yet Texnosnorusi ZoneDefense fist 6J10KMpOBKH

TpaduKa 3apaKeHHOTO0 KOMITbIoTepa?
IPSec



SNMP
SSH
UDP

7. Hnsa gero mpumensiercss mapametrp DPD Expire Time B MexceTeBBIX
skpanax D-Link?

JUISL TOTO YTOOBI 337aTh BpEeMs, IO UCTEUEHUU KOTOPOT'O0 MEHSETCS aITOPUTM

mudpoBanust VPN-TyHHens

JUIsL TOTO 4TOOBI 3a7aTh BpPEMs, MO HCTEYECHUU KOTOPOrO0 MEHSIETCS KU

mudppoBanust VPN-TyHHens

IS TOrO YTOOLI HCKJIIOYUThH CylIeCTBOBAHUE VPN

«TYHHeEJICH-TIPU3PAKOB)

JUIsT TOTO 4YTOOBI 3a/laTh BpeMs, IO HCTEYEHUU KOTOPOTO MPOUCXOIUT

B3anMHas nepeugeHTudukanus y3noB B VPN-TyHHene

8. Kakoit MeTo mudpoBaHus ABIsSCTCS HanOoee CTOMKIM?
WEP
TKIP
CCMP

9. Kak naspiBaerca ¢ynkuus DIR-100, kortopas mo3BoisieT GuiIbTpoBaTh
nexenarenbuble URL-agpeca Web-caiiToB, O010KHpOBaTh TOMEHBI W YNPABIATH
pacrucaHueM Mo UCIOJIb30BaHUIO BbixoAa B IHTepHET?

IIOIPaHUYHBIA KOHTPOJIb
POAMTEIbCKUI KOHTPOJIb
IIOJIHBIA KOHTPOJIb
MIPO3pPaYHBIN KOHTPOJIb

10. Ins uero npumensercs HA-knacrep?
JUISl AMHAMHAYECKOTO pacnpeaenenus [P-angpecos
1U1s1 0aJTaHCUPOBKHU HArpy3Ku B CETU
AJ1s1 o0ecreYeHust 0TKA30yCTOMYMBOCTH CeTH
IUTs1 00ecrieYeHus! [IEJIOCTHOCTH MepeaBaeMbIX JIaHHbBIX

11. Yro takoe Pipe-kanan?
KaHaJI MKy MapIIpyTU3aTOPOM U KOMMYTaTOPOM
00bEeKT [IJIs1 yIPaBJIeHHS MO0JI0COI MPONMyCKAHUSA
O0OBEKT 7151 yIIpaBIICHUS JUTMHON TTepeaaBaeMbIX MMaKETOB
KaHaJI, TPEI0CTABIISIEMbII TTOCTABIIIMKOM YCIYT

7.2.4 IlpumepHbIi NIepevYeHb BONPOCOB /ISl MOATOTOBKH K 3a4eTy
He nmpexycMoTpeHO y4eOHBIM TUIAHOM



7.2.5 IlpumepHbIi NepevYeHb 3aJaHUI J1JI51 MOATOTOBKH K IK3aMeHYy

1. TIlousarue nH(OOPMAITMOHHON 0e30macHOCTH npu paboTe c

WHTEpHET-pecypcamu (web-KoHTeHTOM). OCHOBHEBIE OTIPECIICHHUS.

OCHOBHBIE€ KOHIIENITyaIbHbIE MOJIOKEHUS CUCTEMBI 3allIUThl Web-KOHTEeHTAa.

Mopnenb cucteMbl 0€30MacHOCTH.

Yrpo3sl KoHbUaeHTHaTFHOW nHpopManuu. Knaccudukaruys yrpos.

JleiicTBUs, MPUBOAAIINE K HEMPABOMEPHOMY OBJIAICHNIO KOH(DUIECHITNATBHOM

uHpopMmaruei.

Hanpasnenus oOecrieyeHust UH(OPMAITMOHHOU 3aIIMUILIECHHOCTH

web-KOHTEHTa.

OpranuzanoHHas 3aluTa.

NHXeHEepHO-TeXHUYECKas 3allNTa.

@u3NYEeCKUEe CPeICTBA 3aALIUTHI.

AnmnapaTHbI€ CPEJICTBA 3aIUTHI.

[Iporpammubie cpeactBa 3amuThl. OCHOBHBIE HaIpaBJICHUSI HCIOJIb30BAHUS

MPOTPaMMHOM 3alIUThl WEb-KOHTEHTA.

12. 3amura uHdopManru OT HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

13. Kpunrorpaduueckue cpeactna 3aumuThbl. OO11ast TEXHOJOTHS MUGPOBAHUS.

14. IlpaBoBbI€ OCHOBBI HHPOPMAITMOHHON 3alUIIEHHOCTA Web-KOHTEHTA.

15. 3ammra MHTEpHET-pECYPCOB OT YTEUYKH IO TEXHUYECKUM KaHaslaM. CTpyKTypa
KaHaJla yTeYKU HHHOPMAIIHH.

16. Krnaccudukarms kaHaaoB yTeUKd HHPOPMAIIUU.

17. CrangapTsl u cnieruukaimy B 00JacTH HHGOPMAIIMOHHON 6€30MacHOCTH.

18. Crangapt «KpuTepun OLEHKHA JIOBEPEHHBIX KOMIIBIOTEPHBIX CHUCTEM).
Mexanun3mbl 6e3omacHocTd. Kiaccsl 6€30MmacHOCTH.

19. Hudopmarmonnas 6e30MacHOCTh paclpeeleHHbIX CUCTeM. PexoMeHnanuu
X.800. CeTeBbie cepBHUCHI 0€30MaCHOCTH.

20. Crangapt ISO/IEC «Kpurtepun oneHku 0€30macHOCTH WH(DOPMAIIMOHHBIX
TEXHOJIOTUI». OCHOBHBIE TIOHATHS.

21. HudopmanuonHas 6€30MaCHOCTb B KOMIIBIOTEPHBIX CETSX.

22. Pacnpenenenue pyHKIUN O€30MaCHOCTH MO YPOBHSIM MOJIEIIH.

23. Knaccudukanus yaaeHHbIX YTPO3 B BBIUUCIUTEIBHBIX CETSX.

24. TunoBble yJaJIEHHBIE aTAKU U UX XaPAKTECPUCTUKH.

25. KoMmmbloTepHbIE BHPYChI Kak yrpo3a WH(MOOPMAIMOHHONW O€30MacHOCTH.
Krnaccudukaiys KOMIbIOTEPHBIX BUPYCOB.

26. AntuBupycHele mporpammbl. OcoOeHHOCTH  (YHKIIMOHUPOBAHUS |
KJaccuduraus.
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7.2.6. MeToanka  BBICTABJIEHHS  OIEHKM TNPH  MPOBeJAEHUHU
NMPOMEKYTOUYHOM aTTeCTAUMN

DK3aMeH NPOBOJUTCS MO OujietaM, KaXIbld W3 KOTOPBIX COJIEPKHUT 2
Borpoca v 10 TeCTOBBIX MPAKTUYECKUX TeCT-3a1aHni. Kax b1l MpaBUIbLHBIA OTBET
Ha BOIIPOC oOlieHHBaeTcss B 5 OamwioB. [IpaBUibHBII OTBET Ha NpPaKTUYECKOE
TecT-3ajlaHue oleHuBaercs 1 OamiaoM. MakcuMmanbHOE KOJMYECTBO HAOpaHHBIX
oamnoB — 20.



1. Ouenka «HeymoBIEeTBOPUTENBHO» CTaBUTCS B Ciydae, €CIU CTYIEHT
HaOpas MeHee 6 0asuIoB.

2. Ouenka «Y TOBIETBOPUTEIHHOY» CTABUTCA B CIIydae, €CJIM CTyIeHT HaOpa
ot 6 1o 10 6ayoB

3. Otenka «XO0OpoIIo» CTaBUTCS B CIy4dae, eclid CTyJeHT Habpan ot 11 mo 15
OaILIIOB.

4. Ouenka «OTINYHO» CTABUTCS, €CIU CTYJEHT HaOpain ot 16 no 20 Oamios.

7.2.7 I1aciopT OLIEHOYHBIX MATEPHAJIOB

KonTponupyemblie pa3aeinsl (TeMbl) Koz . |HanmeHnoBaHnue oneHOYHOTO
Ne n/m KOHTPOJIUPYEMO
JUCITUTUIAHBI CpelcTBa
KOMIETEHIINH
1 OcHoBbl HHGOPMAITMOHHON [1K-2, ITK-6 Tecrt, 3ammTa 1200paTOPHBIX
0e30macHOCTH Mpu padboTe ¢ pabor
Wweb-KOHTEHTOM
2 Hanpasnenus obecrieuenus [1K-2, [IK-6 Tecr, 3amuTa 1a00paTOPHBIX
3alUIIEHHOCTH Web-KOHTEHTa pabot
3 Kpunrorpadpuueckue meronst u  |[1K-2, I1K-6 TecT, 3ammTa 1a00paTOPHBIX
CpEeICTBA 3aIIUTHI pabot
UHTEPHET-PECYPCOB
4 Crangaptel u crienudukanuu B |[1K-2, [TK-6 Tecrt, 3ammTa 1a00paTOPHBIX
obiactn WHOOPMATMOHHON pabot
0€30MacHOCTH
5 3ammra uHpopmanuu ot yreuku [[1K-2, T1K-6 Tecr, 3amuTa 1a60paTOPHBIX
M0 TEXHUYECKUM KaHaJlaM pabot
6 Nudopmannonnas 6e3onacuoctu B |[1K-2, TTK-6 Tecr, 3amuTa 1a60paTOPHBIX
KOMIIBIOTEPHBIX CETSAX pabot

7.3. MeToanueckue MaTepHAJIbl, ONpedeJAIINe MPOLeaYypPbl
OLICHMBAHUSA 3HAHUI, YMEHUI1, HABBIKOB U (MJIM) ONBITA AeSITEJIbHOCTH

TecTupoBaHHe OCYIIECTBISETCS, JIMOO TMpPU MOMOIIM KOMIBIOTEPHOU
CUCTEMBI TECTUPOBAHUS, JUOO C MCIOJIb30BAHMEM BBIJJAHHBIX TECT-33JlaHUN Ha
OymaxkHoM Hocutene. Bpemss tectupoBanus 30 MuH. 3aTeM OCYLIECTBISETCS
IIpOBEpKa TECTa 3K3aMEHATOPOM M BBICTABISETCA OLIEHKA COIJIACHO METOAMKHU
BBICTABJICHUS OLICHKU MPH MPOBEICHUN MTPOMEXKYTOUHOM aTTECTAIUH.

Pemienne craHAapTHBIX 3alad  OCYUIECTBISIETCS, JIMOO TMpU MOMOLIU
KOMIBIOTEPHON CUCTEMBI TECTUPOBAHMS, JINOO C UCTIOIB30BAHUEM BBIAHHBIX 337124
Ha OymMaxkHOM HocuTene. Bpems pemenus 3agad 30 MuH. 3aTeM OCYIIECTBISETCS
IIPOBEPKA pELICHUS 3aJad 3K3aMEHAaTOPOM U BBICTABIISIETCS OLEHKA, COTJIACHO
METOJIMKH BBICTaBJIEHUS OLICHKU ITPU MPOBEAECHUN TPOMEKYTOUYHOM aTTECTALIMH.

Pemenue mnpukiaaHbIX 3aJad  OCYIIECTBISIETCS, JIMOO TMpPH MOMOIIU
KOMIBIOTEPHON CUCTEMBI TECTUPOBAHMS, JINOO C UCTIOIB30BAHUEM BBIAHHBIX 337124
Ha OyMakHOM HocuTesne. Bpems pemenus 3agauy 30 MuH. 3aTeM OCYILIECTBISETCS
IpoOBEepKa pelIeHUs 3aJad 3K3aMEHaTOPOM U BBICTABIISIETCS OLIEHKA, COTJIACHO
METO/MKH BBICTaBJICHUS OLICHKU MTPU MPOBEJAECHUU TPOMEKYTOUHOM aTTeCTALNH.

8 YYEBHO METOINMYECKOE U UTH®POPMAILIMOHHOE
OBECIIEYEHME JUCHUIIJIMHDI)




8.1 IlepeyeHnb y4eOHOIl JUTepaTypbl, HEOOXOAMMOW /IS OCBOEHMS
TUCHUTITTHHBI

1. Menpaukos, B.I1. Nudopmarmonnas 6e3omacHOCTh : Y4ed. mocodune
/ mox pen. C. A. KnelimeHoBa. - 8-¢ u3n., ucop. - M. : Axagemus, 2013. - 336 c. -
ISBN 978-5-7695-9954-5 : 797-00.

2. Yomnopos O.H. 3amuTra nH(bopMaIuu u nH(popMarmoHHas
0€30MacHOCTh [DNEKTPOHHBIN pecypc] : Yued. mocobue. - DIEKTPOH. TEKCTOBBIE,
rpad. gas. (1,8 M6 ). - Boponex : ®I'bOY BIIO "BopoHnexckuii rocyapcTBeHHbIN
TeXHUYECKUM yHuBepcuret', 2012.

3. [[lanerun, B.®. UndpopmarmonHas 0Oe30MacHOCT, MW 3allldTa
uHdopmauu [DnexkTpoHHbIA pecypc| : yueOHoe mocobue / B.D. Illlanbsrun. -
Nudopmarmonnass Oe3omacHocTh u  3amurta  wuHbopmammu ; 2019-04-19.
-CaparoB : [IpodobpazoBanue, 2017. - 702 c.
- ISBN 978-5-4488-0070-2. URL: http://www.iprbookshop.ru/63594.html

4. [NomukoB, A.M. 3ammra uH@OpMAIIMU OT YTEYKU MO TEXHUYECKUM
KaHajlaM [DnekTpoHHBIH pecypc] : yueOHoe mocodue / A.M. lonmkoB. -
Tomck : ToMmCkuil TOCYJapCTBEHHBId YHUBEPCUTET CHUCTEM YIPABICHHUS W
paguosnaekTporuku, 2015. - 256 ¢. URL: http://www.iprbookshop.ru/72090.html

3. ['atuenko, H. A. Kpunrorpaduueckas 3amura uHdopmamuu / H.
A. T'atuenko, A. C. Ucaes, A. JI. SAxosneB. — CII6. : Yuuepcuter U'TMO, 2012.
— 142 c¢. — ISBN 2227-8397. — Tekcr : DOJEKTpOHHBIA //
DnekTpoHHO-OMOMMoreunas cucrema IPR - BOOKS : [caiit]. — URL:
http://www.iprbookshop.ru/68658.html

8.2 IlepeyeHbp HMH(OPMANMOHHBIX TEXHOJOTHI, HCHOJb3yeMbIX MPH
OCYLECTBJICHMH 00pa30BaTeJbLHOI0 NpoLecca M0 AUCHMILIMHE, BKJIIOYAS
NnepeyeHb  JHUUEH3MOHHOIO  NPOrPaMMHOIO  o0ecleYeHHsl, PecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAIMOHHOU ceTu «AHTEepHeT», COBPEeMEHHBIX
Npo¢ecCHOHANBHBIX 0a3 JAHHBIX 1 HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM:

[IporpammHoe obecnieueHue:

Microsoft Visual C++

Microsoft Visual Studio

Pecypcel nnopmarimoHHO-TeIeKOMMYHUKAIIMOHHOM ceTH MHTepHeT:
http://www.edu.ru/
O6pazoBatenbHbiid moptan BI'TY

NudopmanroHHas cripaBodHas CHCTEMa
http://window.edu.ru
https://wiki.cchgeu.ru/

CoBpemenHbIe TpodeccroHanbHbIe 0a3bl JaHHBIX
Information Security Madopmanmonnas 6€30macHOCTh
http://www.itsec.ru/
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9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOANUMAS JJIs1
OCYHWECTBJIEHUS OBPA30OBATEJIBHOI'O ITPOLECCA
CrnennanM3upoBaHHas JICKIIMOHHAS ayJIuTOpHs, KOMITBIOTEPHBINH KJjacc,
OCHAIIEHHBIN TPOTrpaMMHBIM 00ECIIEYEHUEM JIa0OPaTOPHBIX padOT

10. METOAUYECKHUE YKA3ZAHUSA JJISI OBYYAIOIIUXCA IO
OCBOEHUIO JUCIUATIIJIMHBI MOAYJISA)

ITo mucounnuae «TexHomornn 3amuTel Web-KOHTeHTay YUTAIOTCs JIEKIINH,
IPOBOJATCS JaOOpPATOPHBIE padOTHI.

OCHOBOM M3y4Y€HHUsS] JUCHUIUIMHBI SBISIIOTCA JIEKIWH, HA KOTOPBIX
u3JIaraloTcs HamboJee CyIeCTBEHHbIE U TPYAHBIE BOMPOCHI, a TAKKE BOIMPOCHI, HE
HaIe/IIINe OTPAKEHUs B YU4EOHOU JIUTEpaType.

JlabopaTopHbie pabOThI BBHIMOTHSAIOTCS Ha JaOOpaTOPHOM 00OPYIOBaHUU B
COOTBETCTBHUH C METOJMKAMH, TPUBEJECHHBIMHU B YKA3aHHIX K BBIMIOJTHEHUIO PaOOT.

Bun yueOHbIX
3aHATUN

JlesaTenpHOCTB CTyA€HTA

Jlexuusa

Hamucanne xoHCHeKTa JIEKIIUH: KPAaTKO, CXEMaTUYHO, MOCIEI0BATEIILHO
buKcUpoBaTh  OCHOBHBIE  TIOJIOKEHUS, BBIBOJBL,  (HOPMYJIHUPOBKH,
0606H16HI/I$I; IIoMe€4dyaThb BaXHBIC MBICJIM, BBIJCIIATH KIIFOYEBBIC CJIOBA,
TepMuHbl. [IpoBepka TEpPMUHOB, MOHATUN C MOMOLIBIO SHIUKIONEINM,
CJ'IOBapef/'I, CIIPaBOYHHUKOB C BBIIIUCHIBAHUEM TOJIKOBAaHHU B TETpalb.
O6o3HaueHue BOMPOCOB, TEPMUHOB, MaTepualia, KOTOPHIC BHI3BIBAIOT
TPYAHOCTH, TIOMCK OTBETOB B PEKOMEHAyeMOoH JsmTeparype. Ecim
CaMOCTOSITENILHO HE yJaeTcs pa3olparbcsi B MaTepuaje, HEOOXOAUMO
chopMynupoBaTh BOIPOC U 3aJaTh MPENOJaBaTEN0 HA JIEKIMU WM Ha
MPAKTUYECKOM 3aHSITUH.

JlaGoparopHas paboTa

JlaGopaTtopHble ~ pabOTBI ~ MO3BOJSIOT  HAYYUTHCS  IPUMEHSTH
TEOPETUYECKHE 3HAHWs, TIOTy4YeHHBIE HA JIEKIUW TPH PEIICHUU
KOHKPETHBIX 3a7ady. YToObl Hamboyiee paLMOHATIBHO W  MOJHO
MCTIOJIF30BaTh BCE BO3MOYKHOCTH JTAOOPATOPHBIX ISl TIOATOTOBKU K HUM
HEO0X0IMMO: CleyeT pa3o0parh JEKIHMIO 10 COOTBETCTBYIOIIEH TeMe,
O3HAKOMHUTCSI C COOTBETCTBYIOIIUM pa3JesioM ydeOHWKa, MpopadboTarh
JIOTIOJTHUTENIBHYIO JINTepaTypy M HMCTOYHUKHM, PELIUTh 3aJauyd U
BBINTOJIHUTH JIPYTHE TMCbMEHHBIE 3a/IaHUsI.

CamMocTrogrenpHas
pabora

CamocrosTenbHas paboTa CTyI€HTOB CIIOCOOCTBYET ITTyOOKOMY YCBOCHUS
y4eOHOTO Marepuaja M Pa3BUTHIO HABBIKOB CaMOOOpa30BaHUS.
CamocTosiTenbHas paboTa MPeAroaraeT caeylnue COCTaBISIONINE:
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- pabota ¢ TekcTaMH: y4eOHMKaMH, CIPaBOUYHUKAMH, JOMOJHUTEIHHON
JUTEPATypOi, a TaKKe NPOpabOTKa KOHCIIEKTOB JICKIU;

- BBIIIOJIHEHUE JOMAIIHUX 3aJaHUN U PACYETOB;

- paboTa HaJ TeMaMH JUIsl CAMOCTOSATEILHOTO N3Y4EHUS;

- ydacTue B paboTe CTy/IEeHYECKUX HAyYHBIX KOH(PEPEHINH, OMMMITHAT;

- IOATOTOBKA K IPOMEKYTOYHON aTTECTALINN.

[ToaroroBka k
MIPOMEKYTOUHOM
aTTecTalluu

I'oToBUTBCSH K HpOMG)K}’TO‘IHOﬁ arrectauuu CICAyCT CUCTCMATHYCCKHU, B
TEYCHHUE BCEI'0 CEMECTpA. HNnaTencuBHas IoATOTOBKA JOJI?KHA HAYAThCA HE
nmo3gHee, 4YceM 3a MecCAl-1nojaTopa nao HpOMe)KYTOQHOﬁ aTTeCTanuu.
I[aHHBIe Iepea 3a4€ToOM TpU OHA B(b(beKTI/IBHee BCEIr0 HMCIIOJIB30BAaTh IJIA
IOBTOPCHHA U CUCTEMATU3AllU MaTCpHUaJia.
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[lepeueHb y4yeOHOW JUTEPATYPHI,
HEOOXOMMMON  IJII  OCBOEHUSI
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