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1. HEJIA U 3AJAYU JUCHUTIIIAHBI

1.1. esu AMCHUIIHHBI
Lenb u3ydeHHs] MTUCHUIUIMHBI — (JOPMHUPOBAHHE Y YYaIlMXCs 3HAHUI O crocobax,
Mepax U CPeACTBax 3allUThl HHPOPMAIIMU OT yrpo3 6e30MmacHOCTH HHPOPMAIUH B
TenekoMMyHUKamoHHbIX cucreMax (TKC), pa3Butue mnpakTUUECKUX HaBBIKOB
000CHOBaHUsI TPeOOBaHMM K CPEICTBaM M CHCTEMaM 3alIUThI, a TAaKXKE CIIOCOOHO-
CTEH K PEIICHUIO MPUKIIAIHBIX 3aad aHaIn3a U KoHTpouts 3amuiieHHoctd TKC.

1.2. 3agauu ocBOeHHSA TUCIUILINHEI

- OCBOGHHE  METOJIOJIOTUYECKUX  OCHOB  aHajM3a  3alUIIEHHOCTU
unpopmaruu B TKC,

- IPUOOpETEHNE HABBIKOB (OPMUPOBAHUSA TpPEeOOBAaHMI TO  3aIIHUTE
unpopmanuu B TKC, npenpsBisieMblx JEHCTBYIOUIUMU  HOPMAaTHBHBIMH
JOKYMEHTaMu, U BIOOpa Mep U CPEJICTB 3aIUTh HH(POPMALINH;

- (OpMHpOBAaHUE NPEICTABICHUNA O CUCTEMAaX 3alIUThl MH(OpPMALUU B COCTaBE
TKC, o cnocobax koHTpoJst 3amuieHHocTH uHpopmannu B TKC u nopsnke ero
OpraHu3aLMH.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII

Jucnumnaa «MabopManimonHas 0€301acHOCTh TEIEKOMMYHHKAIIMOHHBIX
CUCTEM» OTHOCHUTCS K TUCIMIUIMHAM 4acTH, GOpPMUPYEMOU ydacTHUKaMU 00pa3o-
BaTEJIbHBIX OTHOIIIEHUI OJioKa B1.

3. INTAHUPYEMBIE PE3YJIbTATbBI OCBOEHUS OITIOII

Komnerenuus Pe3yabTaTsl 00yueHuUsl, XapakTepusyouue chopMHpPOBAHHOCTh KOMIIETeHIIUH
I1K-9.5 3HaTb:

- yrpo3sl 6e3onacHocty nH$popmanuu B TKC 1 criocoOb! X peann3aium;

- TpeOOBaHUsI HOPMATHBHBIX MMPABOBBIX aKTOB 1o 3amurte uHpopMaimu B TKC u nytu

UX peann3alum;

- KJIACChI 3aIMIIEHHOCTH TEJIEKOMMYHHKAIIMOHHBIX CHCTEM B COOTBETCTBHH C HOpMa-

TUBHBIMM NpaBoBeIMU JokyMeHTamMu O@CTIK Poccuu;

- IOPSJIOK ONpENeNICHHs] cocTaBa MEpP M CPEACTB 3aIIUTHl B COOTBETCTBHU C TpeOOBa-

HUSIMA HOPMaTUBHBIX NpaBoBbIX JokyMeHTOB @PCTIK Poccuu;

- XapaKTePUCTHKHU U BO3MOXKHOCTHU CPEJICTB 3aIUTHI;

- OCHOBHBIE TEXHOJIOTHM M apXUTEKTYpPbl MOCTPOCHUS CHCTEM 3aIIUTHI MHPOPMALUU B

TKC,;

- CIIOCOOBI U cpezicTBA KOHTPOJIS 3 (HEKTUBHOCTH CPECTB 3alUThI

Ymers:

- 3aaBaTh TpeOOBAHMSA 10 3anTUTe HHGOOPMAIH B COOTBETCTBUH C MX KJIACCAaMH 3alIllH-

LIEHHOCTY;

- BEIOMpATh MephI U cpezcTBa 3ammThel nHpopMmarmu i1 TKC B coOTBETCTBHH ¢ HOpMa-

TUBHBIMH TIPABOBBIMHU JTOKYMEHTAMU;

- IPOBO/NTD aHanu3 3(GEKTUBHOCTH MEp, CPEJCTB U CUCTEMBI 3aIIUTH HHPOPMaUH B

TKC;

- BBIOMpATh pallMOHAIBHBIE PEIICHUS 110 IMOCTPOCHUIO CHCTEM 3aIIUTHl HHPOPMAIMU B

TKC;

- IPOBO/INTH TAKTUKO-TEXHUYECKOE 00OCHOBaHNE BAPHAHTOB ITOCTPOCHUS CUCTEM 3alllH-

ToI HHPOpMarun B TKC;

- OTIPE/IEIATE CHOCOOBI U CpeAcTBAa KOHTPOIA 3((EKTUBHOCTH 3alIUTH HHOOPMAIH B

TKC

Buanets HaBbIKaMu:

- 060ocHOBaHMA TPeOOBAaHUI K MepaM, CPEACTBAM M CHCTEMaM 3allUThl HH(POpPMAIHU B

3aBUCHMOCTH OT Tpebyemoro kiacca 3amuinennocti TKC;

- OTIpEJIeNICHUs CTPYKTYPBI U MyTeH MocTpoeHus cucteM 3auuthl HHGopmanuu B TKC B




3aBUCHMOCTH OT COCTaBa aKTyalbHBIX yrpo3 0e30MmacHOCTH nHpopmanuy;

- TEXHHUKO-9KOHOMHUYECKOTr0 00OCHOBAHUS BapHAHTOB IOCTPOCHHS CHCTEM 3AIUTHI HH-
¢opmammu B TKC;

- OIICHKH PEe3yJIbTaTOB NIEATEIHHOCTH OPTaHM3alMHN B obyacTu obecnieueHus wHpOpMa-
roHHOM 6e3omacHoct TKC

4. OBPBEM JIUCHHUIIVIMHBI

OOmast TpyaoeMKOCTh JIUCHUIUIMHBL «/HpopManmoHHas 0e3011acCHOCTD
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM) COCTABIIIET 14 3.¢e.
Pacnpenenenne TpyA0€MKOCTH JUCIMIUIMHBI 110 BUJIAM 3aHATHM,
o4Hasi popma 00yYeHus

g Cemectpsl 1

Bunbl yueOHO pabOThI Bcero yacos

AyauTopHbIe 3aHATHS (BCEro) 216 108 108

B Ttom uucie:

Jlexknmuu 12 36 36

JlaGopartopusbie padoTs (JIP) 144 72 72

CamocrosiTeibHasi padoTa 216 36 180

Yackl Ha KOHTPOJIb 72 36 36

Buapl npoMeXyTouyHOW arre-
CTallMH - SK3aMEH

+ + +

OO6m1ast Tpy10eMKOCTb:
aKaJEeMHUYECKHE YacChl 504 180 324
3a4.eq. 14 5 9

5. COAEPKAHME JUCHUTLIIMHBI (MOIYJIST)

5.1 Conep:xanue pa3iesoB TUCHUIJIMHBI U pacnpe/eieHue TPY10eMKOCTH 110
BU/aM 3aHATHH
o4yHasi Gopma 00yueHus

Ne i/ | HaumeHoBaHHE TEMBI CogepxaHue pasjena Jlexiy J1a6. CPC Beero,
3aH. qac
1 OcHoBHble  Hampabie-|[IoHATHS «KOMIUTEKCHOH 3aIuThl MHGOPMAIUU» U
HUS 3alUThl HHpOpMa-| «crcteMs! 3amuTsl HHbopMarmm» B TKC. Monem 6e30-
in B TKC n nx o6mas| macroctr nadopmarmm B TKC (K/IL, rexcana [Tapkepa,
XapaKTepUCTHKA mozens STRIDE). OcHOBHBIE HaIpaBlIeHUs 3allUTH] 4 4 12 20
HHGOPMAIMH OT Yrpo3 aHTPOIIOTEHHOTO W HEaHTPOIIO-|
TeHHOT'0 XapaKTepa, CBI3aHHbIE C IiepexBaTaM Tpaduka B
TKC, npoHNKHOBEHUSI B ONEPALOHHbIE CPEIbl XOCTOB
TKC u np.
2 Crpaterun 3amuThl| [ToHsATHE CTpaTerny 3auThl ¥ KIACCH(HKAIUST BO3MOXK-
unpopmanmu B TKC wu|HBIX cTpaTeruii mo mpu3HakaMm OpraHH3alliy 3allliThI,
UX o0mas XapaKTepu-|HalpaBIeHHOCTH ACHCTBUH, alaTHBHOCTH. XapaKTepH- 2 6 8 16
CTHKa CTHKA CYLIECTBYIOLUIMX U MEPCHEKTUBHBIX CTpaTerui
3amuTh! nHpopMarwy B TKC
3 [puatmner nocrpoenus| OcaoBabie npuHuiel co3nanuss C3U B TKC: cuc-
CHUCTEMBl 3allUThl WH-|TEMHOCTH, KOMILJIEKCHOCTH, HEIPEpbIBHOCTH 3alllu-
¢opmanmn  (C3M)  B|THI, pa3syMHO#l JOCTATOYHOCTH, T'MOKOCTH YIIpaBlie-
TKC u pasrpaHnueHUs|HUsL, OTKPBITOCTH aITOPUTMOB U MEXaHU3MOB 3alllU-
JocTyna TBI, TIPOCTOTHl TPHMEHEHMS 3alUTHBIX Mep U 6 10 16 32
cpencTB. TumoBast CTpyKTypa CHCTEMBI 3aIlUTHI HH-
¢opmanuu B TKC. IpuHIUITEL IEHTPaIN30BaHHOTO,
JeLeHTpan30BaHHoro nocrpoenus C3U u cmemnran-
HBII IPUHIMN ToCTpoeHus. [IpuHINIEl pasrpaHmde-




HUSl JocTyna (AMCKPELHOHHBIM, MaHAATHBIM, poie-
BOH, pasrpaHU4eHus] MH(POPMALMOHHBIX IIOTOKOB U
H30JMPOBAHHON CpPeIbl) U UX KpaTKask XapaKTepUCTH-
Ka

4 Mogenun  pasrpanuue-| HasHauenue ¢GopMaibHBIX MOZENeH pa3rpaHu4eHH
HUs JocTynma K uHGop-| rocryna k nadopmanuu. Moaens Xappucona-Py330-
Manuu B uH(OpMaIM-| YipMaHa I TUCKPEIIMOHHOTO NMPUHIUIA pa3TpaHu-
OHHBIX CHCTeMax H|4YeHHUs JOCTyna U ee XxapakTepuctuka. Mozens ben-
obecnieyenust ee mneno-|na-Jlallaxyna st MaHZATHOTO MPHHIMIIA pa3TPaHU-
CTHOCTH YeHHs JOCTyIa M ee xapakrepucruka. ConepikaHne 6 8 12 26
OCHOBHOI1 TeopeMb! 6e3omacHocTH. [ToHsATHE IET0CT-
HocTH naHHBIX. PopmanbHEle Monenn buba n Kiap-
ka-BuncoHa m ux KpaTkas XapakTepucTuka. Teope-
THYECKUE MPUHIUINBI 00ECIIEUYEHUs IENOCTHOCTH
nansbix J{. Knapka u J[. Buncona
5 CocraB u crpykTypa|C3U B TKC Ha oCHOBe LIEHTpaIM3alUK YIpaBICHUS
CHCTEM 3alUTHl  WH-|efo. [oHATHE SIIETOHNPOBAHHON 3aIIUTH M MyTH €e
¢opmammn  (C3M)  B|moctpoenus. Poms agMuHMCTpaTopa Oe3omacHOCTH 2 16 12 30
TKC c ucnonp3oBanueM|npu penieHnn 3agad 3amuTbl nHdopmaruu B TKC.
LIEHTPAIU30BaHHOTO JoctouncrBa u Hepoctatkun C3U ¢ neHTpanu3oBaH-
MIPUHIUIA HOCTPOCHUS | HBIM HPHHIIUIIOM HOCTPEOHWS.
6 Honcucremer  3amuTel| Paznenenne HC/l Ha Qusnyeckuil M BUPTYaTbHBIH.
nHpOpMau oT yrpo3 |OCHOBHbBIE (PYHKIMU MTOJCHCTEM 3aIUTHI OT (U3NUe-
HEMOCPEACTBEHHOTO ckoro fnoctyna. OCHOBHBIE KJIACCHI YCTPOMCTB 3aIlu-
HECAaHKIMOHUPOBAaHHO- [Thl oT ¢(u3nueckoro HCJ/l m uX XapakTepHCTHKA.
ro poctyna (HCJI) CpencrBa 3allUThl OT HEMOCPEICTBEHHOTO BHPTY- 2 12 16 30
anpHoro HCJI, peanusyemMsle onepaloHHOI cucre-
MOH KOMIIBIOTEPA, U CIEIHAIBHbIE IPOTPAMMBI, TIPO-
rpaMMHBIE ¥ TIPOTPAMMHO-AIIAPATHBIE KOMILIEKCHI U
HX XapaKTePUCTHKA
7 OcHoBBl  obOecmieueHus| Knaccudukanus Mep 3alIuThl OT CETEBBIX aTak. Me-
Oe3omacHocTH  MHGOP-| pbI 3aIIUTHl HHPOPMAIMK OT NepexBaTa MpH Iepeaa-
mammu B TKC ot cere-|4e mo cerssM. Mepsl 3auTsl HHPOPMAIH OT CeTe-
BBIX aTak. BBEIX aTaK, pealn3yeMbIX Ha CHCTEMHOM W HpHUKIal-
HOM YPOBHSX IIyT€M HPOHHKHOBEHHUS B OIEPAI[HOH-
Hywo cpeny anemertoB TKC. Tpu rpynmsl MeTonoB
OoOHapy)XeHHs BTOPXKEHHH B OIEPAllMOHHYIO Cpeny| 6 8 16 30
xoctoB TKC: curHatypHbIe, BBISIBICHHS aHOMAJMH U
koMOuHHpoBaHHEIEe. Kitaccudukamust cucrem oOHa-
pyxerus Bropxkenuit (COB). Tpebosanus k COB
OTIpefieNeHbl B HOPMAaTHBHO-TIPaBOBOM akTe «Tpedo-
BaHMS K CHCTeMaM OOHapy>KeHUs! BTOPXKEHWiD», yT-
BepxxaeHHoM npukazom @CTIK Poccnu ot 6 nexad-
pst 2011 r. Ne 638
8 CpenctBa u cuctembl| Knaccudukanus cucreM oOHapyKeHHS BTOP)KEHHN
obnapyxenus Bropxke-|(COB). Tpeboanus x COB, onpeneneHHbIe B HOp-
HUA TIpH peann3alni|MaTUBHO-TIpaBoBOM akTe «TpeboBaHWS K cucreMam 4 4 12 20
cereBbIX aTak B TKC O0OHapy)KeHUsT BTOPXKEHHI», YTBEpKICHHOM IIpHKa-
3oM ®CTIK Poccuu ot 6 mexadbps 2011 r. Ne 638.
OcHoBs! noctpoenust COB.
9 CpenctBa  antuBHpyc-| [loHATHE CpeACTBa 3aIIHUTEI OT BPEXOHOCHBIX IIPOrPaMM
HOHM 3ammuThl, TpeboBa-[(C3BII) n cpexcrsa antuBupycHoi 3ammutsl (CAB3).
HHUS K HUM H crocoObl| Knaccubukarms Mep U CpeicTB aHTUBUPYCHOM 3alUTHI.
MIPUMEHEHUS 3apmaun, pemaemsle ¢ npumenenreM C3BII. Tumet CAB3 2 4 12 18
n knaccel 3amutel C3BIIL. Tpe6oBanus x C3BII u
CAB3, omnpeneneHHble B HOPMaTUBHO-IIPAaBOBOM aKTe
@®CTOIK Poccum, yrepxxaennoM npukazom OCTIK
Poccun ot 20.03.2012 r. Ne28
10 |Cucrema HOpmaTHBHBIX|OOIIHIT MOPSIOK 06OCHOBAHHS TPEGOBAHMIA TI0 3aIUTe
MIPaBOBBIX JTOKyMeHTOB,| nHpopmarmu B TKC. CocTaB 1 CTpyKTypa CHCTEMBI 10~
cozepamux TpeboBa-| KyMEHTOB IO TEXHHUECKOH 3ammTe napopmarmy B TKC
Hus o 3amutel  uH-| OCTOK Poccnn v ux kparkas xapakrepuctuka. Knacen-| 10 16 16 42
¢dopmanuu B8 TKC ¢duxkars TKC no knmaccam 3amuiineHHoctd. [Topsaok
BBIOOpa HOPMATHBHBIX TOKYMEHTOB IPU OPraHU3aLMU
3amuth! nH(popMarnmm B TKC.
11 HopmatuBHOe perymu- |CocTaB U CTpyKTypa CHCTEMBI IOKYMEHTOB, COZIEPIKAIIIX
poBanue TpeboBaHMil K|TpeOoBaHMS K cpercTBaM 3ammuThl nHpopmarun B TKC. 4 10 12 26

cpeacrteaM 3allrThI

nHpopmarmu B TKC

Kimaccrr 3ammTer. O6muii opsiiok 060cHOBaHMS TPe6o-

BaHMH K cpeicTBaM 3amuTh! napopmaryn B TKC.
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Tl'ocynapcrBeHHbli
cranmapr  UCO/MDBK
15408 «O6mmue xpure-
pun»

Kparkas wuctopus pa3paboTKu MEXIyHapOIHOIO
cranmapra UCO/MDOK 15408 «OOwmme kputepun»,
ero Ha3HaueHWe U CTPYKTypa. OCHOBHBIC MOHSATHS,
BBEJICHHBIC CTaHAApPTOM (3amaya 3aIiuThl, MPOoQuIb

3ammTel, 3amanne 1o OesomacHoctw). Crpykrypal 4 6 10 20
npoduirst 3aIuUTH U 3amaHus o Oe3omacHocTH. [lo-
HATHE (QYHKIMOHAIBLHOTO TpeOOBaHUS M TpeOOBaHUS
nosepus. Kimaccsl GyHKIIMOHANBHBIX TpeOOBaHUI H
TpeboBaHMl TOBEpHS
13 |Texuonoruu mouuto-|[loHATHE HWHIMACHTAa WHPOPMAIMOHHON GE30MacHO-
puara u mpecedeHwsi|ctd B TKC m kparkas XapaKTEepHUCTHKAa BO3MOKHBIX
HMHIOUICHTOB HH(pOpMa-| vHImaeHToB. Croco0Bl M CPeACcTBa CBOCBPEMEHHOTO
LHOHHON 0€30MacHOCTH|BBIABIECHHUSI HHIMACHTOB 0E30MacHOCTH B pacmpere-
B TKC neHHbIx TKC. [loHATHE CKPBITHOTO KaHala HECaHK-
[MOHMPOBAHHOM Iepeiauy TaHHBIX BO BHEIIHUE CETH 6 6 20 32
U TmyTdu ero noctpoeHus. OCoOOEHHOCTU BBIABICHHUS
CKPBHITHBIX KaHAJOB TIepeAadd JaHHBIX C HCIOJB30-
BaHHEM cTeraHorpaduu.
Ilepcnexkrusubie SIEM u SOC-cuctemsl U ux Kpat-
Kasi XapaKTepUCTHKA
14 |CymectByromue u mep-|[KpaTkas XapaKTepUCTHKA CHCTEM 3aIUTHl HH(pOpMa-
cnektuBHble  cucTeMbl|nun B TKC ¢ ncmonp3oBaHHEM JIEIEHTPATH30BaHHO-
3aIIUTEl C HCIIOJB30Ba-|T0 mpHHOMNA mocTpoeHusi. OCHOBHBIE IIpeACTaBIIe- 4 12 16 32
HUEM  JICHEHTPAIN30-|HUsl 0 TexHoJorusax «ToHKWMI KianeHT» u «MHOro-
BaHHOTO NIPHHINIA areHTHasl CUCTeMa 3aIllUThD».
MIOCTPOCHUSL.
15 Texnonorun cosnanwusi| [lonsTue JIOBEPEHHOH cpeabl Obmas
JOBEPEHHBIX Cpell H|KiIaccu(UKaHOHHASL cxema COBPEMEHHBIX
MIEPCIICKTUBBI UX Pa3BH-| TEXHOIOTHI CO3JaHUA JIOBEPEHHBIX
THS BBIYHCITUTEIIBHBIX cpen. JloBepeHHEIH
aTGOpPMEHHBII MOJYJIb M €ro IpPHUMEHEHHE B
uHTepecax (OPMHUPOBAHUS JTOBEPEHHOW  CpEIbIL. 4 6 10 20
[epcrieKTBBI BHEAPEHUS] HOBBIX TEXHOJOTWI THIA
Vpro, Presidio. BapuanTsr MOCTPOCHHUS
TEepMUHANBHBIX CHCTEM Ha 0a3ze «TOHKOTO KIIMEHTa.
IIpumenenue HelpoceTeBon OMOMeTpUIeCKOU
HUAESHTU(GUKAINH AT CO3MaHUS JOBEPEHHBIX CPE
16  |Opranmsaumst u mnops-| [ToHsTHE KOHTPOIIS S3)PEKTHBHOCTH 3aIIUTHI HHPOPMa-
Jnok nposeneHus: KoH-|1mu B TKC. OcHoBHBIE BHIbI KOHTpOIIs. OpraHu3aitoH-
Tposisi  3((EKTUBHOCTH| HBII M TEXHHYECKHI KOHTPOJIB A dekTHBHOCTH. 3a1aunt 4 16 16
3aMUTEl WH(GOPMAIMN Bl KOHTPOIIS ¥ OPSIIOK ero opranu3armi. CpencTa KOH- 6
TEJICKOMMYHHKAIIIOH- | TPOJIS M BO3MOXHOCTH NX IPAUMEHEHHS Ha (DYHKI[FOHH-
HBIX CHCTEMax pyromx TKC
Hroro| 72 144 216 432

Mozenen Xappucona-Py33o-Yiaemana u benna Jlallagya.
2. OnpeneneHuss NepedHs YA3BUMOCTEH CHCTEMHOIO MPOTPaMMHOI0 obec-
NeYeHus Ha puMepe onepanoHHol cucteMbl « Windows 8.1» ¢ ucnonb3oBaHueM

5.2 IlepeyeHb 1a0OPATOPHBIX PadoT

1. dopmupoBaHuE NPaBWI JUCKPEIIMOHHOTO U MAaHAATHOTO pa3rpaHUYCHUS
noctyna Kk 3ammimaemon uHpopmaruu B xoctax UTKC Ha ocHOBe TpeboBaHMiA

6a3bl yszpumocteid ®CTOK Poccun.

3. ®opmupoBaHKE COCTaBa aKTyallbHbIX YIpo3 0e30MacHOCTH MH(OpMauu

B UTKC mnpenmpusitusi (OpraHu3aiuu) ¢ HCIOJb30BaHUEM 0a3bl JaHHBIX YIPO3
OCTOK Poccuu mo BapuaHTaM: a) TPEANPHUATHAS KPEAUTHO-(HUHAHCOBOUN chephl;
0) MyHUITUTIAJTLHOTO OPTraHa; B) JIEYCOHOTO YUPEIKICHUS.

4. OnpeneneHue MyTell MOCTPOSHUS AIICIOHUPOBAHHON 3alIUTHl HH(POpMa-
X OT yrpo3 0e30MacHOCTH MH(pOpMaInK, pean3yeMbIX U3 ceTH Internet, B rocy-

JTapCTBEHHOW MH(POPMAITMOHHO-TEIEKOMMYHUKAIIMOHHON CUCTEME.




5. OnpeneneHue myTel MOCTPOEHUS AIIEIOHUPOBAHHON 3alIUTHI HUHPOpPMa-
MU OT Yrpo3 6e3omacHoCTH MHGpOpPMAILIUU, pealnu3yeMbix U3 ceTu Internet, B uH-
(dopMaIMOHHOM cUCTEME MEPCOHATBHBIX TaHHBIX MPOMBIIUICHHOTO MPEATPUSITHS.

6. Onpenenenre MyTel MOCTPOCHUSI TIOJICUCTEMBI 3aIIUTHI WH()OPMAITUH OT
yIpo3, peanuzyeMbix BHyTpeHHUM HapymureseMm B MTKC oprana Bmactu.

7. Onpenenenre TpeOOBaHUM U (PYHKIIMOHAIBHOTO OOJIMKA MOJACUCTEMBI aH-
TUBUPYCHOU 3anuThl B rocygapctBernHo UTKC.

8. Onpenenenue TpeOOBAHUM U MyTEH MOCTPOCHUS IIEHTPATM30BAHHON MO/ -
CUCTeMbl OOHapYXEHHUsSI BTOPKEHUI B cocTaBe MH(POPMAIIMOHHON CHUCTEMBI TOCY-
JapCTBEHHOW MOJIUKJINHHUKH.

9. Pa3paboTka mpeaioKeHnu 1Mo MOCTPOSHUIO ICIICHTPATN30BaHHON CHCTe-
MbI OOHApy’>KE€HHsI BTOPKEHUN C HCIOJb30BAHUEM TEXHOJIOTMH «MHOIOAr€HTHOU
CUCTEMBI».

10. OOocHOBaHME Kjacca 3alMIIEHHOCTH U COCTaBa MEp U CPEJCTB 3a-
IIUTHI JIJISI CUCTEMBI MIPECEUYCHMs] HeCAaHKIIMOHUPOBAHHOM Tepeaaud UHGOpMaIUU
B ceTh Internet B cocrase kopnioparuBHoit UTKC npeanpustus.

11. Omnpenenenue TpeOOBaHUN U PYHKIIMOHAIBHOTO OOJUKA MOJICUCTEMbI
3aIUThl UHQOPMAIIMK OT YIpo3, peaauzyeMbix BHemHUM HapymuTenaem B UTKC
OpraHa BJIACTH.

12.  ®opmupoBanue mpoduiis 3aUThl HHOOPMAITUU OT YIpo3, pealiusye-
MbIx BHemHMM HapymmteneM B WUTKC mnpennmpuarus, Ha OCHOBE CTaHaapTa
NCO/ MK 15408.

13. ®opmupoBanue cucteMsl 3ammThl uHGopmarmun B UTKC npeamnpu-
ATHSI HA OCHOBE peau3alii TEXHOJIOTHH « TOHKUI KITMEHT.

14. ®opmupoBanue cucrteMbl 3amuTbl uHpopmamu B UTKC npennpu-
ATHSI HA OCHOBE PeaTU3alMi TEXHOJIOTHH «MHOTOAr€HTHOW CUCTEMBDY.

15. Omnpenenenue ¢yHkuuoHaidbHoro obyimka SIEM-cuctemsr st 3amu-
Thl OT HECAaHKIIMOHWpOBaHHOW nepenaun nnopmanuu u3 TKC oprana Bmactu Bo
BHEILIHUE CETH.

16. Iloctpoenue mosepenHoil cpeanl B xocte TKC Ha ocHOBEe cpeicTB
HeHWpoceTeBOU NAECHTU(UKAIUY.

17. CnocoObl NPUMEHEHHUsI CPEJICTB KOHTPOJSI 3alUIIEHHOCTH TMEepCo-
HanbHBIX TaHHBIX B TKC neueOHOro yupexacHusl.

18. Ompexnenenue coctaBa U CTPYKTYpbl MOJCHCTEMBbI KOHTPOJIS 3allu-
MIEHHOCTU HMH(OpMalud B HHPOPMAILMOHHON CUCTEME MPOMBIIUIEHHOTO Mpe-
PUSTHS.

6. IPUMEPHAS TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT
B cooTBercTBUM ¢ y4eOHBIM IJTAHOM OCBOCHHE TUCIUILIMHEI HE TIPEeIycMaT-
pHUBaET BHITIOJIHEHUE KYPCOBOTO MPOEKTa (PabOThI) UM KOHTPOJIBHOU PabOTHI.



7. OUEHOYHBIE MATEPHAJIBI LIS IPOBEIEHUSI
MPOMEKYTOYHOM ATTECTALIMM OBYUYAIOLUXCS
MO JUCLUILJIMHE

7.1. Onucanue nokasarejed u KPUTEPUEB OLICHUBAHUA KOMIIeTeHIIU M
Ha pa3/iIMIHbIX 3Talax ux q)OpMI/IpOBaHI/Iﬂ, OIIMCAHHC IIKAJ OHCHUBAHHUA

7.1.1 JTan Tekymero KOHTPOJIst

OLICHUBAIOTCA 110 CHCI[YIOHlefI CUCTCMC:

«aTTCCTOBAH»,
«HEC aTTCCTOBAH».

Pe3ynprarsl TEKYIIErO0 KOHTPOJISI 3HAHUM U MEXKCECCUOHHOW aTTECTAIUU

Komme- Pe3yabTaThl 00y4ueHHsl, XapaKTepH3yIoIue KpHTepPIPI ATTeCTOBAN He arrecro-

TEeHIUA ¢()OPMHPOBAHHOCTh KOMIIETEHLHH OLICHUBAHUA BaH

I1K-9.5 |3Harb: Tecr Brmonaenne pador B | HeBbimonae-
- YIpO3bl 0€e30IacHOCTH I/IHq)OpMaHI/II/I B TKC wu cno- chK’ HpCI[YCMOTpeH- HUE pa60T B
COOBI MX peanusaliy; HBIH B paboumx Npo- | Cpok, npemy-

- TpeOOBaHMS HOPMATHBHBIX IIPABOBBIX AaKTOB IO
3amute nHpopmaryu B TKC v myTn nx peanusanum;
- KJIacChl 3alUIICHHOCTH TEJIEeKOMMYHHKAIIMOHHBIX
CHCTEM B COOTBETCTBUU C HOPMATUBHBIMU IIPABOBBI-
mu goxkymenTamMu @CTOK Poccuy;

- HOPSJOK OIpPEAENICHUs] COCTaBa Mep M CPEACTB 3a-
IIUTHl B COOTBETCTBHM C TPeOOBaHMAMHM HOPMAaTHB-
HBIX TIpaBOBBIX JoKyMeHTOB ®CTIK Poccun;

- XapaKTEePUCTUKU ¥ BO3MOXKHOCTH CPEACTB 3allUTHL;
- OCHOBHBIEC TEXHOJIOTHU U apXUTEKTYpPbl IOCTPOCHUS
cucteM 3amuThl nHGpopManuu B TKC;

- CoCOOBI W CpencTBa KOHTPONIS 3(PPEKTHBHOCTH
CPEJICTB 3aLIUTHI

rpaMmax

CMOTpEHHBIU B
pabouux mpo-
rpaMmmax

YMeTs:

- 3a1aBaTh TpeOOBaHUS 1O 3ammre HHOOPMALUU B
COOTBETCTBUH C UX KIACCAMH 3alUIIEHHOCTH;

- BEIOMpATh MEpHI M CPENCTBA 3alIUTHl HHPOPMALIIH
s TKC B cooTBETCTBUU ¢ HOPMAaTUBHBIMH IIPaBO-
BBIMH JIOKYMEHTaMH;

- IPOBOIUTE aHAMN3 3(GPEKTUBHOCTH Mep, CPEICTB U
cucTeMsl 3amuThl nHGopManuu B TKC;

- BEIOMPATh PaI[MOHAIBHBIE PENICHUS [0 TIOCTPOSHHIO
cucreMm 3amuThl nHGopMmanuu B TKC;

- IPOBOJUTh  TAKTHUKO-TEXHWYECKOE OOOCHOBaHHUE
BapMaHTOB MOCTPOCHUSI CHCTEM 3alIUTHl HH(MOpMA-
nuu B TKC;

- ONPEAENATH CIIOCOOBI M cpencTBa KOHTpoIs dddex-
THUBHOCTH 3anuThl HHGopmaru B TKC

Pemenue cran-
JIapTHBIX TMpak-
THYECKHX 3a/1a4

Beimosnnenne  pabor B
CPOK, NperyCMOTPEHHBIH
B pabo4MX Mporpammax

IHeBbImonHeHue
paboT B CPOK,
MPEAYCMOTPEH-
HBIH B pabounx
porpaMmax

Bnanets HaBBIKAMH:

- 00ocHOBaHMA TPeOOBAaHMHA K MepaM, CpelcT-
BaM M CHCTE€MaM 3aIluThl HHPOPMAIUH B 3aBH-
CHUMOCTH OT TpeOyeMoro Kjacca 3aluIIeHHOCTH
TKC;

- OTIpe/IeICHUS CTPYKTYPHI U MyTei MOCTPOCHUS
cucreM 3amutsl nHpopmanu B TKC B 3aBucH-
MOCTH OT COCTaBa aKTyaJbHBIX Yrpo3 Oe3omac-
HOCTH MH(OPMALUH;

- TEXHUKO-9KOHOMHYECKOTO O00OCHOBaHHMS Ba-
PHAHTOB TIOCTPOCHHMSI CHUCTEM 3aIUTHl MHQOP-
manuu B TKC;

- OLIEHKH Pe3yJIbTaTOB JIEITEILHOCTH OpraHH3a-
uu B 061actu obecrieueHns MHOOPMAIIHOHHON
6ezomacHoctn TKC

Pemenne npu-
KJIaJHBIX IpaK-
TUYECKHX 3a/1a4

BrimonHeHne  paboT B
CPOK, TNPEAyCMOTPEHHBIN
B pabo4uX MmporpamMmax

HeBbimonHeHnue
paboT B CpoOK,
IpeAyCMOTPEH-
HBIH B paboumx
porpaMmax




TectupoBaHHe OCYIIECTBISIETCS IMyTeM 3aJaHHs BOIIPOCOB U YCTHBIX OTBE-
TOB Ha HUX CTYJCHTA KaK B XOJI¢ JICKIMI, TaK U MPHU MPOBEACHUH MPAKTUICCKUX
3aHATUHN, a CTAaHAAPTHBIC U MPUKIAIHBIC MPAKTUYECKUE 3a7aui PEIIaloTCs B XO/€
MPAKTUYECKHUX 3aHATUN B TEUCHUE CEMECTpa

Jlnia ompesenenus mokasareiae HauucIIeTcsl KOJIMYECTBO OaJlsIOB 32 OTBETHI
Ha BOIPOCHI MPY TECTUPOBAHUHU M 32 PEIICHUE CTAaHIAPTHBIX W MPUKIIATHBIX MpPaK-
TUYECKHX 33]1a4 CICAYIONINM 00pa3oM:

npu TectupoBaHuM 3a N % MpaBUIBHBIX OTBETOB OT OOIIEro KOJIUYECTBA
BONPOCOB BbIcTaBisieTcss N 0amioB, MpH 3TOM MPaBUJIBHBIM CUYMTAETCS TOJIHBIH
oTBeT 0e3 omuOOK (€Cau OTBET HEIMOJHBIA WU CONEPKHUT OMMUOKH, TO OH HE 3a-
CUUTBIBACTCS);

NpU PEIICHUH CTAaHIAPTHBIX MPaKTHUECKUX 3a1ad 3a M % mpaBWIbHO pe-
IIEHHBIX 3aJ]1a4 BeIcTaBIsgeTcs: M Oaos;

pY pelIeHUU TPUKIAJAHBIX MPaKTHUYECKUX 3a7ad 3a D % mpaBuiibHO pe-
IICHHBIX 3aJ]]a4 BeIcTaBIsseTca D Oamios;

I[anee BBIYUCITIACTCA HpI/IBeI[eHHaH CyMMaZ
N+M+D

S =
K
naHHOM cirydae K =4)
[TpunsTHe pemenus o6 aTTECTAllUU OCYIIECTBIISICTCS MO CIEAYIOIMIEMY KpH-
TEPHIO:
ecimu S > 70, TO MpUHUMAETCS TIOJIOKUTEIHLHOE pelieHne 00 aTTeCTallnu;
ecm S <70, TO CTy/ICHT HE aTTECTYETCS.

, tne K — konnuectBO (HOpPMHUPYEMBIX KOMMETEHIUHN (B

7.1.2 ITan npoMe:KyTOYHOT0 KOHTPOJIS 3HAHUM

Pe3ynbrathl mpoMeXyTOUYHOTO KOHTPOJIA 3HaHui orneHuBatorcs B 9, 10 ce-
MecCTpe JIJIsl O4HOM (POpMbI OOYyUEHHSI 10 YEThIPEXOATIBbHOU CUCTEME:
OTJIIMYHO»; «XOPOILOY»; «YJOBIECTBOPUTEIBHOY; «HEYIOBICTBOPUTEIHLHOY.

Komme-
TEHIUs

Pe3yabTaThl 00y4enusi, XapaKkTepu-
3ylolue ¢()OpMHPOBAHHOCTHL KOMIIe-
TeHIUH

Kpurepuu
OLleHUBAHMS

OTIu4YHO

Xopomo

Ynosa.

Heynosu.

IK-9.5

3HaTh:

- yrpo3sl Oe3omacHOCTH MHGOPManuu B
TKC u crioco0s! uX peain3aluy;

- TpeOOBaHHUsT HOPMATHBHBIX IPABOBBIX
akToB 1o 3amure nHpopmanun B TKC u
IyTH UX peajn3aliuy;

- KJIaCCHI 3aIUIIEHHOCTH TEIEKOMMYHH-
KaIlHOHHBIX CHCTEM B COOTBETCTBHH C
HOPMaTHUBHBIMH IIPAaBOBBIMH JOKyMEHTa-
Mu ®CTOK Poccuu;

- IOPSAZIOK OIIpEIIeTICHUs] cocTaBa Mep U
CPEICTB 3alIUTHl B COOTBETCTBHU C Tpe-
0OBaHMSIMH HOPMATHBHBIX  IIPABOBBIX
noxymenToB ®CTOK Poccuu;

- XapakTepUCTHKH U BO3MOXKHOCTH
CPEJICTB 3aIlNTHI;

- OCHOBHBIE TEXHOJOTUH U apXHTEKTYPHI
MOCTPOCHUSI CUCTEM 3aIUTHl HH(OpMa-
muu B TKC;

- crocoObl U cpencTBa KOHTPOJIs dddek-

Tect

Brimonnenue
tecra Ha 90-
100%

Brinmonnenue
Tecra Ha 80-
90%

Brimon-
HEHME
TecTa Ha
70- 80%

B Tecte
menee 70%
MPaBHIIb-
HEIX OTBE-
TOB




THUBHOCTH CPEJICTB 3aIUTEI
YMerTs: Pemenne | 3amaum peme- | [Iponemonct-| Ilpone- | 3amaun He
- 3371aBaTh TpeOOBaHMA MO 3aLIMTE HH-| CTAaHIAPTHBIX | HBI B OJHOM | PUPOBAH Bep- | MOHCTpHU- |  pEIICHBI
(dopMmaruy B COOTBETCTBUM C HMX KJIacca-| MpakTHYECKUX| oObeme HBIM X0I pe- | poBaH
MH 3alUIIEHHOCTH; 3ama4y MOTy4YEeHBbl | IIEHUs BCEX, | BEpHBIH
- BBIOMpaTh MeEpBl M CPEICTBA 3aIIUTHI BEpHBIE OTBE- [ HO HE MOMy- | Xof pe-
unpopmaruu st TKC B coOTBETCTBHH C TBI YeH BEPHBIH | IIEHUS B
HOPMaTUBHBIMH IIPAaBOBBIMH JOKYMEHTa- OTBET BO BCeX | OOJIBIINH-
MU; 3ajmayax  |cTBe 3amad
- IPOBOAUTE aHaMM3  3PdexTHBHOCTH
Mep, CPEICTB M CHCTEMBI 3aIlUTHl HH-
¢dopmanuu B TKC;
- BBIOMPATh palMOHATBHBIE PELICHUs II0
MOCTPOCHUIO CHUCTEM 3aIlUThl HH(OpMa-
uuu B TKC;
- IPOBOJUTH TaKTHKO-TEXHHIECKOE 000C-
HOBaHHE BapHaHTOB IIOCTPOEHHS CHCTEM
3amuThl nHGopManuu B TKC;
- ONPEEeNATh CHOCOOBI M CPeIcTBa KOH-
Tposst 3(GEKTUBHOCTH 3aIIUTHl HHDOP-
mamu B TKC
Bnaners HaBbIkamu: Pemenne | 3amaum peme- | [Ipogemonct-| Ilpone- | 3amaum He
- obocHOBaHMS TpebOBaHMH K Mepam,| MPHKIAIHBIX | HBI B OJHOM | PUPOBAH Bep- | MOHCTPHU- |  peleHb
cpelcTBaM M CHCTEMaM 3aliuThl MHQOpP-| 3ama4 B KOH- obGbeme HBIA X0 pe- | poBaH
MalMy B 3aBUCUMOCTH OT TPeOyeMoro|  KpeTHOMH TIOJTY4YEeHBl | IICHUs BCEX, | BEpHBIH
kiacca 3amuieHHoctu TKC; IIpeJMETHOH | BepHbIe OTBe- | HO HE IOIy- | XOn pe-
- OTpeJieNeHns] CTPYKTYPHl M IMyTed mo-|  oGiactu THI YeH BEPHBIA | IICHUS B
CTPOEHUSI CHCTEM 3alUTHl HHPOPMAIHH B OTBET BO BCeX | OOIBIINH-
TKC B 3aBHCHMOCTH OT COCTaBa aKTy- 3a7adax CTBE 33724
ITBHBIX YTpo3 Oe30macHOCTH HH(OpMa-
u;
- TEXHUKO-9KOHOMHYECKOT0 00OCHOBAHUS
BapMaHTOB IIOCTPOEHHSI CHCTEM 3alIUTHI
naopmarmu B TKC;
- OIEHKH  PE3ydbTaTOB  JESTEIbHOCTH
OpraHm3aliid B OO0JNACTH o0OecTiedeHust
nHpopmarmonHoii 6ezonacHoct TKC
8.2 IlpumepHblii mNepeYeHb  OIEHOYHBIX CpPeACTB  (TUNOBBIE

KOHTPOJIbHBbIE 32/IaHUSl WJIM HHbIe MaTepHajibl, HEOOXOAMMBbIE I OLEHKH
3HAHU, YMEHUI, HABBIKOB U (MJIN) ONBITA AeATEJILHOCTH)

8.21 IlpumepHblii mepeyeHb 3aJaHMii JJsi NOATOTOBKH K
TECTUPOBAHUIO
COZ[Gp)KaHI/IC 3aJJaHus BapI/IaHTbI OTBETAa
1. Yro IIOHHUMAECTCA BapI/IaHTI)I OTBETOB!:
nona KOMIIJICKCHBIM 1) 1104, KOMIIJICKCHBIM obecrieueHueM 0O€30IMaCHOCTH HH(bOpMaHI/IH IIOHUMAECTCA

obecneuennem Oe3omac-
HOCTH HH(pOpMaIUH

COBOKYITHOCTb M€p KaJpOBOr0, TEXHUUECKOTO, IPOrPaMMHOI0, MaTEPUAIBHOTO U T. 1.
BHJIOB 00CCIICUCHHUS;

2) moJa KOMIUICKCHBIM oOOecrieueHrneM Oe30MacHOCTH HH(POPMAIHU TTOHUMACTCSI
COBOKYITHOCTh Mep, BO-TIEPBBIX, OXBATHIBAIONINX BCE aKTyasnbHbIe A naHHOH TKC
yrpo3bl 6e30M1aCHOCTH MH(POPMANNH, BO-BTOPBIX, PEATN3yEeMBbIX HAa HECKOJIBKHUX JTa-
nax xu3HeHHoro nukia TKC u corimacoBaHHBIX O IENH, 3a/1a4aM, MECTy H BPEMEHH
MIPOBEACHUS;

ITpaBunbHBIH OTBET — 0TBET N2

2. Kakue acnexTsl op-
TaHW3alMU 3alUThl MH-
(dopmani  OXBaThIBAaCT
KOMILIEKCHOe  obecrie-
YeHHue 6e3omacHoCcTH
nnpopmanun B TKC

BapuaHTsl 0TBETOB:

1) kommiekcHoe obecrneyenue GesomacHoctn uH(opMmanuu B TKC oxBaThiBaer
CIIe/IyIolIIe OCHOBHBIE acleKThl OPraHU3alUK: MOJATOTOBKY KaJpOB, CO3/1aHHE CHCTE-
MBI 3aI[UTHI OT COBOKYITHOCTH YIPO3, €€ aTTECTAIMIO U NPUHSTHE B KCILUTyaTaINIO;

2) KoMIUIeKCHOe obecreyenue OeszonacHoctd uHpopmauuu B TKC oxBaTbiBaeT
CJIC/IyIOLIE OCHOBHBIC ACIEKTHl OPraHM3allMK: OLIEHKY OOCTaHOBKM (aHANW3 yrpo3
Oe3omacHocTH WH(pOpManuu, oneHky 3amunieHHOoCTH TKC, OIeHKy J0CTaTOYHOCTH
[IPUHSTBIX MEp 3alUThl HHPOPMAIKK), 000CHOBaHHE TpeOOBaHMI 110 3aumTe HHPOP-




Manuu, GopMHpOBaHME 3aMbIcia 3alUTHl M BHIOOP LielIecOOOpa3HbIX MEp 3alllHThl,
rocTpoeHue cuctemsl 3anmtel uHpopMarmu B TKC, ee aTrecranyio ¥ NpUHSATHE B
PKCIITYaTaIHIO.

IIpaBunbHbII 0TBET — OTBET Ne2

3. Kakne  yuuthIBae-
Mble HapyuieHus 0e3o-
HAaCHOCTH OTJINYAIOT

BapuanTs! oTBeTa:
1) rexcana Ilapkepa oxBaThIBaeT Te ke HapyuieHus, uto u Moaeis KJII, To ecth
HapynIeHust KOHQUIECHINAIBHOCTH, LEIOCTHOCTH U TOCTYITHOCTH;

rexcagy Ilapkepa ot 2) rekcama ITapkepa OXBaThIBaeT Te K€ HApymIeHus, 9T0 U Moneib KL, a Takxke
moenu KJII? HapyUIeHHs ay TEeHTHYHOCTH, BIIaJACHHsI/ KOHTPOJIS, a TAK)Ke HapyIICHHE IT0JIE3HOCTH.
[TpaBmibHEI 0TBET — OTBET No2
4. Kakas  crparerus BapuanTs! oTBeTa:

HanpaBjeHa Ha 3alIuTy
OT BHEIIHETO HapyIlu-
TeIs: HEPHMETPOBAsT
WY SUIETIOHUPOBAHHAs?

1) ToNBKO MEpUMETPOBA;

2) TOJIBKO 3IICTIOHUPOBAHHAS:

3) u epuUMeTpOBast U AUICITOHUPOBAHHASL.
ITpaBmibHEI 0TBET — OTBET No3

5. Uro oTiandaeT cuc-
TeMy 3alIuTHl HH)OP-
Maldd OT KOMILIEKCA

BapuanTts! oTBETA:
1) Dro omHO u TO *Ke;

2) B cucreme 3amuThl 00s3aTENBHOI IMOACHUCTEMOM ABIsETCA IOJCHCTEMa

CPEINCTB 3alllUThl WH- | YNPABJICHUs 3alIUTON. ECiu B KOMIUIEKCE CPECTB 3alIUThI €CTh IOJCUCTEMA YIIPaB-
¢dhopmarym? JIEHUS, TO TAKOM KOMIIIEKC SIBJISIETCSI CUCTEMOM
IIpaBunbHbIi OTBET — OTBET N2
6. UYem ommyaercs | BapuaHTsl oTBeTA:
yIOpaBleHHE  3alUTOM 1) npu HEeHTPaTH30BAHHOM MPHUHIIMIIC YIIPABICHUS PEIICHHS 110 YIPABICHUIO 3a-

IpHU LEHTPAIN30BAaHHOM
U TpU JeleHTPaIu30-

BaHHOM MpUHIUIIaX
MOCTPOCHUA CHCTCMbI
3alIUThI

[IUTON MPUHUMAIOTCS aIMUHUCTPATOPOM O€30MaCHOCTH, a MPH ACLEHTPATU30BAHHOM
- IIOJTB30BATENSIMH pabOYMX CTaHIHH;

2) mpH LEHTPAJIM30BAaHHOM IPUHLMIE YIPABICHUS CPENCTBA U IMOJCUCTEMBI 3a-
IIATHI CBSA3aHBI C KOHCOJIBIO a]MUHHUCTPATOpa CETH WM aJMHHHUCTpaTopa Oe30macHo-
CTH, OTKyZAa OCYIIECTBIIETCS YNpaBICHHWE HacTpoikamu, KoHpurypammsmu. Ilpu
MEeNeHTPaIN30BaHHOM NpUHIOUIE ynpaBieHus CperncTBa M IOJICHCTEMBI 3alUTHI
CBSI3aHBI C KOHCOJBIO aJMHHHCTPATOpPa CETH WJIM aJMHHUCTpAaTOpa Oe30MacHOCTH
ITUIIB JUIs TIepeJadll CUTHAIU3alMOHHON HHpOpMalyy, (yHKIMOHUPYIOT 10 3apaHee
OTIpe/IelIeHHBIM aJTOPUTMaM. YTIPaBICHHUE OCYIIECTBIISETCS MPOTrPaMMHBIMH KOMIIO-
HEHTaMH, YCTAaHOBJICHHBIMU KaK B CPEACTBAaX, TAK U B MOACHCTEMAX 3aIl[UTHI.

[IpaBunbHbIi 0TBET — OTBET N2

7. YUTO OTHOCHUTCS K aT-
PHOYTHUBHBIM CpPEACTBAM
KOHTPOJIS JocTymna?

BapuanTsr oTBeTa:

1) x arpuOyTHBHBIM CPEJCTBAM KOHTPOJISI TOCTYIIA OTHOCATCS T€, KOTOPhIE HMEIOT
cepTu(HKaThl;

2) K aTpuOYTHBHBIM CPEJICTBAM KOHTPOJISI JHOCTYIA OTHOCSTCS CIIEIMANIbHBIE Kap-
TBI, JOKyMEHTBI, KITFOYH U )KETOHBI.

[TpaBuibHEIH OTBET — OTBET No2

8. 3auem Hy)HBI (op-
MaJbHBIE MOJIEIH Pa3-
IpaHUYEHUS J0CTyna?

Bapuants! oTsera:

1) a1t TOro, 4TOOBI KOJMYECTBEHHO OOOCHOBBIBATH BO3MOKHOCTH JOCTYNA K WH-
(dbopmaruu;

2) mist TOro, 4To0Bl Ha (HOPMATBHONH OCHOBE JOKA3hIBATh MPHHIMIHAILHYIO BO3-
MOYKHOCTh HECAaHKI[HOHUPOBAHHOT'O JJOCTYIIA K 3aliiaeMoi HH(pOpMAIHH.

IIpaBunbHbII 0TBET — OTBET Ne2

9. Kakue abcTpakTHbIC
TEOPETHUECKUE  TPHH-
[MIBI  COXPaHEHHs Iie-
JIOCTHOCTH JaHHBIX BBl
3HaeTe?

Ortger:

B cootBercTBUM ¢ Monenbio Kiapka n Busicona cymectByeT 9 aGcTpakTHBIX Teope-
THYECKUX TNPHHINIA: KOPPEKTHOCTh TPAaH3aKIWH; ayTeHTH(HUKAIUsA MOJIB30BATENECH;
MUHHMU3AIUs TPUBWICTHIA; pa3rpaHmdcHre (YHKIIMOHATIBHBIX 00sS3aHHOCTEH; ayauT
MPOM30IICIIIAX COOBITHI; 00BEKTHBHBIA KOHTPOJIb; YIIPABICHAE NIepeiadci MpUBHIIC-
ruii; oOecriedeHne HENMpPephIBHOW pabOTOCIOCOOHOCTH;, MPOCTOTA HCIOIb30BAHUS
BAIIUTHBIX MCXaHU3MOB

10. Yem omimuaercs
npoduiie  3aIMUTBI  OT
3aaHus M0 Oe30IacHO-
cru?

Bapuanrtsl oTBeTa:

1) Huuem;

2) coctaBoM TpeOOBaHHN;

3) 3amaHue mo 0€30MACHOCTH, HAPSILY C pa3feiaMHu, UMEIOLIUMUCS B Ipoduie 3a-
IIUTBI UMEET TaKXKe CHeIM(UKAIUU CPEeACTB 3aIIUTH, OOOCHOBAHUE COOTBETCTBUS
MT-poxykra 3agadam 3antutsl w3 [Ipoduist 3amuTel 1 yKa3aHHBIM B HeM TpeOOBaHM -
siM «OOIIMX KpUTEPHEB»

[TpaBmibHEIH OTBET — OTBET No3

11. CKoJIBKO KJIacCOB

BapI/IaHTI)I OTBCTOB:




(DYHKIIMOHATIBHBIX — Tpe-
0OBaHUIl OIpPEICIICHO B
craagapre UCO/M3BK
15408?

1) 6 kiaccos;

2) 4 knacca;

3) 11 kmaccos.

IIpaBunbHBIN 0TBET — OTBET Ne3

12. 3auem HYXXHa
muddepenunanus  Tpe-
OoBaHHS K CHCTEMaM

oOHapyKeHUs aTak?

BapuaHTel 0TBETOB:

1)  aust Toro, 9roGBI MOKHO OBLIO MOJO0PATh CPEICTBA 3AIKTHI;

2) B COOTBETCTBHMHU C JCHCTBYIONIMMH JTOKYMEHTaMH nuddepeHnnaius tTpedbopa-
HUH OCYIIECTBISIETCS /11 MHPOPMAIMOHHOM CHCTEMBI B LIEJIOM B 3aBUCHMOCTH OT €€
MacmTaba, 1 BaXXHOCTH 00pabaTbiBaeMoil B Heil MHGOPMALIMHK 110 KIaccaM 3all[HIIeH-
HOCTH. VI30BITOYHOCTh WJIM 3aBBINIEHHOCTh TPEOOBaHMH MOXET IIPUBECTH K
M3JIMIIHUM 3aTpaTam.

[TpaBmibHEI 0TBET — OTBET No2

13. Yem KOHTpPOJIHL Op-
raHW3alliy 3allUThl HH-
dopMar  OTIIMYAETCS
OT  OpraHH3AIlMOHHOTO
KOHTPOJIS?

1) Pa3HwuIIbI HET;

2) KoHTponb OpraHHM3aIii 3aKI0YaeTcss B MPOBEPKEe OpraHu3aIud paboT 1o 3a-
mmre WH(QOpMAINK, HAIWYHAS OpPraHOB (MOApa3JeNieHH) 3aIlluThl HH(QOpMAINH,
BKJIFOUSHHMS 33/1a4 3alUThl HHQOpMALIUK B MOJIOXKEHHS O TIOAPa3CICHUsIX U B yHK-
LMOHAJIbHBIE 0053aHHOCTH JTOJDKHOCTHBIX JIMI, HAJIMYKS U COJEPIKAaHUsT OpraHU3aLi -
OHHO-PACIOPSIIUTENbHBIX JOKYMEHTOB (IIPUKa30B, PYKOBOJCTB, IOJIOKEHUH, MHCT-
PYKLHi) Ha COOTBETCTBUE TPEOOBaHMSM MPABOBBIX M HOPMATHBHBIX JIOKYMEHTOB B
o0JlacTi 3alMThl MH(POPMAIUH, MOPsIJIKAa U CBOCBPEMEHHOCTH UX JOBEICHUS JI0 HC-
MIOJTHUTEJIeH ¥ MOJBEJOMCTBEHHBIX OpraHU3aluii, HATMYHS U MTOJTHOTHI [UIAHOB padoT
[0 TEXHWYECCKOH 3aIuTe MHPOPMAIUH M KOHTPOJIO e¢ IPPEKTHBHOCTH, a TaKKe
COCTOSIHHUS UX BBITIOJTHEHHUSI.

OpraHu3aiuoOHHbIH KOHTPOIb 3()(EKTUBHOCTH 3aIIUThl HHPOPMAIMH 3aKITI0YACT-
Csl B IPOBEPKE MOJHOTH U 0OOCHOBAHHOCTH MEPOINPHUATHIA 10 3aIIUTe HHPOPMAIIUU
TpeOOBaHUSAM OPraHU3ANUOHHO-PACTIOPSIUTENBHBIX U HOPMATHBHBIX TOKYMEHTOB B

00J1acT 3alKThl HHPOPMAIHH.

8.2.2. IlpumepHbIii epeyeHb 3aIaHNH /151 pellleHNs CTAHJIAPTHBIX 32124

NoeNe
n/n

3ajaHue NpH pellleHUH CTAHAAPT-
HBIX MPAKTHYECKUX 32124

Bapl/IaHTLl oTBETa

1.

Ormpenenure, Kakylo Mojens 0e30-
MIACHOCTH  CJIEAyeT paccMaTpHBaTh,
€ClIM B KayecTBe HapylieHHs (HUrypu-
PYET HECaHKIMOHMPOBAHHOE IIOBBIIIE-
HUE IPUBUIIETUH

Bapuants! oTBeTa:
1) Takux Mojesnel 6e30MacHOCTH HE CYIIECTBYET;
2) wuyxHO paccMarpuBars Momenb STRIDE, yuursisato-
[IIYI0 3TOT BUJ HAPYIICHUS.
[IpaBuibHbI 0TBET — OTBET N2

Omnpenennre, KaKue TOACUCTEMEI 3a-
mmtel wHpopmanuu B TKC ceromns
paccmatpuBarTcs B coctae C3U mo
CpPaBHEHHIO C TEM MX COCTaBOM, KOTO-
perit orcan B PJI AC 1992 1.

BapuanTts! oTBETa:

1) ceromHs cOCTaB MOACHCTEM IOTOIHHIICS TOJBKO TIOM-
CHCTeMaMH aHTUBUPYCHOM 3aIlUTHl U OOHApY>KEHHS BTOpIXKe-
13050788

2)  ceromHs AONOJHUTEIBHO PACCMATPHUBAKOTCS LEJBIA Psit
[OJICHCTEMBI, K OCHOBHBIM M3 KOTOPBIX OTHOCATCSI TaKHE€ Kak
[OZICHCTEMBI 3aIIUTHI OT (PU3MIECKOTO JOCTYIIA, CHIHAIN3ANN
1 OJIOKMPOBAHUSI, 3alUTHl OT BPEIOHOCHBIX NPOTpaMM, OOHa-
PYXEHHsI BTOPKEHUH, aHTUBUPYCHOW 3aIUTHI, OTBJICYEHUS HA
TTOXKHBIN MHPOPMAIMOHHBIN pecypc, 3alIUTH OT HECAHKIIHOHHU-
[pOBaHHOH Tepeadu MHGOPMAIMN BO BHEUIHHWE CETH, obecre-
UEHMsI IOBEPEHHOH 3arpy3Ky OIEpPALMOHHOM cpezbl, KOHTPOJIS
CHEMHBIX HOCHTENEeH HHPOPMALINH

ITpaBunbHbIM 0TBET — OTBET Ne2

TKC oTtHOCHTCA K TOCyIapCTBEHHOI
nHPOPMAIMOHHOW CHUCTEME , B KOTO-
poit oOpabareiBaeTCs KOHQHUICHIIH-
aybHass MHGOPMALIMH, HE OTHOCSIIASICS
K TOCYAApCTBEHHOU TaliHe, HO SIBISIO-
asicsi TOCYAapCTBEHHBIM MH(OpMaIu-
OHHBIM pecypcoM. Omnpenenure, Kakoi
KJIacC 3alMIIEHHOCTH CHCTeMbl OOHa-
PYyXEeHHS BTOPKEHUH JOJKEH OBITh
Juist yctaHoBKHY B 3Ty TKC

BapuanTts! oTBeTa:

1)  5xiacc;

2) 4 xknacc.

IIpaBunbHbII 0TBET — OTBET Ne2

TKC otHOCHTCS K MH)OPMAITMOHHON

BapuanTts! oTBeTa




cUCTeMEe NMEePCOHAIBHBIX JIaHHBIX KJlac-
ca KIl. Onpenenure, Kakue THIIbI
CPEeACTB  aHTUBHUPYCHOM  3alWTHI
JNOIKHBI OBITH ycTaHoBieHB B TKC n
KaKoro KJ1acca 3alHThl.

1) HeoOXO0IUMO YCTAaHOBUTH CEPBEPHBIE CPEICTBA AHTHBH-
[PyCHOM 3aIIWTHI, TO ecTh THMa b ki1acca 3amuTsl 1;

2) HeoOXOmWMO YCTaHOBUTH CPEICTBA aHTHBUPYCHOM 3aIli-
el THNAa b 1 B yeTBepTOro kinacca 3amuThl
IIpaBunbHeI oTBET No2

B TKC 3 kmacca 3amuineHHoCTH 00-

pabarbiBaeTcss uH(popManus KoHOH-
JCHIIMAJIBHOTO XapakTepa,_ CoaepiKa-
mas CBEJCHUS, COCTABILIONIME CITy-
xeOHyro TaiHy. Omnpenenurte, Kakue
Mepbl 3alUTHl JOJDKHBI OBITH B HEH
peaNu30BaHbl NPU HAJMYUH BBIXOJA B
cets Internet

Bapuantsr otBeToB: 1) — Mcnons3oBarsk ceth Internet wempss,
2) monkmoveHue K cetu Internet momyckaeTcsi TOJIBKO € HC-
MOJIb30BAaHUEM CHELMAIBHO TpEeTHA3HAUYEHHBIX IS 3TOTO
CpPE/ACTB 3aIIUTHl HMHPOPMAIMHU, B TOM YUCIEe MN(PPOBATBHBIX
(kpurntorpadMIecKnux) CpeAcTB, MPOIIEANINX B YCTaHOBIICH-
HOM 3aKkoHozaTenbcTBOM Poccuiickoit denepauuu nopsuke
ceprudukanuto B @Ch Poccun

[IpaBunbHbIH OTBET — 0TBET Ne2

YKaXuTe OCHOBHBIC TPHUHIMIBI pa3-
TpaHWYEHHA JIOCTyNa K nHpopManuu B
TKC

BapmanTsl otBera: 1 — mpuHIMI oOmagatens HHPOPMAITUH,
MPHUHUUI HAJIMYKA y TOJB30BATENs pa3pelleHre Ha 03HAKOM-
JmeHne ¢ wHpopManuel; 2 — AUCKPEIHOHHBIA, MaHIATHBIH,
POJIEBOM IIPUHLUIILI ¥ IIPUHIUI U30JIMPOBAaHHOM cpenbl. IIpa-
BUJIBHBIN OTBET — OTBET Ne2

B TKC ycraHoBieHa cuctema oOHa-
pYXEHUSl BTOP>KCHUU. BbIsicHUTE HYX-
HO nu 3anmmats camy COB ot yrpos
6e3omacHOCTH WH(OpMAIK U OT Ka-
KHX.

Ortger:

1) Takyro cuCTeMy 3alIMINATh HEBO3MOXHO H HE HYXKHO.
OHa cama ceOs 3allUTHT,

2) COB nyxHO B cooTBeTCTBUH ¢ TpeboBanusmu HITA
«TpeboBaHUSA K cHCTeMaM OOHApY)KCHUS BTOPJKEHHIT», YTBEp-
pkneHHoM npukazom OCTOK Poccunm ot 6 mekadps 2011 r. Ne
638 3ammIaTh OT Yrpo3:

- HApyIIeHHE MEIOCTHOCTH MPOTPAMMHOTO O0ecreueHHs
COB;

- HapyIIEHHE LEJOCTHOCTH JIaHHBIX, COOPaHHBIX WM CO3-
manubix COB;

- OTKJIFOYECHHE WM OJOKHPOBAaHHE HAPYLIIUTEISIMH KOMIIO-
HeHToB COB;

- HECAaHKIIMOHUPOBaHHOe n3MeHeHne koupurypannu COB;

- HECAHKIIMOHMPOBAaHHOE BHECEHHE H3MEHEHHUIl B JIOTHKY
¢dyukuronupoBanus COB uepe3 MexaHu3M OOHOBJEHHs 0a3bl
[pPEIIAIOIINX MTPABHIL.

[TpaBunbHBINA OTBET — OTBET Ne2

Omnpexnenure, OT KaKUX yrpo3 HYKHO
3aIIMIIATh CHCTEMA 3alUThl OT BpEIo-
HOCHBIX ITPOTpaMMm

BapuanTs! oTBera:

1) Takyro cHCTeMy 3allMIIaTh HEBO3MOXXHO M HE HYXXHO.
Omna cama ce0s 3aIUTHuT;

2) C3BII HyxHO B cOOTBeTCTBUM ¢ TpeGoBanusmu HITA
«TpeboBaHus K CpelCTBaM aHTUBHPYCHOI 3alllUTHI», yTBEP-
xnaeaHoM npukazomM ®CTOK Poccuum ot 20 mapra 2012 .
Ne 28, 3amuimars oT yrpos:

- HapyIIeHHE I[EJIOCTHOCTH MPOrPaMMHOT0 00ecredeHus

C3BII;

- oTKJIIOYeHue u oiokupoanue C3BII;

HECaHKIIMOHMPOBaHHOE M3MeHeHne KoHpurypannu C3BIT;

- HECAaHKIIMOHMPOBAaHHOE BHECCHHME W3MEHEHHH B JIOTHKY
¢dynkronnpoBanust C3BII yepe3 mexanusMm oOHOBIeHHUs 6a3
nanHbIx curHatyp C3BIL.

[TpaBwibHEIH OTBET — 0TBET Ne2

Onpeznenure KpUTEpHUHU, 1O KOTOPBIM
OIEPALIMOHHYIO CPEy MOKHO OTHO-
CUTb K JJOBEPEHHOU

BapuanTs! oTBeTa:

1) nmoBepeHHOCTH cpeabl ompeaenseTcs Bianenbiem HMC
PKCIIEPTHO. YETKUX KPUTEPUEB HET;

— ONepallMOHHAas Cpefja CUYMTAeTCs JOBEPEHHOM, eciu B
HEll UMEIOT MeCTO: JOBEPEHHOCTh KOH(UTYpAIlMH M HACTPOM-
KH; LEJOCTHOCTb BCEX 3JIEMEHTOB; IMOIAKOHTPOJBHOCTH BCEX
mecTBU; TOKyMEHTHPOBAHHOCTh BCEX COOBITHIA; TOBEPEHHOE
OKpYKEHHE U CyOBEKThI; JOBEPEHHBIC NIPaBHiIa pa3rpaHuyCHUs
noctyna, obecredeHusl 1IeJIOCTHOCTH U JOCTYITHOCTH HH(OP-
Manuy (MOJUTUKM Oe30MacHOCTH); JOBEpPEHHAas ammaparHas

ruiaTdopma; TOBEpeHHas mporpaMMHas miardopma; J10BepeH-




Hble KaHaJIbl Iepeiayy HHPOPMAIHH.
IIpaBunbHBIM 0TBET — OTBET Ne2

BapuanTts! oTBETa:

1) samperuts paboty TKC;

2) COOOIIUTH PYKOBOJCTBY OPraHH3al[Md M COCTABHUTH aKT
[POBEPKH C yKa3aHHEM HapyLICHHS;

3) wHapyuIeHHE He CBSI3aHO C YTEUYKO#H HH(OPMAIIMH, COCTAB-
nsroel rocynapcTBeHHyro TaiiHy. Ilpencenmarens koMuccuu
TOBOJIUT Pe3yJIbTaThl KOHTPOJISI 10 PYKOBOJICTBA OpraHU3alnHy,
TOKJIaJbIBAET UX PYKOBOIMTEINO OpraHa KOHTPOJA, IO yKaza-
HHUIO KOTOPOTO IPOBOJMIACH INPOBEPKA, COBMECTHO CO CILyXK-
00i1 0e30macHOCTH COCTaBJIAETCS MPOEKT IUIaHa YCTpaHEHHS
HEJOCTaTKOB U YTBEPIXKIAET €r0 y PYKOBOAUTEINS OpraHH3alHH.
MaTtepuanasl KOHTPOJS BMECTE C KONMEHW IIaHa YCTpaHEHMs
HEJ0CTaTKOB HAIPABIIAIOTCS B OPTaH KOHTPOJIA.

IIpaBunbHbIM 0TBET — OTBET Ne3

10. | B xome mpOBepKH OpraHU3alMH B
TKC BBISBICHO HapymeHHE BTOPOi
kateropuu. Omnpenenurte aanbHEHIIHE
JENCTBUS KOHTPOJIBHOM KOMUCCUH

8.2.3 IlpumepHbIii nepedeHb 3aJaHUil I pelleHUs] NMPUKJIAIHBIX 3a-

Aavd
NeNe | 3agaHue mpH pelleHUH NPHUKJIATHBIX NPAKTHYECKHX BapuanTsl oTBeTa
n/n 3aga4a
1. TKC oTtHOCHTCS K MH(DOPMALMOHHOW CHCTEME, B KOTO- | BapHaHTHI: HET HE Hy’)KHa.
pOH 3aIuTe MOJUIEKAT CIElHalbHble KaTeropud nepco- | IIpaBunbHbI OTBET — HyXHa ¢ 4 KilaccoMm
HaJIBHBIX JaHHBIX. OnpenenuTe, HyXKHa JIM B TaKOH CHC- | 3aLUHUTHI
Teme COB u kaxoro kjaacca 3aIuThl
2. TKC otHOCHTCS K MYHHUIMIATbHOW MHpopManuonHoi | Bapuants! orBetoB: K1, K2 mmu K3. Ilpa-
cucreme. Hapymenne KOHQHUIECHIIMATbHOCTH, IETOCTHO- | BHJIBHBIN 0TBET — K2
CTH WM JIOCTYIHOCTH oOpabaThiBacMoil B Hel WHQOP-
Malli¥ MOXXET BBI3BAaTh HETaTHBHBIC (YMEPEHHBIE) COIH-
aJIbHBIE TTOCIeACTBUS B ropose. Onpenenure TpeOyeMblit
KJIacC 3aIlMTHI AJIs1 yCTaHABJIMBAEMBIX B HEH CpPElCTB
AQHTUBHPYCHOM 3aIUTHI
3. TKC ortHOCHTCS K rocynapcTBeHHOW nH(popMmannonHoii | Bapuantel otBeTa: 1 — 6 Kitacc.
cucreMe 1 UMeeT 3 Kkiacce 3amumieHHoctd. Onpenenure, | [IpaBuibHbI oTBET — 5 Kitacce
KaKoOHM KJlacc 3aIlWTHl JOJDKEH MMETh yCTaHOBJICHHBIH B
HEel MeXCETEeBOH dKpaH
4. B TKC o6pabatsiBacTcst mHMopMaIms, conepxamas | BapuaHTel oTBeTOB:1) — Hemb3s, 2) IpuMe-
CBEJICHMS, COCTaBJISIOIINE CIy)XeOHyIo TaiiHy. Ompene- | HUTh MexceTeBOH 3kpaH 1 kmacca 3amu-
JITE, B COOTBETCTBUH C KAKUM JIOKYMEHTOM HY>KHO OM- | IIEHHOCTH; 3) YCTAHOBHUTH CPEICTBa KpPHII-
penensts TpedoBanmii k TKC mo 3amure mH(pOpMAII. Torpadudaeckoii 3amuTEl TpaduKa, CepTH-
¢urmposanusie Ch Poccun.
ITpaBuibHBIN OTBET - OTBET Ne3
5. B TKC Heo6XxoauMo pa3rpaHH4YUTh JOCTYH IOJIB30Ba- BapuanTs! oTBeTa: | — BBECTH MapoiIu s
Tened K mH(GOpPMAIMH, HE COIEp)Kalleld CBEIeHHs, CO- nojib3oBareneil, 2 — yCTaHOBUTh U Ha-
CTaBJISIONINE TOCYJapCTBEHHYIO TalfHy, ¥ K (QYHKIHAM €€ CTPOWTH  COOTBETCTBYIOIIMM  0Opa3oM
o0paboTku. Ompenenure, Kakyr0 TEXHOJOTHS OKaKETCs MEXXCETEBBIE IKpaHbl paboymnXx CTaHIMH; 3
6onee 3phexTHBHON JUT pa3rpaHUueHHs JOCTYIa MOJb- — TPUMEHHUTh TEXHONOTHI0 «TOHKMIA
30Bareseil K HHOpMaINK 1 K GYHKIHMIM ee 00pabOTKH kiueHT». [lpaBunbHbeIioTBET — oTBET Ne3
6. TKC orHocuTCcs K MHPOPMAIMOHHOM cHcTeMe Iepco- | BapuaHThl oTBeTa:
HaJIBHBIX JaHHBIX 4 Kiacca 3amuTel. Onpenenure Kiacce 1) 3, 4 unu 5 Kaccel 3alKThI;
3alUTHl A YCTaHABIMBAaE€MBbIX B HEH CPEJCTB aHTUBU- 2) 6 xIiacc 3aIuThl;
PYCHOM 3aIIMThI [IpaBuibHbIH OTBET — OTBET Ne2
7. B TKC BeisiBneHsl yrpossl yTreuku uHpopmanuu 1o | [IpaBuibHbIN oTBET — oTBET Ne3
CKpBITHBIM KaHanmaMm. Onpeaenure AanbHEWIIMe AeHCT-
BUS CITyXKOBI 0€30IaCHOCTH MO NMAPUPOBAHHIO BBHISIBIICH-
HBIX yTPO3
8. B TKC mns ckpwitust Tpaduka, mepemaBaeMoro uepes | BapmaHnTel oTBeTa: | — HM IPH KaKHWX ycCIo-
cerb Internet, mpuMeHena texnosoruss VPN, npu sToMm | BHsX; 2 — eciM KaHai OT abOHEHTa JI0 Npo-
KOHEYHBIMU TOYKAaMH 3aIIUIICHHOIO TyHHEJs BBICTYNA- | Baiijiepa npu nepenadye Tpaduka U OT IIpo-
0T TIpoBaiizepsl ceTu Internet. Onpenenure, Mpu KakoM | Baiifiepa 10 a0OHEHTa MPHU €Tro TpHeMe He




YCJIOBUU TAKOC PCILICHUS ABJIACTCA JOIIYCTUMbBIM

CUNTAETCSA HEOOXOMMMBIM 3aIMINATh WIIM
OH SIBJISIETCA 3anIuIneHHbIM. [[paBUIIbHBIN
oTBeT — oTBET No2

B TKC mo pe3ymbraTaM KOHTPOJIS BBEISIBICHO HapyIie-
HHE, CBSI3aHHOM C HEBBINIOJIHEHWEM TpeOOBaHWil 1Mo 3a-
muTe HHPOPMAIUHU, B PE3yIbTaTe Yero CO3/1a0TCs Mpej-
MOCBUIKM K HECaHKI[MOHHMPOBAHHOMY JAOCTYIy K HeH.
Omnpenenure KaTETOPHIO HAPYIICHUIO

BapuanTs! oTBeTa: 1 — HENB3s OCYIIECTBUTH
nepenady, HYXEH MapLIpyTHU3UPYEMBbIi
NPOTOKOJ; 2 — WHKAlCYJIUPOBaTh IAKEThI
nporokona NetBEUI B makerst IP. Ilpa-
BUJIBHBIN OTBET — OTBET Ne2

10.

Omnpenennte cocTaB (PYHKIIMOHANBHBIX MMOJCUCTEM, KO-
TOpbIe BBl OBI BKIIOUMIN B CHCTEMY 3aIUTHI TEICKOM-
MYHHUKallUOHHONH CHCTEMBl OpraHa TOCYJIapCTBEHHOM
BIIACTH, UMeroleH Beixoa B Internet

Bapuantsl otBeTa: 1 — moacucTteMsl peru-
CTpallMy W ydeTa, KOHTPONIS LEIOCTHOCTH,
KOHTPOJISI IOCTYIa, aHTUBUPYCHOM 3aIlUTHI;
2 — TOJCHCTEMBI pErHCTpald U Yy4era,

KOHTPOJIsI  HEJIOCTHOCTH, pa3rpaHUvuCHUs
JA0CTyna, CUrHajau3aluu U 6HOKI/Ip0BaHI/Iﬂ,
aHTI/IBI/IpyCHOﬁ 3alluThI, 06Hapy)KCHI/IH

BTOpKEHUI, TECTHUPOBaHUS U aHajau3a 3a-
MIMIICHHOCTH, JOBEPCHHOM 3arpy3ku, 3a-
UTH HHQOPMAIMH OT €€ YTEUKH BO BHEIII-
Hue ceTu. [IpaBunpHbIi 0TBET — OTBET No2

8.2.4 IlpuMepHbIii epevyeHb BONMPOCOB /1JIs1 MOJATOTOBKH K 324eTy
He npeaycMoTpeHo y4eOHBIM MJIaHOM.

8.2.5 IlpumepHbIii NepevyeHb 3aIaHUI JIA MIPOMEKYTOYHOM aTTeCTAIIUH

Jlnis mpoBesieHUs] IPOMEXYTOUHOM aTTecTauu B (hopMe 3auera BbIAAIOTCS

3a/1aHUsl B BUJE CIEAYIOMIMX BOIIPOCOB:

1. Kparkas xapaktepuctuka mojieneid 0ezonacHocty nuangopmaruu KJI1, rex-
canel [Tapkepa u monenu STRIDE.

2. llonatue cuctemsl 3anmuTsl nHGopMaimu B TKC. Oprannzannonssie, op-
raHU3alMOHHO-TEXHUYECKHE U TEXHUUYECKUE CUCTEMBI 3alIUThl HTH(HOPMALIIH.

3. Knaccudukanus crpareruit 3amuTsl HHPOpMAIHH B HH)OPMAITMOHHBIX
CUCTEMAaX M UX KpaTKas XapaKTepUCTHKA.

4. OcHoBHbIe HanpaByieHus 3anuThl nHGopmaruu B TKC.

5. TunoBas CTpyKTypa CUCTEMBI 3aLIUTHl HHPOPMALIMH U €€ XapaKTEePUCTHUKA.

6. IlpyuHUIUIIBI TOCTPOEHUSI CUCTEM 3allUThl MHPOpMau. MHOroareHTHbIe
CUCTEMBI 3aIlUThl HHPOPMAIMH U NIEPCIIEKTUBBI UX TPUMEHEHUS.

7. IToncucremsl 3ammThl TKC ot ¢pusnueckoro pocryma.

8. @opmainbHas MoJaenb XappucoHa-Py330-YibmaHa, Ha3HauUCHUE U KpaTKas
XapaKTEepUCTHKA.

9. ®opmanbHas
XapaKTEepUCTHKA.

10. ®opmanbubie mogenu buba u Knapka-Buncona, HazHaueHue U KpaTkas
XapaKTEepUCTHKA.

11. Mexnynapoansiii ctanaapt MCO/ M3K 15408. [lonsitus pyHKIHOHAb-
HBIX TpeOOBaHUI U TPeOOBAHMIA TOBEPUSI.

12. Mepsbl u cpeacTBa 3alIMThHl HTHPOPMAIIUU OT CETEBBIX aTaK U OT HECaHK-
MOHUPOBAHHOM Tepeaun BO BHEIIHKE ceTH. O0Ias XxapakTepucTHKa.

13. Knaccudukamnusi cucrem oOHapyXeHHUS BTOP>KEHUU W KpaTKas Xapakre-
pPUCTHKA HOPMAaTUBHOTO MpaBOBOro akta «TpeboBaHus K cucTeMaM OOHApYKEHHS

monenb bemma-Jlallagyiia, Ha3zHaueHnWe ©  KpaTkas



BTOpKEHUI», yTBepkAeHHBIM NpukazoM OCTIK Poccun ot 6 aexadbps 2011 r. Ne
638.

14. CpenctBa aHTUBHPYCHOM 3allIUTHI U KpaTKas XapaKTepUCTUKA HOPMATHB-
HOTO TPaBOBOTO akTa «TpeOoBaHUS K CpeACTBAM AaHTUBUPYCHOW 3aIUTHD), YT-
BepkieHHBIM mprkazoM O@CTIOK Poccun ot 20 mapta 2012 r. Ne 28,

15. IlonsaTre noBepeHHOM cpe/ibl. TEeXHOIOrNU CO3/1aHus TOBEPEHHBIX CPEL.

16. Opranuzaius U MOPAI0K MPOBEACHUS KOHTPOIIA 3(PPEKTUBHOCTH 3aIIUTHI
UH(POpPMAIUHU B TEIEKOMMYHHUKAIIMOHHBIX CUCTEMAX.

8.2.6. MeToanka BHICTABJIECHHUS OLEHKH NP NMPOBEACHUU MPOMEKYTOY-
HOMH aTTecTaluu

3adeT MPOBOIUTCS O OWIeTaM, KaKIbI U3 KOTOPBIX COACPIKUT 2 BOIMpOCca
U3 pa3HbIX pa3Jie]ioB, OJIHY CTAaHJAAPTHYIO M OJHY NMPUKIAIHYI0 3aaaund. CHavaia
OIICHKA CTaBUTCS pa3/IejbHO: a) [0 OTBETAM Ha BOMPOCHI; 0) MO pe3yJbTary pele-
HUSI CTaHJAAPTHOM MPaKTUUECKOU 3aJlayu; B) MO PEHICHUIO MPUKIATHON paKTHYe-
CKoM 3amaun. [lajmee UCHOIB3yeTCs METOAMKA, aHAJIOTHYHAS TOM, KOTopas Impume-
HSUTACh MPH TEKyIeM KOHTpoJIe (cM. pa3men 7.1.1).

8.2.7 IlacnopT OLIEHOYHBIX MATEPHAJIOB

K Kox xoHTpO-
OHTPOJIMPYEMBIE Pa3/IeIIbl . | HanmenoBanwue onienod- | KoHTponupyemble pa3aemns! (TeMbl)
(TeMBbI) AUCIUIUINHBI Py MOt HOTO CpEJCTBA JVCIUTITHHBI
KOMITCTECHIINN

Crparerun W OCHOBHBIE Ha- [1K-9.5 Tect, pemenue cTaH-|CTpaTeruu M OCHOBHBIE HAIIpaBICHUA
MpaBJICHAS 3alIUThl HH(OpMa- JapTHBIX W TPHUKIAJHBIX |3alIUTHl MHOOPMAIMH B TEIEKOMMY-
IIMH B TEJIEKOMMYHHKAI[HOHHBIX 3a7a4 HUKAaIlMOHHBIX CHCTEMaxX M HMX o0mas
crcTeMax M MX oOmias XapakTe- XapaKTEepUCTHKA
pHCTHKa
[prHIMDB co3manust u oOmas Tecr, pemenne cran-|[IpuHIMOBI co3manus M oOmas CTPyK-
CTPYKTYpa CHCTEMBI 3aIlNTHI JapTHBIX W TPHUKJIAJHBIX |Typa CHCTEMBI 3aIIUTHl HHQOpManuy B
naopmanuu B TKC 3a1a4 TKC
Ioncucremsl 3ammTel MHOOP- Tecr, pemenne cran-|[logcucTemsl 3amuTE HHGOPMALUHA OT
MaIMu OT YIpo3 HEMOCPEICT- JApTHBIX U NPUKIAIHBIX [yTpo3  HENOCPEACTBEHHOTO  HECaHK-
BEHHOT'O HECAHKIIMOHMPOBaHHO- 3a7a4 roHupoBanHoro gocryna (HCJI)
ro goctymna (HCJI)
®dopmanbHBIE MOJETH pasrpa- Tect, pemienne craH-|PopMaibHBIE MOJEIH pPa3rpaHUUCHHS
HUYEHHUs] JocTyna K uH(popma- JApTHBIX W TPHUKIAJHBIX |IoCTYyNa K HMHpOpManuu B HH(pOpMA-
MM B HMHPOPMAIMOHHBIX CHC- 3aa4 IIMOHHBIX CHUCTEMaxX U OOeCIeUeHus ee
TeMax U 00eCHeUYeHus ee Lelo- L[EJIOCTHOCTH
CTHOCTH
T'ocynapcTBeHHBIN CTaHJapT Tect, pewenue craH-|I'ocynapcTBEHHBIN CTaHJapT
NCO/M3BK 15408 «OO6mme napTtHeIX 1 npukiaanHeix | MCO/MOK 15408 «O6ume kputepuny
KPUTEPHH» 3a7a4
OcHoBBI obecrieueHus 6e3ormac- Tect, pemenue crtaH-|OcHOBBI oOecreueHus: OE30MaCHOCTH
Hoctu mH(opMmarmu B TKC or JapTHBIX W npukianHsx [maGopmarun B TKC oT ceTeBrIX aTak.
ceteBbIx arak. CpencTBa oOHa- 3amad CpenctBa 00Hapy>KEHUSI CETEBBIX aTak
PY’KEHHS CETEBBIX aTaK

8.3. Meroanueckue MaTepuajibl, ONpeaAessiiOINe  TPOUETYPbI

OLICHMBAHUS 3HAHUI, YMEHUI1, HABBIKOB U (UJIM) ONbITA AeSATEJIbHOCTH

TecTupoBaHue OCylIECTBISIETCS, JIUOO MPHU MOMOUIM KOMITBIOTEPHON CHUC-
TEMbl TECTUPOBAHUS, JIMOO C HCIIOJIB30BAHUEM BBIJAHHBIX TECT-3aJaHU Ha Oy-




MaxHOM Hocutene. Bpemsi TectupoBanust 30 MuH. 3aTeM OCYILIECTBISETCS TMPO-
BEpKa TeCTa YK3aMEHATOPOM M BBICTABJISIETCS OI[EHKA COIIACHO METOJUKH BHICTAB-
JICHUSI OLIEHKU TIPU MPOBEJAECHUN MMPOMEKYTOUHOM aTTECTaIUU.

Pemienune crangapTHBIX 3a/1a4 OCYILIECTBIISIETCS, JIMOO MPU MOMOIIUA KOMIIb-
IOTEPHOM CHUCTEMBI TECTUPOBAHUS, JTUOO C MCIOJIB30BAHWEM BBIJIAHHBIX 3a/1ay Ha
OymaxkHoM Hocutene. Bpems pemenust 3agad 30 MuH. 3aTeM OCYIIECTBIISIETCS
IIpOBEpKa penieHus 3a7a4 SK3aMEHATOPOM M BBICTABIISIETCS OILIEHKA, COTJIACHO Me-
TOJMKU BBICTaBJICHUS OLICHKHU MPU MPOBEACHUH MPOMEKYTOYHOM aTTECTAIIUU.

Pemenue npukiaaHbIX 3a/1a4 OCYIIECTBIISAETCS, JIMOO MPU NOMOIIM KOMIIbIO-
TEPHON CUCTEMBI TECTUPOBAHMA, JIMOO C UCIOJIb30BAaHUEM BBIAAHHBIX 3aj7a4 Ha
OymaxkxHoMm Hocutene. Bpems pemenus 3azad 30 MuH. 3aTeM OCYILECTBIISETCS
IIPOBEPKA PEIIEHMS 3a/1a4d dK3aMEHATOPOM U BBICTABIISETCS OLIEHKA, COTJIACHO Me-
TOJMKY BBICTaBJICHUS OLICHKU MPU MPOBEACHUH MPOMEKYTOUYHOU aTTECTALUU.

9. YYEBHO METOANYECKOE U UTHOOPMALIMOHHOE
OBECIIEYHEHME JUCIIUIIJINHBI)

OcHoBHas 1uTEpaTypa

Sz0B 10.K., ConosreB C.B. Opranuzanus 3amuTtsl “HGopMauu B uHGOP-
MaIlMOHHBIX CHCTEMax OT HECaHKIIMOHWPOBAHHOTO jaoctyna. Monorpadus. — Bo-
ponex: KBapra, 2018. — 588c.

NudopmarimonHas 6€30macHOCTh OTKPBITHIX CUCTEM: YUeOHUK /Jisi By30B. B
2-x Tomax. Tom 1 — YTpo3sl, ysI3BEMOCTH, aTaku ¥ moaxosl k 3amurte/ C.B. 3a-
neunukoB, H.I'. Munocnasckas, A.. Toncroi, [I.A. Yuako. — M.: ['opsiuast nu-
uus — Tenexom, 2006. — 536 c.: ui.

B.I'. Onmudep, H.A. Omudep. bezonacHocTh KOMIBIOTEPHBIX ceTel. — M.:
['opstuast munaust — Tenexom. 2017. — 644 c.: u.

JlononHuTenbHasA IUTEPATYpa

Kazapun O.B. be3zonacHOCTh MpOrpaMMHOTO 00ECIeUeHUs] KOMITbIOTEPHBIX
cucteM. Monorpadus. M.: MI'VJI. 2003. — 212 c.

Kopuenko A.I'. Tloctpoenue cucreMm 3amuThl MHGOPMAIMK HA HEYETKHX
MHOkecTBax. Teopuss um mpaktudeckue pemenus — K.: «MK-IIpeccy, 2006. —
320c., n.

Menyxun O.U., Cakanema JI.K., ®ununoBa A.C. OOHapykeHHE BTOpIKE-
HUN B KOMIIBIOTEPHOM ceTH (CeTeBble aHOMaIUM). YueOHOe mocoOue AJis BYy30B/
ITox pen. nmpodeccopa O.1 Hlenyxuna. — M.: I'opsiuast nunus — Tenekom.2018. —
220c., nn.

Kymarnit B.I1.,, bynaukoB C.A., Ilapmmna H.B. VYrpos3sl nporpammuo-
MaTeMaTH4eCKOoro Bo3jaeicTus. YueoHoe nmocooue. — Boponex: I'YII BO «Bopo-
HEeXCcKasi obsiacTHas Tunorpadus — uznarenbctBo uM. E.A.Bonxosutunosay, 2010.

—231c.



3uma B.M., MonnoBsiH A.A., MoanossH H.A. be3onacHocTh T1o0aIbHBIX
CeTeBBIX TeXHOJIOTHH. — 2-¢ u3.- CI16.: BXB-IletepOypr, 2014. — 368 c.:ui.

VY4eOHO-MeToIuYecKas IuTepaTypa

TexHOoNorrs MPOEKTUPOBAHUS CUCTEM 3aIUTHl MHOpMaAIMK B UHPpOpMALIU-
OHHO-TEJIEKOMMYHUKAIMOHHBIX CUCTEMAaX [DNEKTPOHHBINA pecypc]| [DIEKTPOHHBIM
pecypce] : yueb. mocooue / FO. K. S30B. - Dnexrpon.gan. (1 ¢aiin). - Boponex :
BI'TVY, 2004. - 1 snektpon. ont. auck (CD-ROM). - imeercs BapuaHT Ha Oymak-
HoM Hocwuredne. - 30.00.

Bonkoa T.B. Pa3paborka cucteM pacnpeneneHHOH o0paObOTKH JTaHHBIX
[DnekTpoHHBIN pecypc]: yueOHo-MeToanueckoe nocodbue/ Bonkosa T.B., Haceii-
kuHa JI.D.— DnekTpoH.TekcToBble AaHHble.— OpenOypr: OpeHOyprckuii rocy-
napctBennblid  yamBepcuter, ObC ACB, 2012.- 330 c.- Pexum pocryna:
http://www.iprbookshop.ru/30127.— 3BC «IPRbooks.

9.2 Ilepeyenr WHGPOPMANMUOHHBIX TEXHOJOTHH, HCHOJb3yeMbIX MPH
OCYyLIeCTBJICHMH 00pPa30BaTEeJILHOIO MPOLECca M0 AUCHUIUINHE, BKJIKOYAs Ie-
peYeHb JUIEH3UOHHOT0 NMPOrPaAaMMHOI0 o0ecleYeHusi, pecypcoB HHpopmManu-
OHHO-TE€JIEKOMMYHHMKAUMOHHOU ceTH «HTepHeT», COBpeMeHHBbIX NMpodeccuo-
HAJIBHBIX 0243 JaHHBbIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM:

9.2.1. dnekrponHas uHdopmanuonHas odpazoBarenbHas cpexa BI'TY,
KOJI I0oCcTymna:
bank nmaHHBIX yrpo3 6e3omacHOCTH MH(pOpMaNUU. IJIEKTPOH. JaH. - Pexum moctyna:

http://www.bdu.fstec.ru

Cranmaptr Common Vulnerabilities and Exposures. DnekTpoH. gaH. - Pexxum gocryna:
http://cve.mitre.org

baza gamubix ¢ uHOpmarmoHHbIMU  OroutereHsmu  (Secunia  Advisories),
coJlepKalllUMK  cBelleHus 00 oOHapyKeHHbIX yrpo3ax u ys3Bumoctax [IO Secunia
Advisory and Vulnerability Database DOnextpon. pgan. - Pexum ngocrtyna:
https://secuniaresearch.flexerasoftware.com/community/advisories

baza ysa3sumocteit VND (Vulnerability Notes Database DnektpoH. gan. - Pexum
noctymna: https://www.kb.cert.org/vuls

baza cuienapueB skcrutyaranuu yszpumocteid Exploit Database DnexkTpoH. naH. - Pexum
noctyma: https://www.exploit-db.com

Arperarop uHpopmammu o0 ys3BumocTsix CVEDetails. Dnektpon. man. - Pexum
nocryna: https://www.cvedetails.com

Information Security WMudopmarmonnas 0e30MacHOCTb. DJEKTPOH. JaH. - Pexum
nocryna: http://www.itsec.ru
Securitylab.ru by Positive Technologies. Dnextpon. maH. - Pexum ngocryna:

https://www.securitylab.ru/

Anti-Malware.ru. DnekTpoH. aaH. - Pexxum mocryna: https://www.anti-malware.ru/news
[s027000.ru HckyccTBO yrnpapieHUsT WHMOPMAIIMOHHOW 0€30MacHOCTBIO0. DJIEKTPOH.
naH. - Pexxum noctyna: http:// www.1s027000.ru/

SecurityPolicy.ru JIokyMeHTBI 110 MH(OPMAIIMOHHONW OE€301aCHOCTH. DJICKTPOH. JaH. -


http://www.iprbookshop.ru/30127

Pexxum noctyma: http://securitypolicy.ru/

Searchinform — Muadopmarmionnas 6e30macHOCTb. DJIEKTPOH. JaH. - Pexxum joctyna:
https://searchinform.ru/informatsionnaya-bezopasnost/

NudopmarmonHas 6e30macHOCTb NPEANPUITHS. DNEKTPOH. AaH. - PexxuMm gocryna:
Ekrost.ru

http://eios.vorstu.ru/

9.2.2. IlporpaMmMHoOe o0ecriedeHHEe KOMNbIOTEPOB /IJISI CAMOCTOSITEIbHOM
U AyJAUTOPHOI padoThI:

- 1abopaTopus MPOrPaMMHO-AIIIAPATHRIX CPEACTB 3AIUTH HHGOpMATTIH/

9.2.3. UcnoJib3yembie 3J1eKTPOHHbIE OHOJINOTEYHbIe CUCTEMBI:

— VYHuBepcuTeTcKas 0nOaMoTeka oOHIaiH, Kox goctyma: http://biblioclub.ru/;

HayyHas oJnekTpoHHass Oubmuorexka €ELIBRARY.RU, xox noctyma:
http://elibrary.ru/

10. MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJINMASA
JJIA OCYHIECTBJIEHUSA OBPA3ZOBATEJIBHOI'O ITPOLECCA

KoMITbIoTEpHI ¢ YCTAaHOBIICHHON Ha HUX OINEPAIlMOHHOW CHCTEMOM THIIa
Windows-8.1 u BrIIIE.

11. METOAUYECKHE YKA3AHUSA NJSA OBYYAIOIIUXCSA IO OC-
BOEHUIO JIUCHUIIJIMHBI (MOAYJIA)

ITo nucuumnnune «MHpopmarmonHas 6€30MaCHOCTb TEIEKOMMYHUKAIIMOH-
HBIX CUCTEM» YUTAIOTCS JICKITUU, IIPOBOISTCS J1a0OpaTOpHBIC PabOTHI.


http://eios.vorstu.ru/
http://biblioclub.ru/
http://elibrary.ru/

OCHOBOI M3y4YeHHS AUCUUILIMHBI SBISIOTCS JEKIMH, Ha KOTOPBIX M3jara-
IOTCSl HauboJiee CyIIEeCTBEHHBIE U TPYIHBIE BOIPOCHI, a TaKKe BOMPOCHI, HE Ha-
IIeAIe OTPAKEHUS B YIeOHOU JTUTEpaType.

JIabopaTopHbie paOOTHI BBITOJIHSIOTCSA Ha Ja00OpaTOPHOM 00OPYJOBAaHUU B
COOTBETCTBUU C METOAMKAMH, PUBEICHHBIMU B YKa3aHHUSAX K BBITIOJHEHUIO Pa0oOT.

Bun yueOHbIx 3aHATHIA JleqaTenbHOCTh CTyIeHTa

Jlexums Hamnucanne xoHCnekTa JIEKIMI: KPaTKO, CXEMaTUYHO, MOCJIEI0BATEIb-
HO (UKCUPOBATh OCHOBHBIC IOJIOKEHUSI, BBIBOIBI, (HOPMYIHPOBKH,
0606H_[€HI/ISI; nmoMeydaTrb BaXHBIC MBICJIM, BBIACIIATH KIIKOYCBBLIC CJIOBA,
TepMuHbl. [IpoBepka TEpMUHOB, MOHITUN C TOMOIIBIO SHIUKIIONEINH,
CHOBapeﬁ, CIIPaBOYHHUKOB C BbIIHCBIBAHUCM TOJIKOBAaHUH B TCTpalb.
O6o3HaueHue BOMPOCOB, TEPMUHOB, MaTepHalla, KOTOPbIE BBI3BIBAIOT
TPYAHOCTH, IIOMCK OTBETOB B PEKOMEHAYyEMOM auTepatype. Eciu camo-
CTOATEIBHO HE yJaeTcs pa3odpaThcsi B MaTepuaie, Heo0Xoaumo cdop-
MyJIMPOBATh BOIIPOC U 3aJaTh €ro MPEroaBaTeiIo Ha JIEKIMU WU Ha
IMPAKTUYCCKOM 3aHATHU.

JlaboparopHas pabota |JlaboparopHbie padOTHI MO3BOJISIOT HAYYHTHCS MPUMEHSITH TEOpeTHIC-
CKH€ 3HaHMs, TOJYYCHHbIC Ha JEKIUU MPHU PEUICHUH KOHKPETHBIX 3a-
nad. UtoOsl Hanbosiee palMoOHaIbHO M IIOJIHO MCIOJIb30BaTh BCE BO3-
MOKHOCTH JTa0OPaTOPHBIX ISl MOATOTOBKM K HUM HEOOXOAHUMO: pa3o-
OpaTh JIEKLHIO 110 COOTBETCTBYIOILEN TEME, O3HAKOMUTCS C COOTBETCT-
BYIOIIMM pa3/ieJioM yueOHHKa, MpopadoTaTh AOMOIHUTEIBHYIO JTUTEpa-
TYpY ¥ UCTOYHHKH, PEIIUTH 33/1a4U U BBINOJIHUTH APYrHUe MTUCHMEHHbBIC

3aJaHMsL.
CamocrodrenbHas pa- [CamocTosTeNbHas paboTa CTYJAEHTOB CIOCOOCTBYET IITyOOKOMY yCBOE-
6ota HUs y4eOHOro marepuana M Pa3BUTHIO HABBIKOB CamM0O00pa30BaHUS.

CaMocTtosTenbHas paboTa MpeAnonaaraeT cIeayoIUue COCTaBISIONINE:

- paboTa ¢ TeKCTaMH: Y4YeOHHMKaMM, CIIPABOYHUKAMHU, JOTIOTHUTEIHHOM
TUTEPATypOi, a TaKKe MPopadOTKa KOHCIIEKTOB JICKIIHIA;

- BBITIOJTHEHUEC JOMAIITHUX 3a)1&HHI>i " paCy€TOB,

- paboTa HaJ TeMaMH JJI1 CAMOCTOSITENIbHOTO U3yUeHUS;

- ydqactue B paboTe CTy/I€HYECKUX Hay4YHbIX KOH(EpPEHIINH, OJTMMIINAT;
- OATOTOBKA K MPOMEKYTOYHOH aTTEeCTaIUH.

HOI[FOTOBKa K IIpoMeE- T'oToBUTLCH K HpOMe)KYTO‘IHOfI arrecTaluu CICAyeT CUCTCMAaTHYCCKHU,
YKYTOYHOM aTTeCTaIlH |B TEUCHUE BCEro cemecTpa. IHTEHCHBHAS MOJITOTOBKA JIOJIKHA HAYaTh-
Csl HE TIO3[(HEEe, YeM 3a MECSI-TIOJITOPa JI0 MPOMEXYTOYHOW arTecTta-
nuu. JlaHHBIE Tepen SK3aMEHOM, 3K3aMEeHOM Tpu JHs 3(dekTuBHee
BCETO UCIOJIB30BATh IS IOBTOPEHUS M CHCTEMAaTH3aIMH MaTepHaia.




