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1. HEJIA U 3AJJAYUN JUCIUTIJINHDbI

1.1. Hean AUCUMIUIMHBI H3yYCHHE KOMIUIEKCa MpoOieM HHQPOPMAIIMOHHOM
0€30MacHOCTH TPEANPUHUMATEIBCKUX CTPYKTYp PAa3IUYHBIX TUIIOB M HAIMpPaBICHUH
JESITEIbHOCTH, TOCTPOCHUS, (DYHKIMOHHUPOBAHUS M COBEPIICHCTBOBAHUS MPABOBBIX,
OpPraHU3AIMOHHBIX, TEXHUYECKUX M TEXHOJOTHYECKUX MPOIECCOB, 00ECMeUNBAIOIINX
UHPOPMAIIMOHHYIO O€30MaCHOCTh U (POPMHUPYIOMIHUX CTPYKTYPY CUCTEMBI 3aIIUThI IEHHON
U KOH(pUIEHIMATbHON HHPOpMAIUH B cpepax OXpaHbl MHTEIIEKTYaTbHOM COOCTBEHHOCTH
IpeanpUHUMATEICH U COXPAaHHOCTH, UX HHPOPMAIIMOHHBIX PECYPCOB.

1.2. 3axaun ocBoeHHSA TUCIUILITHHBI

— OBJIQZICHUE TEOPETUYECKUMH, NMPAKTUYECKUMU U METOJUYECKUMH BOIPOCAMU
obecrnieueHrss MHPOPMAIIMOHHON O€30MacHOCTH M OCBOECHHE CHCTEMHBIX KOMILJIEKCHBIX
METOJIOB  3alllUTBl IMPEANPUHUMATENbCKONM HWHGPOpMAlUMu OT pa3jIMYHBIX BUIOB
OOBEKTUBHBIX U CYOBEKTHBHBIX YIPO3 B IIpOLECCE €€ BO3HUKHOBEHHS, OOpadOTKH,
UCTIONIb30BaHUS U XPAHCHHUS:

— U3y4eHHE KOHIICTIIINHA WHKCHEPHO-TEXHIUUECKOH 3aUThl HHPOPMAIIHH;

— U3YYEHHME TEOPETUYECKMX OCHOB  MH)KEHEPHO-TEXHHYECKOM  3allUTHI
uH(popManuu;

— u3y4eHne (U3NIECKUX OCHOB HMH)KEHEPHO-TEXHUYECKON 3aIUThl HH(OPMAIIUH;

— U3y4EHHE TEXHUYECKUX CPEICTB JOOBIBAHMS U 3aLUTHI HUH(POPMALUY;

— U3YyYCHHE OpPraHU3alMOHHBIX OCHOB WH)XEHEPHO-TEXHUYECKOW 3allUThI
uH(popManuu;

— H3Y4YEHHE METOJUYECKOro OOecleueHUs] WHKXEHEPHO-TEXHUYECKON 3allluThl
uH(popMauu.

N3yyaeMble BOMPOCHI paccMaTpPHUBAIOTCS B IIMPOKOM JAHAna3oHE COBPEMEHHBIX
npoOJieM W 3aTparvBalOT MpEAMETHbIE cQepbl 3allUThl KakK JTOKyMEHTHPOBAHHOMN
uHpopmaiuu (Ha OYMaXHBIX M TEXHUYECKUX HOCUTENSIX), LUPKYJIUPYIOIIEH B
TPAIUIIMOHHOM WJIH JIEKTPOHHOM JOKYMEHTO0OO0pOTEe, HAXOASIIEHCs B KOMITBIOTEPHBIX
CUCTEMAaX, TaK U HEIOKYMEHTUPOBAHHOUN HH(OpMALIMHU, paclipoCTpaHIEeMON IEPCOHATIOM B
MpoIiecce ynpaBIeHYECKOM (J1eJI0BOI) WIIM MPOU3BOACTBEHHOU ESITEIHLHOCTH.

2. MECTO JUCIHHUII'TMHBI B CTPYKTYPE OIIOII
JNucnnmmmaa — «MuadopmanmonHas  6e30macHOCT, B NMPOGECCHOHAITBHOM
JESATEIIBHOCTH» OTHOCUTCSA K JIHUCHHUIUIMHAM 00s3aTelbHOM yacTh Oj0ka b1 ydeOHOro
[UIaHa.

3. HEPEYEHDb IIVIAHUPYEMBIX PE3YJIBTATOB OBYUYEHUS 110
JAUCHUTIJIMHE

[Ipouecc  u3yuenus gucuuiuimHbel  «MHbopmarmonHas  0e30MacHOCTh B
npodecCHOHaNbHON  JeATEIbHOCTH» HalpaBleH Ha (QOPMUPOBAHUE  CIEAYIOIIUX
KOMIIETECHIIUM:

OIIK-7 - CpoocoOeH  TNOHMMaTh  MNPUHLMIBI  pabOThl  COBPEMEHHBIX
UHPOPMAIIMOHHBIX ~ TEXHOJIOTMH M  HCHOJb30BaTh WX I peHIeHus  3ajad
npohecCuOHATBHOM e TEIbHOCTH.



KoMmnerenuus

Pe3ysabTarsl 00y4eHuUs1, XapaKTepPU3yoLme
chopMHUPOBAHHOCTH KOMIIETEHIIUHN

OIIK-7

3HATh

— croco0bl cOopa, aHanM3a, CUCTEMATH3aluK, OLCHKH U MHTEPIPETALUH
JTAHHBIX, HCOOXOAUMBIX ISl pEHICHHUs MTPO(YECCHOHANBHBIX 33124

— 0COOCHHOCTH oOecrieueHus: THHOPMAITMOHHON 6€301acCHOCTH

yMeTh

— TOHUMATh NPUHIUNBI paboOTBl COBPEMEHHBIX HH(OPMAITOHHBIX
TEXHOJIOTMH W WCIOJb30BaTh MX JUISl pEIICHUs 3a1ad oOecredyeHus
MH(POPMALMOHHOM 0€30MaCHOCTH

BJIAJICTh
— TPUHIUIIAMH PabOThl COBPEMEHHBIX MH()OPMAIMOHHBIX TEXHOJIOTUH C
ydeTom obecrieueHus HHPOPMAITMOHHON 0€301acHOCTH

O6mass Tpya0eMKOCTb

4. ObBBEM JUCHUIIJIMHBI
muctumineel - «MHpopManmonHas 6e30macHOCTh B

PO EeCCUOHATIBHOM JAESITENbHOCTUY» COCTABIIAET 3 3.€.
Pacnipenenenrie Tpy10€MKOCTH JUCHUIUIMHBI 10 BUJAM 3aHITHIA
ouHasi ¢popma o0yueHust

. Bcero | Cemectpsl

Buapl yueOHOM paboThI 4ACOB 5
AyAuTOpPHBIE 3aHATHS (BCEro) 54 54
B Tom uncre:
Jlexuuu 36 36
JlabopaTtopusbie pabotsl (JIP) 18 18
CamocrosiTeibHas padboTa 54 54
Bubpl npomMeXyTOYHOM aTTeCTaluy - 3a4€T + +
OO6m1ast TPy 10€MKOCTb:
aKaJEMHYECKHUE Yachl 108 108
3a4.e]l. 3 3

3a04Hast popma 00y4eHUs
. Bcero | Cemectpsl

Bunbr yueGHOM paboThI YACOB 5
AyAUTOpPHBIE 3aHATHS (BCEro) 10 10
B Tom uncre:
Jlexuun 4 4
JlaGopatopusie pabotsl (JIP) 6 6
CamocrosiTesibHast pabora 94 94
Yacel Ha KOHTPOJIb 4 4
Buabpl npomMexyTOYHOM aTTeCTallUU - 3a4ET + +
OO6m1ast TPy 10€MKOCTb:
aKaJeMHUYECKHUE YacChl 108 108
3a4.e]I. 3 3




5. COAEP KAHUE JUCIIUIIJIMHBI (MOAYJISA)
5.1 Conepxanue pa3/ieioB IMCUMILIMHBI U pacinpeeieHne TPYA0EeMKOCTH 10
BHJaM 3aHSATHH
o4yHasi Gopma o0yueHust

Ne i/ HaunmenoBaHue TeMbl CopnepxaHue paszena Jleky JSI;I?" CPC Bizrco,
1 Wndpopmannonnas OCHOBHEIE TEPMHUHBI u OTIpeAeICHUSL.
0€e30I1aCHOCTE B Knaccngpukamms 3amumaemoil uHQOpMaImm
cucTeMe HallmoHaNbHOH |HexoTopsie poOIeMBI obecriedeHUs
6e3omacHOCTH nHpOpMaINOHHOW 6e3omacHOCTH B Poccuiickoit
Poccuiickoii ®Oeneparun. OCHOBHBIE MTOJIOKEHUS TOKYMEHTOB
Deneparyu «O crTparerus HalMOHAIBLHON O€30IMacCHOCTH
Poccwuiickoii  denepanmn» n «JlokrpuHa
nndopmanmonHoit Oe3omacHocti Poccuiickoit 6 4 g 18
Denepanumy». OcCHOBHBIE COCTaBIIAIONINE
HalMOHAJIbHBIX HUHTEPECOB Poccuiickoit
Genepanmn B MHGOPMAIMOHHOW  cdepe.
OcHoBHBIE HarpaBJICHUS (benepanpHOTO
3aKOHOJATENbCTBA B OONAcTH  3aIIUTH
nHpopManuu OTPaHHYECHHOTO JIOCTYTIA.
[Ipobnembl  pernoHambHON WH(POPMAITOHHON
0e30MaCHOCTH.
2 Kpurepun u xnaccst CraHgapTel 1O OICHKE 3AINUIICHHBIX CHCTEM.
3aIIMIIEHHOCTH Kpurepun  6€30macHOCTH  KOMITBIOTEPHBIX
CpEACTB cucteM. Esponeiickue «Kpurtepuu 6e3onacHocTr
BBIYMCIIUTEIILHOI nH(pOpMaLMOHHBIX TeXHOJOTUiY. DenepanbHble
TeXHUKd U KpUTepUH  0€30MacHOCTH  MH(pOPMAIMOHHBIX
aBTOMATU3HPOBAHHBIX |TEXHOJIOTHH. Kananckue KpUTEpUU
nH(pOpMaLMOHHBIX 6e30MmacHOCTH KOMIBIOTEpHBIX cucteM. O0630p
CHUCTEM cepun crangaproB ISO/IEC 17799. Crannaptsl 6 4 g 18
ISO/IEC ~ 17799:2002  (BS  7799:2000).
Cragmaptr [ISO/IEC 27001. Poccuiickuii
craamapt [OCT P HMCO/M3K 27001-2006.
Crangaptel ISO/IEC 15408 u T'OCT P
HNCO/MDBK 15408. Poccuiickas KiacCUpUKAIIHS
CpeACTB BBIYMCIIUTENILHOM ~ TEXHUKH "
ABTOMATH3MPOBAHHBIX CHCTEM U TpeOOBaHHUSA 1O
sanure uHdopmaimu cornacHo P/ ®CTOK
3 AOcTpakTHble MOJienn |PaHHMe Mojenu ympaBlIeHUS JTOCTYIIOM.
obecrnieueHus Mopnens MaTpuiel JIOCTYNOB — XappucCOHa —
HHPOPMAITHOHHOM Py330 — Ynpmana. Mognens benna u Jlanagyna. 6 4 8 18
6e30MacHOCTH Mopens cucTeM BOSHHBIX cooOmienuil. [Tonstue
KOHTPOJISI IOCTYTa, 6a3UPYIOIMIETrocst Ha POJIsX
4 OCHOBHBIE YTPO3BI Amnanus u KJaccu(UKaIus yrpo3
nHpopMaMOHHOH HHPOPMALMOHHON 6e30macHOCTH
0e301acHOCTH ABTOMATH3MPOBAHHBIX CUCTEM. [MpuanHsl,
AaBTOMATH3MPOBAHHBIX |[BHABI, KaHWIBI  YTEYKH W HCKAKCHUS
CHCTEM HHPOPMALNH. Yrpo3sl 6 2 10 18
MPOTPaMMHO-MaTEeMaTHYECKUX BO3JICHCTBHHA |
HETPAIUIHUOHHBIX HMH(POPMAIIMOHHBIX KaHAaJIOB.
VYrpo3bl, OCHOBaHHbIE Ha HH(OPMAIMOHHBIX
CETEeBBIX aTaKax
5 OcHoBbl nocTpoeHust  (OcHOBHEIE IIPUHIUIIBL obecrieueHust
CHCTEM 3aIIUTHI MHPOPMAIMOHHOW 0E€30MaCHOCTH MPEIIPUSTHA.
nH(popManun OCHOBHBIE METOJIbI M  CPEACTBA  3alIUTHI
napopmanmu.  [lopsmok MOCTPOCHHS
3aIIMLICHHON aBTOMAaTU3UPOBAHHBIX CUCTEMAax 6 2 10 18
YIpaBJICHUS HIPEANPUATHS (ACYTD).
ATtTtecTanus 00BEKTOB
nHpopmaTH3anum 1o TpeOOBaHUSIM
6e3omacHoCcTH HH(OPMAITHH




6 OcHoBrl o6ecnieuennst  |[Ipobnembl  obecnedenust  MHQPOPMALMOHHOM
nH}opMannoHHOH 6ezonacHoctu B ACYII. OcHOBHbIE TEPMUHBI U
0€30MMacHOCTH B onpeneneHus. OCHOBHBIE YIPO3BI 0€30IaCHOCTH
aBTOMaTH3UpoBaHHBIX |[ACVIL IIpaBoBrIE OCHOBBI 3aILUTHI 6 2 10 18
cUcTeMax ympaBieHus |mHbopMarmu. Llenm 3amutel  wHGbOpPMAIUH.
Pexxumbt 3aIIATHI nHpopmanum.
Knaccngukarist KOMObIOTEPHBIX MPECTYIUICHNH
Hroro| 36 18 54 108
3a04Has popma 00y4eHus
Ne i/t HawnmenoBanme TeMbl Copepxanue pasena Jlekng gj:: CPC Bizzo’
1 Wndopmannonnas OCHOBHEIE TEPMHUHBI u OTIpeAeICHUSL.
0€e30I1aCHOCTE B Knaccnpukamms 3amumaemoil uHQOpMaImm
cucTeMe HallmoHaNbHOH |HexoTopsie poOIeMBI obecriedeHUs
0e30macHoOCTH HHPOPMAIMOHHOW Oe3omacHOCTH B Poccuiickoit
Poccuiickoit Denepanun. OCHOBHBIE MOJIOKEHUS TOKYMEHTOB
Deneparyu «O crTpareruu HalMOHAIBLHON O€30IacHOCTH
Poccuiickoli  dpenepanmn» n «JlokrpuHa
HHpOpPMAMOHHOW Oe3omacHocTH Poccuiickoit ) 3 15 20
Denepaum». OcCHOBHBIE COCTaBIIAIONINE
HallMOHAJIbHBIX HHTEPECOB Poccuiickoi
Oeneparun - B mHGOpMAMOHHOH  cdepe.
OcHoBHBIE HarpaBICHUS (benepanbHOTO
3aKOHOJATENbCTBA B OOMAcTH  3aIUTH
nHpopManuu OTPaHHYECHHOTO JIOCTYTIA.
[Ipobnembl  pernoHambHON WH(POPMAITOHHON
6e30MacHOCTH.
2 Kpurepun u xnaccst CraHgapTel 1O OICHKE 3AINUIICHHBIX CHCTEM.
3aIIUILIEHHOCTH Kputepun 6e30macHOCTH KOMIBIOTEPHBIX
CpEACTB cucteM. EBponeiickue «Kpurtepuu 6e3onacHocTr
BBIYMCIIUTEIILHON nH(pOpMaLMOHHBIX TeXHOJOrUiy. DenepanbHble
TeXHUKd U KpUTepUH  0€30MacHOCTH  MH(pOPMAIMOHHBIX
aBTOMATU3HPOBAHHBIX |TEXHOJIOTHH. Kananckue KpUTEpUU
nH(pOpMaMOHHBIX 6e301acHOCTH KOMITBIOTEpHBIX cucteM. O030p
CUCTEM cepun crargaproB ISO/IEC 17799. Cranmapts ) 3 15 20
ISO/IEC  17799:2002  (BS  7799:2000).
Cragmaptr ISO/IEC 27001. Poccuiickuii
craamapt [OCT P HMCO/M3K 27001-2006.
Crangaptel ISO/IEC 15408 u T'OCT P
NCO/MD3K 15408. Poccuiickas kinaccuduxanust
CPEICTB BBIYUCITUTEIFHON TEXHUKH u
ABTOMATH3MPOBAHHBIX CUCTEM U TpeOOBaHHUSA MO
sanute uHdopmaiuu cornacHo P/ ®CTOK
3 AOcTpakTHble MOJien |PaHHMe Mojenu ympaBlieHUS JTOCTYIIOM.
obecrnieueHus Mopnens MaTpuiel JIOCTYNOB  XappucCOHa —
UH(POPMAITHOHHOM Py330 — Ynpmana. Mognens benna u Jlanagyna. - - 16 16
6e3omacHOCTH Mogens cucteM BOSHHBIX coolmienuil. [TonsTue
KOHTPOJISI JOCTYTA, 0a3HPYIOMIErocs Ha POJIsiX
4 OCHOBHBIE YTPO3BI Amnanus u KJaccu(UKaIus yrpo3
HHPOPMAMOHHOM HHPOPMAIMOHHON 0e3omacHOCTH
6e30ImacHOCTH ABTOMATH3MPOBAHHBIX cucTeM.[IpudnHbl, BUIHI,
ABTOMATH3MPOBAHHBIX |[KaHAJIBl yTEYKM M HCKaKEHUS HMHGPOPMAIHH. i i 16 16
cUCTEM VYrpo3sl MIPOrpaMMHO-MaTeMaTHYECKUX
BO3ACUCTBUH u HETPaJULIMOHHBIX
MHPOPMAMOHHBIX KaHaJIOB. Yrpo3sl,
OCHOBaHHBIE Ha HH()OPMAIIMOHHBIX CETEBBIX aTaKax
5 OcHoBwI ocTpoeHuss  (OCHOBHEIE TIPUHLIMIIBI obecrieueHus
CHCTEM 3aIIUTHI MHPOPMAIMOHHONW 0E€30MaCHOCTH MPEIIPUSTHH.
nHpopManun OCHOBHBIE METOJIBI M CPEACTBA  3alWThHI - - 16 16
napopmanuu.ITopsanok MTOCTPOCHHS

3aHIHHlCHHOﬁ ABTOMATHU3HUPOBAHHBIX CHCTEMaAX




YIIPaBJICHUS HPEANPUATHUL (ACYVII).
Atrecranms 00BEKTOB
HHPOPMaTH3AIHN o TpeOOBaHMIM
0e30macHOCTH HH(OPMALTUU
6 OcHoBsl oOecrieuennst  |[IpoGmemer  obecnedeHnss  WHGOPMAITMOHHOM
WHPOPMATNOHHOM 6e3omacaoctr B ACYIL. OcHOBHBIE TEPMUHBI U
0€30MMacHOCTH B onpeneneHus. OCHOBHBIE YIPO3BI 0€30IaCHOCTH
aBTOMaTH3upoBaHHBIX |[ACVIL IIpaBoBrIE OCHOBBI 3aLLUTHI - - 16 16
cUcTeMax ympaBieHus |mHbopMammu. Llenm 3amutel  MHGbOpPMAIUH.
Pexxumbt 3aIIUTHI nHpopmanum.
Kiraccudukanms KOMIbIOTEPHBIX IPECTYIUICHUH
KOHTPOJIb 4
Hroro 4 6 94 108

5.2 IlepeyeHb 12a00paTOPHBIX padoT
Ounas dhopma 00yueHus

Ne Ne pazgena HanmeHoBaHMe NpaKTHYECKHX paboT TpynoemkocTh
n/n JMCUMILIMHBI (uyac)

1. 1 MaremaTH4ecKHe acleKThl IpUMEHeHHs (opMaIbHBIX MOoJeel 4

2 2 IIpakTHyeckas peajan3anys U oreHka (OpPMaIbHBIX MOJEINEH 4

3 3 HccnenoBanue KOPPEKTHOCTH CUCTEM 3ALIUTBI 4

4 4 Wucrannauus ©  HacTpodika  IUTaTHBIX  CPEICTB  ONCPAIMOHHBIX  CHCTEM, 2

npeAaHa3HaueHHBIX Js 3amuTel oT HCJ/l u mporpamMMHO-anmapaTHBIX KOMILIEKCOB
3amuThl oT HCJ{

5 5 WMucramnsauust w Hactpoiika MD, mnporpaMMHO-anmapaTHBIX CPEICTB  3alllUThbl 2
HHOPMAIMY TIPU TIepeiade MO OTKPHITHIM KaHATaM CBSI3U M pa3rpaHUuCHHS JTOCTyIa K
CETEBBIM pecypcam

6 6 AHanmm3 cocTosHUA HHPOPMALIUOHHBIX CHCTEM M OPTaHM3aIlMs 3alIUTHl OT XaKEPCKHX 2
aTak
HTroro 18

3aouHas dhopma o0yyeHuUs

Ne Ne pazgena HaumeHoBaHUe NPpaKTHYECKHUX PadoT TpynoemkocTh
n/n JMCUMIIMHBI (uac)
1. 1 MaremMaTiueckne acleKThl IPIMEHEHHs (popManbHBIX Moemeit 2
2 2 [MpakTnyeckas peanu3anysi U oneHKa GopMaIbHBIX MOJeNel 2
3 6 AHanu3 cocTosiHMST WH(OPMAIMOHHBIX CHCTEM U OpraHM3alus 2
3alLUThl OT XaKePCKUX aTak
Hroro 6

6. IPUMEPHAS TEMATHUKA KYPCOBBIX IPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT
B cooTBeTcTBUM ¢ Y4EOHBIM MJIAHOM OCBOEHHUE TMCUUILIMHBI HE MPEAYCMATPUBAET
BBINIOJIHEHHUE KYPCOBOr'0O MPOeKTa (paboThl) MM KOHTPOIBHOU pabOTHI.

7.1. Onucanue mnoka3zarejeil M KpUTepUeB OLEHUBAHWS KOMIIETEHIMH Ha
Pa3JIMYHBIX 3Tanax ux GopMHUpPOBaHMS, ONIMCAHME IIKAJ OLCHUBAHUS

7.1.1 DTan TeKkyumero KOHTpPOJIs

Pe3ynprarel TEKymiero KOHTPOJISI 3HAaHMM M MEXKCECCHOHHOM  aTTeCTaluu
OLICHUBAIOTCSA 10 CIEAYIOLIEH CUCTEME:

«aTTECTOBAHY;

«HE aTTECTOBaH».



Komme- PesyabTaTel 00yuennus, Kpurepun
XapakTepu3yloiue ATTecTOBaH He arTecTroBan
TEHLMS C(bOpMPlpOBaHHOCTb KOMIICTCHIIHH OLCHUBAHUS
OIIK-7 3HATh CIIOCOOBI COOpa, aHasK3a,
Brimonaenue padot B
CUCTeMaTH3alUH, OLICHKU U Brimonnenue CpoK HesbinonHenue padoT B
WHTEPIPETALNH JaHHbIX N1ab0paTOPHBIX ’ . _ |cpok, mpenycMOTpeHHBII
PUPCTALIH 1 g patop MPEeIyCMOTPEHHBIH B POI, MIPELyCMOTP
HEOOXOAUMBIX JJISl PELIEHUS pabor B paboyMX MporpaMmmax
paboumx mporpammax
po¢eCCHOHATBHBIX 3a7ad
YMETh HOHMUMATh NPUHIUIIBI
paboTHI COBpEMEHHBIX Brmmonaenne pabdor B
N Beimonnenue Heswmonmaerne paboT B
nH(pOPMANMOHHBIX TEXHOJIOTHH 1 CPOK, .
71a00PaTOPHBIX . _ |cpok, mperycMOTpEHHBIH
HCTIONB30BATh X AJISI PEIICHHS MPeyCMOTPEHHBIN B
. pabot B paboYHX mporpammax
3a1a4q IpoQecCHOHATBHON pabounx mporpaMmax
JEATEITbHOCTH
BIAETh NPUHIMIIAMU PabOTHI Bemonaenue padot B
A PHHI P Brinonnenue P Heswimonmaerne paboT B
COBPEMEHHBIX HH(POPMAITMOHHBIX 9 CPOK, o
. CaMOCTOATEILHOM . _ |cpok, mpexycCMOTpEHHBIIH
TEXHOJIOTUI MPeyCMOTPEHHBIN B
paboTsl B paboyuX IporpaMmax
pabo4mx mporpammax

7.1.2 ITan NnpoMe;KyTOYHOT0 KOHTPOJISI 3HAHUI

Pe3ynbTaThl IpOMEKYyTOYHOTO KOHTPOJIS 3HAHUI OLIEHMBAIOTCA B 6 cemecTpe IS
O4HOH (opMbl OOyUeHHUsI, § ceMecTpe I 3a04HOM (hOpMBI 00YUEHUS MO JIBYXOAIIbHOM

CHUCTCMC:
«3BaYTCHO»
«HC 3a4YTCHO»
KoMie- PesyabTaThl 00y4eHus, KpHT epun
XapaKTepu3yloumue 3auTeHo He 3auTteno
TEHUUA C(bOle/lpOBaHHOCTb KOMIIeTEHIIUH OueHl/lBaHHﬂ
OIIK-7 3HATh CIIOCOOBI COOpa, aHAIN3A,
CHUCTEMATU3aluu, OLICHKU U
MHTEIIPETALIH TaHHBIX Tecr Breimonnenue tecta |  BrImoHEHHE MEHEE
prip ’ Ha 70-100% 70%
HCOGXOI[I/IMI)IX IS pemeHI/m
npodeccHoHaIBHBIX 3314
yMeTI) IIOHUMATh HpI/IHLII/IHbI
paboThl COBPEMEHHBIX Pewierme [IponemoncTpupoBa
WHPOPMALMOHHBIX TEXHOJIOTHH U H BepHBIN X0
CTaHJApTHBIX 3amaun He pelIeHBI
HCTIONB30BaTh UX IS PEIICHHS peuieHus B

3a71a4 MpoQecCHOHATLHOM
JEATeTLHOCTH

MPAKTUYICCKUX 3aa4

OOJIBLINHCTBE 3a1a4

BIIANIETh MIPUHIUIAMA PaOOTHI
COBpPEMEHHBIX HH()OPMAITHOHHBIX
TEXHOJIOTHH

Pemenue
MPUKJIAJHBIX 3a7a4 B
KOHKpETHOM
MpeaMEeTHO N
obnactu

[IponemoncTpHpOBa
H BEpHBIN X0J1
peuieHus B
OOJILLIIMHCTBE 3a1a4

3az[alm HE PCIICHBI

7.2 TlpuMepHbIil NepeYyeHb OLEHOYHBIX CPEACTB (TUNOBBIE KOHTPOJIbHBIE
3aJlaHUsl WIM HMHbIe MaTepuUaibl, HeOOXOAUMBIE ISl OUEHKH 3HAHMHA, YMEHUH,
HABBIKOB U (MJIM) ONBITA AESATEJbHOCTH)

7.2.1 IlpuMepHBIii epevyeHb 3aJaHU JJ151 NOATOTOBKH K TeCTUPOBAHUIO

1. Ymo 6 cghepe ungpopmayuorHoti 6e30nacHocmu NPUHAMO CHUMams puckom?

a) MOTEHIIMAILHYIO BO3MOXKHOCTD MOHECTH YOBITKU M3-32 HAPYIICHUS 0€30MaCHOCTH
MH(OPMaLMOHHON CHCTEMBbI

0) MOTEeHIMATbHO BO3MOXKHOE MTPOUCILIECTBHE HEBAXKHO, IPEIHAMEPEHHOE MIIM HET, KOTOpOe
MOJKET OKa3aTh HEeXKeJaTelIbHOE BO3/IEHCTBIE HAa KOMITBIOTEPHYIO CUCTEMY, a TaKKe HHPOPMAIIHIO,
XPaHAIIYIOCS 1 00pabaThIBAIOIIYIOCS B HE

B) XapaKTEPUCTUKY, KOTOpasl JIelaeT BO3MOXKHBIM BO3HUKHOBEHUE YIPO3bI

2. Ymo npunamo cuumamo pecypcom uiu akmueom UHGOpMaAyuoHHoU cucmemol?




a) MoJieJIb UH(POPMALIMOHHOMN CUCTEMBbI

0) Bce 3JIeMEHThI, UMEIOIINE MaTePUATIbHYIO LIEHHOCTh HE3aBUCUMO OT TOT'O MOJIekKAT OHU
3allUTE WIN HET

B) IMEHOBAHHBIH 3JIEMEHT UH(DOPMALIMOHHON CUCTEMbI, UMEIOIINI (MaTepuanbHyI0) IIEHHOCTh U
MOJICXKALIUH 3alUTe

3. Ha kakue pecypcol modicem Obimb HANpasiena yepo3a?

a) TOJIBKO HA MH(OPMAIIIOHHBIE PECYPChI

0) TOJIPKO Ha amnmapaTHBIC PECYPCHI

B) Ha J100BIE BUABI pecypcoB (MH(OPMAIIMOHHBIN, anapaTHBIN, TPOrPaMMHBIH U T.11.)

4. Kaxkoii mepmun onpedensiem xapakmepucmuxy @yHKyuu 6e30nacHocmu 00beKma oyeHKu,

BbIPANCAIOULYTIO0 MUHUMATIbHBIE YCUTUS, KOMOPBIX MEOPemuiecKu Modcem Oblmb 00CMamodto Oisl
HapyuweHus pabomocnocooHocmu npu NPAMOU amake Ha UHDOPMAYUOHHYIO cucmemy?

a) "moTeHMan naaeHus"

0) "croiikocTh GyHKIIMU Oe3onacHocTH (CDB)"

B) "pe3uctuBHOCTh cucteMel" (PC)

4. UYmo onpeoensem pecypcwl unu akmusevt UC?

a) mogens MC

0) Bce 2JIEMEHThI, UMEIOIINE MaTePUATIbHYIO LIGHHOCTh HE3aBUCUMO OT TOTO MOJIekKAT OHU
3alIUTe WIN HET

B) UMeHOBaHHbII 3nemMeHT VC, nMeromuii (MaTepraibHyI0) IEHHOCTD U MOJIJISKAIIH 3aIIuTe

5. Kaxosvl yenu ananusa u mecmuposanus NPUKIAOHbIX CUCIEM 8 ACNeKMAX UHPOPMAYUOHHOU
bezonacnocmu?

a) OIepaTUBHOE BHECCHNE N3MEHEHUI B ONIEPAI[HOHHBIE CHCTEMBI

0) oOecrieueHHe EeTOCTHOCTH IMPOTPAMMHOT0 00CCIICUCHHS

B) obecniedenue 6oee 3(h(HEKTUBHOTO UCIIOJIE30BAHUS TOTOBBIX ITAKETOB MTPOTPaMM

6. Kaxue u3 nepeuucnenHvlx pekomMeHOayuil ymecmHul 8 ciyiae, Koeoa 05 npogedeHus pabom no
paspabomie NPoOSPAMMHO20 0becneyeHuss NPUGIeKAemcs CMOPOHHASA OP2aHU3ayus?

a) He00X0IMMO MPEAYCMOTPETh AHTU(PUIBTPALIMOHHBIE MEPHI

0) HE0OXOIUMO TIPETYCMOTPETh MEPHI TT0 KOHTPOJIIO IPABHIILHOCTH BBHITIOJTHEHHBIX padoT

B) HEOOXOMMO MPETYyCMOTPETh MEPHI IO KOHTPOJIIO KA4eCTBA BHITIOJHEHHBIX paboT

7. Kaxoti uz nepeuucienHvix 6apuanmos nocie0o8amenbHoCmu 0eticmaull npeonucaH
cmanoapmom I'OCT P HCO/MOIK 17799:2005 "Unghopmayuonnas mexnonocusa. Ilpakmuyeckue
npasuia ynpaeienus UHpopmayuoHHol 6e30nachocmoio” 6 acnekmax ynpasieHus Henpepvl8HOCMbIO
busneca?

a) NACHTU(PHUIUPOBATH COOBITUS, KOTOPbIE MOTYT OBITH IPUUMHON MTPEPHIBAHMS
OM3HEC-IPOIIECCOB, IPOBECTH OLIEHKY MOCIEICTBUI, ITOCIe Yero pa3paboTaTh MIaHbl BOCCTAHOBIICHHS

0) IpOM3BECTH IKCIIEPTHYIO OIIEHKY KOHTEHTa HH(OpMAIK Ha CepBepe Ha MPEIMET BO3MOKHBIX
CXEM YTeUKH KPUTHYECKH BaXKHON HH(POPMAIINH, TTOCIIE Yero pa3padoTaTh MIaHbl BOCCTAHOBICHUS
CHCTEMBI

B) IPOU3BECTH KOHTPOJIb TJIaHA BOCCTAHOBIICHUS M €0 TECTUPOBAHUE HA MTPEIMET
peaTM3yeMOCTH, 3aTeM UACHTH(DHUIIMPOBATH COOBITHS, KOTOPBIE MOT'YT OBITh IPUYMHON TIPEPHIBAHUS
O6u3Hec-npoleccoB (0TKa3 000py10BaHUS, TTOXKAP U T.I1.)

8. Yem xapaxmepu3zytomcs yepo3vi?

a) HeXKENATEIbHOCTBIO UX MOSBICHHS

0) HEBEPOSTHOCTBIO UX TIOSIBJICHUS

B) BEPOSATHOCTHIO MX TOSIBIICHUS

9. Cnocobcmeyiom KOHmMpMepbL 8 ACNeKmax 00CMUNCeHUS UHPOPMAYUOHHOU Oe30naACHOCU
appexmusnomy cHudcenuIo ysazeumocmeri?

a) na

0) HeT

B) JIMIIIH OTYACTH

10. Kaxosa c6s3b ananuza puckos ¢ Opy2umu KOMROHEHMamu MOOeau UHPOPpMayuoHHou



bezonacnocmu?

a) Ha 0a3e MOTyYEHHBIX PE3YIbTATOB 110 OICHKE PUCKOB OCYIIECTBIISIETCS aHAIN3 COCTOSHUS
CHCTEMBI U pa3pabaThIBACTCS IUIaH IOCTPOCHUS CHCTEMBI 3aIlIUThI CETH

0) aHaIM3 PUCKOB YBS3aH C MPOIEAYPAMH aHAJIN3a PHCKOB

B) aHAJIM3 HE YBS3BIBACTCS C JIPYTMMU KOMIIOHCHTAMHU CUCTEMBbI

7.2.2 IlpuMepHBIii epevyeHb 3aJaHUi VIS pelIeHUs CTAHAAPTHBIX 3a1a4

1. Kakue pewenus npumeHaomcs 0isk KOHMpPoas OOCMYna K GHEeWHUM YCMPOUCmeam

a) Secret Disk

0) ZLock

B) Device Disk

2. Komnviomep npogepsiem 10 man. naponeii 8 cekyony. CKOIbKO NPUMEPHO BPeMeHU emy
nompebyemcs, 4moodwvl npogepums MemoooM CJLOBAPHOU AMaKuy 6ce napoau 0is A3vika, cooepicaujezo |
MIIH €08

a) 0,1 cexyHapl

0) 0,3 cexyHBI

B) 0,15 cexynn

3. CKONbKO 2pynn CUMBOI08 QONHCEH MUHUMANLHO COOEPHCAMb HAOEHCHBIU NAPOJIb

a)3

0) 7

B) 5

4. OxonuamenvHo, OMEEMCMEEHHOCMb 3A 3AUUU{EHHOCHb OAHHBIX 8 KOMNbIOMEPHOI cemu
Hecem:

a) Bnanenen cetu

0) AIMUHHCTPATOP CETH

B) Ilonp3oBarens cetn

5. Haubonee pacnpocmpanensl y2po3vl UHGOPMaAyUuOHHOU 6e30nacHOCHU KOPROPAMUEHOU
cucmemul:

a) [loxymnka Henuien3nonHoro 110

0) OmuOKH SKCIUTyaTalliy ¥ HEYMBIIIJIEHHOTO U3MEHEHHS PeKUMa pabOThI CHCTEMBI

B) Co3HATENBHOTO BHEPEHUS CETEBBIX BUPYCOB

6. Haubonee pacnpocmpanensl yepo3vl UHGOpMayuoHnoil 6€30nacHocmu cemu:

a) PacripeneneHHbIi JOCTYI KITUEHT, OTKa3 000pYyAOBaHUS

0) MopaJibHBIN U3HOC CETH, HHCANIEPCTBO

B) COoii (0TKa3) 000pyI0BaHUs, HEJIETAIEHOE KOMMMPOBAHUE JAaHHBIX

7. Koz2oa nonyuen cnam no e-mail ¢ npunosxcennvim gaitnom, ciedyem:

a) [IpounTaTh MpHUIIOKEHHE, €CITH OHO HE COJIEPIKUT HUYETO IIEHHOTO — YAAUTh

6) CoxpanuTh npusoxeHue B napke «Cramy, BRISICHUTH 3aTeM [P-aipec reneparopa crama

B) Y 1aJauTh MUCHMO C MPUIIOKEHUEM, HE pacKphIBasi (HE 4nTasi) ero

8. Ilpunyunom noarumuku UHGOPMAYUOHHOU HE30NACHOCHU ABIACMCA NPUHUUN:

a) Paznenenus gqocryna (00s3aHHOCTEM, MPUBUIIETHI ) KIIMEHTaM CETH (CHCTEMBI)

6) OaHOYPOBHEBOM 3aIIUTHI CETH, CUCTEMBI

B) COBMECTHMBIX, OJHOTHUITHBIX MPOTPAMMHO-TEXHUYECKUX CPEJICTB CETH, CUCTEMBI

9. Ykaorcume ocnognwie ceoiicmea VPN

a) Co3maer TyHHENb, T.€. 3aUIUIIEHHBIN KaHaJ Mepeady TaHHBIX

6) Hcnonp3yer mmdpoBaHue 1aHHBIX

B) Peanm3yercs B He3alMINEHHBIX WM CI1a00 3aIIUIIEHHBIX CETIX

10. Kaxoewt pynkyuonansvnwle 603moxncnocmu npozpammot Retina WiFi Scanner

a) Berancnsser WEP-kitoun metomom brute force

0) I'enepupyet oTu€THI

B) OGHapyxuBaet [P-anpeca u npyryto cereByro nHGOpMAIIHIO

r) OOHapyKHUBaeT HEAaBTOPU30BAHHBIE OECIIPOBOIHBIE YCTPOICTBA



7.2.3 IllpuMepHbIi IepevYeHb 3aaHUM 1JI5 pelleHusl MPUKJIAAHBIX 3a1a4

1. @aiin paboueti epynnvt MS Access cooepacum credyroujue 6CmpoeHHvie YuémHole 3anucu.

a) System, Window, Help

0) Search, View, Copy

B) Run, Project, Tools

r) Database, Win32, Standart

1) Admins, Admin, Users

2. J{na cozoanus Hosoti paboueti epynnvl 8 MS Access 3anyckaem npocpammy

a) wrkgadmexe

0) wrkgadmmdw

B) wrkgadmmdb

r) wrkgadmcpp

1) wrkgadmdoc

3. Kak Hazvieaemcs 0okymenm 6 npozpamme MS Access?

a) Tabauia

0) 6asa JJaHHBIX

B) KHHTa

r) dopma

4. Peuesoii cucHan HaxXo0umcs 8 Ouandasoue...

a) 200300 'y mo 46 xI'x

0) 200...400 T'y no 2...6 k"1

B) 100...300 I'r o 4...6 k'

r) 200...300 'y go 2...6 x['1

1) 200...400 I'u mo 4...6 xI'1g

5. Omnuuue xoneepmepa om Munuamiopnozo xonsepmepa Ha wacmome 430 MIy.

a) ITo3BossieT mpuHUMAaThL CUTHAJ ¢ yacToTou 0 1 I'T

0) EmMxoctpio C1 no 15 nd

B) Crioco0y moAcoeIMHEeHHS K TeIS(POHHON JTUHUU

r) [To3Bosier mpociymuBaTh TenedOHHBINA pa3roBop B Auana3ona 27-28 MI'

6. Umoobwvt ycmanosumov naponwvuyto 3auwumy ¢ OC Windows, HeodX00umo 6vinoaHumb
cnedyruiyio npoyeoypy?

a) [lyck->Ilanens ynpasnenusi->YderHole 3anucu->l3menenue naposs

0) [Iyck->VYudernple 3anucu->M3MeHeHNE TapOIs

B) [lyck->CmpaBka->YueTHbie 3anucu->M3menenue naposus

r) [lyck->I1anens ynpasnenus->Ilaponu u nanusie->M3Menenue naposs

7. Kakue pewtenus npumeHsaomcst 01 KOHMpoas 00CMyna K 6HewHuM yCmpoucmeam

a) Secret Disk

0) ZLock

B) DeviceLock

8. Kakue dononnumenvHbie Mepvl 0becneyeHus 0e30nacHOCmuU Mo2ym UCHOIb308AMbCS 8
b6ecnpo8ooHbIX cemsx

a) Texnonoruss VPN

6) Ucnonw3zoBanue IPSec nns 3amurs Tpaduka

B) 3amuTa OECIIPOBOIHOTO cerMeHTa ¢ momortisio L2TP

r) Boigenenue 6ecripoBOHON CE€TH B OTAEIbHBIN CErMEHT

9. 64- u 128-6umnoe WEP-wugposanue mpaghuxa na ocnoge RC4 obecneuusaem yposeHs
bezonacnocmu

a) Breicokuit

0) Huzkwmii

r) Cpennuii

10. Ommemvme nomeHyuUaILHO ONACHbIE C MOYKU 3PEHUs YmeueK 6HympeHHel uHpopmayuu
Oeticmeusl



a)Pa3mernienne cepBepoB B CTOPOHHEM AaTa-LEHTPE

0) XpaHneHue HOCUTENEH BHE odrca

B) CepBUCHBIN PEMOHT CEPBEPOB MJIH JKECTKUX JIUCKOB
r) IlepeBo3Ka KOMITBIOTEPOB WJIM HOCUTENIEH

7.2.4 IlpuMepHbBIii NepevYeHb BOMPOCOB JJIsl MOATOTOBKH K 3a4eTy

1. Kakum o6pazom necsatb HepopMmanbHbIX cBoMCTB Mojaenu CBC peanusyrores B ee hopMabHOM
onucaHuu?

2. B xakom ciyuae cucrema (7, so) 6e3omacna?

3. I'me B ompenenenusx O6e3omacHocTu moaenu CBC peann3oBaHO ss-CBOMCTBO 0€30MaCHOCTH
Kiaccudyeckou monenu bemna-Jlallagynbi?

4. I'me B ompenenenusix Oezonacnoctu monenu CBC peann3oBaHo *-CBOWCTBO 0€301MacHOCTH
Kkiaccudyeckou monenu bemna-Jlallagynbi?

5. I'me B ompenenenusix 6e3onacHoctu monenu CBC peann3oBaHO ds-CBOMCTBO 0€30MMacCHOCTH
Kiaccudyeckou monenu bemna-Jlallagynsi?

6. Kakum crannapram HeoOxoaumo cienoBarh npu nocrpoennu CYUB?

7. Yro pernamentupyercs B cranaapre [SO 270027

8. Uto pernamentupyercs B cranaapte ISO 180447

9. Uro nomxkHa obOecrieunats CYUB?

10. Kakosa rnaBHas 3agaua CYUB?

11. Kakoii BuJ HOTUTHKHU YIIPABICHUS JOCTYIIOM HCIIONb3YeTCs B KAYECTBE OCHOBBI aBTOMAaTHOM
MoJien 6€30MacCHOCTH HHPOPMALIMOHHBIX TTOTOKOB?

12. B kakux cnyyasx B KC ¢ MaHmaTHBIM yhpaBiIeHHEM [TOCTYIOM  HEIelecoo0pa3Ho
NpPEJOTBPALICHHE BO3MOKHOCTH pPEaTH3allMid BCeX HH(DOPMAIMOHHBIX IMOTOKOB OT YCTPOWCTB BBOJA
MOJIb30BaTENeH ¢ BEICOKMM YPOBHEM JIOCTYIIA K YCTPOMCTBaM BBIBO/IA MOJIb30BATENECH ¢ HU3KUM YPOBHEM
noctymna’?

13. B ueM otnuune nHGOPMAIMOHHON HEBBIBOJUMOCTH OT HH(OPMALIMOHHOTO HEBIUSHUS?

14. Tlouemy uCTONB30BaHKE OIpEAesIeHU TpeOOBaHNH NHPOPMAITMOHHOTO HEBIUSHUS (C yIETOM
BPEMEHH ) TTO3BOJIIET 00ECIEeYUTh BOZMOXKHOCTh yHKIHoHupoBanusa B KC MonuTopa ccbuiok?

15. B kakux chayyasx MOXKeET SBIAThCA OS(PQPEKTUBHBIM MOJEIUpOBaHUE O€30MacHOCTU
MH(POPMALMOHHBIX MIOTOB C MCIIOJIb30BAaHUEM BEPOSTHOCTHBIX MOIXO0/10B?

16. Uto moHnMaeTcs o1 TEPMUHOM HH(POpPMAITMOHHAST 0€30MaCHOCTh?

17. Yto moHMMaeTcs Mol TEPMUHOM JIOCTYIMHOCTh HH(popMaruu?

18. YUro nmoHMMaeTcst 1ol TEpPMUHOM LETIOCTHOCTh HH(POpMAIUH?

19. Yto noHumaercs MoJ] TEPMUHOM KOH(UIEHIIMAIbHOCTh HH(pOopMauu?

20. Yro moHMMAaeTcs 1oJi TEPMUHOM KOMIUIEKC CPEICTB aBTOMATHU3aluu 00paboTKi HHpopManuu?

21. Yto moHMMaeTcs 1o/ TepMUHOM HHbopMarinoHHas 6e3onacHocts UC?

22. Y1o moHUMAaeTcs Mol TEPMUHOM YHUUTOKEHHE HH(popMaun?

23. Kakue criocoObI 3a11uThl OT BUpycoB Brl 3HaeTe?

24. Kakue crocoObl 3alIUThl OT HECAHKIIMOHUPOBAHHOTO J10CcTyIa Bl MokeTe mpuBecTu?

25. AHanu3 HCTOYHUKOB, KAaHAJOB pACIpPOCTPAaHEHMUs M KaHAJIOB YTeUukd HHpopManuu (Ha
npruMepe KOHKPETHON (GUPMBI).

26. AHanu3 KOHKPETHOM aBTOMATHU3MPOBAaHHOW CHUCTEMBI, MpEAHA3HAYEHHOH NIl 00paboTKU U
XpaHeHHUs HHPOPMALUU O KOHPUICHIIMATBHBIX JOKYMEHTaxX
bupmsI.

27. OCHOBBI TEXHOJOTMM OOpabOTKM U XpaHEHUS KOH(PUICHIMANBHBIX JOKYMEHTOB (IO
3apyOeKHON JTUTEPATYPE).

28. Haznauenue, BHJbI, CTPYKTypa M TEXHOJOTHA (PYHKIMOHUPOBAHHUS CHCTEMBI 3allUThHI
uH(pOpMaLIUH.

29. IloBeneHue nepcoHana u oxpaHa GUPMbI B 3KCTPEMaIbHBIX CUTYalUAX Pa3IMYHBIX THUIIOB.

30. AHanuTHueckas paboTa M0 BBISBICHUIO KAHAJIOB YTEUKH HH(OpMauK (GUPMBI.

31. Anamu3 ¢yHKUMiA cekperaps-pedepeHta HeOonbIION (GUPMBI B 00JacCTH  3aIMTHI



uHpOpMaLInH.
32. HanpapieHus ¥ METOJIbI 3alTUTHI MPOGECCHOHATHHOM TalHBI.
33. HampaBieHust 1 METObI 3aIIUTHI CITY>KEOHOH TaltHBI.
34. HampaBiieHus U METO/IbI 3aIUThI IEPCOHANBHBIX JAHHBIX O IpaXkaaHax.

35. MeTobI 3aIUThI TUYHON U CEMEHHOMN TaifHBI.

7.2.5 IlpuMepHbIii epevYeHb BOMPOCOB /1JIsl MOATOTOBKH K 3K3aMeHYy
He npenycMoTpeHO y4eOHBIM TUIAHOM

7.2.6. MeTtoauka BbICTABJICHHMS OLECHKH IPH NPOBEJICHUH NPOMEKYTOYHOM
arrecTaumu
3ader MpoOBOAMUTCS MO TECT-OUJIETaM, KaK/Iblil U3 KOTOPBIX COAEPKUT 10 TeCTOBBIX
BOIpocoB U 10 mpaktudeckux 3amaHuil. KaxIplii IpaBUIIbHBIA OTBET HA BONPOC B TECTE
orleHuBaeTcss 1 OajioM UM mpukiagaHoe 3aganue 1 Oami. MakcuMmanbHOE KOJIMYECTBO
HaOpaHHbIX O0amoB — 20.
1. 3auTeHo cTaBUTCA B cllydae, €Ciu CTyJeHT Habpan 6osee 14 6anios.

2. He 3auTeHo cTaBUTCS B ciiy4yae, €Clu CTyACHT Habpai MeHee 14 6aios.

7.2.7 IlacniopT 01IeHOYHBIX MATEPHAJIOB

KonTponupyemsie pazaensl (TEMbI) Koz .
Ne i/m KOHTpoJipyemMoi| HanmeHoBaHME OLIEHOYHOTO CpeacTBa
JUCITUTUTAHBI
KOMITIETEHINH

1 Nudopmannonnas 6ezonacaocts B|OINK-7 TecTbl, cTaHIapTHBIE 3a1aHNUS,
CUCTEME HAI[MOHAILHOM MIPUKJIaIHBIC 3aJaHus, 3aluTa pedepara,
6e3onacuoctu Poccuiickoii 3aluTa JJabopaTopHbIX padoT
®denepanun

2 Kpurepuu n knaccel OIIK-7 TecTbl, cTaHIapTHBIE 3a1aHNUA,
3alUIIEHHOCTH CPEJICTB MIPUKJIaIHBIC 3aaHus, 3a1uTa pedepara,
BBIUHUCIUTENbHON  TEXHUKH U 3aIuTa 1JabopaTopHbIX padboT
ABTOMATHU3HPOBAHHBIX
MH(OPMALIMOHHBIX CUCTEM

3 AOGCTpakTHBIE MOAETH OIIK-7 TecTbl, cTaHIapTHBIE 3a1aHU,
oOecniedyeHrs HHHOPMALIMOHHON MIPUKJIAaIHBIE 3aJJaHusl, 3aluTa pedepara,
0€e30MacHOCTH 3al1UTa J1abopaTOpHBIX paboT

4 OCHOBHBIE YIpO3bl OIIK-7 TecTbl, cTaHIAPTHBIC 3a/1aHUSA,
nH(}OPMaLIMOHHON 06€30MacHOCTH MIPUKJIaIHBIE 3aJaHusl, 3aluTa pedepara,
ABTOMATH3UPOBAHHBIX CHCTEM 3aIuTa 1abopaToOpHBIX padboT

5 OCHOBBI IOCTPOEHHUS CUCTEM OIIK-7 TecTbl, cTaHIapTHBIE 3a1aHNUA,
3aIU Tl HH()OPMAITAN MIPUKJIAIHBIC 3aJaHus, 3aluTa pedepara,

3aImTa J1aO0paTOPHBIX paboT
6 OcHOBBI OOecTieYeHUS OIIK-7 TecTsl, cTaHJapPTHBIE 3a/1aHUS,

“H(pOpPMaITMOHHOM 0€301TaCHOCTH B
ABTOMATHU3MPOBAHHBIX CHCTEMaX
yIpaBICHUS

NpUKIIaHbIC 3a1aHKs, 3aMTa pedepara,
3aluTa J1abopaTopHBIX paboT




7.3. MeToanueckne MaTepHaJbl, ONpeaesilOIINe MPOIeIypPhl ONeHUBAHUSA
3HAHMIi, YMEHU i, HABBIKOB M (HJIM) ONBITA AeATETbHOCTH

TectupoBaHue OCYIIECTBISACTCS, JUOO MPH TOMOIIUM KOMITBIOTEPHON CHCTEMBI
TECTHUPOBAHUs, JHUOO C WCIOIB30BAHUEM BBIJAHHBIX TECT-3a/IaHUl Ha OyMaKHOM
HOCHUTEJIC.

Perienne cTaHmapTHBIX M TPUKIAJHBIX 3aJaHUNA OCYIICCTBISICTCSA, JTMOO IpH
TIOMOIIM KOMITBIOTEPHON CHCTEMBI TECTUPOBAHUS, JHMOO C WCIOJIH30BAHUEM BBIJAHHBIX
3a/1a4 Ha OyMaKHOM HOCHTEJIE.

Bpems orBera Ha Bonpockl — 40 MUHYT. 3aTEM OCYIIECTBIISICTCS IIPOBEPKA PEIICHHS
3aJ1a4 9K3aMCHATOPOM M BBICTABIISICTCS OIICHKA, COTJIACHO METOIUKE BHICTABIICHUS OICHKH
IIPH ITPOBEJICHUU TIPOMEKYTOUHOM aTTECTAIIHH.

8 YYEBHO METO/IMYECKOE U UTHO®OPMALIMOHHOE
OBECIHHEYEHUE JUCIUIIJINHDBI)
8.1 Ilepeuenn y4eOHOH JHMTEpPATypbl, HEOOXOAMMOIl /JA OCBOEHUS
TUCHMILTHHBI
OcHoBHas JuTEpaTypa

1. C.A. bapkanos, B.E. benoycoB, C.A. Konomsxueii. HNapopmannonHas
0€30MacHOCTh MpU YIOPABICHUU TEXHUYECKUMHU cuctemMamu:/ YdeOHoe mocolue.
Cankr-IletepOypr: U3n-so Uutepmenus, 2016. — 528 c.

JlonoJIHMTe IbHAA JTUTEPATypa

2. benoycos B.E. CpezacTsa 3amutsl ”HOpMalUi B UHTETPUPOBAHHBIX TEXHUYECKUX
cucTeMax ymnpasieHHs. MeToArudecKue yKa3aHus Ui BBITOJHEHHS] KypCOBOTO MPOEKTa
[DnekTponnsiii]// B.E.benoycoB. Boponex. roc. apx.—ctpout. yH—T. -Boponex, 2014.- 42
C.

3. benoycos B.E. CpeacTsa 3ammtsl HHPOPMalUK B UHTETPUPOBAHHBIX TEXHUYECKUX
CUCTEMaxX ympaBlieHUs. MeToauyeckue YKa3zaHhs 10 CaMOCTOATENbHON pabore
[OnexTponnsii]// E.benoycos. Boponex. roc. apx.—ctpout. yH—T. -Boponex, 2014.- 33 c.

4. Opranuzanusi CaMOCTOSATENIBHOW PabOThl  O0YYaIOIIUXCS: METOJUYECKHUE
yKa3aHusi JUisl CTYJIEHTOB, OCBAaWMBAIOIIUX OCHOBHBIC 0Opa30BATENIbHBIC MPOTPAMMBI
BBICIIIETO oOpazoBaHuUs — OakanaBpuaTa, CICIHAIUTETA, MarucTpaTyphl:

Mertoguyeckue ykazanus / coct. B.H. Iloueunxwuna, MW.H. Kproukoa, E.I.
l'omoBuna, B.P. Jemunos; @®I'BOY BO «BopoHexckuii rocyaapCTBEHHbBIN
TEXHUYECKUN yHuBepcuteT». — Boponex, 2020.-— 14 c.

8.2 Ilepeuenb WH(POPMALMOHHBLIX TEXHOJOIHWii, WCHOJb3yeMbIX NPH
OCYyLIECTBJIEHHMH 00pa30BaTeJIbHOIO0 MpOoLecca Mo AUCHHUIUIMHE, BKIKYas NepeyeHb
JINLEH3MOHHOT' 0 NPOrpaMMHOI0 odecneyeHms, pecypcos
HH(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHOH cetn «MHTepHeT», COBpPEMEHHBbIX
Npo¢ecCHOHANBHBIX 023 JAHHBIX 1 HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM:

KoMmiekT JIMIIeH3MOHHOT0 MTPOTPAMMHOT0 0O0ecreYeHust:
AkanemMudeckas TMICH3Ms Ha UCIIOJIH30BAaHNE TPOTPAMMHOTO 00eCTieYeHUs



Microsoft Office.

Pecypchbl HH(POPMAITMOHHO-TEJIEKOMMYHHUKANMOHHOM CeTH

«AHTEpHET»:

— http://www.s-director.ru/project/economic_security/2.html KypHaI
«dupexTop mo 6e30macHOCTI»

- Hayuyno-meToanueckunii AIEKTPOHHBIN KypHal «Konuenr»

https://ekoncept.ru/2014/54653.htm

— OdunuansHbI CAUT acCOIMAIIMU ayUTa U KOHTPOJISI HH(POPMAITMOHHBIX CUCTEM:
https://www.1saca.org/Pages/default.aspx

— EnumHBIA peecTp POCCHHMCKUX MpOTrpaMM JUIS SJICKTPOHHBIX BBIYMCIUTEIBHBIX
MaIvH 1 0a3 Ja”HHeIX: https://reestr.minsvyaz.ru/

NudopmanuoHHO-CIIPaBOYHbIE CUCTEMBbI:
Cnpasounas IIpaBosas Cucrema Koncynprant [Lmroc.

CoBpemennbie npodeccnoHabHbIe 0a3bI JAHHBIX:

- basza pgaHHBIX HaydyHOW »JNEKTpoHHOM OubOmmorexku elibrary: URL:
https://www.elibrary.ru/defaultx.asp

— baza pannbix «bubnunoreka yrnpaBieHus» - KoprnopaTUBHBI MEHEIHKMEHT

-https
- Nudopmarnmonnslii moptai nmo 6e3omacHoctu Securitylab.ru
— baza ganueix qg IT-cnemuanuctos - https://habr.com/

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOAUMAS J1JIs1
OCYHIECTBJIEHHUS OBPA3OBATEJIBHOI'O ITPOLOECCA
JleknimoHnHasi ayniuTopusi, YKOMILJIEKTOBAHHAS CIIEIUATU3UPOBAHHON MEOETbI0 U
TEXHUYECKUMHU CpeACTBaMU 0O0ydeHUs (TIPOEKTOp, DKpaH, 3BYKOBOCIPOU3BOJSIIECE

o0opyZ0BaHuE), o0ecreunBaroIMMu JIEMOHCTPALIUIO (BOCTIpOM3BEICHUE)
MYJIbTUMEINA-MaTEPHAIIOB.
Ayauropuu IS J1a00paTOPHBIX paoor, YKOMILJIEKTOBAHHBIE

CTICIIMATU3UPOBAHHON MEOETbI0 U TEXHUYECKUMHU CPEICTBAMU OOyUEHUs, OCHAIIICHHBIE!
KOMIBIOTEpAMH C JIMIICH3MOHHBIM MPOTPaMMHBIM OOECIEYEHHEM C BO3MOKHOCTBHIO
NOJKItoueHUsT K ceTu «VIHTepHeT» W JOCTYyNOM B 3JEKTPOHHYIO HH(POPMAIIMOHHO
00pa3oBaTeNbHYIO Cpely YHUBEPCUTETA.

AyIuTOpUsI UIS TPYNNOBBIX M HMHAUBHAYAJIbHBIX KOHCYJIbTAUMI TIO
BBITIOJTHEHUIO KYPCOBBIX pabOT, TEKYHIETO KOHTPOJS W MPOMEKYTOYHOW aTTECTAIlHH,
YKOMIUIEKTOBAaHHAsl CIEUANIU3UPOBAaHHONW MeOenbio, 000pyAOBaHHAs TEXHUYECKUMU
CpeaCcTBaMU O0yUYEeHUS.

Ilomelenne 1Jisi caMOCTOATENBHOH PadoThl, 00OPYIOBAaHHOE TEXHUYECKUMU
cpeacTBaMH  OOyuY€HHUs:  TEpPCOHAJbHBIMU  KOMIIBIOTEpAMH C  JIMIIEH3MOHHBIM
IPOrpaMMHBIM 00€CTIEYeHMEM C BO3MOXKHOCTBIO MOJKIIIOUEHHUS K cetn «/HTepHeT» u


http://www.s-director.ru/project/economic_security/2.html
https://ekoncept.ru/2014/54653.htm
https://www.isaca.org/Pages/default.aspx
https://reestr.minsvyaz.ru/
https://www.elibrary.ru/defaultx.asp
https://www.securitylab.ru/?ysclid=ld6yh7jdkn629739236
https://habr.com/

JIOCTYTIOM B DJICKTPOHHYIO HH(POPMAITMOHHO-00pa30BaTENbHYIO CpEly YHUBEPCUTETA.

10. METOAUYECKUE YKA3ZAHUSA JISA OBYYAIOHIUXCS 11O
OCBOEHUIO JUCIHHUIIJIMHBI MO4Y JIs1)
[To mucuummae «WubopmannoHHas ©Oe30mMacHOCTh B TPO(GECCHOHATHLHON
JESITEIIbHOCTHY) YUTAIOTCS JICKITUH, IPOBOJISATCS JIaOopaTOpHBIC PabOTHI.
OcHOBOI HW3y4YeHUs NUCLUUIUIMHBI SIBIAIOTCS JIEKIIMHM, Ha KOTOPBIX H3Jararorcs
HanOoJiee CYIIECTBEHHbIE W TPYAHBIC BOMPOCHI, a TaKXKE BOIPOCH, HE HAIICIIINE
OTpa)KEHUS B yUeOHOM JIUuTeparype.

JlabopaTopHbIe

paboThl BBIMOJIHAIOTCS Ha J1a0OpaTOpHOM OOOPYJOBAHUU B

COOTBCTCTBUU C MCTOJJMKaMU, ITPUBCACHHBIMU B YKAa3aHUAX K BBIIIOJTHCHUIO pa60T.

By yueOHbIX 3aHATHI

J_IGSITGJIBHOCTB CTYACHTA

Jlexuus

Hanucanue koHCHeKTa JEKIUH: KpaTKO, CXEMaTU4YHO, IOCJIEI0BATEIbHO
(¢uKcUpOBaTh OCHOBHBIE MOJIOXKEHUS, BEIBOIBI, POPMYIUPOBKU, 000OIIEHNUS;
MoMeuaTh Ba)KHbIE MBICIIH, BBIIETISITH KIIFOUEBBIE ClIOBa, TepMUHBL. [IpoBepka
TEPMHHOB, MMOHATUH € IIOMOILIBIO SHIMKIIONEIN, CIIOBAPEH, CIPABOYHUKOB C
BBIMICBHIBAHUEM TOJIKOBAHUMN B TeTpajas. O003HaUEHUE BOIIPOCOB, TEPMUHOB,
MaTepuana, KOTOpbI€ BbI3BIBAIOT TPYIHOCTH, IIOUCK OTBETOB B
pexoMeHayemMon nuteparype. Eciau camocTosTenbHO He yaaeTcst pa3o0paTbest
B Marepuaiie, HeoO0Xoaumo copMyaMpoBaTh BONPOC W 331aTh
MPEnoAaBaTelNio Ha JISKIIMH WM Ha MPAKTUYECKOM 3aHSTHH.

JlaGopaTtopHnast pabota

JlaGopaTopHble paboOTHl MO3BOJSIOT HAYYHUTHCS NMPUMEHSTH TEOPETHUECKHUE
3HaHUs, MOJyYEHHbIE Ha JIEKLIUU IPU PEeIeHHMH KOHKPETHBIX 3ajad. YToObl
HauOoJjiee palMOHAIBHO U IIOJHO MCIIOJIB30BaThb BCE BO3MOXHOCTH
71a00paTOPHBIX AJIS MOATOTOBKM K HHUM HEOOXOIMMO: ClelyeT pa3odpaTh
JEKLHUI0 TI0 COOTBETCTBYIOLIEH TeMe, O03HAKOMHUTCS C COOTBETCTBYIOLIUM
pa3zenoM yueOHMKa, TMpopaboTaTh JONOJHUTENbHYIO JIUTEpaTypy H
VCTOYHUKH, PEUIUTH 3314l U BBIIIOJHUTH APYTrUe NUCbMEHHbIE 3aJaHMSL.

CamocrosrenbHas pabora

CamocTrosaTenbHas paboTa CTYAEHTOB CIOCOOCTBYET IIYOOKOMY YCBOEHHS
yuyeOHOro  MaTepualla M  pPa3BUTUIO  HABBIKOB  CamM0OOOpa30BaHUS.
CamocTosTenbHast paboTa NpeanosaraeT cleayolIne COCTaBISIOUIIE:

- paboTa ¢ TeKCTaMHu: Yy4eOHMKaMH, CIPaBOYHHKAMHM, JOMOJIHUTEIbHON
JUTEPATYPOH, a TaKKe MPOPabOTKa KOHCIIEKTOB JICKITUH;

- BBIMOJIHEHUE JOMAIIIHUX 3aJIaHUH U pacueToB;

- paboTa HaJl TeMaMH TSl CAMOCTOSTEIIEHOTO N3YYEHUS;

- yyacTue B paboTe CTy/IeHUECKUX HAayYHbIX KOH(EPEHINH, OJMMIINa;

- IOJITOTOBKA K MMPOMEXKYTOYHOM aTTECTAINH.

IToaroroBska k
IIPOMEKYTOUHON
aTTeCcTaluu

['oTOBUTBCS K TPOMEKYTOUHOW aTTECTALMU CIEAYET CUCTEMATUYECKH, B
TEUECHHE BCEro cemectpa. MHTEHCHBHAs MOATrOTOBKA JOJKHA HA4YaThCAd HE
MO3/IHEE, YEM 3a MECSL-IIOATOpA A0 IPOMEKYTOYHOM arTecTtauuu. [[aHHbIe
nepes1 3a4eToM Tpu JHs 3P PEeKTHBHEE BCETO UCIIOIB30BATh ISl TOBTOPECHUS 1
CHCTEMaTU3allM1 MaTepuaa.
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