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1. HEJIA U 3AJAYU JUCHMUIIIAHBI

1.1. Heau aAMCHUINIAHBI

dopMmupoBaHUE H  3aKpeIUiCHHE MPO(ECCHOHAIBHBIX KOMIICTEHIIHH,
HAaIllpaBJICHHBIX HA 3HAHUE M BJIAJACHUE  METOJAMH OOCCIICUCHHS 3aIllUThI
nH(pOpMaIHK B COBPEMEHHBIX OIIePallHOHHBIX CHCTEMaXx.

1.2. 3axaun ocBOeHNSA TUCIUILIHHBI
- O03HAaKOMJICHHE C METOJaMH, CII0CO0aMH, CpPEICTBAMHU 3aIlHThI
WHGOPMAIIUU B ONICPAIIMOHHBIX CHCTEMaX;
- (¢hoopMHpOBAHUEC YMCHUN YIIPABJICHUS TOJUTHKAMU OC30TIaCHOCTH U aJIMH-
HUCTPHUPOBAHUS OTIEPAITMOHHBIX CHCTEM;
- NpHOOPETECHNE HABBIKOB HACTPOWKH M HCIIOJIH30BAHHUS MEXAHU3MOB
U CPEJICTB 3allIUThI ONIEPAIIMOHHBIX CHCTEM.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
JucuuniarHa «3ammTa B ONEpPAllMOHHBIX CHUCTEMax» OTHOCHUTCS K
IUCHHUINIMHAM 00s3aTeabHoN yacTy OJioka b1.

3. HEPEYEHbD IIJNTAHUPYEMBIX PE3YJBTATOB OBYUEHMUM/SI 11O
JTUCHUAIIINHE
IIpomecc m3ydeHHs MUCHMIUIMHBI «3aIUuTa B OIECPAIMOHHBIX CHCTEMAaX»
HaIIpaBJICH Ha (OPMHUPOBAHUE CIASTYIONINX KOMIICTCHITUIA:
OIIK-12 - Cnoco0GeH aAMHHUCTPUPOBATH OIEPAIMOHHBIE CHCTEMBI H
BBITIOJTHATH pabOThI IO BOCCTAHOBJICHUIO PAOOTOCIIOCOOHOCTH MPHUKIIAJHOTO M
CHUCTEMHOT'0 IPOTPaMMHOT0 00ECTICUCHHUS;

Pe3yabTathl 00yueHHsl, XapaKTepHU3yHOILIHe

Komnerenuus
¢pOopMHUPOBAHHOCTH KOMIIETEHIIUH

OIlK-12 3HaTh METOJIBl U MEXAHU3MBI 3aIUThI, CPEICTBA
ayTeHTU(UKAIUU, KOHTPOJISI JOCTYyTa, ayJuTa U
BOCCTAHOBJIEHUS pa0OTOCIOCOOHOCTH B ONIEPALIMOHHBIX
CHCTEMAX

YMeTh HaCTpanuBaThb IIOJIMTUKHU 0e301acHOCTH U
AIMHUHUCTPHUPOBATL OIICPAINNOHHBIC CHCTCMbI

BrageTs HaBBIKaMH HCIIOIB30BAHUSI CPECTB YIIPABIICHUS
JOCTYTIOM, ayJIiTa, BOCCTAHOBJICHUSI paOOTOCIIOCOOHOCTH
PHUKJIATHOTO ¥ CHCTEMHOTO ITPOTPaMMHOTO 00eCIICUCHUS

4. OB BEM JUCHUITJIMHBI
OO6m1ast TpPyI0EMKOCTh JUCITUTUTHMHBI «3alUTa B ONEPAIIMOHHBIX CUCTEMAX)
cocTaBJiisieT 4 3.e.
Pacnipenenenne Tpy10€MKOCTH TUCITUTIIMHBI 110 BUJIAM 3aHSITHA
o4yHas popma 00ydeHust

Buibl yue6HOM paboThI Bcero | Cemectpbl




4acoB /
AyIUTOpPHBbIE 3aHATHS (BCET0) o4 o4
B Tom uncie:
Jleknuun 18 18
[Tpaktrueckue 3anstus (113) 36 36
CamocTosiTesibHasi paboTa 90 90
Buer MpOMeXyTOYHOM aTTeCTaINH - 3a4eT C N N
OILICHKOH
OO61mast TPy 10€MKOCTb:
aKaJEMHYECKHUE YaChl 144 144
3a4.e 1. 4 4

5. COAEP KAHUE JUCIUIIVIMHBI (MOAYJIsA)

5.1 Copepxxanue pa3aejioB IUCUMIVIMHBI ¥ pacnpejaesieHue
TPYA0EMKOCTH M0 BUAAM 3aHATHI
o4yHast hopma 00y4eHHs

15(_;1 HaumeHnoBanue TeMbl Copnepxanue paszena Jlexn ESITK CPC Bzzl;o,
1 |Crpykrypa, XapakTtepucTrka mojacuctem 6e3omnacHoctu OC.
MEXaHU3MBI U MexaHU3MBI ay TeHTU(UKAIIIANA, KOHTPOJIS
KOMITOHEHTEI JIOCTYyIA, ayJINTa, MOIICPKAHUS 4 8 20 32
MOJICUCTEM paborocmocooHOCTH. OCHOBHEIEC THITHI CPEJICTB,
6e3omacuoctr OC peaTM3YIOIINX 3aIIUTHBIE MEXaHU3MBI.
2 |Peanu3anus TTonutuku 6e3omnacHoctu Windows. MexaHu3Mbl
MEXaHH3MOB U u ciy k061 6e3omacHocTa. Active Directory.
komroHeHToB 3aiuthl |[LIudpoBannas daitnosas cucrema. 4 10 20 34
OC cewmeiicTBa Buptyamuzamus. Aynut. Ilognepxanue
Windows paboTOCIIOCOOHOCTH W BOCCTAHOBIICHHE. .
3 |Peanusanust OCHOBHBIE MEXaHU3MEHI U cpefcTBa 3amuTel OC
MEXaHU3MOB U Linux. ITpoekTsI paciruperuii 6e30macHOCTH 4 8 20 32
KOMITOHEHTOB 3aruThl |Linux. Cpeactea obecieueHus 6€30MaCHOCTH
OC cemeiictBa Linux [cereit mox ynpasiaenuem Linux.
4 |Peanusanus MexaHu3Mbl 1 HHCTPYMEHTHI 3aIIUThI
MEXaHU3MOB U cepruduuupoBaHHbIX B Poccun pemuzos OC.
KOMITOHEHTOB 3alIMTHl [Mexanu3Mbl U cpenctBa 3amuThl OC KoMaHuu 6 10 30 46
npyrux tunoB OC Apple. Mexanusmbl u cpenactaa 3amutbl OC
cemeiictea OC Android.
Hroro 18 36 90 144

5.2 llepeuennb 1a060paTOPHBIX padoT
He mpexycMoTpeHO y4eOHbBIM TUTAaHOM

6. MIPUMEPHAS TEMATUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT
B cootrBercTBUM C y4YeOHBIM IUIAHOM OCBOCHHE JUCUMIUIMHBI HE
NpeaycCMaTpuBaeT BBIMOJHEHUE KYpPCOBOTO MpoeKTa (padoThl) MM KOHTPOJIbHON
paboThI.




7. OUEHOYHBIE MATEPHA.IBI JUUISI IPOBEIEHUS
MPOMEKYTOYHOM ATTECTALIMM OBYYAIOLIUXCS 1O
JUCLUILIJIMHE

7.1. Onucanue nokasarejeid u KpUTEpHUEB OLICHUBaAHUA KOMHeTeH]_[I/lﬁ
Ha pa3/iMYHbIX ITamnax ux (l)OpMHpOBaHI/ISI, OIMHCaHHuEC IIIKAJ OICHUBAHUA

7.1.1 Tan Tekymero KOHTPOJIA
PesynpTaThl TeKyIiero KOHTPOJIA 3HAHWUH UM MEKCECCHOHHOW aTTecTalluu
OLICHUBAIOTCS T10 CIEAYIOIIEH CHCTeMe:
«aTTeCTOBaHY;
«HE aTTECTOBaHY.

PesyabTaThl 00yueHus,

Kowme- XapaxTepisyloue Kpurepuu ATTECTOBaH He arTecToBan
TeHUHs cdopmupoBaHHOCTH OlleHUBAHUS
KOMIIETCHITMH
OIIK-12 3HaTh METOBI U OTtBeT Ha BOMpoC BrimonmHenue padboT B Hesrimonnenue

MEXaHU3MBbI IpenoaaBaTeis, BHIIOJIHEHNE CPOK, paboT B CPOK,
3alllUTHl, CpPEICTBa [Tecra NIPEAYCMOTPEHHBIN B | IPEyCMOTPEHHBIHN B
ayTeHTU(HUKALINH, pabouux mporpaMmax pabounx
KOHTPOJISL [0CTyIa, MporpaMmax
ayauTa u
BOCCTAHOBJICHUS
paboTtocmnocobHOCT
U B OMEPaMOHHBIX
cucTeMax
Ymeth HacTpauBaTh |PelieHue cTaHnapTHBIX Brinmonnenue pabot B Hesrinonnenue

IIOJIUTUKU
0€e30MacHOCTH U

MPpaKTUYCCKUX 3a1av

CPOK,
IIPelyCMOTPEHHBIN B

paboT B CPOK,
IIPelyCMOTPEHHBIN B

aMUHUCTPUPOBATh pabouux mporpaMmax pabounx
OTIepaIMOHHBIE Tporpammax
CHCTEMBI

Brnaners HaBelkamMu  |Perrenue npuknanHeIx 3a1a4 B | Beimonnenne pabor B Hesrimonnenue
UCTIONIH30BAHMS KOHKPETHOH NpeaMEeTHOM CPOK, paboT B CpoK,

CPEICTB yIpaBlIeHUS
JIOCTYTIOM, ay/IUTa,
BOCCTAHOBJICHUS
paborocniocobHOCTH
MPUKJIAJHOTO U
CHCTEMHOT0
MPOrpaMMHOTO
obecrieyeHus

obnactu

MIPEyCMOTPEHHBIH B
pabounx mporpammax

NpeIyCMOTPEHHBIH B
paboumnx
nporpaMmax

7.1.2 ITan npoMe:KyTOYHOr0 KOHTPOJIS 3HAHUI
Pe3ynprarel MNpPOMEXYTOYHOIO KOHTPOJS 3HAHUW OLIEHMBAKOTCA B [
ceMecTpe 715l OUHOM (GopMbl 00YUEHHS IO YETHIPEXOAIITLHOM CUCTEME:
«OTIUYHOY;
«XOPOLIOY;
«YIOBJIETBOPUTEIBHOY;
«HEYJOBJIETBOPUTEIHHOY.

PesyabTaThl
Komme- 06yuenns, Kpurepun
XapaKTepH3yoLHe OT1H4YHO Xopowo Ynosa. Heynosa.
TeHUMS | cqopmuposansocrs | OUCHHBAHHS
KOMIIeTEHIUH
OIIK-12 |3uars metonsl U |Tect Bremonnenne | Beimonnenne | Brimonnenue B tecte




MEXaHU3MBbI tecta Ha 90- | Tecra Ha 80- Tecra Ha 70- menee 70%
3aIUTHI, 100% 90% 80% MPaBHUIIBHBIX
cpeacTBa OTBETOB
ayTeHTH(]UKan
U, KOHTPOJIS
JOCTyIa, ayauTa
u
BOCCTaHOBIICHHUS
pabotocrmoco6HO
CTH B
OTIePaIlMOHHBIX
CcHUCTEeMax
YMets Pemenue 3amaun IIponemonctp | Ilpomemonctp | 3amauu He
HACTPauBaTh CTaH/IaPTHBIX pelICHBI B HUPOBaH WPOBaH BEPHBI |  perieHbl
MOJIUTHKH MPaKTHYECKHUX MOJTHOM BEPHBIN X0/ | XO[ pelIeHus B
0e30macHOCTH U |3a1au o0beMe U |pemieHus BceX,| OOJBIIMHCTBE
aJIMAHUCTPHPOBA MOJYYCHBI |HO HE MOJYYCH 3amay
Th OTNICPALMOHHBIC BCPHBIC BepHLIﬁ OTBET
CHCTCMBbI OTBETHI BO BCEX
3a1auax
Brnanets Pemenne 3anaun IIponemonctp | Ilpomemonctp | 3amaun He
HaBBIKAMU TIPUKIIaJHBIX peLIeHb] B HUpOBaH UPOBaH BEPHbIN pelIeHBI
UCIIONb30BaHMs  [3a71a4 B MOJTHOM BEPHBIN X0/ | XO[ pelICHUs B
CpenCTB KOHKPETHOMH o0beMe U |pelleHuns BeeX, | OONBIINHCTBE
yIpaBICHUS MPeAMETHOU MOJYyYeHbl  |HO HE MOJy4eH 3aaq
JIOCTYTIOM, obnactu BEPHBIC BEPHBIN OTBET
ayJura, OTBETHI BO BCEX
BOCCTAHOBJICHUSI 3a7aqax
paboTococoOHOC
TH MIPUKIIATHOTO
U CUCTEMHOI'O
IIPOrPaMMHOI0
obecrneueHus

7.2. TlpumepHblii mnepeYyeHb OIEHOYHBIX CpPeICTB  (THIOBbIE
KOHTPOJIbHBbIE 3aJaHMsl WM MHbIE MAaTepPUAJIbl, HEOOXOAUMBbIE IJIsl OLECHKH
3HAHUI, YMEHUI, HABBIKOB U (MJIH) ONBITA 1eATEIbHOCTH)

7.2.1 TIlpumepHblii TiepeYeHb 3aJaHMii s TOATOTOBKHM K
TECTHPOBAHUIO

1. Crenens 3ammmennocty OC onpenesnsercs:

a) KOJIMYECTBOM OJIOKUPYEMBIX YTPO3 O€3011aCHOCTH;

0) HAIMYKEM WA OTCYTCTBUEM YSI3BUMOCTEN;

B) YPOBHEM PHCKA.

2. B zammennoi OC 6a30BbIe CpezIcTBA 3AlUTHI PACTIONAratoTCs B:

a) MPUKJIAIHBIX IPOrpaMMax;

0) siape;

B) CUCTEMHBIX CITy>KOaX.

3. K dysximsim moncuctemsl 6e3omacHoct OC OTHOCSTCS:

a) yIIpaBJICHUE IOCTYTIOM K OOBEKTaM;

0) BbINOJIHEHKE (DAISIOBBIX OIEpalvi;

B) MapILPYTU3ALIMS CETEBBIX MTAKETOB.

4. PasrpaHudYeHHE JOCTyla HAa OCHOBE MaHJATHOTO TMPHUHITUIIA KOHTPOJIS
UCITOJIB3yEeT MEXaHU3M:



a) poseu;

0) METOK OC30I1aCHOCTH;

B) HaOOpa IPaBUIL

5. Atopuzanus B OC ocyliecTBIIsIET:

a) OIIO3HaBaHUE T0JIb30BATEIIS

0) 3ampeT ACHCTBHI MOJIBb30BATEIIS

B) IIPUBSI3KY MPOIECCOB K MOJIH30BATEITIO

6. K o0bexTaM rpynmnoBOil MOJTUTUKUA OTHOCSITCS:

a) TOMeH

0) JTIoKaJIbHAs CETh

B) KJIacTep

7. K Bupam nonutuk 6e3omnacHoctu OC cemeiictBa Windows otHocHuTcst
a) MOJUTHKA 00BEKTOB;

0) MOJUTHKA YUYETHBIX 3aMUCEH;

B) CE€TeBasl MOJIUTHKA.

8. 3aluTy OT BPEJOHOCHOTO CETEBOro Tpaduka 00eCreunBaeT:
a) MEXCETEeBOU IKpaH;

0) ceTeBas KapTa cepBepa;

B) KOHTPOJUIEP IOMEHA.

9. O6ecneuenue padborocrnocooHocTr OC — 370!

a) ONTUMU3AIIMS HArPy3KH;

0) nmoaepx)aHue JOCTYITHOCTH U LIETTIOCTHOCTH;

B) 3all[UTa CUCTEMHBIX HaCTPOCK.

10. K pynkmusam aynura 6e3onacuHoctd B OC oTHOCSTCS:
a) MOHUTOPHUHT HECAaHKIITMIOHUPOBAHHOTO JOCTYTA;

0) KOHTPOJIb IMOJTHOMOYHH T0JIb30BaTEIICH;

B) (ukcanus Hactpoek OC.

7.2.2 TlpuMepHblii nepeveHb 3aJaHMii Ui pellleHUs] CTAHAAPTHBIX
3aga4

1. TunoBas cTpykTypa noacucremsl 6e3onacHoct OC BKIIIOYAET B ceOsi:

a) CpelicTBa ayTeHTU(DUKALINUY;

0) ceTeBble ApaliBephbI;

B) MOJTYJIb BBOJIa-BbIBO/IA.

2. K OCHOBHBIM JIEHCTBUSIM 10 yrnpaBieHuto npoueccamu OC oTHOCSTCS:

a) BU3yaJiM3allys BBIMOJIHEHUS MIpoliecca Ha TUCIUIEE;

0) COMpOBOXKACHHE BBITIOJHEHUS KaXI0T0 MpoIlecca 3alKchio B )XypHaJe;

B) CO3[IaHUE U yJTAJICHHE ITPOLIECCOB.

3. OtkpeiTHE daiina — 3To:

a) 3aMuch Ha HOCUTEJb;

0) OOHyJIEHUE TTPU3HAKOB 3aIUTHI;

B) CUMTBIBAHHE 3aroJIOBKA M OJJHOTO WJIM HECKOJIbKUX CMEXHBIX OJIOKOB B
OMEPATUBHYIO MaMSITh.

4. B nporecce ayrentudukarmn OC npoBepsier:

a) TIOJIHOMOYHSI ITOJTb30BaATE]ISI



0) HaJIMYKe YYETHOM 3aITiCH MOJIb30BATE IS

B) COBIAJICHUS aTpuOyTOB, MPEIBSIBISIEMBIX TIOJIK30BATEIIEM W COXPAHCHHBIX B
CHCTEME.

5. ITaporm B OC Linux xpaHsTest:

a) B peecIpe;

0) B (paiire;

B) B CIICIUAILHOM 0a3€e TaHHBIX

6. B coctas anemenToB Mexanmn3ma asropusaruu OC Windows Bxomur:

a) JIOTYH TI0JIL30BaTEIIs

0) puBHIICTHS

B) MapKep J0cCTyma

7. K ocnactkam 6e3omacaoctit OC Windows otHocHTCS:

a) JIUCTIeTYEP YCTPOICTB;

0) LIEHTP TOATICPIKKH;

B) QJIMUHHCTPHPOBAHHE.

8. HacTpoliku MeKCETeBOro 3KpaHa peryJmpyror:

a) BXOsIIImii Tpaduk;

0) oroOpakeHue rpaduKu Ha SKPaHE,

B) KOJIMYECTBO 3aITyCKAEMbIX IPHJIOKCHHI.

9. K cpeactBam BocctanoBieHus OC nocie cO0st OTHOCATCS:

a) YTUJIUTHI CKAHUPOBAHUE U JAedparMeHTalusl IMCKOB;

0) 3arpy3ka B 0€30IacCHOM pPeKUME PaOOTHI;

B) CPEACTBA YCTPAHEHHUS “3aBUCAHUI MPOrPaMM.

10. B sxxypnan 6e3onacHoctr OC 3anuChIBalOTCS:

a) JaHHbIE ceaHca padOoThI OJIb30BATEIICH;

0) cOOBITHSI HAPYIIICHUS TTOJTUTHK 0€30MacHOCTH;

B) 3aIlyCK CUCTEMHBIX CITyXkO.

7.2.3 IlpuMepHbIi IepeyYeHb 3aJaHUN I PEIICHUs IPUKIIATHBIX 3a71a4
1. Hactpotiika mapamerpoB OC npu yCTaHOBKE BKJIFOYAET:

a) MAaKCUMaJIbHOE KOJIMYECTBO XPAaHUMBIX (PailsioB;

0) nepuro1 OOHOBJICHUSI CUCTEMBI;

B) ApOJIb YUYETHOM 3alUCH aIMUHUCTPATOPA.

2. ABTomatnueckasi ycranoBka oOHoBiIeHu# OC:

a) OIEPaTUBHO 3aKPbIBAECT BBISBICHHBIE YSA3BUMOCTH;

0) cHIKaeT CTaOMIBHOCTh PabOTHI;

B) UCKJIFOYAET KOHTPOJIb MTOJIb30BATENS.

3. TloBeIienne ypoBHs TpeOOBaHUHN K MApOJISIM MOJIh30BaTEIICH:
a) 3aTpyHsAET paboTy Ha KOMITbIOTEpE

0) MOBBIIIAET 3AIIMIIIEHHOCTh YYETHBIX 3alKcei

B) YCIOKAaWBaeT aJIMUHHUCTPATOpa 0€30MaCHOCTH

4. Vlcionb30BaHME CUCTEMHBIX MPUBUIICTHI:

a) laeT IPUOPUTET B UCIIOJI30BAaHUH JAUCKOBOTO MPOCTPAHCTBA;
0) MO3BOJISIET KOMUPOBATH (haIbl JIFOOOU JITTUHBI;

B) TIO3BOJISIET YIIPABJIATH JOCTYIIOM K KJlaccaM OIlepalui.



5. KoMMyHUKaIus Mexay npoleccaMu OpraHu3yercs:

a) 0 AJICKTPOHHOM MOYTe

0) ¢ moMoIIbIO (haJIOBBIX OIEPAIIHit

B) C IIOMOIIBIO TIEPEIaun COOOIMICHUH MIH OOIIel 00IacTH aMSITH

6. /s aBTopuzanuu aeicTBuii nmojp3oBarens B OC:

a) 3aIyCKaeTCs CrenuaabHas mporpamMma:

0) UCTIONB3YETCsI €T0 UACHTH(PHUKATOP;

B) IIPOBEPSAETCS CUCTEMHBIN KypHaJ.

7. CtpykTypa npaB noctyna k ¢aiiinam B OC Linux:

a) BJIaJieNiel] — rpyIna Biajeblia — BCe OCTANIbHBIC;

0) aIMUHUCTPATOP — OCTaJIbHBIC MMOJIH30BATEIH;

B) OOt — Bnajiesiel] — OCTalbHBIC MOJIH30BATEINH.

8. OmnmuHbIM mpaBoM joctyna k ¢aiimam B OC Windows ot Linux
SIBJISICTCSI:

a) YTCHHUE;

0) 3amuce;

B) U3MEHECHUE

9. Hactpoiika cpe/icTB ayuTa BKIIOYAET B CEOs:

a) BEIOOP BHUJIa COOBITUI PETUCTPALINH;

0) BbIOOp (PUKCUPYEMBIX MOJIb30BATEIEH;

B) BBIOOP MeCTa pa3MeIleHUs KypHalia.

10. Pernament pesepBupoBanust OC ycTaHaBINBAET:

a) KOJIMYECTBO COXPAHIEMBIX (halIoB;

0) OTBETCTBEHHOTO MOJIH30BATEIIS;

B) IEPUOUYHOCTD MTPOBEACHUS OTNEPaAIlU PE3CPBUPOBAHMUS.

7.2.4 TlpuMepHbIi TIEpeYeHb BOIIPOCOB AJISI OJATOTOBKHU K 3aUeTy

1. Knaccudukanus yrpos 6e3omacHocta OC.

2. Tpe6oBanus 6e3onacuoctu OC.

3. [lousarue 3anmmennoi OC.

6. CozeprkaHue CUCTEMHOTIO 1MoIxo/1a kK odecneueHuto oezomnacHoctu OC.

7. llogxoxs! K oueHke 3 pekTuBHOCTH peanu3aunu 3amutbl OC.

8. CnocoOb! ayTeHTHGUKanuu nois3zoBareneit OC.

9. CpeacTBa 1 METOIbI TOBBIIIICHUS HaJIe)KHOCTH ayTeHTH(uKaruu B OC.

10. Mexanu3Mmsbl ynpasieHus noctynom B OC.

11. Metoapl, mpaBa IOCTyMa U MPUBUJIETUH CYOBEKTOB MO OTHOIICHHUIO K
oowexkram OC.

12. Berpoennsie cpenctpa 3amuTh (aitoB B OC.

13. Peanuzanus JUCKPEIIMOHHOTO W  MAaHJATHOTO TNPHUHIIMIIOB B
zamunieHHeIx OC.

14. 3agaun aynura B OC.

15. MeTtoas! 1 cpeAcTBa peanu3aiuu ayaura B coBpemeHHbix OC.

16. Ilogxompl K oOpraHu3alud BOCCTAHOBJICHHS PaOOTOCIIOCOOHOCTU B
coBpeMeHHbIX OC.



7.2.5 IllpumepHblii NepevyeHb BONMPOCOB /IJIsI MOATOTOBKH K IK3aMeHY
He mpexycMoTpeHO y4eOHBIM TUTAaHOM.

7.26 Mertoauka  BBICTaABJIeHHMSl OLEHKH TNPpU  NPOBeJIeHUH
NMPOMeKYTOUYHOI aTTecTAlNU

3a4eT ¢ OLICHKOW MPOBOJMUTCS MO TECT-OMJIETaM, Ka)KIblii M3 KOTOPBIX
COJICPKUT S BOMPOCOB U 3aauy. Kaxkb1ii NpaBUIbHBIA OTBET HA BOIPOC B TECTE
orleHuBaeTcss 1 Oamom, BEpHOE pelleHUE ajgadyd OICHUBAeTcs B S OalioB.
MakcuManbHOe KoJIM4ecTBO HabpaHHbIX OamuioB — 10.

1. Ouenka «HeynoBieTBOPUTENBHO» CTABUTCS B CiIy4yae, €CIIU CTYACHT
HaOpasi MeHee 2 6aJIJIOB.

2. Onenka «YIOBIETBOPUTEIBHO» CTAaBUTCS B Ciydyae, €CIU CTYJEHT
Habpai ot 2 10 4 6aos.

3. Onenka «XopoIo» CTaBUTCS B CiIydae, €CIM CTYJICHT Habpam oT 5 go 7
OaJIIOB.

4. Onenka «OTIMYIHO» CTaBUTCS, €CIU CTyAeHT Haopa oT 8 mo 10 6amios.

7.2.7 T1acnmopT OlleHOYHBIX MATEPHAJIOB

Ko
KoHTposmpyemsie pa3aeinbt A . | HammeHoBaHue O1EHOYHOIO
Ne n/m KOHTPOJIUPYEMOI
(TeMbI) TUCITUTIIIUHBI cpencTBa
KOMIIETEHIIUU
1 CrtpykTypa, MEXaHU3MBI U OIIK-12 Tect

KOMIIOHEHTHI OJCUCTEM
oe3omacuoctu OC

2 Peanusanmsa MexaHU3MOB U OIIK-12 Tect
KOMIIOHEHTOB 3anmTel OC
ceMeiictea Windows

3 Peanusanmsa MexaHU3MOB U OIIK-12 Tect
KOMIIOHEHTOB 3anmTel OC
ceMeiictea Linux

4 Peammmzams MexaHnu3MoOB 1 OIIK-12 Tect
KOMIIOHEHTOB 3alllUThI IPYTHX
tuos OC

7.3. Meroauueckue MaTepuajbl, ONpeAeJsAlOININe NPOUETYPHI
OLIEeHMBAHUSA 3HAHUI, YMEHUIl, HABBIKOB U (MJIM) ONBITA AeSATEJILHOCTH

TectupoBaHue OCYIIECTBISACTCS, JUOO TMPU TIOMOIIU KOMITBIOTEPHOM
CUCTEeMbl TECTUPOBAHUSI, JTUOO C HMCIOJIH30BAHHEM BBIJAHHBIX TECT-3aJlaHUN Ha
oymaxkHom Hocutene. Bpemsi TectupoBanust 30 MuH. 3aTeM OCYIIECTBIACTCS
MpOBEpPKAa TeCTa SK3aMEHATOPOM M BBICTABJISETCS OIIEHKA COTJIACHO METOJUKH
BBICTABJICHUS OIICHKH MPH MPOBEACHUU TPOMEKYTOUHON aTTeCTAINH.

Pemienne craHmapTHBIX 3a7a4  OCYIIECTBISETCS, JHOO NpH TTOMOIIU
KOMITBIOTEPHOM CHCTEMBI TECTHPOBAHHS, JIMOO C HCIIOJIb30BAaHUEM BBIJIAHHBIX
3amay Ha OymakHoM Hocutene. Bpems pemenuss 3amad 30 muH. 3atem
OCYIIIECTBJISIETCS MPOBEpPKA pEIICHUs 3a7ad 3K3aMEHATOPOM U BBICTABJISACTCS
OIIEHKAa, COIVIaCHO METOJIMKHA BBICTABJIICHUS OLEHKM TMpPU  IPOBEICHUU
IIPOMEKYTOYHOU ATTECTALIUU.




Perienrie mpHMKIamHBIX 3a7ad  OCYINECTBJSCTCS, JMOO TMPH ITOMOIIU
KOMITBIOTCPHOM CHUCTEMbI TECTHPOBAHUsA, JIMOO C HCIIOJB30BAHUEM BBIJAHHBIX
3aad Ha OymaxHoM Hocurtele. Bpems pemenus 3amad 30 muH. 3arem
OCYIIIECTBIISICTCS TPOBEpPKA PEIICHMS 3aJa4 DK3aMEHATOPOM U BBICTABJISACTCS
OIICHKA, COIJIACHO METOAMKHA BBICTABJICHHS OICHKH IIPH  IIPOBCIACHHH
IIPOMEKYTOUHOMN aTTeCTaI|H.

8. YYHEBHO METOANYECKOE U HTHOOPMALIMOHHOE
OBECIIEYEHME JUCIIUITJINHBI)

8.1. Ilepeuenb yueOHOI JHTepaTypbl, HEOOXOAUMOM JIsi OCBOEHHUSA
TUCHUTITIHHBI

1. [Ipockypun B.I'. 3amuTa B onepanoHHbIX cucTeMax. YueOHoe mocooue
11s By30B. — M.: ['opsiuast nunusa — Tenexom, 2014. — 192 c.

2. bypenun I1.B., Jlessinun I1.H., JIebenenko E.B., IIpockypun B.I'.,
[uOyns A.H. be3onacHOCTh ornepaliuOHHON CUCTEMBI CIIEIIUATBHOTO HA3HAUCHUS
Astra Linux Special Edition.

3. Jlunn C. AnmunuctpupoBanue Microsoft Windows Server 2012. —
CIIO.: [Turep, 2014. -304 c.

4. Xaxep P. Active Directory riazamu xakepa. — CI16.: BXB-IletepOypr,
2021. -176 c.

5. T'onuapyk C.B. AnmunuctpupoBanue OC LinuX. - M.: HarpionanbHBIH
oTkpeIThId yHUBEpcUTET « THTYUT», 2016. -165 c.

6. 300uuH E. E. Android rnazamu xakepa. — CII6.: BXB-IlerepOypr,
2021. — 272 c.

8.2. IlepeyeHb MH(OPMALMOHHBIX TEXHOJIOTUH, HUCHOJb3yeMbIX MPH
OCYILIECTBJICHMH 00pa30BaTeJBbHOI0 MNpoHecca Mmoo AUCHUILIMHE, BKJIIOYast
epeYyeHb  JIMHEH3HUOHHOI0  NPOrpaMMHOIO  o0ecle4YeHHsl, PecypcoB
HHGPOPMALMOHHO-TEJIEKOMMYHHUKAIUOHHOU ceTH «MHTepHeT», COBPEMEHHbIX
Npo¢ecCHOHATBHBIX 0a3 JAHHBIX 1 HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM:

- DUOC BI'TY https://old.education.cchgeu.ru/;

— 9BC «Koncynprant cryaenrtay http://www.studentlibrary.ru/;

— ITopran «Anti-Malwarey https://www.anti-malware.ru;

— moprain «Information Security» https://www.itsec.ru;

— 3JIEKTpOHHBIH KypHan «Information Security» http://lib.itsec.ru/imag/;

— onepanmonnsie cuctemsr Windows, Linux, Android.

9. MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJIUMAS IJIsA
OCYHIECTBJIEHUSA OBPA3ZOBATEJBHOI'O ITPOLHECCA
AyauTtopusi ¢ KOMIIBIOTEPHBIMH pa0OYMMU MECTaMH, JIOKaJdbHas CEeTbh,
MPEe3eHTAllMOHHOE 000PYI0BAHHUE.


http://eios.vorstu.ru/
http://www.studentlibrary.ru/
https://www.anti-malware.ru/
https://www.itsec.ru/
http://lib.itsec.ru/imag/
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OCBOEHMIO JUCIIUIIJIMHBI (MOLY JIS)

ITo JUCHUITIINHE <<3aIHI/ITa B OIICPAMOHHBIX CHCTECMAX) YHUTAIOTCA JICKIUH,
IMPOBOJATCA IIPAKTUICCKUC 3aHATHUAL.

OcHoBOU

U3y4YCHUA [JUCHUIIIMHBI ABJIAIOTCA JICKIIMM, Ha KOTOPBIX

u3JIaraloTcs HanboJsee CymeCTBeHHBIC H TPYAHBIC BOIPOCHI, a TAKKE BOIPOCHI, HE
HaIlleJIINE OTPAXKEHUS B yUeOHOU TUTEpatype.

[IpakTuueckue 3aHATUS HANpaBiCHbl HAa NPUOOPETEHHE MPAKTUYECKHUX
HABBIKOB HACTPOMKM W aJIMHHHCTpUpoBaHuUsi cpenactB 3amutel OC. 3aHsaTus
IPOBOJISATCS IMyTEM PEIICHUs KOHKPETHBIX 33]]a4 B Ay JUTOPHUH.

Buj yueOHbIx
3aHATHU

JleATenbHOCTh CTYIEHTA

Jlexuus

Hanucanune koHCHEKTa JIEKIUI: KpaTKO, CXEMaTH4YHO, MOCJIEIOBATEILHO
(¢uKcUpoBaTh  OCHOBHBIC  TIOJIOKEHHUS,  BBIBOJBI,  (POPMYIHUPOBKH,
O606HIGHI/I$I; nmoMeydyarb Ba)XHBIC MBbICIH, BbBIACIATH KIKYEBBLIC CJIOBA,
TepMuHbl. [IpoBepka TEpMHHOB, MOHSATHI C TOMOIIBIO SHIMKIONEAHM,
CJIOBB.pCfI, CIIPaBOYHHUKOB C BbIIIMCBIBAHUCM TOJIKOBAaHUII B TCTpalb.
O6o3HaueHue BOMPOCOB, TEPMUHOB, MaTepuana, KOTOPbIE BBI3BIBAIOT
TPYAHOCTH, TIOMCK OTBETOB B pEKOMEHAyeMou juteparype. Ecmum
CaMOCTOSITENILHO HE YyJaeTcsi pa3o0parbcs B MaTepuaine, HeoOX0IUMO
copMyIHpOBaTh BOMPOC W 3aJaTh IPENOAABATEN0 HAa JIGKIMWA WIA Ha
MIPAKTUYECKOM 3aHSTUU.

[IpakTueckoe
3aHSATHE

KoHcnexktupoBanue pekoOMEHIyeMbIX MCTOYHUKOB. Pabora ¢ KOHCIEKTOM
JIEKUMWA, NOArOTOBKA OTBETOB K KOHTPOJBHBIM BONPOCAaM, IIPOCMOTP
peKoMeHtyeMoi uTeparypsl. [IpociymmBanne ayimo- 1 BUACO3AIUCEN 110
3aJJaHHOI TeMe, BBINIOJHEHHME pacueTHO-TpapHUuUecKuX 3aJaHui, pelieHue
3a/1a4 110 AJITOPUTMY.

CaMmocTosTenbpHast
pabota

CamocTosiTenbHasi paboTa CTYAEHTOB CIOCOOCTBYET TITyOOKOMY YCBOEHUS
yueOHOro MaTepuala M  Pa3BUTHIO  HaBBIKOB  €caMOOOpa3OBaHUS.
CamocTosTenbHas paboTa NpeanoaaraeT cleyIolue COCTaBISIOIIHE:

- pabota ¢ TeKkcTaMu: y4eOHMKaMH, CHpPAaBOUYHUKAMH, OTOJHUTEIHHON
JUTEPATYPOH, a TAK)KE MPOPadOTKa KOHCIIEKTOB JICKIIHA;

- BBITIOJTHEHHUE JIOMAITHUX 33/IaHUH U pacyeToB;

- paboTa HaJl TeMaMH JUIsl CAMOCTOSATEIBHOTO U3Y4YEHUS;

- ydacTHe B paboTe CTy/IeHYECKUX HAyYHBIX KOH(PEPEHIIHHA, OJMMITHAT;

- IOJITOTOBKA K MPOMEXYTOUYHOM aTTeCTaIIH.

IToaroTroBka k
MIPOMEKYTOYHOU
aTTecTalluu

l'oToBUTBCS K MPOMEXKYTOUHOM aTTECTAlMU CJEAYyeT CUCTEMATUYECKH, B
TE€YEHUE BCEro cemecTpa. VIHTeHCHBHAs MOJATOTOBKA JOJDKHA HA4YaThCs HE
MO3/IHEEe, YEM 3a MECSI-IIOJITOpa /10 MPOMEXYTOUHOM arrectauuu. [[aHHbIe
nepes 3a4eToM ¢ OIEHKOW TpH IHS d(PPeKTUBHEE BCETO MCIMOIB30BATH TSI
MTOBTOPEHMS M CHCTEMaTH3allui MaTepuasa.




JUCT PETUCTPAIIUU U3MEHEHUI

ITopnuce
No Hara 3aBEIYIOLIETO
IlepeueHb BHOCUMBIX U3MEHEHUN | BHECCHUS Kadenpoi,

/I W3MEHCHUU OTBETCTBEHHOM 3a

peanuzaruto OITOIT




