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1. HEJIA A 3AJIAYU JTUCHUTTJINHBI

1.1. Hean aucuMninHbI

Ilempro MUCHUIUIMHBI SBISICTCA (OPMUpOBaHHE y OOydaeMbBIX 3HAHHHA B
00JIaCTH TEOPETHIYCCKUX OCHOB MH(popMarmonHoi 6e3onacHocty (MB) n HaBbIKOB
MPAKTHIECKOI0 00SCIICUCHHS 3aIUTH HH()OPMAIIMHU B OpraHU3aIlHH

1.2. 3agauu ocBOCHMSA TUCHUIIIHHBI

3agaul  OCBOCHMSI JHUCIUIUIMHBI - HAY4YUTh I[PAaBOBbIM OCHOBaM

nHpOpMaIIMOHHON ©O€30IaCHOCTH Ha MPEANPUITHH, OpPraHU3allMOHHBIM U
TeXHUYECKUM  METOJaM MW  cpelcTBaM  oOecriedyeHuss  MHOOPMAIMOHHON
0e30macHOCTH, ayauTy HHGOPMAIMOHHONW 0€30MacHOCTH MPEANpUITHS U
opraHuzainuy. BaxxHOMW 3agadeil OCBOCHHS MHMCIUILUIMHBI SIBJSETCS CIIOCOOHOCTh
MIPUMEHSTh CUCTEMHBIN MOAX0[ K oOecneueHno nHGOpMaIMOHHON 0€301acHOCTH
TEJICKOMMYHUKAIIMOHHBIX CUCTEM

2. MECTO JUCIUIIVIMHBI B CTPYKTYPE OIIOII
HMucnumiuna «udopManimonHas 06€30MacHOCTh M 3alliuTa WHPOpMAIUN)
OTHOCHUTCS K TUCITUIUIMHAM YacTH, POPMUPYEMON YH4aCTHUKAMU 00pa3oBaTeIbHBIX
OTHoIIIeHH OJioKa b1.

3. HEPEYEHD IIVIAHUPYEMBIX PE3YJIbTATOB OBYUYEHUS 110
JAUCHUITIJIMHE

[Ipouiecc wuzydeHus: aucuuriuHbel «MHpOpManMoHHas 6€30MacHOCTh U
3a1uTa nHOpMAaIUNy HarpaBiieH Ha (GOPMHUPOBAHUE CIEAYIOIIMX KOMITETCHIIUN:

VYK-2 - Cniocoben onpenensiTe KPyr 3ajad B paMKax MOCTABJICHHOH IENIA U
BBIOMpPATh ONTHUMAJIbHBIC CIOCOOBI WX PpEHICHUs, HCXOAS W3 JICUCTBYIOIIMX
MPABOBBIX HOPM, UMEIOIINXCS PECYPCOB U OTPaHUUYCHUI

[TIK-2 - CiocoOeH ynpaBisiTh JOCTYIIOM K JaHHBIM C YYETOM apXHUTEKTYp
WH(OOPMAITMOHHBIX CUCTEM M aKTyaJIbHBIX CTAHIAPTOB ACSITEIHPHOCTH OPTaHU3AINH

Pe3yabTaThl 00y4eHUs1, XapaKTepU3yIOLIUE

Komnerenuus
chopMHpPOBAHHOCTH KOMIIETCHIIUH

YK-2 3HaTh MPaBOBYIO 0a3y MEPONPUSTHI 110
obecreueHnto 0e30MacHOCTH HHhOpPMAITUN

YMeTb BBISBIIATH YIPO3bl HHHOPMAITMOHHON
0€3011acCHOCTH

Bnanetrs MmeTonamu odecnieuenust b B
MH()OPMAIIMOHHBIX CHCTEMaX

I1K-2 3HaTh MPUHIIUAIIBI KPUTITOTPAQUIECKIX
npeoOpa3oBaHu

YMeTh 000CHOBBLIBATh
OpraHU3aAIMOHHO-TEXHUUECKHE MEPOTIPHUATHS TI0
3amute nadopmanuu B UC

Bnagets MeTonamu o0ecrieueHust 0€30I1acHOro
CETEBOTr0 B3aUMOIEHCTBUS




4. O BEM JUCHUIIJIMHBI
Ob6mrast TpymoeMKocTh nuctuiuiiabl «MHbDOpMamonHas 6e30MacHOCTh |

3ammuTa HHQOPMAIIUI» COCTaBIIET 4 3.¢.

Pacnpenenenue Tpy10€MKOCTH AUCHMUILIUHBI ITO0 BUIAM 3aHSITUNA

ouyHast popma o0yueHust

. Bcero [Cemectpbl

Bunpr yae6HOM paboThI HACOR 3
AyAUTOpPHBbIE 3aHATHSA (BCET0) 60 60
B Tom uncre:
Jleknuun 30 30
JlaGopatopubie pabotsl (JIP) 30 30
CamocTrosiTeiIbHAsA padoTa 84 84
KypcoBas padora + +
Buer MpOMEXyTOYHOM aTTeCTaINH - 3a4eT C N N
OIICHKOM
OO6mast TPy 10€MKOCTb:
aKaJIEMUYECKHE Yachl 144 144
3a4.e]l. 4 4

5. COAEP) KAHUE JUCHUILJIMHBI MOAYJISA)
5.1 Copep:xxanue pa3iejoB JTUCHMILIMHBI

TPYAOEMKOCTH 10 BUAAM 3aHATHH

o4yHas popma 00ydeHusI

Hu pacnpeacjacHnuc

Ne
/11

HaumenoBanme TeMsl ConepxaHue paszena

JIab.

Jlex
e

CPC

Bcero,
qac

1 |Bsenenue. OCHOBHBIE IIOHATHS B TTonstue
00xacTé HHPOPMAITHOHHON 0e3omacHOCTH

oeszomnacuoctu. Hambosee nHpOpMAINH, 3a1a9u

HH(POPMAIIMOHHOM
ammra
3aIINATHI

pacnpocTpaneHHble yrpossl Ub. nHpopMmanuu. Yrpo3sl UB. OcHoBHBIC

acriektsl b: 1oCcTynHOCTh, 1IETOCTHOCTb,
KOH(HICHIIMATBHOCTE. YTpO3a, araka,
3JIOYMBIIJIEHHUK - WCTOYHUK YTPO3BIL.
Ilonsartue OKHa OITACHOCTH.
Heo6xoanmocth CBOEBPEMEHHOTO
OOHOBIICHNUS Io.. Kpurepuu
KkiaccuuKanuu yrpo3: mo acrnekry 1B, mo
komnoHeHtam  UC, o crocoOy
OCYLIECTBJIEHUS, 1O  PAaCIHOJIOXKEHUIO
HUCTOYHHKA yrpo3. I[lpumepsr  yrpos
JIOCTYTTHOCTH, yrpo3
KOH(HICHIINATBHOCTH, yrpo3
nernocTHocTH. YpoBHH obOecrieuenus: Ub.
ITonsTHE HAaMOHANIBHON OE30MaCHOCTH:
BHJIbI 0€30MaCHOCTH: TOCYJIapCTBEHHAS,
SKOHOMHYECKasl, 0OIECTBeHHAs, BOCHHAS,
9KOJIOTUYECKAs, THPOPMAITUOHHAS; POJIb H
MeCcTO cHucTeMbl obOecrnedenuss b B

CUCTEMC HaHHOHaJ’ILHOﬁ 0e30IacCHOCTH

14

26




PO.

3akoHOmaTebHEIH ypoBeHb Ub.

3akoHOmATeTbHBIE MeEpHl  obOecnedeHus
HUBb. Mepbl OrpaHMYHUTENBHOW U MEpPHI

CO3UAATENBHOMN HaINpaBICHHOCTH.
IIpaBoBEIE aKTBl OOWIETO HA3HAYEHUS,
3aTparvBarolue BOIIPOCHI ub.

Korcturynus PO — crarem 24, 41, 42,
23, I'paxxnanckuit konekc P®, YronoBHsIii
komekc P®D, 3akon P® N 5485-1 «O

rocynapctBeHHoH TaitHey, N 149-d3 «O6 14 26
nHpopmanuu, nH(OPMALMOHHBIX
TEXHOJIOTHSAX M O 3aluTe MH(QOpMaLumy,
N 63-®3 «O6 smexTpoHHO# moAmHCcH», N
152-®@3 «O mepcoHANBHBIX NaHHBIX», N
098-®3 «O KoMMep4YecKod TalHe».
IIpukaz ®AIICHU ot 13 mrons 2001 . N
152.
[TporpaMMHO-TEXHUYECKHA OCHOBHBIE ~ TOHATUSL  KpUNTOrpaduu:
ypoBeHb obecniedeHus 1b. i poBaHue, CUMMETPUYHOE
BBenenue B kpunrorpaduio. muppoBaHue u acCUMETpHUYHOe
Wudpactpykrypa OTKpBITBIX g poBaHue. ITonsarue KITFo4a
kioueit (Public Key Infrastructure |mudposanus, otkpeiroro (plaintext) u
PKI). 3anmppoOBAHHOTO (ciphertext)
COOOIICHNS. Kpunrorpadmaeckmii
AJITOPHUTM, CTPYKTypa aNropuT™Ma
CHMMETPHYHOTO MmuppPOBAHUSL.
Omeparyy, UCTIONIb3yEeMBbIe B
COBPEMEHHBIX JIrOpUTMax
CHMMETPUYHOTO  IH(pOBaHUs:  S-DOX,
HepeMelleHne, CI0KEHHE N0 MOJIYJNIo 2,
nukanyeckuii  caur. Ceth ®Deifmrens,
CTPYKTypa CeTH, TIIOHATHE payHJa.
CrpykTypa anropuT™Ma DES,
npeoOpa3oBaHMs KJIIOYa, Ipeodpa3oBaHue
JOaHHBIX. [IpoOJeMBl  CHMMETPHYHOTO 1 26
mu(ppPOBaAHUSL. HUcropus CO3JIaHus
JITOPUTMOB ACHMMETPUYHOTO
U (pPOBaAHUS. AnroputMm

Oudou-Xemnmana, amroputm  RSA,
AITOPUTM DSS, CpaBHHUTENBHAS
XapaKTepUCTHKa M 00JaCTH MPUMEHEHHUS.
[Monsartne xdm-¢pyHkunu. TpeGoBaHus K
XoUI-(YHKIHH, UCIIONB3YEeMOH  J1Is
ayreHTH(UKaH coobmienuii. Cnabas u
CHJIbHAS X3II-(DyHKIHSL. [pumep
HCTIONIB30BAHUAXOI-(DYHKIMN TSt
X3IIUPOBAHUSA napoinei B OC.
CoBpemenneie  xdm-¢pyHknuu:  MDS,
SHA-1, SHA-2, SHA-3. Poccuiickue
CTaHIApPTBl B 00JacTH Kpunrorpaduu:
ITOPUTM CHMMETPUYHOTO MH(POBAHUS
I'OCT 28147-89, xom-¢ynkmus ['OCT
34.11-2012. udposas HOJIIHNCE,




HeOoOXOoaMMBIE cBOMcTBa. Mcmonp30Banne
AJITOPUTMOB ACHMMETPHUIHOTO
mmdpoBaHus IS CO3MaHHUA LUPPOBOU
moxnucu nokymenrta. Cranmaptel DSS u
I'OCT 34.10-2012. JlerepMHHHpPOBAHHBIE
U paHIOMHU3UpPOBaHHbIE  LU(POBEIE
noanucu. [loHATHE  HMHPPACTPYKTYpHI
otkpeiThix  kmouerr  (Public  Key
Infrastructure PKI). TexHuueckue
CpelIcTBa 3amIuThl MH(pOpMAINH. 3anfuTa
nHpOpMaAINHU OT YTEUKH MO TEXHUIECKHM
kaHanaM. CepTu(uIpOBaHHBIE CPEICTBA
3aIUTH HHPOPMALIUH.

AHMHHHCTpaTHBHLIﬁH [TonsaTHe TOMUTUKHA OE30MAaCHOCTH Kak
HpOHe,I[ypHLIﬁ YpOBEHb OCHOBHOI'O OOKYMCHTa OpraHu3alun B

obecneuenus Ub.

obmactu MB.  VYpoBHM  TOJUTHKH
0€30MacHOCTH ¥ COJIepKaHHE KaxJI0ro
ypoBHi. TecTupoBaHue Tmpouenyp H
MEXaHM3MOB 0€30I1aCHOCTH. ABapHiTHBIH
mwiaH. PernmameHT pearmpoBaHHsA  Ha

HapyIeHue nHpOopMaIMOHHON
0e3omacHOCTA. AyIUT OC30MaCHOCTH.
Knaccudukarms C o TpeOoBaHUIM 11O 4 4 14 22

TpeOOBaHUSIM  3aIUTHl  HH(DOpMALUH.
OOpaboTka  TEPCOHAIBHBIX  JTaHHBIX
(ITOx). Knaccudukanus CHCTEM
ob6pabotku I1IH. bazoBas Mozaems yrpo3
6e3zomacuoctu I1J] mpu ux oOpaboTke B
NCTIx OCTOK Poccun.
CHHXPOHU3AIHS IPOrpamMMBbI
6e30macHOCTH C KU3HEHHBIM KoM MC.

Obecneuenne 6€30MaCHOCTH KomrmsroTepHsie BUpycCHI, KilacCU(PHUKAIHA.
06pa60TKH UH- (I)OpMaHI/II/I B CpeI[CTBa 3alllUThI )51 periIaMeHT

PacnpeaAcICHHBIX BbIYHUCIIUTEIbHBIX

cucreMax.

OopraHusanuu aHTHBHPYCHOﬁ 3alllMTHI.
IlonsTHe MEXKCETEBOTO 9KpaHa, OCHOBHOC

Ha3HAa4YeHHEe W GbyHKIHIH. Twurst
MEKCETEBBIX 9KPAHOB. Mertobt 4 4 14 22

COE/IMHEHHsI CETH OpraHu3allid C CEThI0

WHutepuet: OpaHaMaysp, MPOKCH-CEPBED,

SOCKS4, SOCKS5, NAT, PAT.

JemunurapuzoBaHHasg 30Ha DMZ.

Mertonp! obecrieuenus 6e3omnacHoro|BupryansHole YacTHbIE cerwy,

CETEBOI'0 B3aHMMOJICHCTBHSI. TyHequpyroume mporokonsl. Tumsr VPN
BupryanbHble yacTHble ceTH.  [coenuHeHHs.  OCHOBHBIE  TEXHOJIOTHH 4 4 14 22

VPN: PPTP, L2TP. AyrenTudukanus u
mu¢posanue B npoTokosax PPTP u L2TP.

Hroro 30 30 84 144

5.2 llepeuennb 1a060paTOPHBIX padoT

1.

wmn

Nzyuenune paspemenuit NTFS u paspemenuii Ha oOuuii pecypc B
ornepanuonnoi cucteme Windows 10 (4 4.).

W3yuenue ayauta B oneparpionHoi cucreme Windows 10 (6 4.).
VYcranoBKka u HacTpoKa 1ieHTpa ceptudukarmu (6 4.).

Hactpoiika mudposanus u nmoamucu gokymento B Windows 10 (6
q.).

Hactpoiika VPN Tonnens (84.).




6. MIPUMEPHAS TEMATUKA KYPCOBBIX TIPOEKTOB (PABOT)
N KOHTPOJIbBHBIX PABOT
B coorBercTBMM ¢ y4eOHBIM IUIAHOM  OCBOCHHE  JIWCIMILIMHBI
IIpeIyCMaTPUBAET BBITOJIHEHUE KypCOBOM pabOThI B 8 ceMecTpe ISt OUHON (GOpMBI
oOy4eHHS.
[TpuMepHas TeMaTHKa KypCOBOH paOOTHI:
1. Pa3zpabotka noiutuku Ub 11 KOHKPETHOTO TPEANPHUSITHS.

2. Ananus cymectByromieii Wb Ha npeanpusatuu u BeIpaboTKa KOMIUIEKCA
Mep €€ yJIyULICHUIO.

3. Pa3pabotka u BHeApeHue penieHus mo 6e30mnacHoMy HHGOPMAITUOHHOMY
oOMeHy Mexay AByMs U 0ojee aDOHEHTaMU, TEPPUTOPUATIBHO YIATCHHBIX

JPYT OT ApyTa.
4. Pa3zpaboTka perjaMeHTa 3allUIEHHOr0 MOYTOBOIO 0OMEHa.

5. Ananus puckos Wb cymectBytomeii I T- uHPpacTpyKTypbl KOHKPETHOTO
MPEANPUATHS.

6. Pa3paboTka nmpoekTa BHEAPEHUS CUCTEMbl aHTUBUPYCHOM 3aIlIUTHI.

7. Pazpabotka cuctembl KOH(DHIEHINATBHOTO 00OMEHa HHpOpMauen ¢
UCIIOJIb30BaHNEM aCCUMETPUYHBIX KIItouel mudpoBaHusl.

Pa3paboTka mporpaMMbl KOHTPOJIS IIEJIOCTHOCTH AAHHBIX MU Iepeaaye
(BBIUMCIIEHUE  KOHTPOJIbHOM (YHKIMHK)3adaud, pEelIaeMble IpPU BbIIOJHEHUU
KypCOBOM pabOTHI:

e AHanmu3 MNpeAMETHOW 00JIaCTU M BO3MOXKHBIX CIIOCOOOB PEIICHHUS
3a/1a4u IpoeKTa, POpMYIUPOBKA 3a/1a4U IPOEKTa

e Br160p cpeacTB peanu3aiuu 3a1a4u MPOEKTa U ero 000CHOBAHUE

e Peanuzaius npoekTa ¢ y4eTOM OrpaHUYEHHUS PECYPCOB U TPEOOBAHMIA
uH(OPMAIMOHHON O€30aCHOCTH

KypcoBas pabGora BximouaT B ce0s rpaduyeckyrd 4YacTb W
pPacUYEeTHO-TIOSICHUTENBbHYIO 3aIUCKY.

7. OHEHOYHBIE MATEPUAJIBI IJIS1 IPOBEJIEHUSA
IMPOMEKYTOUYHOHM ATTECTAIIMA OBYYAIOIIIUXCS IO
JUCHUIIJINHE

7.1. Onucanue moka3arejied U KpUTepUeB OLEHUBAHMS KOMIIeTEeHIUIA
Ha pPa3jIMYHBbIX dTanax ux GopmMupoBaHusi, ONMUCAHUE KA OLIEHUBAHUS

7.1.1 DTan TeKyuero KOHTPOJsi

PesynbTarel TEKymero KOHTPOJA 3HAHWM U MEKCECCMOHHOM aTTeCTaIuU
OLICHUBAIOTC 10 CICIYIOIIEH CUCTEME:

«aTTECTOBaH»;

«HE aTTECTOBAHY.

Komme- Pe3yabTaThl 00y4eHusl, Kpurtepuu

ATTecTOBaH He aTTecToBan
TEHIHS XapakTepusyomue OIleHNBAaHNS




C(bOpMPlpOBaHHOCTB KOMIICTCHIIMH
YK-2 3HaTh NpaBOBYIO 06azy AKTUBHOE yuyacTue B Beimonnenue pador| HesbinonHenue
MEpPONPHUATHIA [0 0OECIICICHUIO  |yCTHBIX ONPOCaX Ha B CPOK, paboT B CPOK,
6e3omacHOCTH HHPOPMAINU 3aHATHSX, IPABHIBHO TIPEAyCMOTPEHHBIH TpElyCMOTPEHHBL
OTBCYACT Ha B pabo4mnx i B pabounx
porpamMmmax porpamMmax
TEOPETHUYECKHE BOIIPOCHI
IIpH 3alLUTE KypCOBOM
paboTsI
YMeTh BBISBISATH yTPO3bI Brimonnenue Brimonaenue pador| HeswimomHeHnue
WHPOPMAMOHHON OE30MaCHOCTH |1a00paTOpHBIX padoT, B CPOK, paboT B CPOK,
odopmleHHEe KypCOBOH | TPeAyCMOTPEHHBIH | TpeayCMOTPEHHBI
paboTsl B pabouux i B paboumnx
IporpaMmax IporpaMmax
Brianets MeTonamu obecrieueHus | Beimonnenue Brimonzenne pabor| HeseimonHeHue
Wb B nHpoOpMannoHHBIX ab0paToOpHBIX padoT, B CPOK, paboT B CPOK,
CHCTEMax KypcoBOif paboThI IIPelyCMOTPEHHBIN | IPElyCMOTPEHHBI
B paboumx i B paboumnx
porpamMmmax porpamMmax
[K-2 3HaTh NPUHLIHUIIBI AKTHBHOE yyacTHe B Brimonnenne pabor| HeseimonHeHue
KPHIITOTpahUIecKux YCTHBIX OMPOCAX Ha B CPOK, paboT B CpoOK,
npeoOpa3oBaHUH 3aHATHSX, IPABHIBHO TIPEAYyCMOTPEHHBIH TpElyCMOTPEHHbL
OTBCUACT Ha B pabo4mnx il B pabouunx
porpammax porpamMmax
TEOPETHUYECKHE BOTIPOCHI
IIPY 3aLIUTE KyPCOBOH
paboThI
YMeTh 000CHOBBIBATH Bermonaenue Bemonuaenue pador| HespimonHeHue
OpPraHU3aIMOHHO-TEXHUYIECKUE |1abopaTopHbIX pador, B CPOK, paboT B CpoK,
MEPOIPHUATHS IO 3aIIUTE odopmIIeHHE KypCOBOH | IpeayCMOTPEHHBIH | IPeayCMOTPEHHBI
nHdopmanuu B UC paboThI B paboumx it B pabounx
IporpaMMax IporpamMMax
Brnanets MeTomamu obGecrieueHus |BeimonHeHne Brmmonnenne pabor| HerimonueHue
6€30I1aCHOTO CETEeBOT0 71a00paTOpHBIX PadoT, B CPOK, paboT B CPOK,
B3aUMOJIEHCTBUS KypcoBO#f paboTHI [IPElyCMOTPEHHBIH | IPElyCMOTPEHHBI
B paboumx it B pabounx
porpammax porpamMmax

7.1.2 ITan npoMe:KyTOYHOT0 KOHTPOJIS 3HAHUIA

Pe3ynbrarhl MpoMexyTOUHOTO KOHTPOJISl 3HAHUHM OIEHUBAIOTCS B 8 ceMecTpe
JUTSL OYHOUM (POpMBI OOYUEHHUS TI0 YETHIPEXO0aUTbHOM CUCTEME:

COTIUYHOY;

«XOPOIIOY;

«YIOBIIETBOPUTEIHHOY,

«HEYIOBIECTBOPUTEIILHO.

Komme- PesyabTaThl 00y4eHmus, Kpurepun
XapaKTepusyouue OT/M4HO Xopomo YaoBJ. Heynosu.
TeHIMs copMHPOBAHHOCTH KOMIIETEHIMH OlCHUBAHHS
YK-2 3HaTh NpaBoOBYIO 0azy Tect Brmmonuenu | Bemmonnenue | Bemmonnenue | B tecte
MEpONPUATHHA 1O e Tecta Ha | TecTta Ha 80- | Tecta Ha 70- | menee 70%
obecrieueHHIo 0€30MacHOCTH 90- 100% 90% 80% MPaBUJIBHEI
nHdopmannu X OTBETOB
YMeTh BBIABISATH YTPO3bI Pemenune 3agaun | IIpomemoncr |IIponemoncTp | 3agauu He
nH}popMannoHHOH CTAaHIAPTHBIX | pEIIEHBI B p UpoBaH HUpOBaH peleHsl
6e30macHOCTH MIPAKTUYECKH | TOJHOM | BEpHBIN XOJ | BEPHBIN XOX
X 3a/1a4 o0BeMe 1 penieHus pemieHus B
TIOTy4YEeHbI | BCEX, HO HE | OOJBIIMHCTBE
BEPHBIE HOJTy4YeH 3ama4
OTBETHI BEPHBIN




OTBET BO BCEX
3aja4ax
Bnagets MeTomamMu Pemenne 3amaun IIponemoncr | [Ipomemonctp | 3amadu He
obecrieuenust b B MIPUKJIJAHBIX | peUIeHbl B | P UpOBaH UpOBaH peIIeHBI
nH(OpPMALMOHHBIX CHCTEMax |3anad B MOJIHOM | BepHBIit X0 | BepHBI X0
KOHKpETHOH | oObeme u peeHuns peleHus B
NIPEAMETHONW | TIONy4YeHBl | BceX, HO He | OOJIBIIMHCTBE
obyactu BEpHBIE MOJTy4YeH 3a1a4
OTBETEHI BCPHBIN
OTBET BO BCEX
3amagax
TIK-2 3HaTh MPUHITATIBI Tect Brimonnenu | Bermonnenue | Bemmonunenue | B Tecte
KpUTNITOTpapUISCKUX e recta Ha | Tecta Ha 80- | Tecra Ha 70- | menee 70%
mpeoOpa3oBaHuit 90- 100% 90% 80% TIPaBUJIBHBI
X OTBETOB
YMeThr 000CHOBBIBATH Pemenne 3amaun IIponemoncr | [Ipomemonctp | 3amadu He
OpTraHN3aIMOHHO-TEXHIYECKH |CTAHJAPTHHIX | pEIICHBI B p upoBaH HWpOBaH peTIeHBI
€ MEPOIPHATHS 10 3alIUTEe  |IPaKTUYECKH | TIIONHOM | BEepHBIA XOf | BEepHBIH X01
napopmanuu B UC X 3a/1a4 o0BeMe 1 pereHus pemieHus B
TOJIYyYCHbBI BCCX, HO HC 60J'IBU_II/IHCTBC
BEpHbIE MOJTy4YeH 3a1a4
OTBETHI BEPHbII
OTBET BO BCEX
3aja4ax
Bnagers meronamu Pemenue 3amaun | I[Ipomemonct |IIponemoncTp | 3amauu He
oOecrieueHnst 0€30MIaCHOTO  |PUKJIAAHBIX | pelIeHbl B | P UpOBaH UpOBaH peLIeHBI
CETEBOTO B3aMMOACUCTBHUS  |3a7ad B MOJTHOM | BEepHBIHA X0f | BepHBIH X0
KOHKpeTHOH | oObeme u pemeHus pemIieHus B
MIPEIMETHOW | TMONy4YeHbI | BceX, HO HE | OOJBIIMHCTBE
oOmacTu BEPHEIC MOy YCH 3amadq
OTBETHI BEPHBIN
OTBET BO BCEX
3aja4ax
7.2 IlpumepHblii mnNepeyeHb OLEHOYHBIX CpeACTB  (TUNOBBIE

KOHTPOJIbHBIC 3aJaHUSl MJIM HMHbIE MaTepHaJibl, HEOOXOAUMBbIE /ISl OLCHKHU
3HAHUI, YMEHUI, HABBIKOB U (IJIH) ONBITA 1eATEIbHOCTH)
7.2.1 TlpumepHbIii NepevyeHb 3aJaHUI 1JIs1 IOATOTOBKH K TECTHPOBAHUIO
1. TMon MudopmarmonHoit 6e3onacHocthio (Mb) monnmaror:
3aiuTa noib30BaTessi OT BPEAOHOCHON HHPOpMAIIH

3amneHHOCTh HH(POPMAIIUN OT HeNpPeAHAMEPEHHbIX A CTBUIl
€CTEeCTBEHHOI'0 WJIM UCKYCCTBEHHOI'0 XapaKTepa, KOTOpPbie MOI'YyT
HAHECTHU HeNpuemJieMblil yiepod cy0bekTaM HH(POPMAITHOHHBIX

OTHOIIICHUI

3aMIIEeHHOCTH NOIePKUBAeMOil HHPPACTPYKTYPbI OT
HelnpeIHaAMepPEeHHbIX AeHCTBUH eCTECTBEHHOI'0 MJIM HCKYCCTBEHHOI'0
XapakKrepa, KOTOpble MOI'YT HAHECTH HelpueMJieMblil yiep0 cyobekTam

HH(POPMALMOHHBIX OTHOLICHUH

Kommneke mep o 3amure nHpopMauu
2. K ocHoBHbIM 337a4aM oOecnieuenus b otHocsTCSA:
OobecneyeHne JTOCTYNHOCTH, WEJOCTHOCTH M KOH(PUACHIHAIBLHOCTH
HH(POPMALMOHHBIX PECYPCOB M NMOAAEePKUBAIOLIEH HHPPACTPYKTYPHI
3amura nHpopmaluu u CyobeKTOB HH(POPMAITMOHHBIX OTHOIIICHUH

3ammTa OT HECAHKIIMOHMPOBAHHOTO JOCTyMa K KOH()HUICHIIUATEHBIM

JIaHHBIM;



= (OOecneueHue COONIOACHUS TOCYAApPCTBEHHOW TalHBI, M 3alIUTHI OT
HECaHKIIMOHUPOBAHHOIO JIOCTYTIA.

3. UTo U3 mepeyncIeHHOr0 He OTHOCHUTCS K MepaMm 1o obecrieuennto Nb?

= 3aKOHOJaTeNbHbIC MEPhI

= JxoHoMHYeckHne Mepbl obecnieyenusi Ub.

*  AJIMUHUCTpATHBHBIC U MPOIIETYPHBIC MEPHI 110 obecrneueHuio 1b;

» JIporpammHO-TexHHYECKHE MepHI MO oOecnieuenuto Ub.

Oxknowm onmacHocTH [10  Ha3bIBarOT

= BpewMs Haubosiee BEpOSITHOTO MPOHUKHOBEHHS B TH)OPMAIIIOHHY IO
CUCTEMY;

= JIpoMexkyTOK BpeMeHH OT MOMEHTAa O0OHapYyKeHHs ¢J1a00ro Mecra
10 MOMEHTA YCTAHOBKH COOTBETCTBYIOLIECH «3AIIATKI»;

= [Ipomexytok Bpemenu ¢ 03:00 no 06:00, korga coBepiaeTcs
OOJIBIIMHCTBO MPAaBOHAPYIICHUIN

= [IpomexxyTok BpemMeHu A0 oOHapyxkeHus yszsumoctu UC.

Uto moHMMaETCs Mo yrpo30i 0e3omacHOCTH MH(GOPMAIIMH B KOMIIBIOTEPHOM
CUCTEME:!

" [IOTEHUHAIHHO BO3MOXHAas YSA3BUMOCTh MH(OPMALINK B
KOMITBIOTEPHOU CUCTEME.

"  [OTEHUHAJIHLHO BO3MOKHOE COOBITUE, KOTOPOE MOXKET MPUBECTH K
YHUYTO- )KEHHIO, YTPaTe IIEJIOCTHOCTH, KOH(PUACHIIMAIBHOCTH WU
JIOCTYITHOCTH UH- (pOpMAIIUH.

" [IOATrOTOBKA B3JI0Ma KOMIIbIOTEPHON CHUCTEMBI.

6. Kakue u3 nmepeuHs: yrpo3 OTHOCATCS K CIy4alHBIM YyTpo3aM KOMIBIOTEPHOM
uHbOopMaIu:
" HECAaHKIMOHUPOBAHHBIN JOCTYyNn K WHMOPMAINK, BPEAUTEIHCKHE

POrpaMMbl, OIIMOKU MPH pa3padOTKe KOMIBIOTEPHOU CUCTEMBI;

" 3JIEKTPOMArHUTHBIE W3JIYyYEHUS U HABOJKHW, HECAHKIIMOHHPOBAHHAS

Moau(UKa- 1A CTPYKTYPBI KOMITBIOTEPHON CUCTEMBI;

" CTUXUNHBIC OEJACTBUS M aBapuM, COOM M OTKa3bl TEXHUYECKUX

CPE/ACTB, OLIMOKH MOJIb30BaTeNel U 0OCITYKUBAIOIIETO TIEPCOHAIA;

JI71st 3aIMTHI OT CIy4YalHBIX YTPO3 KOMIIBIOTEPHOU HH(DOPMALIMK UCTIONb3YIOT:
= oOyd4eHue Mojab30BaTeNeH NpaBuiIaM padoThl ¢ THGOPMALIMOHHON
CUCTEMOM, pa3pelInTeNIbHYI0 CUCTEMY JOCTYIa B TOMEIIICHHE;

"  MEKCETEBBIC dKPaHbl, UICHTU(PUKALNIO U ayTCHTU(UKAIUIO
MOJIb30BaTEJICH;

»  nyOGaupoBaHue HHGOPMAIIUH, CO3aHNe 0TKa30ycToHIuBEIX KC,
OJIOKHPOBKY OIIMOOYHBIX OTIEpaITUi.

[TocTpoeHre MOAENH 3JIOYMBIIIIEHHUKA MPU CO3JAaHUU CUCTEMBI 3alllUThI
uHbOpMAIU HEOOXOIMUMO JIJIS:

" ONTHUMH3AIMU CUCTEMBI 3aIHUTHI HH(POPMAIIUN.

= cocrayieHUs (HOTOPOOOTA 37T0YMBIIIJICHHUKA.

= CcocCTaBJICHHS 0a3bl JaHHBIX MOTEHIIMAIBHBIX B3JIOMIIIMKOB

Kakve u3 mepeuHs yrpo3 OTHOCATCA K IPEIHAMEPEHHBIM yIpO3aMm
KOMITBIOTEpHOU MH(DOpMaImu:



" INHOHAXK M IMBEPCUH, HECAHKIIMOHUPOBAHHBIH T0CTYI K
HH(OpPMALMHU, BPeJOHOCHbIE MPOTPAMMBI;

*  OIIMOKH IpHU pa3pabOTKe KOMITBIOTEPHON CHCTEMBI, OIIIMOKHU B
MPOTPaMMHOM OOECTICUCHUH, JIICKTPOMArHUTHBIE U3ITyYCHUS U
HABOJIKU;

" CTUXWITHBIC OCICTBYS U aBapUH, COOM U OTKA3bl TEXHUYECKUX CPEJICTB,
OIIMOKH TTOJTH30BATENICH M 0OCITYKUBAOIIETO MEPCOHANA;

10.Kakwue cpencTa 3amuThl PUKCUPYIOT (GaKT MPOHUKHOBEHHS 3710YMBIIIJICHHUKA
B KOMIIBIOTEPHYIO CUCTEMY?
"  CpeacTBa OXPaHHO-TIOKAPHOW CUTHAJIM3ALUN;
= cpencTBa OMOMETPUUYECKON MACHTU(UKAIINY;
" [I0MOBI, HAKJIEHKH, 3AMKH HA annaparype KOMIbIOTEPHOil
CUCTEMBI.

11.Kakue KOMIbIOTEPHBIC CUCTEMBI Ha3bIBAIOTCS 3AIUIIICHHBIMU:
" B KOTOPBIX o0ecneunBaeTcs 0e30acHOCTb HH(popManuu.
® B KOTOPBIX YCTAHOBJICHBI IPOTPAMMHO-ANIAPATHBIE CPEACTBA 3AIUTHI
uHbOP MaIuH.
" KOTOpPBIE pa3MEIEHbI B 3aIUIIICHHOM OMEIICHUHU.

7.2.2 IlpumepHBIii epeveHb 3a1aHUMH I pellleHUsl CTAHIaPTHBIX 32124
1. WUnentudukauus 31o:
" [polecc NPeAbSIBICHUS MOJIb30BaTeIeM WAECHTU(UKATOPA;
"  [IPOLECC MOATBEPKACHUS MMOJITUHHOCTH;
" CpaBHEHHUE NpeabSBJIASEeMbIX HICHTH(PUKATOPOB C MepeYHEM
NPUCBOEHHBIX HIEHTH(PUKATOPOB.
2. AyteHTtuduKaius 3T0:
" [pollecc NPEeaAbsBICHUS MOIb30BaTENEM UACHTU(PHUKATOPA;
" Qpouecc NOATBEPKACHUA NOATHUHHOCTH,;
" perucrpaius Bcex oOpalieHui K 3aiuiiaeMo nHpopmanuu;
3. K cpeacrBam ono3HaBaHMs TOJIB30BATEIS KOMITBIOTEPHON CUCTEMOI
OTHOCSTCS:
" [acHopT, CTYJIEHYECKUI OUJIeT.
= ¢otorpadusi, NOINUCE.
" [apoJiH, JIACTUKOBbIE KAPThI
4. HecaHKIIMOHUPOBAHHBIN TOCTYI K MHPOPMAITUU B KOMITBIOTEPHOUN CHCTEME ITO:
" J0CTyN K MH(OpMAaIK, HApyIIAIOUINI MpaBuiia pa3rpaHUYeHHUS
JIOCTyTa C UCIOJIb30BAHUEM IITATHBIX CPEJICTB BEIYMCIUTEIBHOM
TEXHUKHU;
" J0CTyN K MH(OpMaIuu, Hapyarouil NpaBuiia pa3rpaHuueHUs
JIOCTyTa C UCIOJIb30BAHUEM TEXHUYECKUX CPEJICTB Pa3BEIKU;
" J0CTYyN K MH(OPMAIMH KOMIIBIOTEPHOH CHUCTEMBI 0€3 CAHKINH



aIMHHHUCTPATOPA 0€30MACHOCTH.

5. UTo OTHOCUTCS K OCHOBHBIM MEXaHHU3MaM 3allINThI KOMHBIOTCpHOfI CHUCTCMbI

OT HECAaHKIIMOHUPOBAHHOIO JIOCTYTIA:

* ¢usnueckas 3alIUTA KOMIIOHEHT KOMIILIOTEPHOI CHCTEMbI U
HocuTeJield nHGopManun, uaeHTHGUKAIMSA U ayTeHTU(PUKALMS,
pa3rpaHu4veHue J0CTYIA;

= nyOIMpoBaHWE WH(POpPMALMKM, CO3JaHUE OTKA30yCTOMYUBBIX
KOMITBIOTEPHBIX CUCTEM, OJIOKMPOBKA OIIMOOYHBIX ONIEPALIHii;

® CErMEHTAIUs CETEU C MOMOIIBI0 KOMMYTAaTOPOB U MEXCETEBBIX
AKpaHOB, MKU(ppoBaHue HHPOPMAITIH.

Kakue ocHOBHBIE CITOCOOBI pa3rpaHUyEHUs JOCTYyMA MPUMEHSIOTCS B

KOMITBIOTEPHBIX CHUCTEMAX:

" JQUCKPEUMOHHBIA U MAHJATHBIM.

" [0 CIICUHAIBHBIM CIIMCKaM U MHOTOYPOBHEBBIM.

® [I0 rpyIIIaM MOJb30BATENICH U CIIEIIMATIbHBIM PA30BbIM PA3PECIICHUSIM.

Kaxkoi nmpruopuTeT yUuThIBA€TCS NMPH IJIAHUPOBAHUHN PA3PEILICHUIN JOCTYIIA

J71s1 (DaiJIoOB M TIAIOK?

= [Ipuopurer paspemieHust HaJ 3aPEIICHUEM.

= JIpuopuTrer 3anpenieHUs HAJ pa3pelIeHueM.

= [IpuopureT paspelieHuid Jyisl NarnoK Haj pa3peieHus MU 11 Pailyios.

» [Ipuoputet pazpemieHuit Jyist GpaitioB HaJl pa3peiieHUs MU JIJIsl TATIOK

. Uto Takoe ayauT 6€30macHOCTH?

*  DTO UHCTPYMEHT MOJUTUKUA O€30MACHOCTH, MTO3BOJISIOIIHIA
KOHTPOJMPOBATH MPOLIECC 3arpy3KU CUCTEMHBIX JPailBEPOB.

®* JTO0 HHCTPYMEHT MOJUTUKH 0€30MIaACHOCTH, MO3BOJISIIOIIHIA
OTCJICKUBATH ACMCTBUS M0J1b30BaTe/Iell M CHCTEeMHbIE COOBITHS U
PErucTpUpoOBATH UX B JKYpPHAJIe.

* DTO MHCTPYMEHT MOJIUTUKUA O€30MaCHOCTH, TTO3BOJISIIOLIMI HAOII01aTh
JTUHAMUYECKUE U3MEHEHUSI TEXHUUECKOTO COCTOSIHUS anmapaTHbIX
KOMIIOHEHTOB KOMITbIOTEpa (TeMIlepaTypa MaTepUHCKOM TIIaThl,
CKOPOCTb Bpallle- HUsI BEHTUJISITOpa Ha MPOLIeccope U T.1.).

9. KTt0 nomxeH aHAIM3UPOBATH KYpPHAT ayAuTa 0€30MaCHOCTH KOMITBIOTEPHOMN

CUCTEMBI:
*  AJIMHHUCTPATOP;
= Jlonw30Barensb,
=  Ayaurop;

" UPEKTOP.

10.CpenctBa mmdpoBaHusi ¢ ACHMMETPUYHBIMU KIIFOYEBBIMU

CHUCTeMaMH MPUMEHSIOT:
" IS CO3JIaHUS PE3EPBHBIX KOMHM KOHPUACHITMATHHOU HH(POpMAITUH.
* s mudpoBaHus KOHPHUICHIIMATBHON HHGOPMAITN Ha KOMITBIOTEPE.
" it 00MeHa KOH(PUIEeHINATbHBIMH COOOIIEHUSIMU B
KOMIIBIOTEPHBIX CETAX
" JJis1 0OMeHAa KJII0Y0M CHMMETPUYHOT0 IH(POBAHUS.



11. ABromaTnueckoe muppoBaHUE HE3AMETHOE JJIS TT0JIb30BaTeNs
Ha3bIBAIOT:
" [IPO3paAYHOE.
= 3epKajabHOE
= TaitHOE
" [IpU3pPAYHOE.
12.1ns1 cozmanust nudpoBoi MOAMKUCH CIEIYET UCTIOIb30BaTh:
=  (CBOM OTKPBITBIN KITIOY
=  CBOH 3aKPbITHII KJII0OY
*  OTKpBITBHIN KIIIOY MOTyYaTest
®  3aKpBITHIN KITIOY TOJTy4daTess
13. /151 mpoBepku UGPOBOM MOAMKMCH CIEAYET HCIOIb30BaTh
=  (CBOM OTKPBITHIN KJIHOY
=  (CBOM 3aKpBITHIA KITHOY
* OTKpBITHIH KJII0Y OTIPABUTEJIS
* 3aKpBITHIN KJIHOY OTIIPABUTENS
14. BriGepuTe mpaBUIbHOE BBICKA3bIBAHUE:
» Aaroputm 'OCT 28147 -89 ucnoJsib3yer mocrosinubie S-boxes
»  Anroput™m I'OCT 28147 -89 ucmnonb3yeT nepeMeHHsie S-boxes,
3aBUCSLIUE OT KIIIOYa
»  AusroputMm 'OCT 28147 -89 He ucnonb3yet S-boxes
15. /17151 KOHTPOJIS LIETOCTHOCTH MPOrPAMMHOM CTPYKTYPBI B POIECCe
AKCILTyaTalliy UC- TOJb3YETCA:
" KOHTPOJIbHOE CYMMHPOBaHHe, X31I-QyHKINS;
" CpaBHEHHUE MapaMeTpoB PabOYMX MPOrpaMMHBIX (DaityioB ¢
TUCTPUOYTUBAMY,
" mpoBepKa cnucka (haigoB IPOrpaMMHOTO OOECTICUCHHUS.
16. /1511 o6ecnieuenust 3¢HeKTUBHOM 3amUThl HHPOpMAIUU B 6a3ax JaHHBIX
HEOOXOIMMO HaJIMYUE:
= cpencts mudpoBaHus (HailioB U Namnox;
® BCTPOCHHBIX B CHCTEMY yIpaBJeHUs 02301 JaHHBIX QYHKIUH
3alUThI;
" BCTPOCHHBIX B ONEPAIMOHHYIO CUCTEMY (DYHKIIMH 3aIlUTHI.

7.2.3 IlpuMepHbIii epevdeHb 3aJaHUI VI pellleHUs MPUKJIATHBIX 32124
1. Hanmuune BCTpOEHHBIX CPEJICTB 3aIIUTHI HH(OPMALIMU B ONEPALIMOHHON
CUCTEME:
" MEUIaeT JONOJHUTEIbHBIM CPEACTBAM 3allUThl KOMIIBIOTEPHON
CUCTEMBI.
"  YCJIOXHSET YIPABICHUE KOMIUIEKCHOW CUCTEMOM 3aIUTHI
uHbopMaIuu.
"  YCHJIMBaeT 3aIIMIIEHHOCTh KOMIIbIOTEPHOI CHCTEMBI.
2. Ins co3naHus JOBEPEHHOTO COEIMHEHUSI CETEBOTO KIMEHTA C CEPBEPOM:
" cepBep JI0JDKEH pacno3HaTh (ayTeHTU(PUIIMPOBATD) KIIMEHTA.
" KJIMEHT JOJKEH pacro3HaTh (ayTeHTU(PUIMPOBATh) CEPBEP.



" KJIMEHT U cepBep JA0JLKHBI PACNIO3HATH JAPYT ApYyra.
3. DnekTpoHHas MUdpoBas MOAMKUCH - ITO:

" PEKBHU3HUT JIEKTPOHHOI0 JOKYMEHTA B BUe HH(PPOBOii
MOCJIeI0BATEILHOCTH, MPeIHA3HAYEHHBII ISl 3AIIIUTHI €ro OT
usMmeHenus. [lo3BossieT naeHTUGUIIUPOBATH BiajleIbIIA.

"  PEKBHU3UT JICKTPOHHOTO JJOKYMEHTA B BHJIC U300paKCHUS TIOIITACH
BJIAJICITBIIA, TIPETHA3HAYCHHBIN JIJIS 3aIUTHI TOKYMEHTA OT U3MEHEHUSI.

"  PEKBU3UT JIEKTPOHHOTO JTIOKYMEHTA B BHJI€ U300paKeHUS TIOJIIUCH
BJIaJI€JIblIA, IPEAHA3HAYCHHBIN 711 UACHTU(DUKAIIUN BIaIeTbIIA.

4. MexcereBble SKpaHbl IPeIHA3HAUCHBI JIJIS:

= OOHapyXeHUs CETEBbIX aTaK WU MOJA03PUTEIbHBIX HAMEPEHUH.

"  pa3rpaHMYeHusi JOCTyNAa MeKIY ABYMS CETSIMU C Pa3IMYHbIMH
TpeOOBa- HUAMH 10 00ecreYeHN 0 0e30IaCHOCTH.

" KOHTpOJIA mouToBoro Tpaduka u Web-rpaduka.

5. Kako#t mpuHIMN yHpaBJIeHUS MEXKCETEBBIM DKPAaHOM IPEIIOYTHTEIbHEE B

KOMITHIOTEPHOH crcTeMe, 00padaThIiBaroNIeli KOH(PHICHIINATHEHY IO

uH(dopMaIuo:

" pa3pemieHo Bce, UTO He 3alpelieHo.

" 3afpelieHo BCe, YTO He pa3pelieHo.

=  BBIOOPOUYHON (husbTpauu Tpaduka.

6. OnHol M3 OCHOBHBIX (PYHKIHI cucTeM BUpTyasibHOM yacTHOU cetr (VPN)
SIBJISICTCS:

" cokpbITUA (pakTa mepenayu HHGOPMAIIIH 10 ITUGPOBBIM CETSIM CBSI3H.

" COKpbITUS HHGpOPMAIINH 3aT0JI0BKA CETEBOI0 MAKeTA.

* mudpoBaHUS JAHHBIX B CETEBOM TaKeTe.

7. Tlomutrka 6€30MaCHOCTH OpraHU3AIUHU ATO:

" TIepPEUCHb IMapaMeTPOB HACTPONKH CHUCTEMBI O€30TIaCHOCTH.

"  WHCTPYKIIUH TIOJB30BATENISIM KOMITBIOTEPHOW CHCTEMBI 110
MPUMEHEHUIO CPEACTB 3alTUThI MH(POPMAIIHH.

" [aKeT JIOKYMEHTOB PerjaMeHTHPYIOIIHNX AesITeILHOCTD MO
3amuTe HHGOpPMaIIMH.

8. OreHKa ¥ yIipaBjeHHE pUCKaMH HH(POPMAITMOHHOM 0€301MacHOCTH
HEOOXOIUMBI IS

" OIICHKH yiiepOa oT nHGOOPMAIITMOHHON aTaK! 3JI0yMBIIIIICHHUKA.

" MOCTPOEHUS ONTHMAJIBLHOI CUCTEMBI 3alIUTHI HH(OPMALMH.

" TIOCTPOEHUS CUCTEMBI pa3rpaHUYCHHUS JTOCTyNa K HHPOPMAIIHH.

9. Cuctembl aHanM3a ysI3BUMOCTEH MTO3BOJISIOT:

" BBLISIBUTH 3JIOYMBINIJICHHUKA PA0OTAIOIIETO B KOMITBIOTEPHOM CETH.

" BBISIBUTH YA3BUMOCTH MPOEKTUPYEMOM CUCTEMBI 3alTUTHI
uH(popmanuu.

" BBISIBUTH YSI3BUMOCTH JIeliCTBYIOIIEl CHCTEMBI 3alI{UTHI
uHpopMaLHH.

10. /1511 onepaTUBHOTO BOCCTAHOBJIEHUS PAOOTOCIIOCOOHOCTH
KOMITBIOTEPHOM CHCTEMbl HEOOXOJMMO HATM4He
= RAID cucremsi.



"  AUCTpUOYTHBA ONEPAMOHHON CUCTEMBI U IIPOTPAMM.
" 3arpy304HOIO JAUCKA U 00pa3a CUCTEMBbI.

11.KoMIproTepHBIE BUPYCHI - 3TO

" [porpaMMbl, XapaKTePHOIi 0CO0EHHOCTbHIO KOTOPBIX SIBJISIETCS
CIMOCOOHOCTH K PA3MHOKEHHIO (CaMOpeNJINKalyn),

" [POrpaMMbl, KOTOPBIE BHEAPSIIOTCS B KOMIIBIOTEDP C LUEIBIO MOTYyYEHUS
uHbOpMaInu;

" [IPOrpaMMbl, KOTOPHIE BOSHUKAIOT U PACIIPOCTPAHSIOTCSI HE3aBUCUMO
OT 4Y€JIOBEKA.

12. 1151 opraHu3aiyy CIIy»O0bI 3aIUThl MHPOPMAIIMK Ha PEITIPUITUH

"  JJOCTATOYHO PYKOBOJICTBOBAThLCS TOJBKO (DeepaibHBIMU 3aKOHAMM.

"  JJOCTATOYHO PYKOBOJICTBOBAThHCA (PeAepaibHBIMU 3aKOHAMU 1
BEJIOMCTBEHHBIMM HOPMATUBHBIMH aKTaMH.

" He00XO0AMMO AONMOJHUTEJIbLHO Pa3padoTarb COOCTBEHHbIE
PYKOBOASIIIIHE JOKYMEHTHI.

13.006bexTamu 3amuThl THPOPMAINH B KOMITBIOTEPHON CHCTEME SIBIISIFOTCSL:

~N o

8.
9

®  HAaAKOIIUTECIH I/IH(i)OpMaI_[I/II/I.
" KaHaJIbl ICPCAaYn TaHHBIX
®  II0JIb30BAaTCJIb.

" BCE IEPCUYUCTICHHOC.

7.2.4 IlpumepHbIii NepevyeHb BONMPOCOB JIS1 MOATOTOBKHU K 3a4eTy
[TonsiTue nHMOpMaIIMOHHON O€30MaCHOCTH, OCHOBHBIE COCTABIISAIOIINE U
3anaum odecrieuenus: Ub. Yrposa, araka, 37M0yMBIIIJIEHHUK.

Tunel u kpurepun kinaccupuxanuu yrpo3 Mb. OcHoBHBIE Yyrpo3bl 1O
acriekram b

OxkHo omacHocTH, 00HOBIeHHE [10, TeXHOIOTHN aBTOMAaTH3aINT
oonosnenwus [10.

['ocynapcTBeHHOE peryimpoBaHue B 00JacTy HHHOPMaIIMOHHON
0€30I1aCHOCTH.

Mepsl obecnieuenus Ub. 3akonogatenbHblie Mepbl odecnieuenus Ub.
OcHOBHBIE 3aKOHO/IATENBHBIE aKThI peryaupoBanus B oonactu b
OTBETCTBEHHOCTD 3a HAPYIIEHHE MPABOBBIX HOPM 3aLUThl HHPOPMALIUU.
OcHOBHBIE PABOBBIE AKThI, PETYJIHUPYIOIIUE I€ATEIbHOCTh B 00J1aCTH
obecneuenus Ub.

Hoxtpuna b Poccun, pernamentupytromue n1okyMeHTsl @CTIOK Poccnn.
OcHOBHBIC OHATHA KpuniTorpadun: Tum mudpoBaHus, K04 mu(poBaHus,
OTKPBITHIN U 3aIIM(PPOBAHHBIN TEKCT.

10.TpebGoBanus K KpUOTOrPaPUIECKUM aJTOPUTMAM.
11.ITporpammHuo-TexHnyeckue Mepsl ooecnieuenust M1b. Kpunrorpadus.

CumMetrpuuHoe mudppoBanue. TUITBI ANTOPUTMOB CUMMETPUIHOTO
mndpoanusi CoBpeMEHHbIE AITOPUTMbBI ACCUMETPUYHOTO UG POBaHUS,
001acTh MPUMEHEHHUS KaXKI0T0 U3 aJTOPUTMOB.

12.ITporpammuo-Texunyeckue Mepol ooecneuenust Ub. Ctpykrypa anroputma

cummeTpuuHoro mudposanus. Cers Oetimnrens. Anroputm DES.



13.IIporpammHo-Texunueckue mepsl obecnieuenuss Hb. CoBpemenHbie
QITOPUTMbl CHMMETPUYHOTO MIU(POBAHUSI.

14 TIporpammHo-TexHuueckue mepbl obecnieuenus: Ub. [IpoGiemsr
CUMMETpUYHOTO mudpoBanus. TpeOoBaHUs K allrOpUTMaM
ACUMMETPUYHOTO MU(POBAHUS.

15.TTporpammHuo-TexHnyeckue Mepol ooecneuenuss UWb. Anroputm
Hudou-Xennmana, anroput™m RSA.

16.ITporpammuo-TexHu4eckue Mepbl ooecnieuenus Ub. [Ipumenenue
XAMI-pyHKIMY 17151 uAeHTUGUKAIN cooomennii. OTanane cnaboil u
CWJIBHOU X31I-(DYHKIIUH.

17 .IlporpammHO-TexHUYeCKHE Mepbl obecrieuenust Ub.
OnexTpoHHO-1M(ppoBast moanuch. CTaHAapThl HU(PPOBOI MOAMUCH.

18.Poccuiickue cTanIapThl B 00J1aCTU KpUNITOTpaduu: alroputM
CUMMETPUYHOTO HU(pOBaHUs, X3 -(QYHKINH, HA(PPOBOI MOIMUCH.

19.Uudpactpykrypa oTkpbIThIX Kitouei (PKI). TlonsiTre, KOMIOHEHTHI U
ctpykrypa PKI.

20.Nudpactpykrypa oTkpbIThix Kiarouei (PKI). Lentp ceprudukarmm (CA)
peanm3anu Microsoft. BapuanTbl nepapxuu, 0COOCHHOCTH pPeaTnu3alliy.

21.TTousatue ceptudukara. Hasnauenre u OCHOBHBIE (PYHKITUU.

22 Undpactpykrypa oTKpbIThiX Kitoueit (PKI). [Tonutuka ceptudukatos u
peryiaMeHT cepTU(UKAITMOHHON TTPAKTUKH.

23.Undpactpykrypa oTkpsIThix Kitoueit (PKI). Cepruduxarsl, xpanumuiia
ceptudukraroB, (opMaThl HIKCIIOPTA CEPTUDUKATOB,

24 Nudpactpykrypa oTKpbIThixX Kiaroueit (PKI). PermameHt paboThi ¢
OTO3BaHHBIMH CEPTHU(PUKATAMHU.

25.MeTo/b1 ¥ cpeAcTBa UACHTU(UKALIMY U ayTeHTU(HUKAIIMN TTOJIb30BaTENIeH B
OC, CYB/l, mpukiiagHbIX NporpaMmax.

26.006ecnieueHre 0€30MacCHOCTH OIEPAIIMOHHOM CHCTEMBI: OCHOBHBIE METOBI U
TEXHOJIOTHH.

27.Haznauenue npas nosib3oBareneit B OC: komOuHarms npaB NTFS u
paspernieHuit o0Iero A0CTymna.

28.Turbl pa3rpaHudeHus JOCTyNa K pecypcam: MaHJaTHOE, U30upaTeabHOe U
pOJIeBOE YIIPABIICHUE TOCTYIIOM.

29.Aynut onepannonHnoi cuctembl. Hactpoiika ayauta OC, meToosorust
aHanm3a 6e3zomnacHocTH xypHaiaa OC Windows 7.

30.HacTtpoiika mmdposanus u noanucu ¢ OC Windows 7.

31.Wcnonk3oBanue cepTU(UKATOB s MIMPPOBAHUS U MOAMKUCH JOKYMEHTOB B
OC Windows 7

32.A nmunuctpatuBHbie Mepbl obecnieuenus Ub. Tlonmutuka Ub. YpoBHu
nonutuku Ub.

33.AnmunuctpatuBHbie Mepbl obecrieuenns b, CuaxpoHu3aIms mporpaMmbl
0€30IMacCHOCTHU C )KU3HEHHBIM IIUKJIOM CHUCTEM.

34.AnMuHHCTpaTUBHBIE Mephl oOecnieuenus Mb. Ympasienue puckamu.
OTansl mpolecca yrnpaBieHUs PUCKaMHU.

35.AMuHHCTpaTUBHBIE Mephl obecnieuenust Ib. Ynpasnenue puckamu.



MeTo1070THY OLIEHKU PUCKOB.

36.Bupl KOMITBIOTEPHBIX BUPYCOB. TEXHOJIOTHH 3alTUThI OpTraHU3aIliN OT
YTPO3bI 3apaXKEHUST KOMITBIOTEPHBIME BUPYCaMHU.

37.Metoanl 0OHAPYKEHUS N3BECTHBIX M HEM3BECTHBIX BUPYCOB.

38.MeTo/b1 yianeHus MOCAeACTBUN 3apaskeHus] BUPYCaMH.

39.[lpodunaxtuka 3apaxkenus sBupycamu KC. [leiicTBusi mosb30Batens mpu
oOHapy»keHuu 3apaxenus KC Bupycamu.

40.TIpuMeHeHrne MEXCETEeBBIX IKPAHOB JUIS 3alllThl UHQOpMAIUU MpU
MEXCETEBOM B3aUMOJICHCTBHH.

41.Metonpl opranuzaiuu goctyma opranuzanuu k cetn Matepret: NAT, PAT,
npokcu-cepsep, SOCKS.

42.Tlonstre nemunutapru3oBanHol 30061 DMZ. TunoBas cxema uCIoab30BaHMs
DMZ.

43. Bupryanpasie yacTHbie ceTd (VPN). OcHoBHBIC THITEI coenuHennii B VPN.

44 Bupryansusie yacTabie cetd (VPN). Texnonoruu PPTP u L2TP.
[udposanue tpaduka B VPN.

7.2.5 IlpuMepHbIii IepevYeHb 3aJaHMI I MOATOTOBKH K IK3aMeHYy

He npeoycmompeno yuebnvim nianom

7.26. MeToauka  BBbICTABJIEHUSI OHEHKH TIPU  NPOBeJeHUU
MPOMEKYTOYHOI aTTeCTAlNN

3auem nposodumcs no oOunemam, KaxMcovlii U3 KOMOPbLIX cooepicum 2
meopemuueckux eonpoca u 3aoavy. Kaowcowii npasunvHuiti omeem Ha 8onpoc 6
mecme oyenusaemcs 5 oannom, 3aoada oyenusaemcs 6 10 oannos (10 6annos
8epHOe peuieHue u 5 0an108 3a GepHuli omeem). MaxcumanvHoe Koauuecmeo
HabparnHwvlx bainos — 20.

1. Oyenxa «HeyodoenemseopumenvHoy cmasumcs 6 ciyyae, eciu CmyoeHm
Haobpan menee 6 6aNO8.

2. Oyenxa «YoosnemeopumenvHoy CmMagUmMcs 6 ciyuae, eciu CMyOeHm
Haopan om 6 0o 10 b6annos

3. Oyenxa «Xopouto» cmasumcs 8 ciydae, eciu cmyoenm Haopan om 11 0o
15 6annos.

4. Oyenka «Omauunoy cmaeumcs, eciu cmyoewm Haobpanr om 16 oo 20
oannos.

7.2.7 I1acnopT O1lleHOYHBIX MATEPHAJIOB

Ne n/n Ne i/nn Ne /it Ne /it
Kon
KonTponupyemslie pa3zesnsl (TEMbI) HanmenoBanue
Ne i/ KOHTPOJIMPYEMO
JAUCHUITIIMHBI o OIICHOYHOI'0 CpCACTBA
1 KOMIICTCHIINU
1 Beenenne. OCHOBHbIE TIOHATHS B 00JIACTH VK-2, I[IK-2 TecT, 3amura
nHdopmanmonHoii ~ OeszomacHoctH.  Hambonee nabopaTopHbIX padoT,
pacmpocTpaneHHble yrpossl Ub. pacKpbITa TEMA B
KypcoBOH paboTe
2 3akoHonaTenbHbI ypoBeHb Ub. VK-2, I[IK-2 TecT, 3amura
1a0opaTOpHBIX PadoT,
packphbITa TEMa B




KypCOBOH paboTe

3 IIporpamMmmHO-TeXHMYeCKUH ypoBeHb obecnedenus|YK-2, [TK-2 Tecr, 3amuTa
Ub. Beenenue B kpunrorpaduto. Madpactpykrypa JIa60paT0pHBIX pa60T,
OTKpHITBIX KItoueii (Public Key Infrastructure PKI). pAacKphITa TEMA B
KypCOBOH paboTe
4 AJIMUHUCTPAaTUBHBIA U TMPOLENYPHBI ypOBEHBb YK-2, TIK-2 TecT, 3aluTa
obecneuenns Ub. nabopaTOpHBIX PadoT,

pacKpbITa TEMa B
KypCOBOH paboTe

5 Obecneyenne  GezomacHoctu — obpaborkn  uH-|VK-2, [TK-2 Tecr, 3amuTa
dopmaluy B PaclpeAeNeHHBIX BbIYUCIUTEIbHBIX 71a00paTOPHBIX padoT,
CHUCTEMaX. pacCKpbiTa TCMa B

KYpPCOBOM pabote

7.3. MeToauuecKkue MaTepuajibl, oONpeaessiioniie  MPoleaypPbl
OLICHUBAHUSA 3HAHMH, YMEHUH, HABBIKOB M (UJIM) ONbITA AeATEJIbHOCTH

TecTupoBaHue OCYyIIECTBISETCS, JIMOO TMpPU MOMOIIM KOMIIBIOTEPHOU
CHUCTEeMBbl TECTHPOBAHMS, JHMOO C HCIOJIB30BAaHHWEM BBIIAHHBIX TECT-3aJaHUN Ha
OymaxkHom Hocutene. Bpems tectupoBanus 30 MHMH. 3aTeM OCYIIECTBIISICTCS
IIPOBEPKa TECTa SK3aMEHATOPOM W BBICTABJISACTCS OIIEHKA COTJIACHO METOIUKH
BBICTaBJICHUS OLICHKU MPU IPOBEICHUH ITPOMEKYTOUYHOM aTTECTAIIUH.

Pemienne craHgapTHBIX 3a4a4  OCYIISCTBISACTCS, JIMOO TP TIOMOIIH
KOMITBIOTEPHOU CUCTEMBI TECTUPOBAHUS, JIMOO C MCIIOJIb30BaHNEM BBIJITAHHBIX 33144
Ha OymakHoM Hocutesne. Bpems pemenus 3amgad 30 MuH. 3aTe€M OCYIIECTBIISCTCS
MPOBEPKA PEHICHHS 3a/1a4 SK3aMEHATOPOM U BBICTABIIACTCSA OLCHKA, COTJIACHO
METOJMKH BBICTABJICHUS OLICHKU MPU MPOBEICHUHN TPOMEXKYTOUHOM aTTECTallUH.

Pemienne mnpukiIaaHbIX 3a7ad  OCYIIECTBISETCA, JHMOO TMpU TTOMOIIH
KOMIBIOTEPHOU CUCTEMbI TECTUPOBAHUS, JIMOO C UCTIOI30BAHNEM BbIJJAHHBIX 3a71a4
Ha OymakHoMm Hocutene. Bpems pemenus 3agad 30 MuH. 3aTeM OCYIIECTBISIETCS
MPOBEpPKA PEIICHMS 3a/1ad SK3aMEHATOPOM M BBICTABIIACTCSA OICHKA, COTJIACHO
METOJIMKH BBICTABJICHHUSI OIICHKH MPU MPOBEACHUM TPOMEKYTOUYHON aTTECTALINH.

3ammTa KypcoBOi pabOTHI, KypCOBOTO MPOSKTa WM OTYETa 10 BCEM BUJIaM
MPaKTHUK OCYIIECTBISICTCS COTJIACHO TpeOOBaHUSAM, NPEABSABISIEMBIM K padoTe,
ONMCAHHBIM B METOJAMYECKUX MaTepuaiax. [IpumepHoe BpeMs 3aluThl Ha OJHOTO
ctyneHTa coctaisier 20 MuH.

8 YYEBHO METO/IMUECKOE U UH®OPMAILIMOHHOE
OBECIIEYEHHUE JUCIUIIJINHBI)

8.1 Ilepeuenb yueOHOIl JHTepaTypbl, HEOOXOAUMOH ISl OCBOEHUS
THCHHUILTHHBI

1. Jlanonuna, 0. P. Ocnosbl cemesou beszonacnocmu:
Kpunmoepaguueckue auieopummsl U NPOMOKOIbL 63aAUMOOeUCmBUs & YuyeOHoe
nocoobue/ O. P. Jlanonuna ; noo pedaxyuei B. A. Cyxomnuna. — 3-e uzo. — Mockesa
. Uumepnem-Ynusepcumem Unghopmayuonnwvix Texnonoeuit (MHTYHUT), Aui Ilu Ap
Meoua, 2020. — 605 c. — ISBN 978-5-4497-0684-3. — Texcm : snekmporuwiil //
IPR SMART : [caum]. — URL: https://www.iprbookshop.ru/97571.html (0ama
oopawenus: 24.08.2021). — Pesicum oocmyna. 015 asmopusup. noiv3osamernel



2.  T'anamenxo, B. A. Ochogwvl unghopmayuonHoti 6ezonacnocmu : yuebHoe
nocobue / B. A. I'aramenxo. — 3-e uzd. — Mocksa : Uumepnem-Ynueepcumem
HUnpopmayuonnvix Texnonoeuti (MHTYUT), Au Ilu Ap Meoua, 2020. — 266 Cc. —
ISBN 978-5-4497-0675-1. — Texcm : onexkmpounvwiii // IPR SMART : [caim]. —
URL: https://www.iprbookshop.ru/97562.html (0oama obpawenusn: 24.08.2021). —
Peoicum oocmyna: ons asmopusup. nonvzosamernei

3. Adeoowun, C. M. Texnonocuu u npooyxmsi Microsoft 6 obecneuenuu
ungopmayuonHou 6ezonacnocmu : yyebnoe nocooue / C. M. Agdowun, A. A.
Cagenvesa, B. A. Cepowk. — 3-e uzd. — Mockea : HUumepnem-Ynusepcumem
HUnpopmayuonnvix Texnonoeuti (MHTYUT), Au I[lu Ap Meoua, 2021. — 431 c. —
ISBN 978-5-4497-0935-6. — Texcm : onexmpounwuii // IPR SMART : [caiim]. —
URL: https://www.iprbookshop.ru/102070.html (0ama oopawenus: 24.08.2021). —
Peoicum oocmyna: ons asmopusup. nonvzosamerei

4. bacanoesa, I'. B. Ocnosvl kpunmoepaguu :@ yuebnoe nocoodbue / I'. B.
bacanosa. — 3-e uzo. — Mockea, Capamos : Humepuem-Yuusepcumem
HUnpopmayuonnvix Texnonoeuti (MHTYUT), Au Ilu Ap Meoua, 2020. — 282 ¢c. —
ISBN 978-5-4497-0340-8. — Texcm : onexkmponnwiii // IPR SMART : [caim]. —
URL: https://www.iprbookshop.ru/89455.html (0oama obpawenus: 24.08.2021). —
Peoicum oocmyna: ons asmopusup. nonvzosamernei

5. Omanet opmuposanus modenu yepo3z u Mooenu HaApyuiumens
ungopmayuonnol Oe3onacHocmu ¢ Y4emom UBMEHEeHUll 3aKOHOO0amenbCmed
Poccuiickoii Dedepayuu : yuebrnoe nocooue / O. M. I'onembuosckas, M. FO. Pvimos,
K. E. lllunaxos [u op.]. — Capamosg : Byzosckoe obpaszosanue, 2021. — 265 C.
ISBN 978-5-4487-0791-9. — Texcm : anexmponnwviii // IPR SMART : [cauim]. —
URL: https://www.iprbookshop.ru/109162.html (0ama obpawenusa: 24.08.2021). —
Peoicum oocmyna: ons asmopusup. nonvzosamernei

8.2 Ilepeuenbr WHGOPMANMOHHBLIX TEXHOJOTHH, HCHOJb3yeMbIX NpPH
OCYLIEeCTBJICHMH 00pa30BaTe/JIbHOIO MpoLecca MO JAUCHUILIMHE, BKJINOYas
NepeYyeHb  JHUUEH3MOHHOI0  NPOIrPaMMHOIO  o0ecledYeHHsi, PecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAIMOHHOU ceTun «UHTEepHeT», COBpPeMEHHBIX
Npo¢ecCHOHANBHBIX 0a3 JAHHBIX 1 HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM:

— onepannonnas cucrema Windows 10, Windows 2008 Server;
— HuHTepHeT Opay3epsl: Yandex Browser, Google Chrome u npyrue;
— Oracle Virtual Box

9 MATEPUAJIBHO-TEXHMUYECKAS BA3A, HEOBXO/JIUMAS J1JI5
OCYHIECTBJIEHUSA OBPA30OBATEJIBHOI'O ITPOLIECCA

Texnuueckue cpedcmea:

Komnwromepnuiii knacc ¢ 8vixooom ¢ Mnmepuem.

Ha kascoom pabouem mecme — I10 Oracle Virtual Box.

IIpoexmop.

IIpoepammnoe obecneuenue:

Humepnuem opaysepor: Yandex-Browser, Google Chrome u opyeue

L NO T O



b.  Ilpoepamma LibreOffice; OpenOffice;.
c.  Ilpoepamma Adobe Acrobat Reader — cpeocmeo umenus snexkmponnbix
mamepuanos 6 popmame PDF.

10. METOAUYECKHUE YKA3AHUA AJIS1 OBYYAKOLIUXCS 11O
OCBOEHUIO JIUCIAIIJIMHBI MOAYJIA)

ITo mucrummmae «MHbOpMarmorHas 6€301macHOCTh U 3anTuTa HH(PpOpMAITUN
YUTAIOTCS JICKIIUH, TPOBOASATCS JabopaTOpHbIE PabOThI, BBIMOIHSIETCS KypcoBas
paborTa.

OCHOBOM M3y4Y€HHsS] JUCHUIUIMHBI SBIIIOTCA JIEKIWH, HA KOTOPBIX
u3JlaraloTcs HauboJee CylIeCTBEHHbIE U TPYAHbIE BOMPOCHI, a TAKXKE BOIPOCHI, HE
HaIIe/IIINe OTPAKEHUs B YUYeOHOU JIUTepaType.

JlabopaTopHbie pabOThI BBIMOJIHSIOTCS Ha JaOOpaTOPHOM 00OPYIOBAaHUU B
COOTBETCTBHUH C METOJAUKAMHU, MPUBEJAECHHBIMU B YKA3aHUSAX K BBIMOJHEHUIO PadoT.

Metonuka BBITIOJIHEHUS KYpCOBO paboThI M3J10KEHA B
y4eOHO-METOIMUYECKOM MOCOOUH. BBIMOJIHITE 3Tanbl KypcOBOW paOOThI TOKHBI
CBOEBPEMEHHO U B YCTAHOBJICHHBIE CPOKHU.

KoHTpons ycBoeHHMsi Marepuayia JUCHUILIMHBI MPOU3BOAMUTCS MPOBEPKOM
KYpPCOBO# pabOThI, 3alIUTON KypCOBOM pabOTHI.

By yueOHbIX 3aHATHIA J1esITeNIbHOCTh CTYIEHTA

Jlexuus Hanucanue ~ KOHCHeKTa — JIEKIUM:  KpaTKO,  CXEMaTH4HO,
MOCJIEZI0BATENbHO (PUKCUPOBATh OCHOBHBIE IOJIOKEHUS, BBIBOJIBI,
(bopMyaMpoBKH, 0000IIEHNS; TOMEYaTh Ba)KHbIE MBICIIH, BBIJICIAThH
KIJIFOYEBBIE CJI0BA, TepMHUHBL. [IpoBEepka TEpMHHOB, IOHATUH C
MOMOUIBI0  DJHUMKIIONEAWH,  CJIOBapei,  CIPAaBOYHUKOB  C
BBITIMCHIBAHUEM TOJIKOBAaHUW B TeTpanab. OOO3HAUYEHHE BOIPOCOB,
TEPMHMHOB, MaTepuasa, KOTOPHIE BBI3BIBAIOT TPYJHOCTH, IOMUCK
OTBETOB B PEKOMEHJYyeMOW JmTeparype. Eciin caMOCTOATENbHO HE
ynaeTcst pa3o0parbcsi B MaTepualie, He00XoIuMo c(hopMyIUpPOBATh
BOIPOC U 3a/1aTh MPENoJaBaTelto Ha JIEKIIMHU I Ha MPAKTUYECKOM
3aHATHH.

JlabopaTtopHas pabotra |JIabopatopHbie pabOTHl  TO3BOJSIOT HAYYUTHCS  MPUMEHSTH
TEOpPETUYECKHE 3HaHUs, IMOJYYEHHbIE Ha JIEKUMU TPH pelIeHUH
KOHKPETHBIX 3a7ad. YToObl Hambojee paloHAIBHO M TOJHO
UCIOJIb30BaTh BCE BO3MOXHOCTH J1a0OPATOPHBIX JUISl MOJTOTOBKH K
HAM  HEO0OXOJHMMO: ciemyeT — pazoOpaTh  JIGKIIMIO  TI0
COOTBETCTBYIOIIEH TeMe, O3HAKOMHUTCS C COOTBETCTBYIOIIUM
paszzenoM ydeOHuKa, MpopadboTaTh JOMOIHUTEIBHYIO JUTEPATypy U
WUCTOYHUKHU, PEIINTh 3a7auyd W BBHINOJIHHUTH APyTUe MHCHbMEHHBIE
3aIaHMSI.

CamocrositenbHas pabota [CamocTosTenbHas paboTa CTYJIEHTOB CIOCOOCTBYET TIiIyOOKOMY
YCBOEHHMsI ~ y4eOHOro  MaTepuasia M Pa3BUTHIO  HABBIKOB
camooOpazoBanus. CamocTtodTenbHas paboTa  MpeAnoiaraeT
CJIEIyIOIUE COCTABIISIOIUE:

- pabora c TekcTamMu:  ydyeOHUKaMH, CIPaBOYHHUKAMH,
JIOTIOJTHUTEILHON JINTEpaTypol, a Takke MpopaboTKa KOHCIEKTOB
JICKITUM;

- BBIIIOJIHCHUEC JOMAITHUX 3aI[aHHfI H pacyCToOB;,

- paboTa HaJ TEMaMH JUIsl CAMOCTOSATEILHOTO U3Y4EHUS;




- ywyactue B paboTe CTYICHYECKMX HayuYHBIX KOH(EpeHIIHA,
OJIMMITHAT;
- IOJITOTOBKA K MPOMEKYTOYHOM aTTECTAINH.

IToaroroBka x
IIPOMEKYTOYHOU
aTTeCcTalllu

I'otoBuTHCS K IIPOMEKYTOUHOU aTTecTauuu cienyer
CUCTCMATUYCCKU, B TCYCHHUC BCCTO CCMCECTpaA. NuTencuBHas
MOATOTOBKA JIOJKHA HAYaTbCsl HE MO3JHEE, YEM 3a MECSIL-II0JITOpa
JI0 IPOMEXKYTOUHOM arrectaiuu. JlaHHbIe Iepes] 3a4€TOM € OLIEHKOMN
Tpu JHS 3(QeKTUBHEE BCErO0 HCIOJb30BATh MJIsi MOBTOPEHUS U
CHUCTEMAaTU3alMU MaTepHUaIa.




