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1. HEJIA A 3AJAUYN JTUCHUITJINHBI
1.1. Hean pucuMninHbI

HCJ’IBIO JUCHHUIIIIMHBI ABJISACTCA 06yquI/Ie IIpUHOUIIaAM TIIOCTPOCHUA U
9KCILTyaTalu Pa3/IMYHbIX TCICKOMMYHUKAIIMOHHBIX ceTell M CHUCTEM 3a CUeT
HN3Yy4YCHUSI COBPCMCHHBIX TCJIICKOMMYHUKAIWMOHHBIX TEXHOJIOTUM U TEXHUYECKHUX
CpCACTB.

1.2. 3axaun ocBOeHUSA TUCIUILIHHBI

1)  H3ydeHue mMojneneit B3aMMOCBSI3H OTKPBITBHIX CHCTEM;

2)  U3yueHuwe COBpPEMEHHBIX TEICKOMMYHHKAIIMOHHBIX TEXHOJOTUH H
IPOTOKOJIOB MPUMEHSEMBIX HPU MOCTPOCHUU TEIEKOMMYHHUKAIIMOHHBIX CETEH U
CHCTEM,;

3) U3yyeHHe COBPEMEHHBIX TEXHHUYECKUX CPEACTB, MPUMEHSEMBIX MPU
MOCTPOCHUH TEIIEKOMMYHHUKAITMOHHBIX CETEH U CUCTEM;

4)  OOyueHue MeETOJaM KOMITBIOTEPHOTO MOJICITUPOBAHHUS PaOOTHI
TEJIEKOMMYHHUKAIIMOHHBIX CETEH U CUCTEM.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII

Jucnnmumaa «CeT W CHUCTEMBI Tnepenadyd WH(OpMalnumy» OTHOCHTCS K
MUCHUIUIMHAM 00s13aTenbHOoN yacTt Oyoka b1.

3. IEPEYEHD IVIAHUPYEMBIX PE3YJILTATOB OBYUEHUS 110
TV CIMTIIAHE

IIponecc wu3yyenunsa gucuumuiiHbel «CeTH M CHCTEMBI  Iepelayu
uH(popMaIuu» HanpasiieH Ha (POPMUPOBAHUE CIAEAYIOIIMX KOMITETEHIIUMN:

OIIK-9 - Crnocoben pemiath 3amaud MpoheCCHOHAIBHOM NESTEIBHOCTH C
Y4E€TOM TEKYIIEro COCTOSHHMS W TEHJAEHUMH pa3BUTUS HMHPOPMALMOHHBIX
TEXHOJIOTUM, CPEICTB TEXHUYECKOM 3aluThl HMH(OpMALUMU, CETel U cucreM
nepeaaun nHopMaIuy;

Pe3yabTarbl 00yueHns, XapaKTepu3ylomue

Komnerenuus
¢popMHUPOBAHHOCTH KOMIIETEHIIMH

OIIK-9 3HATh TEKYIIEE COCTOSIHUE U TEHJCHIIMU PA3BUTHS
MH()OPMAITMOHHBIX TEXHOJIOTUN B CETSAX Mepelaun JaHHBIX

YMETh aHAJIM3UPOBATb OCHOBHBIC XaAPAKTCPHUCTUKHU U
BO3MOXHOCTH TCIICKOMMYHHUKAIITMOHHBIX CUCTCM

BJIa/IETh KOMaHAaMU UHTEpdeiica KOMaHAHON CTPOKH JJIst
ONEPALMOHHBIX CHCTEM CETEBBIX YCTPONCTB




4. OB BEM JUCHUIIJINHBI

O6HIa}I TPYAOCMKOCTh JAHUCHUILIMHBI «CeTH W CHCTEMBI nepeaain
nH(pOpMaIm» COCTaBIISIET 6 3.€.
Pacnpez:eneHHe TPYAOCMKOCTH JUCHUIIIIMHBI I10 BUJaM 3aHITUU
ouyHasi popma o0yueHust
. Bcero CemecTpbl
Buapl yueO6HOM paboThI
4acoB 7 8
AyAUTOpPHBIE 3aHSATHSI (BCET0) 144 72 72
B Tom uncae:
Jlexumm 72 36 36
JlabopaTtopusie pabotsl (JIP) 72 36 36
CamocrosiTeibHas padboTa 36 18 18
KypcoBoii npoexkt + +
Yackel Ha KOHTPOJIb 36 - 36
Buabel npomMeKyTOYHOM aTTeCTalNH - + + +
9K3aMCH, 3a4€CT
OO6m1ast TPy 10€MKOCTb:
aKaJIEMUYECKHE Yachl 216 90 126
3a4.e]. 6 2.5 3.5
5. COAEP KAHUE JUCIHUAIIJIMHBI MOAYJIA)
5.1 Copepxkanue pa3aesioB IMCUMIUVIMHBI M pacnpejaesieHue
TPYAOEMKOCTH 110 BUAAM 3aHATHH
ouHasi popma o0yueHust
Ne JIab. Bcero,
W HaumenoBanue TeMbl Copeprxkanue pazjena Jlekn sam. CPC wac
1 | OcHoBeI ceTeil ¥ cucTeM | DBOJOLMS KOMIIBIOTEPHBIX CETEH, OOIIHE MPHHIIUIIBI
nepenayn “HGOpMaUK MOCTPOCHHS TEICKOMMYHHKAIIHOHHBIX CETeH,
KOMMYTAIlHsl KaHAJIOB U TTAKETOB, apXUTEKTYPA,
o 12 12 6 30
CTaHJapTHU3ALHS U KIIACCU(HKALUS CETeil, CeTeBbIe
XapaKTEePHCTHKH, METO/IBI 00ECIIeUeHHs KadecTBa
00CITy)KHBaHUS
2 TeXHOIOTHH JIMHWH CBA3H, KOAUPOBAHNE U MYJIbTHILICKCHPOBAHNE
(uU3MYECKOro YPOBHS | JaHHBIX, OECIIPOBOIHAS TIepeiada JaHHbIX, IEPBUYHbBIC 12 12 6 30
CeTH
3 | TexHomoruu JOKAIBHBIX | TeXHOIOTMH JIOKATBHBIX CETCH Ha pas3aensieMoil cpeae,
KOMITBIOTEPHBIX ceTeil | koMmmyTHpyemblie ceTr Ethernet, oTkazoycToH4nBOCT 12 12 6 30
W BUPTYaJIH3aIHsl JOKAIBHBIX CeTel
4 | Texuomoruu rnobansHEIX | Anpecarms B cTeke mpotokosoB TCP/IP, mpoTokois
KOMIIBIOTCPHBIX ceTei MECKCETEBOT'O BSaHMOﬂeI}’ICTBI/Iﬂ, IIPOTOKOJIbI
tpancroptHoro ypoBust TCP u UDP, npoTokosnsl 12 12 6 30
MapumpyTusalnum, opranu3anus U yCJIyru TJ100aJbHBIX
cereit, TexHogorust MPLS
5 CeteBble HNupopmanmonnsie cayx0s1 IP-cetelt, cereBast
WH)OPMAIOHHEIE (aiinoBas ciyx0a, ciryx0a ynpaBJIeHHS CEThIO, 12 12 6 30
CITYKOBI
6 be3omacHoCTh TeXHONOTUH ayTeHTU( UKL, aBTOPU3ALINH 1
KOMITBIOTEPHBIX CETeH | ympaBieHHs! TOCTYIIOM, TEXHOJIOTHH O€30MacHOCTH Ha 12 12 6 30
ocHoBe (unbTpanyu tpaduka, aTaku Ha
MH(PACTPyKTYpy
Hroro| 72 72 36 180




5.2 Ilepeyennb 1adopaToOpHBIX padoT

JIabopatopnas padota Nel «Cisco IOS»

Jlabopatopnas pabota Ne2 «Command Line Interface»
Jlabopatopnas pabota Ne3 «uTepdeiic n kademn
Jlabopatopnas pabota Ned «ARP u CDP»

Jlabopatopnas padota Ne5 « VLAN 802.1Q»

Jlabopatopnas pabota Ne6 « VTP u DTP»

Jlabopatopnast pabota Ne7 «STP»

JlabopaTtopHas pabota Ne8 «ArperupoBaHue»

JlabopatopHas pabota Ne9 «IPv4»

JIabopatopHas padota NelO «Mapupytuzanus mexay VLAN»
Jlaboparopnas padota Nel1 «DHCP»

JlabopatopHas pabota Nel2 «CraTudeckasi MapIipyTH3ALHSD)
Jlabopatopnas pabota Nel3 «RIP»

JlaGoparopnas padota Nel4 «EIGRP»

JlaGoparopnas padota Nel5 «OSPF»

JlabopatopHas paborta Nel6 «BGP»

JlaGoparopnas padota Nel7 «DNS»

Jlabopatopnas padota Nel8 «NAT»

Jlaboparopnas padota Nel9 «Wi-Fi»

JlaGoparopnas pa6ota Ne20 «VolP»

6. MIPUMEPHASA TEMATHUKA KYPCOBBIX IPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT

B coorBerctBMM ¢ y4eOHbIM IUIAHOM OCBOEHHE  JAMCLMILIMHBI
IpeyCMaTpUBAeT BBHIMOJIHEHHE KYpPCOBOIO MpOEKTa B 8 cemecTpe Uid O4YHOM
dbopmbl 00yUEeHHUS.

[IpumepHass TemaTtuka KypcoBoro rmnpoekra: «Pa3paboTka Mozaenu
KOMIBIOTEPHOM  CeTM  C  NPUMEHEHHEM  TEXHOJIOTUH  KOMMYTalluH,
MapuIpyTU3alnu, 0eCIPOBOAHOTO JOCTYTIa

3amaun, pemaeMble MPH BBITTOJHEHUN KypCOBOTO MPOEKTA:

3anauu, pemaeMble MpU BBITTOJIHEHUH KypPCOBOTO MTPOEKTa:

* [Toctpoenue rpada KOMIBIOTEPHOU CETH;

* Pa3zpabotka miana [P-mapmpyruzanuu;

» GopmupoBaHue TaOIUI] MapLIPYTU3AIUY;

* Hactpoiika 6ecipoBOIHOTO AOCTyNa K CErMEHTY KOMITbIOTEPHOU CETH.

KypcoBoii mpoekT BktO4aeT B ce0s TIpauyecKyr 4acThb W PaCUETHO-
NOSICHUTENBHYIO 3aIUCKY.

7. OUEHOYHBIE MATEPHAJIBI LIS IPOBEIEHUS
MPOMEKYTOYHOM ATTECTALIMM OBYYAIOILMXCS MO
TV CHUTLIAHE



7.1. Onucanue noka3sareJieil 1 KpuTepueB OLEHNBAHUS KOMIIETEHIMH
HA Pa3jIMYHBbIX dTanax ux GopMupoBaHusl, ONMUCAHUE IKAJ OLEHUBAHUS

7.1.1 Tan Tekymero KOHTPOJIA

PCBYJILTaTBI TCKYIICI'O KOHTPOJIA 3HAaHUHA M MEKCECCHUOHHOM aTTcCTalun
OLICHUBAIOTCA 110 CJ'IQI[YIOHIGﬁ CHUCTCMC:

«aTTCCTOBAHY,

«HE€ aTTCCTOBAH).

PesyabTarsl
Komme- 00yHenus, Kpurtepuu
— XapaKkTepusymoumue P — ATTecTOBaH He aTTecroBan
¢popMHUPOBAHHOCT
b KOMIETEHIHHU

OIIK-9 3HATh TEKYIIIEe OO0yuaromuiicst 3HaeT Brinonnenune Hesobinonnenue
COCTOSTHUE U TEKyIllee COCTOSTHUE U paboT B CPOK, paboT B CpOK,
TEHICHIINH TEH/ICHIINY PA3BUTHUS | TIPEIyCMOTPEHHEI |IPEAYCMOTPEHHBI
pa3BUTHSA MH(pOPMaITMOHHBIX i B pabounx i B pabounx
WH(OPMAIMOHHBIX |TEXHOJOTHI B CETAX porpaMMax porpamMmax
TEXHOJIOTHI B CETAX |mepeayn TaHHbIX
nepeaayn JaHHbBIX
YMETb OOyuaromuiics ymeeT Bremmonnenue Hesbimonnenue
AHAIN3UPOBATH aHAJIM3UPOBATh paboT B CPOK, paboT B CpOK,
OCHOBHBIE OCHOBHBIE PEyCMOTPEHHBI |IPEAYCMOTPEHHBI
XapaKTePUCTUKU M [XapaKTEpUCTUKA U i B pabounx i B pabounx
BO3MO>KHOCTH BO3MOYXHOCTH mporpammax mporpaMmax
TEJIEeKOMMYHHUKAINO [TeIeKOMMYHUKALIMOHH
HHBIX CHCTEM BIX CHCTEM
BIIAJIETh KoMaHaMu |O0ydarommiics Brinosinenue Hespimonnenue
uHTepdeiica BIIaJIeeT KOMaH/AaMu paboT B CpOK, paboT B CpOK,
KOMaHJHOM CTPOKHU [MHTepdeiica MIPEyCMOTPEHHBI | TTPETyCMOTPEHHBI
JUTSL OTIEPALIMOHHBIX |KOMAaHIHOM CTPOKH JUIs| ¥ B paboumx it B paboumnx
CUCTEM CETEeBBIX OTIEPAIMOHHBIX CHCTEM |  TpOTrpaMMax nporpamMmax

YCTPOMCTB

CETEBBIX YCTPONCTB

7.1.2 ITan npoMe:KyTOYHOT0 KOHTPOJIS 3HAHUI

Pe3ynbTaThl MpOMEKYyTOYHOTO KOHTPOJS 3HAHWM OIEHWBAKOTCA B 7/, 8
ceMecTpe JIJIsi OYHOM (OpMBI OOYUEHHS IO JBYX/4EThIPEX0aNIbHON CUCTEME:

«3a4TCHO»

«HE 3aYTCHO»

Pe3yabTaTnl
o0yueHust

Komme- y ’ Kpurepuu

XapakTepusywlime 3aureHo He 3auTeno
TeHI s OlleHUBAHUS

copMHPOBAHHOCT

b KOMIIETeHIIMH
OIIK-9 3HATh TEKYILleEe Tect Brinosninenue Beinosinenue

COCTOSIHHEC U

tecta Ha 70-100%

menee 70%




TEHICHIINN
pa3BUTHSA
nH(}pOpPMaITMOHHBIX
TEXHOJIOTHH B CETIX
nepeayu JaHHbIX

yMEThb
aHaJIU3UpPOBATH
OCHOBHBIE
XapaKTEPUCTUKU U
BO3MOKHOCTH
TEJIEKOMMYHUKAINO
HHBIX CHUCTEM

Pemenne craHgapTHBIX
IIPAKTUYECKHX 3a/1a4

IIponemoHcTpUpPO
BaH BEPHBIN X011
perieHus B
OOJIBIIINHCTBE
3a7a4

3amauu He
pEIICHBI

BJIA/ICTh KOMaHaMH
uHTepdeiica
KOMaH/THO# CTPOKH
JUIsL ONIePaIIMOHHBIX
CHCTEM CETEBBIX

Pemenue npukinaaHbIx
3a/1a4 B KOHKPETHOU
npeaMeTHOH o01acTu

[IponemoucTpupo
BAaH BEPHBIN X011
pelieHus B
OOJBIINHCTBE

YCTPOMCTB

3a1a4

3amaun He
pelIeHbI

1581071
«OTIUYHOY,;
«XOPOIIIOY;

«YJOBJIETBOPUTEIBHOY;
«HEYIOBJIETBOPUTEIILHOM.

Komme

TCHIUSA

PesyabTarsl
o0yueHusi,
XapaxkrTepusy
oume
copmupoBan
HOCTh
KOMIIETCHIH U

Kpurepun
OlLleHUBAHMS

OT1anuno

Xopowo Yaosi.

Heynos..

OIIK-9

3HATh TEKYILIEEe
COCTOSTHUE U
TCHICHITUH
pa3BUTHS
nH(pOpMaLIOH
HBIX
TEXHOJIOTHH B
CeTsX
nepenayu
JIaHHBIX

Tect

Brinonnenu
€ TecTa Ha
90- 100%

Brinonnenue
tecta Ha 70-
80%

Brinonuesun
€ TecTa Ha
80- 90%

B Tecte
meHee 70%
MpaBUJILH
BIX
OTBCTOB

yMeTh
aHATM3UPOBAT
b OCHOBHbIE
XapaKTepUCTH
KU U
BO3MOYKHOCTH
TEJIEKOMMYHUK
aIlMOHHBIX
CHCTEM

Pemenue
CTaHIAPTHBIX
MPAKTUYECKU
X 3amad

3amaun
pEIICHBI B
IIOJIHOM
o0BeMe U
MOJTyYEHBI
BEpHBIC
OTBETEI

IIponemoHc
TPUPOBAH
BEPHBIN X0
pelieHns
BCEX, HO HE
MOJIy4EH
BEPHBII
OTBET BO
BCEX

IIponeMoHcT
pUpOBaH
BEPHBIN X0
peuieHus B
OOJIBIIMHCTB
€ 3aJ1a4

3agaun He
pelIeHBI




3agavax
BJIAJIETh Pemenue 3anaun | [Iponemonc | IIponemonct | 3anaun He
KOMaH/JaMH  |OPUKJIAJHBIX | PEIIeHBI B | TPUPOBAH pHUpOBaH peIICHBI
uHTepdeiica  [3amau B IIOJIHOM | BEPHBIN XOJ | BEpHBIN X0/
KOMaH/JHOW  |KOHKpETHOW | oObeMe M | pemlIeHHs | pEelIeHUs B
CTPOKHU IJId HpeIIMCTHOfI IMOJIYYCHBI | BCCX, HO HC OOJIBIINHCTB
OIIEpaAIOHHEI |00J1acTh BEpHBIC HOJTy4YeH e 3a71a4
X CUCTEM OTBCThI BepHBIﬁ
CETEBBIX OTBET BO
YCTPOMCTB BCEX
3ajaqax
7.2 TlpuMepHblii mnepevYeHb OIEHOYHBIX CpPeACTB (TUIOBLIE

KOHTPOJIbHbIE 3aIaHUsI WJIH HHbIE MaTepHaJibl, HE00X0UMbIe
3HAHUI, YMEeHUI, HABBIKOB H (MJIH) ONBITA 1eSATEJILHOCTH)

AJHA OICHKH

7.2.1 TlpumepHbIiii 3aJaHN il

TeCTHPOBAHUIO

IEePEeYCHb AJISA NnNoArOTOBKH K

1. Kakue w3 cpopMynHpOBaHHBIX CBOWCTB COCTAaBHOIO KaHaja BCErna
COOTBETCTBYIOT JIEMCTBUTEILHOCTH:

a) JaHHbIC, TMOCTYNUBIINE B COCTAaBHOU
BBI3bIBAEMOMY A00HEHTY 0€3 3a1epKEK U IOTEPB;

0) cocTaBHOM KaHaJ 3aKperuisiercsd 3a JByMs aOOHEHTaMH Ha MOCTOSHHOMN
OCHOBE;

B) KOJMYECTBO 3JEMEHTAPHBIX KaHaJIOB, BXOJAILIMX B COCTAaBHOM KaHal,
MEXy IByMsi aDOHEHTaMH PaBHO KOJMYECTBY MPOMEKYTOUHBIX Y3JIOB ILTIOC 1;

I') COCTaBHOM KaHaJl MMEET MOCTOSIHHYIO U (PUKCUPOBAHHYIO MPOITYCKHYIO
CHIOCOOHOCTh Ha BCEM CBOEM MPOTSHKEHUU.

KaHall, JOCTaBJIAIOTCA

2. Kakoro ypoBHS B H€papXxuu CeTel He CylIeCTByeT?
a) Snpa;

0) Pactipenenenus;

B) [llupoxoBeuianus;

r) Jloctyna.

3. Ilpu KakuX yCIOBHSX B KOMMYTAaTOpax CETH C KOMMYTAIlMEH MMaKeTOB
JIOJKHA OBITH MpeycMoTpeHa O0ydepuzanms?

a) KOIjJa CpeaHsisi CKOPOCTh IMOCTYIUIGHHMSI JaHHBIX B KOMMYTATop
IPEBBIIIAET CPEIHIOI0 CKOPOCTh UX 00paOOTKH KOMMYTAaTOPOM;

0) Bcerna;

B) €CJIM TAKEThl UMEIOT OOJBIIYIO JJIMHY;

T') €CJIM MPOIYCKHAasi CIOCOOHOCTh CETH HUKE CyMMapHON MHTEHCHUBHOCTH
UCTOYHHUKOB TpaduKa.

4. Kaxkoii u3 ypoBHeut moaenu OSI paznenieH Ha ABa MOAYPOBHS?



a) Ou3nuecKuii;
0) KananbHblIi;
B) CereBoii;

r) [IpuknagHoii.

5 Kaxkoit Tum VLAN paboTaeT ToibKO B Iipesiesiax KommyTaropa?
a) Ha 6aze MAC-anpecos;

6) Ha 6a3e moptos;

B) Ha ocHOBe MeTOK;

r) Double VLAN.

6 Hcnosp30BaHME KakoOro MeToJa MOMOraeT OOHApYKUBaTh KOJUIM3UU B
oecnpoBoanbix ceTsax (IEEE 802.11a, 802.11b u 802.11g)

a) CSMA/CD

0) CSMA/CA

B) JI1000ii U3 epeynCIeHHbIX;

r) Hu ogus U3 nepedncieHHbIX.

7 Kakoi mpOTOKOJI HE ABJISETCS MPOTOKOJIOM MapIIpyTU3AIUN?
a) RIP;

0) SNMP;

B) OSPF;

r) IS-IS.

8 Yro o3nauaet ab6peBuarypa EDR?

A) Epic Delay Reduction (snmuyeckoe COKpallleHUE 3aIepKKh) —
TCXHOJIOI'MA, YCKOPAIOIIad HauoOoJiee JJINTCIIBbHBIC OIICpAllnn

B)  Oto Tukep kpunroBamorsel E-Dinar Coin

B) Endpoint Detection and Remediation — oOHapykeHHEe arak Ha
paboyuX CTaHIMSIX U IPUHATUE KOPPEKTUPYIOIIUX MEP

I')  Endpoint Detection and Response — oOHapy»keHHe aTak Ha paboYnx
CTaHIUAX U pCarupoOBaHUC HA HUX

9 Artaka, mpu KOTOpPOW JKEpTBAa CUMTAET, YTO pabOTaeT HAMPSIMYIO C
JIOBEPEHHBIM CalTOM, HO Ha caMOM Jejie Tpaduk MPOXOJUT Yepe3
MIPOMEKYTOUYHBIN Y3€] 3JI0YMBIIUICHHUKA, KOTOPBIA MOJIYYaeT BCE OTIPABIISIEMBIE
MIOJIb30BATEJIEM TAHHBIE, HA3bIBACTCS:

A) Yenosek mocepeauHe

b) [logmena DNS

B) Ilymuur

I') CounanbHas HHXKEHEPUS

10 Araka, HampaBJICHHas Ha CO3JaHHE MOMEX WJM IOJHYK OCTaHOBKY
paboThl BeO-caiiTa Win APYroro CETEBOro pecypca, Ha3bIBAeTCs:
A) Ataka c moameHoit DNS



b) DoS-araka
B) POS-araka
I') Hoax

7.2.2 TlpumepHblii nepedyeHb 3aJaHMH Uil pellleHUs CTAHAAPTHBIX
3aga4

BriGepuTte Tonosioruo nepenayu JaHHbIX:

+3Be3na

[[InpokoBemaTeNbHbIE CETU

Kycer

Ceru nepeaauu oT y3Jia K y31y

KommproTepHas ceTb He IPUMEHSCTCS JIIS:
O6paboTKH 6OJBIINX 00BEMOB JaHHBIX
3aImuThl THTCPHET-KaHala CBSI3U
ObecrieueHUs CBSI3H MEXKITY COTPYTHUKAMHU
XpaHeHus nHGOpMaIuu

CoBMECTHOTO MCITOJIb30BAaHHUS PECYPCOB
OrpaHHYeHUs JOCTYIIA K CEKPETHRIM (haiiaam
+11oBBINIEHUS HAJCKHOCTH PAOOTHI MPOTPaMM
DKOHOMUU CPEICTB

Moaem — 3T10:

Bricoko-npon3BOANTENBHBIN KOMITBIOTEP C OOJIBIIUM O0BEMOM MaAMSITH;

YerpoiicTBo ju1s mpeoOpazoBanus nu¢ppoBoit nHGOpMAIIUK B aHAJIOTOBYIO;

YerpoiicTBo ju1s mpeoOpa3oBaHus aHAJIOTOBOM MH(GOpMaluu B IIU(POBYIO;

+¥YcTpoiicTBO 715t TpeoOpa3zoBaHus U(PPOBOH MH(DOPMAIUU B aHATIOTOBYIO
U 00paTHO.

Cawmpblil HUKHUN ypoBeHb Mogenu OSI
[lepenaun naHHBIX

+@usnyeckui

YPpOBEHb NpEICTABICHUS
[TpukiagHon

TpaHcnOpTHBIN

CeaHcoBblit

CereBont

YpOBEHB IIPECTABIECHNUS 3aHUMAETCSA

+CHHTaKCHUCOM U CEMAaHTUKOMN NepesaBaeMoil nHpopmanuu
JlocTOBEpPHOM NEpenaden TaHHbIX

CopepxuT HaOOP NPUKIATHBIX IPOTOKOJIOB

Mogaens OSI:
OmnuckIBaeT CIIy)0bI TPOTOKOJIOB, HCIIOIh3YEMbIE Ha KaXKIOM YPOBHE



+Onpenenser 4To JOKEH JIeiaTh KaXAblii YpOBEHb

[IInpokoBemnaTeIbHbIE CETH

+O0beMHEHBI B MAPKEPHOE KOJIBIIO

CoctoAaT u3 60JIBIIOT0 KOJIMUECTBA COSAMHEHHBIX TTap MaIlluH

CocToAT W3 HECKOJIBKUX CEeTel COCIMHEHHBIX MEXKIy CO00H MocTamMu H
KOMMYTaTOpaMH

OOJafaroT eIMHBIM KaHAJI0M CBSA3H

KitroueByro posib B TPaHCIIOPTHOM YPOBHE UTPAET
VYmpaBiieHue Kagpamu

VYnpaBneHrne nOTOKOM

+¥YmpaBieHue nakeramu

[IpukiagHOM YypOBEHB

+IlonnepxxuBaet padory TCP/IP
3aHumaeTcst nepeHocom ¢Gaision
Ilepenaet 3nEKTPOHHYIO OUTY
OcymectBisgeT TeaeOHHYIO CBA3b
O6ecnieunBaeT MapIIPyTU3AIUIO MAKETOB

YpoBeHb nepeaaun JaHHbIX
+IlepenaeT naHHBIE CETEBOMY YPOBHIO 0€3 UX WU3MEHEHHUS
OOpabatbIBaeT JaHHbIE, UCIIPABIISIS HEOOHAPYKEHHbIEC PaHee OLIMOKU

Kaxkoii yposenp moxaenu OSI opranusyer ceaHc cBsizu (YCTaHOBJICHHE,
NoJAJIep)KKa M 3aBEpIICHHE ceaHca) Mexay aboHeHTamu depe3 ceTb. OH
MpelHa3HAYeH Il CUHXPOHU3alUM OOMEHa [aHHBIMH Ha YPOBHE KPYITHBIX
nopuuii “HGoOpMaInu, A1 OpraHu3aIuy Jraiora (BbIOpaTh OAUH U3 BAPUAHTOB).

+CceaHCOBbIN

KaHaJIbHbBIN

bu3uIeCKHiA

NPUKIIATHON

Kakoi1 yposens moaenu OSI onpenensier 3JIeKTpUYECKUue, MEXaHUYECKUE,
GyHKIIMOHATIBHBIE M TPOIEAYpPHbIE MapaMeTpbl s (QU3NUECKON CBSI3UM B
cuctemMax. OH BBINONHSAET CONPSDKEHHE CO CpeAod mepenayd JaHHBIX M
MPEeIOCTaBIsAET KaHATIbHOMY YPOBHIO BHUPTYaJbHBIM KaHaj AJisl Ieperayd OUTOB
(BBIOpaTh OJIMH U3 BAPUAHTOB).

CEaHCOBBIN

KaHAJIbHBIN

+duznueckuii

MPUKJIATHON

Kakoii ypoBenbp momenu OSI ompenensier HabOp MNpHUKIAIHBIX 33744,



peanu3yemMbIXx B JaHHOW CETH, W BCE CEPBUCHBIE DOJEMEHTHI I WX
BbINIOJIHEHHUS. Ha »TOM ypoBHE TMOJB30BATENI0 MPEIOCTABISETCS — yKe
nepepadbotanHasi nHGpopmarus (BbIOpATh OJIMH U3 BAPUAHTOB).

CEaHCOBBIN

KaHaJIbHBIN

bu3nIecKuit

+IpUKIIaTHON

Kak Ha3bIBaeTCsl HaACKHBIM MPOTOKOJ C YCTAHOBJICHHUEM COCTUHEHHS: OH
yIpaBIseT JIOTUYECKHMM CEaHCOM CBS3M MEXAY MpoleccaMu M 00ecreynBaeT
HAJCKHYIO JOCTaBKY MPHUKIATHBIX JAHHBIX OT MpoIecca K mporeccy (BbIOpaTh
OJIMH U3 BapUaAHTOB)

+TCP (Transmission Control Protocol - mpoTokon KOHTpoJIs iepeaayn)

UDP (User Datagram Protocol, mpoToKoJ1 101s30BaTeIbCKUX AeHTarpaMm)

ICMP (Internet Control Message Protocol, Ilporokon VYmnpansrommx
CooOmenuit UntepHeT)

ARP (Address Resolution Protocol, [Ipotokon pacno3HaBanus ajapeca)

Kakoit mnportokon wucnoib3yercs JauOO0 TIPU TMEPEChUIKE KOPOTKHUX
COOOIIICHM, KOT/la HaKJIaJIHbIE pPacxXojbl Ha YCTAaHOBJICHHWE CEaHCAa U MPOBEPKY
YCTIEIIHOW JIOCTaBKM JaHHBIX OKAa3bIBAIOTCS BBINIC PACXOJI0OB Ha IOBTOPHYIO
(BBIOpATh OJIMH W3 BAPUAHTOB).

TCP (Transmission Control Protocol - mpoTokost KOHTPOJIS TepeIayun)

+UDP (User Datagram Protocol, mpoTOokos  MOJb30BATEIbCKUX
JerTarpaMm)

ICMP (Internet Control Message Protocol, IIpotokon VYmpansronux
CooOmenuit UntepHeT)

ARP (Address Resolution Protocol, [Ipotokon pacro3naBanus aapeca)

Kakoii mnporokon sBusercss HeoTheMieMoM wyactbto IP-momyns. On
o0OecrieynBaeT OOpaTHYIO CBsi3b B BUJE JAUATHOCTUYECKUX COOOIICHHIA,
MOCHIJIAEMBIX OTIPABUTENIO MTPU HEBO3MOXKHOCTH JOCTABKU €T0 JeUTarpaMMbl U B
JIPYTUX ciiydasx (BbIOpaTh OJIUH W3 BAPUAHTOB).

TCP (Transmission Control Protocol - mpoTokos1 KOHTPOJIS TepeIayun)

UDP (User Datagram Protocol, mpoTokoJ moyib30BaTENbCKUX ACUTArpamMmm)

+ ICMP (Internet Control Message Protocol, IIpotokon Ymnpapstomux
CooOwenuit UntepHer)

ARP (Address Resolution Protocol, ITpoTokos pacrio3HaBanus ajpeca)

Kaxoit mpoTokon npennasHaden s npeoodpaszoBanus [P-angpecoB B MAC-
anpeca (BbIOpaTh OIMH U3 BAPUAHTOB).

TCP (Transmission Control Protocol - mporokon KoHTpoIIs Tiepeaayn)

UDP (User Datagram Protocol, mpoTokoJ mojib30BaTeIbCKUX AeHTarpamm)

ICMP (Internet Control Message Protocol, IIpotokon VYmpamnstomux
Coo6mennii UntepHer)



+ARP (Address Resolution Protocol, IIpoTokon pacno3HaBanus aapeca)

Cnyx06a puHamuueckoro HasHaueHus [P-aapecoB (BeIOpaTh OIWH U3
BApUAHTOB).

+DHCP

DNS

WINS

PROXY

Cnyx6a oOecneunBaeT BBIXOJ B VMHTEpHET HECKOJBKHX KOMITBIOTEPOB C
onHuUM peanbHbIM [P aapecom u kemmpoBaHue MHGOpPMAIMU, K KOTOPOU OBLIO
oOpaiiieHue.

DHCP

DNS

WINS

+PROXY

7.2.3 IlpumepHblii mnepevyeHb 3aJaHUH Ui PpelleHUs] NMPHUKJIATHBIX
3ajay4

KopnopatuBHasi ceTb uCHOJB3yeT aapeca kiacca B W goipkHa
obecnieunBath kak MuHUMYyM 1000 moxcereit ¢ 60 KOMIbIOTEpaMU B KaxOM.
Kaxkast u3 npuBe1IeHHBIX MACOK JJIsl 3TOr0 MOJIXOAUT?

255.255.128.0.

255.255.240.0.

255.255.255.128.

255.255.255.192.

255.255.255.224.

Kakue Tpu u3 mpuBeneHHBIX aApecOB SIBISIOTCS KOPPEKTHBIMHU aJpecaMu
X0cTOB (public) mpu ucnonbp3zoBaHuU Macku 255.255.255.248?

196.123.44.190;

192.15.24.104;

223.168.10.100;

220.169.100.45;

192.168.01.87.

Mapuipytuszarop nojyvyaet MMaKkeT c azpecom Ha3HAYECHHUS
172.16.59.179/22. Kakoit moACETH ITOT MaKeT apecoBaH?

172.16.56.0/22;

172.16.59.0/22;

172.16.48.0/22;

172.16.32.0/22;

172.16.56.48/22.

Ucnone3ytorca [Pagpeca kimacca C. Macka mojcetd 3auMCTBYET JUIst



NpeCTaBlICHUs HOMepa moiceTn 4 OuTa. YKaXuTe IUama3oH KOPPEKTHBIX
a/IpecoB XOCTOB, IPUHAJIEKAIINX [TOCIIEIHEN TOACETH?

¢ .225 mo .239;

¢ .225 o .254;

¢ .241 no .254;

¢ .241 mo .255;

¢ .240 no .255.

Kakyto MacKy moAceTH Hy»KHO MCHOJIb30BaTh B CETH C aapecoMm 172.24.0.0,
yTOOBI 00ecneunTh aapecannto 510 KOMIBIOTEPOB B KaXA0W MOACETH?

255.255.252.0

255.255.255.0

255.255.254.0

255.255.248.0

255.255.255.254

Kakoe W3 NepedyucleHHbIX JBOMYHBIX 3HAYECHU COOTBETCTBYET apecy
207.209.68.100:

11001111.11010001.01000100.01100100;

11000111.11010001.01000100.01100100;

11001111.11010001.01000100.01101100;

11001110.11010001.01000100.01111100.

Kakas w3  HWXKEnepeyucleHHBIX  JIECATUYHO-TOUCYHBIX  HOTAIUM
cooTBeTCTBYET ABOoMYHOMY aapecy 11001100 00001010 11001000 00000100:

204.18.200.3;

204.34.202.4,

204.10.200.4;

204.26.200.3.

Kakyro macky mnoacetm Hajao Ha3zHauuTh Iyiay aapecoB 207.46.201.0-
207.46.208.0, uT0OBI OHHU OBLIM BUAHBI KaK OJHA CETh:

255.255.240.0;

255.255.248.0;

255.255.252.0;

19.

Cetu naznauen aapec 131.107.0.0/16. Kakyro macky HE0OX0auMO 3a4aTh,
€CJIY HaJI0 peaycMoTpeTh 25 noacereit mo 2000 y3710B B KaKI0M:

120;

125;

255.255.248.0;

255.255.240.0.

B xakom nomene Haxomutes 3anuchk pecypca PTR mis xommsrorepa ¢ IP-



aapecom 10.14.28.192:
10.14.28.192.in-addr.arpa;
192.28.14.10.in-addr.arpa;
In-addr.arpa.192.28.14.10;
arpa.in-addr.arpa.192.28.14.10.

7.2.4 TlpuMepHBbIii NepevyeHb BOMPOCOB VISl MOJATOTOBKH K 3a4eTy

1. KomnbsrorepHasie cetu. OCHOBHBIE MOHATHSA: COCTAB CETH.

2. Monens OSI. IIpoTOKOaBI TPAHCHOPTHOTO U (PU3UUECKOTO YPOBHEH ISt
cereit Ethernet: Buap1 u Ha3HAUCHME.

3. Bunp!l anpecanuu B creke TCP/IP B cersix cBs3u CrannmapTsl kaOenei
JIBC. Crangapt 10Base-2. JlokayiibHast ceTh Ha 0a3e Koakcuaa.

4. KnaccoBas anpecalisi B KOMIBIOTEPHBIX CETSX. THIIBI aIpecoB.
Crpykrypa [P-aapeca, Cranmaptel kabeneit. Ctanaapt 10Base-T. JlokanbHas ceTh
Ha 0a3e BUTOM Maphl.

5. llomHOCBsA3Hast  TONOJIOTMS  BBIYMCHMTENBHONM  cetH. (Cxema.
[IpeumyiecTBa 1 HETOCTATKH.

6. Cranmaptel Kalenell B KOMIBIOTEPHBIX ceTAX . ONTOBOJIOKOHHBIN
Ethernet.

7. NUntepelic: onpeneneHue, Ha3HaYEHUE.

8. Meroasl nepenaun aanHbix B JIBC cranmapra Token Ring. Meron
JOCTYyIA K cpefie Mepeayu Mo NPUHIUIY «MAapKEPHOU IUHBD).

9. Meroasl pacuera koHpurypamuu cetu Ethernet. PVV. PDV.

10. TIporokon ympaienus norudeckuM kanaimoMm JIBC LLC. Tpu Ttuna
npouenyp LLC. I[Ipunuunsl paboTsl mpoueayp.

11. IIK. CereBsble agantep. OnpenesieHre, Ha3HAYCHHE.

12. OcHoOBHBIEC XapaKTepUCTUKU 0a30BoH JokabHOM ceTu Token Ring.

13. KommbroTepHbie TiobanbHbie ceTi. Buabl ceTeit.

14. OOopynoBaHue BBIYUCIHUTENbHBIX ceTeid. [lpuHIunel  paboThl
pENUTEPOB, KOHLIEHTPATOPOB, MapILIPYTU3ATOPHI.

15. Jlomennslii Bun anpecauuu. JlomeHol BepxHero ypoBHs. CBsa3p [P-
aJpecalny ¢ JOMEHHBIMA HUMEHAMH.

16. OcHoBHas knaccudukanus komneiotepHbix cereid. LAN. PAN. WAN.
MAN.

17. Cranmaptel Kalemned JOKaJIbHBIX BBIYUCIUTEIBHBIX ceTeil. CTaHmapT
10Base-5.

18. Ompenenenrie ¥ Ha3HAUYEHUE CTEKA MPOTOKOJIOB. IIpHHIMIBI pabOTHI
cteka npotokona TCP/IP.

19. Tlepenaya naHHBIX B JIOKaIbHOUM ceTu cranmapta Token Ring. Meron
MAapKEpHOT0 KOJIbLa. bUTOBBIN IPHOPUTET.

20. BeruncnurenpHas ceTb. [IoHsATHE TPOTOKOJIA: HA3HAYECHHE.

21. Meronp! nepenaun gaHHbIX B ceTu Token Ring.dusnveckuii ypoBeHs.
Tunbl KagpoB.

22. Texnonorusa ATM. Ctek npOTOKOJIOB.



23. Ilpotokon LLC(802.2): Onpenenenue, Ha3HAYEHUE.

24. Texnonorust ATM. ®opmart nakera.

25. Crpykrypa mozenu ISO. VYpoBuu moxenu. Ilonsatue Qusznueckon
Cpenbl lepeayu JaHHbIX.

26. Crpykrypa ¢opmaroB IEEE 802.x .Ha3nauenue crtanmaproB 802.1-
802.6.

27. Uadopmanmonnsie pecypebl UaTepaer. WWW.,

28. Crpykrypa ¢opmaroB IEEE 802.x .Ha3znauenue cranmaptoB S02.6-
802.12.

29. CereBble agantepbl. BUIIbl 1 XapaKTEpUCTUKH CETEBBIX a/1allTEPOB.

30. JlomeHHbI1 BUA anpecauuu. Aapecanus B IHTepHeT.

31. Texnonoruss ATM. Tunsl Tpaduka. [lonsiTue syeiika.

32. Texunomnoruss Ethernet. Meton npoctyma CSMA/CD. Ilonsitue
KOJIEKTUBHOI'O TOCTYIIA.

33. Texnonorus Ethernet. BosuuknoBenue koyuu3ui. [Ipuniumel. MeTos
OOpBHOBI.

34. Sdeucras TONOJOTHsS IOCTPOEHUS BBIUMCIUTENBHON ceTH. (Cxema.
[IpeumyiecTBa 1 HETOCTATKU.

35. OOue mpUHLMIIBI MapUIpyTU3alMKU BbIYMCIUTENbHON ceTu. CereBoe
obopynoBanue JIBC.

36. Texnonoruss FDDI. OcHOBHBIE XapaKTEpUCTHKN

37. Tonosorus JIBC mmua. Cxema. [IpeumyiiectBa u HeTOCTAaTKU.

38. Haznauenue u GyHKIHUU MOCTA.

7.2.5 IlpumepHblii mnepeyeHb 3aAaAHUN JIsl pellleHUs NPHUKJIATHBIX
3aga4

1. KomnbtotepHbie ceTu. OCHOBHBIE MTOHATHSI: COCTaB CETH.

2. Mogenb OSI. ITpoTOKOIBI TPAHCTIOPTHOTO U (PU3UYECKOTO YPOBHEH MJIst
ceteit Ethernet: Buabp1 1 Ha3HAUCHME.

3. Bunpr anpecanuu B cteke TCP/IP B cetsix cBsizu CranmapThl kabemnei
JIBC. Crangapt 10Base-2. JIokanpHas ceTh Ha 0a3e Koakcuaa.

4. KimaccoBas azapecansi B KOMIBIOTEPHBIX CETSX. THIBI aJpecoB.
Crpykrypa IP-aapeca, Cranmaptel kabeneit. Cranmgapt 10Base-T. JlokanbHast ceTh
Ha 0a3e BUTOM Mapsbl.

5. TlonHOCBsSI3HAst ~ TOMOJOTHS  BBIUMCIAUTENBbHOW  ceTtu.  (Cxema.
[IpeumymecTBa ¥ HELOCTATKU.

6. Cranpaptel kabenell B KOMIBIOTEPHBIX CETAX . ONTOBOJOKOHHBIN
Ethernet.

7. UaTepdetic: onpeneieHre, Ha3HAYCHHUE.

8. Metoasl mepemaun ganHbix B JIBC cranpmapra Token Ring. Merton
JOCTyIA K cpefie Mepeayu M0 MPUHIUIY «MAapKEPHOM IIUHBD.

9. Meronsl pacuera koHpurypamuu cetu Ethernet. PVV. PDV.

10. IIpotokon ynpaBnenus norudyeckuM kanajgom JIBC LLC. Tpu Tuna
nporenyp LLC. [Ipuniumner paGoTsl ponieayp.

11. IIK. CeteBsie anantep. OnpeneneHue, Ha3HaUCHHE.



12. OcHOBHBIE XapaKTepUCTUKU 6a30BoM JokanpHOM cetu Token Ring.

13. KomneroTepHsie riodaibHbIe ceTH. Bubl ceTei.

14. OO6opynoBaHue BBIYUCIHUTENbHBIX ceTeid. [lpuHnunel  paboTh
pENUTEPOB, KOHIIEHTPATOPOB, MAPIIPYTU3ATOPHI.

15. Jlomennslii Bun anpecauuu. JlomeHbl BepxHero ypoBHs. CBsA3p [P-
aapecanuy ¢ JOMEHHbBIMUA NMEHAMU.

16. OcHoBHas kinaccudukanus komnbloTepHbix ceteir. LAN. PAN. WAN.
MAN.

17. Cranmaptsl KaOenel JOKaIbHBIX BBIYUCIUTENBHBIX ceTeil. CTaHmapT
10Base-5.

18. Onpenenenue U Ha3HauUEHUE CTEKa MPOTOKOJOB. IIpUHIUIIBI pabOTHI
cteka npotokona TCP/IP.

19. Ilepenaya naHHbBIX B JOKaidbHOUM ceTu cranpaprta Token Ring. Meton
MapKEpHOT0 KOJbla. BUTOBBIN MPUOPUTET.

20. BeruncnurenbHas ceTb. [loHATHE NPOTOKOJA: Ha3HAYEHUE.

21. Metonbl nepegaun gaHHbIX B ceTu Token Ring.dusnueckuii ypoBeHb.
Tuner kagpoB.

22. Texnonoruss ATM. Ctek NpoOTOKOJIOB.

23. IIporokon LLC(802.2): Onpenenenue, Ha3HaYCHUE.

24. Texnonorus ATM. ®opmar makera.

25. Crpykrypa monenu ISO. VYpouu mojaenu. Ilonstue dusznueckoit
Cpellbl Mepelauu TaHHbIX.

26. Crpykrypa dopmatoB IEEE 802.x .Haznauenue cranmaptoB 802.1-
802.6.

277. Uadopmanmonnsie pecypcol Matepuer. WWW.

28. Crpykrypa ¢opmatoB IEEE 802.x .Ha3nauenue cranpaptoB S02.6-
802.12.

29. CereBble aantepbl. BUsibl u XapakTepUCTUKU CETEBBIX AN TEPOB.

30. JomeHHbIl BUA aapecauun. Anpecanusi B UHTepHeT.

31. Texnonoruss ATM. Tunst Tpaduka. [lonarue sueiika.

32. Texuonorus Ethernet. Meron pocryna CSMA/CD. Ilonstue
KOJIEKTUBHOI'O JIOCTYIIA.

33. Texnonorus Ethernet. BosauknoBenue koyum3uii. [Tpunimmel. MeToas
OOpBLOBI.

34. Sdeucras TOMOJOTHS MOCTPOEHHUS BBIYUCIUTENbHON ceTH. (Cxema.
[IpeumymecTBa 1 HELOCTATKHU.

35. OOGuue mpUHUUIBI MApUIPYTU3ALUKM BBIUUCIUTENIbHOU ceTu. CereBoe
obopynosanue JIBC.

36. Texnonoruss FDDI. OcHOBHBIE XapaKTEpUCTHKN

37. Tononorus JIBC muna. Cxema. [IpenmyinecTsa u HEAOCTATKU.

38. Haznauenue u yHKIIMHA MOCTA.

39. Mogens OSI. IIpoTOKOJBI TPAHCIIOPTHOTO YPOBHS BBIYUCIUTEIBHBIX
CeTEel: HA3HAYCHHE, IPUMEHEHNE.

40. Haznauenue cuyxObi DNS. Ilomstue DNS. Hepapxus Ag0MeHOB.
Cxkpuntsl HacTporiku. OOITHe TPUHITUIIBI UCTIOTH30BAHU.



41. Tononorus JIBC kounbiio. Cxema. [TpeumyiiecTsa u HEIOCTATKHU.

42. Tonosorus JIBC 3Be3ga. Cxema. [IpenmyiiecTBa 1 HEIOCTaTKH.

43. Mogens OSI. ITpoTOKOJIBI CETEBOrO YPOBHSI BBIYMCIUTEIBHBIX CETEH.
Haznauenue. [Ipumenenue.

44. Haznauenue ciayx06s1 DHCP. Ilonstue DHCP Ckpuntsl HacTpONKH.
OO0111e NPUHIUIIBI UCTIOIB30BAHMUS.

45. O6opynoanue JIBC. Haznauenue koHIleHTpaTopa, Xada, HOBTOPUTEIS.

46. Ctpykrypa mpotokosa TCP/IP. O6mme npuanumnsl. HasHadenwe.
dopmar Kajapa.

47. Mopens OSI. IIpoTOKOIBI MPUKIAAHOTO YPOBHS BBIYUCIUTEIBHBIX
cerer. Haznauenue. [Ipumenenue.

48. Texnonorus FDDI. CeteBoe 000pynoBaHue, akTUBHOE U TACCUBHOE.

49. ApxuTekTypa KIUMEHT - CEpBEP B CETAX CBSI3M U 0A30BBIC CETEBbHIC
tonosioruu. [loHsATHE KIMEHTa U cepBepa. Pa3HOBUIHOCTH CEPBEPOB.

50. IP ampecamusa. IloHstue Macok. 3aBUCMMOCTHM OT  KJaccou
pacrpeeeHHOCTH aapeca.

51. Ilonsatue noaceru. Pacnpenenenue [P agpecoB B MOACETAX, MAaCKH.

52. IP-cetb. MapuipyTuzaius ¢ Ucnoiab3oBanue Macok. OOIue MpUHIIUITBI
Y Ha3HA4YECHUE.

53. IP-cerb. Mapmpytuzanus ©0e3 wucnoyib3oBaHue wmacok. OOmue
MPUHIIUTIBI ¥ Ha3HAYEHUE.

54. Anpecanus B KOMIIBIOTEPHBIX CETX. 3ape3epBupoBaHHble [P agpeca.
HaxnanpiBaeMbie OrpaHUYEHUS.

55. Xapakrepuctuka mnportokojia SIP. O6macTe NMpUMEHEHUS, MPUHIHUI
nepeaayu cCoOOOIIECHUM.

56. Xapakrtepuctuka nporokosa SIP. IlpuHimun  ycraHoBIeHUs
coenuHeHui. [IpuHIUT nepenayu CoOOOIICHHIA.

57. [Ilporpammusbiii kommytaTop. DyHKIHMH, 00JaCTh MPUMEHEHUS,
MPUHLNI a/IPECALINU KJIMEHTOB.

58. Opranuzanust MyJIbTUCEPBHUCHBIX ceTel. Apxurektypa «KieHt-
cepBep». OyHKIMU cepBepa — MPOrPaMMHOTO KOMMYTATOpa, PYHKITUN KITUEHTA.

59. Monutopunr cereit. [Iporpamma monutopunra Wireshark. ®@ynkiumy,
OCOOEHHOCTH.

7.2.6. Meroanka BBICTABJEHHUSI OLEHKH TPUH  TNPOBeJIeHUH
NMPOMEKYTOUYHOM aTTeCTAlUMN

DK3aMeH MPOBOAMUTCS MO TECT-OuUieTaM, Kbl U3 KOTOpBIX coaepkut 10
BOTIPOCOB ¥ 3a7ady. Kaxaplii paBUIIbHBIN OTBET HA BOIIPOC B TECTE OIEHUBACTCS
1 Gamnom, 3amaua omenuBaercs B 10 GamroB (5 6ayisioB BepHOE pemieHWe W 5
0aIoB 3a BEpHBIN OTBET). MakCcUMaNbHOE KOJIMYECTBO HaOpaHHBIX O6amioB — 20.

1. Onenka «HeymoBneTBOPUTENbHO» CTAaBUTCSA B Cly4ae, €CIU CTYACHT
HaOpas MeHee 6 0asIoB.

2. OueHka «YIIOBIETBOPUTEIBHO» CTAaBUTCA B CIy4yae, €CIH CTYIEHT
HaOpai ot 6 10 10 6awtoB



3. Onenka «Xopouio» CTaBUTCS B cly4yae, eciau CTyAeHT HaOpan oT 11 mo
15 6anoB.

4. Onenka «OTIWYHO» CTaBUTCS, €CIW CTyJAeHT Habpan ot 16 mo 20
0aJIJIoB.

7.2.7 IlacmopT OlIeHOYHBIX MATEPHUAJIOB

KonTponupyemsie pa3aensl Koz . | HauMmeHoBaHue O1LIECHOYHOTO
Ne n/mt KOHTPOJIUPYEMOit
(Tembl) TUCUUTITAHBI CpeacTBa
KOMIICTEHINH

1 OcHoBHI ceTeit u cucteM nepenayu [OTTK-9 Tecrt, 3amuTa J1a00paTOPHBIX
uHpopManun pabot

2 Texnonmorun ¢usnueckoro yposns [OIIK-9 Tecrt, 3amuTa J1a00paTOPHBIX
pabot

3 TexHonoruu J0KaIbHbIX OIIK-9 Tecr, 3amuTa 1a00paTOPHBIX
KOMIBIOTEPHBIX ceTei pabot

4 TexHonoruu riodaabHbIX OIIK-9 Tecr, 3amuTa 1a00paTOPHBIX
KOMIBIOTEPHBIX ceTel pabot

3) CereBbie HHPOPMAITMOHHBIC OIIK-9 Tecr, 3amuTa 1a00paTOPHBIX
CITYKOBI pabot

6 BesomnacHOCTh OIIK-9 Tecr, 3amuTa 1a00PaTOPHBIX
KOMIIBIOTEPHBIX CETEN pabot

7.3. Meroanueckue MaTepuajbl, ONpeleJsONde MPOUEeTYPbl
OLlCHMBAHUSA 3HAHUI, YMEHHUIi, HABBIKOB U (MJIM) ONBITA AeSATEJIbHOCTH

TecTupoBaHue OCYLIECTBISETCA, JIMOO TPU TOMOIIM KOMIIBIOTEPHOU
CHCTEMBbI TECTHPOBaHUS, JTUOO C HMCIOIH30BAHMEM BBIIAHHBIX TECT-3aJaHHWil Ha
OymaxkaoM Hocutene. Bpemst TectupoBanus 30 MuH. 3aTeM OCYIIECTBISIETCS
pOBEpKa TECTa 9K3aMEHATOPOM W BBICTABIIACTCS OIICHKA COTJIACHO METOIMKHU
BBICTABJICHUS OIICHKH TP MPOBEACHUH ITPOMEKYTOUHOMN aTTeCTaIUH.

Pemenue craHgapTHBIX 3a4ad  OCYUIECTBIAETCSA, MO0 NpHU MOMOILU
KOMIIBIOTEPHOM CHCTEMBbl TECTHUPOBAHUS, JMOO C HCIOJBb30BAHHWEM BBIJIAHHBIX
3amay Ha OymakHoM Hocutene. Bpems pemenus 3amaa 30 muH. 3atem
OCYILIECTBIISIETCSl TMPOBEpPKA PpELICHHs 3aJad HK3aMEHATOpPOM U BBICTABISETCS
OLICHKA, COIJIaCHO METOJMKM BBICTABJICHUS OLEHKA TPU  [POBEICHUH
IIPOMEKYTOYHOMN aTTECTALUU.

Pemenune mnpuxiagHeIX 3a7ad OCYIIECTBISETCS, JTUOO MpU MOMOIIU
KOMIIBIOTEPHOH CHCTEMBI TECTHUPOBaHUS, JTUOO C HCHOJB30BaHHWEM BBITAHHBIX
3a7au Ha OymaxHoM HocuTene. Bpems pemenus 3amad 30 muH. 3atem
OCYIIIECTBIISIETCSl TPOBEpPKA PEIICHHsS 3aJad HK3aMEHATOPOM U BBICTABISETCS
OLICHKA, COTJIACHO METOIWKH BBICTABJICHUS OIEHKA TPU  IPOBEICHUH
IPOMEKYTOUHOM aTTeCTaIiHy.

3amura KypcoBoil paboThl, KypCOBOT'O MPOEKTA UM OTYETA 110 BCEM BUJIAM
NPAKTUK OCYIIECTBISETCS COTJIACHO TPEOOBAaHUAM, MPENbSABISIEMBIM K padoTte,
ONKCAaHHBIM B METOJIMYECKUX MaTepuanax. [IlpuMepHoe BpeMs 3alIUThI HA OJTHOTO
cTynenta coctaBisieT 20 MuH.




8. YYHEBHO METOANMYECKOE U UTHOOPMALIMOHHOE
OBECIIEYEHME JJUCIUIIJINHBbI

8.1 IlepeueHb yueOHOW JUTepPaTypbl, HeOOXOAMMOH I OCBOEHMA
AUCUHMIIHHBI

OcHOBHas nuTEpaTypa:

1.  Karanos, B.1. OcHOBBI pagu03JeKTPOHUKU U CBSI3U : yueO. mocooue
/ B. W. Karanos, B. K. buttokos. - M. : I'opsiuas nunus -Tenexom, 2007. - 542 c. -
ISBN 5-93517-236-4 : 365-00.

2. TpaBun, I''A. OCHOBBI CXEMOTEXHHUKH YCTPOWCTB pPaJAHOCBI3U,
paavoBeIanus U TeneBuaeHus . Yueb. mocodue / I'. A. TpaBun. - 2-¢ uz., ucnp.
- M. : T'opsiuas nmunums -Tenexkom, 2009. - 592 c. : un . - ISBN 978-5-9912-0046-2 :
467-00.

3. l'onuwapoB, W.B. IloctpoeHne cereld © CUCTEM IIepeaydu
uHpopmaruu [InekTpoHHBIN pecype] : Yueb. mocobue / U. B. T'onuapos. -
DNeKkTpoH. TekctoBble, rpad. maH. ( 4,28 MO ). - Boponex : ®I'bOY BIIO
"BopoHexxckuil rocy1apcTBEHHbIN TexHuueckui yuusepeuret”, 2013. - 1 daiin. -
30-00.

JlononHuTenbHasa JIUTEpaTypa:

1.  Meroanueckue ykazaHus K TPAKTUYECKUM 3aHSATUSM I10 JUCITUTUTHHE
"CeT W cHUCTeMBI mepefaur WHPopManuu" s CTYIACHTOB CHEIHATbHOCTEN
090301  "Kommerotepnas  6e3omacHocth, 090302  "UndopmanuoHHas

O6e3omacHOCTh TeneKoMMYyHHKAIMOHHBIX cucteMm", 090303 "Uudopmannonnas
0€30MacHOCTh aBTOMATU3UPOBAHHBIX CHUCTeM" OYHOUW (opMbI  00yueHUs
[DnexTponnsiii pecype] / Kad. cucrem mnbopmanmonnoi 6e3omacHoctu; Cocr.
N. B. I'oHuapoB. - DieKTpoH. TeKcToBbIe, Tpad. maH. ( 535 Koéaiit ). - Boponex :

OI'bOY BIIO "BOpoHEXCKUH TOCYyIapCTBEHHBIM TEXHUYECKUN YHUBEPCUTET',
2014. - 1 daiin. - 00-00.

2.  Meroguueckue yka3zaHus K J1aDOpaTOpHBIM padOTaM IO JTUCLUUTIIINHE
"Cetu u cucTeMbl nepefayu uHopMauuu" IJis CTYJIEHTOB CHEIUaIbHOCTEN
090301  "Kommbrotepnas  6e3omacHocth, 090302  "MuHdopmauuoHHas

0e30MacHOCTh TelneKOMMYHHKaMOHHBIX cucteM", 090303 "Wudopmarmonnas
0€30MacHOCTh aBTOMATH3UPOBAHHBIX CcHCTeM'" O4yHOW (OpMBI  OOydeHHS
[Onextponnsblii pecypc] / Kad. cucrem undpopmanmonnoit 6ezonacuaoct; Cocr.
. B. I'oruapos. - DnekTpoH. TekcToBbIe, Tpad. gad. ( 901 Koaiit ). - Boponex :
®I'bOY BIIO "BopoHEXCKHIl TOCyAapCTBEHHbIA TEXHUYECKUWA YHHUBEPCUTET',
2014. - 1 daitn. - 00-00.

3. Meroauueckne yka3zaHUsS K CaMOCTOSTENbHBIM paboTaM o



mucruiinHe «CeTn W cUCTEMBI Tiepefadn  WHEGOPMAIWMKM» I CTYIEHTOB
CIELUAILHOCTEN 090301 «KomnberoTepHas 0€30I1aCHOCTDY, 090302
«MudopmanioHHas 0€30MaCHOCTh TEIEKOMMYHUKAIIMOHHBIX cuctem», 090303
«MHdpopmanonHas 6€301acCHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM» OYHOU (HOPMBI
oOyuenus [OnekTtpoHHBIi pecypc] / Kad. cucrem wuHpopMamoHHOM
oe3onacHoctu; Coct. C. C. KynukoB. - DIeKTpoH. TeKCTOBbIe, rpad. maH. (475
K0). - Boponex : ®I'BOY BIIO "BopoHnexckuii rocyaapCTBEHHbIH TEXHUUECKHIM
yauBepcutet', 2015. - 1 ¢aitn. - 00-00.

8.2 Ilepeyenb MHGOPMANMOHHBLIX TEXHOJIOTHii, HCHOJb3yeMbIX HNPH
OCYLECTBJICHMH 00pa30BaTeJbHOr0 NpoHecca MmO AMCHMILIMHE, BKJIKHYas
nepeYeHb  JIMUEH3MOHHOIO NPOrpaMMHOr0  olecrneyeHHusi, PecypcoB
MH(OPMANMOHHO-TEJIeKOMMYHUKAIIMOHHOI ceTH «MHTepHeT», COBPeMEeHHbIX
npogecCHOHAIBHBIX 023 JaHHBIX U HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM:

He Tpebyercs.

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJIUMAS JIsA
OCYHECTBJIEHUSA OBPA3OBATEJIBHOI'O ITPOLHECCA

KoMnproTEpHBIX Ki1acC ¢ KOJIMYECTBOM IEPCOHAIBHBIX KOMIIBIOTEPOB H3
pacdera 1 mepcoHagbHBIM KOMIBIOTEP Ha 2 00yYarouIuXcsl.

10. METOAUYECKHUE YKA3AHUSA IJISA OBYYAKOLUXCS 11O
OCBOEHMIO JIUCIUAIIJIMHBI MOAYJIA)

[To mucummiune «Cetu W CUCTEMBbI Tepenadyu UHGOPMAIMI YUTAIOTCS
JICKIIUU, TIPOBOJIATCS JTAOOpATOPHBIE PAOOTHI, BBHITIOJIHIETCS] KypPCOBOM TIPOEKT.

OcHOBOIl M3yueHUs] JUCUUIUIUHBI SBISIIOTCA JIEKIUHA, HA KOTOPBIX
u3NaratoTcs Hanbosee CyleCTBEHHbIC U TPYIHBIE BOIPOCHI, a TAKKE BOMPOCHI, HE
HaIeIMINIe OTPAKEHUS B YICOHOU TUTEpATYpE.

JlabopaTopHbie pabOTHI BBHITIOIHSAIOTCS Ha JJAOOPaTOPHOM 00OPYIOBAaHUU B
COOTBETCTBUHM C METOJWKAMH, MPHUBEJACHHBIMH B YKA3aHUSIX K BBITIOJHEHUIO
pabor.

Meronrka BBIMOJHEHUS KypCOBOTO TIPOSKTa W3JIOKEHa B ydeOHO-
METOJMYCCKOM TIOCOOMHU. BBIMOIHATH ATalbl KypCOBOTO IPOCKTA JIOJDKHBI
CBOCBPEMEHHO M B YCTAHOBJICHHBIC CPOKHU.

KoHTponb ycBOGHHMS MaTepuaja JUCIHMIUIMHBI MPOU3BOIUTCS TPOBEPKOU
KypCOBOTO TMPOEKTA, 3alUTON KypCOBOTO MPOEKTA.

Bun yaeOHbIX
o JlesTeNbHOCTh CTYIEHTa
3aHATHH
Jlekusa Hanucanue KOHCHEKTa JIGKUMM: KpaTKO, CXEMAaTU4YHO, MOCJIEI0BATEIbHO

(¢UKCUpOBaTH  OCHOBHBIE  MOJOXEHMS,  BBIBOABI,  (OPMYIHPOBKH,
0000IIEHNs; NMOMEYATh BAXHbBIE MBbICIHU, BBIICIATh KIIOUEBBIE CJOBA,




TepMuHBI. [IpoBepka TEpMHUHOB, MOHATUH C TMOMOIIBIO SHIMKIONEIUM,
CHOBapefI, CIIPaBOYHHUKOB C BbIIIUCBIBAHHEM TOJIKOBAaHUII B TCTpalb.
O6o3HaueHue BOMPOCOB, TEPMUHOB, MaTepuana, KOTOPHIE BHI3BIBAIOT
TPYIHOCTH, TIOMCK OTBETOB B peKOMeHAyeMou Juteparype. Eciu
CaMOCTOSITENIbHO HE YylaeTcsi pa3o0parbcs B MaTepuaje, HeoOXO0IUMO
chopMyIMpOBaTh BOMPOC M 3aJaTh IPENOAABATENI0 HA JICKIUH WM Ha
MIPAKTUYECKOM 3aHATHH.

JIaGoparopHas
pabora

JlaGopaTopHble paOOThI MO3BOJISIIOT HAYYUTHCS MPUMEHSATh TEOPETHUECKUE
3HaHUs, MOIY4YEHHbIE Ha JIEKL[MH MPU PELICHUH KOHKPETHBIX 3aj1ad. YToObI
HauOoJiee palMOHAIBHO M IOJHO UCIONb30BaTh BCE BO3MOXKHOCTH
7a00paTOPHBIX AJIS MOATOTOBKM K HUM HEOOXOIUMO: CIIEAyeT pa300paTh
JEKLHUIO0 10 COOTBETCTBYIOLIEH TEME, O3HAKOMMTCS C COOTBETCTBYIOLIUM
paszenoM y4yeOHUKa, MpopaboOTaTh JONOJHUTENBHYIO JUTEpaTypy u
VCTOYHUKHU, PEUIUTh 3a/1a4 U BBIIOJHUTH JIPYrHe MHUCbMEHHBIE 3a/1aHus.

CamocrosiTenbHas
pabora

CamocrosTenbHas paboTa CTyJIEHTOB CIIOCOOCTBYET INIyOOKOMY YCBOCHMS
yueOHOro MaTepuansa UM  pa3BUTHUIO HABBIKOB  CaMOOOpa30OBaHUS.
CamocrosTenbHas padoTa npearnoaraeT ciaelyrolue CoCTapIsoIINe:

- pabora ¢ TeKcTaMu: y4eOHMKaMH, CIPABOYHUKAMH, JIOMOJHUTEIbHOU
JUTEPATYPOH, a TaKKe MPOPadOTKa KOHCIIEKTOB JICKITHIA;

- BBITIOJIHEHUE JIOMAIITHUX 33/IaHUH U pacueToB;

- paboTa HaJl TeMaMH JJIsl CAMOCTOSITEIEHOTO H3Y4YEHUS;

- yyacTue B paboTe CTy/IeHYECKUX HayYHBIX KOH(PEPEHIINHA, OJMMITAAT;

- HOJrOTOBKA K NPOMEKYTOUYHON aTTeCTallHH.

IloaroroBka k
IIPOMEKYTOUYHON
aTTeCTalluU

['oTOBUTBCS K MPOMEXYTOUHOW ATTECTAI[MU CIEAYET CUCTEMAaTUYECKH, B
TE€YEHHUE BCEero ceMmectpa. VIHTEeHCHBHAs MOJATOTOBKA JOJKHA HAYaThCS HE
MO3JIHEE, YEM 32 MECSI-IIOJITOPa 0 MPOMEKYTOUHOM artecTauuu. JlaHHbie
nepes1 3a4eToM, FK3aMEeHOM TpH JHs 2PGEeKTHBHEE BCETO UCTIOIB30BaTh IS
MTOBTOPEHMS U CUCTEMATH3allM1 MaTepHuaa.




