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BBEJIEHUE

OrnepanmoHHasi cucTemMa MPeACTaBIseT COOOW KOMILIEKC
IporpamMM, OOECHEeUMBAIOLIMK YIpaBICHUE allapaTHbIMU Cpell-
CTBaMU KOMIIBIOTEPA, OPTaHU3YIOMUK paboTy ¢ QaiilaMu U BBI-
IIOJIHEHUE ITPUKJIAJHBIX IPOTrPAMM, OCYIIECTBIISIIOLINI BBOJ U BbI-
BOJ JaHHBIX.

Ceroanst Hanbosee M3BECTHBIMU ONEPAllMOHHBIMHU CHUCTE-
MaMM SBIISIIOTCSL OIEPallMOHHBIE CHCTeMBbI cemeilicTBa Microsoft
Windows u UNIX-nio00HbIE CHCTEMBI.

K OCHOBHBIM (yHKILHUS ONEpallMOHHBIX CHUCTEM CIIEAyeT
OTHECTH CJICYIOLIHE:

— MHCIIOJIHEHUE 3aIllpoCcoB MporpamMm (BBOJ M BBIBOJ JaH-
HBIX, 3aIlyCK U OCTaHOBKA APYTUX MPOTrpamm, BbIIAECIEHUE U OCBO-
00>KJIeHHE JONOJHUTEIbHON MaMATH U Ap.);

— 3arpys3ka IIporpaMM B ONEPAaTUBHYIO NaMAThb U UX BbI-
IIOJIHEHHUE;

— CTaHJAPTU30BaHHBIN JOCTYI K NepuepuiiHBIM YCTPOIi-
CTBaM;

— YIOpaBJIEHUE ONEPATUBHOM NaMSATBIO, DPACIpPENEICHUE
NaMsATH  MEXJy BBINOJHSIOMIMMUCA TpoOllecCaMu, OpraHu3a-
1Sl BUPTYaJIbHOM NaMITH;

— YIpaBJIEHUE JOCTYIIOM K JJaHHBIM Ha DHEPTrOHE3aBUCH-
MBIX HOCHUTENSIX TAKUX KakK KeCTKUH JHUCK, ONTHYECKHE JHUCKH U
IpoYre, OpPraHu30BaHHBIM B TOM MM HHOM (hailioBOH cucTeMe;

— oOecnieueHue MOJIb30BaTEILCKOrO HHTEpdeEiica;

— coxpaHeHHe nHpopMauu 00 ONIMOKaX CUCTEMBI;

— TapaJUIeIbBHOE WJIM IICEBIONApAJUIEIbHOE BBIIIOJIHEHHE
3aja4 (MHOT03a/1a4HOCTb);

— 3¢ ¢eKTUBHOE pacHpeeseHHe PeCypCOB BBIUMCIUTEINb-
HOM CHUCTEMBI MEX]ly IIPOLIECCAMY;

— pa3rpaHHYeHHEe JO0CTyla Pa3IMYHBIX IPOILECCOB K pe-
cypcam;

— OpraHu3alus HaJleKHbIX BBIYMCICHUNA (HEBO3MOXKHOCTH
OJIHOTO BBIUYMCIUTENBLHOrO Mpolecca HaMEPEHHO WK IO OIInOKe
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MOBJIMSTH HAa BBIYUCIIEHUS B IPYTOM IIPOLIECCE), OCHOBaHA Ha pas-
I'PaHUYECHHUH JOCTYIA K pecypcam;

— B3aMMOJICHCTBHE MEXAY IpoleccaMu: OOMEH JaHHBIMH,
B3alMHasi CHHXPOHU3aLUs;

— 3allldTa CaMOMl CHCTEMBI, a TaKXE I0JIb30BATEIbCKUX
JAHHBIX U MPOrpaMM OT AEUCTBUI IOJb30BaTeIel (3JI0HAMEpEeH-
HBIX WJIH 110 HE3HAHMIO) UJIU NIPUIIOKEHUI;

— MHOTOII0JIb30BAaTENbCKUN PEXUM pabOThl U pa3rpaHu-
YECHME IIpaB JOCTYIIA.

Hens agmunuctpupoBanust OC 3akiarouaercs B odecreye-
HUM €€ HaJeKHOro (yHKUMOHMpOoBaHUSA. K OCHOBHBIM 3ajauam
aaMuHucTpupoBaHus OC OTHOCSTCS CleayIOLIue:

- JnobaBiieHne/yajaeHue N0Ib30BaTeNIel B CUCTEMY;

— BBIOOp HACTPOEK II0JIb30BATEIBCKOTO OKPYXKEHHS I10
YMOJTYaHUIO (TTOJIMTHKY TPYyIIN);

— yIpaBlieHUE IPaBaMH M0JIb30BATENIEH;

— pasrpaHUYE€HHE NIPaB AOCTYIIA K Pa3JIMYHBbIM pecypcam;

— yCTaHOBKa M KOH(HUTypalus JpaiiBEpOB YCTPOUCTB,;

— pa3OueHue BUHYECTEpa Ha pa3ziedbl,

— BBIOOp pa3Mepa BUPTYyaJbHOM HaMSITH, HCIOJIb3YyeMOMU
CHUCTEMOH,

— yIpaBJIEHUE CIUCKOM CEPBHCOB, 3allyCKaeMbIX aBTOMa-
THYecKH npu 3arpyske OC;

— KOH(Urypauus ceTeBbIX HACTPOEK;

— HacTpoiika 6panamayapa (firewall);

— BBIOOp CTaHJAPTHBIX IEPEMEHHBIX CPEJIBI.



1. OCHOBHBIE 3AJIAYX U ITPUHIUAIIBI
AIMUHHUCTPUPOBAHUA OIIEPAIIMOHHBIX CUCTEM

Opraamn3zanus 3GPEeKTUBHON W HAJACKHOW 3alUTHI Omepa-
[IMOHHOW CUCTEMBI HEBO3MOXKHA C IIOMOIIBIO TOJIBKO IPOTPAMMHO-
anmnapaTHBIX CPEACTB. DTH CpeacTBa 00sA3aTENbHO JIOJDKHBI J10-
MOJIHATHCS aIMUHUCTPATUBHBIME MEpPaMH 3aIlUThL. be3 MmocTosH-
HOM KBaIM(PULIMPOBAHHON MOAEPKKU CO CTOPOHBI aJMHHHUCTpa-
TOpa JaXke camasi HaJe)KHasi IporpaMMHO-annapaTHas 3amuTa He
oynet a¢dexTuBHa.

K OCHOBHBIM aJMUHHCTPATHBHBIM MEpaM 3allUThl OTHO-
CSTCS CIEAYIOIIHE:

1. TTocTOSTHHBIN KOHTPOJIb KOPPEKTHOCTH (DYHKIIMOHUPO-
BaHHUA OMEPAIMOHHON CHCTEMbI, 0COOEHHO €€ TMOJCUCTEMbI 3alllH-
Tbl. Tako¥l KOHTpOJIb Hauboyiee YI0OHO OpPraHU30BaTh, €CIIU OIle-
paloHHAasE CHCTeMa MOJJIEPKUBAECT PETUCTPALMI0  COOBITHIA
(event logging). B atom ciyuae orepannoHHas CHCTEMa aBTOMa-
TUYECKU PETUCTPUPYET B CHELHMAIBLHOM >XKypHaie (MM HECKOJb-
KHX JKypHajlax) HamOoyiee Ba)KHBIE COOBITHS, MPOHM3OLICIIINE B
nporuecce GyHKIIMOHUPOBAHUS CUCTEMBI.

2. OpraHuzanusi ¥ TOJJICpP)KAaHUE aJeKBATHON MOJUTHUKU

0€30MacCHOCTH.
[TomuTrka 6€30MacHOCTH TOJDKHA MOCTOSIHHO KOPPEKTHPOBATHCS,
OTIepaTHBHO pearupys Ha U3MEHEHHUs B KOH(PUTYpalUU ONepalu-
OHHOW CHCTEMBI, YCTAaHOBKY, yaJeHHe ¥ U3MEHEHHe KOHpUTypa-
MU TIPUKJIAIHBIX MIPOTPAMMHBIX MPOIYKTOB M PACHIMPEHUN OTe-
PAIMOHHON CHCTEMBI, TOMBITKH 3JIOYMBIIUICHHUKOB IPEO0IETh
3aIUTy OMEePAIMOHHON CUCTEMBI U T.J.

3. MHCTpyKTHpOBaHHE TIOJB30BATENICH ONMEPAIIMOHHOW CH-
CTeMbl O HEOOXOAMMOCTH COONIOJIEHUSI Mep Oe30MacHOCTH IpH
paboTe ¢ orneparmoOHHON CHCTEMOW M KOHTPOJb 3a COOIOCHUEM
3THX MeEp.

4. PerynsipHoe co3iaHue U OOHOBJIEHHUE PE3EpPBHBIX KOMHA
MPOTPaMM U JIAHHBIX OTICPAITMOHHON CHCTEMBI.

5. TloCTOSIHHBII KOHTPOJIb U3MEHEHHI B KOH(PUTYPALHOH-
HBIX JIAaHHBIX U TTOJTUTHKE O€30MTaCHOCTH ONEPAIMOHHON CHCTEMBI.
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OcCHOBHBIE TPHUHLMIIBI AJIMUHUCTPUPOBAHMS OINEPALUOH-
HBIX CUCTEM:

— HEIpPEPHIBHOCTb;

— KOMIUIEKCHOCTB;

— AaKTyaJbHOCTb,

— aJleKBATHOCTB,

— HENPOTUBOPEUUBOCTD. (pazrpanuueHue JOCTYIIa,
HAacTPOEK IIPOLIECCOB);

- ¢dopmanbubiii moaxoxn. Ilpumenenwe wmeroauk (MH-
CTPYKLUH, IOJIOKEHUM, NTpUKa30B, P/l 1 npoynx pekoMeHaaresnb-
HBIX JTOKYMEHTOB) M YETKHUX KOHIENTYaJbHBIX HPUHIUIIOB MpPHU
IIOCTaHOBKE 3a/1a4 aIMUHUCTPUPOBAHUS U UX peaIU3alllu;

— TOAKOHTPOJIBHOCT.

Cucrema nHPOPMAIMOHHOW 0€30IACHOCTH ONEPAIIHOHHBIX
cHCTeM OOBIYHO JIOJDKHA PELIaTh CIEAYIOIIME 3aauu:

— BBOJl B CHCTEMY CIIHCKAa MMEH I10JIb30BaTElIed U TEpMHU-
HAJIOB, JOMyIEHHbIX K HHPpopmanuu OC;

— TOATOTOBKY M 3aIlMCh IapOJIEH M0JIb30BATEIIEH HA HOCH-
TEJH;

— BBOJI B CUCTEMY Ha3HAYEHHBIX IOJHOMOYMH MOJb30Ba-
TeJEW U TEPMHUHAJIOB;

— pasjgady IOJb30BaTENsIM HOCUTENEH C MapoJsiIMU U 3Ha-
YeHU maposied, 3allOMHHAeMbIX M BBOAMMBIX IOJIb30BaTEIISIMU
BPYUHYIO C KJIaBHATypBhI;

— cOOp CHrHaJIOB HECOBIIAJEHUS Mapoyied W HapylIeHUs
TTOTHOMOYHH TT0JTE30BAaTEIICH;

— YCTaHOBJIEHUE BPEMEHH, MECTa U NMPUYUHBI HECAHKIIHO-
HUPOBAHHOTO JIOCTYIIA;

— aHaJuu3 CUTyaluH, IPUHATUE aJ€KBaTHBIX MEp U BOC-
CTaHOBJIEHHE HOpMaJIbHOTO (hyHKIIMOHUpoBaHus OC;

— KOHTPOJIb KOH(UTYPALIUU CUCTEMBI;

— ¢c0Op CUrHAJIOB BCKPBITHS almapaTypbl U KOHTPOJIb BBO-
1a (BbIBOJIA) anmapaTypbl B PEMOHT U Ha MPO(PUIAKTUKY;

— KOHTpPOJb GYHKIIMOHUPOBAHUS CUCTEMBI 3AIUTHI;



— TIOJTOTOBKY KJIIOYEH, KOHTPOJh U obecrieueHne (pyHK-
[IUOHUPOBAHMSI CPEJICTB MU(PPOBaHHS HHPOPMALINH;

— PETUCTpalHIO, YUeT W pa3rpaHHueHHE JOCTyIa K HOCHU-
tensiM nHdopmanuu u [10;

— BeJIeHUE CTAaTUCTHKU M MPOTHO3MPOBAHHE HE CAHKIIMO-
HUPOBAHHOTO JIOCTYIA.

K cucreme O6e3omacHoct OC mpenbsBISIOTCS TaKxkKe
orpeziesieHHble TPeOOBaHUS:

— YETKOCTh ONpEeNICHHs MOJIHOMOYMN M TpaB MOJIb30-
BaTesei Ha JOCTYI K OMPEIeICHHBIM BUIaM HH(OpMaIINH;

— MpEeAOCTaBICHHUE TOJIb30BATEI0 MHUHUMAIBHBIX TOJ-
HOMOYHNH, HEOOXOAUMBIX €My Ui BBIOJHEHHS NMOPYYEHHOH pa-
OOTEI;

— CBeJleHHe K MUHUMYyMY 4ucia OOUIMX AJS HECKOJIbKHX
T0JIb30BAaTENCH CPEICTB 3aIlUTHI,

— ydYeT CIy4yaeB M IMOMNBITOK HECAHKIIMOHWPOBAHHOTO JI0-
cTyna K KOH(QUACHIIMAIbHOW HH(POPMAaLINH;

— oOecrnieueHne OLEHKH CTETIeHN KOH(DHUICHINATBHON WH-
bopmanuu;

— oOecrnieueHHe KOHTPOJS LEIOCTHOCTH CPEICTB 3aLIUThHI
1 HEMEJICHHOE pearupoBaHue Ha UX BBIXOJ U3 CTPOSI.

2. AIMUHUCTPUPOBAHHUE OC WINDOWS
2.1 Ucnosb30BaHHEe KOMAHIHOMH CTPOKH

Komananas cpema — 9TO TPOrpaMMHBIA  TPOAYKT
Microsoft, KOTOpBII OOECTIEUMBAET CBSI3h MEXKIY IOJIH30BATEIEM
KOMIIbIOTEpa M OINepaluoHHON cuctemoil. O6onouka Windows
WCIIONB3YeT HMHTEprpeTaTop cmd.exe W MPUCYTCTBYET BO BCEX
BepCHsIX onepannoHHbIX cucteM Windows. MHOr#He BO3MOXHOCTH
1 (YHKIUYU YTIpaBICHUs ONEPALIMOHHONW CUCTEMON HEJOCTYIHBI U3
rpaduueckoro unrepdeiica u modromy cmd SBISIETCS €IMHCTBEH-
HBIM CpeI[CTBOM I[OCTyrIa K 3TUM I/IHCTpYMeHTaM.



OtnuuneM paboThl U3 cmd ABISETCS MOJHOE OTCYTCTBHE
00JBIIUX W TPOMO3AKUX Tpaduyeckux YTUIUT. [loiab3oBaTelnb-
CKUIl MHTEpdeiic TEeKCTOBOM CTPOKH MPEAOCTABISET Cpeay, B KO-
TOPOH BBIMOIHSIOTCS MPUIIOKEHUSI U CITyKEOHbIE TPOTrPaMMBI.

CymecTByeT Henblii s KOMaHJ, KOTOPbIE MOXXHO BBECTH
JUIS BBITIOJIHEHUSI B KOMaHJHOW cTpoke. [[nst momydenust moapoo-
HOTO CIHCKAa KOMaHJ, HEOOXOJMMO BBECTM B KOMAaHJIHOW CTpOKE
help, a 3atem Haxarp Enter. UToObl yHATH OOJbIlIE O KOMaHE
HE0O0XO0aMMO BBECTH UMs_KoMaHibl /?. K mpumepy, ping /?.

Taxum 006pa3oM, MOXKHO CAEIAaTh BBIBOJ O TOM, YTO B py-
Kax mpodeccroHana KOMaHAHAs CTPOKa MOXET OKa3aThbCs OYeHb
MOJIE3HBIM U YJIOOHBIM MHCTPYMEHTOM, OJjlarojapsi KOTOpoMy pa-
6ota B cucteme Windows o6Jierdaercsi MHOTOKPaTHO, a JJis TAKUX
npodeccuid, Kak CHCTEMHBIN aJMHUHUACTPATOP — CTAaHET HE3aMEHH-
MBIM MTOMOIITHUKOM B yIpaBlieHUU ceThlo. [lanee paccMoTpum ca-
MBbIC TTOMYJIIPHBIC KOMaH/bl A IMHHUCTPUPOBAHUS OTIEPAITMOHHBIX
CUCTEM.

2.2 KomaHabI 111 M3YYeHHUS CUCTEMHOI HHpopManuu

Komanga WHOAMI cooOmaer uMs monb3oBaTensi, 3ape-
TUCTPUPOBAHHOTO B CHUCTEME Ha JaHHBIA MOMEHT, HANpUMep,
kor\Eprenwii;

Komanna SYSTEMINFO Beimaer noapoGuyto uHbOpma-
IIUI0 O KOH(UTYpAIIUN CUCTEMBI, B TOM YHCIIE CBEJICHUS O BEPCHH,
TUTIE U W3TOTOBUTEJE ONEPAIMOHHON CHCTEMBI, TIPOIIECCOpPE, BEp-
cun BIOS, o6beme mamMsTi, perioHaIbHBIX CTaHIApTaX, YaCOBOM
rosice ¥ KOH(UTyparuu ceTeBOro aanrtepa.
dopMar KOMaHIHON CTPOKH:

SYSTEMINFO [/S <cuctema> [/U <monws3oBatenb> [/P [<nmapois
>111] [/FO dopmat] [/NH]

Cnucok mapameTpoB:

/S <cucrema>

[TogkmrouaeMblil y1aJ€HHBIN KOMIIBIOTED.

/U [<momen>\|<moJb30BaTeib>



[Tonp30BaTeNbCKUI KOHTEKCT, B KOTOPOM JIOJKHA BBITOJIHSATHCS
3Ta KOMaH[a.

/P [<mapons>]

[Taposib A1 3TOrO MOJIB30BATENBLCKOTO KOHTEKCTA. 3alpalinBaeT
BBOJ] [1apoJisi, €CJIM OH HE 3aJ1aH.

/FO <dopmar>

Omnwucanue popmara BeIXOAHOTO (aiina. JlomycTuMble 3HAYCHHS:
"TABLE", "LIST", "CSV".

/NH

OtkmoueHre otobOpaxenus 3arosioBka "Column Header" B BbI-
XOJHBIX AaHHbIX. Jlomyctumo mist popmaros "TABLE" u "CSV".
/? BBIBOJI CITpaBKH IO UCIIOJIb30BAHUIO.

Komanpna Ipconfig npeacrasnser coOoi yTUIUTY KOMaH/-
HOW CTPOKH JUIS BBIBOJIA JIETAJCH TEKYIIErO COCTUHEHUS U YIIPaB-
nenus kiueHtckumu cepBucamMu DHCP u DNS. Hcnonssyercs
U1t 0TOOpaXKeHHsI TeKyIuX HacTpoek mpoTtokosna TCP/IP.

[Tpumepsl UCIIOIB30BaAHMS:

ipconfig — oToOpa3uTe 6a30BbIe CETEBBIC HACTPOMKH IS
BCEX CETEBBIX a/IalITEPOB, IPUCYTCTBYIOIIUX B CUCTEME.

ipconfig /all — otoOpasuth mMompoOHYI0 HH(MOPMAIHIO O
HACTpPOIMKax BCEX CETEBBIX aJlaliTEPOB, MPUCYTCTBYIOMIUX B CUCTE-
Me.

[To ymomuanuio (6e3 0003HauUeHUsI TapaMeTPOB) BBIBOIUT-
cst Tonbko [P-azspec, Macka mojaceTH U OCHOBHOM ILIUTIO3 JUISL KaxK-
noro anantepa, cesizanHoro ¢ TCP/IP. Ilpu BBoge /all Ipconfig
BBIBOJMT Bce TeKyluue 3HaueHus koHpurypauuu TCP/IP, B Tom
yucie [P-aapec, Macky mojceTH, OCHOBHOM IIUTI03 U KOH(UTYpa-
muto cy’)k6 WINS (Windows Internet Naming Service, ciry:x6a
umeH Mutepuera Windows) u DNS.

Komanna NETSTAT npeanasnadeHna uisi MOJTY4YSHHS CBe-
JICHUN O COCTOSIHUW CETEBBIX COSJMHEHWH W CIIyIIaeMbIX Ha JIaH-
HoM KommnbtoTepe noprax TCP u UDP, a taxke, 111 0ToOpaskeHust
CTaTUCTHUYECKUX JAaHHBIX IO CETEBBIM MHTEpdeiicaM H MPOTOKO-
JaMm.

[Tpumep oToOpakaemMoit HHPpOpMAIUH:

AKTHBHBIE TIOJIKITFOUEHUS
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WNwms JlokaneHelii agpec  Brewmnuit anpec  CoctosiHue
TCP 0.0.0.0:80 0.0.0.0:0 LISTENING
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING
TCP 192.168.0.3:5401  17.11.13.23:551 ESTABLISHED
TCP 127.0.0.1:56635 127.0.0.1:443 ESTABLISHED

WM — Ha3BaHue npoTokosa. JIOKaJIbHBIA ajapec — JIo-
KanbHbIM [P-anpec ydacTByromuil B COCIMHEHUU WM CBSI3aHHBIN
CO CIY)KOOM, OXMIAIOIICH BXOMISIINE COCIUHEHUS (CITyIIaromei
nopt). Ecnim B kauectBe anmpeca otobpaxkaercs 0.0.0.0, To sTo
o3HayaeT — "nmro0oi aapec”, TO €CTh B COSAMHEHUU MOTYT HCIIOJIb-
3oBatThes Bee [P-ampeca cymecTBytomye Ha TaHHOM KOMIBIOTEpE.
Anpec 127.0.0.1 — 310 metneBoil mHTepdeiic, UCIONb3yEeMbIil B
KadyecTBe cpeacrBa [P mpoTokona s B3aMMOIEWCTBUS MEXKIY
nporeccamu 0e3 peasibHOM nepeaayu JaHHbIX.

Bremnuit agpec — 3to BHemHu IP-anpec, ygactByronmit
B cO3/laHUM coequHeHUss. COCTOSHUE — COCTOSIHUE COCIMHEHMS.
CocrosiHue Listening TOBOPHT O TOM, YTO CTPOKAa COCTOSHUS
oToOpaxaeTr MHPOPMAIUIO O CETEBOM ciryxk0e, oXHIaroIei BXo-
JSIIME COEAMHEHUS 10 COOTBETCTBYIOIIEMY IPOTOKOJY Ha ajpec
U 1opT, oToOpakaemble B KoJioHke "JlokanbHblil anpec ". CocTos-
nue ESTABLISHED yxka3biBaeT Ha akTUBHOE coeMHEHHUE. B KO-
noHke "CocrosHue" st coequHenuit no nporokoiry TCP moxer
otoOpaxarbest Tekymuit atan TCP-ceccun onpenensiemblit o 00-
pabotke 3HaueHuit ¢aroB B 3aronoBke TCP - makera (Syn, Ask,
Fin). Bo3moxHbBIE COCTOSTHUS:

— CLOSE_WAIT — oxunaHue 3aKpbITHS COSIMHEHHUS.

— CLOSED - coenuHeHue 3aKphITO.

— ESTABLISHED - coenuHeHme yCTaHOBIICHO.

— LISTENING - oxwumaercs coemuHeHHUE (CITymIaeTcs
opT).

— TIME_WAIT — npeBbliieHre BpEMEHH OTBETA.

Yrunmuta BOOTSECT.EXE no3Bonser M3MEHUTH  IpoO-
rpaMMHBIN Koj 3arpy3unka Windows ajisi MEepeKIIoueHUus MEXKIY
IByMsi BapuaHTamu mucrietdepa 3arpy3ku — BOOTMGR wm
NTLDR. 3arpy3uuk ntldr ucrons3oBascs 10 MosSIBICHUS ONEpaIiy-
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onnoit cucrembl Windows Vista. B mporecce HaganbHO# 3arpys-
KM, IIPOrpaMMHBIM KOJl 3arpy304Horo cekropa paszaena (PBR —
Partition Boot Record) obecrieunBait MOUCK, CYNTHIBAHKE B [TAMSTh
U mepenady ymnpaeinenus ¢ainy ntldr, xoTtopeii pasmemniancs B
KOPHEBOM pasjiesie 3arpy304Horo aucka. Kongurypupoanue 3a-
rpy3urka Ntldr BBIMONHSIOCHE C MOMOIIBEO MPOCTOTO TEKCTOBOT'O
¢aiina boot.ini, conep>xumMoe KOTOPOro 3aaBajo CHUCOK 3arpyxka-
€MBIX ONEPAIIMOHHBIX CHCTEM, X MapaMeTphl 3arpy3KH, pa3Mmelne-
HUE CHCTEMHBIX (DaiiyIoB U T.II.

B onepannonnsix cucremax Windows Vista /Server 2008
u Oosiee mo3aHKX, 3arpy3unk Ntldr He mcmosnb3yercs, U 3aMeHeH
aucrieTdepom 3arpy3ku bootmgr. COOTBETCTBEHHO, U3MEHMIICS U
IPOTrPaMMHBIA KOJ| 3arpy304HOI0 CEKTOpa pas3ziena, odecriednBa-
oMU mepeaady ynpasieHus ¢ainy bootmgr. HoBblil aucrerdep
3arpy3KH HCIIOJIB3yeT COOCTBEHHBIE TaHHBIC KOH(HUTYpaluu 3a-
rpy3ku (Boot Configuration Data — BCD) u MOXeT BBINONHSTH,
IIPH OTIPEICTICHHBIX HACTPOHKAX, 3arpy3Ky JIFOOBIX OMEparmOHHBIX
cucteM cemeiictea Windows. 3arpy3uuk ntldr He nomnepskuBaer
BO3MOXKHOCTh 3arpy3ku Windows Vista u crapme. /s ero xoH-
¢urypupoBanus ucnomnb3yercs komanaa BCDEDIT.

Komanga BOOTSECT mo3Bosisier 3anuchIBaTh 3aJlaHHBIN
IIPOrpaMMHBIN KOJ 3aTPY304HBIX CEKTOPOB, 00ECIIEUMBAIOIIUX 3a-
rpy3Ky au6o ntldr, tu6o bootmgr.

dopMar KOMaHIHON CTPOKHU:

bootsect {/help|/nt60|/nt52} {SYS|ALL|:} [/force] [/mbr]

[Tapametpsl komaHgHOM cTpoku Bootsect:

/help — otobOpakeHue cripaBouHOI HHPOPMALIUH;

/nt52 — 3amuch MPOrpaMMHOTO KO/a 3arpy30YHOTO CEKTO-
pa, o0ecreunBaroIIero UCIoNb30Banue 3arpy3unka ntldr mist ome-
paInMoOHHBIX cucTeM, peamecTByomux Windows Vista.

/nt60 — 3amuck MPOrpaMMHOTO KOJia B 3arpy304YHbIC CEKTO-
pBl s obecnieueHus 3arpy3ku Qaiiina bootmgr — nucneruepa 3a-
rpy3ku Windows Vista/Server 2008 u 6osee mozauux OC cemeit-
crBa Windows.
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SYS — 3anuchk OyAeT BBIMOJHEHA B CEKTOPHI CHCTEMHOTO
paszzena, KOTOPhIH HCIIONb30BaJICS s 3arpy3ku Windows, B cpe-
Jie KOTOPOU BBITTOJTHSCTCS JAHHAS KOMaH/Ia.

ALL — 3anuce mporpaMMHOTo Kojia OyAeT BBITIOJIHEHA IS
BCEX CYIIECTBYIOIIMX PAa3JIEIOB, KOTOPhIE MOTYT OBITh UCIIOJB30-
BaHbI 17151 3arpy3ku Windows.

DrivelLetter — 6ykBa nucka, st KOTOPOro OyZeT BBIIOJIHE-
Ha Mepe3anuch NPOrpaMMHOTO KOJIa 3arpy304YHBIX CEKTOPOB.

/force — npUHYAMTENLHOE OTKIIOYEHHE HCIOIb3YEMbIX
JIPYTUMH TPOTpaMMaMH TOMOB JHCKOB JUIs OOECTIICUYeHHsST MOHO-
MOJIBHOTO J0CTYIA YTHIUTHI DOOtSect.exe

/mbr — u3MeHeHHe NPOrpaMMHOrO KOJa TJAaBHOW 3arpy-
3ouyHoi 3anucu (MBR - Master Boot Record) 6e3 nsmenenus tad-
JMIBI pa3zenoB aucka. [Ipu ucmonb3oBanuu ¢ mapamerpom /Nts52,
MBR 06yzaer coBmectuma ¢ npeamectByomumMu Windows Vista
Bepcusimu. [Ipu mcnosp3oBanuu ¢ nmapamerpom /nt60 - MBR Gy-
JIeT COBMECTHMA C ONepanMoHHbIMU cucteMamu Windows Vista u
0oJiee O3 THUMH.

[Tpumepsr:

bootsect /nt52 E: — co3mats mis aucka E: 3arpy3ounsie 3a-
nucu Juis onepannoHHbix cucteM Windows XP/2000/NT, t.e st
3arpy3ku Ha 6a3ze ntldr.

bootsect /nt60 /mbr C: — u3meHuTh 3arpy304Hble CEKTOpPa
mucka C: i obecrieueHns 3arpy3ku aucrerdepa bootmgr.

bootsect /nt60 SYS — u3MeHeHHE 3arpy304YHBIX CEKTOPOB
JUIsL pasfena, C KOTOpOro BBIMOJHEHA 3arpy3ka Tekymiein OC
Windows.

2.3 Kon¢purypupoBaHnue 3arpy3uuKa onepanMoHHOH CHCTeMbI
Komanna BCDEDIT npumensiercst B onepanuoHHBIX CH-
cremax Windows Vista u crapimie sl pelakKTUPOBAaHUS JTaHHBIX

KOH(puUrypamuu 3arpy3ku omnepanuonHoi cuctemsl (BCD — Boot
Configuration Data).
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[Tpu 3arpy3ke onepanuoHHON CHCTEMBI, CHauala CYUTHIBA-
eTcs MEepBbII CEKTOp C YCTPOWCTBA 3arpy3KH, MpeiCTaBIISIOLINMA
coOoli TnaBHYyI 3arpy3ounyro 3amuch (Master Boot Record —
MBR). CrangaptHo, B kauectee MBR BbICTymaeT nepBblii ceKTOp
3arpy3ouHoro aucka. MBR conepkuT cnucok pasnenos, Npu3HaK
aKTHUBHOTO pazzena (paszena, ¢ KOTOporo OyAeT BBITOTHATHCS 3a-
rpy3ka OC), HEeKOTOpbIE CTy>KEOHbIE ITaHHBIE, @ TAKXKe IPOrpaMM-
HBIA KOJ JUIS CYMTHIBAHUS B MAMSATh 3arpy304HOr0 CEKTOpa akK-
tiuBHOTO pasnena (Partition Boot Record — PBR) u nepenaun emy
ynpasienus. [Iporpamvusiii kox PBR, B citywae 3arpy3ku onepa-
nuoHHBIX cucteM Windows Vista u crapiie, JO/DKeH 00eCreunTh
IIOUCK, CUUTBIBAHUE U Iepejady yIpaBiIeHUs AUCIETYepy 3arpys-
K bootmgr, KOTOpHIA U OyJET MPOI0JIKATH MPOIECC 3arpy3KH CH-
creMbl. B cooTBeTcTBUU ¢ KOH(UTrypauuel 3arpy3ku, JUCIeT4ep
BOOTMGR wmoxer BBIIOJHUTEL 3arpy3ky sapa Windows wim,
Hanpumep, Linux, 3arpy3uTh AMAarHOCTUYECKHE MPOTrPAMMBI, BbI-
MIOJTHUTD 3arpy3Ky SJIpa ¢ ©3MEHEHHBIMH ITapaMeTpaMHu.

OO6bruro aitn bootmgr umeer atpuOyThl "CKpBITHINA" ©
"cuctemusii". Koj nucneruepa 3arpysku, MOIy4HMB yIpPaBlIEHUE,
BBINOJIHSAET MOMCK U 00pabOTKYy AaHHBIX KOH(QUTYpAIMH 3arpy3Ku
(paitn BCD B manke \BOOT\ akTtuBHOrO pasjena), B COOTBET-
CTBHUM C KOTOPBIMH BBINOJIHSAETCS AajbHEWIIME 3Talbl 3arpy3Ku
(oToOpakeHue MeHI0, BeIOOp 3arpyskaemoit OC uiu CpencTB aua-
THOCTHMKHM, 3arpy3ka sjpa u T. 1.). [lo Tumy cTpykrypsl, ¢aiin
\\boot\BCD siBnsieTcss KycTOM peecTpa M OTOOpakaeTcsi B pelak-
TOpe peectpa Windows Kak paszen
HKEY_LOCAL_MACHINE\BCD00000000.

Jannplii paznen peectpa oOpaOaTbIBaeTcs AUCIETYEPOM
3arpy3ku bOOtmgr u B pemakTope peecTpa HMEET pa3pelieHue
TOJLKO Ha 4uTeHHWe. Pa3perienue Ha 3almuch MOXKHO YCTaHOBUTD
gyepe3 KOHTEKCTHOE MEHIO PellaKTopa.

CpencrBo komanaHoi crpoku bcdedit.exe mo3Bomnser pe-
JaKTHPOBAThH JAaHHBIE KOH(OUTYpALIMHU 3arpy3Kd U BXOIHT B COCTaB
CTaHJAPTHBIX MPOTPaMM, a TAKXKe MOXKET UCIOJIb30BaThCs MPH 3a-
rpy3Ke C YCTAaHOBOYHOTO JHCKA CHCTEMBI WM JFICKa aBapHIHOTO
BOCCTaHOBNIEHUA. EcTecTBEHHO, Ui HM3MEHEHHs KOH(UTYypauuu
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3arpy3kn Windows, mporpamMma JOJDKHBI OBITH 3aIlyllieHa C Ipa-
BaMU aJIMHHHCTPATOPA.

JlanHbple KOH(MUTYpaLUU 3arpy3Kd MOXKHO YCIIOBHO pasjie-
JUTH Ha 3 OCHOBHBIX JIEMEHTA:

— xparwmie BCD (Store);

— 3anucu B xpanuiuie (Entries);

— napametpsl 3anuceii (Entry Options).

Hepapxuuecky, XpaHUIUIIE MOXHO MPEICTaBUTh B BHJE
COBOKYITHOCTH 00BeKTOB (Objects), COCTOSIIUX U3 SJIEMECHTOB
(Elements). Harmpumep, 00beKTOM KOHGUTYpALUU SBISCTCS TPYII-
ma »JJEMEHTOB, olecreuuBarommx 3arpy3ky otraensHoii OC.
BCDEDIT no3Bosisier yaansTh, co3gaBaTh, KOMUPOBAaTh U H3MeE-
HATh OOBEKTHI U AIeMeHTHI KoH(purypanuu 3arpy3ku BCD. Ecnu B
KomaH1HO# ctpoke bcdedit He 3anan kirou /store — To ee neiicTBue
BBITIOJTHSIETCS 110 OTHOIIEHUIO K CUCTEMHOMY XPaHUJIHUINY (QKTHUB-
HOU KOH(HUTYpaIuy, UCIIOJIB3YEeMO [T TaHHOM 3arpy3KH).

Xpanunuiie JaHHBIX KoHpuryparuu 3arpy3ku (BCD) 3a-
MeHsIeT cO0OW MPOCTO TEKCTOBBIN (haitn Boot.ini, ncmonp3oBaB-
muiics B omneparuoHHblx cuctemMax Windows NT/2000/XP  mis
3arpy3uuka ntldr. /lanHsle koHQurypanuu B 60iee MO31IHUX Bep-
cussix Windows XpaHATCS B BMJE CHELMAIbHBIX NPOrPaMMHBIX
OOBEKTOB, HE SIBISIFOIIMXCS TEKCTOBBIMH JJIeMEHTaMH. Kaxkmplii
00beKT AaHHbBIX KoHpurypauuu BCD wnmeer rnobanbHblil yHU-
KanbHbIM unentugukarop. O6o3navaercs GUID B Buge HabopoB
HIeCTHAAATEPUUHBIX IU(p, paszaensemMbix neducamu it yno0-
CTBA 3aIIMCH, U 3aKJIFOUEHHBIMU B (PUTYpHBIE CKOOKHU:

{166769E1-88E8-11CF-A6BB-0080C7B2D6A2}

HekoTtopeie 13 00bEKTOB XpaHUIIMILA KPOME UICHTH(PHKA-
topoB GUID, MoryT Takxe UMETh IICEBAOHUMBI JIJIsl y100CTBa HC-
MOJIb30BaHUs, HanpuMmep, {bootmgr} (COOTBETCTBYET TUCIIETYEPY
3arpy3ku) u {default} (cooTBeTCTByeT HCIOJIB3yEMOMY MO YMOJI-
yaHuto 3arpy3unky Windows). J[is OTKIIFOYEHHUS MCTIOIB30BAHUS
NICEBJOHUMOB B  KOMaHAHOH  crpoke bcdedit mpemxycmorpen
KJTE0Y /V:
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bcdedit /v mo3Bonsier 0TOOpa3UTH JaHHBIC TEKYIIEH CH-
CTEMHOM KOH(UIrypauuu 3arpy3ku 0e3 UCIOIb30BAHUS I1CEBIOHU-
MOB (ToJbKO ¢ uneHTudukaropamu GUID).

Jis onpeneneHus KOHOUIypaluM NPUIOKEHUS 3arpy3Ku
cucrembl (OSLOADER) ucnonb3yercst HECKOJIBKO JECSITKOB TH-
OB JaHHBIX, KOTOPbIE MOXXHO pa3[elUTh Ha TPYMNIbl — 3arpys-
ka, Oroopaxenue, [TamsaTe 1 T.4. B cranmapTHON KOHUTYpanuu,
OOJIIIMHCTBO M3 JOMOJHUTEIBHBIX IMapaMeTPOB TPHIOKEHUS
OSLOADER He HyXHBI, U IPUHUMAIOT 3HaYEHHUs, HEOOXOIUMBIC
s 00bryHOM 3arpy3ku Windows. B HEKOTOPBIX ciydasx, MOXKET
noTpe0oBaThCs U3MEHEHHE IapaMeTpPOB paclpeliesIeHUs] MaMATH,
aJIpeCHOr0 MPOCTPAHCTBA, YPOBHS AETAIU3alUU KypHaJlIa U T.IL
Tak, Hanpumep, uid 32-OUTHBIX OINEPALMOHHBIX CHCTEM CeMei-
crBa Windows, MO yMOJNYaHHIO KaXKAOMY I[OJIB30BATEIECKOMY
Ipolieccy OTBOJAUTCS BUPTYaJIbHOE apeCHOE MPOCTPAHCTBO pas-
Mepom 2I'6, He3aBHCHMO OT O00beMa pealnbHOW maMsATH. B 6oub-
IIMHCTBE CIIy4aeB, 3TOr0 BIOJHE JAOCTaTOYHO JAJs paboThl MPUIIO-
KEHUH, HO TIPU HEOOXOTUMOCTH, €r0 MOXKHO YBEIHYUTH, yKa3aB
napametp INCREASEUSERVA (1ienoe uucno):

bcdedit /set increaseuserva 3072 — ycTaHOBUTH pa3Mep
BUPTYaJIbHOTO aJpPECHOT0 MPOCTPAHCTBA JJIs MPUJIOKEHUN paB-
HbeIM 3 6.

bcdedit /set increaseuserva 2048 — ycTaHOBUTB pa3Mep
BUPTYaJIBbHOTO aJPECHOTO NPOCTPAHCTBA AJIs IPWIOKEHUH DPaB-
HbIM 2 6.

bcdedit /deletevalue increaseuserva — ynanmuTh mapamerp
INCREASEUSERVA u3 koH(urypauuu 3arpy3kH.

JelicTBue NaHHOW KOMAaHIbl, AHAJIOTMYHO MPEIbIAYIIEH,
nockosbKy orcyrctBue 3nemeHTa INCREASEUSERVA mpenro-
Jlaraert, 4to OyJAeT 3a/1aH0 aJipecHOe MPOCTPAHCTBO pazmepoM 21°6.
EctecTBeHHO, 3TO BepHO TONbKO A1 32-pa3psiiHbix OC, mOCKob-
Ky 11 64-pa3psaHbIX, pa3Mep aJpeCcHOro npocTpancTBa — 41°6.

[TpocMoTpeTh TEKyIIME MapameTpsl Ul NPUIIOKEHUsS 3a-
Tpy3KH Windows MOYKHO C IIOMOIIIBI0 KOMAaHIIbI:
bcdedit /enum osloader.

15



[Tpumeps! ucnonbs3zoBanus bededit s coxpaHeHus U BOc-
CTQHOBJICHUS KOH(QHUTYPALTUH:

becdedit /export C:\Backup\BCD2012 — coxpaHeHHE TeKy-
mel cucreMHoW KoH(urypauuu B daitn bcd2012 karamora
C:\Backup\. Karasnor, Kyaa BBIIOJHIETCS COXpaHCHHE, IOJDKCH
cymiectBoBarh. [lpu Hamuumu mpoOesoB B IYTH, HCIIOJB3YIOTCS
JBOMHbIC KaBBIYKH:

bcdedit /export "C:\My Backup\BCD2012"

Jlns BoccTaHOBICHUS! KOH(UTYpAIlMK U3 paHee COXPaHEH-
HOW  KomuM  wWcHoiedyercs  komannma:  bcdedit  /import
C:\backup\bdc2012.

Komanga BCDEDIT 6e3 mapameTpoB BBIBOAUT TEKYIIYIO
KOH(UTYpaIHIo 3arpy3KH Ha 9KpaH. J[1s ucronp30BaHusI KOMaHIbI
B KOMaHIHBIX (aiijlax WM MPUMEHEHUS MOCIEAYIOINX KOMaH]I,
MOJIE3HO MMETh TEKCTOBBIA (paili ¢ pe3ysbTaTaMH BBITOTHEHHS
KOMaH/Ibl, /Ul Y€r0 MOXKHO BOCIIOJIb30BAThCSI CTAHJAPTHBIM IPHU-
€MOM - [IepEeHAaIpPaBJICHUEM BbIBO/Ia B TEKCTOBBIN (haiii:

BCDEDIT > C:\bcdconf.txt — coxpaHuTh pe3yJbTaThl
oToOpaKeHHsT TeKymled KOH(QUTYpaluuu 3arpy3kd B TEKCTOBOM
daiine C:\bcdconf.txt
BCDEDIT /v > C:\bcdconf.txt — coxpanuts pe3ynpratsl 0TOOpa-
KEHUsSI TEKyIlell KOH(QUrypanuu 3arpy3ku B TEKCTOBOM (aiine
C:\bcdconf.txt ¢ BerBomom momaeix GUID BMECTO NHCEBAOHMMOB.
bcdedit /timeout 40 - ycTaHOBUTH BpeMsi OXHIaHHs BbIOOpa CH-
CTEMBI JJIs 3arpy3KH paBHbIM 40 ceKkyH.

bcdedit /displayorder {ntldr} {current} — ycranoButh mo-
psanok otoOpaxkeHus 3arpyxkaeMbix OC — cnauana Windows XP
(unentudukarop - {ntldr} ), sarem — Windows 7 ( unentuduka-
top — {current} )

bcdedit /default {ntldr} — ycranoButh B KauecTBe 3arpyxa-
eMoit o ymonuanuto cucrembl Windows XP.

bcdedit /default {current} — ycranoBuTh B KauecTBe 3arpy-
XKaeMoi 1o ymonyaHuio cuctemsl Tekyuryto OC, B cpesie KOTopoit
BbINOJIHsAETCS KoMaHaa bededit, T. . — B JaHHOM npuMepe KOH(HU-
rypauuu BCD — Windows 7. Ilpu Heo6xoauMocTu BeiOOpa apy-

16



roii OC, He sBuAIOUIElCS TeKylleH, Hy*kHO ykaspiBath ee GUID
— bededit /default {d1f837a3-7e0f-11df-bc8b-f6edb78d41b5}

s mpocMoOTpa OTIENbHBIX KAaTerOpuil WM IMOJHOTO Ie-
peuHsi mapaMeTpoB KOH(UTrypaluu 3arpy3Kd HCIONb3YeTcsl KO-
manga BCDEDIT /enum . Drta koMaHaa MMEPEYMCIISACT BCE 3alHCH
B xpanwiunie. Komanna /enum ucnosibp3yercst Mo yMOJI4aHHIO, T0-
aToMy Hcnosib3oBaHue "bcdedit" 6e3 mapamMeTpoB SKBHUBAJICHTHO
"bededit /enum ACTIVE".

[Ipumepsi:

bcdedit /enum OSLOADER — oto6pa3uth BCE 3allUCH IS
3arpy3urKa OnepaliOHHON CUCTEMBI:

bcdedit /enum BOOTMGR — oTo0pa3uthk Bce 3amucy uc-
reTyepa 3arpysKu.

Jns moGaBnenus HOBBIX 3amuced B xpaHwunuine BCD wuc-
noJnp3yercs komanaa bededit /create. Jta KoMaHa co3AaeT HOBYIO
3amuch B XpaHWIWIIE MaHHBIX KOHUrypanuu 3arpysku. Ecnu
yKa3aH W3BECTHBIH HIECHTH(PHUKATOP, TO YyKa3zaHHE IapaMeTpoB
/application, /inherit u /device He TpeOyeTcs.

Camplil mpocToii crtocod 100aBiIeHNs HOBBIX 3alUCeH - JUIs
CTaHJAPTHBIX 3arPy3YMKOB U C UCIOJIb30BAHUEM IICEBIOHUMOB.

bededit /create {ntldr} /d "3arpy3unk OC mnpexHux Bep-
cuil"— 15 co3gaHusl HOBOM 3alMCH B TEKyIlleld KOH(Urypanuu 3a-
rpy3Ku ais onepaoHHbix cucreM Windows NT/2000/XP

bcdedit /create /d "Windows Vista" /application osloader —
JUI  CO3/1aHUSl HOBOM 3amucu KOH(UIypaluu 3arpy3kd i
Windows Vista u crapie.

HyXHO y4uThIBaTh, YTO KOMaH[a /Create Bcero JHUIIb CO-
3/IaeT HOBYIO 3alTUCh B XPAHMJIHUINE JaHHBIX KOHPUTYpAIH U CO-
obmaeT nomib3oBarento ee uaeHtupukatop GUID. [lns co3nanus
paboTocrnocoOHOM KOH(PUTYpAIiK 3arpPy3KH ATOTO HEAOCTATOUHO -
HE00X0IMMO ellle 3a/1aTh HEOOXOAMMBbIE MapaMeTphl Ui 3allMcHy,
coorBercTBytomerd nanHomy GUID. 3Haduenus mapameTpoB ompe-
JeNSIOTCS. B 3aBUCHUMOCTH OT THIIA 3arpy>kaeMoi CHCTEMBI, 0CO-
OCHHOCTEH ee 3arpy3unmka MecTa HaxoXKIeHHs (ailjloB U Karajo-
TOB.

17



Co3nath HeoOXOAWMBIE MapaMETpPhl JAHHOM 3amUCH JUIS
nepeaadn ynpasieHus 3arpy3unky Windows XP:

bcdedit /set device=partition=z. rme Z: — GykBa AucKa, rjie
HAXOJUTCS TUCHIETYEP 3arpy3KH.

[Tpumep co3nanus xkoHburypanuu 3arpy3ka Windows XP
¢ momotbio koman el bededit:

bcdedit /create {ntldr} /d "Microsoft Windows XP" - co-
31aTh 00BeKT 11t 3arpy3ku Windows XP

bcdedit /set {ntldr} device partition=C: — yka3zarb ycTpoi-
CTBO 3arpy3Ku (aKTUBHBIN pa3zen)

bcdedit /set {ntldr} path \ntldr — ykasats nyTh K 3arpy3uu-
Ky ntldr

bcdedit /displayorder {ntldr} /addlast — no6aBuThs B KOHEII
MEHIO BbIOOpA BAPUAHTOB 3arpy3Ku HOBBIN MMYHKT.

[Tpu co3gaHuy HOBOM 3allICHU MOYKHO COXPAaHWUTH CO3ZaH-
ue1ii GUID: bededit /create /device > ramdevice.txt — GUID HoBo-
ro yCTpoOiicTBa Oyzer 3alucaH B TEKCTOBBIN
¢aiin ramdevice.txt s ynoOcTBa HMCHOJIB30BaHHUS €ro B TOCIe-
IOYIOIIKUX KOMaHIax

Jucnerdep 3arpy3ku boOtmgr mo3BoJssieT BBIMOJHUTE 3a-
IPy3Ky ONEPALMOHHBIX CHUCTEM C MCIOJIb30BAaHUEM IIPUIIOKEHUS
3arpy3ounoro cekrtopa (/application BOOTSECTOR). O6wruno
TAKOM METOJ 3arpy3KH UCIOJBb3YETCS ISl ONEPAllMOHHBIX CUCTEM
Linux/Unix. Koudurypauus 3arpy3ku BCD coznaercst Takum 00-
pa3zom, 4ToObI qrcnerdep HOOtMgr Mor BBIMOIHUTH 3arpy3Ky H Ie-
penauy ympaBieHHs] IpOrpaMMe 3arpy304HOro CeKTopa pasjena
PBR 3arpyxaemoit OC. Takum o0pa3om, KpoMe 3aucH KOHDUry-
patun BCD, i1t ycnemHoro BbINOJIHEHUs 3arpys3ku, TpeOyercs
crienuanbHbIi (aitn ¢ konueil 3arpyzounoii 3anucu PBR. YTunu-
ta bcdedit.exe e mpeaHasHaveHa I CO3MaHUS MPHIOKCHHUN 3a-
rpy3ku (Kak bootsector, Tak W MPOYMX) M HCIOJB3YETCS TOJBKO
U1 KOH(UTYpUpPOBaHUS JAHHBIX XpaHWIMILA 3arpy3ku. s co-
3/IaHMsI KOMMM 3arpy304HoOi 3amucu pasnena PBR motpebyrorcs
Jpyrue MporpaMMHbIE CpeACTBa, HAOOp KOTOPHIX JOBOJBHO 00-
IIMPEH W OmpesenseTcss TUMOM omnepanuoHHoi cuctemsl (DD B
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Linux, Grub4DOS B Windows, AMCKOBBIC YTHIUTBI C (yHKIIHEH
MTOCEKTOPHOTO KOMHMPOBAHMSI 3arpy304YHBIX 3amuceil B ¢ailin u T.
n.). [Ipumep coznanus KOHQUTYpAIUK 3arpy3KH JUIsl ONEpalluoH-
HOM cuctemsl Linux:

bcdedit  /create /d  "Linux  OS"  /application
BOOTSECTOR — co3xath 3anuck B CHCTEMHOM XPaHWJIMIIE KOH-
durypanuu s 00bEKTa MHPUIIOKEHUS 3arpy304HOTO CEKTOpa.
[Tomy4yeHHBIH MpH BHIMOJIHEHUH JAHHON KOMaH/Ibl HICHTU(UKATOP
{GUID} wucnonb3yercst B MOCACAYIOMMX KOMAaHJaX, OMpPEIeIIsIo-
[UX 3HAYEHHE DIIEMEHTOB 00BEKTA.

bcdedit /set {GUID} device partition=C: - 6ykBa niu quck
JUIs aKTUBHOI'O paszena.

bcdedit /set {GUID} path \grub.pbr nyts x daiiny, comep-
JKauemy 3arpy3o4syro 3anucsk PBR.

bcdedit /displayorder {GUID} /addlast - mo6aBut HOBBIi
IIyHKT B KOHEIl MEHIO BHIOOPA ONEPALlMOHHBIX CUCTEM.

2.4 PaGoTa c ceTeBBIMHU pecypcaMu

VYrumurta NET.EXE cymectByer BO BCeX BEpPCHSX
Windows u siBisieTcs OTHON U3 CaMBIX UCHOIB3YEMBIX B MPAKTH-
YecKol paboTe ¢ ceTeBbIMU pecypcamiu. [103BosIeT moaKII0o4YaTh 1
OTKJIIOYaTh CETEBbIE JUCKH, 3alyCKaTh U OCTaHABIMBATH CHCTEM-
HbI€ CIIy>KOBI, 100aBJIATh M yNalsATh MOJB30BaTeNIEel, YIpPaBIsATh
COBMECTHO MCHOJb3YyEMBIMU pecypcamMH, OTOOpakaTh CTaTUCTUYE-
CKHe€ JIaHHbIE 00 MCTI0Ib30BAHUU PECYPCOB U MHOTOE JPYTO€.

Breimonnenne komManzbl Net 6e3 mapaMeTpoB  BBHI3BIBAET
KpPaTKYH0 CIPaBKy CO CIIMCKOM BO3MOYHBIX YPOBHEU HCIIOJIb30Ba-
HUSI, 3amycK ¢ mapamerpom help mo3Bonser momy4uts Oonee mo-
IpoOHYI0 nH(pOpMAIHO 00 UCTIOJIB30BAaHUH net.exe.

Net.exe MOXeT UCHOJIB30BATHCS IS pabOThl C CHCTEMHBI-
Mu ciyx6amu. Januenii pexxum ucnonb3oBanus NET.EXE, B He-
KOTOpPO# CTEINEHU, SBISETCA HE XapaKTEpHBIM JUIsl OCHOBHOIO
MpeHa3HauYeHus! yTUIUTHI, U HaunHasg ¢ Windows XP, i ynpas-
JICHUS CHUCTEMHBIMHU CIYX0OaMU MCIONB3yeTCs ClelUaNbHas yTH-
nuta komangHoW cTpoku SC.EXE. Tem ne menee, NET.EXE B
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cpene 000 BepcuU OMEparuoHHBIX cucTteM Windows Moxker
OBITh MCIIOJIb30BAaHA JJIs 3allyCKa U OCTAHOBKU CHCTEMHBIX CITyKO
(cepBucoB). CornacHo cripaBOYHON MH(DOPMAIUH, CIUCOK CITYXO,
KOTOPBIMH MOYKHO YIIPABJIATH C MOMOIIbIO NEt.EXe MOKHO MOITY-
YUTh UCTIONB3YS CICAYIONIYI0 KOMaHIY:

net help services

Ho 310 He coBcem BepHO, U Ha caMOM J€je, C IIOMO-
1bIo Net.eXe MOXKHO 3alyCTUTh WM OCTAaHOBUTH IPAKTHUYECKU
TM00YI0 CUCTEMHYIO CIy*O0y, U B TOM UHKCJe, HE MPEICTaBICHHYIO
B CIIHMCKC, OTOGpEDK&GMOM IIpHU BBIIIOJIHCHUN HaHHOﬁ KOMaH/BI.
JJi1 OCTaHOBKM MCIIOJIb3YETCS MapameTp stop, a AJisl 3ammycka - ma-
pamerp Start:

net stop dnscache — ocranoBuTh cityx0y dnscache

net start dnscache — 3anyctuth ciyx0y dnscache

Bo03MO0XXHO BcoIbp30BaHNE KaK KOpPOTKOIr'0o, TaK U IMOJIHOI'O
umenn ("Dnscache" — xopotkoe, "DNS-kiaueHT" - moiaHOE HMs
ciryx0b1). Mmst ciry>kObI, comepikaiiee CHMBOJIBI PyccKoro anda-
BUTA U MPOOEIIBI 3aKII0UAETCS B IBOWHBIE KaBBIYKU.

net stop "DNS-kmament" — octaHoBuTh ciayk0y DNS-
KJIUEHT.

[TonHoe uMst ciayxObl MOXXHO ckonupoBaTh u3 "llanensb
ynpasneHus" — "AamunuctpupoBanue" — "CuoyxObl" — Hwms

ciryx0b1 — "CBoiictBa" — "BriBogumoe ums".

Jlis MpUOCTAaHOBKM HEKOTOPBIX CHUCTEMHBIX CIyXO WU
MPOJOJKEHHSI pabOThl paHee MPUOCTAHOBIEHHOM CIIy)KObl HC-
nonb3ytores koMauasl NET PAUSE u NET CONTINUE:

net pause "IlnmaHupoBIIMK 3amaHuil" — NPUOCTAHOBUTH
ciryx0y "[lnanupoBuiyk 3axanuit"

net continue schedule — mpomomkxuTe paboOTy CITyKOBI
"IlnanupoBmiuk 3amanuid". Mms cmyxObl 3a7aHO B KOPOTKOM
¢dopmare.

Net.exe MOXKET HCIOJIb30BaThCs AJi1 pabOThl C CETEBBHIMHU
JUCKaMHU.

[Tpumepsr BemoaHeHUsT KoMauael NET USE mns momkotro-
YEHMSI CETEBBIX JUCKOB:
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net use X: \\server\shares — monxi04YnuTh ceTeBOil AuCK X:
KOTOPOMY COOTBETCTBYET pa3JeisieMblil CETEBOM KaTaJlor ¢ MMe-
HeM Shares Ha KOMIIbIOTEpe C UMEHEM Server.

[TpumoHTHpYEM ceTeBOil IucK moj OykBoil X, pacmoio-
KeHHbIE Ha cepsepe \\VasyaServer\Share, wms moib30Bare-
11 VASYA, nomen VASYADOMAIN, naposs 12345. Jlnsa storo
HY>KHO BBITIOJIHUTH CJIEIYIOIIYIO0 KOMaHAY:

net use X: \\VVasyaServer\Share
/user:VASYADOMAIN\VASYA 12345

IIpumep pasMOHTHPOBAHUSA UCKA:

net use x: /delete

Jlist w3MEHEHUsS peXuMa 3allOMHHAHUS TIOIKITIOYCHHBIX
CeTeBBIX AUCKOB ncnonb3yercs ko4 /PERSISTENT

net use /PERSISTENT:NO — He 3anmoMUHATh CETEBBIE MO~
KITFOUCHHSI.

net use /PERSISTENT:YES — 3anoMuHaTh CeTeBbBIC MOJI-
KITFOUCHHSI.

Heo0xoaumMo y4uThIBaTh, UTO PEKUM, OIMpEesieMblid 3Ha-
yenneM kiaroua /PERSISTENT, oTHOCHTCS K BHOBb CO3/1aBa€MbIM
noakmoueHusM. Ecnu, Hanmpumep, ceteBol auck X: ObUT co3/aH
npu ycraHoBieHHOM pexkuMme 3anoMuHanust (PERSISTENT:YES),
a 3aTeM Bbl BBINOJHUIM CMEHY peXHMa KOMaHIou net use
/PERSISTENT:NO u mogxiro4uian cereBo AUCK Y: , TO IOCie
nepe3arpy3kd CUCTeMbI, He OyJIeT BOCCTAHOBIICHO MOIKIIOYECHHE
nucka Y: , Ho Oy/ieT BOCCTaHOBJIEHO MOJIKIIOYEHHE JUCKa X:

NET SHARE — sTa komaH1a TIO3BOJIIET BBIICIUTH PECyp-
CBI CHCTEMBI JUTs ceTeBoro goctyna. [lpu 3amycke 6e3 apyrux ma-
paMeTpoB, BBIBOAUT HHGPOpPMAIHIO 000 BCEX pecypcax TaHHOTO
KOMITBIOTEPa, KOTOPHIE MOTYT OBITH COBMECTHO HCIOJB30BaHBI.
JIst KaXKaoro pecypca BBIBOAUTCS WMS YCTPOMCTBA WM TYTh U
COOTBETCTBYIOILINI KOMMEHTapUH.

net share — mony4uTh CIHUCOK pa3ieisieMbIX B JIOKAJILHOU
CETH PECYPCOB IAHHOTO KOMIIBIOTEPA.

s moOGaBieHHs] HOBOTO pa3lesieMoro Mo CeTH pecypca
HCIIOB3YETCS:
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net share TEMP="C:\Documents And Set-
tings\LocalSettings\games" — mo6aBuTh HOBBIN pa3jeisIeMblii Ka-
TaJor nox umeHeMm 1 EMP

net share TEMP="C:\Documents And
Settings\LocalSettings\games" /users:5 — mo6aBuTh HOBBIN pasje-
nsieMbld katanor noa umeHem EMP ¢ makcumanbHbIM 4mCiiOM
OJTHOBPEMEHHO MOKIIOYAIOIINXCS MOIb30BaTeNIel paBHBIM 5.

Jns ynaneHus CyHIECTBYIOLIETO pa3JeisieMoro pecypca
ucnons3yercs napametp /DELETE:

net share TEMP /DELETE - ynanute pa3aeisieMblii pecype
o umenem TEMP

Y aneHue BBIMOIHACTCS TOIBKO JUISI UMEHU Pa3lesieMOoro
pecypca v He 3aTparuBaeT KaTajlor JOKaJIbHOTO AMCKA, CBSI3aHHBIN
C JIaHHBIM UMeHeM. J1Jig momydeHusl cucka KOMIbIOTEPOB JOMEHa
C pa3AeNIIeMbIMU PECYpCaMH UCTIOIB3YETC KOMaH 1a

net view - oToOpa3uTh CIHCOK KOMIIBIOTEPOB B CETEBOM
OKPY>KE€HUH.

net view | more — oToOpa3uTh CIIUCOK KOMITBIOTEPOB B I10-
CTPAaHUYHOM PEXHME BBIBOJIa HA DKPaH.

net view > C:\computers.txt — oToOpa3uTh CIUCOK KOMIIb-
IOTE€POB C 3aMHCHI0 PE3YIbTaTOB B TEKCTOBBIN (haiil.

VYrunuta NET.EXE mno3Bonsier oToOpa3uth HaHHBIE 00
YUETHBIX 3alUCAX MOJB30BaTeNel U TPYyMI, 100aBIsAThH HOBBIC 3a-
MHACH, YJasATh CYIIECTBYIOIIHE, OTOOpakaTh MapameTpsl Oe3-
OIMaCHOCTH, CBSI3aHHBIE C aBTOpPHU3allMEH MMOJIb30BaTeIe 1 HEKOTO-
pble Ipyrue ornepanuud Mo aIMUHUCTPUPOBAHUIO HA JIOKAIHHOM
KOMITBIOTEPE WJIM KOHTPOJLJIEPE JIOMEHA.

NET ACCOUNTS — »Ta koMaHJa HCIOJB3yeTCs Asi 00-
HOBJICHUS 0a3bl TaHHBIX PETUCTPAIMOHHBIX 3aMUCceld U N3MEHEHUS
napameTpoB Bxoaa B cetb (LOGON). Ilpu ucmonas30BaHuM 3TOM
KOMaHbl 0e3 yKazaHWs MapaMeTpoB, BHIBOASTCS TEKYIIUE 3HAYE-
HUS TIApaMETPOB, OTPEICISIOMNUX TPEOOBAHMS K MAPOJISIM U BXOTY
B CETh, — BPEMS NMPUHYAUTEIHHOTO 3aBEPIIEHUS CECCHH, MUHU-
MalbHYIO0 JUIMHY Mapojisi, MAKCUMallbHOE U MUHHMAIIbHOE BpeMs
JEHCTBUS TTAPOJISI K €TO YHUKAITBHOCTb.
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Cunrakcuc komansl NET USER:
net user [MMs_1onb30Bartens [mapois | *] [mapametpsl]] [/domain]
net user uMms_moib3oBatens {mapoib | *} /add [mapamerpsi]
[/domain]
net user ums_tionb3oBarens [/delete] [/domain], roe

— MM _II0JIb30BATEJIsl — YKa3bIBa€T UMs Y4ETHOW 3aIMCHU
0JIb30BaTeNs, KOTOPYIO MOXKHO J100aBUTh, YJAIUTh, OTPEIAKTH-
poBaTh WM MpocMOTpeTh. MMst MoxkeT umeTs anuHy 10 20 cum-
BOJIOB.

— MapoJib — MPHUCBAUBACT WM U3MEHSET Mapojb MOJIb30-
Barens. Beaurte 3Be3nouky (*) 1y BbIBOJA NpUIIIALICHUS HA
BBOJI mapods. [lpu BBoJe ¢ KilaBUATypbl CUMBOJIBI AP0 HE BBI-
BOJSTCS HA DKPaH.

— /domain — BBIMONHSET OIEpaIMI0O HAa KOHTPOJLIEPE OC-
HOBHOTO JUTSl JAHHOTO KOMIIBIOTEpA IOMEHA.

— MapameTpsl — 3ajJaeT mapaMeTp KOMaHIHOM CTPOKU JIJIs
KOMAH/IBI.

— net help komannma — oToOpakeHue CHpaBKH Ui yKa-
3aHHOI KOMaH/IbI net.

— /delete — ynanenue yueTHO# 3amucH MOIb30BATEIIS.

JononuurensHsie napamerpsl komanasl NET USER:

— lactive:{yes | no} - akTHBUpYeT HIH [CaKTHBHPYET
yYeTHYI0 3anmuch. Eciu ydeTHas 3amuch He akTUBUPOBAHA, TOJb-
30BaTeNlb HE MOXeET MOJIyYUTh AOCTYH K cepsepy. ITo ymonuanuto
y4YeTHasl 3aI1ich aKTHBHPOBAHA.

— /comment:"TekcT" — IMO3BOISET HO0ABUTH OIKMCAHHUE
YUETHOH 3amucu nosib3oBaTens (MakcumMyM 48 cumBoJioB). TekcT
OITMCAHMSI 3aKITFOYAETCS B KABBIYKH.

— /[countrycode:nnn — wucmosib3yeT KOJ CTpaHbl, yKa3aH-
HBIA U1 ONEPAllMOHHOW CHCTEMBI, I peau3allMi COOTBET-
CTBYIOUIMX SI3BIKOBBIX (DaiilIOB MpH OTOOpPaKEHUH MOJIH30BATENb-
CKOI crpaBKH U coobmieHuit 06 ommuOkax. 3HaueHne 0 cooTBET-
CTBYET KOJIy CTpaHbl, UCIIOJIb3yEMOMY MO YMOIYAHHUIO.

— /expires:{fara | never} — jara UCTEYEHHUS CpPOKa JEH-
CTBHSI YYETHOH 3amucH. 3HaAUYe€HHE Never COOTBETCTBYET Heorpa-
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HUYEHHOMY CpOKy neidictBus. [lara ykaspiBaeTcs B (Qopmare
MM/JIJI/TT WK JJI/MM/TT B 3aBUCMMOCTH OT KOJia CTpaHbl. Mecsit
MOJKET YKa3bIBaTbca LU(paMU, TOTHOCTHIO MM B COKpAIEHHOM
Buje (Tpemst OykBamu). ['oJ MOXKET yKa3bIBaThCsl ABYMS JIM Ye-
THIPbMSI IUPpaMu. DJIEMEHTHI 1aThl pa3fenstoTcs cidiieM (/) 6e3
po0OeIoB.

— [fullname:"ums" — momHoe UMs TOIB30BaTENs (B OTIIH-
YUK OT UMEHH YUYETHOMW 3alrCH MoJIb30BaTelis). MMs yka3biBaeTcst
B KaBBIYKaX.

— /homedir:nyms — yka3piBaeT myTh K JAOMallHEMY Kara-
JIOTY TOJIb30BaTeNsl. YKa3aHHOE MECTO JOJIKHO CYIIECTBOBATD.

— [passwordchg:{yes | N0} —yka3biBacT, MOXET JIH MOJIb-
30Bareilb U3MEHATH CBOU NapoJib (110 YMOJYAHUIO MOXKET).

— [passwordreq:{yes | no} - ykasbiBaer, IOJDKHA JIH
ydYeTHasi 3aluch TOJH30BATENS UMETh Mapoib (M0 YMOJIYAHHUIO
JTOJIXKHA).

— /profilepath[:myTh] — yKa3bIBaeT myTh K MPO(UITIO BXO-
71a B CUCTEMY IOJIb30BaTEIIsl.

— [scriptpath:nyms — nyTh K CliEHApHUIO, HUCIIOIB3YEMOMY
MOJIb30BATEIIEM ISl BXO/A B CHCTEMY.

— /times:{Bpems | all} — Bpems g Bxoga B cuctemy. [la-
pameTp BpeMsi yKasbiBaeTcs B (opmare AeHb[-AeHb|[,AeHb|-
neHsb|],uac [-uac][,uac [-4ac]]|, mpuueM mpupaiieHue paBHsercs 1
yacy. Ha3BaHue nHeil Hemenu MOTYT YKa3bIBAaThCS MOJIHOCTBHIO
WIA B COKPAIICHHOM BHJE. Yachl MOTYT yKa3belBaThCs B 12- wim
24-qacoBoMm mpenctaBieHud. [ns 12-yacoBoro mpencTaBiICHUS
UCIOJIb3YIOTCA 0003HaueHUsl am, pm, a.m. Wi p.m. 3HaueHue all
COOTBETCTBYET OTCYTCTBHIO OTpaHHYCHUI Ha BpeMs BXOJa B CH-
CTeMy, a IMyCToe 3Ha4eHne 0003HAYACT TOTHBIIN 3alpeT Ha BXO B
cucrteMy. 3HaUeHUs JHEH HeNeNd U BPEMEHH pa3/eisiioTcs 3aris-
TOW; HECKOJIBKO 3aMMUCEeN U1l 3HAYEHUW THEH HEJEeNu U BPEMEHU
Ppa3AENSA0TCS TOUKOM C 3amsTOM.

— /usercomment:"TeKCT" — TMO3BOJISIET AAMHHHCTPATOPY
N00aBUTH WK U3MEHUTh KOMMEHTApUH K yUETHOH 3alHCH.
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— /workstations: {umsi_kommstotepal,...] | *} — mo3Bomser
yKazaTth 70 8 KOMITBIOTEPOB, C KOTOPBHIX MOJB30BATEIh MOXKET
BOUTH B ceTb. Ecnu my1st mapamerpa /workstations He ykas3aH CIu-
COK KOMITHIOTEPOB WJIM yKa3aHO 3HAYCHHE *, TOJIh30BaTEb MO-
KET BOWTH B CEThb C JIFOOOT0 KOMIIBIOTEPA.

IIpumepsl UCIIONB30BAHHUS:

— net user — oToOpa3uTh CIUCOK MOJIb30BaTEIIECH;

— net user /IDOMAIN — oTo6pa3uTh CIHCOK IOJb30BaTe-
JIEW TEKYIIErO TOMEHA;

— net user VASYA /USERCOMMENT:"TecToBbI# MOJB-
3oBatenb " /add — 1o0aBuTh nmoas3oBatess ¢ uMeHeM VASYA;

— net user VASYA /delete — ynanuth Co34aHHOTO IMOJIb-
30BaTes;

— net user VASYA * —u3MeHHUTH Mapoiib CYIIECTBYIOIIETO
nosib3oBarenst VASYA. Hosblil mapons OyzeT 3anpolleH IpU Bbl-
MIOJIHEHUU KOMAaH/IbI.

[Tpumep mocnen0BaTEIPHOCTH KOMaH JJIS CO3JaHHS HO-
BOT'0 TIOJIb30BATEIS C IPABaMHU JIOKAJIILHOTO aJIMUHUCTPATOPA:

net user VASYA Boss /ADD — co3manue y4eTHO# 3amucu
nonb3oBarenst VASY A ¢ maposiem Boss;

net localgroup Anmunuctparopsl VASYA /ADD — no6as-
JIEHUE T10JIb30BAaTeNs B ITpyniy "AIMUHUCTPATOPHI".

Jns noGaBrneHus Y4YeTHOW 3amMcu TMojib3oBaTens Petr c
MTOJTHBIM MMEHEM I10JTh30BaTeNIsl U IPABOM Ha MOJKIIIOUEHUE C 8 110
17 yacoB ¢ moHeAENbHUKA M0 MATHUILY UCIIOJIB3YETCS CIeAyIoas
KOMaH/1a:

net user petr /add /times:ITu-ITt,08:00-17:00/fullname:"Petr".

2.5 Pa0ora ¢ TOUKaAaMHU HOJAKJIIOYCHUSA

Komanga MOUNTVOL no3BonsieT co3naBarh, ynaisTh H
MIPOCMATPHUBATh TOYKH TOIKIIOYCHHUS TOMOB (TOYKH MOHTHPOBa-
HUs) B KoMaHgHOUW cTpoke Windows. Touku MOHTHpOBaHHS J0-
CTYIIHBI TIpU HcTodb30BaHuK (aitnosoii cuctemsl NTFS. B cpene
OTIepaIIMOHHBIX cucTeM ceMmeiicTBa Windows, CyIecTByeT /1Ba BH-
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Ja TOYEK MOHTHPOBAHHUS: TOYKAa MOHTHUPOBAHUs Karajora (aHTIL
junction point) ¥ Touka MOHTHPOBaHHS ToMa (aHTra. volume mount
point). Co3qanre TOYeK MOHTHUPOBAHUS MEPBOTO TUIA OCYIIECTB-
JIeTCs Yepe3 KOHCOJbHYI komanay mklink /J, co3manue Todek
MOHTHPOBAHMs BTOPOrO TWUNAa — Yepe3 kKomanay mountvol. Ha
NpaKkTHUKE YTHIUTa MOuntvol ucnosb3yercs i W3MEHEHUs! KOH-
durypanyu TOMOB, aBTOMAaTHYECKH CMOHTHPOBAHHBIX OIEpaIly-
OHHOM CHCTEMOH, MOAKIIOUEHUS TOMOB 0e3 Ha3HaueHUs OYKB
JUCKaM, YBEIHYEHHS CBOOOJHOTO MeCTa Ha TOME WM 3aMEHbI
KECTKOTO JHUCKA, C HCIOJb30BAHUEM TOMKIIOUCHHS K KaKOMY-
aubo ero mytH apyroro roma. Mountvol mo3Bsossiet ucmnosb30Bath
OJIMH M TOT JK€ TOM C HECKOJIbKHMH ITyTSIMH MOHTHUPOBaHHUSI.
dopmaT KOMaHTHOW CTPOKH:

MOUNTVOL [<guck>:]|<nyTb> <uMs TOMa>

MOUNTVOL [<guck>:]<nyTs> /D

MOUNTVOL [<muck>:]<nyTs> /L

MOUNTVOL [<guck>:|<myTts> /P

MOUNTVOL /R

MOUNTVOL /N

MOUNTVOL /E

ITapameTpsl KOMaHIHON CTPOKH:

<mytes > - CymectByromasa nanka NTFS, B koropoii
OyZIeT pacrnojaratbCs TOUKa MOJIKIIOUEHUSI.

<wuMms ToMa > — VM4 MOAKII09aeMOoro Toma.

/D —YnaneHue TOYKM TMOAKIIOYEHHsS TOMa M3 3aJaHHOU
TIATKH.

/L — BbIBOJ CIIMCKAa UMEH MOIKIFOUYCHHBIX TOMOB IS 3a-
JTAHHOU TarKH.

[P — VnaneHne TOUYKM TOIKIIOYEHUS TOMA W3 3aJaHHOU
MarK{, OTKJIIOYEHHE TOMa M TEPEeBOJl TOMa B HEMOAKIIOYacMOe
cocTosiHue. TOM MOXHO C/IeTaTh MOJKI0YaeMbIM, 3aHOBO CO3/1aB
TOYKY TOJIKITFOUEHUS TOMA.

/IR — Ynanenue marmok ¥ mapaMmeTpoB peecTpa TOUYEK MOJ-
KIIFOUEHUS] TOMa JJIsi TOMOB, KOTOpbIEe OOJbIEe HE CYIIECTBYIOT B
CUCTEME.
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/N OTKIII0YeHHE aBTOMATUYECKOTO IMOJKIIOYCHUSI HOBBIX
TOMOB.

/E BxiIrodeHHE aBTOMATHYECKOTO TOJKIIOYCHUS] HOBBIX
TOMOB.

[lpu BeIMOMHEHWM KoMaHbI Mountvol 6e3 mapamerpos,
KpOME CIIpaBKU IO HCIHOJB30BAaHUIO, OTOOPAXKAIOTCSI BO3MOXKHbBIE
3HAUEHUS UMEH TOMOB BMECTE C TEKYIIMMHU TOYKAMM IOJKIIOYE-
HUSL

Wms toma coxepxkut mnpedurc \\Volume u yHHuKaabHBIH
rinobanbHbli uaentTudukarop - GUID :

\\?\VVolume{152aae2e-3dfa-11e1-98a7-806e6f6e6963}\

Anroput™m dopmupoBanuss GUID moctpoen Takum oOpa-
30M, YTO Ka)/IbIil HOBBII reHEpUPYEMBbIil HISHTU(DUKATOP HUKOT 1A
HE COBIAJAET C JPYIMM, CYLIECTBYIOIIMM B JAHHOW CHCTEME.
O603nauaetcst GUID B Buzie HaOOPOB MIECTHAALATEPUYHBIX LTUDD,
paznenseMbix aeducamu A yao0CTBa 3alKMCH, U 3aKIIOYEHHBIMU
B (hUrypHbIie CKOOKHU:

{166769E1-88E8-11CF-A6BB-0080C7B2D6A2}

COOTBETCTBEHHO, B  K&XJOW KOHKPETHOW CHCTEME
Windows, Kaablii KOHKPETHBIII TOM HMEET CBOE€ YHHUKaJIbHOE
UMSL.

IIpumepsI NCIIONB30BAHMUS:

mountvol — oToOpa3uTh KpaTKyo CIPaBKy W MEPEUCHBb TO-
MOB C TOYKAMHU MOHTHPOBaHUS, JOMYCTHUMbBIX B JAHHON CUCTEME.
3amuch B popme:

\?\VVolume{e15660b7-46a7-11e3-b499-806e6f6e6963 }\

*#% HET TOUYEK ITOJAKJIFOUEHUA ***

03HAYaeT, YTO B CHCTEME MMeeTCsl TOM 0€3 TOYKH MOHTH-
poBanusi. OOBIYHO TaKasi 3alMCh UMEETCS B CHCTEMax Cofepika-
IIMX CKPBITbIE pa3fiesibl BOCCTAHOBIIEHUS WJIM CO3JaHHbIE MpU
cranfapTHoi ycraHoBke Windows 7/8 paznensl i MEHeKepa
3arpy3ku bootmgr.

[Ipn HaNIMUMK TOYKM MOHTHUPOBAHHUS B KayeCTBE IyCTOU
nanku NTFS, nadopmarius otobpakaercs B cleqyromeM BHUJC:
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\\2\Volume{ade35767-befl-11e3-a72c-d02788d7ed26 }\

D:\

C:\MountPointD\

\?\VVolume{ade35767-befl-11e3-a72c-d02788d7ed26}\ -
uneHTudukatop (MMs) Toma.

ToM Cc HaHHBIM HMEHEM CMOHTHPOBAH KaK JIOTMYECKH
muck D: m B kadecTBe conepkumoro manku MountPointD Ha no-
ruyeckoM aucke C:

mountvol  C:\mountpointD \?\Volume{ade35767-befl-
11e3-a72c-d02788d7ed26}\ — mOAKIIOYMTE TOM C  HMe-
mem \\2\Volume{ade35767-befl-11e3-a72c-d02788d7ed26}\ B ka-
yectBe nmanku C:\mountpointD. Hanpumep, eciii TaHHBIH TOM ObLT
MOJKIIIOUEH B KadyecTBE JIOTMYEecKoro aumcka D: To comepxumoe
nankd C:\mountpointD Oyzaer moaHOCTBIO JyOaMpPOBATH COICP-
kKumoe nucka D:

mountvol C:\mountpointd /I — orob6pa3uth CHHCOK MOA-
KIIIOYEHHBIX TOMOB 151 marku C:\mountpointD

mountvol C:\mountpointd /d — yranuts TOuky MOHTHpPOBa-
Hus Toma B Buje manku C:\mountpointD. Eciu BMecTo mapamer-
pa /d ucrione3yercs /P TO KpoMe OTKJIFOUEHHS TOMa U3 3aaHHOMN
ManKd, OH TEPEBOJUTCS B HEMOJKIIIOUYAEMOe COCTOSTHHE. UTOOBI
cienaTh TOM MOJKIIOYAaEeMbIM, HY’KHO 3aHOBO CO3/1aTh TOYKY IMOJ-
KITFOUCHUSI.

mountvol /R — yaanuTe manku u napameTpsl peecTpa TOUYeK
MOJIKJIFOUEHUS JUISI TOMOB, KOTOPBIE OOJIbIIIE HE CYIIECTBYIOT B CH-
creme. TOYKM MOHTHPOBAHHS JIJISI CHEMHBIX JWCKOB JTAHHOW KO-
MaHJOW He 3aTparuBalOTCs, Ja)Xe €CIM OHU He MOAKIIOYEHBI Ha
MOMEHT €€ BBIITOJTHCHHUS.

Komanna MKLINK npeana3zHaueHa Juisi CO3JaHUS CHM-
BOJILHOM CCBIJIKH Ha (Dails1 MM KaTajor.

CumMBoJbHas (CHMBOJIMYECKAs!) CChUIKA — CHEIHATbHBIN
¢aiin B ¢aiioBoit cucteme, Il KOTOPOro He GOPMUPYIOTCS HH-
KaKue JTaHHbIe, KPOME OJHON TEKCTOBOM CTPOKH C yKa3aTeJeM.
Cchulka MOXET yKa3bIBaTh Ha (Daiiyl, KaTaJor WM Jake HeCyIle-
cTByromuii ¢aitn. OCHOBHOE Ha3HAYEHHE CHMBOJBHBIX CCHUIOK —
co3aHue yJA00HOH CTPYKTYyphl (hailyioB u KatajaoroB B (HailsioBOI
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cucreme. CCBUIKM TMO3BOJIIOT JJisi OJHOTO (haiiia WiiM Karajora
UMETh HECKOJIbKO UMEH, a0COIIOTHO HUKAK HE CBSI3aHHBIX C UMeE-
HamMu (HalIOB MM KaTaJOTOB, HA KOTOpBIE OHM cchuiatoTcs. Ha
MIPAKTUKE, CUMBOJIbHBIE CCHUIKH MCIOIB3YIOTCS AJIS MOAKIIOUEHUS
B HY)KHOE MecTO (ailyioBoii cuctemsl (aillloB MM MAarokK, pacro-
JIO’)KEHHBIX B NMPOU3BOJIBHBIX MECTaX, a TAKXKe JUIsl CBS3BIBAHUS CO-
JEep>KUMOT0 ¢ KOHKPETHBIM MMeHeM (haiina mium karanora. Hampu-
Mep, Ui TOAKIIYCHHS K Karajory, ooOciyxuBaemMomy FTP-
CepBEpPOM, ChEMHOTO JTMcKa ((DIAILKK) JIsl BpeMEHHOM pa3/iaduu 1o
FTP. BmecTo KONMpOBaHUs COAECPKUMOTO (DIIDIIKU, MOKHO B JO-
MaIIHEeM KaTajore cepBepa CO3/aTh CUMBOJBHYIO CCBUIKY, CChLIA-
IOLLYIOCS] Ha €€ COJEPIKUMOE.

®opmat komanaHoM ctpoku MKLINK:

MKLINK [[/D] | [/H] | [/T]] Ccbuika Ha3znauenue

[TapameTpbl KOMaHJHOW CTPOKH:

/D — Co3nanue CMMBOJIMYECKOW CChUIKM Ha Kartaior. [1o
yMmodanuto (6e3 kimtoua /D) co3aercss cCMMBOIMYECKas CChIIKa Ha
daiin.

/H — Co3znanue sxectkoii csi3u (hard link) BMecTo ciuMBo-
JINYECKOM CCBUIKH.

/) — Co3znanue coeiMHEHHs s KaTaora.

Ccpinka — MMst HOBOM CUMBOJIMYECKON CCHUIKH.

Haznauenne — IlyTh (OTHOCUTENBHBIN MM aOCONIOTHBIN),
Ha KOTOPBIN CChIIAETCA CO3/1aBaeMasi CChIIKA.

[TpumepsI UCTIONIB30BAHNUS:

mklink /? — oroOpa3uTh TMOACKa3Ky MO HCIOJIb30BAHHIO
KOMaH/Ibl.

mklink /D sInkl D:\1 — co3ngate B TekylieM Kartajore
CUMBOIIbHYIO CCBUIKY ¢ uMeHeM slnkl, cceimaromnyrocst Ha kaTa-
qor D:\1

mklink sInk2 D:\1\1.txt — co31aTh CHMBOJUYECKYIO CChLI-
Ky slnk2 Ha daiin D:\1\1.txt

st ynaneHus cO3JaHHBIX CUMBOJIMYECKUX CCBUIOK MOKHO
BOCTIOJIb30BaThCS CTAaHIAPTHBIMA KOMaHJIaMH KOMaHJHON CTPOKH
Windows:
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erase Inkfilel — ymanuth CMMBOJIBHYIO CCBUIKY Ha (haiii.
Cam (aiin, Ha KOTOPBIN CCBHUIAETCS CChUIKA, HE YJAJIAETCs.

rmdir C:\mountpoint\ShC — ynanenue CHMBOJIHYECKOI
ccbulkM Ha katajor. Cam kartanor He ypansercs. OOparure BHU-
MaHue, YTO UCII0JIb30BaHue KoMaH/Ibl del s ¢aiiioB BHyTpH Ka-
Tajora, Ha KOTOPbIN CChUIAeTCsA CChUIKA, MPUBOAMT K UX yjaje-
HHUIO.

erase C:\mountpoint\ShC\lilel.txt — ymanuts daiin u3 Ka-
TaJora, ONpeeeHHOr0 CHMBOJIMYECKON CCBUIKO.

mklink /H hm histmacros.cmd — co3naTth %ecTKyro CcChLI-
Ky ¢ uMeHeM hm, ccbutaromytocs Ha ¢aiin histmacros.cmd. XKect-
KM€ CCBUIKM MOTYT CO3/1aBaTbCs TOJBKO B IpejAesax OJHOrO pas-
nena. Henb3st co3aaTh )KECTKYIO CCBUIKY, HallpuMep, KOMaH/10ii:

mklink /H C:\mountpoints\hm
D:\SCRIPTS\histmacros.cmd

N xectkas ccbuika, U ¢aii, Ha KOTOPBIM OHA CChUIAETCS,
JIOJKHBI OBITH Ha OJTHOM M TOM € JIOTMYECKOM JHCKE.

Komanga SUBST no3Bomnsier co3nate BHPTYyaJIbHBIA JIHCK,
COZIEP)KMMBIM KOTOPOro, OyZeT 3aJaHHbIi B KOMaHJE KarTajor
(haiiToBOI CUCTEMBI.

dopMaT KOMaHIHOU CTPOKHU:

SUBST [nuckl: [muck2:|myTs]

SUBST auckl: /D

muckl: BupryalbHbI JUCK, KOTOPBI COMOCTaBISETCS
yKa3aHHOMY IyTH.

[auck:JmyTe  DU3MYECKHE AUCK U MyTh, KOTOPHIM COTIO-
CTaBJISICTCSA BUPTYaJIbHBIN JIUCK.

/D Y nanenue paHee cO3/1aHHOTO BUPTYaJIbHOTO JIMCKA.

SUBST 0e3 mapaMeTpoB HCIOJIb3YeTCs Ul BBIBOJIA TEKY-
IIETO CIHUCKA BUPTYAIbHBIX TUCKOB.

[TpuMmepbl UCTIOTB30BAHMS:

SUBST X: C:\ — co3naTh BUpPTyaJibHBII AUCK X: HA OCHO-
Be coJiep)kuMoro aucka C:

SUBST X: C:\USERS — co3naTth BUpTyalbHBIH TUCK X:,
Ha ocHOBe coziepkumoro karajora C:\USERS
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SUBST X: "C:\Documents and Settings\All Users\" — kak
U B NPEIbIIYyIIeM TpUMepe, HO MyTh Ui (PU3UYECKOro KaTajora
COJICP>KUT TPOOEIBI M MOATOMY, 3aKII0YACTCS B JBOWHBIC KaBbIU-
KH.

SUBST X: /D — ynanuth panee CO3IaHHBII BUPTYaJIbHBIH
ek X

SUBST — oro0pa3uTh CHOHCOK CO3/IaHHBIX KOMaH-
ot SUBST BupTyanbHBIX TUCKOB.

2.6 PaGora ¢ npoueccamu, co3iaHue, IpOCMOTP, yAajJleHHe

Komanga TASKLIST ucrions3yercs Ui MOTyYeHHsT CITUC-
Ka IMPOLIECCOB, BBIMOIHSIONUIUXCS Ha JIOKaJIbHOM WIH yAaJeHHOM
KOMIIBIOTEPE B IaHHBII MOMEHT BPEMEHH.

Cnucok mapaMeTpoB:

/S <cucrema> [TonkiTrouaeMbIii yIaJIeHHBIA KOMIIBIOTED.

/U [<momen>\]<mosb3oBarenb> [lob30BaTENbCKUN KOH-
TEKCT, B KOTOPOM JIOJKHA BBITIOJHATHCS 3Ta KOMaHAA.

/P [<mapomnp>] ITapons 11t 3TOrO MOJIb30BaTEIBCKOTO KOH-
TeKcTa. 3alpalliiBaeT BBOJ MapoJis, €CIIU OH HE 3ajiaH.

/M [<moxynp>] OrtobOpakeHue BceX 3adad, KOTOpbIE HC-
nonb3ytoT nanHoe wumsa exe/dll. Ecim  wumsa  momyns  He
yKa3aHo, TO OTOOpaXxaroTcsl BCe 3arpy>KeHHbIE MOYJIH.

/SVC Otobpaskenne ciyx0 It Kaxa0ro mpoliecca.

/V Benenue noapoOHOro NPOTOKOIUPOBAHMSL.

/F1 <punptp> OTOOpakeHne CrucKa 3aaa4, KOTopble OTBe-
Yal0T yKa3aHHOMY B QMIIBTPE KPUTEPHIO.

/FO <dopmar> Onucanue ¢opmara BBIXOJHOTO (haiiia.
Honycrumble 3nauenus: "TABLE", "LIST", "CSV".

/NH Ortkmtouenne ortobpaxenus 3arojoBka "Column
Header" B BbIXOAHBIX AaHHBIX. Jlomyctumo st ¢opmaroB
"TABLE" u "CSV".

/? BBIBOJ CIIPAaBKH IO UCHOIB30BAHUIO.

[Ipumeps! Henoab30BaAHMS:

tasklist /? — BbIIaTh KpaTKyIo CIIPaBKy IO HCHOJIb30BAHHIO

KOMaH/Ibl.
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tasklist — oTroOpa3uTh Ha 3KpaHe KOHCOJIH CIUCOK POLIEC-
COB, BBIMOJHSIONINXCS Ha JOKAJIbHOM KOMIIBIOTEPE B JTAHHBIH MO-
MeHT BpemeHH. [Ipu 3TOM oToOpaxaercst cienyromas HHPOpMa-
LUs:

Nms obpa3za — uMs ucnonHseMoro (aiiina JaHHOTO Mpo-
recca. System Idle Process — sTo uHauKaius peskuma MpocTos,
KOTJIa HA OJIMH U3 MPOIIECCOB HE BBHIMTOIHACTCS.

PID - ynukansHbIii unentudukarop mpomecca. [IpucBaun-
BAETCs MPOLECCY IIPU €ro CO3AAHUH.

Nmst  ceccum- wMi  ceccuM  OoToOpakaer  IpH-
3HaK Services — mporiecc 3amymieH B Ka4eCTBE CUCTEMHOM CITyK-
ob1,Console —  WHTEpaKTHUBHBIA  TOJB30BATEIBCKHNA  IPO-
uecc, RDP-Tcp#n — mporecc, co3aaHHbIi yaleHHBIM TOAKIIIO-
yerueM 1o RDP ( kiueHTamu city:x0 TEpMUHANIOB) - .

Ne ceanca — HOMeEp ceaHca MOJIb30BaTES.

[TamsTE — 00BEM HCITI0JIB3YEMO MPOLIECCOM MAMSITH.

tasklist — S SERVER - 0T0o0pa3uTh CHHMCOK IPOIECCOB,
BBITIOJIHSIONIMXCS Ha yaaneHHoM komnbiorepe SERVER B nanubrit
MOMEHT BPEMEHH.

tasklist /m wsock32.dll — oTo0Opa3uth crUcoK MpoIEeccos,
KOoTOpble moArpyxawot oubianoreky wsock32.dll. Ilpumep o01006-
pakaeMbIX Pe3yJIbTATOB BBHITIOJHEHUST KOMAH/IBI:

Nwms obOpa3za PID Monynu

AvastSvc.exe 1456 WSOCK32.dll
AvastUl.exe 2252 WSOCK32.dll
firefox.exe 3268 WSOCK32.dll

tasklist /SVC — oto0pa3uts MH(MOPMAIMIO O CHCTEMHBIX CITyX-
6ax. [Tpumep:

Nwms obOpaza PID  CuyxObt
System Idle Process 0 H/
System 4 H/
smss.exe 316  H/J
CSrss.exe 432 H/O
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wininit.exe 468 H/J

CSrss.exe 488 H/]1
services.exe 536 H/A
Isass.exe 556 Keylso, SamSs

tasklist -s 192.168.0.1 -U mydomain\admin -P mypass /FI
"memusage gt 10000" — oTobpa3uTh CIUCOK MPOIIECCOB, HCIIOIb-
syrommx 6osee 100006 (10 M6) mamsaru Ha Kommbiotepe ¢ IP-
aapecom 192.168.0.1 . [Ipu moAKIIOYEHUHU K yAAJIGHHOMY KOMITb-
I0TEpYy HCIIOJB3YyeTCs HMs IoJib3oBaTenss admin B joMmeHe
mydomain u mapojs mypass.

Komanga TASKKILL ucrionme3yercss i 3aBepIICHHS
MPOLIECCOB MO HUACHTHU(PHUKATOPAM WM HMEHAM HCIOJHAEMbIX
(aiiioB Ha JIOKaTHLHOW WM yAaleHHOU cucteme. Mcnomb3yercs B
onepannoHHbIX cuctemax Windows XP u crapie.

Ornucanue mapaMmeTpoB:

/S <cucrema> [lonkitouaemslii y1aJeHHbIA KOMIIBIOTED.

/U [<momen>\]<monp3oBaTens> Ilob30BaTeabCKuil KOH-
TEKCT, B KOTOPOM JI0JKHA BBIIOJIHATHCA 3Ta KOMaH/Ia.

/P <maponws> Ilapons ajisi 3TOro MmoJib30BaTEIHCKOTO KOH-
TeKcTa. 3alpalinBaeT napob, €CIM OH HE 3a/1aH.

/F1 <punbtp> [Ipumenenue ¢unbrpa i BeIOOpa Habopa
3agau. Paspemenue ucnonb3oBath "*". IIpumep, imagename eq
acme*,

/PID <mpouecc> Waentudukatop mnporecca, KOTOPHIH
Tpedyercs 3aBepiiuTh. Vcnons3yiite TaskList, 4ToOBI MOMYyYUTH
PID.

/IM <o6pa3> Mms obpasa mpoiiecca, KOTOpbIil TpeOyeTcs
3aBEPLIUTb. 3Hak MOJCTaHOBKHU " MOYET OBITh
HCIOJIb30BaH IS yKa3aHus BCEX 3aJlaHui WIH
UMeH 00pa3oB.

/T 3aBeplleHre yKa3aHHOTO Ipoliecca U BCEX €ro Jaoyvep-
HUX MPOLIECCOB.

/F [IpuHyauTenbHOE 3aBeplleHue Ipoliecca.

/? BBIBOJ CIIPAaBKH IO UCHOIB30BAHUIO.
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TASKKILL /IM notepad.exe — 3aBepIiuTh MpoIecc, UC-
MOJIHAEMBIM 00pa3oM KoToporo siBisercs notepad.exe . Eciu ta-
KHX TIPOIIECCOB 0OJIee OAHOTO - TO OYAYT 3aBEPIICHEI BCE.

taskkill /PID 1234 /T —3aBepiuTh mporecc ¢ uaeHTH(H-
karopom 1234 u Bce ero mouepnue npouecchl ( /T ) . OgHOl KO-
MaH/IO MOXXHO 3aBEPUIMTHh HECKOJBKO IPOIIECCOB, 3a7aBas WX
PID - taskkill /PID 1234 /PID 2345 /PID 800.

TASKKILL /S SERVER /U Mydomain\User /P UserPass
[FI "IMAGENAME eq note*" — 3aBepmuTh BCE MPOIECCHI, HMS
UCTIONHSAEMOTO (aiiyila KOTOPHIX HAYMHAETCS CO CTPOKH NOte Ha
yaajeHHOM Kommbiotepe ¢ umeHeM SERVER.

2.7 YnpaBJjieHHe peecTpoM

Peectp — wuepapxuueckas LEHTpajau30BaHHas Oa3a JaH-
HBIX, Hcnonbzyemas B OC Microsoft Windows mist XxpaHneHus cBe-
JeHUH, HEOOXOOUMBIX JUIl HACTPOMKM ONEPallMOHHON CHUCTEMBbI
Ui paboThl C MOJIb30BATENSMHU, IPOrPAaMMHBIMHU MPOAYKTaMHU U
YCTPOMCTBAMM.

B peectpe xpaHsATcs NaHHBIE, KOTOPbIE HEOOXOIUMBI JJIS
npaBuiIbHOrO (QyHKumoHupoBanuss Windows. K HuUM oTHocsATCS
npoduu Bcex Mojb30BaTeNel, CBeIeHUSI 00 YCTaHOBJIEHHOM IpO-
IrPaMMHOM OO€CHeUeHHH M THMax JOKYMEHTOB, KOTOPbIE MOTYT
OBITH CO3JAaHBl Ka)J0H IporpamMmoi, nHpopmauus o cBOICTBax
MarnoK M 3HayKax MPUIIOKEHUH, a TaKkKe YCTAaHOBJIEHHOM 000pY-
JIOBaHUU U UCTIOJb3YyEMBIX MOPTAX.

@ailsibl peecTpa CO3al0TCs B NPOLIECCE YCTAHOBKHU OIlepa-
LUOHHOMU CUCTEMBI u XpaHsTCs B namnke
%SystemRoot%\system32\config. [ns omnepanuoHHBIX CHCTEM
Windows 310 ¢aiiiasl ¢ UMEHaMH:

—  default;

—  Sam,

—  security;

— software;

—  system.
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CymiecTByeT MThb OCHOBHBIX BETBEM peecTpa, KOTOpbIE
COOTBETCTBYIOT ONPEIEICHHOMY TUITy MH(OpMaIUK, XpaHALen-
Csl B peecTpe. DTU KOPHEBbIE pa3/ieibl HENb3s YIAINUTh, IEpEeUMe-
HOBATh WJIU IEPEMECTHUTh, IOTOMY YTO OHU — OCHOBA peecTpa:

1. HKEY_CLASSES_ROOT

OTa BETBb COJCPKHUT MH(POPMALMIO O COOTBETCTBUM TH-
noB (ailyIoB 3aperuCTPUPOBAHHBIM KOMIIOHEHTaM MPOTPaMMHOTO
obecrieyeHus (Kjaccam), MCIOJIb3YEMbIM OIEPAallMOHHOHN cHcTe-
MOH U NPHIIOKEHHUSIMH.

Bcest aTa BeTBR — 3TO «3€pKaJIbHOE OTOOpaKeHUE» BETBH
HKEY_LOKAL_MACHINE\ SOFTWARE\Classes

2. HKEY_CURRENT_USER

B kaxm0il BeTBU MOJb30BaTElNsl CYLIECTBYIOT HAaCTPOMKH
JUISL TEKYILEro MOJb30BaTelis, TAKUE Kak, HallpUMep, HaCTPOMKU
[Tanenn ympasneHus. BONBIIMHCTBO NPUIIOKEHUH COXpaHSIIOT
3leCh TaKXKe M ONPEACICHHYI0 HH()OpMAIMIO IOIb30BaTeNs,
Harpumep, Takylo, Kak MaHelId UHCTPYMEHTOB, PEKOP/bl B UTPax
U IpyTue JINYHbIE HACTPOUKHU.

Hactpoliku Tekyuero mosjip30BaTeis pasfelieHbl Ha He-
ckonbko kareropuii: AppEvents, Control Panel, Identities,
Software u System. Camas nmone3nas u3 BeTBeil -Software, koto-
pas COAEpPKUT JAAaHHbBIE Ui NPUIIOKEHUM, YCTaHOBJIEHHBIX Ha
KOMIIBIOTEPE. B 9TOM paszzneine " B paszzneine
HKEY_LOCAL_MACHINE\SOFTWARE (MBI mOroBOopumM 0
HEM I03)K€) MOXHO HAWTU BCE HACTPOWKM BAIIMX MPHIJIOKEHUU.
BonbIIMHCTBO MMOJIB30BATEILCKUX HACTPOEK ONEPAl[MOHHON CH-
CTEMBI HaxoIATcs B HKEY CURRENT USER\
Software\Microsoft\Windows.

3. HKEY_LOCAL_MACHINE

OTa BETBb COJCPKUT MH(POPMALIMIO O «Kelle3e» U Ipo-
IrpaMMHOM 00O€CIeYeHHH, YCTAaHOBIEHHOM Ha KOMIIbIOTEpE, KOTO-
pasi He CcBs3aHa C KOHKPETHBIM I10JIb30BaTeNleM, TO €CTh HACTPOM-
KH, KOTOpBIE SIBIISIOTCS OOIIMMU JUIS BCEX IMOJIb30BaTesel cucre-
MBI.

Tak xe, kak 1 HKEY CURRENT_USER, nautosnbmmii
untepec npeacrasisier BeTBb SOFTWARE. Ona conepxut Bcio
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uH(pOpMAIIKI0, HEOOXOAUMYIO TSl PUIIOKECHHM, YCTAHOBIIEHHBIX
Ha kommnbiotepe. B BetBu HKEY CURRENT USER xpansitcs
BCE I10JIb30BATEIbCKUE HACTPOMKHU (ZlaXke €clu y KOMIIbIoTepa
TOJIBKO OJIMH TOJIb30BaTeNb), Hanpumep, koHdurypanus [lanenu
MHCTpyMeHTOB. HacTpoliku, KOTOpble HE 3aBUCAT OT 10JIb30BaTE-
75, — TAaIKH, B KOTOPbIE YCTAHOBJIEHBI IPOrPaMMbl M CIHUCKH
YCTAQHOBJICHHBIX ~ KOMIIOHEHTOB, — HAaXOJATCA B  BETBHU
HKEY LOCAL MACHINE. YtoObl HalTH HaCTPOMKH KOH-
KPETHOTO MPHJIOKEHUS, MOHAT00UTCS 3aryisHyTh B 00€ BETBH,
MOCKOJIbKY OOJIBITMHCTBO TMpou3BoauTenei (maxke Microsoft) He
OYEHb BHHUMATEJIBHO OTHOCATCA K TOMY, Kakasi UMEHHO BETBb HC-
M0JIb3YETCS /Il HACTPOEK.

4. HKEY_USERS

B sT0li BETBH COAEP)KUTCS MOABETBb TEKYILETO MOJIb30BA-
Tens

XOTsl BBl U MOJKETE pEIaKTUPOBATh COIEpPKAHUE STOU
BETBM, HO  JIydllleé  BCE-TaKU  UCIOJIb30BaTh  BETBb

HKEY_CURRENT_USER:

HKEY_USERS\S-1-5-21-1727987266-1036259444-
725315541-500

Hesaxno, Kakom M0JIb30BATENb MOJIKJIFOUEH,
HKEY CURRENT USER Bcerga cBsizaHa ¢ COOTBETCTBYIOILEH
yacteio HKEY USERS.

5. HKEY_CURRENT_CONFIG

DTa BETBb COJEPKUT Mo uHbopMaluu, Oonblnas 4acTh
KOTOpOM sIBIsieTCs] Konuel (3epKajibHbIM OTOOpakeHHUEM) JPYyTrux
pa3znenoB peectpa. OOBIYHO HET MPUYMH BMEIINBATHCSA B padoTy
ATOM BETBH.

Bce, 4uTO BBl XOTUTE U3MEHUTH B PEECTPE, MOXKHO CIENAThH
B pazznene HKEY CURRENT USER WIn
HKEY_LOCAL_MACHINE.

[TapameTpsl WM KIIIOYU peecTpa UMEIOT UMEHa, MpPeCTaB-
JIeHHBbIE B OOBIYHOM TEKCTOBOM BHJE W 3HAYCHUsS, KOTOPBIE Xpa-
HATCS B BUJE CTaHAAPTU3MPOBAHHBIX 3aIUCEN ONpeaeeHHOro TH-
mna. Honyctumbie THUIIBI JTAHHBIX peectpa:
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REG_BINARY — nBounuHbli mapameTp. bBoNbIIMHCTBO
CBeJleHUIl 00 anmapaTHbIX KOMIIOHEHTaX XPaHUTCS B BHUJE JIBOMY-
HBIX JJAHHBIX W BBIBOAMTCS B PEAAKTOPE peecTpa B IIECTHAJIaTe-
puaHOM opMmare.

REG_DWORD —nBoitHoe cnoBo. /laHHbIe npencTaBieHbl
B BHUJC 3HA4YCHUs, JUIMHA KOTOPOTO cocTaBisger 4 Oaita (32-
paspsAHOe 1eNIoe). DTOT THUIl JaHHBIX UCIOIb3YETCs JUIsl XPaHEHUS
apaMeTpoB JIpaiiBEpOB yCTPOUCTB U CIIyK0. 3HaUeHUE 0TOOpaka-
eTcsd B OKHE PEJaKTopa peecTpa B JBOMYHOM, IIECTHAALaTepHy-
HOM WJIN JecsiTHYHOM Qopmare. DkBuBaieHTamMu tuna DWORD
apisitorcss DWORD_LITTLE ENDIAN (camblif muaamuii 6aiT
XpaHHUTCS B naMsITH B MIEPBOM qHCIIe) u
REG DWORD BIG ENDIAN (camslif Mmitagmuii OaliT XpaHuTcs
B MaMSTH B TIOCJICTHEM YHUCIIC).

REG_QWORD — nanHble, mpencTaBlIeHHbIE B BHIE 64-
paspsaaoro menoro. Haumnas ¢ Windows 2000, Takue naHHBIC
oToOpakaroTcsl B OKHE peJlakTopa peecTpa B BUJE ABOMYHOTO Ia-
pamertpa.

REG_SZ — cTpoKoBBIii mapamerp.

REG_EXPAND_SZ — pacmupsiemass cTpoKa JIaHHBIX.
MHoroctpouHslii napamerp. MHOTOCTpOUYHBIM TEKCT. DTOT THII,
KaK MpaBUJIo, UMEIOT CIIUCKU U ApYyTHe 3amucu B popmare, y100-
HOM JIJIsl UTeHHs. 3aMnCH pa3AessstoTcs MpodenamMu, 3arsThIMU T
JIPYTUMHU CUMBOJIAMH.

REG_RESOURCE_LIST — nBoununsiii napamerp. ITocie-
JIOBaTEIIbHOCTh BIJIOKEHHBIX MaccuBOB. CIYXHUT Ui XpaHEHUS
CIHCKA PECYpPCOB, KOTOPHIE UCHOIb3YIOTCA ApaiiBEpOM yCTPOHCTBA
WIN YTpaBisieMbIM UM (U3NYECKUM YCTpoiicTBOM. OOHapyXeH-
HBIE TAaHHBIE CHCTeMa coxXpaHsieT B pasznene \ResourceMap. B okne
penakTopa peectpa 3TH JaHHBIE OTOOPAKAIOTCS B BUIE JTBOUYHOTO
napameTpa B IIeCTHAALATepUIHOM (popmare.

REG_RESOURCE_REQUIREMENTS_LIST — nBownu-
Held mapamerp. IlocnenoBaTenbHOCTh BIIOXKEHHBIX MAaCCHBOB.
CayXuT JUIsl XpaHEeHUs CIIUCKa JApaiiBEpOB alIapaTHbIX PeCypCcoB,
KOTOpBIE MOTYT OBITh HCIIOJIb30BAaHbI OINpPEICICHHBIM IpaiiBEpoM
YCTPOWCTBA WJIM YHPABISIEMBIM MM (U3NYECKUM YCTPOHWCTBOM.
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YacTh 3TOr0 CIUCKa CHCTeMa 3aluchiBacT B paszen \ResourceMap.
JlanHble ompezensitoTcs cucreMoil. B okHe penakropa peectpa
OHU OTOOpaXKaIOTCS B BUAE JBOMYHOTO MapaMeTpa B HIECTHAALA-
TEpUYHOM Qopmare.

REG_FULL_RESOURCE_DESCRIPTOR — nBonuHsIii
napametp. [locrnenoBarenbHOCTh BIOKEHHBIX MAacCUBOB. CIIy>KUT
JUIL XpAaHEHUS CITUCKA PECYpPCOB, KOTOPBIE HCIIONB3YIOTCS (pU3nye-
CKUM ycTpoiicTBoM. OGHapyKEeHHbIE JAHHbIE CUCTEMa COXpPaHsET
B paszzaeine \HardwareDescription. B okHe pemakTopa peectpa 3TH
JaHHBIE OTOOpaKaloTCs B BUJAE JBOUYHOIO Mapamerpa B IIECTHA-
aaTepuyHoM opmare.

REG_NONE — pnanHble, HE HWMEIOIIUE OMPEICICHHOTO
tumna. Takue TaHHbIE 3aIHCHIBAIOTCSA B PEECTP CUCTEMON WIIU MPH-
JoXeHneM. B OkHe pemakTopa peecTpa OTOOpaKkaroTcsi B BHUJE
JBOMYHOTO MMapaMeTpa B HIECTHAIIIATepUIHOM (opMare.

REG_LINK — cumBonmyeckast ccbuika B opmare FOHU-
KOJI.

[Ipu noGaBiieHUM HOBBIX MApaMETPOB B PEECTp, HEOOXO-
MO 3aJ1aBaTh HE TOJBKO MMsI U 3HAYEHHE, a TAK)Ke MPABUIIbLHBIN
THUT TaHHBIX.

['maBHBIM OTJIMYMEM peecTpa ONepalMOHHBIX CHCTEM
Windows Vista / Windows 7 / Windows Server 2008 u Ooinee
MO3/IHUX BBITYCKOB - TOSBJICHHE HOBOTO pasjiesia C JIaHHBIMHU
KOH(Urypamuu 3arpy3Ku cucre-
mel HKEY_LOCAL_MACHINE\BCDO00000000.

DTOT pa3fen CoAep>KUT 0OBEKTHI U AIEMEHTHI KOHPUTypa-
LIUM, UCTIONIb3yeMble HOBBIM aucnerdepoM 3arpy3ku BOOTMGR
MPUILEIIINM Ha CMEHY TpaguionHomy 3arpy3uuky NTLDR.

Paznen HKEY_LOCAL_MACHINE\BCD00000000 siBnsi-
€TCS CHCTEeMHBIM XPaHHJIUIIEM JTaHHBIX KOH(HUTYpaIHH 3arpy3Ku
(BCD — Boot Configuration Data) u ¢usndecku, npeacraBiser
coboii (haiim peectpa ¢ mMmeHem bcd, HaxomsIMiics B KaTayiore
\BOOT akTuBHOTO paszena (paszena IUCKa C 3arpy304HOM 3aru-
ceto 1 (paitmom qucnerdyepa BOOTMGR).
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2.8 Ucnoabp30BaHye TOYEK BOCCTAHOBJICHUSA

B omnepamumonnbix cuctemax Windows, HauumHas C
Windows XP, cymiecTByeT MexaHu3M, ¢ IIOMOIIBIO KOTOPOTO, IPH
BO3HUKHOBEHHUU TIPOOJIEM, MOKHO BOCCTAaHOBHTH IMPEIbIAyIICEe
COCTOSIHME KOMIbIoTepa 0e3 moTepu JMYHBIX (PailyioB (IOKyMeH-
TtoB Microsoft Word, pucynkos, 36pannoro, Pabouero cromna) c
HCIIOIb30BaHUEM To4YeK BoccTtaHoBiieHusi (Restore Points), koto-
pbl€ TPH CTAaHAAPTHBIX HACTPOMKAX, CO3AIOTCS CUCTEMOW aBTO-
MaTUYECKH BO BPEMs MPOCTOS KOMIBIOTEpA HIIM BO BPEMs CYIIC-
CTBEHHBIX CHCTEMHBIX COOBITHI, TaKuWX, KaK YCTaHOBKa HOBOTO
MIPWIOKEHUS WK JipaiiBepa. Kpome Toro, mmeeTcst BO3SMOXHOCTh B
mo0o0e BpeMsi co37aTh TOYKY BOCCTAHOBIJICHHUS MPUHYIUTENBHO, C
nomouipio "[lanens ynpasnenuss" — "Cucrtema" — "JlononHurens-
Hble napaMmeTpbl” — "3amura cuctemsl”" — "Co3aats".

ToYKkM BOCCTaHOBIIEHUS MPEACTABISAIOT coO0W Habop ¢aii-
JIOB OIEPAIlMOHHOM CHUCTEMBI W peecTpa, CKOMIIOHOBAHHBIN I10
OTIpe/ICTICHHBIM TIPABUJIAM M COXPAHSIEMBIN B BUC MOJKATAIIOTA B
CKpBITOM cuctemMHoi mamnke System Volume Information. Coxpa-
HEHHBIC B TOYKE BOCCTAHOBIICHUS JAHHBIC IMO3BOJISIOT, MPAKTHYC-
CKU TapaHTHPOBAHO, BEPHYTh OMEPAIMOHHYIO CUCTEMY K COCTOS-
HUI0 HA MOMEHT UX co3nanus. [Ipu u3ydeHuun peectpa (M OTCyT-
CTBUU TNPAKTHUUYECKOTO OMbITa PabOThl ¢ HUM) MPUHYAUTEIHHOE
CO3/IJaHUE TOYKH BOCCTAHOBJICHUS Tepes HadaioM paboThl MO3BO-
JUT BOCCTAaHOBUTH paboTocmocoOHOocTh Windows aaxke B ciydae
Kpaxa cuctembl. CTaHAapTHOE CPEICTBO BOCCTAHOBJICHUSI CHUCTE-
MBI paboTaeT Toibko B cpene camoi Windows, oIHaKo cylle-
CTBYIOT CIIOCOOBI, KOTOPBIC IMO3BOJISIOT BEPHYTh CUCTEMY K YKU3HU
Jake TPU BOBHUKHOBEHUM "CHHETO JKpaHa CMEpTU' MO MPUUYHHE
HEYJA4YHOTO peAaKTUPOBaHUA peecTpa. OO ITOM UyTh TIO3KE.

Jlist BOCCTaHOBNIEHUSI CHCTEMBI HCIOIB3YyeTCS TOYKAMH
BOCCTAHOBJIEHUSI HCHOJIb3YETCS MNpHiIokeHne '"BoccTaHoBieHHe
cucrembl" — \windows\system32\restore\rstrui.exe gns Windows
XP u \windows\system32\rstrui.exe amas Windows crapiire.

JlaHHBIE TOYEK BOCCTAHOBJICHHSI XpaHATCS B KaTalo-
re System Volume Information cucremHoro mucka. TO CKpBITHII
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CUCTEMHBIN KaTaJor, JOCTYH K KOTOPOMY pa3pelieH TOJBKO JIOo-
KaJIbHOW cucTteMHO# ydeTHou 3amucu (Local System), wmm, apy-
TUMH CIIOBaMH, HE ToJib3oBaressiM, a "Ciayx0e BOCCTaHOBIICHUS
cuctembl". [loaTOMy, €ciu Bbl XOTUTE MOJYUYHUTh JOCTYII K €r0 CO-
NEPKUMOMY, BaM NpujeTcs 10OaBUThH IpaBa Balllel Y4ETHOH 3a-
IIACH C HUCIIOJIb30BAaHUEM BKJIAJKH "be3onacHocTe" B CBOMCTBAx
karanora "System Volume Information".

[Ipy BBINONTHEHUU OMNEPALUKd BOCCTAHOBIICHUS CHUCTEMbI
BOCCTAHABIIMBAIOTCS OCHOBHbBIE CHCTEMHBbIE (ailfibl u (ailabl pe-
ecTpa.

CtpykTypa AaHHBIX TOYEK BoccTaHoBIeHUs st Windows
7 oTnM4aeTcs OT TOH, uto ucnonbs3yercs B Windows XP. Hauunas
¢ OC Windows Vista, ucnonp3yeTcsi HE TOJIBKO KOIHMPOBAaHUE
¢aitnoB peectpa M BaKHEHIINX CHCTEMHBIX (DailIoB, HO W cO3Ja-
10TCA CHUMKH (paiinoBoit cuctemsl (snapshot) ciay6oi TeHEeBOro
KOMUPOBaHUs TOMOB. CHUMKH (haliJIOBOM CHCTEMBI TAK)KE XPaHSIT-
cs B karanore System Volume Information u nmpeacraBistroT co6oit
ckarble (haiiiipl, B MMEHH KOTOPBIX COACPKHUTCS TI00aThHBIN
unentudukarop: {3808876b-c176-4e48-b7ae-04046e6cc752}

Konm4yecTBO CHUMKOB 3aBHCHT OT HACTPOEK CHUCTEMBI H
HaJIU4us CBOOOJHOTO MecTa Ha Jaucke. OTKaT CUCTEMBbl HA TOUYKY
BOCCTAHOBJICHUSI SIBJISIETCSI MPOCTHIM U 3(Q(HEKTUBHBIM CIOCOOOM
BOCCTAHOBJICHUs Pa0OTOCIIOCOOHOCTH 0€3 MOTepU IMOJIb30BaTelb-
CKUX JTaHHBIX HE TOJIBKO B CIy4asX HEYJIauyHOTO PEAaKTHPOBAHUS
peecTpa, YCTaHOBKHM HEKOPPEKTHO pPa0OTAIOIIEr0 CHCTEMHOIO
MIPOTPaMMHOTO 00OECTIeYeHHS, HO U, HAaIllpUMep, P BHPYCHOM 3a-
paXEHUU KOMIBIOTEpa, KOT/la MMeeTcs TOUYKa BOCCTAHOBICHUS HA
MOMEHT BpEMEHH, KOTJ1a BUpyca elie He Obl10 B cucteMe. MiMmeHHo
MO3TOMY MHOTHE BPEIOHOCHBIE MPOTPAMMBI MBITAIOTCS YHHYTO-
KHUTH TAaHHBIE TOYEK BOCCTAHOBJICHUS U OTKIIIOYHUTH CPEIICTBA BOC-
CTaHOBJICHUS CHCTEMBI.

Jnist  pe3epBHOrO KOMUPOBAHHS PEECTpa HCIOIB3YETCs
REG.EXE SAVE, nns Boccranosiaenus - REG.EXE RESTORE

Jns COXpaHEHHUSI KycTa SYSTEM:
REG SAVE HKLM\SYSTEM system.hiv
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s COXpaHeHUs KycTa SOFTWARE:
REG SAVE HKLM\SOFTWARE software.hiv

Coxpanennsbie (hailibl MOKHO HCIIOJIB30BaTh JJIsI BOCCTa-
HOBJICHHsI pPeecTpa C UCIOJIb30BAHUEM PYYHOTO KOIHMPOBAHHEM B
nanky %SystemRoot%\system32\config.

2.9 CucremHbIe ciay:k0b1 Windows

Cnyx661 OC Windows — npHIOKEHHUS, aBTOMAaTHUYECKH
3amycKaeMble cucTeMoid npu 3amycke WIiNndows 1 BBITOTHSIOLIHE-
Csl BHE 3aBUCUMOCTH OT CTaTyca MOJIb30BaTes.

CucreMHble CITy’)KObI HEOOXOAMMBI JUIsl  00ECIeUCHHUS
(GYHKIIMOHATBHOCTH allapaTHOTO U MPOrPaMMHOT0 O0ecTieueHusl.

Cy1iecTByeT HECKOJIBKO PEKUMOB JIJISl CITYKO:

— 3ampeuieH K 3amycKys;

— Ppy4HOI 3amyck (110 3ampocy);
aBTOMATHUYECKHUH 3aIyCK MPH 3arpy3Ke KOMIIbIOTEPa;
aBTOMATHUYECKUM  (OTJIOKEHHBIN) 3amyck  (BBeIEH
B Windows Vista u Windows Server 2008).

- o0s3aTenbHas CiyOa/apaiiBep (aBTOMaTUYECKUM 3a-
MyCK ¥ HEBO3MOXHOCTb (/7151 TIOJIb30BATENIs1) OCTAHOBUTH CITYKOY).

ABTOMaTHYECKUN (OTJIOKEHHBIH) 3ayCK IPUMEHSETCS TS
ciy’0, KOTOPBIM HE HYXHO OBITh aKTUBHBIMH Cpa3y IMOCJE 3a-
rpy3ku cucteMbl. CHCTeMa 3aIyCKaeT TaKue CIIy>KOBbI TOIBKO T0-
Cclle TOrO, KaK 3alylIeHbl Bce CIy>KObl, HACTPOEHHBIE Ha aBTOMa-
TUYECKHUH 3aITyCK. 3aIyCK OTJIOKEHHBIX CITY>KO OCYIIECTBIISIETCS C
CaMbIM HU3KHUM MPHUOPUTETOM, YTO MO3BOJSIET COKOHOMUTH pecyp-
CBI KOMITBIOTEPA TIPH 3arpy3Ke 3TUX CITYXO.

bnarogapss OTJIO)KEHHOMY aBTOMATUYECKOMY 3alyCKy H
HU3KOMY NPHOPUTETY, CYIIECTBEHHO CHIDKAETCS HArpy3ka Ha CH-
CTEMY, YTO I03BOJIIET YCKOPUTH BXO/I MOJIb30BATEIISI B CHCTEMY.

Crucok  cayx0  wHaxomutcss B Betke  Windows
«HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Servi
ces».

3HayeHus napamerpa «Starty UMEIOT TUI
«REG_DWORD» u MOTyT IpHHAMATh 3HAYCHHS:
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0 — HwuskoypoBHEBbIe IpaiiBepbl, HAapUMEp, ApailBepsl
JUCKOB, KOTOPBIE 3arpy’KalOTCsi Ha CaMOM PaHHEM JTale 3arpys-
KM — 3arpy3Ku s1pa;

1 — JlpaiiBepbl, KOTOPbIE 3arpyKar0Tcs MOCIIEe MHULNAIN-
3aruu sapa OC;

2— CnyxO0bl, KOTOpbIE JIOJDKHBI OBITH 3arpyxe-
HBI TUCTIETYEPOM YIIPABJICHHS CIIyx)0amu (paBeH mapaMmerpy —
«ABTOY);

3 — CayxObl, 3amyckaeMble IHCIIETYCPOM YIIPABICHHS

cily’)k0aMU TOJIBKO B CIy4yae IOJIy4E€HHUs SIBHOM MHCTPYKLHU Ha
3arpy3Ky (paBeH mapamerpy — «BpyuHyo»);

4 — Ciyx0bl, KOTOpbIE HE 3arpy’KaroTcs (paBeH Mapamer-
py — «OTKJIIOUEHOY).

[Ipexne yem SKCIIEPHMEHTHPOBATh CO CIIy)KOaMH JIydIie
cenaTh PEe3EPBHYI0 KOMHUIO pasjiena peecTpa, KOTOPhI OTBEYaeT
3a 3aIyCK CUCTEMHBIX CIIy»x 0. {1 3TOro HeoOX0aMMO SKCIIOPTH-
poBarb BETBb peectpa
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services

PaccmoTpum HEKOTOpPBIE CITYKOBI.

DHCP-knmuenT — ympaBnsier KoH(UTypamnueid ceTu To-
CpeICTBOM perucTtpauuu u ooHoBienus [P-aapecoB u DNS-umeH.
Eciu ner cetn (MHTEpHET MM JIOKalIbHOM CETH), TO MOKHO OT-
KIIFOUUTD.

DNS-xmuent — wxommpyer umeHa DNS (Domain Name
System) u perucTpupyer nojJHOe UMs JaHHOro KoMibloTepa. Ec-
JIK CTy>k0a OCTaHOBIIEHA, TO He pa3pemaroTcss DNS-umeHa u Helb-
351 pa3MECTUTh CIIyKO0y KatanoroB Active Directory KOHTpOJIIEpOB
nomeHa. Ecmu Active Directory He HCIONb3yeTcss U HET CETH,
CITy’K0Y MOXHO OTKJIFOUHTb.

MS Software Shadow Copy Provider — ynpasisieT TeHe-
BBIMH KOIUSIMU, TIOJyYEHHBIMU IPU MTOMOIIN TEHEBOI'O KOMHUPOBa-
Hus Toma. Moxno otkirounth. NetMeeting Remote Desktop
Sharing — pa3spemaer MpoOBEpeHHBIM MOJB30BATEISAM OTYYaTh
noctyn kK pabodemy cromy Windows, ucmonb3ys NetMeeting.
MOHO OTKIIFOUHT.
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Plug and Play — mo3Bonsier KOMIbIOTEpY paclio3HaBaTh
M3MEHEHHUS B YCTAaHOBJIIEHHOM OOOpYJIOBaHMH M IMOJICTPAaUBATHCS
noJl HUX, 00, HEe TpeOys BMEIIATeNbCTBA IOJIb30BATENs, MO0
CBOJIA ero K MUHUMYMY. OCTaHOBKa WJIM OTKJIFOUEHUE ITOU CITyXK-
ObI MOXKET MPUBECTU K HECTAOMIBHON pabOTE CUCTEMBI.

Q0S RSVP — obGecneunBaeT pacchlIKy OIOBEIICHUN B Ce-
TH U YIPABICHHUE JIOKAIBHBIM TPa(hUKOM UIS YIPABISIOMINX TIPO-
rpaMM. PekomMeH1yeTcst OTKIIOUUTD.

Telnet — mo3BossieT yaaJeHHOMY MOJIb30BATEI0 BXOAUThH
B CHCTEMY U 3aIlyCKaTh MPOrpaMMbl. PeKOMEHIyeTCsl OTKIIIOUUTD.

ABTOMaTHYeCKOe OOHOBJICHHE — BKIIIOYAET 3arpy3Ky H
ycTaHOBKY oOHOBiIeHnH Windows. Y4uTeiBas, 4To OOHOBIISITH CH-
CTeMY MOXKHO M BPYUYHYIO PEKOMEHIYI0 OTKIH4MTh. Cremyer
TOJILKO HE 3a0BITh OTMEHHTh aBTOMAaTHYECKOE OOHOBJICHHE B OKHE
"CsoiicTBa cucteMbl" (Moif KOMIBIOTEP MPaBOil KHOMKOM MBIIIH -
nyHKT "CBoiicTBa"- BKiajka "ABTOMaTnuueckoe 0OHOBIEHUE").

becripoBoaHast HacTpoiika — MpPeIOoCTaBIsIeT aBTOMaTHye-
ckyto HacTpoiiky 802.11 aganTepoB - HaAOOp CTAaHIAPTOB CBSI3U IS
KOMMYHHKAIIUU B 0ecrpoBOTHOM JTOKAIBHOMN CETeBOM
30He yacToTHBIX auamna3oHos 0,9; 2,4; 3,6 u 5 I'T. Ilomb3oBare-
asiM Gonee m3BecteH o HasBaHuio Wi-Fi. Eciin TakoBBIX HET, TO
3Ty CIY>XO0y MOXKHO OTKJTFOUHUTb.

Bbpanamaysp Windows /O6mmit noctyn xk Muarepuety (ICS)
— ciy»0a ympaBisieT cTaHIapTHBIM OpanaMayspoM Windows, a
TaKkXke BO3MOXHOCThIO obmiero poctyna k HMurepnery (ICS).
Crannmaptabiii Opanamaysp Windows mpenocTaBisieT MUHUMAIb-
Hble (YHKIMU oOecrieyeHus 06e30macHOCTH NojkmoueHus k WH-
TepHETY (OH CIIEJWT 32 BCEMH OTKPBITHIMH TOPTaMHU M W3BEIIAeT
MOJIB30BATENS O MOMBITKE KaKOW-TMO0 MporpamMmbl mepeaaTh JaH-
Hele u3 WHrepHera wim B VHTEpHET MO OXHOMY W3 TIOPTOB).
Cnyx6a bpanamaysp Windows/O6umit noctyn k HWHTepHeTy
(ICS) 3anumaer okono 4360 KOaiiT omepaTUBHOW MaMATH U 3a-
MycKaeTcsl ¢ mpaBamu JiokanbHOU cuctemsl (Local System) aBto-
MaTHYECKH TIPH KaKJOM BXOJI€ IOJIb30BATENsl B cHCTeMY (TIpU
3TOM OHa 3alyCKaeTcs Kak yacTh mpouecca svchost.exe). Ecnu Bb
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UCTOJb3yeTe OpaHIMaydp CTOPOHHEH (UPMBI M TIPU 3TOM HE Ipu-
Mensere Gynkiuto ICS, To qaHHYI0 CITy)KOY MOYXKHO OTKIIFOUUTD.

Cnyx0a BOCCTAaHOBJICHHS CHUCTEMbl — BBINOJTHSACT (PyHK-
MM BOCCTAaHOBJICHHS CHCTEMBI. PEeKOMEHIyeTcs OCTaBHTh 3Ty
ciry’k0y, T.K. OHa MOKET BBIPY4YHTH Bac, ecnu BbI HEe 3HaeTe, Kak
BOCCTAaHABJINBATh CHCTEMY JIPYTUMH CPEACTBAMH.

Cnyx06a Bpemenn Windows — ympaBiseT CHHXpOHU3ALHU-
el JaThl 1 BPEMEHH Ha BCEX KJIMEHTaX U cepBepax B c€TH. MOXXHO
OTKJIFOUUTb.

VY aneHHsblil peecTp — MO3BOJISET YAAJIEHHBIM I0Jb30Ba-
TEJIIM U3MEHATH NTapaMeTPhl peecTpa Ha JIOKaJIbHOM KOMIIBIOTEpE.
JKenaTenbHO OTKIIIOUUTE.

OpuH u3 crnocoOOB MOBBILIEHHUS HPOU3BOIUTEIBLHOCTH
Windows Hactpoiika cioyk0, a TOYHEe OTKIIFOUYCHHUE HEHY>KHBIX
ciyx0. BoT kpaTkuii ciucok ciy»0, KOTOpbIE MOXHO OTKITIOUUTh:

Windows Search — BecbMa «poskopiirBas» Ciryk0a, Ko-
TOpas MHICKCHPYET BCE JaHHbIE Ha KommbioTepe. Eciu Bbl He
IUTAHUPYETE HCIIOJIb30BaTh MOUCK, TO OTKIouuTe ee. [Ipu HeoO-
XO/IMMOCTH, BBl MOKETE 3aIlyCTUTh €€, HAWTH TO YTO HCKAJIH, H
CHOBA OTKJIFOYHUTb.

bpaysep kommnbrotepoB (Browser) — oOciyxuBaer Bce
KOMIIBIOTEPHl B JIOKAITBHON CETH, WHACKCHPYET HMX M CO3HaeT
CIMCKH, KOTOPBIE BBIJIAIOTCS OIPeJIeIEHHBIM ITporpaMMam 1o Tpe-
OOBaHHUIO.

JucrieTdyep meyatu MOXKHO CMEJIO OTKIIIOYaTh, €CIM Y Bac
HET MPUHTEPA.

Bcenomorarenbhas cinyx06a [P HeoOxoauma 11st HCHOIb30-
BaHUS JIOTIOJHUTENBHBIX QyHKIMNA. ECITi 0CTaHOBUTH 3Ty CITy KOy,
TO BBl HE cMOXkeTe pa3zfgaBarh Wi-Fi ¢ HoyTOyka (KoMmIbroTepa), a
TaKXXe MCIOIh30BATh JAPYTHE JONOTHUTEIBHBIE BO3SMOXHOCTH, Ta-
KM€, KaK TYHHEJIbHOE MOJKII0UYEeHUE (BUPTYAIbHOE MOAKIIOUCHHE)
g IPv6 u tak panee.

BropuuHblii BXOA B CHUCTEMy MO3BOJISET 3alyCKaTh IPO-
rpaMMbl OT MMEHHU pa3HbIX YUYETHBIX 3amucel (Mosib3oBareseil).
Ecnu BBl €IMHCTBEHHBIN MOJIB30BATENb U SBJSETECh a]MUHUCTpA-
TOPOM CHCTEMBI, TO CMEJIO OTKIIFOYATe 3Ty (PYHKITHIO.
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KineHT M3MEHHMBIINXCS CBSI3€H — IMO3BOJISIET TOJICPIKU-
Bath cBsi3u NTFS (aityioB (maHHBIX Ha )KECTKOM JTUCKE), KOTOPHIE
MEPEMEIIAKOTCS MEXAY KOMIBIOTEPAMU B OJHOM JIOKAJIBHOM CETH.
Ecnu BBl HE coequHsieTe HECKOJIBKO KOMITBIOTEPOB JUISl Tepeadn
GhaiiioB MeXIy HHMH, TO MOXETE CMEJO OTKJIIOYaTh JTaHHYIO
GbyHKIHIO.

CepBep — obecriednBacT BO3MOKHOCTh OOIIETO TOCTYIA K
orpezeNieHHbIM (aiiiaM, MpUHTEpaM, a TaK)Ke UMEHOBAHHBIM Ka-
HajaM 4yepe3 JIOKAIbHYIO CETh.

Cnyxb6a 3arpy3ku nzobpaxenuit Windows (WIA) — mos-
BOJISIET TOJIy4aTh KApTHHKU CO CKaHepoB U ¢oToanmaparoB (Ka-
Mep).

Cnyx6a peructpanuu omu6ox Windows — mo3BoJisieT oT-
MIPABJIATH OTYETHI B CITydae BOBHUKHOBEHUS KaKMX-ITHOO ONMIMOOK B
pabote Toil unu uHOM mporpammbl. Kak mpaBuiio, HUKTO HE HC-
MOJIB3YET MOI00HBIE BOBMOKHOCTH, TIOCKOJIBKY OHH paboTaroT uc-
KIIFOUUTENBHO Ha JIMIEH3UOHHBIX U3JaHHSIX, KOTOpbIe ObLTH Odu-
[IUATBHO KYIUICHBI.

Y naneHHbld peecTp — HEOOXOIUM I TOro, YTOOBI yia-
JICHHBIC TIOJL30BATEIM MOTJIM BHOCUTH M3MeHeHHs B peectp OC
gyepe3 CeTeBOe COeAMHEHHUE. ITy (YHKIMIO MOKHO CMEJIO OTKIIIO-
9aTh. B TakoMm citydae H3MEHEHHS B PEECTP CMOTYT BHOCHTH TOJb-
KO JIOKallbHbIE TOJb30BaTeNd, KOTOphIE pabOTaIOT Hemocpe-
CTBEHHO 32 JJaHHBIM KOMIIBIOTEPOM.

3. AJIMUHUCTPUPOBAHHUE OC LINUX
3.1. Yuernsble 3anucu B Linux

OC Linux sBiIseTcs MHOro3agayHoi M MHOTOIIOJIB30Ba-
TEJIbCKOW CHCTEMOM, T. €. 3Ta ONEpPALMOHHAA CHCTEMA MO3BOJISIET
OJTHOBPEMEHHO HECKOJBKHUM TOJb30BaTeNsIM paboTath ¢ Heid. Jlis
3TUX Iejed B Linux cymiecTByeT JBa MOHSATHS — yYeTHBIC 3allu-
CH U ayTeHTU(DHUKAITHS.
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VYyerHast 3amuch MOJB30BATENS — 3TO HeoOXonumas s
cUCTeMbI HH(POPMAIHUS O MOJIb30BaTeNe, XPAHAIIASACS B CHEIHAIb-
HBIX Qaitnax. Madopmarms ucnonszyerca Linux ais ayreHTH(H-
KalluM MOJIb30BaTENs U Ha3HAYEHUS €My IIPpaB JIOCTYIA.

AyTeHTH(HKAIMA — CUCTEMHAs MPOLEAYPa, TO3BOJISIONIAS
Linux ompenenuTh, Kakoii MMEHHO MOJb30BaTENIb OCYIIECTBIISICT
BXOJI.

Bes nndopmanust o monp3oBarene OOBIYHO XPAHUTCSA B
daitnax /etc/passwd u /etc/group.

/etc/passwd — 3toT (haiin coaepKUT UHPOPMALIUIO O TOJIb-
30BaTeNsIX. 3alucCh Ui KaKJIOTO TOJh30BaTENl 3aHUMAET OJHY
CTPOKY:

Kaxpmas cTpoka (aiina /etc/passwd ommchBaeT OIHOTO
MIOJIb30BATENISl M COACPIKUT CEMb TOJICH, pa3fenéHHbIX JIBOCTOUH-
SIMHU
PETUCTPAIIIOHHOE UMS WX JIOTHH;

XEIII IMapoJist (CM. HUXKE);
UICHTH(PHUKATOP OTB30BATEIIS;
UICHTU(PUKATOP TPYIIIIHI 10 YMOITYAHUIO;
unpopmannonHoe noiae GECOS;
HayvalbHbIHN (OH K€ JOMAaIlIHUI) KaTaJor;
. perucrpanuonHas ooosouka, wim shell.

I/IMH M0JIb30BATENs — UMsl, UCIOJIb3yeMOEe MOJIb30BaTEIEM
Ha Bce npuriamenus Tuna l0gin npu ayTeHTHUKANT B CHCTEME.
Perucrpanimonnele UMEHa JOJDKHBI ObITh YHUKAJIBHBIMU M IpeJ-
CTaBJISITh COOOM CTPOKM HE JITMHHEe 32 CUMBOJIOB (JTFOOBIE, KPOME
JIBOETOYMS U CUMBOJIa HOBOM CTPOKH).

3amu@poBaHHBIA MAPOJIb — OOBIYHO XEIIMPOBAHHBIN TIO
HeoOpaTtumomy anroputmy MD5 maponb mons3oBatesnst WM CUM-
BoJa '!', B ciydasix, KOrJa MHTEPAKTUBHBIM BXOJ IOJb30BaTENs B
CHCTEMY 3aIlpelieH.

UID — uucnoBoit uaentudukarop nonb3onarens. Cucrema
UCMOJB3YET €ro A pacmpeneneHus npas (ailinaMm U mporeccam.
Wnentudukatop nonb3osarenss — 3To 4ynciao oT 0 1o 2 B cTeneHu
32. Tlonb3oBatens ¢ uaeHTHGuKaropom 0 (0OBIYHO root) Ha3bIBa-

NoakowhE
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eTcs CYIepIIoJIb30BaTeNIeM U UMEET MPABO Ha BBIMOJIHEHUE JIFOOBIX
oreparyii B cucteme.

GID — uucnoBoii uaeHTUGUKATOp Tpymmbl. MiMeHa rpymm
pacrnoyioxkeHsl B (aitne /etc/group. Cucrema UCHONB3YET €ro s
pacnpenenenus npas (daiinam u mporeccam. B UNIX momib3oBa-
TeJIb MOXKET MPHUHAJJICKATh K OJHOW WJIM HECKOJIBbKUM IpyIIam,
KOTOPBIE HCIIONB3YIOTCS Ul 3aJaHHs MpaB Oojiee 4YeM OJHOTO
MOJIH30BATEIs HA TOT WJIM MHOU (paiti.

Hacrosimee ums moas3oBareis (GECOS) — ucnonb3yercs
B QJIMUHUCTPATHBHBIX IENIAX, a Takke KomaHiaamu tuma fingerd
(ceTeBoii MPOTOKOJI, MPEIHAZHAYCHHBIN JJISI TIPEIOCTABICHUS WH-
dopManu 0 MOJB30BATEISAX YAAIEHHOro KomibioTepa). [lome
GECOS xpaHut BcioMoraTeinbHyt0 HHPOPMAIIHIO O MOJIb30BaTele
(Homep TenedoHa, agpec, NoIHoe UM U Tak janee). OHO He UMeeT
YeTKO OIpejesecHHoro cuaTakcuca. Tem He MeHee, nemon fingerd
MIpeNIoJIaraeT, YTo B HEM COJEPXKATCA CIEAYIOLIUE 3JIEMEHTHI,
pa3/iesieHHbIE 3ansIThIMU:

MIOJTHOE MM
aapec oduca Wi JOMaIHUHN ajpec;

- pabouwnii TenedoH;

— JIOMAIIHU# TenaedoH.

JloMamHuii Katajor — NOJIHBIA IMYTh K JOMAlTHEMY KaTa-
nory nonb3oBatens. [locne Bxoga B cucTeMy MoJb30BaTesb OKa-
3bIBAETCSl B CBOEM JIOMaIlIHEM Kartajore. Mcropuuecku cioxuiaoch
TaK, 4TO JOMAIIHUI KaTaJIoOT MOJIb30BaTeNs root Ha3bIBaeTCs /root,
a octaibHbIe UMeIoT BUI /home/ums_monb3oBaTens.

O6onouka — KOMaHHasi 000JI0YKa, KOTOPYIO HCIIOJIb3YyeT
MOJIH30BaTENb MpU ceaHce. [ HopMansHON paboThl OHA JOJIKHA
OBITh yKa3aHa B (aiine perucrpaiuu odonouexk /etc/shells.

[etc/group — atot daitn coaepKUT UHPOPMAIIUIO O TPYII-
nax, K KOTOPbIM MPUHAAJIEKAT MOJIb30BATEIH.

WMst Tpynmbl — UM, IPUMEHSIEMOe IS YI00CTBa UCTIOJb-
30BaHUs TaKUX MPOTpamMm, Kak NEwQrp.

[udpoBanHbIil TApOIb — UCHOJIB3YETCS MIPU CMEHE TpyI-
bl KOMaH 101 Newgrp. [lapomis [7s rpymm MOKeT OTCYyTCTBOBATh.
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GID — uucnoBoii uaentudukarop rpymmnsl. Cucrema uc-
MOJIB3YET €T0 VTSl paclipeiesIeHus paB (aiijiaM U IpoIeccam.

Ilonb30oBarenyu, BKIIOYEHHBIE B HECKOJBKO rpymmn. B
ATOM TI0JIE Yepe3 3aMATYI0 0TOOPaKAIOTCS T MOJIh30BATENH, Y KO-
TOpBIX M0 ymomuanuio (B daiine /etc/passwd) nHasHauena apy-
ras rpyria.

B Linux, kxpoMe OOBIYHBIX IOJH30BATENCH, CYIIECTBYET
OJIMH TOJIb30BaTEh C HEOTPAaHHMUYCHHBIMH TTpaBaMu. VneHTnuka-
topel UID u GID takoro monb3oBatens Bcerma 0. Ero mms, kak
MPaBUIIO, FOOt, OTHAKO OHO MOJKET OBITh JIETKO U3MEHEHO (MJIH CO-
3IaHO HECKOJIBKO CHMMBOJIBHBIX MMeH ¢ oxuHakoBbiM GID u UID),
TaK Kak 3HauCHUE JUIsl NMPUMCHCHHsSI HEOTPAHWYCHHBIX TIPaB JIo-
cryna umeet Toiabko GID 0. [lns monb3oBarens root nmpasa 10CTy-
na K (¢aiiiam U mporeccam He MPOBEPSAIOTCS CUCTEMOH.

Komansa login 3amyckaeT ceaHc HHTEPAKTHBHOM pabOThI B
cucreme. OHa TIpOBEpsIET MPABHIFHOCTh BBOJA UMEHH W IapOJIs
MOJIb30BATENs, MCHSIET KaTajJor Ha JIOMAallHUW, BBICTPAMBAET
OKPYKCHHE U 3aITyCKAeT KOMAaHHBI HHTEPIIPETATOP.

Komanpga su (switch user) mo3Boisier cMeHUTh MACHTH(DU-
KaTrop TOJNB30BaTeNsl YyXe B Tporecce ceaHca. CHHTaKcuc ee
mpocT: SU USername, rae USername — uMs moJib30BaTelNs, KOTOPOe
Oyzer ucronb3oBaThes. Ilocie 3Toro mporpamma 3ampocuT Ia-
ponb. [Ipu mpaBUIBHO BBEACHHOM Mapoiie, SU 3amyCTUT HOBBII
KOMAaHIHBI MHTEPIIPETATOP C MpaBaMH MOJH30BATENS, yKa3aHHO-
ro SU U TIPUCBOUT CEaHCy ero WACHTHU(PHUKATOPHL. EcIu uMs moib-
30BaTeNs OMYIIEHO, TO KOMaH/1a SU UCIIOIb3yeT UMst [00t.

Komanpaa passwd siBisieTcss MHCTPYMEHTOM JJIsi CMEHBI Ta-
poinst B Linux. /Inst cMeHbI cBOero mapoJsi J0CTaTOYHO HaOpaTh B
KOMaHIHOU CTpOKe passwd:

[student@ns student]$ passwd

Wnu BBecTH KOMaHIy Passwd u uMs MOJB30BATENs, IS
KOTOpOTro OyeT MeHsThest maposk: $passwd student
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3.2. IIpaBa noctyna B Linux

st kaxmoro oObekTa B QaitioBoit cucreme Linux cyie-
CTByeT Ha0Op MpaB JOCTYyIa, OMPECNAIOIINNA B3auMOJEHCTBUE
MOJIb30BATENs C 3TUM 00BEKTOM. TakumMu 00BEKTaMU MOTYT OBITH
Gaiinbl, KaTajgoru, a TaKXke CrHelHualbHble Qailibl (Hampumep,
YCTPOMCTBA) — TO €CTh MO CYTH 000N 0Owmexm (ainoBoit cu-
crembl. Tak kKak y kaxzaoro oobekra B Linux umeercs: Biajaenel,
TO npasa 10CTyNa MPUMEHSIOTCS OTHOCUTENBHO Biajienblia (aiina.
Ownu cocrost U3 Habopa 3 TPy 1Mo TpU aTpuodyTa:

— urenue( I' ), 3anmuch( W ), BeIoTHeHUE( X ) JJIS BJIaJICIIh-
a;

— YTEHHE, 3aMKCh, BHITIOJHEHUE IS TPYIIIbI BIAIETIbIIA;

— YTEHHE, 3aIKCh, BBHITIOJTHCHHUE IS BCEX OCTAIBHBIX.

Takue mpaBa MO>KHO TPEICTaBUTh KPATKON 3aIUCHIO:

FWXIWXIWX — pa3pelieHO YTEHHUE, 3aIUCh U BBITOJIHCHUE
JUIS BCEX

FWXI-Xr-X — 3aliCh pa3penieHa TOJIBKO JUIS  BIaJelblia
(haiina, a UTeHUE U BBHIIIOJIHEHUE JJIS1 BCEX.

FW-IW-I-- — 3aITUCh pa3pelieHa Jis Blajaenbiia Qaiia u
TpyNmbl Biaaebia Qaiina, a yTeHue — Ajs Beex.

Takoe pacnpeneneHue MpaB MO3BOISET THOKO YNPaBIAThH
pecypcamu, TOCTYITHBIMU MOJE30BATENSIM.

[IpaBa noctymna pacnpocTpaHsOTCS W Ha Karajmoru. OHu
O3HAYAIOT:

I — eclM yCTaHOBJICHO MPABO Ha YTCHHE M3 KaTajiora, TO
MOYHO YBHJIETh €r0 COJACPKUMOE KOMaH oM IS .

W — eclli yCTaHOBJCHO TIpaBO 3alUCH B KarTajor,
TO TOJI30BATENh MOXKET CO3/1aBaTh U yIAISITh (Paiiiibl U3 TEKyIIe-
ro  Karajora. [Mpuuem  ynmanuthb ¢dalinuz  Karaio-
ra rojb30BaTellb MOKET JaXKe €eclld y Hero HeT TpaB
Ha 3amnuck B daii.

X — €CIId YCTaHOBJICHO IPaBO HCIOJHEHUS Ha Karajor,
TO MOJB30BATENb UMEET MPABO MEPEHUTH B TAKOM KaTajlor KOMaH-
IaMu Harogo6ue cd.
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Komanga chmod (Change MODe — cMeHHTh peKUM) — U3-
MEHSIET MpaBa joctyna K (airy. Jlas MCMONb30BaHUS 3TOH KO-
MaHIbl TaKKe HEOOXOJMMO HMETh MpaBa BiIajaeibiia Qaiiia
Wi npasa root. CHHTaKCHC KOMaH bl TAKOB:

chmod mode filename , rxe

filename — ums (aiiza, y KOTOpOro U3MEHSIFOTCS IIpaBa J0-
cTyIa,

mode — npaBa q0CTyIa, ycTaHaBIMBaeMble Ha (aiin. [Ipasa
JIOCTyIa MOXHO 3amucarh B 2 BapHaHTaX — CUMBOJBHOM U a0CoO-
JFOTHOM.

B CUMBOJIBHOM  BHJE  WCIOJIb30BaHHE  KOMaH-
ab1 chmod Oy et BRIMISAETh CISIYIOIUM 00pa3oMm:

$ chmod [references][operator][modes] file ...

| &l
| ul | e
lal |+ =]
chmod |o| |-| |X| filename,
lal =] [ul
l gl
ol

References — onpenenstor moyib30BaTeNei, KOTOPBIM Oy-
IyT MEHSThCA mpaBa. References ompenensroTcss oAHOW WM He-
CKOJIbKUMH OyKBaMu: U — Biazener (aiina; g - MoIb30BaTeNH,
BXOJISIIIKME B TPYMITY Biajenblia ¢aiia; 0 - OCTaIbHBIC MOIH30Ba-
TEJIN; a - BCE NOJIb30BATENH, TO €CTh ISl BCEX TPEX TPYIIIL.

Operator —ompenenser orneparuo, KOTOPYHo OyJIeT BBI-
MOJIHATH chmod.

Modes — ormpenenseT Kakue UMEHHO IpaBa OyayT ycra-
HOBJICHBI, 100aBIIEHBI WM yAaleHbl: I — uTeHue ¢ailina uim co-
JEP)KUMOTO0 KaTajora; W — 3amuch B (pailyl Wik B KaTajor; X - BbI-
MoJIHeHue Qaiiyia Wi YTeHHe COAEeP>KUMOro Karaiora.

[IpocMoTp pa3perieHuid, yCTaHOBJIEHHbIX Ha @ailn ocy-
IIECTBIISIETCS] KOMaH/IoM 1s ¢ kitouoMm -I:

[student@ns student]$ Is -1 lesson5.txt

~IW--=----- 1 student student 39 Nov 19 15:17 lesson5.txt
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[student@ns student]$ chmod g+rw lesson5.txt

[student@ns student]$ Is -1 lesson5.txt
-rw-rw---- 1 student student 39 Nov 19 15:18 lesson5.txt

Bo3MOXHO HCIONIb30BaHHE KOMaHIbl B YUCIOBOM BHJE.
IIpaBa 3amucChIBarOTCA OAHOW CTPOKOM cpady Uil TPEX TUIIOB
10JIb30BATEIEH:

—  Biagensla daina (u);

—  JpyTHUX MO0JIb30BaTejeH, BXOASAIINUX B TPYIIY BIaJeib-
ua (g);

—  BCEX IIPOYMUX MOJIb30BaTeNeH (0);

Hampumep, chmod 444 {ums daiina}: 400+40+4=444 —
BCE UMEIOT MPABO TOJIbKO HA YTEHHUE (MACHTUYHO «I--I--I--»).

3.3 Ipoueccnl B Linux

Kaxnomy mpomeccy B cHUCTeME Ha3HAYAIOTCS YHCIOBBIC
uACHTUGUKATOPBI (JIMUHBIE HOMEpa) B auamna3one ot 1 mo 65535
(PID — Process Identifier) u wuaeHTHPHUKATOPBI POJUTEIHCKOTO
nportecca (PPID — Parent Process Identifier). PID siBnsiercst mme-
HEM IIpolecca, M0 KOTOPOMY MBI MOJKEM aapecoBaTh MpoIecc B
OTEPALIMOHHOM CHCTEeME NMPH UCHOJIb30BAaHUU PA3IMUYHBIX CPEJCTB
nmpocMoTpa u ymnpasienus: nporeccamu. PPID omnpenensier pon-
CTBEHHBIE OTHOMICHHS MEXIy IMpPOIeCCaMH, KOTOphIE B 3HAUH-
TEJIbHOW CTENEHH OIpPEeNeNsoT €ro CBOWCTBA U BO3MOXKHOCTH.
Jlpyrue mapaMeTphl, KOTOpbIe HEOOXOAMMBI Ui PabOTHI IpO-
rpaMMBbl, Ha3bIBalOT "OKpykeHHe mnpouecca”. OQUH U3 TaKuxX Ma-
paMeTpoB — YIMPABISIOMUN TEPMHHAT — MMEIOT JaJeKo HE BCe
nporecchl. Ilponeccel, He MpUBsI3aHHbIE K KAKOMY-TO KOHKPETHO-
My TepMHHaTy Ha3biBaroTcs "nemoHamu" (daemons). Takue mpo-
1ecchl, OyAy4d 3amylIeHHBIMU I10JIb30BaTelieM, HE 3aBepIIaoT
CBOIO paboOTy IO OKOHYAHUHU CEaHCa, a MPOJI0JDKAIOT paboTaTh, T.K.
OHHU HE CBSI3aHbl HUKAK C TEKYIUM CEaHCOM U HE MOTYT OBbITh aB-
TOMAaTUYECKH 3aBepiieHbl. Kak mpaBwmiio, ¢ MOMOINBIO JIEMOHOB
peanu3yroTcs cepBepHbIe CIykKObl, Tak, HalIpUMEp, CEpBEp MeyaTu
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pear30BaH MPOLECCOM-IEMOHOM CUPSd, a cepBep KypHAIUpPOBa-
uus — syslogd.

s mpocMmoTpa cmmcKa MpoieccoB B Linux cyiiecTBy-
€T KOMaH[a ps.

ps options [PID] — nmpocmotp crucka mnporeccoB. be3 ma-
pamMeTpoB PS MOKa3bIBa€T BCE MPOIECCHI, KOTOPhIe ObUIM 3amylie-
HBI B TEUCHHE TEKYIIEH CECCHUH, 32 HCKIIIOYCHHEM JIEMOHOB.

pS —auX (rmoapoOHBIH BHIBO)

[Tpumepl:

[gserg@WEBMEDIA gserg]$ ps

PIDTTY TIME CMD
3126 pts/2  00:00:00 bash
3158 pts/2  00:00:00 ps

Ponurenem Bcex mpoLIECCOB B CUCTEME SIBIISIETCS MPOLIECC
init. Ero PID Bcerma 1, a PPID — 0.

HemanoBaxHyo posib B KM3HHU NPOLIECCOB UIPAECT TAKKE
IJIAHUPOBILMK — 3TO 4YacTh fAJpa, OTBETCTBEHHAs 3a MHOI'03aJ1ay-
HOCTb CUCTEMBI. Beap B €uMHUIly BpEMEHU Ha OJHOM IIPOLIECCOPE
MOXET BBIIIOJIHATHCS TOJIBKO OJHA 3a1a4a. FIMEHHO IUTaHHpOBUIMK
OTpesieNisieT, KaKoi M3 3aMyIlIeHHBIX MPOIECCOB MEPBHIM OyneT
BBINOJIHATBHCSA, KaKOW BTOpBIM. J[JIg 3TOro y Kaxkaoro mpoiecca
CYLIECTBYET €IlI€ OJMWH NapaMeTp, Ha3bIBa€Mblii IPUOPUTETOM.
Jlia Toro, yToOBl TOCMOTPETH MPUOPUTET MPOIIECCOB, HAM HEOO-
XOIAMMO HUCIIOJIB30BaTh YK€ 3HAKOMYIO KOMaHIy pS ¢ HapaMeTpOM-
| (long — pacimpeHHbIi BBIBOJ).

Bo Bpewmst cBoeit paGoThl, MIAHUPOBIIMK B TIEPBYIO OUepelb
CTaBUT HA BBINOJHEHUE 33Ja4M C MEHBIIUM NPUOPUTETOM. Tak,
npuoputreroM 0, 001aIal0T TOIBKO KPUTUYECKHUE CHCTEMHBIEC 3a-
Jla4M, a OTPULATENBHBIM IPUOPUTETOM — IIPOLIECCHI AIpa. 3a1auyam
c OONBLIIMM TNPHOPUTETOM [OCTAETCS MEHBIIE IPOLECCOPHOTO
BPEMEHHU U MOTOMY, pabOTalOT OHM KaK MPaBUJIO, MEAJIEHHEE, U
NoTpeOISIFOT HAMHOT'O MEHBIIIE CHCTEMHBIX PECYPCOB.

nice -n command — Mo3BOJISAET U3MEHAThH MTPHOPUTET, C KO-
TOpPBIM Oy/IeT BBIMOJIHATHCS MPOIIece Mocie 3amycka. be3 ykazanus
KOMaHasl COmmand BelgaeT TEKYIIMA OPHOPUTET pabo-
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Thl. N 0 yMouanuio paseH 10. /[luana3oH NpuopuTeToOB pacro-
JI0’KeH oT -20 (HauBBICIIUMA TpuopUTeT) A0 19 (HaMMEHbIN).
Jlpyras komaH[ia, renice, CIIy>KUT JIJISl U3MEHEHUS 3HAUCHUS
nice JIsl yKe BBIOJHAOMUXCS npoieccoB. Ee hopmar Takos:
renice priority [[-p] PID] [[-0] grp] [[-u] user]
Hamnpumep, komanna [root]# renice -1 987 yBenuuuBaeT Ha
1 npuopurer npouecca ¢ PID 987.

3.4 Komauab! 1Jist aAMUHACTpUpoBanus Linux

Komanma Wget — (GNU Wget) cBoOonHasi HEUHTEpaK-
TUBHAs KOHCOJIbHAS IporpaMMa sl 3arpy3ku (ailioB MO CeTH.
[Tonnepxusaetr npotokonst HTTP, FTP u HTTPS, a takxe mnoju-
nepxuBaer pabory uepe3 HTTP mpokcu-cepsep. IIporpamma
BKJIIOUEHA MoYTH BO Bce aucTpudyTuBel GNU/Linux.

Wget o3BosisieT 3arpyxarb J00bIe (haiiasl BO BCEMHPHOM
naytuHe (B Tom umciie u (X)HTML-cTpaHuIel) mo mpoTokojam
http u https, a Taxke Qailyibl ¥ COUCKU TUPEKTOPHI MO MPOTOKOIY
ftp.

Wget nognepxuBaer nokauky ¢aiiya B ciydae oOpbiBa co-
enuHenus. [locne 3arpysku, ¢aiin OyaeT HaXOAUTHCS B AOMAIIHEH
TPEKTOPUH

CkauuBanue ¢aiina file.zip B TEKyIIyI0 AUPEKTOPHIO:

waget http://example.com/file.zip

CkauuBanue (ailioB B ykazaHHbIH KaTajor (-P):

wget -P /path/to/save http://example.com/file.zip

JokaunBanue ¢aiina file.zip B cmyyan oOpbIBa:

wget -c http://example.com/file.zip

CkauuBaHue Bcex (hailyioB 1o mabdbIoHy

wget ftp://example.com/dir/*.zip

Hcnonb3oBaHue WMEHM TMIOJIb30BaTeNli M Mapois Ha
FTP/HTTP:
wget --user=login --password=password
ftp://ftp.example.org/some_file.iso
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Komanna ping — mpoBepka AOCTYITHOCTH XOCTa.

B otimune or Windows, riae komanaa "ping agpec xocta"
OTIPABUT TOJBKO YETHIPE Makera, B Linux Takas komaHna Oyaer
HENpEepbIBHO CJIaTh MAaKEThl, I0KA Bbl HE IpepBeTe ee padoty. [
TOr0, 4TO0 OrpaHUYUTH KOJMYECTBO IAKETOB, CIEAYeT yKa3aTb
rapaMeTp KOMaHJIHOU CTPOKH "-C KOJIMYECTBO"

ping —C 4 ya.ru

Komannp! tracepath u traceroute — TpaccUpoBKa Mapiipy-
Ta J0 XOCTa

B ommmume ot yruiamtel ping, yrtuiaumra tracepath wu
traceroute mo3BoJIsieT HE TOJBKO ONPENEIUTh €CTh MPOOIEMbl, UIIU
HET, HO ¥ MPOCIEAUTh MapIIPyT, IO KOTOPOMY IPOXOJAT MAKETHI K
KOHKPETHOMY XOCTY M BBIIBUTH H3-3a KAaKOI'O XOCTa BO3HUKAIOT
npoOieMbl ¢ MOIKIFOUeHHEM. Tracepath moxoska Ha traceroute, Ho
B OTJIMYHE OT MOCIIeAHEN He TpeOyeT pyTOBBIX IIPaB.

Cranpmaptaeie yTuimThl tracert B Windows u traceroute B
JIuHykc peanu3oBaHbl IO-Pa3HOMY M MOTYT J1aBaTb pas3HbIE pe-
3ynbTatel. Windows noceutaer ICMP, a Linux — UDP.

ICMP (Internet Control Message Protocol) — mporokon
MEXKCETEBbIX YINPABISIOUIMX COOOLIEHHI) — CeTeBOW MPOTOKO,
Bxonsaumii B ctek mpotokonoB TCP/IP. B ocnoBHom ICMP wc-
MOJIb3YETCS /7S Tepeiayu cooOIeHni 00 ommnbKax U Ipyrux Mc-
KIJIFOUUTENBHBIX CUTyalUsX, BOSHUKUIMX IpU IEepenadve NaHHbIX,
HampuMep, 3ampaligBaeMmasl yciayra HEJIOCTyIlHa, WM  XOCT,
WJIM MapIIpyTU3aTOP HE OTBEYAOT.

Komanna host — Bemonnenne dns 3ampocoB. Komaw-
na host Bermonasier DNS 3ampock! uist pssMOTro U 00paTHOTo pas-
pelieHns AOMEHHBIX MMeH. 3amycTute koMaHay c IP agpecom B
KAauecTBE MapaMeTpa, U OHA BEPHET IOMEHHOE UMs, aCCOLIMMPOBaH-
HOE C HUM. Takke MOYKHO 0 JJOMEHHOMY MMEHM onpeaenuTs [P
azapec. [[st aT0oro B kauecTse napaMmerpa yKaKuTe JOMEHHOE UMSL.

Komanpa ifconfig — Hactpoiika cereBoro uHTtepdeiica.
Komanna ifconfig — onHa U3 OCHOBHBIX HPOTpaMM JijIsi HACTPOWA-
Kk cetd B Linux. OHa ©MEeT OrpOMHOE KOJUYECTBO MapaMeTPOB,
KOTOpBIE MO3BOJIAT HACTPOMUTH, ONTHMHU3MPOBaTh, a B Cllydae
HE00X0IMMOCTH — OTJIAUTh paboTy ceTeBoro uHTepdeiica. Tak-
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e 3Ta MporpaMma IMo3BoJisieT ObICTpo omnpenenuts [P agpec kom-
IBIOTEPA, a TAKXKE APYTYI0 HH(OPMALIHMIO O CETEBBIX UHTep(delicax,
BKJIIOYAst X UMEHA, CKOPOCTh U PEKUM MOIKIIOUEHHS M TaK Jia-
ee.

Komanpna ifconfig — ananor IPconfig Windows, ¢ npyrumu
KJIIOYEBBIMM [TapaMeTpaMu U O6osiee IUPOKUM (HYHKIHOHAIIOM.

B coBpemenHbix muctpuOytuBax Linux yrtwiura ifconfig
CUHMTAETCsI yCTAapEeBIIICH U 3aMeHEHa YTHIIMTOH iproute2

B Ubuntu (kak u B apyrux linux-cucremax) uMeHa CETEBBIX
ycrpoiictB npunumarot Bux ethN, rae N — umciio, o3Havaroriee
HOMEp YCTpOHCTBa CBsi3M B cucteme. Hymepanus ycTpoHCTB
HauMHaeTcs ¢ Hyist. Eciiu B KOMITbIOTEpE JBE CETEBBIX KapThl, TO
onn monyuar umena ethO m ethl. Ecoum B cereByro kapry ethN
BCTaBJIEH CETEBOW INPOBOJ, UAYIIHA B MOJEM, POYTEP WA CBUTY,
oynet Harmucano RUNNING

Komanpna ifconfig —a yaoOHa B Tex ciy4asx, KOTrja Hajo
OBICTPO BBIICHUTH COCTOSIHME HHTEp(ENcoB, B YaCTHOCTH, €CIH
HeoOxomumo y3HaTh ux [P-anpeca. [Tomumo cBeneHmii 0 KOH(H-
Iypaluu CeTeBbIX MHTEP(ENcoB, KOMaH/a BbIJAET €Il MHOTO I0-
Je3HOW WH(OpMaIy, HampUMeEp, KOJUYECTBO OTIPABICHHBIX W
MOJTyYEHHBIX MaKEeTOB.

Unrepdeiic eth0 — sto kapta Ethernet, k KoTOpoi MOXKHO
MOJIKJIIOUYUTh CeTeBOM Kabenb. B Tekylmii MOMEHT ceTeBoil Ka-
0erb HEe MOJKIIOYEH, MOITOMY UHTEpQeiic He aKTHBEH H JIJISl HETO
He oToOpaxkaercs ip-ajJpec, MMPOKOBEIIATENbHBIN apec U Macka
MOJICETH:

Wntepdeiic ethl —sTopast xapra Ethernet. CereBoil ka-
Oenp mojakiItoueH, uHTepgeic aktuBeH, npucsoeH ip(10.7.9.6) u
Macka nojicetu (255.0.0.0).

UnTepdeiic lo — untepdeiic 00paTHOM NETIN U MO3BOIISIET
KOMITBIOTEpY oOpariathest k camomy cebe. MHTepdeiic umeer ip-
aapec 127.0.0.1 u HeoOXxoAUM JIsl HOpMaJIbHOM pabOThl CUCTEMBI:

Komanna ifconfig mo3Bonut cxoH(pUryprpoBaTh CETEBOM
uHTepdeiic.

OctaHoBUTH UHTEPQEIC (BBIKIIOYUTD):

~$ sudo ifconfig ethO down
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[TogusaTe uHTEpdENC (BKIIOUNTD):
~$ sudo ifconfig eth0 up
Jl1st u3MeHeHus! TOJIbKO 1p-ajipeca UCHOJIb3YeTCs CIeIyIo-
il popmMaT KOMaHIbI:
~$ sudo ifconfig eth1 10.7.9.6
Macka noxceru:
~$ sudo ifconfig ethl netmask 255.0.0.0
MeHnsiem cpazy aapec U MackKy:
~$ sudo ifconfig eth0 10.7.9.6 netmask 255.255.0.0
KOMAH/bBI ifdown u ifup — akTuBaius/meakTuBaIus
ceTeBoro uHrepderica
Komanpga ifdown u ifup — 370 KOMaH[bI, BBIIOJIHSIOIINE
TOXe camoe, uTo ¥ Komauabl ifconfig up u ifconfig down. Ykazas
B KayecTBe MapaMmeTpa KOMaHIHOW CTPOKM MMs uHTepdeiica, BbI
OTKJTIOYHTE, WJIM BKIIOYATE KOHKPETHBIH MHTEpdeiic. Brimomnne-
HUE JIaHHOHM KOMaH[Ibl TpeOyeT HaIN4uus MPaB CyNepIroib30BaTes:
$sudo ifdown eth0
$sudo ifup eth0
KOMAH/IA netstat— oToOpakeHue ceteBoi nHpopMauu
Komanpa netstat oro6paxaer pa3nuuHyro HH(OpMAIHio 0
ceTeBOM HHTep(elice, HaIpuUMep, CIHCOK OTKPBITHIX COKETOB U
Tabmuiy Mapupytuzauuu. Komanpaa, 3amymieHHas 0e3 mapamer-
POB KOMAaHJIHOM CTpPOKH, BBIBEJET HH(POPMAILUIO MO OTKPBHITHIM
CETEBBIM COKETaM M COKeTaM (hailIoBON CHCTEMBI.
OCHOBHOE Ha3HA4Y€HHE YTHJIUTHI — IOUCK CETEBBIX IPO-
6J1eM U oTpeJieNieHue IPOU3BOAUTEIbHOCTH CETH.
Ilepeuncnnth Bce mopTsl: Netstat —a
ITepeuncnuts Bce TCP noptsl: netstat —at
ITepeuncnute Bce UDP noptser: netstat —au
IToxa3aTe CTaTUCTUKY BCEX MOPTOB: netstat -s
# netstat -s
Ip:
11150 total packets received
1 with invalid addresses
0 forwarded
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0 incoming packets discarded
11149 incoming packets delivered
11635 requests sent out
Icmp:
13791 ICMP messages received
12 input ICMP message failed.
Tep:
15020 active connections openings
97955 passive connection openings
135 failed connection attempts
Udp:
2841 packets received
180 packets to unknown port received.
[Toxazate cratuctuky Toabko TCP nmoptoBs: netstat -st
# netstat -st
ITokasate ctatuctuxky Toasko UDP nopros: netstat -su
# netstat -su
Omus netstat -p no6aBut «PID/Program Name» B BBIBOJ
netstat,  MOKeT OBITH COBMEIIIEHA C JIOOBIM IPYTrUM HaOOpOM Or-
HHfI. DTO O4YeHb ITI0JIE3HO npu OTJIadKe, OJid ONpCACJICHUA TOTO,
Kakas ImporpamMma paboTaeT Ha ONpeeIEHHOM MOPTY.
BBISICHUTB, KakMM IPOLIECCOM HCIIOIB3YETCS ONpEIeiEH-
HBIU MOPT:
# netstat -an | grep ':80'
Komanpna Isof ymeer oroOpaxkaTh mporeccsl, KOTOpble pa-
OO0TaIOT C OIpE/IETICHHBIM (aillIoM HIIN COKETOM.
CHOHCoK BCeX CETEBBIX COCI[I/IHCHI/Iﬁ

Isof -i
Cnmcoxk mporieccoB, paboTarmux ¢ moprom 80
Isof -i :80

Linux — MmHOTO3a1auHas cpena. Jlaxke KOHCOJIb TOXKeE SBJIsI-
€TCSI MHOT'03aTaYHOM.

MOKHO OTKpBITh HECKOJIBKO KOHCOJIEH, OTKPBIB B Ka)I0U1
W3 HUX 10 mporpamme. [lepexmroueHne Mexay KOHCOMSIMH OynieT
IPOU3BOJUTHCSA ¢ MOMOIIBIO KJIABUIII Ctrl+ <Alt+Fx>, rae X — Ho-
Mep KOHCOJIN.
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YacTo HCIMONb3yeMbIe MOJIb30BATENIeM MepEMEHHBIE OKpY-
KEHHUS 3TO:

PATH — nepemenHast conepKUT IIyTH, B KOTOPBIX CHUCTE-
Me cJelyeT UCKaTh HCIOJIHAeMble (ailibl, ecliu B KOMaHIHOU
CTpOKE HE HAOMUPAETCs MOJIHBIN UM OTHOCUTEIBHBINA MyTh K HUM.

PWD — nepemenHas COIEpKUT MOJHOE MMS TEKYIICH -
PEKTOpUH.

HOME — nepemenHast conep ut ToJI-
HBIH MyTh IOMAIIIHEr0 KaTajora mnojab30BaTels.

HOSTNAME — nepeMeHnHast COIEP>KUT UMsI KOMITBIOTEPA.

SHELL — coamepxuT uMs KOMaHAHON OOOJIOUKH, 3aIly-
IIEHHOW B TEKYILIEM CEaHCe.

USER — coaepXuT uMs  TIOJIB30BaTENs, CEAaHC KOTOPOTO
OTKPBIT ceryac.

Cnucok nepeMeHHbIX, YCTAHOBJICHHBIX B CHUCTEME MOXKHO
YBUJETh C MOMOIIBI0 KOMaHJBI export, BBEACHHONH 0e3 mapamer-
pOB.

B coBpemennbix LinUX-crcTemMax MEXaHH3M IUIAHHPOBA-
HUS 3aJaHUil peain30BaH C IOMOIIBI0 JIEMOHOB IJIAHUPOBAHUS
3amaHui — at u cron.

C moMompi0 3THUX MPOTpPaMM TOSBIAETCS BO3MOXKHOCTH
YCTaHOBHTH BBHITIOJTHEHHE MTPOTPaMMBI Ha 3apaHee M3BECTHOE Bpe-
Ms. Komanna at ucrnosnb3yercs B TeX ciaydasiX, KOT/ia BBIMOJTHEHHE
3aJlaHusl — Pa30oBas MPOIeaypa.

CewmetictBo komans at (at, atg, atrm) mpencrasisier coboi
WHCTPYMEHTBI JIJISl BBITIOJIHEHUS 3a/JaHUS B OINPEIICIICHHOE BpeMs
no taiimepy. i mpaBuibHOTO (YHKIIMOHUPOBAHUS JAHHOW KO-
MaHIbl B CHCTeME JOJ/UKeH ObITh 3amyineH aemon atd.  Jle-
MoH atd moepkuBaeT ouepeb 3alaH|i, KOTOPbIC TOJIKHBI OBITH
BBITIOJTHEHBI B TO WJIM HHOE BPEMSI.

Jns mocTaHOBKHM 3anaHus (WM HECKONBKHX 3aJaHHi
B OYepe/lb Ha OJHO U TO K€ BpEeMsi) BaM HEOOXOJMMO BBITOJTHUTH
KoMaH#y at:

ITpumep 1.

[student@KIlass801 student]$ at 19:00

at> Is —| > /nome/student/Is.txt

58



>Control-D>

job 1 at 2004-12-01 13:01

[student@Klass801 student]$_

HpOCMOTpeTB ouepeab Sa,I[aHI/Iﬁ MOJXHO HCIIOJIb3Yys KOMaH-
ny atq:

[Tpumep 2.

[student@KIlass801 student]$ atq

1 2004-12-01 13:01 a student

[student@KIlass801 student]$

KOMaHI[a at mo3BOJIICT IIOCTaBUTH B o4yepeab HECKOJIIBKO
SaHaHHﬁ, KOTOPBIC 6y,HYT MOCJICA0BATCIIbHO BBIIIOJHCHBI APYT' 3a
APyrom. CI[CJIaTI) 9TO MOXKXHO KaK B HMHTCPAKTHBHOM PCKUMC
(HabpaB koMaHAy at B KOMaHIHOUW CTPOKE), TaK U yKa3aB KOMaH-
ne at mapamerp -f:

[student@KIlass801 student]$ at -f commands 14:50

job 8 at 2004-12-05 14:50

[student@KIlass801 student]$

Komanpna atrm ynanser u3 ouepeau 3alaHue:

[root@ns root]# atq

7 2004-12-05 14:48 a root

8  2004-12-05 14:50 a root

[root@ns root]# atrm 7

[root@ns root]# atq

8  2004-12-05 14:50 a root

[root@ns root]#

Ecnu xe 3amanue mpeamosiaraercsi BBIIOJIHATh C KaKOM-
6o NEpUOANYIHOCTBIO, TO JIy4IIC BCCTO HCIIOJB30BATH ACMOH
cron U KOMaHy crontab.

I[CMOH cron, M KOMaHJa YIIPABJICHUSA IIJIAHUPOBAHUCM
crontab MO3BOJISAT TOYHO TUIAHUPOBATH 3a7aHus. 3aaHUs 3aITyCKa-
€T IporpaMma-AE€MOH crond. KOMaHJIa crontab CJIYXKUT JIMIIb JJIA
ynpasiieHus 3agaHusiMu. Ilepes ucnonb3oBaHreM KOMaHAbl HEOO-
XOUMO co34aTh (haiin, onmuchIBaOMUN Tabmuiy 3amanuil (Daiin
crontab HaxoauTCs B /etc.).

dopmar daiina Takos:

MHHYTBI 4aCbl JHU MECALAa MECAL JHU HCEIACIN KOMaHIa
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MUHYTHI — yrcna ot 0 1o 59, wm *

yacel — yncna oT 0 1o 23, uian *

THU Mecsna — yucia ot 1 1o 31, wm *

Mecsi — yucna oT 1 go 12, mm *

nau_ Hexaenu — yuciaa ot 0 go 7, mpudem O wim 7 — BOCKpe-
CEeHbe, WM *; HampuMep:

010 * * * /home/student/bin/script #3amyck B 10:00 exe-
JTHEBHO

15 * * * 1 /home/student/bin/script2 #B 15 MUHYT KaK10-
r0 4aca B MOHEICITHHUK

Komanpa crontab mo3BosisieT Takxke U peJaKTUPOBAThH CITH-
COK 3aJlaHMii ¢ TIOMONIBIO TIapaMeTpa -¢. B kauecTBe pemakTopa
OyIeT UCIONBb30BAThCS PEAAKTOP, YKAa3aHHBIN (B MOPSAKE OUepe/-
HocTH) B mepemenHoi okpyxenus $VISUAL, $SEDITOR wunm
/bin/vi. Ilocne coxpanenus ¢aiina, crontab aBTOMaTHYECKH TIepe-
MHULUAIU3UPYET TaOJIUILy 3a/1aHUH.

3.5 Kondpurypanuonnnie gaiinst OC Linux

Karanor /etc sasnsgercs OJHUM M3 OCHOBHBIX KaTaJIOI'OB CH-
creM UNIX. OH cozmepxuT Bce 0a30Bble KOH(UIypalMOHHBIE
(haiibl CUCTEMBI.

HexoTtopsle BaxkHbIe (hailiibl kaTasora /etc:

e /etc/passwd 3To TEKCTOBBIH (ailyi, KOTOPBIA COAECPIKHUT
BCEX MOJIb30BaTENIeH CUCTEMBI U MX 3alIA()POBaHHBIC TTAPOJIH.

e /etc/inittab: KoHUTypallMOHHBIA ain sl KOMaH-
bl init, KOTOPBIM UTpaeT OCHOBHYIO POJIb B 3arpy3Ke CUCTEMBI.

HenocpencrsenHo nocine toro, kak cucreMa Linux 3arpy-
KAeTCs U ee AP0 MOHTUPYET KOPHEBYIO (ailJIoBYIO CUCTEMY, OHA
BBITIOJTHSIET MEPBYIO Mporpammy -- init. Tlocne 3amycka mporpam-
Ma init yxoauT B (OHOBBIA PEKUM, CIEAS 332 PEKHUMOM pPaOOTHI
CHCTeMBI W TI0 HEOOXOAMMOCTH W3MeHsisi ero. [Iporpam-
Ma iNit JoDKHA CIIeINTh 32 MHOXKECTBOM BeIIeH; Bce ee (QYHKIUH
orpezieseHsl B (aiiie /etc/inittab.
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Hanpuwmep, pu Havase paboThI JIaHHBIN
daiin /etc/inittab 3amyckaer mecTh BHPTyadbHBIX KOHCOJEH. J{ist
atoro B ¢aie /etc/inittab npomnucansl cnenyromnye CTpoKu:

c1:1235:respawn:/shin/agetty 38400 tty1 linux

€2:1235:respawn:/shin/agetty 38400 tty2 linux
€3:1235:respawn:/shin/agetty 38400 tty3 linux
c4:1235:respawn:/shin/agetty 38400 tty4 linux
€5:1235:respawn:/shin/agetty 38400 tty5 linux
€6:12345:respawn:/shin/agetty 38400 tty6 linux

e /etc/services: ¢ala COAEPKUT CIHCOK CYIIECTBYFOIIMX
CEPBUCOB CETH.

Kaxxnas ctpoka B 3ToM (paitine umeer Takoit popmar:

service port/protocol [aliases]

31ech Service 3amaet uMst cepBrca, POrt onpenenser Homep
MopTa, HUCIOJIB3yeMOr0 STHM CepBHCOM, a protocol ompenenser,
KaKUM TPaHCHOPTHBIM MPOTOKOJIOM MOJb3yeTcs cepBuc. Mmeercs
BO3MOXKHOCTh pa3in4us MpoTokosoB Udp uimu tcp. CepBUC MOXKET
paboTaTh ¢ pa3HBIMU MPOTOKOJAMH, @ MOXKET OBITh JIBa CEpBHCA
paboTaloT Ha OJHOM IOpPTE, HO C Pa3HBIMH MHpoTokomamu. [lo-
ne aliases (HeobOs13aTebHOE) MO3BOJISIET 331aBaTh HECKOIBKO UMEH
(TICeBIOHMMOB) AJIs1 OJTHOTO CEpBHUCa.

[pumep uvactu ¢aiina /etc/services:

ftp 21/tcp # File Transfer Protocol (Control)
telnet 23/tcp # Virtual Terminal Protocol
smtp 25/tcp # Simple Mail Transfer Protocol

o /etc/profile: 310 KOHGUrypanuonHsiii ¢aiin shell,
YOpaBJad€T CUCTEMHBIMU IICPEMCHHBIMU OKPYIKCHUS.

. /etc/crontab: koHUTYpallMOHHBIN (aitn  KomaH-

bl Cron, MPOTrpaMMbl, OTBETCTBEHHOM 3a MEPUOJUYECKOE BBINOJI-
HEHHE TIPOTPAMM.
. /etc/fstab: Crincok (haiiyIoBBIX CUCTEM, aBTOMATHYE-
CKM MOHTHPYEMBIX IPH 3arpy3Ke CUCTeMbl KOMaH 10l mount —a.
Kaxnas 3anmich uMeeT cieayromnye moiist (KOTopsie pasfie-
JSIOTCS TPOOENIOM MK TalyJsiuei):
<file system> <dir> <type> <options><dump> <pass>
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o Ilome, <file system> (¢atinosas cucme-
Ma) cooOIaeT 1eMOHY MOHTHPOBaHUs (hailIoBBIX cuCTeM mount,
YTO MOHTHUPOBATh, UMSI MOHTHPYEMOT'O YCTPOHCTBA.

e Bropoe mone, <dir> (Oupexmopus), onpenensieT MyTh,
1o KOTopoMy OyJieT cMoHTHpoBaHa <file system>.

e [Ilone <type> (mun) conepxut TN (PailJIOBOH CHUCTEMBI
MOHTUPYEMOI'0 YCTPOKCTBA.

o dump> — ucnone3yercs yTHIUTONH dump Uit TOro 4ro-
Obl OIpenenuThb, Korjaa jAenarb pe3epBHyro komuto. Ilocne ycra-
HOBKH, dump mpoBepsieT 3Ty 3aluch U UCTIOIb3YeT 3HAaYeHHUE, YTO-
Obl pelmuTh, MOJKIYATh U (aiinoByto cucrteMy. Bo3moxxHbie
3nadenus 0 wmm 1. Ecou 0, dump urHopupyet ¢aiinoByio cucre-
My, ecnu 1, dump caenaer pe3epBHYIO KONUIO. Y OOJIBIIMHCTBA
noJyip30Baresieid dump He yCcTaHOBIEH, MOATOMY B moiie <dump>
cienyet 3anath 0.

» <pass> (Homep npoxooa). YTUINTA Jii BOCCTAHOBIIC-
Hus QaitoBoii cucremsl fSCK mpoBepsieT Yucio, MOACTABICHHOE B
nosie <pass> M pelaeT, B KaKoM MOPSAKE MpOBEpsATh (HalIoBYyIO
cucreMy. Bo3moxusle 3HadeHus 0, 1 u 2. @ailioBble cUCTEMBI €O
3HaueHueM <pass>, paBHbIM 0, He OyIyT NpPOBEPEHBbl YTUIIH-
Toit fsck. Y xopHEBOil crCTeMBI JOIKEH OBITh HAMOOJIBIINI TIPUO-
putert, 1, ocranbHble (haliIoBbIE CUCTEMBI JOJKHBI UMETh TPHOPH-
teT 2. Ecau paBeH eauHMIlE, 3HAUUT MpoOBepka OyJIeT Mpou3BO-
nuThes. daiioBble CUCTEMBI IPOBEPSIIOTCS B TOM MOPSIIKE, B KO-
TOPOM OHH oIucaHbl B 3ToM ¢aitne. Ecnmu Bbl xoTHTE M3MEHUTH
MOPSIIOK MPOBEPKH, BMECTO €IMHULIBI UCIIOJIBb3YWTE IBOMKY. Torna
CHayaJia MpoBepsIOTCs Bce (DailloBble CUCTEMBI C €IMHUIICH, a 3a-
TEM C JTBONKOM.

[Tpumep obObruHOTO (aiina fstab:

# <file system> <dir> <type> <options> <dump> <pass>
/dev/cdrom /mnt/cd 1509660 ro,user,noauto,unhide 0 O
/dev/dvd /mnt/dvd udf ro,user,noauto,unhide 0 O
/dev/fd0 /mnt/fl auto user,noauto 0 O
/dev/hdal swap swap  defaults 0 O
/dev/hda4 / ext3 defaults 0 1

/dev/hda3 /home  xfs rw,suid,exec,auto,nouser,async0 2
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e /etc/group: @aiiy, ONMCHIBAOIINNA TPYNIbI O30~
Bateel (mo anagoruu /etc/passwd).

e /etc/hosts: Cnucok XOCTOB Il TIpeoOpa3oBaHUS
umeH B [P-aapeca (0ObIYHO HYKHO JII XOCTOB JIOKAJIbHOU
CETH, 0 KOTOPBIX He 3HaeT cuctema DNS).

Kaxxmass crpoka B /etc/hosts mpeacraBiser oauH XOCT.
[IepBas 3anmce B Kaxjaou ctpoke — 310 [IP-agpec, a Bropas
— TICEBJIOHUM ITOTO XOCTa, a TPEThS 3aMHCh 3a/a€T MOJHO-
cTeio ompenenenHoe aomeHHoe ums (fully qualified domain
name) xocta, Hanipumep mail.absolutefreebsd.com.

#IP local  fully qualified domain name
#

127.0.0.1  localhost

#

191.72.1.1  vlager vlager.vbrew.com
191.72.1.2 vstout  vstout.vbrew.com
191.72.1.3 vale vale.vbrew.com

e /etc/lilo.conf: Koudurypanmonusiii daiin
st LILO (LInux LOader, HauanbpHBIA 3arpy3udK oOIeparu-
OHHBIX CHUCTEM).

®aiin /etc/lilo.conf mo ymom4aHuto CYMTHIBACTCS CUCTEMHBIM
MeHepkepom 3arpy3ki lilo. I[Tpumep takoro ¢aiina:
boot = /dev/hda2

delay =50

# message = /boot/bootmesg.txt
root = current

image = /boot/vmlinuz-2.2.11-4bc
label = linux

read-only
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other = /dev/hdal
table = /dev/hda
label = win

Ctpoka boot yka3siBaeT 3arpy3ounoe ycrpoiictso. De-
lay — onpenenser 3aaepkKy sl BBIOOpa CUCTEMBI.

C moMoImIbpI0 KOMaH/IbI MEeSSage MOXXHO 3aCTaBUThH 3a-
TPY34YUK BbIIaBaTh MPU 3arpy3Ke MPOU3BOIBLHOE COOOIIECHHE.

Haunnast co cTpoku image, UIyT CeKIMU KOH(pUrypa-
IMMOHHOTO (haiija, COOTBETCTBYIOIINE PA3HBIM OTCPAIlNOH-
HBIM CHCTEMaM, KOTOPBIE JOJDKHBI 3arpyKaTbCs MO BHIOOPY
noyib3oBarensi. B Kaxkaoil TakoW CEKIUU HUMEEeTCs CTpo-
ka label. B 3T0i1 cTpoke 3anmuckiBaeTCs UMsi, KOTOPOE BBOJUT-
ca B oTBeT Ha npurjamenue LILO unu siBasieTcs KoMaHI0u
MEHIO U CIIYXUT Il BHIOOpA IMOJI30BATENIEM 3arpyKaeMoit
OC. Ecnu uMms He BBIOpPAHO MO MCTECYCHUH BPEMEHH, 3a]IaH-
Horo crtpokoii delay (3amaeTcst B meCATBIX AOIAX CEKYHIIBI),
To Oynmer 3arpyxeHa OC, BeiOupaemasi mo ymondanuio. B
JAHHOM cIlydae M0 yMOJYaHHIO OyJeT 3arpyxarhcs Linux,
MOCKOJIbKY COOTBETCTBYIOIAsl €W CEKI[Us CTOUT IEpPBOM B
(aiine. MoxHO yka3aTh 3arpyaeMyr MO YMOJYAHUIO CH-
CTeMy ¢ TIOMOIIbI0 cTpoku Buaa default=win (t. e., ucmosns-
3ysl METKY U3 COOTBETCTBYIOIIEH cTpoku label).

Ecimu BB 3amamum  cTpoky (Jydiie ckaszaTh, CEK-
uto) other = /dev/hdal B daiine /etc/lilo.conf, To B kopHEBOM
katasiore nucka /dev/hdal (mucka C: B TEepMHUHOJIOTHH
Microsoft) 10/KeH HaXOUTHCS BTOPUYHBINA 3arpy34HK.

o /etc/mtab: CnMCOK CMOHTHUPOBAHHBIX (ailIOBBIX CH-
CTEM B HACTOSIIMK MOMEHT BpeMeHH. HacTpanBaercs CKpuIi-
TOM 3arpy3Ku ¥ OOHOBIIIETCS KOMaH10i mount.

Korma mporpamma mount mogkitodaer (aioByr0 CHCTe-
My, OHa JOMUCBIBAET COOTBETCTBYIOIIYIO CTpOKy B /etc/mtab. Ko-
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rzra umount otkiatovaer (aioByr0 cUcTeMy, U3 3Toro (Qaiina co-
OTBETCTBYIOIIAsl CTPOKA YAAISETCS.

# cat /etc/mtab
/dev/hda3 / ext3 rw 00
proc /proc proc rw 0 0
sysfs /sys sysfs rw 0 0
/dev/hda5 /usr ext3 rw 0 0
/dev/hda6 /home ext3 rw 0 0

bonee ynoOHBIN A TONB30BATENS CIOCOO IMOTyUYCHHS
CIIMCKa CMOHTHUPOBAHHBIX (baﬁf[OBLIX CHUCTEM 3aKJIFDYACTCs B HUC-
nosp3oBanuu yTriautel df. YTunura df(nassanue pacudposbiBa-
ercs kak diskfree - ¢cBoOOHOE MPOCTPAHCTBO AKMCKA) MMECT II0-
JIE3HYIO JONOJHHUTEIBHYI BO3MOKHOCTD, 3aKJIFOYAIOIIYIOCS B BbI-
BOJIC JTAaHHBIX 00 00beMe CBOOOHOTO MPOCTPAHCTBA B KAKIOW U3
CMOHTHPOBAHHBIX (DAMJIOBBIX CHCTEM, PACIIOJIOKCHHBIX B pasjie-
JIaX KECTKUX JUCKOB.

df mokassiBacT CUCOK BCeX (DAMIOBBIX CHCTEM 10 UMEHAM
YCTPOMCTB, COOOINAET WX pa3Mep, 3aHATOEC W CBOOOIHOE IPO-
CTPAHCTBO M TOYKH MOHTHPOBAHHUSI.

$ df -k

Filesystem 1K-blocks  Used Available Use% Mounted on
/dev/sdal 4166504 2449824 1505028 62% /
/dev/sda2 30056044 14173604 14351852 50% /usr
/dev/sda3 63988404 2690328 58047656 5% /var
tmpfs 524288 60 524228 1% /tmp

Kirou -K ucnone3yercss s oToOpakeHHsT pa3MepoB
6mokamu 1o 1 km106aiiTy, BMECTO YCTAaHOBJICHHBIX TIO YMOJI-
JaHuio O6J10K0B B 512 GaiiT

o /proc/modules: Mudopmarus o ToM, Kakue MOIYTU
SIpa 3arpy>KEeHbI B IaMSATh B HACTOSIIIIUNA MOMEHT
o /var/run/utmp: CoaepuT UHPOPMAIHIO O TMOJIH30Ba-

TEISX, 3AIOTHHCHHBIX B CUCTEME B HAcTOSIIUN MOMEHT. Ko-
Mana WhO ucrons3yer 3ToT (aii.
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4. IIVTAH BBIITIOJIHEHUSA JIABOPATOPHBIX PABOT

1. JlaGopaTopnass pabora Nel. AIMHHHCTpUpPOBaHUE
nons3oBareneir OC Windows.

2. JlaGopaTopnast paborta Ne2. PabGora ¢ cucTeMHBIMU
ciyxx6amu OC Windows.

3. JlaGopaTopnas pabora Ne3. Pabora ¢ peectpom OC
Windows.

4, JlaGopaTopnast pa6ora Ned4. AIMHHHCTPpUPOBAHHUE
nonp3oBaresneir OC Unix.

5. JlaboparopHas pabora No5. AAMHHHCTPUPOBaHUE
OC UBUNTU SERVER 10.04 LTS.

6. Jlaboparopuass pabora Ne6. Pabota ¢ OCHOBHBIMHU
koH(puryparmonubMu daitmamu OC Unix.

4.1 JIabopatopHnasi pa6ora Ne 1

AnmunucTpupoBanue nonb3oBareneii OC Windows. Boc-
cranoBneHue padorocnocodnoctu OC cemerictBa Windows NT

Hean paboTsl

[lenpro nmabopaTopHOl PabOTHI SIBISETCS H3YYCHHE BO3-
MOKHBIX OCHOBHBIX MPHHIIMIIOB PaOOTHI C OMEPAIMOHHON CUCTe-
Mot cemerictea Windows NT, a Takxe moyiydeHUE HABBHIKOB BOC-
craHoBJeHus paborocrnocooroctn OC Windows.

3aganue Ha padory

1. YcranoButs onepanuonHyto cuctemy Windows NT u
W3YYUTh OCHOBHBIC TIPUHIIUITEI paOOTHI C HEH.

2. HactpouTs 3amyck B bezomnacHoM pexume.

3. Yaanute ¢aitn NTLDR, uro npuBener k HepaboTocmo-
COOHOCTH omepanuoHHol cuctembl. BoccranoButs OC ¢ momo-
B0 KOHCOJIM BOCCTAHOBJICHHSI MJIM 3arpy30YHOTO JHMCKA, CKOIHU-
poBaB (daiin NTLDR B xopHeBO#i Karajor JIOTH4eCKOTO JHUCKa, C
KOTOPOTO MPOU3BOAUTCS 3arpy3ka («C:\»).
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4. Hactpoutb 3amyck BUPTYaJbHOW MAIIMHBI CO CHEMHBIX
JUCKOB. 3arpy3uTh CHCTEMYy ¢ oOpa3a 3arpy3o4yHoro amcka. M3y-
YUTh OCHOBHBIC MPUHLHUIBI PAOOTHI C CHCTEMOM MOCPEICTBOM 3a-
IPY304HOTO JucKa. BoccTaHOBUTH NMOTEpSIHHBIE AaHHBIE. 3aIly-
CTUTb IIPOBEPKY 3apa’KEHHOTO KOMIIBIOTEPA HA BUPYCHI.

5. Byuutp paboTy 1O pPe3epPBUPOBAHHUIO ONEPAIIMOHHON
CHCTEMBI C TIOMOMIBIO MPO(HECCHOHABHBIX MPOTPAMM.

6. TloaroToBUTH OTYET MO BHINIOJHEHHOW J1a0OpaTOPHOMU
pabore.

4.2 JlabopatopHasi pabota Ne 2
Pa6ota ¢ cucremubimu ciayx6amu OC Windows.

e padoTbi

N3yunTh npoleccol, MPOUCXOASIIUE B ONIEPATUBHON MaMsi-
TH W TPOLECCOpPE, BO BPEMSI MCIOJHEHHUs MPUKIATHON Mporpam-
MBL.

3aganue Ha padoty

1. I3yunTh peKOMEH1alluu K BBIMOJIHEHHUIO padoT.

2. Ilonp3ysdch peKkOMEHIAUUSAMH, 3aIlyCTUTh, U3YYUTh H
HACTPOUTH /7Sl BBINOJIHEHUS pab0Thl «CUCTEMHBIN MOHUTOPY.

3. VI3yunTh NOPSAAOK BBINOJHEHHS paloT.

4. BBIMOJHUTD Ta00paTOPHYIO padboTy

5. IloarotoBuTh OTYET O MpOJEIaHHON padoTe B dopmare
MS Word.

6. OTBETUTH Ha KOHTPOJIbHBIE BOIIPOCHI

PexoMenaanuu K BHIIOJHEHUIO Pa0OT:

1. B cocraB onepanuonHnoii cucrembl Windows XP Bxoaut
nporpamMma «CHUCTEMHBIH MOHUTOPY, C TOMOUIbI0 KOTOPOH MOXKHO
HaOII0AaTh 32 M3MEHEHUEM pa3IMYHbIX IOKa3aTeied BO BpeMms
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paboThl KOMIIbIOTEpPA, a TaKXkKe H3MEpATh IMPOU3BOAUTEIBHOCTH
KOMIIBIOTEpA.

3amyctuTe 3Ty [pOrpaMMy U3 MEHIO  IpOTrpaMM:
[Tyck/Ilanens ympasnenus/IIpon3BoAUTENBHOCTE M OOCITYKHBa-
HUEe/AIMUHUCTPUPOBAHUE U JBAXKIBI IIEIKHUTE MO 3HauKy [Ipo-
W3BOJUTENBHOCTh. JIaHHBI MHCTPYMEHT BKIIOYA€T CUCTEMHBIN
MOHHUTOp (peajM30BaHHBIA B BHJE 3JEMEHTa ymnpamieHus Active
X) u XKypHambl 1 ONOBENICHHS TPOU3BOIUTEIBHOCTH (aBTOHOMHAs
OCHACTKa UIsl KOH(PUTYPUPOBAHUS >KYPHAJIOB MPOU3BOJUTEIHHO-
CTH).

2. Cuctema Windows XP momydaer nHdopMaiuo o mpo-
M3BOAMTEIBHOCTH OT KOMIIOHEHTOB OIIEPALIMOHHON cUCTeMBI. Pa3-
JUYHBIE CUCTEMHBIE KOMIIOHEHTHI B XOJle¢ CBOEH paboThl TeHEepH-
PYIOT JaHHBIE O NMPOU3BOAUTEILHOCTH. Takue KOMIIOHEHTHI Ha3bl-
BalOTCA OOBEKTaMH MPOU3BOJUTENLHOCTH. B omepanmoHHo#l cu-
CTeMe UMeeTcsi psii 0ObEKTOB MPOU3BOIUTEIBLHOCTH, OOBIYHO CO-
OTBETCTBYIOILINX TJIaBHBIM alapaTHbIM KOMIIOHEHTaM, TAKUM Kak
NaMsTh, MPOLECCOPHI U T. 1. IIpnitokeHuss MOTyT TakXKe HHCTaJI-
JUPOBATh CBOM OOBEKTHI MPOM3BOAMTENHHOCTU. Kaxkablii 0ObEeKT
MIPOU3BOIUTENIEHOCTH TIPEIOCTABISIET CUETUYUKH, KOTOpBIE COOM-
paroT JaHHbIe Mpou3BoauTenbHOCTH. Hampumep, cuetunk OOMeH
ctpanul B cex(Pages/sec) oonwekra [lamsate (Memory) oTciexxuBa-
€T CTEeNeHb KAIIUPOBAHUS CTPAHUILI.

Jniss mpocMoTpa JTaHHBIX, KOTOpBIE TPENOCTaBISIET KOH-
KPETHBIM CUeTUHK, HAKMUTE KHONKY oO0bscHeHus (Explain) B aua-
JIOTOBOM OKHE JT0OOABJICHUS! CUETYNKOB T00ABUTH CUCTUNKH.

Ecnu B cuctemMe yCcTaHOBJIEHO HECKOJIBKO MPOLIECCOPOB, TO
o0bekT mporeccop (Processor) OyneT UMeTh MHOXKECTBO IK3EM-
wisgpoB. bonee Toro, ecnu 00BEKT MOAAEPKHUBAET MHOKECTBO K-
3eMIUISIPOB, TO MIPH OOBEAMHEHUH IK3EMIUIIPOB B TPYIITY TOSBAT-
Csl POAMTENBCKUIA K3EMIUISIP M JOYEpPHHE DK3EMIUIAPHI, KOTOphIE
OyayT NpUHAJUIEKATH JAHHOMY POJIUTEIBCKOMY SK3EMILIAPY.

Hactpoum mporpammy Tak, 4ToObl BHAETH HY)KHBIE Ham
XapaKTePUCTUKH.

Hacrpoiika cueT4ynKoB.
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B okne «CucTeMHBII MOHUTOP» Ha MaHENIW Pe3yIbTaTOB B
BUJIC IMarpamMM OTOOpa)KaroTcs MOKa3aHUsl CYETYMKOB. B cucreme
Windows XP 3T0 0KHO M3Ha4YaJIbHO COAEPKUT Tpu cueTurka: O0-
MeH cTpanull B cek (Pages/sec)(o0wekt [lamsate), Cpenuss qmHa
ouepenu aucka (Avg. DiskQueuelLength) (oO0bekT Puszmueckuit
nuck) u % 3arpyxkeHHocTH mnporeccopa (ProcessorTime) (0o0BekT
[Ipoueccop). Mns nobGaBieHUs IPYrUX CUETYUKOB BBIMOIHUTE
CHEAYIOLIME ECUCTBUA:

a) Ha maHenu pe3ynbTaToB IICIKHUTE IMPaBON KHOIKOU
MBIIIM M B KOHTEKCTHOM MEHIO BbIOepuTe KOMaHOy «JloO6aBHUTH
CUETUYMKN», JPYroll MOAX0J — HaXaTh KHONKY «JloO0aBUTHY» Ha
MaHe M HHCTPYMEHTOB WK coveTanue knapum <Ctrl>+<1>,

b) B oTkpsiBIIEMCs OKHE BBIOEpHTE Tepekiovarens c-
M0JIb30BATh JIOKAJIBHBIE CUETYHKH I MOHUTOPUHIAa KOMITBIOTEPA,
Ha KOTOPOM 3alylieHa KOHCOJIb MOHUTOpHUHIa. Eciu Bbl coOupae-
TECh MPOBOJUTH MOHUTOPUHT OMPEEICHHOTO KOMITbIOTEpa, He3a-
BHUCHMO OTTOI'O, TJ€ 3allylleHa KOHCOJb MOHUTOPUHIA, YCTaHOBH-
Te mepexodaTenb « BpiOpars c4eTYnKMy» ¢ KOMIBIOTEPA U YKaXKHU-
T€ UMsI KOMIIbIoTepa (II0 YMOJYAHUIO YCTAHOBJIEHO UMS JIOKalb-
HOTO KOMIIBIOTEPA).

¢) B ciiucke O6bekT BbiOepUTE 0OBEKT AJI1 MOHUTOPHHTA.

d) B cniucke BwiOpaTh cueTYnKH U3 CIHMCKA YKOKHUTE CUET-
YHUKH, KOTOPbIE BBl COOMPAETECh UCIIOIB30BATb.

e) ns MoHUTOpMHIa BceX BBIOPAHHBIX JK3EMILISIPOB
HaXMHTe INepeknodarens «Bce BxoxaeHus». s MOHUTOpUHTA
TOJIBKO ONPEENIEHHBIX IK3EMIUIIPOB YCTAHOBUTE MEPEKIIIOUATEND
«BbIOpaTh BXOXKIEHUS» U3 CHHCKA M BBIOEPUTE SK3EMILISAPHI, KO-
TOpbIE Bbl COOMPAETECH OTCIEKUBATD.

f) Haxxmute kHOmKy «/{00aBUTBH» M 3aTeM KHONKY «3a-
KPBITHY.

HaMm HyXHBI IBe quarpamMMbl, TOKa3bIBAIOIINE, KaK 3arpy-
KEeH paboTol Mpoleccop M HACKOJIBKO 3aHATa olepaTHBHas Ma-
MiATh. JloGaBbTe cueTunku % 3arpy’kKeHHOCTH TIpoleccopa u
«Jlucrieruep namsaT».

Hactpoiika cioco6oB mpencraBieHust UHQOpMaIHH.
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Komnonent «CuCTEMHBI MOHUTOP» MPEIOCTABISIET TPHU
cpeacTBa MpOCcMOTpa MHGOpPMAMKA O TPOU3BOAUTEIBHOCTH CHU-
crembl: aBa rpadudeckux (I'padux m I'mcrorpamMmma) u OgHO TEK-
crtoBoe (Otuer). i1 HACTpONKM BHENIHETO BUJIA OKHA MOHHUTO-
pHHTa LIEJIKHUTE NMPAaBOM KHOMKOM MBILIIM B OKHE IUarpaMM U BbI-
O0epute MyHKT «CBOMCTBa». B OTKpBIBIIEMCSl OKHE ISl THarpam-
MBI ¥ THCTOIPAMMBI MOXHO 3aJaTh PsJ JOINOJHUTENbHBIX Iapa-
METPOB OTOOPaXKEHUS:

— Ha3BaHUE AMarpaMMbl WJIM TUCTOIPAMMBI U J1aTh Ha3Ba-
HUE 0CAM KOOpJMHAT;

— JMana30H BbIBOJIa 3HAUYCHUI;

— XapaKTepUCTUKU KPUBOM Ha JuarpamMme WM KOJIOHOK
Ha THUCTOIpAMMe€, TaKHe KakK LBET, TOJIINHA, CTUIb U ap. st BbI-
6opa criocoba mpocmoTpa UHGOPMAIIUU MPOU3BOIUTEIHHOCTH Ha
BKIagke «OOmme» ycTaHoBUTE (PIaXOK IS OJAHOM M3 OMIUi
«I'padux», «'uctorpammay unu «OTyeT».

Bl yBunute nBe auarpammsbl. luarpammsl "neuratorcs'
BJIEBO, CaMasl IIpaBasi 4acTh AUArpaMMBbl - 3TO TO, YTO MPOUCXOIUT
B TEeKyIlui MOMeHT. llepBas nuarpamma nokasbiBaeT, Ha CKOJIBKO
IIPOLIEHTOB 3arpy>keH paboTol IMpoleccop, BTopas - CKOJIbKO Ma-
MSTH 3aHATO JUIsl paOOThI BCEX MPOTrpamM.

[Tpumeuanue. OO6bEM HCIONB3YEMON MaMATH MOXKET OKa-
3aTbcs Ooubllle, YeEM peabHbIN pa3Mep onepaTUBHON maMaTu. Tyt
HET HUKAKHX YyJIeC — YacTh MH(OPMAIIUN BPEMEHHO XpaHUTCS Ha
JUCKe B crieruanbHoM daiine. Korna »Tu ganabie moHago0aTcs, TO
OyAyT 3arpy’keHbl B ONEPaTUBHYIO MaMATh, a JpPYyTUe, JaBHO He
HCIIOJIb30BABILIHUECS, «COPOIIEHBD) Ha JIUCK.

3aIycTUTe NMpoLEecC NOCTPOCHUS JUarpamMmm 3aHOBO.

3. Omneparmonnas cucremMa Windows MHOro3agadHas, T.e.
MBI MOKEM 3allyCKaTh HECKOJBKO IPOrPaMM, MEPEXOAUTh U3 OKHA
OJIHOM mporpaMMmsl B OKHO Apyrou. He 3akpeiBas «CucTemMHBIN
MOHHUTOpP», OTKpoiiTe rpaduyeckuii pemakrop Paint, momoxxaure
HEMHOTO0, 3aTEM 3aKpOUTE.

4. Ha HwkHell auarpamMme Bbl YBUAUTE (110 KOJEOAHUSM
rpaduka), Kak onepalnMoHHas cuctema 3arpysuia Paint B omepa-
TUBHYIO IIaMsATh, a 3aTeM BbIrpy3wia. Ha BepxHell nmarpamme
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BUJHA paboTa Impoleccopa Mo 3alycKy peJakTopa W 3aTeM - I10
3aKpPBITHIO.

Bo3moxHO, BaM IpUAETCSl OTPEryJIupoBaTh CKOPOCTH I10-
cTpoenust auarpamm (Juarpamma) m macmTa® auarpaMMbl 3a-
rpy3ku namatu (MI3MeHuTh npeacraBiieHue).

Bama 3anaya: ¢ momonibto CUCTEMHOTO MOHHMTOpPA BBISIC-
HUTb, KaK M3MEHSAETCS 3arpy3ka Ipolieccopa U O0beM 3aHITOU
OlepaTHUBHONM MaMATH B XOJe OOBIYHOW pabOThl C MPHUKIIATHOU
nporpamMmoii. Pe3ynbTathl nabopaTopHOi paboThl HYXHO OyAer
opopmuts B Buzme otuera. [lomyuuBiiascs B okHe CHCTEMHOTO
MOHHTOpA Juarpamma J0JbKHa ObITh «coTorpadupoBaHa» u mo-
MeIleHa B OTYET ¢ MTOMOIIIbIO, HapuMep, KiaBuin PrintScreen.

[Topsimok BeIMONHEHUS PaOOTHI

1. 3arpy3ure MS Word, oTKpoiiTe HOBBII JIUCT I OTYETA.
HabepuTte 3aroioBok, coxpanure (ai.

2. 3anyctute CUCTEMHBIN MOHUTOP.

3. Packpoiite Ha Bech 3KpaH OKHO nporpammbl CHUCTEMHBIN
MonuTop 1 3ammycTuTe rpaduKu 3aHOBO.

4. Ilocne Kaxa0ro U3 CIEAYIOUUX ACUCTBUN MEPEXOAUTE K
OKHY C JuMarpaMMaMu, 3aMedaiiTe, yTo U3MEHWIOCh (MEXIy Jei-
CTBMSIMU BBIIEP)KHBaiiTe HEOOJBIYIO Hay3y, YTOOBI OTIENUTh Ha
auarpamMme OJHO JAEWCTBHE OT IPYroro):

* 3aBepiuTe paboty nporpamMmmel MS Word;

* 3anmyctute Paint;

* nepelauTe K OkHy CHCTEMHOTO MOHMTOpPA M Ha)KMHTE
kiaBuiry PrintScreen, yToOBl OMECTHTH KapTHHKY C JKpaHa B
oydep oomeHa;

* BCTaBbTE KAPTUHKY U3 Oydepa oOMeHa B TOKyMEHT Ipo-
rpammebl Paint;

* coxpaHuTe ¢aii ¢ KapTHHKOM;

* 3aBepunTe paboTy nporpammsl Paint.

5. Cnenaiite emie oavH "CHUMOK'" AWarpaMm M MOMECTUTE
MMEHHO €T0 B Balll OTYET.

6. [lognumuTe Ha AMarpaMMax (Ha TeX y4acTKax, IJie MMpo-
UCXOJAT U3MEHEHUs ), KaK1e AeUCTBUS BBl BHITOIHSIIN.
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7. OT™MeThTEe Ha KApTUHKE, KaKOi 00beM MaMATH 3aHUMAIOT
onepannoHHas cucrema, MS Word, Paint.

8. Co3paiiTe Ha JTUCTE BalIEro OTYeTa TaOJIUIy U 3aIIOJIHU-
T€ €€: MOCTaBbTE ILIIOC, ECIIH YCTPOMCTBO YUacCTBYET B OIEPALIUU.

9. [lomecTute B OTYET OTBET Ha CIEAYIOUIMI BOMIPOC: IO-
4eMy M3MEHEHHMs Ha JuarpaMMe MaMsATH BBITIAIAT MEHEEe 3Ha4M-
TEJbHBIMU B OTJIMYUU OT U3MEHEHUH Ha AUarpaMMe nporeccopa?

4.3 JlaboparopHasi padora Ne 3

Pa6ora ¢ peectpom OC Windows. Opranu3zaiiys nakeTHbIX
¢aitnos u crienapue B OC Windows.

e padoTbi

[TproOperenne NpakTUIECKUX HANMCAHUS TMAaKeTHBIX (aii-
aoB OC Windows, mpakTHyeckoe 3HAKOMCTBO C YIpaBJICHHEM
BBOJIOM/BBIBOJIOM B OII€PAIIMOHHBIX cucTeMax Windows M KdIIH-
pOBaHUs olnepauuii BBOJA/BBIBOJA, W3YYEHHUE OCHOBHBIX KOMAaH]
JUIS yIpaBlIeHUs IUCKaMU U (aiinamu.

3aganue Ha padoty

1. O3HAaKOMHUTBCS C KPATKUMHU TEOPETHUECKUMHU CBEJCHU-
SMH.

2. O3HaKOMUTHCS ¢ Ha3HAYCHWEM W OCHOBHBIMH MPHUHIIH-
NaMH HaIlMCAaHUsl KOMaHHbIX (hailyioB.

3. VByunTh OCHOBHBIE KOMaH/bl KOMaHIHBIX (ailJIoB H
paboTy ¢ mapameTpamH.

4. TloaroToBUTH OTYET JJISl MPEToAaBaTes O BHINOIHEHUN
nabopaTopHOil pabOTHI U MPEACTABUTh €r0 B COOTBETCTBUU C Tpa-
bukoM.

3ananuel. M3yyenne komanast SET.

1. OtoOpasute mepeMeHHBIE CPEIbl IBYMs CIIOCOOaMU: U3
KOMaHJIHOW 000J04KM M okHa cBoicTB cuctemsl (Ilyck| Ilanens
ynpasnenusi| Cucrema).
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2. 3ajaiiTe MEpPEeMEHHYIO CpEIbl, COJAEpKAIIyl0 OIpele-
JICHHBIH ITyTh K MECTY Ha3HaY€HHUs1, BBIOPAHHBIN CAaMOCTOSITEIBHO.

3. IlpoBepbTe HaMM4KUE B CUCTEME IIEPEMEHHON Cpeabl, 3a-
JAHHOU B IIPEIBIAYILEM ITyHKTE 3aaHHUS.

4. BbiBenuTe 3HaYCHUE BBIPAKEHMS, ONPEAEIEHHOIO B CO-
OTBETCTBHUHU C BAPUAHTOM 3aJlaHUs, B KAUECTBE IIEPEMEHHON CpPEIbl
Result.

5. 3ajmaiiTe NEPEMEHHYIO Cpelbl C Pa3IMYHbIMM BapHaHTa-
MU JIMHaAMH4YeCKH (popMupyembIx 3HadeHUH. BapuaHThl tuHamu-
YEeCKHUX 3HAUCHHI BbIOEPETE CaMOCTOSITEIBHO.

[Tpy BBINOIHEHUM 3aJaHUS MCIIONb3YWTE CIEAYIOIINUE MH-
CTPYKLUU:

* [0 KaXJIOMY W3 IIYHKTOB 3a/JlaHHs B OKHE KOMaHIHOHN
0007104KM HabepuTe COOTBETCTBYIOIIYIO KOMaHAYy C HEOOXOIu-
MBIMH KJIFOUYaMU;

e HaxxmuTe Enter s BBOJIA;

* HM3y4YUTE IIOJYYEHHBIM PE3yJbTaT U CHEJIAlTe BBIBOJ O
MpoJIeTIaHHOH paboTe;

* 3aMULIMTE MOTYYEHHYI0 HH(OPMALIHIO B OTYET.

3amanne?. Uzyuenue koman REM u ECHO.

Co3paiite makeTHbIN (aiis, BOCIIOJIB30BABIINCH JHOOBIM
TEKCTOBBIM penakTopoM. Mms makeTHoro ¢aiina BeibepeTe caMo-
CTOSATENBHO.

1. BgeauTte B CO37aHHBIN MaKEeTHBIA (halisl TEKCT, IPUBE-
JIEHHOT'O BBIIIE ITPUMeEpa.

2. CoxpaHuTe TEKCT MMaKETHOTO (aiina.

[Tpy BBINOTHEHUM 3aJaHUS MCIIONb3YWTE CIEAYIOIINUE HH-
CTPYKLUU:

- BOCIOJIb30BaBUINCh KOMaHI0i Start U yka3aB IyTb
K MakeTHOMY (haiiiy,

- 3allyCTUTE €r0 Ha BBINOJIHEHUE, HaxaB Enter mis
BBOJIA,

- U3Y4YHUTE NPUMEP U TOITYYEHHBIH C €ro IOMOIIBIO
pe3yabTaT, 00paTUB BHUMAHHE
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— Ha 0, yTo koMaHAa Echo ¢ Toukoli B KOHIIE BRIBOAUT
Ha 3KpaH MyCTyI0 CTPOKY, a CUMBOJ «KommMmepueckoe W» (@) me-
pen komangoi Echo oTkimodaer pexuM oToOpakeHUs] KOMaH.

- c/enaiTe COOTBETCTBYIOIIMH BBIBOJ M 3aIMILUTE
€ro B OTYET.

3aganue3. Uzyuenne yrumintel FOR.

1. Cxomupyiite aiinbl kaTanora, myTh K KOTOPOMY 3aJaii-
T€ CaMOCTOSTENIbHO, B TOUYKY Ha3HAuU€HMs, 3aJaHHYIO IyTeM
d:\Temp\. IIpu KOmUpOBaHUU BOCIIOJIB3YHTECH JIFOOBIM METOIOM,
M3YyYEHHBIM paHee.

2. K xaxmomy w3 (¢aiiioB, MECTOIMOJIOKECHHE KOTOPBIX
onpeneneno myrem d:\Temp\, nobaBbTe cuMBOJI«!» B Havae UMe-
HU, BOCIIOJIH30BABIINCH KOMAHJIOW ITUKINYECKON 00pabOTKU J1aH-
HBIX.

3. IloxcuumrtaTh KOJIMYECTBO KaTaJOrOB Ha JIOKAJIbHOM
JIMCKE, BOCIOJIb30BABIIMCH KOMAaHJIOW LUKIMYECKOW 00paboTKu
JAHHBIX, B MPOLIECCE BBHIIIOJHEHUS BBIBOJS pE3yjbTaT B IIEPEMEH-
HYIO cpelibl, BBIOpaHHYI0 caMocToaTenbHO. IIpoBepbTe momydeH-
HBIN pe3ynbTat B QaitioBom nucnerdepe Total Commander (Paiin
| [loncunTaTh 3aHUMAEMOE MECTO), IPEABAPUTEIBHO BBIIEIHUB CO-
JIEPKUMOE JIOKAJIbHOTO JIUCKA.

4. Momudunupyiite nakeTHslil (aiy, MOTYyYEHHBIH B
MpenbIAyIIeM 3aJaHUM, BOCIHOJIb30BABIINCh KOMAHIOW LHKINYe-
CKOM 00pabOTKM JaHHBIX TaKMM 00pa3oM, 4TOOBI B IpOIEcce €ro
BBITIOJTHEHUSI 0TOOpakajloch OIpPEAEICHHOE KOJIMYECTBO pPa3 BbI-
pasKeHHe (*HFAFHEHE the For command ##sasaskxsk,,

[Tpy BBINOTHEHUM 3aJlaHUS MCIIONb3YHUTE ClIeAYIOIINe HH-
CTPYKLHUU: 110 KOKJOMY M3 IIYHKTOB 3a/laHusl B OKHE KOMaHIHOMN
000JI04KM HaOepuTe COOTBETCTBYIOIIYI0 KOMaHIy C HEOO0XOau-
MBIMH KJII0YaMH, HaXMuTe Enter s BBoJa, M3y4nTe MONTydeHHBIN
pe3yabTaT U CAeNlaiiTe BBIBOJ O MPOJACIIAaHHOW paboTe, 3aluIlnuTe
MOJTyYSHHYIO HH(OPMAITUIO B OTYET.

3amanwne 4. Uzydyenune komansr IF.

Momuunupyite nakeTHbIN (aii, MoJy4YeHHbIH B Ipebl-
IymeM 3aJaHuu TaKuM 00pa3oM, YTOOBI BBHITIOJNHSUIUCH CIIETYIO-
LI1E yCIIOBUSL:
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1. Ecmm He cymectByer katanor d:\Temp\MyFont\, co-
3/1aiTe ero JoObIM CIOCOO0M, M3YYEHHBIM paHee. B mpoTuBHOM
ciydae BwiBemuTe coobmenue «Folder exists» (Karamor cymie-
CTBYET).

2. Ecmm B xaranore d:\Temp\MyFont\ ne cymecrByer
¢aitnoB-mpudToB, CKOMUPYHTE JIOOBIE OJHUM U3 METOJOB, H3Y-
YEeHHBIX paHee, U3 cuctemHoro karajiora c:\Windows\Fonts\. B
MIPOTHBHOM cliy4ae BeiBeAuTe cooomienue «Fonts existy (LLpudtor
MIPUCYTCTBYIOT).

3. Ecmm B xaranore d:\Temp\MyFont\ cymectByer ¢aiiisl,
yJaJuTe KaTajior BMECTE C €ro COJAEPKUMBIM, U3yUYEHHBIM paHee
ciocoboM u BeiBenuTe coobmmenue «Folder deleted». B mpotus-
HOM ciyuae BeiBenute coobmenue «Folder is empty. Deleting is
senseless» (Karamor myct. Y paneHue 6€CCMBICICHHO).

3aganue 5. V3yyeHue MNPUHUMIOB pabOTBl KOMaH]Ibl
CALL.

1. Co3naiiTe HOBBINM (HOYepHUI) MAaKETHBIN (Qaiin, Boc-
MOJIb30BABIIUCH JTFOOBIM TEKCTOBBIM PEIAKTOPOM. MIMs akeTHOTO
(haiina BEIOEpUTE CAMOCTOSTEIBHO.

2. Beaute B nouepHMi akeTHBIA Qailn npouenypy ¢op-
MaTHPOBaHUs TMOKOTO JMCKA, YYUTHIBAIOIIYIO MEPEeXoj B HAyalslo
MPOIIeTypPHI B CITydae OMUOKH, U3 MTPUBEICHHOTO BHIIIE TIPUMEpa.

3. Momudunupyite poauTeabCKuil makeTHbIN dailn, yna-
JIMB U3 HEro JIMITHHE KOMaHIbl U 100aBUB CCBUIKY Ha IOYEPHUI
MaKeTHBIN (aiin A7s ero BhI30BA.

4. CoxpaHuTe TEeKCThl 000MX MaKETHBIX (ailyioB.

4.4 JIabopatopHas padora Ne 4
Ocnosbl agmunuctpupoBanus OC Windows Server

Hean padoThl

Nzyuenne OC Windows Server 2003. TTony4ueHne HaBbIKOB
paboOThl C YYCTHBIMH 3alHCSAMH, JIOKAJbHBIMH U TJI00AIBHBIMU
TPYIIaMH.
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3ananue Ha padoTy

Jl1s BeImONTHEHUS J1abopaTOpHOU paboThl HY>KHO TMOAKIIO-
gyurcs Kk Windows 2003 Server. JIiist HOIKIFOUYEHHUS K BUPTYaIbHON
MmamuHe BbIOepeTe myHkT Remote Desktop Connection B menro
Ilyck.

TpeboBanust K pe3ylibTaTaM BBINOJIHEHHS J1aOOPaATOPHOTO
MpPaKTUKyMa:

— BBINIOJIHUTG JIA0OPATOPHYIO pabOTy B COOTBETCTBUU C
3aJlaHUEM;

— COCTaBHUTH OTHYET O MPOJICTAHHOMN paboTe;

— B OTYETE JOJDKHBI COJAEP>KAThCS CKPUHIIOTHI, MMOKAa3bI-
BAIOILKE MMPOLIECC BHIMOJIHEHUS 3aJaHU;

— OTYEeT JOJDKEH COJEpX aTh BBIBOJABI MO pPE3yJbTaTam
Ka)KJIOTO BBITIOJTHEHHOTO 3a/IaHuUs;

— oco0oe BHHUMaHHE OOpaTUTh Ha MJIAHUPOBAHUE TPYII U
HX MECTOIOJIOKEHUE, BKIIFOYCHHE B COCTaB T'PYIIN YYETHBIX 3aIld-
Cel MOJIb30BaTEIICH.

IlnanupoBanue rpynn

[Tpenmonoxxum, monb3oBarensiMm CrtamOynbckoro u Kae-
OEKCKOT0 JOMEHOB KoMIaHuu «PazHOMMITOPT» HEOOXOIUM J0-
CTYI K pecypcaM 000MX JOMEHOB. Bam — ajmMuHUCTpaTopy cetu
KOMITAHUM — TIPHUAETCS TPHUHATH pPElIeHUE IO CISAYIOIINM BO-
mpocam:

— r100aNbHBIE TPYMIBI U WICHCTBO B HUX TSI KaXKI0TO U3
JIOMEHOB;

— JIOKQJIbHBIE TPYMNMBI JUISI KaXJIOTO pecypca, BKIIOYas
MECTOHAXO0KJAEHUE KaK0M TPYIIIbL;

— BKIIOYCHHE TJIOOAIBHBIX TPYII B COCTaB JIOKAJTBHBIX
JUTSL IPETOCTaBICHUS MTOJIb30BATENSIM IOCTYyIa K pecypcam.

3a"ecuTe B MIa0JOH TIJIAHUPOBAHUS TPYIIT TPHUBEACHHBIC
HUKE CBEJICHUS.

— wums rpynnsl — B rpady «Ha3Banue rpymmsy;

76



— THI TPYIIBl — JIOKaJbHAS WIH TJIo0anbHas — B rpady
«JlokanpHast WK rIo0aIbLHASTY,

— YYeTHBIC 3allUCH TOJIb30BaTeNeil s KaKA0H riobalib-
HOW Tpymnmbel — B rpady «UneHsD (Y4eTHbIC 3alIUCH MOJIb30BaTe-
neit CramOynbckoro u KBEOEKCKOro JIOMEHOB MEPEUMCIICHBI B
MIPHUBEJICHHON HUXeE TaOJIHIIe; COCTaB IOMEHOB OJIMHAKOB);

— Ha3BaHUS BCEX TJIO0ANBHBIX TPYII, KOTOpbIE OyayT
BKJIIOYEHBI B COCTaB JIOKAIBHBIX TPy, — B Tpady «UaeHs;

— MECTOHAaXOXKICHHE CepBepa: IJIABHBIM KOHTPOJUIEp HO-
MeEHa, Pe3ePBHBII KOHTPOJIEp WK cepBep — B rpady «Mecrona-
XOXKJICHUEY.

[TpuHuMast pereHusi, UMEHUTEe B BUy CIICIYIOIICE:

— BCEM COTPYJHUKaM HEOOXOIUM JOCTYI K PUIIOKECHUSIM
CBOETO JIOMEHA;

— BCEM COTPYAHHKAaM HEOOXOIUM JOCTYH K MPUHTEPY
CtamOyJIbCKOTO OT/ICIICHUS;

— PYKOBOJICTBY U MEHEKEpaM OOOUX IOMEHOB HE00XO-
JMM JIOCTYI K MHPOpPMAaIUK OT/Iesa KaapoB KBeOeKcKoro JoMeHa;

— PYKOBOJICTBY, MEHEPKE€PaM, TOPTOBBIM NPEICTAaBUTEISIM
Y TIEPCOHATY MO OOCTYXKMBAaHUIO KIMEHTOB HEOOXOMM JIOCTYI K
JAHHBIM O KJIMEHTaX, KOTOpble HaxoaaTcs B KBeOekckoM 1oMeHe;

— COTpYAHHMKAM OyxranTepuil 000X JTOMEHOB HEOOXOAUM
JOCTYTI K IaHHBIM O cueTax Oyxrantepun KBeOeKCKoro JoMeHa;

— MeHeKepaM OOOWX JIOMEHOB HEOOXOAWM JOCTYIl K
JaHHBIM O COTPYJIHHMKaX, KOTOpble XpaHsaTca B CTaMOyJIbCKOM J0-
MEHe.

3amonHss WAbJOH, PYKOBOACTBYHTECH  M300pa)KEHHOM
CXEeMOM TOMEHOB (puc.l) U CAEAYIOMHMM CITCKOM T0JIb30BaTEIICH

— Vice President — Burie-npe3uienr;

— Director — PykoBoautens oT/ie1a Kapos;

— SalesMgr — ToproBslit MeHeDKED;

— SalesRep — Toproseblii mpeacTaBUTENb;

— CustomerServiceA — [IpencraBurens ciayk0bl pabOTHI ¢
KJIMEHTaMH (HOYHasl CMEHA);
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— CustomerServiceB — IIpeacraButensb Cay)0bl pabOTHI €
KJIMEHTaMH (JHEBHAsl CMEHA);

— AccountMgr — I'naBHbIif Oyxranrep;

— Accountant — Byxrairep;

— Temp — BpeMeHHBII COTpYAHUK.

CpenctBamu koHcosu Active Directory cosmaiite riao6ais-
HBIE TPYIIIBL, 3aIUIAHUPOBAHHBIC B TIPEABLAYIIEM 33 1aHUH.

['moGanbHas rpyrmna co3iaercs Tak.

1. 3amycrure KoHCOJb Active Directory —
noJb3oBarean U komnsioTepsl (Active Directory Users and Com-
puters). IlleaxkHUTE MPaBOi KHOMKON KOHTEHHEP, B KOTOPBIA XOTH-
T€ MOMECTUTDh YUETHYIO 3alUCh nosb3oBarens. Beibepure Co3nath
(New), a 3arem ['pymma (Group). OTKpoeTcsi AMAIOrOBOE€ OKHO
Hogsrit 00bexT — rpymma (New Object — Group).

2. Beeaute mms rpynmel. FiMeHa rio0anbHBIX yYETHBIX
3amucei TpyI CIeAyIOT TeM K€ MpaBuiIaM, 4TO U 0TOOpaXkaeMbie
MMEHa JJIs YYeTHBIX 3amuceil moip3oBareieil. OHM HEYyBCTBU-
TEJbHBI K PETUCTPY U MOTYT COJEPKaTh 10 64 CUMBOJIOB.

3. Ilepseie 20 cCHUMBOJIOB UMEHH TPYIIIBI OyIyT COOTBET-
crBoBaTh uMeHHu rpynnsl B Windows NT Bepcun 4.0 u 6osiee pan-
HUX BEpPCHA. DTO MM TPYNIBI JOJDKHO OBITh YHUKAJIHHBIM B J0-
MeHe. Ecny Hy)KHO, U3MEHHTE ero.

4. VYkaxute 001acTh BUAUMOCTHU Tpynibl — JlokanbHas
B gomeHe (Domain Local), I'mo6ansnas (Global) unu Yuusep-
canbHas (Universal).

5. BeiGepute THn rpynmel: ['pynma Ge3omacHOCTH
(Security) unu I'pynna pacnipoctpanenust (Distribution).

6. Illenkuure OK.

JlokanpHBIE TPYMIBI CO3AAIOTCS B KoHcoNMW JlokanmbHBIE
nonb3oBarenu u rpynmsl (Local Users and Groups).

1. OrtkpoiiTe KOHCOJMb YTpaBlI€HHE KOMIBIOTEPOM
(Computer Management) ¢ MOMOIIbIO OJHOMMEHHONH KOMaH]IbI
MeHI0 AnmuHucTpupoBanue (Administrative Tools).

2. lllenxkHuTe mMpaBOM KHOMKOH 3J1€MEHT YIpaBieHHE
kommbioTepoM (Computer Management) B nepeHe KOHCOJH U BbI-
oepure «llonkmountecs Kk apyromy komimbiotepy» (Connect to
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Another Computer). Beibepure cucremy, JTOKaJTbHBIMU YYETHBIMU
3anMcaMu KOTopoi Oynere ympaBiars. Ha koHTposuiepax JoMeHa
HET JIOKAJIBHBIX MOJIB30BATEICH U TPYIIII.

3. Paspepuute y3en CiykeOHbIe mporpammbl (System
Tools) u Beigenute JlokanbHble monb3oBaTenu U rpymnmsl (Local
Users and Groups). [llenkays npaBoi kHomkoi ['pynmsl (Groups),
BeIOEepUTE «Co3nath rpymiy» (New Group).

4. Beaute UMs U ONMCAHHUE TPYIIIBI U IEIKHUTE KHOI-
Ky «Jlo6aButh» (Add), 4T0OBI T0OABUTH MOJIL30BATENICH U TPYIIITY.

5. B nmamoroBom okue Bribop: ITomp3oBarenu (Select
Users) BBeAWTE UMSI HYKHOTO TOJb30BaTens U menkHute «lIpo-
Beputh umeHa» (Check Names). Ecnm coBmageHus HaiiaeHsl,
YKaXHUTE HYKHYI0 yueTHYyto 3anuch u menkautre OK. Ecnu cona-
JICHWsI He HaWJCHBI, UCTIPAaBbTE BBEJCHHOE MM M BBIIIOJHHUTE T10-
uck cHoBa. [Ipy HEOOXOAUMOCTH MOBTOPHUTE ATOT ILIAT U MO OKOH-
yanuu uienkaute OK.

6. Ecuu Bl monmyctunu omuoOKy, BEIOEPUTE UMS MOJIB30-
BaTells ¥ YAAJIHUTE €T0, MIETKHYB KHONKY «Y nanmuth» (Remove).

7. 3aBepuuB J00aBIATh WIM YIAIATh YICHOB TPYIIIBL,
menkaute «Coznatey» (Create).

Co3paiiTe Bce ocTaibHble JIOKalbHbIe Tpynmbl KBeOekcko-
ro JJOMEHa, TepeunCIieHHbIe B MAa0JOHEe TUTAHWPOBAHUS TPYII, U
BKJIFOYHMTE B UX COCTaB COOTBETCTBYIOIME YUETHBIE 3alUCH TO0JIb-
30BaTelIeH.

4.5 JlabopaTtopnasi padora Ne §
Mouutopunr, ontumuszanus 1 ayaur OC Windows
Hean padoTbi
N3yuenue IIPOrPAMMHBIX MoayJen Msinfo32,

Taskmgr.exe, Dxdiag.exe, Msconfig.exe

3aganue Ha padoty
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3amyctuTe  Ha  BBINOJHEHHWE — Momyiu — Msinfo32,
Taskmgr.exe, Dxdiag.exe. CBepHuTe mosiBUBIIHECS okHa «CBee-
HUS 0 cucremey», «CpenctBo auarHocTuku DirectX» u «/lucmer-
4ep 3aau» Ha MaHeNlb 3a/1a4.

1. PazBepHuTe 0KHO MOy «CBEAEHUS O CUCTEME» U IIO-
CJIEOBATEIBLHO IIPOCMOTPUTE BCE KaTeropuu ceeacHui. [Ipu stom
o0paTuTe BHUMaHHUE Ha TO, YTO INI00AJIHHO BCE KATETOPHH JIEJIATCS
Ha d4eTblpe Kinacca «Pecypcel ammapaTypsl», «KOMIIOHEHTBI»,
«IIporpammuas cpena» u «Ilapamerpsr o0o3peBarensa». Hanbomnee
II0JIE3HBIMU C TOYKH 3PEHUS CETEBOIO aJIMUHUCTPUPOBAHUS SIBJISI-
torcst kareropuu «KoHGuukTel/COBMECTHOE HCHOJIB30BaHUE» U
«IIpepbiBanusi» B Kiacce «Pecypchl ammapaTypel», KaTeropus
«Cetb» B Ki1acce «KoMIOHEHTHI», a Takxke kareropuu «llepemen-
HBIE cpenbl», «CereBble MOAKIIOYCHUs» M «Ciy)Ob» B Kiacce
«IIporpammuas cpena». HeoOXoquMO OTMETHUTh, UTO yKa3aHHbIE
KJIACChl PECYPCOB SIBJISIFOTCS LEHHBIM MCTOYHHUKOM CHCTEMHOM
uH(pOpMalNHY, TOCKOJIbKY MO3BOJISIOT OTCIIEKHUBATD allllapaTHbIE U
[IPOrpaMMHbIE U3MEHEHUsl KakK JIOKaIbHO, Tak M ynaneHHo. [lo-
ClleZIHEEe MOXKET OBITh OCYIIIECTBJIEHO IIOCPEICTBOM BbIOOpa «Y /1a-
JIEHHBI KOMIIBIOTED...» B MeHI0 «Buay». Kpome Toro, otaensHsi
MHTEpPEC MOXKET MPEACTaBIATh HHPOpMaLUs, coOpaHHas B Kiacce
«ITapameTpsl 0603peBaTes».

2. Boibepure «XKypHan cBeneHUEl O cHCTEME» B MEHIO
«Bum» u u3yuute ero Ha MpeaMeT Kakue pecypchl anmapaTypsl U
IIPOrpaMMHBIE KOMIIOHEHTHI 33J€¥ICTBOBAaHbl B TEKYIIIUI MOMEHT B
CUCTEME.

3. Pa3BepHHMTE OKHO CIEYIOIIET0 CHCTEMHOIO MOJIYJIS
«Jlnarnoctuka DirectX», mpeaHazHauye€HHOTO JI TUArHOCTHPO-
BaHUs allapaTHBIX U IPOrPaMMHBIX KOMIIOHEHTOB KOMIIBIOTEDA,
MPUMEHSIFOIIMUXCS JUISl TTOAJIEPKKH CPENICTB MyJIbTUMEINA B UTpax
U (uiIbMax, U IMOCIeA0BaTeIbHO M3Y4YHMTE BCe €ro BKiIajaku. Ha
BKIankax «Jlucrmei», «3Byk» U «My3bIKa» OCYIIECTBUTE MpPO-
BEPKY COOTBETCTBYIOLIUX MPOTrPaMMHBIX cocTaBistromux DirectX,
a umeHHo, unrepgdeiico DirectDraw, DirectSound u DirectMusic.
CoxpaHuTe Bce CBEJICHUS B TEKCTOBBIN (aiin as otyera. OOparu-
T€ BHHMaHHME Ha TO, YTO CHUCTEMHBIH MOAyNb «JluarHoctuka
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DirectX» Taxke MOXET ObITh BBI3BaH M3 MeHIO «CepBHCY IpO-
IPaMMHOTr0 MOAyJsl «CBEACHUS O CUCTEME.

4. YHuBepcajabHBI CUCTEMHBIH Moayib «Jlucrerdep 3a-
Jlay» Kak IpaBUIIo SABJSIETCS HanboJiee 4acTo UCIOIb3yEMbIM KOM-
noHeHroM OC, npenHa3HAYeHHbIM AJI JUarHOCTHUKUA U MOHMTO-
PUHIa OCHOBHBIX aIlllapaTHO-IPOTPaMMHBIX PECYpPCOB CHCTEMBI,
TaKMX KaK LEHTPAJIBHOIO MPOLECCOpa, ONEPATUBHON NaMATH, CU-
CTEMHBIX IPOLIECCOB. B 4acTHOCTH, 3TOT MOZAYJIb IO3BOJISET
YIPABIATh NMPUIOKEHUSMHM U IIPOLIECCAMHU B ONEPAaTUBHOU IaMs-
T, CHMMaTb MX C BBIIOJHEHHs M Ha3HAyaThb HOBOE 3HAYCHUE
KJj1acca npuopurera. PassepHuTe OKHO cuCTeMHOro Monyiis «Jluc-
IeTyep 3a4au» M MOCIENOBATEIBHO O3HAKOMBTECH CO BCEMM €T0
BKJIaJIKAMU U MEHIO. BpIlnosiHNTE Clleqyomue 1eHCTBUS:

— Ha Bkiaakax «IIpunoxxenus» u «IIpoueccsn oOparure
BHUMaHME Ha KOJIMYECTBO pPabOTAIOIIUX MPUIIOKEHUH U aKTUBHBIX
IIPOLIECCOB,

— psAOOM C CHCTEMHBIM MopyJsieM «/lucreruep 3amau»
pasBepHUTE MOIYyJb «CBENEHUA O CUCTEME» U OTKPOWTE KaTero-
puto «Bsinonasemele 3agaun» B Kiacce «lIporpammuas cpenay,

— B MeHI0 «Bun» B Monyne «Jlucneryep 3aaay» 100aBb-
T€ CIEIYIOLIHE CTOJIOIBI CYETUYUKOB: «IHaMATh — MaKCUMyM,
«00beM BUPTYaIIbHON MaMATH», «0a30BbIi MPUOPUTETY», «CUETUUK
IIOTOKOBY,

— B Mmoayie «/lucmerdep 3amau» H3MEHHTE O0a30BBbIil
npuopHTeT mpouecca Dxdiag.exe Ha MPUOPUTET pPealbHOTO Bpe-
MEHH, NEPERUTE B OKHO MOAYJsl «CBEIEHUS O CUCTEME», B MEHIO
«Bun» oOHOBUTE cucTeMHYyI0 UH(pOpMalui0 U o0paTUTE BHUMa-
HHUE Ha TO, KaK U3MEHMJIOCh 3HaueHue B ctondue «IIpuoputer» B
Kateropuu «BeInmonaHseMble 3a0a4m»,

— Ha Bkuaake «lIpunoxeHus» CHHUMHTE C BBINOJHEHUS
3amaun  «CBeneHuss o cucreMe» M «CpeicrBa JHarHOCTHUKH
DirectX», a Ha Brimanke «IIpomeccsl» 3aBepiuTe MPOIECC
Taskmgr.exe.

— Ilpu BbINONHEHUH 33aJaHUN CEKLUU HCIIOIBb3YUTE Clle-
JQYHOIIUE UHCTPYKIIMH:
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—  TEpPEHECUTE IMOCIEAOBATEIIBHOCTD BBITIOJHACMBIX JCH-
CTBUH 110 KaXXJIOMY M3 IIYHKTOB 1-5 B 0TUeT (BO3MOKHO NpUBEIE-
HUEe rpadudecKux (PparMeHTOB, CHIETAHHBIX C dKpaHa, B KaUeCTBE
JEMOHCTPALIMOHHOT'O MaTepuaa),

—  pe3yibTaThl O3HAKOMJIEHHS C BO3MOXKHOCTSIMU CH-
CTEMHOTO MOAyJIs «Jlucreruep 3a1au» 3aHECUTE B OTUET.

—  clIernaiTe BBIBOJ O MPOJCIaHHOM padoTe.

4.6 JlabopaTopHnasi pabota Ne 6

Pabora ¢ ocHOBHbIMU KOH(UTYpaunoHHbIMU ¢aitnamu OC
Unix. Opraausanus KoHconmd —aaMuHucTpupoBanuss B OC
Windows»

e padoTbi

N3yyenne xonconu ynpasieHus Microsoft Management
Console (MMC)

3aganue Ha padoty

B nmaboparopHoii paboTe mpeanoiaraeTcsi 03HaKOMJICHHUE C
OCHOBHBIMHM HPUHIMIIAMU OPraHU3allud U TOCTPOEHUS KOHCOJH
agmunuctpupoBanust MMC, a Taxke ¢ 6a30BBIMH BO3MOXHOCTSI-
MH OCHOBHBIX HMHCTPYMEHTOB CHCTEMHOI'O aJMHHHUCTpaTopa —
ocHacTok «JlokanmpHBIE TMONIB30BaTENM W Tpymmbe» U «PemakTop
00BEKTa IpyNIoBOM MOMUTUKNY («[ pymnIoBast MOTUTHKAY).

[lepen Hawyasom BbIIOJAHEHUS 3anaHuii B cpege OC
Windows XP He06X01MMO BBITIOJIHUTE CIIEAYIOIIIEE:

1. 3anyctuth BupTyaneHyo MamuHy ¢ OC Windows XP u
aKTUBUpOBaTh crpaBouHoe MeHIo (ITyck | CripaBka U mojiepixka);

2. O3HAaKOMHTHCS C ONMMCAHUEM B BO3MOKHOCTSIMH 3aITyCKa
Y TIPUMEHEHUS! KOHCONIU afMUHHUCTpUupoBanus MMC;

3. O3HaKOMHTBECS BO3MOKHOCTBIO TIOJTYYCHHUS CBEICHHIA
MYHKTa 2 U3 albTEPHATUBHOIO MCTOYHUKA MH(DOPMAIUH, JOCTYII-
HOTO HEMOCPEIICTBEHHO B CIPaBKE KOHCOJIH aIMHHHCTPUPOBAHUS
MMC (Crnpagka | Be13oB cripaBkn);
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4. O3HaKOMHTHCSI C ONMHMCAHHEM M BO3MOXHOCTSIMU OCHa-
cTok «JlokanpHbIe MONIB30BaTENN U Ipynnb» U «Penakrop o0bek-
Ta TPYNIOBOM NOMUTUKIY («I'pyIIoBasi MOJTUTUKAY).

3amanue 1. MI3MeHeHHe mapaMeTpoB U CIIOCOOOB HACTPOMA-
KM KOHCOJIM aAMUHUCTpUpoBaHus MMC.

3ananue 2. Jlob6aBneHue pa3iMYHBIX JIEMEHTOB U KOMIIO-
HEHTOB K JIEpEBY KOHCOJIM aAMUHUCTpUpoBaHus MMC.

3ananue3. Co3anue HOBOTO BUJA MaHENU 3aja4 KOHCOJIU
anMuHucTpupoBanus MMC.

3ananue 4. Jlo6aBieHue 3JIEMEHTOB U KOMIIOHEHTOB JiEepe-
Ba KOHCOJIM B BUJIE CIIMCKA SPJIBIKOB B MeHIO «30paHHOEY.

3amanue 5. Os3HakomiileHHE C OCHAcTKOM «JIoKanbpHBIE
MOJIB30BATEIH U TPYTIIIBD).

3ananue 6. B3auMoCBS3b YTUIMTBI «YUE€THBIE 3alKCH
M0JIb30BaTeNei» ¢ OCHACTKOM «JIoKanbHbIE MOIB30BaTENH U TPYII-
IIbD» IPU CMEHE THUIIAa YYETHOM 3alKCH.

3ananue 7. Bo3MOXXHOCTH OCHACTKHU «JloKallbHBIE MONB30-
BaTeINIM ¥ TPYMIED IpU paboTe ¢ MPOPIIIIMH MOJIb30BaTeNeH.

3ananue 8. OCHOBHBIE BO3MOKHOCTU OCHACTKU «PemakTop
00BEKTa TPYNIIOBOM MOTUTUKI.

3ananue 9. BozMoxHOCTH OCcHacTKH «l'pymnmoBas mOIUTH-
Ka» IPU HACTPOIKe JIOKaJIbHOTO y3Ja.

3ananue 10. Bo3MoOKHOCTH OCHAcCTOK, IpeJHa3HAYEHHBIX
JUISL TUAaTHOCTUKY, MOHUTOPUHTA, HACTPOMKU ¥ ONTUMHU3ALUH.

3aganue 11. Bo3moxxknoctu ocHactku «IIpocMoTp coObI-
THI.
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3.5 Kondwurypaunonnsie ¢aiinsr OC Linux
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