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1. HEJIM 1 3AJAYN JUCHUTIJINHBI
1.1. Heau AUCHUIUIMHBI O0ECIEYUTH YCBOCHHE OyAyIIMMH HHXEHEpPaM,
CHELMATU3UPYIOIUMC B 00JacTH OpraHM3allid M TEXHOJIOTUW  3alllUTHhI
uHbOpMalluK, TOBEJCHYECKMX MOTHUBOB, II€JIel, YCJIOBHM M MEXaHM3MOB
COBEpPIIECHHSI KOMIIBIOTEPHBIX MPECTYIUIEHNUH, @ TAKXKE 3aKOHO/IATENbHBIX OCHOB UX
PEIOTBPAILEHUH.

1.2. 3agaum 0CBOCHUSA TUCHUILIMHBI

v/ IPUBHTH HABBIKK (OPMHUPOBAHUS TPEOOBAHMI IO 3aIUTE WHPOPMAIUH
B paznuuHbix KC.

v 03HAKOMHTH C TpeOOBAHMAMH K 3alllUTE€ aBTOMATH3UPOBAHHBIX
unpopmarmonssix cuctem (MC) ot mHecankuuonuposanHoro ngoctymna (HC/I) na
teppuropun Poccuiickoit @enepannu.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
Jucuurza «KomrmbrorepHbie MIPECTYIUICHUSA B
MH(POPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIX CHUCTEMax M CETSAX» OTHOCUTCS K
JTUCHUIUIMHAM YacTH, (opMHUpyeMol ydacTHUKaMU 00Opa3oBaTeIbHBIX OTHOIICHUHN
(mucrumIMHa 1o BIOOpY) 6s10Ka b1.

3. IEPEYEHD IIVTAHUPYEMBIX PE3YJIBbTATOB OBYYEHMUS 110
JAUCHHUIIJINHE

[Ipouecc wu3ydenuss gucuuiuinHbl «KoMmbloTepHble NpPECTYIUIEHHUS B
MH(}OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CHCTEMaxX M CETSAX» HalpaBlieH Ha
(bopMHUpOBaHUE CIAEAYIOMNUX KOMIIETEHIIUNI:

I[IK-9.1 - CpoocobeH 0OpoBOIUTH HSKCIEPTU3Y MPHU  pacciielOBaHUU
KOMITBIOTEPHBIX TMPECTYIUICHUH U HccleoBaHUU 3(P(HEKTUBHOCTH CIOCOOOB,
cpeactB u cucreM 3ammTtel CCCO or HJI, cpencts s moncka NPU3HAKOB
KOMITBIOTEPHBIX aTaK B CETAX JIEKTPOCBS3U.

[1K-9.4 - Cniocoben pa3pabaTsiBaTh cpencta u cucteMsl 3anmuthl CCCD ot

H/I, cpeacTts sl moucka NPU3HAKOB KOMIBIOTEPHBIX aTaK B CETSIX 3JIEKTPOCBS3H
3TKC

Pe3yabTaThl 00yueHusi, XapaKTepu3yonue

KoMmnerenuust
chopMHpPOBAHHOCTH KOMIIETEHIIUH

[1K-9.1 3HATBH: METO/IbI TPOBEICHUS KOMITBIOTEPHO-
TEXHUUYECKOMN 3KCIEPTU3bI; IPU3HAKH KOMITBIOTEPHBIX
aTaK ¥ UHLIUJEHTOB; MOAX0/IbI K HCCIIEI0BAHUIO

3¢ (HEKTUBHOCTH CPEACTB U CUCTEM 3AIIUTHI
uH(bOpMaIUu.

YMeThb: BHINOJIHATH aHATU3 HU(GPOBHIX CIENOB,
IPOBOAUTD HKCIIEPTU3Y MIPH PACCIICIOBAHUN
UHIU/ICHTOB, OLIEHUBATh 3(PPEKTUBHOCTD
IPUMEHSEMBIX CPEJICTB 3aLUTHI OT
HECaHKIIMOHUPOBAHHOI'O JOCTYTIA U aTaK.

BiiajgeTh: HaBbIKaMH HCIIOIb30BaHUSI HHCTPYMEHTAIbHBIX
cpencTB uppOBO KPUMHUHATUCTUKU U 0)OPMIICHUS
DKCIEPTHBIX 3AKIIOUYCHUM.




[1K-9.4 3HaTh: 0COOCHHOCTH TTOCTPOCHHUS 3AIUIIEHHBIX
TEJICKOMMYHUKAIIMOHHBIX KOMILIEKCOB; TPUHIIUITBI
00Hapy>KEeHHS IPU3HAKOB KOMIIBLIOTEPHBIX aTaK B
BBICOKOCKOPOCTHBIX CETSIX.

YMmeThb: pa3pabaThiBaTh CUCTEMBI U CPEACTBA 3AITUTHI
TEIEKOMMYHUKAITMOHHBIX KOMIUIEKCOB, BKIFOUAsl IILTFO3bI
0€30MacHOCTH U CUCTEMBI OOHAPYKEHUS BTOPIKCHHIM.
Baaners: HaBbIKAMU CO3/JaHUSI HHTEIPUPOBAHHBIX
pElIeHNH IS 3AIIMUTBI CETEU DIIEKTPOCBS3HU C
MOBBIIIEHHBIMU TPEOOBAHUSIMU K 0€30MaCHOCTH.

4. OFBEM JUCHUIIJINHBI
OO6mast TpyA0EMKOCTh AUCHUIUIUHBI «KOMIIBIOTEpHbIE MPECTYIJICHUS B
MH(OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CUCTEMAX U CETSAX» cocTaBisieT 13 3.e.
Pacnpenenenue Tpy10€MKOCTH AUCHHUILIMHBI IO BUIAM 3aHSATUN
ouHasi popma o0y4eHust

v Bcero CemecTpsl

Bunpr yaeOHOI paboThI HACOR 10
AyauTopHbIe 3aHATHSA (BCEro) 72 72
B ToMm uucne:
Jlexkimn 36 36
JlaGopartopusbie padoTsl (JIP) 36 36
CamocrosiTenbHasi padora 135 135
KypcoBoii npoexkr
Yacel Ha KOHTPOJIb 45 45
Bupl npoMexyTOYHOM aTTECTALINY - + +
HK3aMEH
OO11ast Tpy10€MKOCTb:
aKaJeMHUYECKHUE YacChl 252 252
3a4.e]l. 7 7

5. COAEP’) KAHUE IUCIHUITJIMHBI MOAYJIS)
5.1 Conpep:kanue  pa3aeoB AUCHUIVIMHBI W pacnpeaejeHue
TPYA0EMKOCTH 10 BHAaM 3aHATHI
o4Hasi popma 00y4eHust



JIa0.

HanmeHnoBanue TemMbl CopnepxaHue paszena Jlexiy sam CPC |Bcero, uac
1 OCHOBBI KOMIIBIOTEPHBIX ([IOHSTHE W Pa3sHOBHAHOCTb KOMITBIOTEPHBIX 6 6 22 34
[IPECTYIUICHUI [peCTYIUICHHH.  XapaKTepUCTHKA KOMITBIOTEPHBIX
[IPECTYIUIEHUI
2 PaccnenoBanue 0030p yrpo3 NONIUTHKE GE30IIACHOCTH KOMITBIOTEPHBIX 6 6 22 34
KOMITbIOTEPHBIX cucrem. IlepeueHs Mozeneit
[IPECTYIUICHUI PackpbiTHE W PacCleIOBaHHE KOMIIBIOTEPHBIX

MpeCTyIUICHNH. 3aKOoHOAATeNbHas OCHOBa OOPHOBI
KOMIIBIOTEPHBIMHU MPECTYIUICHUSIMU

3 [IpoTuBoAEiicTBUE JleTanpHBIA aHANU3 BPEJOHOCHOIO IPOTrPAMMHOTO 6 6 22 34
KOMITBIOTEPHBIM 00eCTIeUeHSI. Krnaccuduxarms BUpycoB.
[PECTYTUICHUSM, OBpUCTHYCCKUH  aHANM3.  AHAIM3PA3PYIIAIONIAX
OCYIIECTBIICMBIM BO3IEHCTBUIT IPOrPaMMHOTO 00eCTIeUeHUsI
C ICTIOJIE30BaHHEM
BPEIOHOCHOTO
[POrPaMMHOTO
oOecnieyeHus

4 ([[IpotuBoxeiicTBHe KommbrorepHbie ceTeBbIe aTaku. Y JaJeHHbIe 6 6 22 34

KOMITBIOTEPHBIM KOMITHIOTEPHBIE CETEBbIC AaTaKW: paclpeeeHHbIC
[PECTYIUICHUSM, noaxodbl  opranuzaimi.  CucTeMbl  OOHApY)KEHHs
pea3yeMbIM B XOJE [BTOPXKCHHUSI U MEKCETEBOTO SKPAHUPOBAHUS.
[pOBEICHHS

KOMITBIOTEPHBIX CETEBBIX
aTaK

5 AHamu3  paspylnaromux — BosaedcTBui.  Merogpl 6 6 22 34
[IporuBoseiicTBHe oOHapyxeHus 1 60psObL. [lomuTHkn Ge30macHOCTH
KOMIIBIOTEPHBIM KOMITBIOTEPHBIX CHCTEM. Opranusarnus

[IPCCTYIUICHUAM  IIYTEM |cereBOM MOJUTHKHA OE30MACHOCTH
peamu3aliil  TOJUTUKH

0€30MacHOCTH
6 6 6 25 37
[IpenoTBparmeHue XapakTepuCTHKa OCHOBHBIX BHJIOB IPECTYIUICHHH C
KOMITBEOTCPHBIX MCTIOJIb30BaHUEM OaHKOBCKUX IUIACTUKOBBIX — KapT.
[PECTYTUICHU I B [KoMIpIOTEpHBIC ~ TIPECTYIJICHUST HAa  COLMAIBHEIC]
COLMAILHOM n [uHopManmonHbie cetr. [IpenymnpexnaeHue
0aHKOBCKOH cepax KOMITBIOTEPHBIX MIPECTYTUICHHUH.

Hroro| 36 36 135 207

5.2 IlepeuyeHb J1adoOpaTOPHBIX padoT

1. JlabopaTtopHas pabota Ne 1. AHanu3 ataku, OPUEHTHPOBAHHON HA B3JIOM
POrpaMMHOTO O0ecriedeHus1, MyTéM 00X0a MPOIeAyPhl aBTOPU3AIIHH.

2. JlabopatopHnas pabora No 2. IIpoBeneHuwe aHamu3a COBPEMEHHOTO
aHTUBHUPYCHOT'O MporpammHoro ooecrneuenus (Avira, Norton AntiVirus, Panda,
Kaspersky, McAfee, NOD32, Avast, Dr.Web).

3. JlaGopatopHas padota Ne 3. [TpoBenenus CpPaBHUTEIHHOM
XapaKTEPUCTUKN COBPEMEHHBIX MEXKCETEBBIX IKPAHOB.

4. JlaboparopHass padora Ne 4. IlpoBeaeHue aHamm3a pabOTHI CETEBBIX
ckanepoB. (Tcpdump, Sniffer Pro, NetXray, MS Network Monitor, Novell's
LanAlyzer, Wireshark).

5. JIaboparopnass pabora Ne 5. [IlpoBenmeHme aHaimmM3a CHCTEMBI
0oOHapyKeHHs BTOpKEHUHN Snort.

6. JlaGopaTopnas pabota Ne 6. IIpoBeaeHue aHaM3a MOJICUCTEMBI
6e3onacHoctu B cemeirictee OC Windows.

7. JlaGopatopnas pabota Ne 7.  IIpoBeneHue aHam3a Mo ICUCTEMbI



oe3zomacuoctd B OC Unix.

6. IPUMEPHAS TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT)
U KOHTPOJIBHBIX PABOT

B coorBercTBMM ¢  y4eOHBIM TIIJJAaHOM  OCBOCHHE  JUCITUTUIMHBI
MpeayCMaTpUBaET BBHITIOJHEHHUE KYPCOBBIX MPOEKTOB B 10 cemecTpax Ijisi OYHOM
(dbopMbI 00yUeHHUS.

[IpumepHas TemaTHKa KypcoBOTO TipoekTa: «PaccnenoBanue
KOMITBIOTEpHBIX TpecTyruiecHuit B PKC, ocymiecTBISIEeMBbIX € HCITOJB30BaHUEM
Web-TeXHOIOTHI.

3agaun, peraeMple PU BBITOJIHEHUH KYPCOBOTO IPOEKTA:

* 3aKpEIUTh 3HAHUE OCHOBHBIX IPUHIUIIOB NOCTpOoeHUs 3ainIEHHbIX PKC;

* 3aKpenuTh 3HAHUS OCOOCHHOCTEW 3amMThl HMHPOPMALMM Ha y3jax
KOMITBIOTEPHOM CETH, OCHOBHBIE KaTEropuu TpeOOBaHUW K MPOrpaMMHON H
IPOrpaMMHO-aINapaTHON peaan3aliui CPeACTB 3allUThl UH(POPMALIUH.

Kypcoson

MPOEKT

BKJIIO4aT B

PaCUCTHO-ITIOACHUTCIIbHYIO 3aIIUCKY.

ce0s

rpaguIecKyro

4aCTb u

7. OHEHOYHBbIE MATEPUAJIbI 1151 IPOBEJEHU A
HNPOMEXYTOYHOU ATTECTALUU OBYYAIOLIUXCA 11O

JACHUATIIMHE

7.1. Onucanue nmokasarejied U KPpUTEpUeB OLEHUBAHUS KOMIIETEHIMH
HA Pa3JIMYHBbIX 3TANAX UX (POPMUPOBAHUS, ONTUCAHUE KA OLlEHUBAHUS

7.1.1 DTan Tekymero KOHTpOJisi

Pe3ynbTaThl TEKYIIETO KOHTPOJS 3HAHUN M MEXCECCHOHHOM aTrTecTaluu
OIIEHUBAIOTCS TIO CIEAYIOLIEH CUCTEME:

«aTTeCTOBaH»;

«HE aTTECTOBaH.

Komme-

Pe3yabTaThl 00y4YeHus,
XapaKTepHu3youe

Kputepuu

TeHuus chopmuposanmoCTS P — ATTecTOBaH He arrecroBan
KOMIIETEHIIHH
IIK-9.1 3HaTh: METOMBI 3HaHUe METOZIOB NpoBeJieHns | Brimoanenue padbot Hessimonnenue
MPOBEICHUS KOMITBIOTEPHO-TEXHUIECKOH B CPOK, paboT B CPOK,
KOMITBIOTEPHO- 9KCTIEPTHU3HI; IPU3HAKU NPEeYyCMOTPEHHBIH B| IPEyCMOTPEHHBIN B
TEXHHUYECKOH KOMITBIOTEPHBIX aTaK U pabounx pabouux rmporpamMmax
OKCIIEPTU3E; MPU3HAKKA  |MHLMIECHTOB; IOAXO/bI K HporpamMmax

KOMIBIOTEPHBIX aTaK U
HHIUJICHTOB; TIOAXOBI K
HCCIIEJOBAaHHIO

3¢ EKTUBHOCTH CPEICTB
U CHCTEM 3alIUTHI
HHpOpPMALIUH.

YMeTh: BBIIOIHATH
aHau3 MUQPPOBHIX
CJIeZI0B, IPOBOANTH
AKCIEPTHU3Y MPH

HCCIICIOBAHUIO

3G PEKTUBHOCTH CPEICTB U
CHCTEM 3aIlUThI
nH(pOpPMAIIUH.

YMeHue BBIIONHATD aHAIH3
HU(POBHIX CIIENOB,
MIPOBOJUTD DKCIIEPTHU3Y TIPH
paccienoBaHNN HHIUICHTOB,
OlLeHUBaTh YPPEKTUBHOCTH
IPUMEHAEMBIX CPEIICTB
3aIIUTHI OT

paccieoBaHuH
MHIUIEHTOB, OllCHUBATE |HCCAHKLIMOHUPOBAHHOIO
3¢ PEKTHBHOCTD JAO0CTyIIa U aTak.

IIPUMEHSEMBIX CPEACTB
3alUThI OT
HECAaHKIMOHUPOBAHHOIO

Bnanenue HaBbikaMu
HCIIOJIb30BAHUS
HMHCTPYMEHTAJIBHBIX CPEJICTB




JIOCTyTIa M aTak.
Bnaners: HaBbIKaMU
HCTIONB30BaHUS
HHCTPYMCHTAJIBHBIX
cpencTB NUpPOBOH
KPUMHHAIACTHKHU U
0(hOPMIICHHS DKCITIEPTHBIX
3aKIFOYCHUM.

U(POBOH KPUMUHATACTUKA
1 0OPMITCHHUS SKCIIEPTHBIX
3aKII0OYCHHUH.

[1K-9.4

3HaTh: 0COOCHHOCTHU
MOCTPOCHHUS 3alHUIIEHHBIX
TEJIEKOMMYHHUKAI[OHHBIX
KOMILICKCOB; IPUHITUITBI
0OHapyKEHUSI MPU3HAKOB
KOMITBIOTEPHBIX aTaK B
BBICOKOCKOPOCTHBIX
CeTsIX.

YMeTh: pa3zpabaTeiBaTh
CUCTEMBI U CPEIICTBA
3aIUTHI
TEJIEKOMMYHHUKAI[HOHHBIX
KOMILJICKCOB, BKJIFOUAs
TLTIO36I 0E30MACHOCTH U
CHUCTEMBI OOHAPYKEHUS
BTOP>KEHUIL.

Bnagets: HaBbBIKaMH
CO3/IaHMs
HUHTETPUPOBAHHBIX
PEIICHUH JUIS 3aIIUTHI
ceTel AIEKTPOCBS3H C
TOBBIIIICHHBIMHU
TpeOOBaHUSIMH K
0e30MacHOCTH.

3HaeT 0COOCHHOCTU
MOCTPOCHHUS 3alUIIEHHBIX
TENIEKOMMYHHKALHOHHBIX
KOMILICKCOB; IPUHITUITBI
0OHapyKEHUSI TPU3HAKOB
KOMITBIOTEPHBIX aTaK B
BBICOKOCKOPOCTHBIX CETSIX.
Ymeer pa3pabaTbiBaTh
CHCTEMbI U CPEJICTBA 3aIIUThI
TEJICEKOMMYHHKAIIMOHHBIX
KOMILJICKCOB, BKJIFOUAs
TITIO36I 0€30MTaCHOCTH U
CUCTEMBI OOHAPYKEHUS
BTOP>KEHUIL.

Bnageer HaBbIKAMH CO3IaHUS
MHTETPUPOBAHHBIX PELICHH
JUTSL 3aIIHUTHI CeTeH
JJIEKTPOCBS3H C
MOBBIIICHHBIMU
TpeOOBaHUSIMH K
0e30MacHOCTH.

Brimostenue pabot
B CPOK,
MIPEAYCMOTPEHHBIN B
paboumnx
nporpaMmmax

Hespinonnenue
pabor B CpoK,
IIPENYCMOTPEHHBIN B
pabouunx mporpamMmax

7.1.2 JTan npoMesKyTO4HOr0 KOHTPOJISI 3HAHUM
Pe3ynbTaThl MpOMEXYTOYHOTO KOHTPOJIS 3HAHUH oreHuBatorcs B 10
ceMecTpe A7t OUYHON (POopMBbI 00yUEHUs IO YEThIPEXOaJUIbHON CHCTEME:

«OTJIMYHO»,
«XOpOo1mo»,

«YAOBJICTBOPUTCIILHO),
CHCYOOBJICTBOPUTCIILHO)).

Komme-

Pe3yabTaThl 00y4yeHust,
XapaKTepusyouue

Kpurepun

Terst chopMHpOBANHOCTS OLCHHBAHS Otin4Ho Xopomio Ynosa. Heynosi.
KOMIIETEHUUHU
TIK-9.1 [3Haet MeTombI Tect Bremonnenre | Beimonnenne | Breimonnenue B Tecte
MIPOBEICHUS tecta Ha 90- | Tecta Ha 80- | Tecta Ha 70- | Menee 70%
KOMIIBIOTEPHO- 100% 90% 80% IIPaBUJIbHBIX
TEXHUYECKOH OTBETOB

9KCTIEPTHU3BI; PU3HAKA
KOMTIBIOTEPHBIX aTaK 1
HHITUEHTOB; TI0IXO0IBI
K UCCJIEJIOBAHUIO

3¢ heKTHBHOCTH
CPEICTB M CHCTEM

3aIUTHI HH)OPMAIIHH.




[1K-9.4

[YMeet pa3pabaTriBaTh
CHCTEMBI U CPENICTBA
3aIITEI
TCIICKOMMYHHUKAIIMOHH
bIX KOMIUJICKCOB,
BKITIOYAS [ILTFO3BI
OezomacHoCTH U
CUCTEMBI OOHAPYKEHUS
BTOP>KEHUIL.

[Biiageer HaBBIKAMHU
co31aHus
MHTETPUPOBAHHBIX
[perieHui TSl 3aUThI
ceTeld AIEKTPOCBS3H C
[TOBBIIIICHHBIMH
TpeOOBaHUAMU K
0€30IMaCHOCTH.

[YMeeT BBINONHATH Perenue Bagaun [Iponemonctp [[IpomeMoHCTp 3anauu HE
aHaIM3 HU(POBBIX CTAaHIAPTHBIX  [PCILICHEI B MpOBaH MpOBaH BEPHBII|  PEIICHBI
CJIC/I0B, TIPOBOJIUTH MPaKTUYECKUX  [[OJTHOM BEpHBII X014  [XOJ peLICHNUs B
DKCIIePTU3Y MPH Bamad oOBeMe u [pEIIEHNS BCEX, [OOTBITHHCTBE
[pacciie10BaHuN [TOTyYCHBI HO HE MOJTy4EH [Bagad

MHIUICHTOB, BEpHBIC BEpHBII OTBET

OLICHUBATb OTBETHI BO BCEX

bddexTuBHOCTD Bamagax

[PUMEHSEMBIX CPEACTB

3amuTE OT

HECAaHKIIMOHUPOBAHHOT

0 TOCTyIa U aTak.

BiajieeT HaBBIKAMH Pemenne 3amaun IIponemonctp | Ilponemonctp | 3amauu He
CIIONb30BAHIS HPHKJIaTHBIX pCIICHBI B UpOBaH MpOBaH peuieHb!
MHCTpyMeHTalbHBIX — |33/184 B TIOJTHOM BEpHBII X0 | BEpHBIN X011

CcpencTs nupposoit KOHKPETHOH o0beMe U | pelieHus BceX,| perreHus B
KpUMUHATHCTHKY 1 peIMETHON MOJTydeHBl  |HO HE MOTy4YeH| OONBIINHCTBE
bdopmteHus obnactu BEpHBIE BEPHBI OTBET 3amaq

HKCIIEPTHBIX OTBETHI BO

aKmoeHui. BCEX 3a/1a9ax

3HaeT 0COOCHHOCTH Pemmenue 3agaun IIponemonctp | [Iponemonctp | 3amaun He
[OCTPOCHHUS HPHKJIaTHBIX pCIICHBI B UpOBaH MpOBaH peuieHb!
BaMIIEHHBIX 3aja4 B TIOJTHOM BEpHBII X0 | BepHBIN X011
TEICKOMMYHHKALOHH |KOHKPETHOM o0beMe U | pelieHus BceX,| perieHus B

[bIX KOMIIJIEKCOB; peIMETHON MOJTydeHBl  |HO HE MOTy4YeH| OONBIINHCTBE

[IPUHIIUTIE] obnactu BEpHBIE BEPHBIH OTBET 3amaq

0OHapYKEHUS OTBETHI BO

[PU3HAKOB BCEX 3a7a4ax

KOMITBIOTEPHBIX aTaK B

BEICOKOCKOPOCTHBIX

CEeTSIX.




JOCTYN K KOMIIBIOTEPHOW MH(POPMALIUNY» CUUTAETCSI OKOHUEHHBIM:

a) C MOMEHTa COBEpIIEHHUS HEIPaBOMEPHOIO JOCTyla K OXpaHsIeMOU
3aKOHOM KOMITbIOTEpHOM HH(pOpMaLInY;

0) TOJNBKO B Cllyyae YHUYTOXKEHHs, OJIOKUPOBAHUS, MOAU(PUKAIIUN JTHOO
KOITUPOBaHUsI KOMIIBIOTEPHON HHPOpMAIUY;

B) TOJILKO MPHU HACTYIUICHUU TSKKUX MOCJIECTBUH B Cllydae YHUUTOKEHUS,
0JIOKMpOBaHUs, MOIU(DUKAIIMY JIMOO KOMMUPOBAHUS KOMIIBIOTEPHOU UH(POPMAITUH;

T') BCE OTBETHI MPaBUIILHBIC.

6. B cr. 273 YK P® «Co3ganue, UCIONB30BAaHUE M PACHPOCTPAHEHHE
BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTpaMM» HE MPEeayCMOTpeHa YroJIOBHAs
OTBETCTBEHHOCTH 3a:

a) BHECEHUE N3MEHEHUI B CYIIECTBYIOLIUE TPOTPAMMBL;

0) paclnpocTpaHEHHME  MAIIMHHBIX  HOCUTEJIEH C  BPEIOHOCHBIMU
nporpamMMamu;

B)  HECAHKIMOHMPOBAHHOE  KOMHMPOBAHHWE  OXpaHSIEMOM  3aKOHOM
KOMITBIOTEPHOU WH(MOpMAITNY;

I') HET IPABUJILHOTO OTBETA.

7. llpecrymienue, npeanycmorpeHHoe ctT. 273 YK P® «Co3panue,
UCIOJIb30BaHUE U PACHPOCTPAHEHUE BPEJOHOCHBIX KOMITBIOTEPHBIX MPOrPaMM»,
CUMTAETCS OKOHYEHHBIM:

a) TOJIBKO MPHU HACTYILICHUH TSHKKUX TOCIEICTBUM;

0) TOJIBKO B ClIy4ae HECAaHKIIMOHUPOBAHHOT'O YHUUTOXKEHUSI, OJIOKUPOBAHMS,
MOAU(PUKALMH TUOO KOTMPOBAHUS KOMITbIOTEPHOU HHPOPMALINK;

B) C MOMEHTa WCIOJb30BaHUS WM PACIPOCTPAHEHHUS BPEIOHOCHOM
IPOTPaMMBI;

r) C MOMEHTa CO3JaHMs, WCIIOJIB30BaHUS WM  PacHpOCTPaHEHHUs
BPEIOHOCHOM ITPOTPAMMBIL.

8. CyObekToM MpecTymieHus, TmpeaycMoTpeHHoro cr. 273 YK PO
«Co3nianue, MCIOIb30BaHUE U PACIIPOCTPAHEHUE BPEIOHOCHBIX KOMITBIOTEPHBIX
POTPaMM», SIBJISIETCA:

a) pusnyeckoe, BMEHsIEMOE JIUIIO, JOCTUTIIIEeE 16-TeTHEro BO3pacTa;

0) pusnueckoe, BMEHsIEMOE JIUIIO, JocTUriiee 18-1eTHero Bo3pacra;

B) JIMIIO, WMEIOIIEe TPaBO HA JIOCTY K KOMIBIOTEPY  WIIU
MH()OPMAITMOHHO-TEIEKOMMYHUKAITUOHHBIM CETSM;

r) JMUI0, HE UMEIIIee TMpaBa Ha JIOCTYl K KOMIIBIOTEPY WJIH
MH()OPMAITMOHHO-TEJIEKOMMYHHUKAIMOHHBIM CETSIM.

9. B wuncne xBamupunupyromux mnpuzHakoB B cr. 273 YK P®
IPELYCMOTPEHO COBEPIICHHUE JAHHOTO MPECTYIICHUS:

a) C LIeJIbI0 CKPBITh APYTo€ MPECTYIUICHUE W 00JIETYUTh €r0 COBEPLICHHUE;

0) U3 KOPBICTHOW 3aMHTEPECOBAHHOCTH;

B) U3 XYJIUTAHCKUX MOOYXKICHHUIA;



I') IO MOTHUBaM IOJUTHYECKOM, UACOJIOTHYECKOM, paCOBOM, HAIIMOHAIBHOM
WU PEJIMTHO3HOM HEHABHCTH WJIM BPaXJbl JUOO MO MOTHBAM HEHABUCTH WIIH
BpPaXK/bl B OTHOIIICHUH KaKON-JIMOO COIMaIbHON TPYIIIIHI.

10. IIpectrynnenue, npeaxycmorperHoe cT. 274 YK PO «Hapymienue npaBun
AKCIUTyaTallul CPEACTB XpaHEHWs, OOpaOOTKM WM Tepelayd KOMIIbIOTEPHOU
uHpopMaluu U MHGOPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETe», CuuTaercs
OKOHYECHHBIM:

a) C MOMEHTa HapyIIEeHUs TMPaBUI HKCIUTyaTallid CPEJCTB XpaHEHUS,
00paboTKH WJIn nepeaayn KOMITBIOTEPHOU uHopMaru u
UH(OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETEH;

0) ¢ MOMEHTa YyHUYTOXEHMS, OJIOKMpOBaHUA, Moaudukamuu b0
KOIUPOBAHUS KOMITBIOTEPHON WH(OpMAITUH;

B) €CJIM 3TO JISSHUE MPUYMHUIIO KPYIHBIN yIepo;

') TOJBKO MPU HACTYIUJIEHUU TSKKUX MMOCIEICTBUIA.

7.2.2 IlpumepHbIi IepeYeHb 32IaHNH IJI51 pellieHUs CTAHJAAPTHBIX 32124

1. Konkperuszanuein wmogeau beana-Jlallagyna sasiasercs Moxeib
MOJIUTHKH 0€30MACHOCTH
LWM+
Ha ocnoBe ananu3sa yrpo3
C NOJHBIM MEPEKPHITHEM
JlennBepa
2. Metox ymnpaB/ieHMSI JOCTYNIOM, NPH KOTOPOM KaXKIAOMY OOBEKTY
CHCTEMbI NPHCBAUBAETCH METKAa KPHUTHUYHOCTH, ONpeNeJAIAs HeHHOCTHb
UH(poOpMaIMH, HA3bIBACTCH
MaHJATHBIM+
PUBUJIETHPOBAHHBIM
UICHTUPUIPYEMBIM
n30upaTeIbHBIM
3. Ha MHOromosib30BaTe/ibCKHe CUCTeMbI ¢ HH(pOpManeid OAHOT0 YPOBHS
KOH(PUICHIMAJIBHOCTH COIJIACHO «OpaHKeBOM KHUIE» PACCYUTAH KJIACC
Cl+
B2
C2
Bl
4. HanMeHee 3aTpaTHbII KPUNITOAHAJU3 1JIA Kpunroaiaropurma DES
nepedop Mo BCEMY KIFOUEBOMY MTPOCTPAHCTBY+
PA3JI0KEHNE YNCIIA HA CII0KHBIE MHOKHUTEIH
PA3JI0AKEHUE YMCIIA HA TPOCTHIE MHOXKUTEIH
nepedop 1Mo BEIOOPOYHOMY KITFOUEBOMY MPOCTPAHCTBY
5. Haykoii, n3y4amwuieil MaTeMaTH4eCKHe MeTOAbI 3aIUThl HHpopMauuu
IyTeM ee Npeodpa3oBaHus, ABJIACTCH
KPHUIITOJIOTUA+
KpUIITOAHAJIN3
creranorpagus



Kpunrorpadus
6. HemocraTkoM MoJe/in KOHEYHBIX COCTOSIHMI NMOJMTHKH 0€30MaCHOCTH
SIBJISIETCS
CJIOKHOCTB pean3aluu+
VW3MEHEHUE JIMHUM CBS3U
CTaTUYHOCTh
HU3Kasl CTENEHb HAJIEKHOCTU
7. HenocraTok cucreM IuMppoBaHHs ¢ OTKPBITHIM KJIIOY0M
OTHOCUTEIBHO HU3KAsl IPOU3BOAUTEIBHOCTh
HEOOXOMMOCTh PaCIPOCTPAHEHUS CEKPETHBIX KITIOUeH
IIPY KCHOJB30BAHUM IIPOCTOM 3aMEHBbI JIETKO MPOU3BECTH IIOAMEHY OIHOTO
mrpPOBAHHOTO TEKCTA APYTUM
Ha OJIHOM U TOM K€ KIJIIoue OJMHaKoBble 64-OuTHBIE OJOKM OTKPBITOTO TEKCTa
nepeayT B OIMHAKOBBIE OJIOKU MH(PPOBAHHOTO TEKCTa

8. OcHOBY MOJIMTHKY 0€30MMACHOCTH COCTABJISIET
croco0 yrpaBiaeHUs TOCTYIIOM +
pOrpaMMHOE 0OECTICUCHHE
yIPaBJICHUE PUCKOM
BBIOOP KaHAJIOB CBSI3U

9. ITo nokymentam I'TK kosmuyecTBo KiaaccoB 3amuineHHocTH AC ot HCJ{
+

~ 0 O\ \@

10. ITo nokymenTam I'TK cambiii BbIcOKMH KJace 3amuiieHHocTu CBT or
HCA x undgopmanumn
1+
9
7
6
11. Ilo3BoasieT mOJAYy4YaTh AOCTYNl K HH(POpMALUM, IepPeXBAYeHHOI
APYTMMH NMPOTPAMMHBIMH 3aKJIAAKAMH, MO/JeJb BO31eHCTBHSI MPOrpPaMMHBIX
3aKJIaJ10K THIA
KOMITPOMETAIUS
ybopka Mycopa
HaOII0/IeHUE
nepexsaT
12. Ilpu u30upareabHON MOJUTHKE 0€30MIACHOCTH B MaTpPHIIE 10CTYNA HA
nepecevYeHNHU CTOJIOA U CTPOKH YKA3bIBAETCS
THII pa3peIeHHOT0 JOCTYyIIa +
00BEKT CUCTEMBI
CyOBEKT CUCTEMBI
(dakT nocTymna



7.2.3 llpumepHbIii IepevYeHb 3aJaHUI 1JIs1 pelieHUs] NPUKJIATHBIX 32124

1. Kakme cucrempl TpeaHa3HAYCHBI JUIsI OOECHEYEHUs CETEBOTO
MOHHMTOPHHIA, aHAJM3a U OMOBEILIECHUS B CIIydae OOHAPY>KEHUsI CETEBOW aTaku?

IDP +

AV

WCF

IPS

2. Kakue cucrempl mpenHa3HauyeHbl il OOECHEYEeHHUs CETEBOrO
MOHMTOpPHHIA, aHAJU3a, OIOBELIECHUS B Cilydae OOHAapy>KEHUs CETEBOW aTaku, a
TaKke CIIOCOOHBI €e OJIOKUPOBaThH?

IDP

AV

WCF

IPS +

3. B ueM 3akiro4aercs OTIIMYKE BTOPKEHUI OT BUPYCHBIX aTak?

BTOpKEHUS OOBIUHO COJEpXarci B OTAEIBHOM 3arpy304HoM (paiine,
KOTOpPBIN 3aKauMBAETCS B CUCTEMY I10JIb30BATEIS

BTOPIKEHMSI 110 XapaKTePy BO3JIECHCTBUS HA aTAKyEMYIO CETh MOTYT OBITh KaK
HETraTUBHBIE, TAK U HEUTpaIbHbIE

+ BTOp>KEHMsI IPOSBISAIOTCS Kak 0Opasiibl BUpyca, HAlEJIEHHbIE Ha MOUCK
nyTel IpeoAoICHHsI MEXaHU3MOB o0ecrieueHns1 6€30MacHOCTH

BTOP>KEHHSI MOTYT OCYIIECTBIISITHCS IOCPEACTBOM CETU

4. Kak cuctema IDP B NetDefend o6HapykuBaeT BTOp:KeHUS?
10 CUTHAaTypaM BUPYCOB U aTak +

10 ajjpecy OTIpaBUTeNs Tpaduka

Ha OCHOBE CTaTUCTUYECKOT0 aHAIIN3A

¢ nomouibto noJist ESP B cocTaBe nepenaBaeMbIX JaHHBIX

5. B 2016 roxy Obutn ykpajsieHbl AaHHBIE 412 MHJIJTHOHOB aKKayHTOB caiTa
st «B3pocabix»  3HakoMCTB  AdultFriendFinder (AFF). 3noymbimmeHHuKH
Bocnosib3oBanch LFI — local file inclusion — Ha ogHOM U3 cepBepoB. A 4TO 3TO
Takoe?

B03MOXHOCTh M3MEHEHUS U BHITIOTHEHUS JIOKAJLHBIX (DaiiJIOB Ha CEPBEPHOU
CTOpOHE.+

VYI3BUMOCTh B MPOLIECCE KOMMUPOBAHUS TMPU 3aAlMCH, H3-32 KOTOPOH
M0JIb30BaTE)Ib MOT MTOBBICUTH CBOU TIPUBUJICTHH.

AnmnapaTtHas ommOKa mIpoleccopa, MO3BOJIAIONIAS MOJYYUTh JTOCTYN K
BUPTYAJILHOM ITAMATH CEPBEPA.

6. Bumenkoii Ha Topte B3noma AdultFriendFinder oka3zanacek He Tonbko b/ ¢
JUYHBIMUA JTAHHBIMH TIOJIb30BaTeNIeld, HO M CaMH IapOJIH, KOTOPhIe OBLIO HE TaK
CJIOKHO BOCCTAaHOBUTh M3 Xd3IIa. A Kakoll aJropuT™M HCIOJIB30BAICS ISl UX
XEIIUPOBAHUSA?

SHA-3

SHA-2



SHA-1+

MD5

7. B 2017 rony ogHOW M3 caMbIX YYBCTBUTEIBHBIX YTEUEK CTAJl B3JIOM
kpeautHoro 61opo Equifax. Torma Obuin ykpajeHsl IHYHbIE U (PUHAHCOBBIE JaHHbBIE
149 MUJUIMOHOB aMEpHUKAHLEB: JaTa POXKACHUS, ajgpeca IPOKUBAHHS, HOMEpa
CTPaxOBOK M BOJUTENbCKUX yaoctoBepeHuil. B3nmom Equifax umeer He TOIBKO
HKOHOMHUYECKHUE TTOCIIEJCTBUA: B COBOKYITHOCTH C JAHHBIMU U3 APYTUX UCTOUHUKOB
OH MpEJCTaBIISIET cO00M MaTepuall sl aHaiu3a ¢ moMoIslo Al win ML u Mmoxet
OBITh WCIIOJIb30BaH B IIMUOHCKHUX Iesax. K yTeuke mpuBena ys3BuUMash Bepcus
Apache Struts Ha ogHOM M3 cepBepoB. Kak aymaere, CKOJIBKO BPEMEHHU €€ He
OOHOBJISLITU?

Henens

Mecsig

2,5 mecsamna

4,5 mecsieB +

8. B aToM rogy ObLI0 HECKOJIBKO MPUMEPOB aTak Ha Ienb NocTaBok (Supply
chain attack), xorma 37TOYMBINIUICHHWKH JACHCTBOBAIM HE HANpsSMyIO, a depes
JNOBEPEHHbIX TNapTHEPOB. CBexuil mnOpuMep — araka HAa HUHIUHUCKOTO
ayTcopc-ruranta Wipro, 4bM COTPYAHHMKH HUMEIOT JIOCTYI BO BHYTPEHHHE CETU
EBPOIEUCKUX U aMepUKaHCKUX komnaHui. Yepe3z Wipro nmpecTynHUKU BHEIPUINUCH
K €ro KJIMEHTaM M YCTaHOBUJIM Ha KOMIIBIOTEpPaX MPOrpaMMmy

JUISl yAQJIEHHOTO JOCTyNa. A BbI I0ra1a€TeCh, KAKyI0 UMEHHO?

TeamViewer

Ammyy Admin

ScreenConnect+

RDP

9.Emie oaHOM roioBHOM 00JIBbIO CIIEUAIKUCTOB MO OE30MaCHOCTH SBISIOTCA
oOnaunbie cepBucsl. B 2017 romy B oOnauHom xpanumiuiie Amazon Obuia
oOHapyxkeHa OTKphITas 0Oa3a naHHbIX 200 MIIH aMEpUKaHCKUX H30HMpaTresei.
Nudopmaruss  Obuta  OepeXHO TOATOTOBIEHA W CHUCTEMAaTU3UpOBaHA IS
aHaJUTUYECKOW pabOThl M MpuHaAIekana komnanuu Deep Root Analitics, koTopast
obOpabatbeiBasia uX 10 3aka3y PecnyOnukanckoit maptuu. [ qoctymna K Hel ObLIo
JIOCTATOYHO...

3nate URL wnu nepeilitm Ha BHyTpeHHU#M cyomomeH dra-dw (Deep Root
Analytics Data Warehouse)+

Hcnonb3oBaTh CTaHAAPTHYIO CBS3KY JIOTHMH/Tapoib: administrator/qwerty

beiTe kmuentom Deep Root Analytics u 3aiiTi o1 cBO€# y4ETHO# 3aITUCHIO.

Ckauvath 10 cchuike ¢ oduimaibHoro caiita Deep Root Analytics B paznene
TEXHUYECKas MOJIePKKa

10. {asxxe HeOonbluas omuMOKa C MpaBaMHU JOCTYNA MOXET IMPUBECTH K
HENPUATHBIM TOCHEACTBUSIM. B 3TOM rony ¢ atum ctonkuynack [louroBas cimyxba
CIIA. JTro60ii sxenaroniuii MOT MOXYYHUTh JOCTYII K TaHHBIM 60 MJTH MOJIb30BaTeseH
U MH(POpPMAIMH O ABMKEHUN KOMMEPUYECKUX TPpy30B. JJis 3TOro Ob1JI0 JOCTaTOYHO:



Hcnonp3oBath SQL-MHBEKIIMM HA CaiiTeé TMpU TOUCKE TIOYTOBOTO
OTIIPABJICHMS.

3uatb URL wmm BHyTpeHHumit cyOmomeH dra-dw oOiauHoro cepsepa
[TouTOBO# CITyKOBI

Hcnonb3ys cBOM ydeTHBIEC JaHHbBIC, MOJIKIOYUATHCA K cepBucam USPS mo
API.+

11. YemoBeueckuii hakTop 10 CHX MOP OCTACTCS OJHUM U3 CaMBIX CJIA0BIX
MecT B MHpopManmoHHoi 6e3omnacHoctu. B 2016 rony B atom ybemwmicsa Uber, y
KOTOPOTr0 YKpaJIi JaHHbIE 57 MIIH BoauTenel u kineHToB. Komnanus norepsina 200
MJIH J10JUIapOB Ha KOMIIEHCAIMAX M IOJy4YWsia OTPOMHBIN yJap MO penyTaiuu,
KOI'JIa IMOsBUIach HH(GOPMAIIKS, YTO OHA 3aIuTaThia 3oymeinuieHHHKaM 100 0008 u
LEJIBIN TOJT CKpbIBasia (akT B3jioMa. Jloragaiitech, Kak Xakephl MOJYYHIIA TOCTYIT K
YY4E€THBIM JaHHBIM coTpyaHukam Uber?

3510yMBIIIJICHHUKAM TTpojiajia JaHHbIe yOOPIIHIIa, KOTopas 3aMeThIa mapoJin
Ha CTUKEpax BO3JIe MOHUTOPOB.

OnmuH w3 cuCTeMHBIX aaMUHUCTpaTopoB Uber BBIIOKWI Ha OJAHOM W3
dbopymoB daitn koHpurypamnuu ceTeBoro kommyrtaropa Cisco co CBOUMHU YIETHBIMU
JTAHHBIMU JIJIs1 BX0J1a BO BHYTPEHHIOIO CETh.

VY onHOTO U3 pa3zpabOTYUKOB YKpaIu cMapTHOH, TJe XPaHUIUCH TaHHbIS IS
BXO0J1a BO BHyTpeHHIOI0 ceTb Uber.

JIBa pa3paboTurKa BHUIOXKWIIW JIOTHH W MapoJjb JJIs BXOJa BO BHYTPEHHIOIO
cetb Uber B kone Ha GitHub.+

12. Kubepyrpo3bl MOTYT ObITh HaNpaBJeHbl HE TOJBKO HAa HHGOPMAIUIO, HO
U Ha pusmdeckyro HHPpacTpykTypy. 1o Bepkuranus mo3ra, kak y ' mbcona, moka e
JOLUIM, HO BOT mepenporpammupoBaTh paboty IIJIK (mporpammupyemsbie
JIOTHYECKHe KOHTpoJuiepsl) BpenoHocHoe [1O cMoxeT. A KTO yMmel 3TO AeaTh:

WannaCry

Stuxnet+

Bad Rabbit

Regin

7.2.4 IlpumepHbIii HepedyeHb BONPOCOB A5 OATOTOBKH K 3a4eTy

He npenycMoTpeHo yueOHbIM IITaHOM

7.2.5 IlpumepHblii nepeyveHb 3aJaHU 1151 MOATOTOBKH K IK3aMEHY

1. TloHsiTHE «KKOMITBIOTEPHBIE MPECTYIUICHU». J[Ba OCHOBHBIX MOJIXO0/A.

2. KpuMuHanuCTHYECKOE TOJIKOBAHUE KOMIIBIOTEPHBIX PECTYIUIEHUH.

3. CocTaB KOMIIBIOTEPHBIX MPECTYIICHUMN.

4. Knaccudukanus KOMIBIOTEPHBIX MpecTyluieHuit B Poccuiickoit
Oenepanum.

5. 3akoHomaTtenbHas ©0a3a B 00JacCTM KOMIIBIOTEPHBIX MPECTYIICHUM
Poccun. OTBETCTBEHHOCTh 32 COBEpPUIEHUE KOMIBIOTEPHBIX MNPECTYIUICHUM
Pa3IMYHOr0 Xapakrepa.



MexayHapoaHblid KOAM(GUKATOP KOMIBIOTEPHBIX MPECTYIUICHUM.
HesakonHubie Bo3elicTBHSI HA KOMITBIOTEPHYIO HHGOPMAITHIO.
Cuctema o0ecriedeHHs OnepaTUBHO-PO3BICKHBIX MEPOTIPUSITHHA.
3apyOeXkHOE 3aKOHOATEIHCTBO B 00JIACTH KOMITBIOTEPHBIX
IIPECTYIICHUN.

10. IlomuTtrka 6e3omacHOCTH. JKU3HEHHBIN KT KOMITBIOTEPHON CUCTEMBI.
YTpo3bl KOMIIBFOTEPHOU CUCTEME.

11. Kanan yreuku. Buapl KaHaIoOB yTEUKH.

12. Onucanue Moesnei 6€30MacHOCTH C UCTIOIb30BaHUEM CYOBEKTOB U
00BEKTOB.

13. JIuckpeTHbIe MOIETH 0€30MACHOCTH.

14. Monens Anenrt.

15. IIpocTpancTBO XapTCTOHA.

16. Marpuua gocryna.

17. Mopens Xappucona, Py330 u Yibmana.

18. Monens Take Grant.

19. Mopens yrpaBiieHUs JOCTYTIOM.

20. Mopenu Ha OCHOBE aHajM3a yrpo3 CUCTEME.

21. Hrposas Mmoneb.

22. Mopaeinb cucTeMbl 0€30MaCHOCTH C MOJIHBIM MEPEKPHITHEM.

23. Mojaenu KOHEYHBIX COCTOSTHUM.

24. Mopenb ypOBHEUN CEKPETHOCTH.

25. Mopens benna-Jlamanyna.

26. Monenb KUTaliCKOM CTEHEL.

27. Mopens Low-Water-Mark (bu6a).

28. Mopens Jlenasepa.

29. Mogens Knapka-Bucona.

30. Mogaens JIunuepa.

31. IIpusHaku, M0 KOTOPHIM MOKHO KJIaCCU(UIIUPOBATH BUPYCHI.

32. Knaccuduxaius BUPYCOB IO cpejie OOUTaHMUS.

33. Kiaccel Bpe1oHOCHOTO MPOrpaMMHOI0 00ECTICUCHHSI.

34. 3arpy3ounsblie BUpYychl. [IpuHIIMn paboThI.

35. Texnonoruu BctpanBanus Bupyca B MBR u BR.

36. ®@ailsioBbIE BUPYCHI.

37. llepe3amnuchIBaroiiye, mapasuTHYECKUE, BAPYChI 0€3 TOUKHU BXO/IA.

38. KommnaHboH-BUPYCHI, (haitioBbie uepBu, Link-Bupychl.

39. OBJ-, LIB-BupyChI 1 BUPYCHI B UCXOJHBIX TEKCTAX.

40. Bupycol cemeiictBa Macro. XapakTepHble TPUMEPbI MPOSBICHUSIMU
BUPYCOB CEMENCTBA MAacro.

41. Tlomumopduxk BUpyChl. Y poBHHU NoIUMOpdu3Ma.

42. Crenc-BUPYCHI: 3arpy304HbIe, (hailJIoBbIE, MAKPO.

43. Pe3uneHTHBIC BUPYCHI. XapaKTEPUCTUKU PE3UJECHTHBIX BUPYCOB.

44. YTUAUTBI CKPBITOIO aAMUHUCTPUPOBAHUS.

45. TposiHCcKuU KOHb. Jlornyeckas 6omoa.

46. Ilomumopdubie renepatopsl. CeTeBble BUPYCHI.

LA



47. Metoasl 0OHApY)KEHUS U yIaJIECHUSI KOMIIBIOTEPHBIX BUPYCOB.

48. Tunel aHTUBUPYCOB.

49. Ckanepsl, CRC-ckanepsl, biiokupoBuyiku, IMMyHH3aTOPBI.

50. Jloxnoe cpabatsiBanue. CkanupoBaHue 110 3arpocy. CkaHupOBaHUE Ha
JIETy.

51. ObHapyxeHrue HEU3BECTHOrO BHpyca. [IpoHMKHOBEHHE B TaOJUILY
BEKTOPOB npepbiBanmii. Bctpausanue B DOS. Jlpyrue cnmoco6s IpOHUKHOBEHUS.

52. OOHapyXeHHue 3arpy304HOro BUpyca.

53. OOHapyxeHue MaKkpo-BUpYyca.

54. TlpoduakTika BHUPYCHOTO 3apakeHHs Kommbiorepa. (OCHOBHBIE
npaBuiia 3alIUThL.

55. BoccraHoBieHHE MTOPAKEHHBIX BUPYyCaMU 0ObEKTOB.

56. Ysa3Bumoctb. Yrpo3a. Ataka. KOMIIOHEHTBI CETEBOM aTaKH.

57. Knaccugukanus ceTeBbIX aTak Mo COCTaBy.

58. Mogenu TpaJulIMOHHBIX aTaK.

59. Knaccudukanusi cereBbIX arak 1mo npuMmeHeHuto. Kommytupyemas
uHppacTpykTypa. AHTU-CHUDDEPHI.

60. IP-spoofing. IIpotuBoaeiictBue cnydunry. OTka3z B 00CIIy>KMBaHUU.
[IpotuBoaericTBue.

61. Araku Tuna Main-in-the-Middle.

62. Artaku Ha ypoBHe npuiioxkeHui. [[potuBoaericTeue.

63. CeteBas pa3Be/ika. 3710yOTpeOJICHUE T0BEPUEM.

64. Ilepeanpecaliys MOPTOB MPU CETEBOM B3aUMOJICHCTBUM.

65. Yposuu mozenu ISO/OSI.

66. Knaccuduxarms YAAICHHBIX aTak Ha pacIpe/IeJICHHbIE
BBIYHCIINTEIbHBIE CHCTEMBI.

67. Ananus cereBoro Tpaduka.

68. CrocoObl aTaku THMA aHAJIU3 CETEBOT0 Tpaduka.

69. IlonMeHa JOBEpEHHOIro 00BEKTA UM CYObEKTa paclpeeICHHON CETH.

70. BHenpenue B paclnpeieeHHYH CeTh JIOKHOTO OOBEeKTa IyTeM
HaBSI3bIBAHUS JIO)KHOTO MapIIpyTa.

71. Araka tuna «Jloxueiii ARP-cepep». Cuenapuii peanuzaiuu.

72. Peanuzauus ataku Tuna JoxHbld  DNS-cepBep. Cuenapuii  1:
3JIOyMBIIUIEHHUK B OJHOM cermMeHTe cetu ¢ DNS-cepBepoM, HO B pa3HbIX
CEerMEHTax C arakyeMbiM oObekTOM. CueHapuil 2: 3JO0YMBIIUICHHUK B OJHOM
CErMEHTE CETH C aTaKyeMbIM XOCTOM, HO B pa3HbIX cerMeHTax ¢ DNS-cepsepom.
[Topm DNS-3anpocos.

73. HaBsA3pIBaHUE XOCTY JIOKHOI'O MapLIpPyTa C UCIOJIb30BAHUEM ITPOTOKOJIA
ICMP ¢ uenbto co3aanus JIO)KHOTO MapIIpyTHA3aTOpa.

74. TlpuHuun noAMeHbl oAHOTO M3 cyObekToB TCP-coenuHenuss B ceTH
Internet.

75. IDS-cucremsl.

76. Tpu OCHOBHBIX TIOAXOJa K OOHAPYKCHHIO aTrak C TOMOIIBIO
IDS-cucrem.

77. HepgocTtaTku COBPEMEHHBIX CUCTEM OOHAPYKEHHUS.



78. XoctoBas u cereBas IDS. Xapakrepuctuku.

79. Ataku Ha IDS (Fragmentation Reassembly Timeoutattacks, TTL
Basedattacks, OverlappingFragments).

80. CurHatypssie u noBeaeHueckue IDS.

81. PacmpenenéHubie cUCTEMbI 0OHAPYKEHUS BTOPKEHUH.

82. Cucremsl IPEIOTBPAICHUS] BTOPKEHHUIA.

83. OmnpenesieHUE HOBBIX METOJIOB CETEBBIX BTOPKCHUH.

84. BapuaHThl peakiuii Ha 00HAPYKEHHYIO aTaky ¢ momoiibio IDS.

85. BeisiBiieHWe  370yMmOTpeOJIeHWM  Mpu  aHalIW3€  CETEBbIX  aTak.
DBpPUCTUYECKHI aHAU3.

86. CocTaB U CTPYKTypa anmapaTHON pean3aiy CUCTEMbI 00HAPYKCHHS
BTOPKCHHM.

87. IlpectyrieHus, coOBepilIaeMbIe ¢ UCIIOJIb30BaHUEM OAaHKOBCKUX KapT.

88. Krnaccudukarus 6aHKOBCKUX KapT.

89. Vsa3BuMocTn MexaHu3Ma (YHKIMOHUPOBaHHUA OaHKOBCKHX KapT B
MIPUBS3KE K MPOIIECCUHTOBOMY IIEHTPY, OaHKaM dYMUTEHTA U dKBanpepa.

90. Anaim3  coctostHMM  MH(POpPMAIMOHHON  0e30macHOCTH B pabote
MPOLIECCUHTOBOTO LIEHTPA.

91. JIMYHOCTH KOMIBIOTEPHOTO MPECTYITHUKA.

92. JlBa moaxona K ONpeAesICHUIO JUYHOCTH IPECTYITHHUKA.

93. PackpeiTHE U pacciae0BaHUE KOMIIBIOTEPHBIX MPECTYIIIEHUI.

TunoBble  CIEACTBEHHBIE  CHUTyallUM  TNEPBOHAYAJIBHOIO  JTamna M|
CJIeICTBEHHbIE JIEUCTBUS B 00JIACTH PACKPBITHS KOMIIBIOTEPHBIX MPECTYTICHUN.

7.2.6. MeToauka  BBICTABJIEHHUS  OLEHKH TPH  TPOBeACHUU
NMPOMEKYTOUYHOM aTTeCTAUU

DK3ameH npo8ooUmMcs no mecm-ouiemam, Kaxrcowlil U3 KOMOPbIX COOEPIHCUM
10 eonpocos u 3adauy. Kaogicowiii npasunivHulli omeem HA BONPOC 6 mecme
oyenusaemcs 1 o6annom, 3aoawa oyenusaemcs 6 10 6annog (5 b6annos eepHoe
peuieHue u 5 6annos sa eepuwviti omeem). MaxcumanvHoe KoIu4ecmeo HabpPaHHbIX
oannos — 20.

1. Oyenxa «HeyoognemgopumenbHoy CmMasumcs 6 ciyyae, eciu cmyoeHm
Habpan menee 6 6a08.

2. Oyenka «YooenemeopumenvHoy cmagumcs 6 ciyuae, eciu CmyOeHm
Habpan om 6 do 10 bannos

3. Oyenxa «Xopouto» cmasumcs 6 ciyyae, ecau cmyoenm Haopan om 11 0o
15 6annos.

4. Oyenxa «Omauuno» cmasumcs, eciu cmyoeum naodbpar om 16 oo 20
6annos.)

7.2.7 IlacniopT OlIEHOYHBIX MATEPHAJIOB

Kon
KonTponmpyemsie pa3aeisl (TEMBI) . HaumenoBanwue
No /it KOHTPOJIUPYEeMOn
JUCLUTUTHHBI OLICHOYHOTI'O CPe/ICTBA
KOMIICTEHITHH
1 OCHOBBI KOMITBIOTEPHBIX I1K-9.1 Tecr, 3amura
MpeCTYyIUICHUI nmabopaTopHbIX pabdoT,
cJa4a KypCoBBIX padoT
2 PaccrnenoBanve KOMIbIOTEPHBIX T1K-9.1 Tecr, 3amura




MPECTYIUICHUH 1ab0paTOPHBIX padoT,
caada KypcoBBIX padoT

3 [IpotuBoaeiictBue kommnpioTepasiM  |[1K-9.1 Tecrt, 3ammra
MPECTYIICHUSM, OCYIIECTBISIEMBIM C ab0paTOPHBIX padoT,
UCIIOJIb30BaHUEM BPEIOHOCHOTO c/aya KypcoBBIX paboT
MIPOTrPaMMHOTO 00eCTIeUeHUS

4 [IpotuBoaeiictBue kommnpioTepasiM  |[1K-9.1 Tecrt, 3ammra
MIPECTYIUICHUSM, PeaTU3yEeMbIM BXOJIE 1ab0paTOPHBIX padoT,
MPOBEJICHUS KOMITBIOTEPHBIX CETEBBIX c/aya KypcoBBIX paboT
arak

5 [IpotuBoaeiictBue komnbrorepubiM  |I1K-9.1 Tecrt, 3ammra
MIPECTYIUICHUSM myTéM ab0paTOPHBIX padoT,
peau3an  MOJUTHKU c/aya KypcoBBIX paboT
0€30MacHOCTH

6 [IpenoTBpaiieHre KOMIBIOTEPHBIX I1IK-9.1 Tecrt, 3ammra
MIPECTYTUICHUIB 1ab0paTOPHBIX padoT,
COLMATLHOU | c/aya KypcoBBIX paboT
0aHKOBCKOM chepax

7.3. MerToauyeckue MaTepuajbl, ONpeaesilOlNIMe MPOoLETYPHI
OLICHUBAHUSA 3HAHUI, YMEHHH, HABBIKOB M (MJIN) ONBITA 1eATEJbHOCTH

TectupoBanue ocCymiecTBiIsieTcs, JMOO TPH TMOMOIIM KOMIIBIOTEPHOMN
CHUCTEMbI TECTHpPOBaHHUS, JUOO C HMCHOJIb30BAaHUEM BBIIAHHBIX TECT-33JaHUI Ha
OymaxxHoM Hocutene. Bpems tectupoBanuss 30 MuH. 3aTeM OCYHIECTBISIETCS
IIPOBEpKA TECTa 3K3aMEHATOPOM M BBICTABIISIETCS OLIEHKA COIVIACHO METOJUKH
BBICTABJICHUS OLICHKU ITPU MPOBEJECHUN TPOMEKYTOUHOMN aTTECTALINH.

Pemenne craHmapTHBIX 3alad  OCYLIECTBISECTCA, JIMOO TPU MOMOUIH
KOMIBIOTEPHON CUCTEMbI TECTUPOBAHMSI, TUOO C UCIIOJIb30BAHUEM BBIJAaHHBIX 3a/1a4
Ha OyMakHOM HocuTene. Bpems pemenus 3amay 30 MuH. 3aTeM OCYIIECTBIISECTCS
IIPOBEpKA pEUICHUs 3aJad 3K3aMEHAaTOPOM U BBICTABIISIETCS OLEHKA, COIJIACHO
METOJIMKH BBICTaBJIECHUS OLICHKU IIPU POBEAECHUN IPOMEKYTOUYHOM aTTECTALNH.

Pemenne mnpuKkiIagHbIX 3a7a4  OCYIIECTBISIETCS, JHOO TMpU MOMOIIU
KOMITbIOTEPHOM CUCTEMBI TECTUPOBAHHUS, TMOO C UCIIOJIb30BAHUEM BBIJJTAHHBIX 33]1a4
Ha OyMakHOM HocuTene. Bpems pemenus 3anay 30 MuH. 3aTeM OCYILIECTBIISAETCS
IpOBEpKa pelIeHUs 3a7ad 3K3aMEHAaTOPOM U BBICTABJISIETCS OLIEHKA, COrJIACHO
METO/IMKH BBICTaBJIEHUS OLICHKU TP MPOBEJECHUU IPOMEKYTOUYHOM aTTeCTALNH.

3amnmTa KypcoBoil paboThl, KypCOBOTO MPOEKTA WJIK OTYETA 10 BCEM BUJIaM
INPAKTUK OCYIIECTBIISIETCS COIVIACHO TpeOOBaHUSAM, NPEIbSBISIEMBIM K padoTe,
ONMCAHHBIM B METOJMYECKUX MaTepuanax. [I[puMepHoe BpeMsl 3allUTHl HA OJHOTO
cTyAeHTa cocTaBiisgeT 20 MUH.

8 YYEBHO METOANYECKOE U UHOOPMAIIMOHHOE
OBECHHEYEHUME JUCIUIIJINHBI)
8.1 IlepeueHnb y4eOHOU JUTEPATYPbl, HEOOXOAMMOM [JIs1 OCBOCHUS
TUCIHUTIJIMHBI
1. DnuaeMun B TEIEKOMMYHUKAIIMOHHBIX ceTsax [Tekcr] / mox pen. M. A.
HogBukoBa. - Mocksa : ['opsiuast nunus - Tenexom, 2018. - 282 c. : uin. - (Teopus

ceTeBbIX BOMH. No 1). - bubmuorp.: c. 231-245 (244 naszs.). - ISBN



978-5-9912-0682-2 : 736-00.

2. Atakyemble B3BemeHHbIe cetu [Tekcr] / mox pen. JI. A. Hosukoga. -
Mockga : 'opsiuast munaus - Tenexom, 2018. - 247 c. : ui. - (Teopus ceTeBbIX BOMH.
Ne 2). - bubmuorp.: c. 201-213 (214 na3B.). - ISBN 978-5-9912-0684-6 : 708-00.

3. CoumainbHble ceTu U 1ecTpyKTUBHBIN KOHTEHT [Tekct] / mox pexn. . A.
HosukoBa. - Mocksa : ['opsuas aunus - Tenexkom, 2018. - 274 c. : un. - (Teopus
ceTeBbIX BOMH. No 3). - bubGmuorp.: c. 224-239 (278 nazB.). - ISBN
978-5-9912-0686-0 : 719-00.

4. Meroanueckoe oOeclieueHUe OIEHKU U  PEryJMpOBaHUSl PHUCKOB
pacrpeeneHHbIX THHOPMAIIMOHHBIX cucTeM: Yueb. nocooue / I'. A. OcraneHko [u
ap.]. - Boponex: ®I'BOY BIIO "BopoHeXCKHIl TOCYJapCTBEHHBIN TEXHUYECKUI
yauBepcutet', 2011. - 178 c. - 182-77; 250 3k3.

5. Ocranenko A.I'. MeToaoorust puck-aHajiu3a u MOAEIUPOBaHUS
KUOEPHETUYECKUX  CHUCTEM,  aTaKyeMbIX  BPEJAOHOCHBIM  MPOTPAMMHBIM
obecnieueHueM [ DeKTpoHHBIN pecypc]: Yueb. mocobue / A. I'. Ocranenko, /1. I'.
[TnoraukoB, C. B. Mammn. - DnekTpoH. TekctoBbie, Tpad. man. (112 KO). -
Boponex: PI'bOY BIIO "BopoHexckuii rocy1apCTBEHHBIN TEXHUYECKHAN
yauepcutet", 2012. - 1 daitn. - 30-00.

JlomomHuTEIBHAS TUTEPATYpA:

1. OOGHapyXeHUE CEeTEeBBIX BTOPXKEHUU [DNEeKTpoHHBIA pecypc] : Yueo.
nocobue. - DNEKTPOH. TeKCTOBLIE, rpad. naH. (423 K6 ). - Boponex : ®DI'BOY BIIO
"BopoHexxckuii rocy1apCTBEHHBIN TeXHUYeCcKuil yHuBepcutet”, 2013. - 1 daiin. -
30-00.

2. Monenu oOHapy>KEHHUsI CETEBBIX BTOPKEHHMM [DJIEKTPOHHBIM pecypc] :
VYueb. nocobue. - IIEKTPOH. TEKCTOBBIE, rpad. naH. (652 K6 ). - Boponex : DT'BOY
BIIO "BopoHexXCkHil rocyJapCTBEHHbIM TeXHMYeCckuil yHuBepcutet', 2013. - 1
daiin. - 30-00.

3. Meroandeckue yka3aHus K KypCOBOMY ITPOCKTUPOBAHMIO 110 TUCITUTITHHE
«KommploTepHBIE MPECTYIUICHHUS B PACHpPEICICHHBIX KOMITBIOTEPHBIX CHCTEMaX»
st ctynentoB crnenuanbHocTH 090301 «KommbproTepHas 6€30macHOCTBY OYHOM
dbopmbl 00yuenus [OnekTponHbiii pecypce| / Kad. cucrem undopmarmonHoi
oe3onacHoctu; Coct.: I'. A. Ocramnenko, A. E. Jlemmna. - DIeKTpOH. TEKCTOBEIE,
rpad. naH. (820 K6). - Boponex : ®I'bOY BIIO "Boponexckuii rocy1apcTBEHHBIHI
TexHuueckui yausepcurer", 2015. - 1 daiin. - 00-00.

4. MeTtonnyeckre yKa3aHusi K CaMOCTOSITeNIbHBIM padoTaM MO JUCIHUILIMHE
«KomnploTepHble TPECTYIUIEHUS! B PACHpPEICNIEHHBIX KOMIBIOTEPHBIX CHUCTEMAX)
s crynentoB cnenuanbHocT 090301 «KommbroTepHas 6€30MaCHOCTBY OYHOM
dbopmbl 00yueHust [DnekTpoHHBIM pecypc] / Kad. cucrem uHpopmarmoHHOM
oe3onacnoctu; Cocrt.: I'. A. Ocranenko, A. E. [lemuna. - D1€KTPOH. TEKCTOBBIE,
rpad. nad. (427 K06). - Boponex : ®I'bOY BIIO "BopoHexckuii rocy1apcTBEHHbIN
TexHnueckuit yuusepcutet", 2015. - 1 ¢aiin. - 00-00.

5. Ocranenko, [I'.A. JIOrHKO-IMHIBUCTHYECKHME MOJEIM aTaKk Ha
KOMITBIOTEPHBIEC CUCTEMBI [ DIIEKTPOHHBIHN pecypce] : Yueb. mocobue / moa pen. A. T
OctaneHko. - DJIeKTPOH. TeKCTOBbIC, Tpad. maH. (8452435 Oaiit ). - BopoHex :



['OYBIIO "BopoHexcKkuid rocy1apCTBEHHBIN TeXHUYeCcKkuid yHuBepcutet", 2008. -
1 ¢aiin. - 30-00.

6. Kommbrorepasle mpecTyruieHuss B chepe TOCyJapCTBEHHOTO |
myHunumnangsHoro ynpasienus / B. I'. Kynakos, A. K. Conosses, B. I'. Ko0Gsios;
noA. pea. A. I'. Ocranenko. - Boponex: BU MBJ] Poccuu, 2002. - 116 c. - ISBN
5-88591-002-4: 20.00.

7. Ocranenko, ['.A. KomnsrorepHbie npecTymiieHus [ DJIEKTPOHHBIN pecypc]
: Y4ueb. mocobue. - DeKTpoH. TekcToBbie, rpad. gaH. ( 1,37 M6 ). - Boponex :
OI'bOY BIIO "BOpoHEXKCKHN TOCYIapCTBEHHBIM TEXHUYECKUN YHUBEPCUTET',
2013. - 1 ¢aitn. - 30-00.

8. lypoB  B.Il.  IlporpammHo-anmapaTHas  3ammTa  WH(pOpMaIuu
[DnexTpoHHBIHN pecypc] : yueb. mocodue. - DneKTpoH. naH. (1 daiin :6681088 6ailT).
- Boponex : TOVYBIIO "BopoHEXCKUH TOCYJapCTBEHHBIM TEXHUYECKUI
yauBepcutet"”, 2006. - 1 daiin. - 30-00.

9. MonenupoBanue UWHGOPMALMOHHBIX OMNEpaluii U arak B cdepe
rOCy/IapCTBEHHOTO U MyHHUIIUIAILHOTO yIipaBieHus: Monorpadus / noa pexn. B.W.
Bopucosga. - Boponexx: BU MBJI Poccun, 2004. - 144 c. - 100-00.

10. OnTumaneHelid cMHTE3 U aHANMKU3 3(P(HEKTUBHOCTH KOMIUIEKCOB 3aIUThHI
uHdopmaruu: Monorpadwusi / B. I'. Kymakos [u 1p.]. - Boponex: BI'TY, 2006. - 137
c. - 30-00

11. Ocranenko, I'.A. HeliponHble MOJie M OOHAPYKEHHUSI BTOP)KEHUM U aTak
Ha KOMITBIOTEPHBIE CETH [ DIEKTPOHHBIN pecypc] : yuel. mocobue. - DIEKTPOH. JAaH.
(1 daiin : 2402K6). - Boponex : 'OYBIIO "BopoHeXCKUil TOCYIapCTBEHHBIM
texHuueckuit yausepcuret", 2007. - 1 daitn. - 30-00.

12. lepbakoB, B.b. OOHapyxeHHE BTOpKEHUH HA OCHOBE aHaIW3a
dbparMeHTOB YHUTApHOTO Koja [DNeKTpoHHBIA pecypc] : ydeb. mocobwme. -
OnextpoH. naH. (1 daiin : 1454 KO). - Boponex : TOYBIIO "Boponexckuii
rocyaapcTBeHHbIN TexHnyeckuit yuusepcurer”, 2007. - 1 daiin. - 30-00.

13. TTapxomenko, A.Il. OcHoBHBIE TNpPOOIEMBI M OCOOCHHOCTH 3aIUTHI
uHbopMaluu B OaHKOBCKMX CHCTEMAax: MOJIEIM HapyHIUTeNed [DIeKTPOHHBIHI
pecypc]/ mon pen. I'. C. Ocramnenko. - DIeKTpOH. TEKCTOBbIe, Tpad. naH. ( 1245435
oaiT ). - Boponex : TOYBIIO "BopoHeXCKUil TOCy1apCTBEHHBIN TEXHUYECKUIM
yauBepcutet"”, 2008. - 1 daitn. - 30-00

14. KoMnbploTEpHBIE MPECTYIUIEHUS [ DIEKTPOHHBIN pecypc] : Meroanueckue
yKa3aHUs K BBINOJHEHUIO MPAKTUYECKUX 3aHATUH 1O Yy4eOHOW AUCIUIUIMHE
"KoMmmbloTepHble  MPECTYIUIEHUS B  PACMPEACUTENbHBIX  KOMIBIOTEPHBIX
cuctemax" s ctyneHToB crneruaibHoctu 090301 "KomnsroTepHas 6e30macHOCTS"
ouHoit popMmbl 00yuenus / Kad. cucrem nundopmannonnoii 6e3onacuoctu; Cocr.: I
A. Ocranenko, K. B. CumoHOB. - DnekTpoH. TekcToBbIe, Tpad. gad. ( 3478 Ko6). -
Boponex : ®I'BOY BIIO "BopoHeXCkuil ToCyJapCTBEHHBIM TEXHUYECKUI
yauBepeutet"”, 2012. - 1 ¢aitn. - 00-00.

15. TOCT P UCO/M3BK TO 18044-2007. UndopmanoHHasi TEXHOIOTHSL.
Mertoasl u cpenctBa obecriedeHUs 0€30MacHOCTH. MeEHEHKMEHT HWHITUICHTOB
nH(pOpMaIIMOHHOM 6€3011aCHOCTH

16. TOCT P MCO/M3K 27007-2014. MudopmarnuroHHasi TEXHOJOTHSI.



Mertoabl U cpefcTBa odbecrnedeHus: 6e30nacHOCTH. PykoBoicTBa Mo ayAUTYy CUCTEM
MEHEIKMEHTa HHPOPMAIIMOHHOM 0€30macHOCTH

8.2 Ilepeuyenr MHPOPMANMOHHBIX TEXHOJIOTWil, HCIOJb3yeMBbIX NPHU
OCYIIIeCTBJIEHHMH O00pPa30BaTeJbLHOI0 Mpouecca Mo IMCUMILVINHE, BKJIIOYasi
nepevyeHb  JUIEH3MOHHOI0  NPOrPaMMHOI0  o0ecreveHusi, pPecypcoB
HHGpOPMALMOHHO-TEJIEKOMMYHUKANMOHHOU ceTH « UHTepHeT», COBpeMEeHHBIX
npogeccCHOHAIbHBIX 023 JaHHBIX U HHPOPMAINMOHHBIX CMIPABOYHBIX CHCTEM:

1. http://www.edu.ru — nopran MunmucrepctBa o0pa3oBanus 1 Hayku PD

2. http://www.ict.edu.ru — cucrema denepanpHbIx 00pa3z0BaTENbHBIX
noptayioB «MKT B 06pazoBaHum

3. http://www.openet.ru - Poccuiickuii mopTasl OTKpBITOTO 00pa30BaHUs

4. http://www.mon.gov.ru - MuHUCTEPCTBO 00pa3oBaHUs U HAyKH
Poccuiickon Oenepanunu

5. http://www.fasi.gov.ru - deaepanibHOE areHTCTBO MO HAYKE M MHHOBAITUSM

http://www.consultant.ru/document/cons_doc LAW_ 220885/

6. ®enepanbHblii 3aK0H "O 6€30MaCHOCTH KPUTHYECKOM HH(POPMAITMOHHOMN
uHdpactpyktypsl Poccutickoit ®eneparuu ot 26.07.2017 N 187-03

7. TpynoBoii kogekc P®. I'nasa 14.  https://www.msu.ru/info/is/docs/1/197fz.pdf

8. Yka3 IIpesunenra Poccuiickoit ®enepanuu ot 02.07.2021 1. Ne 400

«O Crpareruu HalmoHaabHOM O6e3omacHocTH Poccutickoit denepanmmy

http://www.consultant.ru/document/cons_doc LAW_ 389271/

9. Caiit banka nannbix yrpo3 6e3omacuoct nHpopmanuu GCTIK Poccun.

https://fstec.ru/

10. Omnepammonnas cucrema Kali Linux, coxepxamas cpeacTsa
JEMOHCTPAIMA KOMIIBIOTEPHBIX aTaK, a TAKXKE CPECTBA KOHTPOJIS 3aMUIIEHHOCTH
MH(OPMAIIMOHHBIX CUCTEM METOJIOM TECTUPOBAaHUS Ha MPOHUKHOBEHUE

https://www.kali.org/

9 MATEPUAJIBHO-TEXHHUYECKAS BA3A, HEOBXOIANUMASA JJIS1
OCYHIECTBJIEHUS OBPA3OBATEJIBHOI'O ITPONECCA

1. KoMmnekT nAelcTBYIOIMX HOPMATUBHBIX JOKYMEHTOB B 00JacTu
KOMITHIOTEPHBIX MPECTYIICHUH U oOecrieueHus: 0e30nmacHOCTH MH(GOPMAIIMOHHBIX
CHCTEM.

2. KoMIbIOTEpHBIN KJIACC U KOMITBIOTEPHBIE TPOTPAMMBI JJISI IEMOHCTPAITHH
KOMIIBIOTEPHBIX CETEBBIX aTaK M MEp 3aIUTHI OT HUX.

[TpoekTop 1 HOYTOYK.

10. METOIUYECKHUE YKA3ZAHUA /11 OBYYAIOIIIUXCA 11O
OCBOEHMIO JUCIUIIJIMHBI (MOY JI51)

ITo JTUCLIUILINHE «KommnbroTepHble IIPECTYIUICHUS B
MH(}OPMALIMOHHO-TEIEKOMMYHHUKAITMOHHBIX CHCTEMAaX U CETAX» YUTAIOTCS JIEKIINH,
MPOBOASTCS 1a00paToOpHbIe PAaOOTHI, BHITOIHSAETCS KYpCOBOM MPOEKT.

OcHOBOM M3ydeHHs JUCLMIUIMHBI SIBISIFOTCS  JIEKIIMM, HAa KOTOPBIX


http://www.edu.ru/
http://www.ict.edu.ru/
http://www.openet.ru/
http://www.mon.gov.ru/
http://www.fasi.gov.ru/
http://www.consultant.ru/document/cons_doc_LAW_220885/
https://www.msu.ru/info/is/docs/1/197fz.pdf
http://www.consultant.ru/document/cons_doc_LAW_389271/
https://fstec.ru/
https://www.kali.org/

u3JaratoTcs Haubosee CyleCTBEHHbIE U TPYAHbIE BOIIPOCHI, & TAKXKE BOIIPOCHI, HE
HaIIeANIe OTPAKEHUS B YICOHOU JTUTEpATYPE.

JlabopaTopHble pabOThl BBIIOJIHAIOTCS Ha JIA0OPATOPHOM 00OPYI0BAHUHU B
COOTBETCTBUU C METOJIMKAMMU, IPUBEJICHHBIMU B YKa3aHUSIX K BBITIOJHEHUIO padoT.

Mertonuka

BBIINTOJIHCHUA KypCOBOI'O IMPOCKTa HU3JI0KCHAa B

y4e0HO-METOINYECKOM MOCcOOUU. BBITOMHATE 3Tamnbl KypCcOBOTO MPOEKTA AOJKHBI
CBOEBPEMEHHO U B YCTAHOBJIEHHBIE CPOKHU.

KoHTponb ycBoeHUs Marepuasa JUCUUIUIMHBI IPOU3BOJUTCS IPOBEPKOM
KypCOBOT'O MPOEKTA, 3aIlIUTON KYpCOBOI'O IPOEKTA.

Bun yueObHbIX
3aHITHU

JleATenbHOCTh CTyAeHTA

Jleknus

Hanucanue koHcIeKTa JEKIUi: KpaTKo, CXEMaTU4HO, IOCJIEI0BATEIbHO
¢ukcupoBaTh  OCHOBHBIE  IIOJIOXKEHHs, BBIBOJBI,  (DOPMYITHPOBKH,
0000111IeHNs; TIOMEYaTh BaKHbIE MBICITH, BBIACIATH KIIOYEBBIC CIIOBA,
TepMuHBI. [IpoBepka TEpMHHOB, MOHATHI C MOMOIIBIO SHIIUKIIONEINM,
CJIOBapeil, CHPABOYHUKOB C BBIIMCBIBAHMEM TOJIKOBAHUNH B TETPalb.
O6o3HaueHue BOIPOCOB, TEPMHHOB, MaTepuayia, KOTOPbIE BBI3BIBAIOT
TPYIHOCTH, IIOMCK OTBETOB B pPEKOMEHIyeMou Jwureparype. Eciam
CaMOCTOSITENIbHO HE ynaeTcss pa3o0paTbcs B MaTepuase, HeoOXO0IuMO
chopMyIMpOBaTh BONPOC M 33/aTh MPENOJaBaTeII0 Ha JIGKIMHA WM Ha
IIPAKTUYECKOM 3aHATHH.

JlabopartopHas
pabota

JlaGopaTopHble pabOThI TO3BOJISIOT HAYYUTHCS IPUMEHSATh TEOPETHUECKHUE
3HaHUSI, IOJTYYCHHBIC HA JICKIIUU NP PEIICHHH KOHKPETHBIX 3a1a4. YTOOBI
HaI/I6OJIee pallMOHAJIbBHO W TIOJIHO HCIOJIB30BaTh BCC BO3MOXHOCTH
71a00paTOPHBIX I MMOATOTOBKA K HUM HEOOXOAMMO: CIEAyeT pa3oldpaTh
JICKITUIO TI0 COOTBETCTBYIOIICH TeMe, 03HAKOMHUTCS C COOTBETCTBYIOIIUM
pasgenoM y4yeOHWKA, MPOpadoTaTh IOMOJHHUTEIBHYIO IUTEpaTypy u
WCTOYHUKH, PEIIUTH 3a/1a41 U BBITIOJHHUTH IPYTHe MMChMEHHBIC 3a/IaHHS.

CaMocTosTeabpHas
pabota

CamocrosiTenpHas paboTa CTYJIEHTOB CITIOCOOCTBYET IITyOOKOMY YCBOCHHSI
y4eOHOTO Marepuansa W  Pa3BUTHUIO HABBIKOB  CamMOOOpPa30BaHMUSL.
CamocTosTenbHas paboTa NpeanoaraeT clieylolIue COCTaBIsIOIUE:

- paboTta ¢ TeKCTaMu: y4eOHHKaMH, CIIPaBOYHMKAMH, JTOTIOJHUTEILHON
JUTEPATYPOH, a TAK)KE MPOPadOTKa KOHCIIEKTOB JICKITU;

- BBITIOJIHEHUE JIOMAIIHUX 33JaHUI U PACUETOB;

- paboTa HaJl TeMaMH ISl CAMOCTOSITEIbHOTO U3YyUEHMS,;

- yuacTHe B paboTe CTyJJeHUECKUX HAyYHbIX KOH(PEPEHIINH, OMUMITHAT;

- IOJIFOTOBKA K MMPOMEXYTOYHOH aTTeCTalluu.

ITonroroBka k
MPOMEXYTOYHOM
aTTecTalun

I'oToBUTBCS K IPOMEXYTOUHOM aTTECTALlUU CIEAYET CUCTEMAaTHUUYECKHU, B
TE€YEeHHE BCero cemectpa. VIHTeHCHBHAsS MMOATOTOBKA JIOJKHA HAYaThCs HE
MIO3/IHEE, YEM 3a MECSALI-IIOJITOPA 0 IPOMEKYTOUYHOU aTTecTaluuu. /J[aHHbie
mepea 3a4eTOM C OILICHKOM, dK3aMeHOM Tpu JHS 3((EeKTHBHEE BCEro
MCIIOJIb30BATh JJIsl IOBTOPEHHUS U CUCTEMAaTH3allui MaTepHraa.




JIMCT PETUCTPALIMM U3MEHEHUN

IlepeueHb BHOCUMBIX U3MEHECHUH

JlaTa BHECEHMS
W3MEHEHUM

IHonmuce
3aBEAYIOIIETO
Kadeapon,
OTBETCTBECHHOM 3a
peanuzaruio OITOIT
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