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1. HEJIA 4 3AJJAYU JTUCHUTTJINHBI

1.1. Hean aucuMninHbI

Ilenpro wW3y4YeHUS IUCIUIUIMHBI SBISETCS NPUOOPETEHHUE CTyJICHTaMU
TEOPETUUCCKHUX 3HAHUHI U MPAKTUICCKUX HABBIKOB B 00JIACTH 3aIIUTHI HH(OOPMAIIUH
1 MHOOPMAIIMOHHOW O€30IMaCHOCTH; O3HAKOMIICHHE CTYJSHTOB C COBPEMEHHBIMU
CUCTeMaMH HH(POPMAIMOHHON 0€30IMacHOCTH, TEXHOJIOTHYCCKHMHU IpHEeMaMHu
3aIUTEI uHdopmaIuy; BO3MOKHOCTSIMU HCIIOJIb30BaHU CpEeICTB
nH(popMaIMoHHOM 6€301acHOCTH IPH paboTe ¢ UH(POPMAITMOHHBIMHU PECYPCaMH.

1.2. 3axaun ocBOeHNSA TUCIUILITHHBI

U3y4YEeHUE TEOPETUUECKUX OCHOB, METOJ/I0B u CpEICTB
OpraHu3aIMOHHO-TIPABOBOIO u TEXHHUYECKOTO obecrieueHus 3aIUTHI
KOH(pHUISHIIUATIBHOU MH(POPMAITUU U TTEPCOHATIBHBIX JaHHBIX;

- TMOJly4eHHWE 3HAHUNW W HABBIKOB B OOJACTH OICHKH 3alllMIICHHOCTH
HH(pOPMAIIMK B aBTOMAaTU3UPOBAHHBIX CUCTEMAX;

OCBOCHHUE W MCIIOJIb30BAHUE B MPAKTUYECCKOW ACATEIBHOCTA TEXHOJIOTHM
HH(GOPMAIIMOHHON 0€30MaCHOCTH Ha OCHOBE IPHUMEHEHHMS CIICIUaTIN3UPOBAHHBIX
armapaTHBIX M IPOTPAMMHBIX CPEJICTB.

2. MECTO JUCHUIIJINHBI B CTPYKTYPE OIIOII
Huciumnvnaa «MHpopManrioHHas 0€30MacHOCTh M 3alluTa WH(QOpMaLUm»
OTHOCHTCS K TUCHUIUIMHAM 4acTH, popMHUpyeMOl yuacTHUKaMU 00pa30BaTeNIbHbIX
OTHOUIEHUH (IMCUHUILTMHA IO BBIOOPY) Osoka b1 yueGHoro miaHa.

3. HEPEYEHbD IINTAHUPYEMBIX PE3YJBbBTATOB OBYYEHUA 11O
JANCIHUIIJINHE

[Ipouecc wusydyeHus: aucuuiauHbel «MHpopManroHHas 0€30MacHOCTh U
3a1uTa HHpOpMaIMmy HampaBiieH Ha ((OPMUPOBAHKE CIAEAYIOIIMX KOMIIETEHIIUN:

[TK-2 - Cioco0OeH BBIMOIHATH MPOSKTUPOBAHNE HH(POPMAIIMOHHBIX CUCTEM U
PECYPCOB ISl pa3IMYHBIX MPUKIAAHBIX 00JIacTeit

[IK-6 - CrmocoOeH MpOoBOAWTH aHANIHM3 KadecTBa KOJAa W TECTHUPOBAHUE B
npoiiecce pa3paboTku HHGHOPMAIIMOHHBIX CUCTEM

Pe3yabTarhl 00yueHHsl, XapaKTepHU3yOIne

Komnerenuus
copMHUPOBAHHOCTH KOMIIETEHIIMH

[1K-2 3HaTh. CYIIHOCTb U  TOHATHE  HH(OPMALMOHHOU
0€e30IaCHOCTH,  XapaKTePUCTUKY €€  COCTABIISIIOLINX;
HMCTOYHUKH yTPO3 HHPOPMAITMOHHOMN 0€30IMaCHOCTH U MEPBI
110 WX MPEAOTBPAIICHUIO.

YMeTh: MOJB30BaThCsSl CPEICTBAMM 3aIIUTH MH(GOPMAIHH
npu IKCILTyaTaIiu BBIYHUCIIUTEIILHOM TEXHHKH,
nepudepuitHpIX W MOOWIBHBIX  yCTPOMCTB, JPYTHX
TEXHUYECKUX CPEJCTB MH(MOPMATH3AIINH.

BJ'IaI[eTBI COBPCMCHHBIMHU cpeacTBaMu u METOObI
IMOCTPOCHHUA KOMIIJICKCHBIX CUCTEM oOecrneueHus
HH(bOpM&HPIOHHOfI 0C30IacHOCTH B ABTOMATU3HNPOBAHHBIX




CHUCTCMAX

[1K-6 3HaTh: YKU3HEHHBIE UKJIbI KOH(UICHIINATTEHOMN
uHboOpMallMi B TIpolecce ee Cco3daHus, 0O0paboTKH,
nepeavun; METOIbI OleHKH () (HEKTHBHOCTH TPUMEHSIEMBIX
IpOrpaMMHO-aIMapaTHBIX Cpe/ICTB o0ecrnieueHus
nH(OpMaIIMOHHOM 0€30IaCHOCTH

YMeThb: UCMOJIb30BaTh CPEJCTBA 3alIUThl MHGOPMAIIUU OT
HECAaHKIIMOHUPOBAHHOT'O ChEMA U YTEUKHU IO TEXHUYECKUM
KaHajaM; UCII0JIb30BaTh CPEJICTBA OXPAaHbI U 0€30MaCHOCTH,
WHXEHEPHOU 3aIUThl U TEXHUYECKOW OXpaHBl OOBEKTOB,
CHUCTEM BUJCOHAOJIIOJCHUS.

BJ'I&I[GTB: COBPCMCHHBIMHU CPCACTBAMU U MCTOAbI
IIOCTPOCHHUA KOMIIJICKCHBIX CHCTCM obecrnieueHMs
HH(bOpMaHI/IOHHOﬁ 0€301IaCHOCTH B ABTOMATHU3HWPOBAHHBIX
CHCTCMaAxX

4. OB BEM JUCIUITJINHBI
OOmmast TpyJ0eMKOCTh AUCIUILIMHBI «MHbOopMammonHas 0€3011acHOCTh U
3ammTa HHGOOPMAIIUH» COCTABIICT 3 3.€.
Pacrnipenenenue Tpy10€MKOCTH JUCHHUILIMHEI 110 BUAAM 3aHITHI
ouHas popma o0ydyeHust

. Bcero | CemecTpbl

Bunpl yue6HOM paboThI HACOB 7
AyIUTOpHBbIE 3aHATHSA (BCEro) o4 o4
B Tom uncre:
Jlexknnn 18 18
JlabopaTtopusbie pabotsl (JIP) 36 36
CamocrosiTesibHas padoTa 54 o4
Bubl npoMeKyTOYHOM aTTeCTallUM - 3a4€T + +
OO6mmast TPy 10€MKOCTb:
aKaJIEMUYECKHE Yachl 108 108
3a4.ejl. 3 3

5. COAEP KAHUE JUCHUIIVIMHBI MOA4YJISA)
5.1 Copaep:xkanue pa3aesioB JUCHUIVIMHBI M paclpeejieHHe
TPYAOEMKOCTH 110 BUAAM 3aHATHH
ouHasi gopma o0yueHust

e HanmeHoBaHME TEMBI Conepxanue paszena Jlexiy Ja6. CPC Beero,
/1 3aH. Jac
1 | OcHoBsl nHpOpManmonHol |[TonsTre uH(popMaMOHHON 0e30macHOCTH.
0e30I1aCHOCTH OCHOBHBIC KOHIIENTYaJbHBIC IMOJOXEHUS CHCTEMBI
3anuThl HHPOPMAUH. YTPO3bl KOHOUACHIIHAIEHON
uHpopmamu. JleiicTBys, MPUBOASIINE K 5 6 8 18

HEMPaBOMEPHOMY OBJIQJICHUIO KOH(UACHIIHAIEHON
uHpopMaiueir. Mozenb CUCTEeMBbI 0€30MacHOCTH.
Yrpo3sl KOH(HUICHIIHATBHOM uH(pOpMaLUH.
Kiaccuduxamus yrpos.

2 | HampaBnenus obecnicuennst |Hanpasnenuss  oOecniedeHuss — MHPOPMAHOHHOM 4 6 8 18




HHPOPMAIIMOHHOM 0e30MacHOCTH. OpraHu3anoHHas 3alUTa.

GesonacHocTH IIpaBoBsle OCHOBEI MH()OPMAIIMOHHOM
Oe3omacHOCTU. MH)XeHEpHO-TeXHUYECKas 3alluTa.
dusnyeckue CpeacTBa  3alMThl  ANMapaTHbIC
cpecTBa 3aIuThl IIporpaMMHBIE CpeAcTBa 3alUThL.
OCHOBHBIE HaInpaBJICHUA HCIIOJIb30BAHUS
MIPOrpaMMHOM 3aIUTHI HHPOPMALIUH.

3 |Kpunrorpaduueckue metoanl |Kpunrorpadbudeckne cpencrsa 3ammrel.  OOrmias

U CPEICTBA 3aIUTHI TeXHONOrus mudpoBanus. Meroas! mwHdPOBaHUS C
uHbopMaIu 3aKPBITHIM KITFOUOM. AJTOpUTMBI mudposanus DES,
AES. Kpunrorpaduueckue xeur-(pyHKIUH.
Kpunrorpagudeckne anroputMbl € OTKPBITHIM 4 6 8 18
KIIOYOM H HX HCIOJNB30BaHHE. JIEKTPOHHAS
mdposas HOJMUCH. Iudposanwe,
MOMEXOYCTOWYHBOE  KONMPOBaHHE M  CXKATHE
uHOpMaLUU
4 |Crangaptel u cienuukanyy |Ctangaptel  u crnequdukanguu B 00JacTH
B o0JlacTi HHPOPMAITHOHHOH 0e30IacHOCTH. Cranmapt
UHGOPMAILIMOHHON «Kputeprn OLEHKH [OBEPEHHBIX KOMIBIOTEPHBIX
6e3omacHOCTH cucrem». Mexanuambl  Ge3omacHocTH.  Kiaccst
6esonacHocTH. MHpOpMaioHHas 0e30MacHOCTh 2 6 10 18

pacnpeneneHHbix cucreMm. Pexomenmanuu X.800.
CereBble  cepBuChl  OezomacHocTH.  CraHmapT
ISO/IEC  «Kpurepuu  OLEHKH  0€30IaCHOCTH
HH()OPMAIMOHHBIX TEXHOIOTHII.

5 3ammra uHbopMauu OT |OCHOBHBIC TOHATHS B 00JIACTH TEXHHYESCKOI 3aIUTHI
YTCUKH MO TEXHHYECKUM  |uH(popManmu. 3ammra HHPOPMAIMKA OT YTCUKH IO
KaHaJlaM TEXHUYECKUM KaHamaMm. CTpyKTypa KaHajga yTEYKH
uHpopMmarun. Kraccudukanus KaHAIOB —YTEYKH
HH(pOpMAaIUH. ATtrecTanus 00BEKTOB
HH(OPMATH3AIMH 110 TPEOOBAHHUSIM OE30ITACHOCTH.

6 Wnpopmannonnas WndopmaronHas: 6e30MacHOCTh B KOMITBIOTEPHBIX

GesonacHoCTH B ceTsx. Pacnpenenenne ¢yHkumii 6e30macHOCTH 1O
KOMIIBIOTEPHBIX CCTAX ypoBHsM Mojaenu. Kiaccudukanms —ynajgeHHBIX
yrpo3 B  BBIYHCIUTENBHBIX  CETSAX. THIIOBBIC
yIaJeHHble  aTakl W HMX  XapaKTepPHCTHUKU
KommsrorepHsie BHPYCBHI KaK yrposa 2 6 10 18
nHpOpMaoHHOH Oe3omacHocTH. Kiaccndukanms
KOMITBIOTEPHBIX BUPYCOB. AHTHBHpPYCHBIC
nporpaMMbl. OcoOEHHOCTH (PYHKIMOHUPOBAHUS WU

KITacCU(PHUKALUSL

Hroro 18 36 54 108

5.2 llepeueHnb 1a00paTOPHBIX padoT

1. AntuBupycHas 3amurta uHbopManuu. Pabota ¢ aHTHBUPYCHBIMU
MaKeTaMH.

2. Tlorounsie mmdpel. MonenupoBanre padoThl 8-mu (16-TH) pa3psiAHOTO
cKpemOiepa

3. Ilporpammuas peanu3anusi KOMOMHMPOBAHHBIX KpPUITOrpaQUUECKUX
aJITOPUTMOB

4. IlporpamMmMmupoBaHue apupMEeTUIECKUX AIITOPUTMOB

5. [IporpammupoBaHie aITOPUTMOB KPUIITOCUCTEM C OTKPBITHIM KIIFOUOM.

6. Anroput™ mudpanuu 1BoiHbIM kBajaparom. [ludp Enigma.

7. Anroputmsel mudpoBanus DES u TTOCT 28147-89.

8. Anroputm mmdpoBanus RSA

9. Anroputm mudpoanus b ['amans. 3a7auu 1 aITOPUTMBI SJIEKTPOHHON
MOJIHCH.




6. MIPUMEPHAS TEMATUKA KYPCOBBIX IPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT
B coorBerctBUM ¢ y4YeOHBIM IUITAHOM OCBOCHHE JHUCIMIUIMHBI HE
MpeayCMaTPUBAET BBIMOJHEHHE KYyPCOBOTO MpoeKTa (paboThl) MM KOHTPOJBHOM
paboTHI.

7. OUEHOYHBIE MATEPHUAJIbBI U151 TIPOBEJIEHUS
MMPOMEXYTOUYHOM ATTECTAIIMY OBYYAIOIIIUXCSI IO
JAUCHUIIJIMHE
7.1. Onucanue mokaszareJieili 1 KpUTepueB OLEHUBAHUS KOMIIETEHIUMH

HA pPa3IHYHBIX dTanax uX ()OPMUPOBAHUS, ONUCAHHE KA OLlEHUBAHUSA
7.1.1 Tan Tekylmero KOHTPOJIA
Pe3ynbrarhl TEeKyIIero KOHTPOJISI 3HAHUNW U MEXKCECCMOHHOW aTTeCTalluu

OLIEHUBAIOTCS T10 CIEAYIOIIEH CHCTEME:
«aTTEeCTOBaHY;
«HE aTTeCTOBAH.

K PesyabTaThl 00y4yeHnus, K

oMIie- XapaKTepusywinue HUTECPUH

TeHuwust c(bgpM"p':mayﬂﬂl:m ougﬂnnsﬂnn ATTecTOBaH He arrecroBan

KOMIICTCHIIUU

[K-2 3HaTh: CyumHocTh  u|BrimonmHenue, moxarotoska| Bemmonnenue pabor B| HebimonneHue
MIOHATHE oTyera u 3aluTa CpOK, paboT B CPOK,
nHpopManoOHHOH 71a00paTOPHBIX paboT, ONPOC| MPEeTyCMOTPEHHBIN B |TIPEAyCMOTPEHHBIH B
0e3ormacHoCTH, 10 TeMaM CaMOCTOSTEIBHOTO [ pabo4MX Mporpammax pabounx
XapaKTEePUCTUKY ee|usydyenns IIporpamMmax
COCTaBIIAIOLINX;
HUCTOYHHKH yrpos
WHPOPMATMOHHOM
0€3011acCHOCTH U MEpBHI 110
UX OPEeJOTBPALICHHUIO.
YMmers: M0JIb30BaThCs | BoimonHenne,  moaroroska| Bemosinenue pabor 8|  HesbimonHeHnue
CpeacTBaMu 3alUTHI [0TYETa u 3ammra CPOK, paboT B CPOK,
nHpopmanuu pu |1abopaTopHBIX PaboT, ONMpoC| MPEeAyCMOTPEHHBIH B |IPeTyCMOTPEHHBIN B
3KCIULyaTauuu 10 TeMaM CaMOCTOSITEIBHOTO [ pabo4MX Mporpammax pabounx
BBIUHCIIUTENEHON H3y4YeHHS porpamMMax
TEeXHUKH, NepudepuitHbIX
1 MOOMIIBHBIX YCTPOMCTB,
JApyTUX TEXHUYECKUX
CpeacTB
nHdopmarnzanmu.
Brnaners: coBpemenHbIMU BbinmonHenne, mnoaroroBka| Bemonnenune pabor B|  HeBbimonHeHue
CpPEeICTBAMU M METOJbI|0TYETa u 3amura CpPOK, pabor B cpoK,
IIOCTPOCHHUS 71ab0paTOpHBIX PaboT, ONpOC| MPEeayCMOTPEHHBIH B |TIPEIyCMOTPEHHBIH B
KOMILIEKCHBIX CHCTEM |TI0 TEMaM CaMOCTOSITEIBHOTO [ pabounx mporpaMmax pabounx
obecrieueHus U3yUYEeHHUS IIporpamMmax
nHGOPMATMOHHOM
0e30macHOCTH B
ABTOMAaTH3MPOBAHHBIX
CHUCTEMAX

TIK-6 3HaTh: )KU3HEHHbBIE IUKIII | BBIMTOTHEHNE, TOATOTOBKA Beimonuenue paboT B Hesrinonnenue
KOH(HICHIINATBHOMI OTYeTa U 3aluTa CpOK, paboT B CPOK,
nHpOPMaIUU B IIpoIiecce |1abopaTopHBIX padoT, ONPOC | IPETyCMOTPEHHBIHN B |IPEeIyCMOTPEHHBIH B
ee co3gaHus, o0paboOTKH,[T0 TeMaM caMOCTOATENFHOTO | paboYuX mporpaMmMax pabounx
nepeaay; METO/IbI | 3ydeHus IporpamMmax
oueHkn sddexTuBHOCTH
IIPUMEHSIEMBIX
IIPOrpaMMHO-aNNapaTHbIX




CpeJCTB obecriedeHMst
nH}popMaMOHHOH
0€3011acHOCTH

YMeTh: UCTIONB30BaTh
CPEIICTBA 3aIHUTHI
nHdopmanum ot
HECAHKIIMOHUPOBAHHOTO
CheMa U YTCUKH 110
TEXHUYCCKUM KaHaJlaMm;
HCTIOB30BaTh CPEICTBA
OXpaHbl U 6€30MTaCHOCTH,
WH>XEHEPHOH 3aIllUThI U
TEXHUYECKOU OXPaHbI
00BEKTOB, CUCTEM
BUIICOHAOIIOAECHHS.

BeinonHeHue, MOAroTOBKa
OTYeTa M 3alIUTa
71ab0paTOpHBIX PaboT, OMPoC
[0 TeMaM CaMOCTOSTEIBHOTO
U3YUCHHUS

Beimonaenue padot B
CPOK,
IIPE1yCMOTPEHHBIN B
pabouux mporpamMmax

Hesrinonnenue
pabor B cpok,
IIPEyCMOTPEHHBIH B
pabounx
IporpamMmax

Brnanets: coBpeMeHHBIMHU
CPEACTBAMH H  METOJIbI
MOCTPOEHHS
KOMIIJICKCHBIX
oOecreyeHus
nHpopMannoHHOH
0e30macHOCTU B
ABTOMATH3UPOBAHHBIX
cucTeMax

CHCTEM

BeinonHeHue, MoAroToBKa
OT4YeTa U 3aIIUTa
71ab0paTOPHBIX PaboT, OMPOC
M0 TEMaM CaMOCTOSITEIILHOTO
H3y4YeHUs

BrimonHenue padboT B
CPOK,
IIPEelyCMOTPEHHBIN B
pabouux mporpamMmax

Hesbimonnenue
paboT B CPOK,
IIPelyCMOTPEHHBIN B
pabounx
mporpaMmmax

7.1.2 JTan npoMeKyTO4YHOr0 KOHTPOJIS 3HAHU
Pe3ynbTaThl MpOMEXYTOUHOTO KOHTPOJISl 3HAHUM OLIEHUBAIOTCA B / CEMECTpE
JUIsL OYHOM (pOpMBI 00yUEeHHMSI 110 IBYXOaJUIbHOM CHCTEME:
«3a4TEHO»
«HE 3a4TCHO»

Komme-
TEeHI U

PesyabTaThl 00y4eHus,
XapaKTepH3yoLue
cOpMHPOBAHHOCTH
KOMIIeTeHIHH

Kpurtepun
OLIeHUBAHUS

3auTeno

He 3auteno

[K-2

3Hatb:
TIOHATHE
HHPOPMAITMOHHOM
0e30I1acHOCTH,
XapaKTePUCTUKY
COCTAaBJISFOLINX;
HCTOYHHUKH
nHpopMaMOHHOH
0€30I11aCHOCTH U MEpBHI T10
UX TMPeIOTBPAIIEHHUIO.

CyIIHOCTb nu

€c

yrpo3

Tect

Brimonnenue Tecta Ha
70-100%

Bermonnenne Menee
70%

VYmeTs: TOJIb30BATHCS
cpencTBaMu 3aIUTHI
nHpOpPMaINH pu
SKCILUTyaTaluu
BBIYUCITUTEILHON
TEXHUKH, TepUPEPUIHBIX
U MOOHJIBHBIX YCTPOWCTB,

JApyTuX TEXHUYECKHUX
CpencTB
nHpOPMATH3AINH.

Pewenue crangapTHbIX
MPAaKTUYECKHX 3a/1ad

[IponemoncTpupoBa H
BEPHBIN XOJ pELICHUS
B OOJBITMHCTBE 3a/1a4

3amaun He PeIeHB

Branets: cOBpeMEHHBIMHU
Cpe}ICTBaMI/I u METOAbI
MTOCTPOCHHUSI
KOMIUIEKCHBIX
obecneueHus
nH()OPMAITMOHHOM
0e30I1aCHOCTH B

CUCTEM

Pemenne npuxnagHeix 3aaa4
B KOHKPETHOU IIPEIMETHON
obnactu

IIponemoncTpHUpOBa H
BEPHBIN XOJ| pELICHMUS
B OOJBITMHCTBE 3a/1a4

3&[[&‘{1/1 HE pCUICHBI




ABTOMAaTU3UPOBAHHBIX
CHCTCMaX

[1K-6

3HaTh: )KU3HEHHBIC IIUKJIIBI
KOH(UICHIIMATBHOM
nHdopmanuu B mporecce
ee cosnaHus, o0paboTKH,
nepeaaym; METO/IBI
oueHkn 3ddexTuBHOCTH
MIPUMEHSICMBIX
MPOrpaMMHO-aMNaPaTHBIX
CpeJICTB o0ecrieueHus
HH(HOPMAITMOHHOM
6e30macHOCTH

Tect

BrimonHeHne Tecta Ha
70-100%

BrimoniHeHHE MeHEE
70%

VYMeTh: HCITOJIB30BaTh
CpeJIcTBa 3alTUTHI
nH(OPMAIIUN OT

Pemienne cranmapTHbIX
MPaKTHIECKUX 3a/1ad

[IponemoncTpupoBa H
BEPHBIN XOJI PEIICHUS
B OOJIBITMHCTBE 3a/1a4

3amaun He pelIeHb

HECaHKIIMOHUPOBAHHOTO
CheMa M YTEUKH 10
TEXHUYCCKUM KaHaJlaM;
HCIIOJIb30BaTh CPEJICTBA
oXpaHbl U 6€30MaCHOCTH,
WH)KEHEPHOM 3alllUThl U
TEXHUYCCKON OXPaHbI
00BEKTOB, CUCTEM
BHICOHAOIIOICHUS.

Bnaners: coBpeMeHHBIMH |PelieHre npukiIaansx 3amad | [IpogeMoHCTpUpoBa H
CPEICTBAMH M  METOIBI |B KOHKPETHOM MIPEAMETHOM | BEPHBIN X0/ pEIICHHUS
ITOCTPOCHHMSI o0Jactu B OOJIBILIMHCTBE 33134
KOMILUIEKCHBIX
obecnieueHus
nHpopMaMOHHOH
0e30macHOCTH B
ABTOMATH3HPOBAHHBIX
cHcTeEMax

3az[alm HC PCIICHBI

CHCTEM

7.2 IlpumepHblii mnepedYeHb OLEHOYHBLIX CpeACTB (THMOBBIE
KOHTPOJIbHBbIE 32JaHUSlI MJIM MHbIE MaTepHaJibl, HEOOXOAUMBbIE /ISl OLEHKHU
3HAHUI, YME€HHUI, HABBIKOB U (MJIH) ONbITA 1€ATEJILHOCTH)

7.2.1 TlpumepHbIii NepeyeHb 3aJaHMI 1JIs1 NOATOTOBKH K TECTHPOBAHUIO

1. AyrteHTudukanMs Ha OCHOBE MapoJid, MEPEeAaHHOro IO CETU B
3arM(pOBaHHOM BHJIE€ U CHAOXKEHHOTO OTKPBHITOM BPEMEHHOM METKOM, IJI0Xa,
MOTOMY 4TO HE 00€CIEYUBAET 3aIlUTHI OT:

nepexsaTa
BOCIIPOU3BEAEeHHUS
aTakK Ha JI0CTYITHOCTh

2. Kpuntorpadgusi Heobxoamma isi peanu3aiii CICAYIOIUX CEPBUCOB
0€301MacHOCTH:

UIeHTH (UK
KpAaHUPOBAHUE
ayTeHTU(PUKAUA
3. Cucrembl aHaIM3a 3aMIMILEHHOCTH BBISBISIIOT YA3BUMOCTH IIyTEM:
JIAAJIOTOB C MOJIb30BaTEISIMHU
MACCMBHOI0 AHAJIU3A
AKTHBHOI0 ONPOOOBAHUS
4. B 4ncno BO3MOXKHBIX CTpATEruil HeMTpaan3aluu pUcKOB BXOJISIT:




nepeajpecanusi pucka
JICHOMUHAIIUST PUCKA
JIEKOMIIO3UIIMS PUCKa
5. Jna oGecneyeHus HHPOPMAIMOHHONH  OC30IIACHOCTH  CETEBBIX
KOH(HTypanmii cieayeT pyKOBOICTBOBATHCS CIICTYIONTUMHU TPHHITUIIAMU:
BbIPA00TKA M NPOBe/ieHNe B )KU3Hb eIMHOM MOJIUTHKHU 0€3011aCHOCTH
yHU(pHUKAIUS anmnapaTHO-IPOrpaMMHBIX T1aT(hopm
MHHUMM3ALMS YACIIA UCTIOJIB3YEMBIX TTPUIIOKEHUM
6. CormacaHo pekomenmanusaMm X.800, BBIIETSIOTCS CIEIYIONINE CEPBHUCHI
0€30MacHOCTH:
yIIpaBJI€HWE KBOTaMU
yIpaBJieHHE J0CTYIIOM
AKpaHUPOBAHUE
7. Peanuzamusi NpOTOKOJMPOBAHUS M ayJIuTa MpPECienyeT CIeayIolue
TJIaBHBIC LETIH:
o0OHapy:KeHue MONbITOK HapyLIeHU HH(POPMALIMOHHOU
0e30macHoOCTH
HEJIOMYILCHUE TOTBITOK HApyIIeHUH HHGOPMAITMOHHOM O€30IMaCHOCTH
HEJIONYIICHUE aTaK Ha IOCTYITHOCTb
8. lybnmpoBaHue cOOOIIEHUH SBISIETCS yTPO30iA:
JOCTYITHOCTH
KOH(HUIECHIIUATIBHOCTH
HEeJOCTHOCTH
9. UndopmaiimoHHbI CEpBUC CYUTACTCS HEAOCTYITHBIM, €CIIH:
ero  3(Qp(PeKTUBHOCTHL He  YIOBJECTBOPSET  HAJOKEHHBIM
OrpaHuYEeHHSIM
MOANMUCKA HAa HETO CTOUT CIUIIKOM JIOPOTO
HE YJIa€TCSl HANTHU MOAXOISIIUNA CEPBUC
10. B gmcIio 3TamnoB >KM3HEHHOTO IUKJIa HHPOPMAITMOHHOTO CePBHCA BXO/ISAT:
3aKyIKAa
npoaaxa
BbIBe/JleHUE U3 IKCILTyaTAlNH

7.2.2 TlpuMepHbIii NepeyeHb 3aJaHU VI pellleHns CTAHAAPTHBIX 3a/1a4
1. Auroput™Mbl mU(POBAHUA C OTKPHITBIM KIHOYOM TO-APYyTOMY
HAa3bIBAOTCS:
CUMMETPUYHBIMU aJITOPUTMaMH MU(PPOBaHUS
OJIHOCTOPOHHUMU AITOPUTMAMU MU(PPOBaHUS
MIOMEXO0YCTOMYUBBIMU aJTOPUTMAMU U (PPOBAHUS
ACHMMETPUYHBIMHU AJITOPUTMAMHU 1M PPOBAHMS

2. 3ammppyiTe METOAOM MEPECTAaHOBKH ¢ ((PUKCUPOBAHHBIM MEeproaAoM d=6 ¢
kiroyoM 436215 coobuenne KPUIITOI'PADOUSA
IMNOPKT®AAPT'U



3. BeruncanTe mociieoBaTebHOCTh U3 YEThIPEX YHCENI, TEHEPUPYEMYIO 110
MeToay PuOOHAYYM ¢ 3ama3ablBaHUEM, HauMHas ¢ K,, IpH CIeIyIOnuX HCXOMHBIX
ma”HbeIX: a =4, b = 2, ke=01; k;=0.7; k»,=0.3; kz=0.9

k4=0.8; k5=0.8; ks=0.5; k7=0.1

4. Yemy paBHa cymma 1o Moayio 28 mectnanuarepuunsix uncen 9E u 0A3?
BapuaHTBI OTBETOB MPEICTABICHBI B ABOMYHOU cUCTEME cuucienus [Ipumeyanne:
JeCATUYHBIC UM MIECTHA/IIIATepUYHbIE YMCIIa HE0OOXO0AUMO CHavaa repeBecTy B
JIBOUYHBIN BUI

01110110
11101100
10111010
01010011
01000001
11111111

5. Pacmdpyiite coobmenue, 3ammuppoBaHHOE METOIOM IIEPECTAaHOBKHU I10
tabnuie 4x4 (cuMBOJI TMOJYEPKUBaAHUS 3ameHsieT mpoOen) Kirou ykaseiBaer
MOPSITIOK CYUTHIBAHUS CTOJOMOB MpH A (poBannu. OTBET 3aIUIIATE TPOITMCHBIMA
pyccKuMHU OyKBaMH; B KadeCTBE MpoOesia MCIOIB3YHTE CHUMBOJ MOAYEPKUBAHUS
Coobmenue: HAHII EOATAMAHH Kurou: 4321

MOIIIHASI AHTEHHA

6. M3BecTHO, YTO UIsi HEKOTOPOTO MCTOYHHKA COOOIICHHI KOJIWYECTBO
uHdopmaruu nmo XapTtiu, npuxojsineecs Ha 1 cumMBoL, paBHO 6 6utam Uemy paBHO
KOJIMYECTBO CUMBOJIOB B a1(haBUTE UCTOYHUKA COOOIICHHI?

12
3

2
32
128
6
64
256

7. OnpenenuTte MOCIEI0BATEIBHOCTD U3 MEPBBIX YETHIPEX YHCE,
BbIPA0ATHIBAEMBIX JINHECHHBIM KOHIPYIHTHBIM T'€HEPATOPOM TICEBIOCTYYaHBIX
qrces I CIeAyoIuX napaMmeTpoB reHepatopa: a =11, b =7 u ¢ = 16 (Ko mpuHATH
paBHbIM 0)

k1 = 7, k2 = 4, k3:2, k4= 8
ki=7; ka=4:; ks=3; ks= 8
k1:4; k2= ; 328; k4=15
k1 = 7; k2 = 4, k3=3; k4= 9

8. Ha ckonbko 6710k0B OyzieT pa3ouTo coodineHue pazmepom 512 6aiT mis



mudposanus anroputmomM 1o 'OCT 28147-89? OtBeT 3anuimTe B BUJI€ OJHOTO
qucia

64

9. Kakue mpocreiinme onepanuy He NCITOIb3YIOTCS JUTsl BBIYUCIICHUS
xenr-pyskiuu no anroputmy ['OCT 3411-947?
BO3Be/leHHe B CTeNeHb
TIepeCcTaHOBKA
MoJIy4eHHe OCTATKA OT JIeJIeHUsI Ha 00JIbII0e MPOCTOE YHCII0
CIIO’KEHHE TI0O MOIYITO 2
CIIBUTH OUT

10. Kakast Hayka pa3pa0aThIBa€T METOJIbI «BCKPBITUSD MIH(PPOB?
JWHEHas anredpa
KPUNITOAHAIU3
Kpuntorpadus
TEOPHSI YUCEeTT
TaHOMIIUCH

7.2.3 IlpuMepHbIii epeyeHb 3aJaHUH 15 pelieHus MPUKJIATHBIX 3a/1a4
1. Kakoif opraH HCHOJHHUTECIHHOM BJIACTH IPOBOJUT JIMIICH3UPOBAHHUE
JeATEIIBHOCTH 110 OKa3aHHUIO0 YCIYT B 00JIACTH 3aIlUThl TOCYIaPCTBEHHOM TalHBI B
JacTH, KacalolleWcss TMPOTUBOJCHCTBUS TEXHMYECKMM  pa3BeaKaM  H/WIU
TEXHUYECKOM 3aluThl HHOOpMauu?
®CTIK Poccun
®Cb Poccun
MBJI Poccuu
Pockomuanzop

2. Kakue nmporpaMMbl O3BOJISIOT peanu3oBaTh DOS-aTaku HECKOTBKUX
TUINOB OJHOBPEMEHHO?
TEN
TEN2K
Smurf
Trinoo

3. Kakoe nporpamMmmHoOe obecrieueHre B KOMIUIEKTE CKaHUPYIOIIETO
npuemanka Winradio 1000 siBisieTcst OCHOBHOM HMPOrpaMMOii yIpaBjieHHs paboTo
npueMHUKa (yCTaHABIMBAET YaCTOTY HACTPONKU U PEXKHUM pabOTH IPUEMHHKA,
3aJaeT MapaMeTphl CKAHUPOBAHUS B OTOOPaXKAET €0 Pe3yIbTaThl, 00eCreYnBacT
BeJieHUE 0a3bl JaHHBIX M0 pe3ysIbTaTaM padoThl)?

0a30Boe MpoOrpaMMHOe o0ecnevYeHue
JOTIOJTHUTENBHOE MPOrpaMMHOE 00ecIieyeHue
porpaMMHOe 00ecIlieueHre B COOTBETCTBHH CO crierupuranuein XRS



4. Kak Ha3pIBaeTCs MPUHIMUIT KOHTPOJISA JIOCTYIMa, KOTOPBIM MpEeanoiaract
Ha3HAYEHUE KaXJIOMYy OOBEKTY CHHMCKA KOHTPOJIS JOCTYIA, 3JIEMEHTBhl KOTOPOTO
OMPENIEIIAIOT MIpaBa JOCTyNa K 00bEKTY KOHKPETHBIX MOJb30BaTEIEH WU TPyII?

KOMOWHUPOBAHHBINA JOCTYII
AUCKPEIMOHHBIH 10CTYI
PETUCTPUPYEMBIN JOCTYT
MaHAATHBIN JTOCTYII

5. Kanaunbl, B KOTOpBIX yTeuka HHGOPMAIIMK HOCUT CITy4YalHBIN pa3oBbIi
XapakTep, Ha3bIBAIOTCS:
MOCTOSIHHbBIE
IMMU30AUYECKHE
MEPUOANYECKHE

6. Kak Ha3pIBaeTCS IpOorpaMMHOE HUIH IIPOrpaMMHO-aNmapaTHOE CPEACTBO,
KOTOpOE€ pa3rpaHUyYMBacT MH(POPMAIIMOHHBIE MOTOKHM Ha TpPaHUIE 3alUIaeMOM
CHUCTEMBI?

MesKCeTeBOM IKPaH
IDS
AHTUBUPYC

CKJI

7. Kak Ha3pIBaeTCs BpeJOHOCHAS POTPaMMa, PacpoCTPaHSIOMIAsCS 110
CETEBBIM KaHajiaM, ClIOCOOHasi K aBTOHOMHOMY IPEOJI0JICHUIO CUCTEM 3aIUTHI
aBTOMATHU3UPOBAHHBIX U KOMIIBIOTEPHBIX CETEH, a TAKKE K CO3JAHUIO U
JaJbHEUIIIEMY PacPOCTPAHEHUIO CBOUX KOIHUIA?

TPOSHCKUU KOHb
BHPYC

CeTeBOM YepBb
MAaKpOBHUPYC

8. Kakme w3 mnpuBENCHHBIX HIKE JTOKyYMEHTOB MOXKHO OTHECTH K

OpraHu3aIMOHHBIM?

(benepaabHbIE 3aKOHBI

JIOKTPUHBI

YCTaBbI

HHCTPYKIIUHN

ykassl [Ipe3nnenra

pacnopsbxkenus [Ipe3naenrta

9. Kak Ha3bIBaeTCs aTaka Ha CUCTEMY, IIEJIbI0O KOTOPOU SIBJISIETCS TOBECTH €€
10 oTKaza?
0TKa3 B 00CJTyKMBAHUM
aTaka Ha YPOBHE NMPUII0KEHUM
aHaJIu3 CEeTeBOro Tpaduka



CKaHUPOBAHHEC CCTU
MoAMCHAa JOBCPCHHOI'O 00BEKTa B CETH

10. PaccunTaiiTe mpuOIM3nUTEILHOE 3HAYCHHUE OCTa0ICHNS aKyCTUYECKOTO
curnana yactoroit f=2000 I'1y B crutoniHoi ogHopoaHoM crene Maccoii 1000 Kr.
78.5 16
100.5 16
40.3 J16
50.5 116

11. KaxkoBa 3¢eKTHBHOCTh MOMEXOIOABIISIONIETO (PHIIbTpa, €Cciiu
HaIpsHKEHUE OMAacHOTo curHaia Ha Bxoje guibrpa 100B, a Ha Beixoge 10B?
10 16
100 J16
3 116
20 10

7.2.4 IlpumMepHbIii MepevyeHb BOMPOCOB /IJIsI MOATOTOBKHU K 3a4eTy

1. Tlonstue undpopmarmoHHoM 6e30nacHOCTU. OCHOBHBIE ONPEICTICHUS.

2.  OCHOBHBIC KOHIICTITYaIbHBIC ITOJIOKEHHUS CUCTEMBI 3aITUTHI HH(DOpMAITHH.

3.  Mopguens cucteMbl 0€30M1aCHOCTH.

4.  VYrpo3sl koHbUAeHIIMATBHOU nHPopManuu. Kinaccudukanus yrpos.

5. JleiicTBusi, NpUBOJAIIME K HETIPABOMEPHOMY OBJIQJICHUIO KOH(DUICHIIUATBEHOM
uHpopmaIuein.

6. Hanpasnenus obecneueHuss ”HGOPMAIIMOHHON O€30MaCHOCTH.

7.  OpraHuzarmoHHas 3alIuTa.

8. HmxeHepHO-TeXHUYECKAs 3alIUTA.

9. ®wusnueckue CpefCcTBa 3aIIUTHI.

10. AmmapaTHbIE CpECTBA 3aIIUTHI.

11. TIporpammHbie cpencTBa 3amuThl. OCHOBHBIC HAMPABIICHUS HCIIOIL30BAHUS
MIPOTPAMMHOM 3aIUTHl HH(OPMAITHH.

12. 3amuTa nHpOpMaMK OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

13. Kpunrorpaduueckue cpencrpa 3ammrbl. O0111ast TEXHOJIOTHS MU (DPOBAHUS.

14. TlIpaBoBbie OCHOBBI HH(MOPMAITMOHHON OE30TTaCHOCTH.

15. 3ammTa wHGOpMANUU OT YTEUKH MO TEXHUYECKUM KaHasiam. CTpykTypa
KaHaJla yTeUYKH HHPOPMAIIHH.

16. Kmaccudukanus kaHaIOB yTeUKH HH(DOpPMAIUH.

17. Cranmaptsl u cienupuKaImuy B 001acT UHPOPMAITMOHHOM 0€301TaCHOCTH.

18. Cranmapt «KpuTepun OIIEHKH JOBEPEHHBIX KOMIIBIOTEPHBIX CHCTEMY.
Mexanuzmbl 6e3onacHocTy. Kitaccbl 6€30macHOCTH.

19. HndopmanmonHas 0e30MacHOCTh paclpeieieHHbIX cUcTeM. PexoMeHaanuu
X.800. CeTeBbie cepBHUCHI 0€30MaCHOCTH.

20. Crangaptr ISO/IEC «Kputepuu oreHkd 0e30macHOCTH HH()OPMAIIMOHHBIX
TEXHOJIOTHID. OCHOBHBIE TTOHATHUS.

21. HudopmarmonHas 6€30MacHOCTh B KOMIIBIOTEPHBIX CETSX.



22. Pacnpenenenue GyHKIHN 6€301aCHOCTH 110 YPOBHIM MOJIEIH.

23. Krnaccudukarms y1aJeHHbIX yTPO3 B BBIYUCIUTEIBHBIX CETAX.

24. TwunoBble yIajleHHBIC aTaKW U UX XapaKTEPUCTHUKHU.

25. KommbloTepHble BHPYCHI Kak yrpo3a HWH(GOPMAIMOHHOW O€30MacHOCTH.
Knaccudukaiys KOMImbIOTEPHBIX BUPYCOB.

26. AntuBupycHple mporpammbl. OcoOeHHOCTH  (QYHKIIMOHUPOBAHHS |
KJ1accu(ukaIus.

7.2.5 IlpumepHBbIii epeyeHb 3aJaHUH 1JIs MOATOTOBKH K IK3aMeHY
He npenycMoTpeHo y4eOHBIM TIIaHOM

7.2.6. MeToauka  BBbICTABJIEHUSI OHEHKH TIPUM  NPOBeJeHUU
NMPOMEKYTOYHOM aTTeCTAlNH

3adyeT OPOBOAMTCS 1O  OwmiieTaMm, KaXIbIH W3 KOTOPBIX COJCPKHT 2
Bompoca v 10 TECTOBBIX MPAKTUYECKUX TeCT-3a1aHni. Kax b1l mpaBUIbHBIA OTBET
Ha BOMNpOC oOlleHuBaeTcss B S5 OamnoB. IIpaBuibHBI OTBET Ha MPAKTHYECKOE
TeCT-3aJlaHue olleHuBaeTcsa 1 OamoM. MakcuManbHOE KOJIMYECTBO HAaOpaHHBIX
6amnoB — 20. Onenka «He3auTeHO» cTaBUTCS B ClTydae, €CIIH CTYICHT HaOpaia MeHee
10 6amnoB. Onenka «3a4TeHO» CTaBUTCS B CIIydae, €CIIM CTYICHT HaOpal He MEHee
10 6amnos.

7.2.7 I1acnopT OllEHOYHBIX MATEPHAJIOB

Kontponupyemsie pa3aeins! (TEMbl) Koz ., |HaumeHOBaHME OLIEHOYHOTO
Ne n/mt KOHTPOJINPYEMOU
JIVICTIATUTHHEI cpeacTsa
KOMITETEHIIUU
1 OcHOBBI HH(OPMALIMOHHOM I1K-2, I1K-6 Tecr, 3amuTa
0€30MacCHOCTH 71a00PaTOPHBIX paboT
2 Hanpasnenust obecnieuenus [1K-2, T1IK-6 Tect, 3amura
nH(pOpMaIIMOHHOMN 6€30MacHOCTH J1a00paTOPHBIX padOT
3 Kpunrorpadpuueckue metoast u  [I1K-2, T1IK-6 Tecr, 3amuTa
CPEJCTBA 3aIlIUThl HHPOpMAIIH 71a00PaTOPHBIX paboT
4 Cranpapte! u cietudukanuu B |T1K-2, [TIK-6 Tecr, 3amura
o0nact MH(OPMALMOHHON 1abopaTopHbBIX paboT
6€30acHOCTH
5 3ammra nuadopmaru ot yreuku no(I1K-2, I1K-6 Tecrt, 3amuTa
TEXHUYECKUM KaHaJIaM J1a00paTOPHBIX pabOT
6 HNudopmannonnas 6ezonacuoctu B |I1K-2, [TK-6 Tecr, 3amura
KOMITHIOTEPHBIX CETSIX J1a00paTOPHBIX pabOT

7.3. MeToauyeckue MaTepuaJibl, ONpeesilONINe NPOUEAYPHI
OLICHMBAHUSA 3HAHUI, YMEHUI1, HABBIKOB U (MJIM) ONBITA AeSITEJIbHOCTH

TectupoBaHue OCYIIECTBISETCA, JUOO TIPU TOMOIIM KOMIBIOTEPHOM
CHUCTEeMbl TECTUPOBAHMS, JMOO C HCIOJB30BAaHHWEM BBIJIAHHBIX TECT-3aJaHUN Ha
OymaxkHom Hocutene. Bpems TectupoBanus 30 MMH. 3aTeM OCYIIECTBIISIETCS
MIPOBEPKA TECTa IK3aMEHATOPOM M BBICTABIISIETCS OLIEHKA COTJIACHO METOIUKH
BBICTABJICHUS OLIEHKH MPU MPOBEACHUU ITPOMEKYTOUYHOM aTTECTALINH.

Pemenve craHmapTHBIX 3amad  OCYIIECTBISIETCS, JMOO TPHU TIOMOITU
KOMITBIOTEPHON CUCTEMBI TECTHPOBAHUSA, JINOO C UCTIOIH30BAHNEM BBIJAHHBIX 33144




Ha OymakHOM HocuTelne. Bpems pemenus 3agauy 30 MuH. 3aTeM OCYILECTBISETCS
IIPOBEpKAa pEHIeHUs 3aJad 3K3aMEHAaTOPOM U BBICTABIISIETCS OLEHKA, COTJIACHO
METOJMKH BBICTABIICHHS OLICHKU MPU MPOBEICHUH IPOMEXKYTOUHOM aTTECTalIUH.
Pemienne mnpuKiIagHbIX 3a7ad  OCYIIECTBISETCA, JHUOO MpU TOMOIIH
KOMIIBIOTEPHOU CUCTEMbI TECTUPOBAHUS, JIMOO C UCTIOI30BaHNEM BbIJJAHHBIX 3aa4
Ha OymakHoMm Hocutene. Bpems pemenus 3agad 30 MuH. 3aTeM OCYIIECTBISAETCS
IIPOBEpKa pEHIeHUs 3aJad 3K3aMEHAaTOPOM U BBICTABIISIETCS OLIEHKA, COTJIACHO
METO/IMKH BBICTaBJICHUS OLICHKU MIPU MPOBEJICHUU TPOMEKYTOUHOM aTTeCTaINH.

8 YYHEBHO METOANYECKOE U HTHO®OOPMALIMOHHOE
OBECIHHEYEHUE JUCHUIIJIMHBI)

8.1 IlepeueHb y4eOHOI JMTEpPaTypbl, HEOOXOAUMOW /JIsi OCBOEHHS
TUCHUNITIHHBI

1. Menbsuukos, B.I1. Mudopmanmonnas 6e3omacHOCTh : Yuel. mocoOue
/ mox pen. C. A. Kneiimenosa. - 8-e usn., uctp. - M. : Akagemus, 2013. - 336 c. -
ISBN 978-5-7695-9954-5 : 797-00.

2. Yomopos O.H. 3anura nHbOpMaIUU u HH(pOPMaLIMOHHAS
0e30macHOCTh [DIIEeKTPOHHBIA pecypc] : Yuel. mocobue. - DIEKTPOH. TEKCTOBBIE,
rpadp. gan. (1,8 MO ). - Boponex:dPI'BOY BIIO "Boponexckuii
rOCyIapCTBEHHBIN TEXHUYECKUU yHUBepcuTeT', 2012.

3. [[lanerun, B.®. UndpopmarmonHas Oe30MacHOCT, MW 3allldTa
uHdopmaruu [IJIeKTpoHHBIA pecypc] : yueOHoe mnocodue / B.®D. Illanprun. -
Nudopmarmonnas  6e3omacHOCT, W 3ammTta  uHpopMmammu ; 2019-04-109.

-Caparos : [Ipodho6pazoBanue, 2017. 702 c.
- ISBN 978-5-4488-0070-2. URL.: http://www.iprbookshop.ru/63594.html

4, [IpoxopoBa, O. B. HudpopmammonHas O0€30MacHOCT, W 3allUTa
unpopmarmu: yueOnuk / O.B. IlpoxopoBa. — Camapa : Camapckuii
rOCYJJapCTBEHHBIM apXHUTEKTYPHO-CTPOUTENbHBIA yHUBepcuTeT, 2014. - 113 ¢c. —
ISBN 978-5-9585-0603-3. URL:
http://biblioclub.ru/index.php?page=book&id=438331

S. ['omukoB, A.M. 3amura uHGOpMAMU OT YTE€UKU IO TEXHHUYECKUM

KaHajiaM [DJIEeKTpOHHBIN pecypc] : yueOHoe mnocobue / A.M. Tonukom. -
ToMmck : TOMCKMM TOCYyHapCTBEHHBI YHUBEPCUTET CUCTEM YIPABICHUA W
pamuosnekrponunku, 2015. - 256 ¢. URL.: http://www.iprbookshop.ru/72090.html

6. [Natuenko, H. A. Kpuntorpadpuueckas 3ammura undopmanuu / H.
A. I'atuenko, A. C. Ucaes, A. JI. SAkoneB. — CII6. : Yauepcurer UTMO, 2012.
— 142 c¢. — ISBN 2227-8397. —  Tekcr :omeKTpoHHBIA  //
OnextpoHHo-OmOmmoTeunas cuctema I[PR  BOOKS : [caiir]. — URL:
http://www.iprbookshop.ru/68658.html

8.2 IlepeyeHb HMH(OPMANUOHHBLIX TEXHOJIOTHI, HCHOJIb3yeMbIX MPH
OCYLIEeCTBJICHMH 00pa30BaTeJIbHOI0 MpoLecca MO JAUCHUILIMHE, BKJINOYas
nepeyeHb  JHULIEH3MOHHOI0  NPOrPAMMHOr0  o0ecle4eHHsi, PecypcoB
UH(OPMAIMOHHO-TEJIEKOMMYHUKAUUOHHOU ceTu «HTepHeT», COBpEeMEHHbIX
Npo¢ecCHOHATBHBIX 023 JAHHBIX 1 HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM:


http://www.iprbookshop.ru/72090.html

[IporpammHuoe obecrnieueHue:
Microsoft Visual C++
Microsoft Visual Studio

Pecypcbl nHpopMamoHHO-TeIEKOMMYHUKAIIMOHHOM ceTH MHTepHeT:
http://www.edu.ru/
O6pazoBatenbHbIi moptan BI'TY

HNudopmanioHHas cripaBodHas cuctema
http://window.edu.ru
https://wiki.cchgeu.ru/

CoBpeMeHHbIe TTpodecCHOHAIBHBIE 0a3bl TAHHBIX

Information Security Madopmarimonnast 6€30acHOCTh
http://www.itsec.ru/

Securitylab.ru by Positive Technologies
https://www.securitylab.ru/

Anti-Malware.ru

https://www.anti-malware.ru/news

[s027000.ru MckyccTBO ypasiaeHuss HHOOPMAIIMOHHOM 0€3011aCHOCTBIO
http://www.is027000.ru/

SecurityPolicy.ru JIokyMeHTHI 0 HH(OOPMAIIMOHHOI 0€3011aCHOCTH
http://securitypolicy.ru/

Searchlnform — Muadopmanronnas 0€3011acCHOCTE
https://searchinform.ru/informatsionnaya-bezopasnost/

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOAUMASI JIJISA
OCYHIECTBJIEHUS OBPA30OBATEJIBHOI'O ITPOIECCA
Crnennanv3upoBaHHas JICKIIMOHHAs ayJUTOpUs, KOMIIBIOTEPHBIH KJjacc,
OCHAIIIEHHBIN MPOrpaMMHBIM 0O€cTieueHreM JabopaTOpHBIX paboT

10. METOANYECKHUE YKA3ZAHUSA JJIS1 OBYYAIOIIUXCS IO
OCBOEHMIO JUCHUIIJIMHBI (MOY JIA)

[To muctunae «MubopmarmonHas 6€30MacHOCTh U 3alTUTa HH(POpMAIUN
YUTAIOTCS JICKIIUH, TIPOBOIATCS TAOOPATOPHBIE paOOTHI.

OcHOBOW W3Yy4YeHHS] IUCHUIUIMHBI SIBISIIOTCS JIGKIIMM, Ha KOTOPBIX
U3JararTcs Hanbosee CyIeCTBEHHBIE U TPYAHBIE BOMPOCHI, a TAKKE BOMPOCHI, HE
HAIIEIINE OTpaXeHHs B y4eOHOI InuTeparype.

JlabopaTopHbie paOOThl BBIMOJIHSAIOTCS Ha JaOOpPaTOPHOM O00OPYIOBAaHUU B
COOTBETCTBHH C METOJIMKAMHM, TPUBEICHHBIMH B YKa3aHHSIX K BBITIOJTHEHHIO padoT.

Bup yueOHbIX

. JesaTenpHOCTh CTyACHTA
3aHATAN

Jlexuus Hanucanue koHCIEKTa JEKIMA: KPAaTKO, CXEMAaTUYHO, MOCIEN0BATEIBHO
(UKCUPOBAaTh OCHOBHBIC TIOJIO)KCHHS, BBIBOJBI, (POPMYIHPOBKH,
0000IIIeHNsT; [TOMEYATh Ba)KHBIE MBICIIH, BBEIAEIATH KIIIOYEBBIE CJIOBA,
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TepMHHBI. [IpoBepka TEPMUHOB, MOHATHUNA C MOMOIIBIO IHUUKIIOINEINM,
CJIOBapel, CIPAaBOYHUKOB C BBIIUCHIBAHUEM TOJIKOBAHUW B TETPA[b.
O06o3HaueHue BOIPOCOB, TEPMHUHOB, MaTepuana, KOTOPHIC BBI3BIBAIOT
TPYIHOCTH, IIOMCK OTBETOB B pPEKOMEHAyemou iureparype. Eciam
CaMOCTOSITENIFHO HE YZaeTcsi pa3oOparbcs B MaTepHale, HE0OXOAUMO
chopMyIHpoBaTh BOMPOC U 33/JaTh MPENOAaBaTeI0 Ha JICKIHMH WIM Ha
MIPAKTUYECKOM 3aHSITHHU.

JlaGopaTtopHnas pabota

JlabopartopHble ~ pabOTBl  TO3BOJIAIOT  HAYYUTHCA  MPUMEHSTh
TEOPETUYECKHE 3HAHMA, I[IOJyYEHHbIE Ha JIEKIUW T[PH PEHICHUU
KOHKpPETHBIX 3a7mady. UYtoObl Hambojee palMOHAIBHO U IOJIHO
UCTIOJIb30BaTh BCE BO3MOYKHOCTH JIAOOPATOPHBIX ISl TIOATOTOBKU K HUM
HEOoOX0UMO: cielyeT pa3o0paTh JEKLHUIO MO COOTBETCTBYIOIICH TeMe,
O3HAKOMUTCSI C COOTBETCTBYIOIIMM pa3JelioM ydeOHHKa, mpopadoTaTh
JOTIOTHUTENIbHYI0 JIUTEpaTypy M HWCTOYHUKH, PEHIMTh 3aJaud |
BBITTOJIHUTH JIPYTHE THCbMEHHBIE 3a/1aHUsI.

CamocTosaTenbHas
pabora

CamoctosaTenbHas paboTa CTYIEHTOB CHOCOOCTBYeT IIyOOKOMY
YCBOGHHSI Y4€OHOTO MaTepraia U pa3BUTHIO HABBIKOB CaM0O00pa30BaHusl.
CamocTtosTenbHas paboTa mpeanoiaraeT clieAyolIue COCTaBISIONIIE:

- paboTa ¢ TekcTaMu: y4yeOHHKaMH, CHPABOYHUKAMU, JTOMOJHUTEIbHON
JUTEPaTypoi, a TaKxke MPopaboTKa KOHCIEKTOB JICKIIHIA;

- BBIIIOJIHEHUE JIOMAIIIHUX 33/1aHUN U pacyeTOB;

- paboTa HaJ TeMaMH JIsl CAMOCTOSTEIbHOTO U3YUYECHHUS;

- ydacTue B paboTe CTy/IEeHYECKUX HAyYHBIX KOH(PEPEHIINH, OMMMITHAT;

- IOJrOTOBKA K NPOMEKYTOUYHON aTTECTAllMU.

IToaroroBka k
MIPOMEKYTOYHOU
aTTecTanuu

I'oToBUTBCS K MPOMEKYTOYHOM aTTECTALUU CIENYET CUCTEMATUYECKH, B
TE€YEeHUE Bcero cemecrpa. IHTeHCHBHAs IOATOTOBKA JI0JKHA HAYAThCA HE
MO3JHEE, YEeM 3a MECAL-TIOJTOpa A0 IMPOMEXYTOYHOM aTTeCTallUu.
[lannble nepesa 3a4eToM Tpu JIHSA 3P PEKTUBHEE BCETO UCIOIb30BATh NI
IIOBTOPEHMS ¥ CUCTEMATU3aLMU MaTepuaa.
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