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1. HEJIX U 3AJIAYU JUCHUTIJTIMHBI

11, Ieam  AMCIHUILIHHBI W3yUYCHHE  KOMIUIeKca  IpobJieM
UHPOPMAIIMOHHON 0€30MaCHOCTH NPEAIPUHUMATEIbCKUX CTPYKTYP Pa3IUYHBIX
TUTIOB W HAaNpaBlICHUN MAESITENbHOCTH, MOCTPOCHUSA, (PYHKIMOHUPOBAHUS U
COBEpIICHCTBOBAHUSI  MPAaBOBBIX,  OPraHUW3alMOHHBIX,  TEXHUYECKHX U
TEXHOJIOTHUECKUX MPOLIECCOB, 00ecreunBarOIIUX UH(POPMAITUOHHYIO
0e3omacHOCTh M (OPMHUPYIOLIUX CTPYKTYPY CHCTEMBI 3aIUThl LIEHHOM H
KOHQUACHIMANbHOW uWH(pOpManuu B cdepax OXpaHbl HHTEUICKTYaIbHON
COOCTBEHHOCTH TMpeAIpUHUMATENe M COXPAaHHOCTH, WX WH(POPMAIMOHHBIX

pecypcoB.

1.2. 3agaum ocBOCHMA TUCHUILIHHBI

— OBJAJCHHE TEOPETUUYECKUMH, IPAKTUYECKMMHM M METOJAMYECKUMHU
BOoIpocaMu  oOecrieueHus: HUHGOPMAIMOHHONM O€30MacHOCTH U OCBOEHHUE
CUCTEMHBIX KOMIUIEKCHBIX METOJIOB 3AIUTHI MPEANPUHUMATEIBCKON NH(OpMALUH
OT pa3JINYHBIX BHJIOB OOBEKTUBHBIX M CYOBEKTHBHBIX YIpo3 B IIpOLIECCE €€
BO3HMKHOBEHUS1, 00pa0O0TKH, HCIOJIB30BAHMS U XPaHEHUS:

— U3y4YeHUE KOHUEMIUN UHKEHEPHO-TEXHUYECKON 3alUThl HH(OpMAIUH;

— U3YYCHHE TEOPETUYECKUX OCHOB WH)KEHEPHO-TEXHHUUYECKOW 3aIlUTHI
uH(popManuu;

— wu3ydyeHHE (U3MYECKUX OCHOB WHXEHEPHO-TEXHUYECKON 3allUThI
uHdopmaIuy;

— U3y4EHHE TEXHUYECKUX CPEICTB JOOBIBAHUS U 3aIUTHI HH(POPMaLUY;

— U3YYEHHE OPraHU3alMOHHBIX OCHOB WH)XEHEPHO-TEXHUYECKOUN 3allluThl
uHdopmaIuy;

— H3y4YeHHE METOJUYECKOro OO0ECHeueHUs: HHKEHEPHO-TEXHUYECKON
3aIUThl HHPOPMALIUH.

N3yyaeMble BOMPOCHI  PacCMaTpPUBAIOTCS B IIMPOKOM  JIMAMA30HE
COBPEMEHHBIX MpOOJEM U 3aTParuBalOT NpeIMETHbIE c(depbl 3alUThl Kak
JIOKYMEHTUPOBAHHOW MH(OpManuu (Ha OYMa)KHBIX M TEXHUYECKHX HOCUTENSX),
HUPKYJIUPYIOUIE B TPaJuLUOHHOM WM 3JIEKTPOHHOM JOKYMEHTOO0OpOTE,
HaxoJsIIEHcss B KOMIIBIOTEPHBIX CHCTEMaX, TaK W HEJOKYMEHTHPOBAaHHOMN
uHbOpMaIlMK, PAaCIpOCTpaHsIEeMON MEPCOHAIOM B IMpoLecce YNpaBICHUYECKON
(mesoBoii) UM MPOU3BOJICTBEHHOMN AESTEILHOCTH.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
Huciumnna «MHpopManmonHas 0e30macHOCTh B IPO(eccHOHaIbHOM
JESTEIIBHOCTH» OTHOCHUTCS K IMCIUIUTMHAM 00s13aTeNbHOM yacTH 670ka b1.

3. HIEPEYEHDb IIVTAHUPYEMBIX PE3YJIBTATOB OBYUEHUSI 11O
JUCIHUITJIMHE
[Iponiecc wu3ydenuss aucuuiuiiabl «MHBOpManmonHas 0€30MacHOCTh B
npoeCCHOHANTLHON NESITEIbHOCTHY HampaBiieH Ha (OpMUPOBAHHUE CIIEAYIOIINX
KOMIIETCHIIUM:



OIIK-7 -

CrocobeH TOHMMAaTh MPHUHIMIBI PabOTHl  COBPEMEHHBIX

I/IH(I)OpMaHHOHHI)IX TEXHOJOTMH M MCHOJb30BaTh UX Jd PCHICHUA 3ada4
HpO(i)CCCHOHaHLHOfI JACATCIBHOCTH.

Komnerenuust

Pe3yabTaTrhl 00yyeHHsl, XapaKTepU3yolue
c()OpMHPOBAHHOCTH KOMIIETEHIMHU

OIIK-7

3HATh
— cnocoObl cOopa, aHanM3a, CUCTEMAaTU3alluu, OIEHKU U
WHTEPIPETAIUA JTAHHBIX, HEOOXOAMMBIX [JISI PEIICHUS
npodeccCHoHaNBHBIX 3a71a4

— O0COOCHHOCTH obecrieueHus uH(pOpMaITMOHHOM
0e30MacHOCTH

YMETH
—  TOHMMAaTh  NPUHIMNBI  pabOTBl  COBPEMEHHBIX
MH(MOPMAIIMOHHBIX TEXHOJIOTUH M HCIOJIb30BaTh HX IS

peneHns 3a1a4 oOecrieueHus MH(}OpMaMOHHOU
0€30M1aCHOCTH
BIIAJETh

— NpUHIUIAMH PabOThI COBPEMEHHBIX HH()OPMAIIMOHHBIX
TEXHOJIOTMH C Yy4eToM o0ecreueHuss HHPOPMAIIMOHHON
0€30MaCHOCTH

4. OFBEM JUCHUMIIJINHBI

O6mas TpyaoeMKocTh aucuuiiuHbl «HpopmalimonHas 6€30MacHOCTh B
po(hecCHOHANBEHOM e TEIBHOCTIY COCTABISET 3 3.€.

Pacnipenenenuie Tpy10€MKOCTH JUCHUIUIMHBI 10 BUJAM 3aHITHIA

ouHas ¢popma o0yueHust

Bcero | CemecTpsl

Buasl yueOHOM paboThI 4ACOB 5
AyIUTOpHBbIE 3aHATHSA (BCEro) 54 o4
B Tom uncne:

Jlexumm 36 36
JlabopaTtopusie pabotsl (JIP) 18 18
CamocrosiTeibHas padora o4 o4
Bupl npomMeXyTO4HOM aTTeCTallUy - 3a4€eT + +

OO6m1ast TPy 10€MKOCTb:

aKaJeMHUYECKHE YaChl 108 108
3ay4.e]l. 3 3

3a04Hast popma 00yueHus

Bcero | Cemectpsl

Bunel yueGHoi paboThI HACOB 3
AyIHUTOpPHBIE 3aHATHS (BCEr0) 12 12
B Tom umncre:

Jlexknuun 6 6

JlaGopartopusbie pabotsl (JIP) 6 6




CamocrosiTesibHasi pabora

92

92

Yacel Ha KOHTPOJIb

4

4

Buapl MpoOMEXKyTOYHON aTTECTALMH - 3a4ET +

+

OO6m1ast TPy 10€MKOCTb:
aKaJEMUYECKHUE YaChI

3a4.e]I.

108
3

108
3

5. COAEPKAHME JJUCLUIITUHBI (MOYJIST)

5.1 Copep:kanue pa3iejoB JUCHMIUIMHBI W pacnpeaejieHune
TPYAOCMKOCTH IO BUAaM 3aHATHH
o4yHas popma 00ydeHust
Ne HaumenoBanme Tembt CopnepxaHue paszena Jlexn Jlad. CPC Beero,
/1 3aH. qac
1 |Mudopmanronnas OcCHOBHBIE TEPMHHBI u OIIpeeICHUSL.
0€301acHOCTh B Kiaccudpukanms 3zampmaemMoil uHboOpMaum .
cucteMe HalmoHanbHOU |Hexotopsie po0IeMbl obecrieueHus
0e30macHOCTH HHpOpPMAMOHHOM Oe3omacHocTH B Poccuiickoit
Poccwuiickoint ®enepanun. OCHOBHbIE MOJIOXKEHUS JOKYMEHTOB
denepanun «O cTparernu HalMOHAIBPHOH O€30IIaCHOCTH
Poccuiickoit  dheneparmm» n «JlokrtpuHa
nHpOopMannoHHOW Oe3omacHOCTH Poccuiickoit 6 4 8 18
Denepanum». OcHoOBHEBIE COCTAaBJISIONINE
HallMOHAJIbHBIX HUHTEPECOB Poccuiickoit
Oenepaiun B uHGOpMAIMOHHOH  cdepe.
OcHoOBHBIE HarpasJIeHUs (benepanbHOTO
3aKOHOJATEeNhCTBA B 0O0MacTH  3aIIUTHI
nHdopmanuu OrpaHUYEHHOTO JIOCTYIIA.
IIpobnembl pernoHaIbHON HH(POPMALMOHHON
0e30IaCHOCTH.
2 |Kputepuu U Kiacchl CraHJapThl 1O OIEHKE 3allUIIEHHBIX CHUCTEM.
3aIIMIIEHHOCTH Kpurepun  6€30macHOCTH  KOMITBIOTEPHBIX
cpencTB cucreM. EBponeiickne «Kpurepuu 6e3omnacHoctu
BBIYHMCITUTEILHON nH(pOpPMAMOHHBIX TeXHOJOTHIY. DenepanbHble
TEXHUKH U KpUTepun 0e30macHOCTH  MH(GOPMAIIMOHHBIX
aBTOMATH3MPOBAHHBIX |TE€XHOJIOTHH. Kananckue KpPUTEpUH
nH(pOpMaMOHHBIX 0e301acHOCTH KOMITBIOTEPHBIX cucteM. O030p
cucTeM cepun craugaptoB ISO/IEC 17799. Cranmapts 6 4 8 18
ISO/IEC ~ 17799:2002 (BS  7799:2000).
Crangapr ISO/IEC  27001. Poccuiickuii
cragpaptr 'OCT P HCO/M3K 27001-2006.
CranmapTsl ISO/IEC 15408 u TOCT P
HNCO/MDBK 15408. Poccuiickas KiacCUpUKAIHS
CPEACTB  BBIUUCIUTENBHOW  TEXHMKH U
ABTOMATH3MPOBAHHBIX CHUCTEM U TpeOOBaHUS 110
3amute HHGopmarmu cornacHo PJI ®CTOK
3 |AGctpakTHble Monen |PaHHME MOAENH  YNpPaBICHUS JOCTYIIOM.
obecrieueHus Mopenb Marpuipl JOCTYHNOB — XappHcoHa —
nH}popMannoHHOH Py330 — Ynemana. Moaens benna u Jlanagyna. 6 4 8 18
6e30macHoOCTH Mopenb cucteM BOEHHBIX cooOmieHuid. [Tonsrue
KOHTPOJIS TOCTYTa, 0a3HpYIOIIErocs Ha poJisix
4 |OcHOBHBIE YTPO3BI Amnanus u Kiaccudukanys yrpo3
nHPOPMATMOHHOM MHPOPMALTMOHHON 6e3omacHOCTH
6e3omacHOCTH aBTOMATH3MPOBAHHBIX CUCTEM. [Mpu4nHbI,
ABTOMATH3MPOBAHHBIX |[BHJABL,  KaHAIbl  YTEYKH W HCKAKCHUS 6 ’ 10 18
CHCTEM nHPOpPMAINH. Yrpo3bt
MPOTPaMMHO-MAaTEMAaTUYECKIX BO3JICHCTBUN U
HETPaIULUOHHBIX HWH(POPMAIIMOHHBIX KaHAJIOB.
Yrpo3pl, OCHOBaHHbIE Ha HMH(OPMAIMOHHBIX




CCTCBBIX araKax

5 |OcHoBbl moctpoeHuss  |OcHOBHbIC TIPUHLINIIBL obecrieueHus
CUCTEM 3aIlUTHI nH(pOpMaMOHHOI 0€30MaCHOCTH MPEANPUSITHH.
nHpopmanum OCHOBHBIE METOABI W  CpPEACTBA  3aIUTHI
nadopmanmn.  Ilopsgok MOCTPOCHHUS
3aIIMIIEHHON aBTOMAaTU3MPOBAHHBIX CHUCTEMAax 6 2 10 18
yIpaBIeHUSL TIPEIIPUATHS (ACYID).
ATtrecTanys 00BEKTOB
HHPOpPMaTH3AIHN o TpeOOBaHMIM
Oe30macHOCTH HH(OPMALTUU
6 |OcuoBbl obecrieuenus [[Ipobiaemsl  obecnieueHus:  MHPOPMAIMOHHON
HHPOPMATNOHHOM 6e3omacaoctr B ACYIL. OcHOBHBIE TEPMUHBI U
0€3011acHOCTH B onpeneneHus. OCHOBHBIE YIpO3bl 6€30IaCHOCTU
aBTOMaTu3upoBaHHbIX [(ACVYIL IIpaBoBeIC OCHOBBI 3aIIUTHI 6 2 10 18
cucTeMax ynpasieHus |uHpopmarmu. Llenm 3amutel  MHGOpPMALUH.
Pexxumer 3aIIUTHI nHdopmanum.
Kiraccudukanms KOMIbIOTEPHBIX PECTYIUICHHH
Hroro 36 18 54 108
3a04Has (popma 00yueHus
15?-[ HaumenoBanme Tembt CopnepxaHue paszena Jlexn J;I:f" CPC Blclzl;o,
1 |Mudopmanmonnas OcCHOBHBIE TEPMHHBI u OIIpeeICHUSL.
0€301acHOCTh B Kiaccudukanus 3zamumaemoit uabopManun
cucteMe HalmoHanbHOU |Hexotopsie po0IeMbl obecrieueHus
0e30macHOCTH nHPOpMaINOHHOW Oe3omacHOCTH B Poccuiickoit
Poccuiickont ®enepanun. OCHOBHbIE MOIOXKEHUS JOKYMEHTOB
denepanun «O cTparernu HalMOHAIBPHOH O€30IaCHOCTH
Poccuiickoit  dheneparmm» n «JlokrpuHa
nHpOpMannoHHOW Oe3omacHOCTH Poccuiickoit 3 3 14 20
Denepanum». OcHoBHEBIE COCTABJISIONINE
HalMOHAJIbHBIX HUHTEPECOB Poccuiickoit
Oeneparun - B wHPOpMaIMoHHOM  cdepe.
OcHOBHEBIE HaTpaBICHUS (benepaabHOTO
3aKOHOJATEeNIhCTBA B 0O0MacTH  3aIIUTHI
nHdopmanuu OTPaHUYEHHOTO JIOCTYyTIA.
[Ipobnembl  pernoHambHON WH(POPMAITOHHON
0e30MaCHOCTH.
2 |Kpurepuu 1 Kiacchl CraHgapTel 1O OIEHKE 3AIIUIICHHBIX CHCTEM.
3aIIMIIEHHOCTH Kpurepun  06€30macHOCTH  KOMITBIOTEPHBIX
cpencTB cucreM. EBponeiickne «Kpurepuu 6e3omnacHoctu
BBIYHCITUTEILHON nH()OpPMAMOHHBIX TeXHOJOTHIY. DenepanbHble
TEXHUKH U KpUTepun 0e30macHOCTH  MH(GOPMAIIMOHHBIX
ABTOMATH3MPOBAHHBIX |TEXHOJIOTHH. Kananckue KpUTEpUH
HHPOPMATMOHHBIX 6e30macHOCTH KOMIBIOTEpHBIX cucteM. O0630p
cUCTEM cepun crangapto ISO/IEC 17799. CrangapTtsr 3 3 1 20
ISO/IEC ~ 17799:2002 (BS  7799:2000).
Crangapr ISO/IEC  27001. Poccuiickuii
cranpapt 'OCT P HCO/M3BK 27001-2006.
CranmapTsl ISO/IEC 15408 u TOCT P
HNCO/MDBK 15408. Poccuiickas KiacCUpHUKAIHS
CPEACTB  BBIUUCIUTENBHOW  TEXHMKH U
ABTOMATH3MPOBAHHBIX CHUCTEM U TpeOOBaHUS 110
3amute HHGopmarmu cornacHo PJI ®CTOK
3 |AGctpakTHble Monen |PaHHME MOAENH  YNpPABICHUS JOCTYIIOM.
obecrieueHus Mopenb Marpuipl JOCTYHNOB — XappHcoHa —
nH}popMannoHHOH Py330 — Ynemana. Moaens benna u Jlanagyna. - - 16 16
0€30I1aCHOCTH Mopenb cucTeM BOEHHBIX cooOmenuii. [Tousarue
KOHTPOJISI JOCTYTIa, 0a3HPYIOMIErocs Ha POJIsiX
4 |OcHoBHBIC YTPO3BI Ananu3 u KJIacCU(UKATIHS yTpo3
WHPOPMATMOHHOM MHGOPMATMOHHON 0e301MacHOCTH - - 16 16
0€301acHOCTH ABTOMATH3MPOBAaHHBIX cucTeM.IIpuduHbl, BUIbL,




ABTOMATH3MPOBAHHBIX |KAaHAJBl YTEYKM M HCKKEHUS HH(POpMAIHU.
cucreM Yrpo3sl POrpaMMHO-MaTeMaTHYECKUX
BO3JEHCTBUN u HETPaJULUOHHBIX
MH()OPMALTMOHHBIX KaHaJIOB. VYrpo3s,
OCHOBAaHHBIC HAa MH(OPMAIIFIOHHBIX CETEBBIX aTaKax
OcHoBwI OCTpoeHUST  (OCHOBHEIE TIPUHITUITEL obecrieueHus

CHCTEM 3alIUThI

HHPOPMAINOHHOW 0E30MaCHOCTH MPEIIPUSTHH.

nHpOpMAUH OCHOBHBIE METONBI W CpEACTBA  3aIUTHI
napopmanun.[lopsaok TIOCTPOCHHUS
3aIIMIIEHHON AaBTOMAaTU3MPOBAHHBIX CUCTEMAax - 16 16
YIPaBJICHUS HPEANPUATHUSL (ACYID).
ArtTecTanus 00BEKTOB
nHdopmaTuzanuu o TpeOOBaHUSIM
Oe3omacHocTH HH(OPMAITHH
OcHoBrl o0ecnieuennst  |[Ipobnembl  obecniedenuss WHQOPMALMOHHOMN
nH}popMaMOHHON 6e3onacHoctd B ACVYII. OcHOBHBIE TEPMUHBI U
0€301acHOCTH B onpeneneHuss. OCHOBHBIE YIpo3bl OE30MaCHOCTH
aBromMatu3upoBaHHbix |ACVYIIL IIpaBoBbIe OCHOBBI 3aI[UThI - - 16 16
cucrteMax ympaBieHus |uHpopmanuu. Llemn 3amuTel  wHbOpMAIHH.
Pexumbl 3aIIUTHI HHPOPMALINH.
Krnaccngukammst KOMObIOTEPHBIX MPECTYIUICHUH
KOHTPOJIb 4
Hroro 6 6 92 108
5.2 Ilepeyennb n1adopaTopHBIX padoT
5.2.1 Ounas dhopma oOyueHus
Ne Ne pazgena HanmeHoBaHue NpaKTHYECKHX padoT TpynoeMkocTh
n/m | TUCHHNIHHBI (uac)
1 1 MaTeMaTHYeCKHEe aCleKThl MPUMEHEeHHs (OpMAITbHBIX MOIeNIeH 4
2 2 [TpakTryeckas peanu3anysi U OIeHKa (JOPMaIbHBIX MOJENCH 4
3 3 HccnenoBanue KOPPEKTHOCTH CUCTEM 3aLIUTBI 4
4 4 VHCTA/USINMST ¥ HACTPOWKA IITaTHBIX CPEACTB OIEPALOHHBIX CHCTEM, 2
npeqHasHayeHHbIX Ui 3amutel or HCJl ¥ mporpaMMHO-amnmapaTHBIX
KOMIIJIEKCOB 3ammtel or HCJJ
5 5 Wncrammsinust n HacTpoiika MO, mporpaMMHO-aNIapaTHBIX CPECTB 3aIIUTHI 2
nHGOPMAIMH TIPH TIepefaye 1Mo OTKPHITHIM KaHAJIaM CBS3U M PasTpaHHYCHHUS
JIOCTYTIA K CETEBBIM pecypcam
6 6 AHamu3 coCTOSHUS WH(OPMAIIMOHHBIX CHCTEM WM OPTaHM3alysl 3alIUuTHl OT 2
XaKePCKHUX aTak
Hroro 18
5.2.2 3aounas popma oOydeHUs
Ne Ne pazgena HanmeHoBaHue NpakKTHYECKHX padoT TpyaoeMkocTh
n/n TUCHHUILIMHBI (uac)
1. 1 MaremaTuyecKkie acmekThl NPUMEHEHHsS (OopMaibHBIX 2
Mojienen
2 2 [IpakTtudeckas peanu3als © OLEHKA (POPMAaNbHBIX 2
Moeneit
3 6 AHamm3  COCTOSHHA  WHMOPMAIMOHHBIX  CHCTEM U 2
OpraHHu3alus 3alUThl OT XaKePCKUX aTaK
Uroro 6

6. MIPUMEPHASA TEMATHUKA KYPCOBBIX IPOEKTOB (PABOT)




B

N KOHTPOJIBHBIX PABOT

COOTBCTCTBUH C y‘I€6HBIM IIJTaHOM OCBOCHHC JHUCHMIIJIMHBI

HC

MpeayCMaTpUBaET BBIMOJHEHUE KYpCOBOTO MpoekTa (paboThl) WM KOHTPOJIbHOM

paboThI.

7.1. Onucanue nmoka3zatejedl U KpUTepUeB OLEHUBAHUS KOMIIeTeHUMM
HA Pa3JIMYHBIX 3TANAX UX GOPMHUPOBaAHHUSA, ONIUCAHUE IIKAJT OLICHUBAHUS

7.1.1 Tan Tekymero KOHTPOJIA

Pe3ynprarel TEKylmero KOHTPOJS 3HAHMM M MEKCECCHMOHHOW aTTeCTAluU
OLICHMBAIOTC I10 CIEAYIOLIEH CUCTEME:

«aTTECTOBAHY;

«HE aTTECTOBaH.

Kommne-

PesyabTaTsl 00yuyeHus,

Kpurepuu

XapaKTepHu3ylolue ATTeCcTOBaH He arTtecroBan
TeH].[]/Iﬂ C(bOle/lpOBaHHOCTb KOMIIeTEHIIUH OueHHBaHHH

OIIK-7 3HATh CIIOCOOBI COOpa, aHAIH3a, Brimonnenne Brinmonuenue paboT B HeBrinonnenue
CHCTEMAaTHU3allUH, OIICHKH 1 J1a00paTOPHBIX CPOK, paboT B CPOK,
MHTEPIPETALMH JAHHBIX, pabot IIPELYCMOTPEHHBIN B | IPEyCMOTPEHHBIN B
HEOOXOIUMBIX IS PEUICHUS pabodnx mporpamMMax [pabounx mporpaMmax
po¢eCCHOHATBHBIX 3a7ad
YMETh NOHUMATh NPUHLUIIBI Brimoaaenne Brmonaenne pabdor B Hesrimonnenne
paboTBI COBPEMEHHBIX mabopaTOPHBIX CpOK, paboT B CPOK,
WHPOPMAMOHHBIX TEXHOJIOTHI U |paboT MIPELYCMOTPEHHBIN B | IPELyCMOTPEHHBIN B
HCIOJIb30BaTh UX ISl PELICHUS pabodnx mporpamMmax [pabounx mporpaMmax
3a1a49 IpoQecCHOHATBHOM
JIEeSITCIIbHOCTH
BIIANICTh MIPUHIUIIAMA PaOOTHI Brimoaaenne Brmmonaenne pador B Hesrimonnenne
COBPEMCHHBIX HH()OPMAITMOHHBIX |CaMOCTOSATEIFHON CpOK, paboT B CPOK,
TEXHOJIOTUI paboTs! IIPELYyCMOTPEHHBIN B | IPEyCMOTPEHHBIN B

pabounx mporpaMmMax

pabounx mporpaMmax

7.1.2 JTan npoMeKyTOYHOr0 KOHTPOJIS 3HAHU

Pe3ynbpratel MpPOMEKYTOYHOTO KOHTPOJISI 3HAHWUK OIEHUBAIOTCA B 6
cemMecTpe sl 04HOM (hopMbI 00ydeHuUs, 8 cemecTpe JIs 3a09HON POpMBI 00yUEHUS
10 JIByXOQJIJIbHOM CHCTEME:

«3aYTEHO»

«HE 324TEHO»

Pe3yabTaThl 00y4eHus,

WH(POPMAIMOHHBIX TEXHOJIOTHH U
HCTIONB30BaTh UX JUIS PEIICHHS
3a71a4 IpoQecCHOHATEHOM
JIESITEIbHOCTH

MPAaKTUYICCKUX 3a1a4

peuicHus B

OOJILIINHCTBE 3a1a4

Komme- Kpurepun
XapaKTepu3yoIne 3aureHo He 3auTteno
TCHINH c(hopMHPOBAHHOCTH KOMIETEHUHH OlICHUBAHHUH
OIIK-7 3HATh CIIOCOOBI COOpa, aHAIH3A, Tect Brimonnenue tecta | Beimoanenne menee

CHCTEMATH3aLMH, OLIEHKH 1 Ha 70-100% 70%
I/IHTCpHpeTaHI/IH JAaHHBIX,
HeO6XO}II/IMBIX IS pemeHI/m
po(eCCHOHATBHBIX 3a7a4
YMETb IIOHUMATh IPUHIIMIIBI Pewenue IIpomemoncTpupoBa | 3amaun He PeNICHBI
paboTHI COBPEMEHHBIX CTaHIAPTHBIX H BEpHBIN X0

BIIAJICTh IPHHIUIAMHU PaOOTHI
COBPEMCHHBIX HH()OPMAITHOHHBIX
TEXHOJIOTHH

Pemenne

MPUKIIAJHbIX 3a/1a4 B

KOHKPETHOU
TpeaIMETHON

obmacTu

H BEpHBIN X0J
pelieHus B

IIponemoncTpupoBa

OOJIBIIMHCTBE 3a7a4

3.’:1[[&‘{1/1 HE pCUICHBI




7.2 IlpuMepHBbIi mNepeYyeHb OLEHOYHBIX CpeACTB  (TUIOBBIE
KOHTPOJIbHBbIE 3a/IaHUsl WIH HHbIe MaTepuajibl, HEO0OX0AUMbIE IJIs1 OLEHKHU
3HAHUI, YMEHUI, HABBIKOB U (MJIH) ONBITA 1€ATEILHOCTH)

7.2.1 IllpuMepHbIii epeveHb 3aaHUi 1JIsl IOATOTOBKH K TECTHPOBAHUIO

1. Umo 6 cghepe unghopmayuonnoii bezonacHocmu NPUHAMO CHUMAms PUCKOM?

a) MOTEHIMAILHYIO BO3MOXXHOCTH MOHECTH YOBITKH M3-3a HAapyILIECHHUs 0€3011acHOCTH
MH(GOPMALIMOHHON CHCTEMBbI

0) MOTEeHIMATBHO BO3MOKHOE MTPOUCIIECTBUE HEBAXKHO, MPEHAMEPEHHOE MU HET,
KOTOpPOE MOXKET OKa3aTh HEXKeJIaTeJIbHOE BO3/ICHCTBUE HA KOMIIBIOTEPHYIO CHCTEMY, a TAKKe
uH(MOPMAIINIO, XPAHSIIYIOCS U 00pabaThIBAIOIIYIOCS B HEM

B) XapaKTEePUCTUKY, KOTOPasl JIelaeT BO3MOXKHBIM BO3HUKHOBEHUE YTIPO3BI

2. Ymo npunamo cuumamo pecypcom uiu akmueom UHGOpMaAyuoHHoU cucmemst?

a) MojienTb THGOPMAITMOHHON CHCTEMBI

0) BCe AJIEeMEHTHI, UMEIOIINE MaTePHAIBHYIO IIEHHOCTh HE3aBUCHUMO OT TOTO IOJISKAT
OHH 3aIlUTE WU HET

B) IMEHOBAHHBIN JIEMEHT HH(POPMAIIMOHHON CUCTEMBI, UMEIOIIHI (MaTepUaIbHYIO)
[EHHOCTD U TOJUIeKAIINNA 3a1uTe

3. Ha xakue pecypcol modcem 6vimv nanpasiena yeposa?

a) TOJIbKO Ha MH(POPMAIIMOHHBIE PECYPCHI

0) TOJIBKO Ha anmapaTHBIE PECYpPCHI

B) Ha JIFOOBIE BUJIBI pecypcoB (MH(GOPMAIIMOHHBIH, allllapaTHBIN, MPOTPAMMHBIN U T.1.)

4. Kakoui mepmun onpedensiem Xxapakmepucmuxy @yHkyuu bezonacnocmu obvexma
OYEHKU, BbIPANCAIOULYIO0 MUHUMATbHBIE YCUNUSA, KOTMOPLIX MeopemuiecKu Moxcem Ovlms
00CMamo4Ho 0Jis1 HapYyueHUus pabomocnocooOHOCmU NPU NPAMOU amaxe Ha UHDOPMAYUOHHYIO
cucmemy?

a) "moTeHIMaN najacHus"

0) "croiikocTh ¢yHkImu 6e3onacHoctu (COB)"

B) "pesuctuBHOCTh cuctembl" (PC)

4. Ymo onpeoensem pecypcol unu akmueol UC?

a) mozxens MC

0) BCe AJIEMEHTHI, UIMEIOIINE MaTePHAIbHYIO IIEHHOCTh HE3aBUCHUMO OT TOTO ITO/JIEKAT
OHH 3aIlIUTE WU HET

B) UMeHOBaHHbIH 35emeHT VC, nMeronuii (MarepraibHy0) LIEHHOCTh U MOJIeKATUI
3aluTe

5. Kakoevl yenu ananusa u mecmuposanusi NPUKIAOHbIX CUCTEM 8 ACNeKMAax
ungopmayuonroti 6ezonacnocmu?

a) OIepaTHBHOE BHECCHNE N3MEHEHUH B ONIEPAI[IOHHBIE CHCTEMBI

0) obecrieyeHne EeTOCTHOCTH MIPOrPaMMHOT0 0OecrieueHus

B) obecrieuenne 0osiee 3(PPEeKTUBHOTO MCTIOIB30BAHMS TOTOBBIX MTAKETOB MPOTPAMM

6. Kakue u3 nepeuucienHuix pekomeHOayutl ymecmusol 6 ciyiae, K020a 01 Npo8eoeHUs
pabom no paspabomke NPOZPAMMHO20 0OecneyeHUs NPUBNEKACHCSl CMOPOHHSSL Op2aHu3ayus?

a) He0OX0IMMO MPEAYCMOTPETh AHTU(PUIBTPALIMOHHBIE MEPHI

0) HEOOXOIUMO TMPETYCMOTPETh MEPHI 110 KOHTPOJTIO MPABUIILHOCTH BBITIOTHEHHBIX
pabor

B) HEOOXOMMO MPETyCMOTPETh MEPHI IO KOHTPOJIIO Ka4€CTBA BHIMIOJHEHHBIX padboT

7. Kaxotl uz nepeuucnennvix 6apuanmos nociedos8ameibHoCmu 0eucmasutl npeonucam
cmanoapmom I'OCT P UCO/MOK 17799:2005 "Hughopmayuonnas mexnonoeus. Ilpakmuueckue
npasua ynpagieHus UHQOpMayuoHHol besonacnocmoio” 8 acnekmax ynpasienus
HenpepvlgHOoCMblo busHeca?

a) UACHTUPUIIPOBATH COOBITHUS, KOTOPBIE MOTYT OBITh IPUINHON TTPEPHIBAHUS



OM3HEC-TIPOIIECCOB, MPOBECTH OLIEHKY MOCIEICTBUH, IOCIE Yero pa3padoTaTh MIaHbl
BOCCTAHOBJICHHUS

0) IpOM3BECTU IKCIIEPTHYIO OLICHKY KOHTEHTa MH(OPMAIH HA CEpBEpEe Ha MPEeIMET
BO3MOXKHBIX CXEM YTEUKH KPUTUYECKU BAKHON MH(POPMAINH, [TOCIIe Yero pa3padoTarh MIaHbl
BOCCTaHOBJICHUS CUCTEMBI

B) IIPOU3BECTU KOHTPOJIb [IJIaHA BOCCTAHOBJICHUS U €0 TECTUPOBAHUE HA MIPEIMET
peaan3yeMoCTH, 3aTeM UACHTH(PUINPOBATH COOBITHS, KOTOPHIE MOTYT ObITh IPUYMHOMN
MpephIBaHMs OU3HEC-TIPOIIECCOB (0TKA3 000PYIOBaHMS, TIOXKAP | T.II.)

8. Yem xapaxmepu3zyromcs yepo3vi?

a) HeXENIaTeIbHOCTBIO UX MOSBICHUS

0) HEBEPOATHOCTHIO UX MOSBICHUS

B) BEPOSTHOCTHIO UX MOSIBIICHUS

9. Cnocobcmeyrom KOHmMpMepbl 8 ACHeKMax 00CMUNICEHUS UHGOPMAYUOHHOT
bezonacnocmu 3¢hphexmusHoMy CHUNCEHUIO YA38UMOCcmen?

a) na

0) HeT

B) JIMIIIb OTYACTH

10. Kakosa ce53b ananuza puckog ¢ oOpyumu KOMNOHEHMAaMU MOOeIu UHBOPMAYUOHHOU
bezonacnocmu?

a) Ha 6a3e MOJTYYEHHBIX PE3YJIbTATOB MO OLIEHKE PUCKOB OCYILECTBIISETCS aHAIIN3
COCTOSIHUSI CHCTEMBI M pa3padaThIBaeTCs TUIaH IIOCTPOCHUS CHCTEMBI 3aIIUTHI CETH

0) aHaJIM3 PUCKOB YBSI3aH C MPOIIElypaMu aHalIu3a PUCKOB

B) aHAJIM3 HE YBA3BIBACTCS C IPYTMMU KOMIIOHEHTAMH CUCTEMBbI

7.2.2 TlpuMepHBbIii NepedeHb 3aJaHUH VIS pellleHUs] CTAHJAAPTHBIX

3agavd

1. Kaxue pewenus npumensaomes 051 KOHMpOJisk 00CMYNad K 6HEUHUM YCMPOUCMEam

a) Secret Disk

0) ZLock

B) Device Disk

2. Komnvromep npoeepsiem 10 man. naponeu 6 cekyorny. CKOIbKO NPUMEPHO 8PEMEHU eMY
nompebyemcs, umoObl NpoGepuUmMb MemoOOM CIOBAPHOL amMAaKu 6ce naponu OJs sA3bIKd,
cooeparcawgezo 1 man cnos

a) 0,1 cexyHabl

0) 0,3 cexyHIbI

B) 0,15 cexynn

3. CKONbKO 2pynn CUMBOI08 QOAHCEH MUHUMANLHO COOEPHCAMb HAOEHCHBIU NAPOJIb

a)3

0) 7

B) 5

4. OxonuamenvHo, OMEEeMCMEEHHOCMY 3d 3AUUUEHHOCHb OAHHBIX 8 KOMRbIOMEPH O
cemu necem:

a) Bnanenen cetn

0) AIMUHHUCTpATOp CeTH

B) [lonp30oBarens cetn

5. Haubonee pacnpocmpanenst y2po3sl UHGOpMayuoHHoIl 6€30nacnocmu
KOpnOpamueHoil cCucmemul:

a) [loxynka HenuuensunonHoro [10

0) OmrOKH SKCILTyaTallii ¥ HEYMBIIIUICHHOTO H3MEHEHHS PeXUMa paOdOThI CHCTEMBI

B) COo3HATENBHOTO BHEAPEHUS CETEBBIX BUPYCOB

6. Haubonee pacnpocmpanensl yepo3vl UHGOPMAUUOHHO 6€30RACHOCHU CemU:

a) PacnipeneneHHbIil 1OCTYN KIMEHT, OTKa3 000py10BaHUS



CIraMa

0) MopasbHBIi U3HOC CETH, HHCAUIEPCTBO

B) COoii (0TKa3) 000pyI0BaHUs, HEJIETATbHOE KOMTMPOBAHUE JAHHBIX

7. Kozoa nonyuen cnam no e-mail ¢ npunosxcennvim ghaiinom, cnedyem:

a) [IpounTarh npunoKeHue, €Clii OHO HE COACPKHUT HUYETO LIECHHOTO — YAAIUTh

6) CoxpanuTh npuiioxkeHue B napke «Cramy, BISICHUTH 3aTeM [P-anpec reneparopa

B) Y 1aJauTh MUCHMO C NIPUIIOKEHUEM, HE pAaCKphIBasi (HE UUTas1) €ro

8. Ilpunyunom nonumuxku uHgpopmayuonnoil 6€30naACHOCIU A6AEMCA NPUHYURN:
a) Paznenenus nocryna (005S3aHHOCTEH, IPUBHIICTHIA) KITMCHTAM CETH (CUCTEMBI)

0) OaHOYpPOBHEBOM 3aIIUTHI CETH, CUCTEMBI

B) COBMECTUMBIX, OJHOTUITHBIX MPOTPAMMHO-TEXHUYECKUX CPEJICTB CETH, CUCTEMBI
9. Ykaosrcume ocnoenvie ceoiicmea 'PN

a) Co3aeT TyHHEIb, T.€. 3alUIIEHHBIA KaHAI MTepeadn JaHHbIX

6) Ucnone3yeT mudpoBanre qJaHHBIX

B) Peanm3yercs B He3alIMIIEHHBIX WM CI1a00 3aIUIIEHHBIX CETIX

10. Kakosvt pynkuyuonanvuste so3moxncnocmu npozpammer Retina WiFi Scanner
a) Beraucisser WEP-kiroun metoom brute force

6) ['enepupyet OTUETHI

B) O6HapyxuBaet IP-anpeca u apyryro cereByro nH(pOpMammo

r) OGHapyKHUBaeT HEaBTOPU30BaHHbIE OECIPOBOIHBIE YCTPOICTBA

7.2.3 IlpuMepHbBIii epevYeHb 3aJaHui JJIs1 pelleHns MPUKJIATHBIX 32124
1. @aiin paboueii epynnvr MS AcceSS codepoicum cnedyrowue scmpoenHvie yuémmbie

3anucu.

a) System, Window, Help

0) Search, View, Copy

B) Run, Project, Tools

r) Database, Win32, Standart

1) Admins, Admin, Users

2. J{na coz0anus nosoti paboueti epynnvl 8 MS ACCeSS zanyckaem npospammy
a) wrkgadmexe

0) wrkgadmmdw

B) wrkgadmmdb

r) wrkgadmcpp

1) wrkgadmdoc

3. Kax nazvieaemcs ookymenm 6 npoepamme MS Access?

a) Tabnuna

0) 6asa TaHHBIX

B) KHUTA

r) hopma

4. Peuesoli cueHan Haxooumcs 6 OUanazoHe...

a) 200300 I'y mo 46 k[

6) 200...400 'y 10 2...6 k'

B) 100...300 'y no 4...6 k'

r) 200...300 I'y 1o 2...6 xI'1

1) 200...400 I'u mo 4...6 xI'n

5. Omauuue konsepmepa om Munuamiopnozo konsepmepa Ha yacmome 430 MIy.
a) [To3BosieT mpuHUMATh CHUTHAJ ¢ yacToTou 1o 1 [T

6) Emxoctpio C1 g0 15 nd

B) Crioco0y MoACOCIMHECHHS K TEIC(OHHOU TUHUN

r) [To3BossieT nmpociymuBaTh TeaehOHHBIN pa3roBop B auara3ona 27-28 MI'n
6. Umoobwt ycmanosums napoasuyio samumy ¢ OC Windows, Heo6xo0umo évtnoinuns



cnedyruiyio npoyeoypy?

a) [Tyck->Ilanens ynpaBienus->YyeTHbIe 3anucu->M3mMeHenne naposs

0) [Iyck->VYuerHble 3anucu->3MeHEHUE TapOIs

B) Ilyck->CnpaBka->YueTHble 3anucu->M3meHnenue napos

r) [lyck->I1anens ynpasnenus->Ilaponu u nanusie->M3MeHnenue naposis

7. Kakue peuwienus npumeHsaomcs 0isi KOHMpoas 00CMYna K HeUHUM YCMpoUucmeam

a) Secret Disk

0) ZLock

B) DeviceLock

8. Kakue dononnumenvHbie mepvl 0becneyeHusi 0e30nacHOCmuy Mo2ym UCHOIb308AMbCS 8
6ecnpo8ooHbIX cemsx

a) Texnonorus VPN

6) Ucnonb3oBanue IPSec mis 3ammrs Tpaduka

B) 3ammTa 0ECIpoBOIHOTO CerMeHTa ¢ momoniso L2TP

r) Boigenenue 6ecripoBoJHON CE€TH B OTAENIbHBIN CErMEHT

9. 64- u 128-6umnoe WEP-wugposarnue mpaguxa na ocnose RC4 obecneuusaem
YyposeHb besonacHocmu

a) Beicokuit

0) Huzkwii

r) Cpeanuii

10. Ommemvme nomenyuaIbHO ONACHBLE C MOYKU 3PEHUsL YIedeK HYmpeHHell
uHghopmayuu deticmeust

a)Pa3mernienue cepBepoB B CTOPOHHEM JaTa-IEHTpPe

0) Xpanenue HocuTenei BHe oduca

B) CepBUCHBIN PEMOHT CEPBEPOB MJIH JKECTKUX JHUCKOB

r) [lepeBo3ka KOMIBIOTEPOB MIIM HOCUTENEH

7.2.4 TlpumepHblii NepevyeHb BONPOCOB /1JIsl MOATOTOBKH K 3a4eTy

1. Kakum obpazom gecstb HegopMmaibHbIX cBOHCTB Mojaenun CBC peanusyrorcs B ee
(dopmanbHOM onucaHun?

2. B xakom ciyuae cuctema (T, Sp) 6e3omacHa?

3. Tne B onpeaenenusx Oe3omnacHocTH Mojenu CBC peann3oBaHO SS-CBOWMCTBO
6e3omacHOCTH Kiaccuueckoi Monenu bemna-Jlallagymnsi?

4. T'me B onpenenenusx Oe3omacHoctT Mozenu CBC peannsoBaHo *-cBoiicTBO
Oe3omacHoCTH Kiaccuueckoi Monenu bemna-Jlallagymnsr?

5. Tme B onpenenenusix OezomacHoct Mojaenn CBC peamusoBano dS-cBoicTBO
Oe3omacHOCTH Kiaccuyeckoi Monenu bemna-Jlallagymnsr?

6. Kakum crangapram Heo6xoaumo ciefoBath npu nocrpoenun CYNB?

7. Yro pernamentupyercs B ctagaapte 1SO 270027

8. Uro pernamentupyercs B cranaapte 1SO 180447

9. Yrto nomxHa obecnieunBate CYUB?

10. Kaxkosa rnaBnas 3anaua CYUB?

11. Kakoil BUA TMOJIUTUKK YIPABICHHS JOCTYIIOM HCIIOIB3YETCS B KA4ECTBE OCHOBBI
aBTOMATHOM MO/ieH 0€30MacHOCTH UH()OPMAIIMOHHBIX TOTOKOB?

12. B kakux ciydasx B KC ¢ MaHIaTHBIM yIpaBJIE€HHUEM JIOCTYIIOM HEIeIeco00pa3Ho
IPEOTBPALIEHHE BO3MOXXHOCTH pealu3alii BceX HMH()OPMAIMOHHBIX MOTOKOB OT YCTPOMCTB
BBOJIa TIOJIb30BATEJIe ¢ BEICOKAM YPOBHEM JIOCTYIA K yCTPOMCTBaM BBIBOJA TOJIB30BATENEH C
HU3KHUM YpPOBHEM J0cTyma?

13. B dyem oranune wWHHOPMANMOHHONW HEBBIBOAMMOCTH OT HWH(POPMAIIMOHHOTO
HEBIUSHUS?

14. TTouemy MCTIOJIb30BAaHUE OTIPEICIICHHS TpeOoBaHUN MH(GOPMAIITMOHHOTO HEBIUSHHUS (C
y4€TOM BpPEMEHHM) MO3BOJSAET 00ECIEeYUTh BO3MOXKHOCTh (yHKIMoHUpoBaHus B KC mMonurtopa



CCBLJIOK?

15. B xakux ciiydasx MOXeT SBJIATHCS A(H(PEKTUBHBIM MOJCITHPOBAHUE 0€30MMacCHOCTH
MH(POPMALIMOHHBIX TIOTOB C MCIIOJIB30BAaHHEM BEPOSTHOCTHBIX TOAXO0I0B?

16. Uto moHMMaeTcs 101 TS PMUHOM MH(POPMaITMOHHAs 0€30IaCHOCTh?

17. Yto moHMMaeTcs o1 TEPMUHOM JIOCTYIHOCTh WH(pOpMaIiu?

18. UTo moHMMaeTcs 10T TEPMHUHOM IIEJIOCTHOCTh HH(pOpMaIuu?

19. Yto moHmMaercs moja TEPMUHOM KOH(pHUICHINATBHOCTD HHPOPMALIUHU?

20. Yto moHMMaeTcs MOJ TEPMHUHOM KOMIUIEKC CPEACTB aBTOMATHU3AalMH OO0pabOTKU
uHpopmanuu?

21. Yto noHMMaeTcs o1 TS PMUHOM HHpOopMaImonHas 6ezonacHocts MC?

22. Y10 mOHMMAETCS 1MO/1 TEPMUHOM YHUUTOXKEHHE WH(popMaun?

23. Kakue criocoObI 3a11uThl OT BUPYcoB Bl 3HaeTe?

24. Kakue criocoObl 3alIMTHl OT HECAHKIIMOHUPOBAHHOTO 10CTyNa Bbl MokeTe nmpuBecTu?

25. AHanu3 UCTOYHUKOB, KAaHAJIOB PACIIPOCTPAaHEHUs M KaHAJIOB yTeuku HHpopMaIuu (Ha
npuMepe KOHKPETHON (GUPMBI).

26. AHanM3 KOHKPETHOW aBTOMATH3WPOBAHHON CHUCTEMbI, NpEIHA3HAYCHHOW IS
00paboTKH U XpaHeHHs HH(POPMAIMH O KOHPHUICHIIUATBEHBIX TOKYMEHTaX
(bupMBI.

27. OCHOBBI TEXHOJIOTHH 00OpaOOTKH M XpaHEHUs] KOH(QUACHIUAIBHBIX JOKYMEHTOB (110
3apyOeXHOH UTEeparype).

28. Ha3nauenwue, BUAbI, CTPYKTypa M TEXHOJIOTUS ()YHKIIMOHUPOBAHUS CHCTEMBI 3aIIUTHI
uHpopmanuu.

29. TloBenenue mepcoHana U oxpaHa (UPMBI B IKCTPEMATBHBIX CHTYALUAX Pa3IHIHBIX
THUIIOB.

30. Anamutrueckasi paboTa 1o BBISIBICHHIO KaHAJIOB YTEYKH HH(OpMAIK (HUPMBI.

31. Ananu3 ¢yHKUMH cekperaps-pedepeHTa HeOoNIbLION (UPMBI B OOJACTH 3aLIUTHI
uH(pOpMaLUH.

32. HampaBiieHust 1 METOBI 3aIUTHI IPOPEeCCHOHATBHOMN TalHBI.

33. HampagrieHust 1 METOIbI 3aIIUTHI CITY’)KEOHOH TalHBI.

34. HampaBiieHus: 1 METObI 3aIUThI IEPCOHANBHBIX ITAHHBIX O IPaXKJAaHaX.

35. MeTo1bI 31U ThI JTUYHOM U CEMEHON TalHBI.

7.2.5 IlpumepHbIii NepeyeHb BONMPOCOB ISl MOJATOTOBKHU K IK3aMeHY
He npexycMoTpeHo yueOHBIM IIJIaHOM

7.2.6. MeToguka BbBICTABJIEHHMSI OIEHKM TPU  NPOBEAEHUH
NMPOMEKYTOYHOM aTTeCTAUMN

3ader MpPOBOJAUTCA MO TECT-OMJIeTaM, KaXIbld M3 KOTOphIX coaepkut 10
TecTOBBIX BonpocoB U 10 nmpakTuueckux 3aganuil. Kaxaplii npaBuiibHBIA OTBET HA
BOIPOC B TecTe oleHuBaeTcs 1 OayyioM M TpuKIagHOe 3ajgaHue 1 Oai.
MakcumanbHOe KoJIMuecTBO HabpaHHbIX OauioB — 20.

1. 3auTeHo cTaBUTCS B Cily4yae, eCiiu CTyAeHT HaOpa Oosee 10 6amios.

2. He 3auTeHo cTaBuTcs B ciiydae, eciid CTyAeHT HaOpan Oosee 10 Gamios.



7.2.7 IlaciopT OLIEHOYHBIX MATEPHAJIOB

Ko
KoHTtposmpyemsie pa3aeist A . | HaumenoBaHue o1ieHO4HOr0
Ne n/m KOHTPOJIUPYEMOM
(TeMbI) TUCIIUTTAHBI cpencTBa
KOMITCTECHIIMU
1 Tect, KoHTpOIBHAS paboTa, OIIK-7 Bomnpocsl 1o Teme (Tectsi),
3aImuTa JIabopaTopHBIX padoT, CTaHJAPTHBIC 3a/1aHHUs,
3ammTa pedepara MIPUKIIATHBIC 33JaHus,
3amurTa pedepara, 3ammTa
1abopaTopHBIX paboT
2 Tect, KOHTpOIBHAS paboTa, OIIK-7 Bompocsl 1o Teme (Tectsi),
3amuTa JabopaTOpHBIX padoT, CTaHAAPTHBIC 3a/1aHu,
samuTa pedepara MIPUKIIATHBIC 33JaHus,
3amurTa pedepara, 3ammTa
n1abopaTopHBIX padboT
3 TecTt, koHTpOIBHAS paboTAa, OIIK-7 Bompocsl o Teme (TecThl),
3almTa 1a00paTOPHBIX padoT, CTaH/TaPTHBIC 3a7laHus,
samTa pedepara NPUKIIAIHBIC 3a]JaHHS,
3amuTa pedepara, 3ammra
J1a00paTOPHBIX padOT
4 Tect, KOHTpONIBbHASA paboTa, OIIK-7 Bompocsl o Teme (TecTsl),
3amuTa Jab0paTOpHBIX padoT, CTaHAAPTHBIC 3a/1aHu,
3ammTa pedepara MIPHUKJIATHBIC 33JaHUs,
3amurTa pedepara, 3ammTa
1abopaTopHBIX padboT
5 TecTt, KOHTpOIBHAS paboOTAa, OIIK-7 Bompocsr o Teme (TecThl),
3aIuTa 1abopaTopHBIX padoT, CTAaHTaPTHBIC 3a7aHNs,
sammTa pedepara MPUKIIaTHBIC 33aJaHus,
3amura pedepara, 3anmra
71a00paTOPHBIX paboOT
6 TecTt, KOHTpOIBHAS paboTAa, OIIK-7 Bompocsr o Teme (TecThl),

3almTa J1a00paTOPHBIX padoT,
3ammra pedepara

CTaHJApTHHIE 3a/1aHUS,
NPUKJIAJIHbIE 3aJJaHNs,
3amura pedepara, 3anmra
71a00paTOPHBIX paboOT

7.3. Mertoanyeckue MaTepHAaJbl,

onpeneJasome  MPoOLeAypPHI

OLICHMBAHUSA 3HAHUI, YMEHHUI1, HABBIKOB U (MJIM) ONBITA AeATEJIbHOCTH
TecTupoBaHue OCYHIECTBISETCSA, JUOO TPU TOMOIIM KOMIBIOTEPHON
CUCTEMbl TECTHUPOBaHUS, JHOO C HCIOJIb30BAHUEM BBIJAHHBIX TECT-33JaHUN Ha
OyMa)XHOM HOCHTEJIE.
Pemenuie cTannapTHBIX U IPUKJIAIHBIX 33JaHUNA OCYILIECTBISETCS, TUOO0 MPH
NOMOIIM KOMIBIOTEPHON CHUCTEMBl TECTHPOBAHUS, JHUOO C HCIOIb30BAaHUEM
BBIIaHHBIX 33]1a4 Ha OyMa)KHOM HOCHTEJIE.
Bpewms orera Ha Bonpochkl — 40 MUHYT. 3aTE€M OCYILIECTBIIIETCS IPOBEPKA
peleHns 3aad dK3aMEHAaTOPOM W BBICTABISETCA OLIEHKA, COIVIACHO METOJMKE
BBICTABJICHUS OLICHKU MPH MPOBEICHNUN ITPOMEXKYTOUHOM aTTECTAIUH.




8 YYUEBHO METOJIUYECKOE U UHO®OPMAILIMOHHOE
OBECHHEYEHUE JUCHUIIJIUHBI)
8.1 IlepeyeHb yueOHOIi JUTEpaTypbl, HEOOXOAUMOM /JIA OCBOECHHUSA
TUCHUNIIHHBI
OcHoBHas JauTEpaTypa

1. C.A. bapkanos, B.E. benoycos, C.A. Kononsoxubiii. Mubopmarmionnas
0e30MacHOCTh MPHU YIPaBICHUU TEXHUYECKUMH cucTeMamu:/ YueOHoe rocolue.
Cankr-lletepOypr: U3n-sBo UuTepmenus, 2016. — 528 c.

JlonoiHUTEILHAA JTUTEPATYypa

2. benoycoB B.E. CpencrtBa 3amuThl HHPOpPMAIMM B HHTETPUPOBAHHBIX
TEXHUYECKUX CUCTEMaxX yIpaBlieHHs. MeToan4ecKue yKazaHus JJjIsl BBINOJTHEHUS
KypcoBoro npoekTta [Dnektponnsiii]// B.E.benoycos. Boponex. roc. apXx.—CTpowuT.
yH—T. -Boponex, 2014.- 42 c.

3. benoycoB B.E. CpezncrtBa 3ammrtbsl MHPOPMALMM B HHTETPUPOBAHHBIX
TEXHUYECKUX  CHUCTEMax  ymOpaBieHUs.  METOOMYECKHE  yKa3aHus IO
caMmocTosiTeTbHOM padote [Dnexktponusbiii]// E.benoycoB. Boponex. roc. apx.—
cTpout. yH—T. -Boponex, 2014.- 33 c.

4, Opranuzanusi CcaMOCTOSITEIIbHOM paboThI OOyYarOIINXCS:
METOOUYECKUE  yKa3aHWs Ui CTYJACHTOB, OCBaWBAIOIIUX  OCHOBHBIC
oOpa3zoBaTelbHbIE TMPOTPAMMBI  BBICIIETO OOpa3oBaHusi — OakanaBpuara,

CHEIUAINTEeTa, MarucTparypbl: MeToAuYeckue  ykazanus / coct. B.H.
[Toueunxuna, W.H. KproukoBa, E.M. T'onoBuna, B.P. Jlemunmo; PI'BOY
BO «BOpOHEXKCKHA  TOCYJApCTBEHHBIM  TEXHHYECKUU  YHUBEPCHUTET». —
Boponex, 2020.-14c.

8.2 IlepeueHb HH(OPMANMOHHBIX TEXHOJIOTHH, HMCHOJIb3yeMbIX MPH
OCYIIECTBJICHMH O00pPAa30BATEeIbLHOI0 MpoLecca Mo AUCHHMILIMHE, BKJINOYAasi
nepeyeHb  JIMIEH3HOHHOTO TMPOrPaMMHOI0  ofecnme4yeHHusi, PecypcoB
UH(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHOM ceTu « MHTEpHET», COBpEeMEHHBbIX
Nnpo¢ecCHOHANBbHBIX 023 JAHHBIX 1 HHPOPMALNMOHHBIX CIIPABOYHBIX CHCTEM:

KoMiiekT JIMIIeH3MOHHOT0 TPOTPAMMHOTI0 00ecreYeHus :

AkanemMudeckas TMIICH3Us Ha UCIIOJIb30BAHUE TTPOrPAMMHOTO 00ecriedeHUs

Microsoft Office.

Pecypcbl uHOPMALIMOHHO-TEJIEKOMMYHUKAIIMOHHOM CeTH

«HTEpHET»:

— http://www.s-director.ru/project/economic_security/2.html  xypnain
«JlupexTop 1o 6e30MacHOCTH

— HayuHo-meToanueckui AJIEKTPOHHBIN JKypHai «Konnenr»
https://ekoncept.ru/2014/54653.htm

NudopmanuoHHO-CIIPaBOYHbIE CUCTEMBbI:

Cupasounas IIpaBosas Cuctema Koncynpsrant [Lmtoc.

CoBpemenHbie npodeccnoHaIbHbIe 0a3bl JAHHBIX:

— ba3a maHHBIX Hay4HOH 3JeKTpoHHOM OuoOmumoreku elibrary: URL:
https://www.elibrary.ru/defaultx.asp

- baza panupix «bubnmoreka ynpasineHus» - KopropaTtuBHblii



http://www.s-director.ru/project/economic_security/2.html
https://ekoncept.ru/2014/54653.htm
https://www.elibrary.ru/defaultx.asp

MEHELKMEHT -https
— WudopManinoHHbIH TopTai mo 6e3omacHocTd  Securitylab.ru

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJIUMAS JIsA
OCYHECTBJIEHUS OBPA3OBATEJIBHOI'O ITPOLECCA

JleknmoHHasi ayaMTOpPHMs, YKOMIUIEKTOBAHHAS CIELHUATU3UPOBAHHON
MeOeNnpl0 M TEXHHYECKMMH CpEACTBAMH OO0y4deHHs (TMPOEKTOp, DIKpaH,
3BYKOBOCHPOM3BOsAIMIEe 000pyA0BaHUE), OOECIICUUBAIOIIUMH JIEMOHCTPAIUIO
(BOoCIpOM3BENECHHE) MYJIBTUMEINA-MATEPUATIOB.

Ayauropud  AJda  Ja00paTopHBIX  padoT,  YKOMIUIEKTOBAaHHBIE
CHEUAIN3UPOBAHHON MEOENbl0 M TEXHHMYECKHMMHU CpPEICTBAaMH OOy4EHMH,
OCHAIICHHbIE: KOMIIBIOTEPaMHU C JIMLEH3UOHHBIM TPOrPaMMHBIM 00ECIIEUEHUEM C
BO3MOYKHOCTBIO ITOAKIIOYEHUS K ceTH «VIHTEepHET» U JOCTYIIOM B 3JIEKTPOHHYIO
UH(POPMAIIMOHHO 00Pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

AyauTopusi AJsi TPYNNOBBIX U MHAMBUAYAJIBHBIX KOHCYJbTALMHA I10
BBIMIOJIHEHUIO KYPCOBBIX pabOT, TEKYIIEro KOHTPOJISI W IMPOMEXYTOUYHOU
aTTecTalluy, YKOMIUIEKTOBaHHAs CIIEHUAIN3UPOBAHHON MeOelblo, 000py0BaHHAs
TEXHUYECKUMU CPEICTBAMU OOyUEHHS.

Ilomemenune I  CaAaMOCTOAATEJbHOW  PadoThl, 00OPYIOBAHHOE
TEXHUYECKUMU CpPEJICTBAaMH OOYUYEHHs: MEPCOHAIBHBIMU KOMIIBIOTEPAMHU C
JULEH3UOHHBIM IPOrPaMMHBIM 00ECIIEUEHUEM C BO3MOKHOCTBIO MTOAKIIOYEHUS K
CeTH «HTEepHeT u JOCTYIIOM B AIEKTPOHHYIO
MH(pOPMAIIMOHHO-00Pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

10. METOANYECKUE YKA3ZAHUSA IJIA OBYYAIOLIUXCH 11O
OCBOEHMUIO JUCHUIIJINHBI (MOAY JIA)

[To mucnunnune «MudopmanmonHas 6e30MacHOCTh B MpodeCcCuOHATBHON
JeSITEIbHOCTH YUTAIOTCS JIEKIUH, IPOBOJSATCS JIabopaTOpHbIE PabOTHI.

OcHOBOM M3yueHUs [UCUUIUIMHBI SIBISIOTCS JIEKIUH, Ha KOTOPBIX
u3JaralTcs HauboJiee CyIEeCTBEHHBIE U TPYIHBIE BOIIPOCHI, a TAKXKE BOIPOCHI, HE
HaIIeIINE OTPaXeHHs B y4eOHOI TuTeparype.

JlabopaTopHble paOOThl BBIIOJHAIOTCS Ha JJaOOpaTOpHOM 00OPYJOBaHUU B
COOTBETCTBUH C METOIMKAMHU, IPUBEICHHBIMH B YKa3aHUAX K BBIMIOJHEHUIO PaboT.

Bun yueOHbIX

. JleaTenbHOCTh CTyACHTA
3aHATUN

Jlekuns Hanucanne KoHCIEKTa JIEKUMWA: KPaTKO, CXEMaTUYHO, MOCIEI0BATEIBHO
(UKCUPOBAaTh OCHOBHBIC  TIOJOKEHHUS, BBIBOABL, (OPMYIUPOBKH,
000011eHNs; TTOMEYaTh BAKHBIE MBICIH, BBIICSATH KIIIOYEBBIE CIIOBA,
TepmuHbl. [IpoBepka TEPMUHOB, MOHSITHH C MOMOIIBI SHIMKIONEINH,
CJIOBapey, CIPAaBOYHHUKOB C BBIIMCBIBAHUEM TOJIKOBAHWM B TETPalb.
O06o3HaueHne BOMPOCOB, TEPMUHOB, MaTepuaga, KOTOPhIC BBHI3BIBAIOT
TPYAHOCTH, TIOMCK OTBETOB B pEKOMEHIyeMoW Jureparype. Ecmu
CaMOCTOSITENIbHO HE YyJaeTcs pa3olparbcsi B Marepuaie, HeoOXOAUMO
c(hopMyIMpOBaTh BOIIPOC U 3aJaTh MPENOJABATENI0 HA JICKIUU WM Ha
MIPAKTUYECKOM 3aHSTUU.



https://www.securitylab.ru/

JlaGopaTopHas
pabora

JlaGoparopHbie pabOThI ITO3BOJISIIOT HAYIUTHCS IPUMEHSTh TEOPETUUECKHE
3HAaHWs, TOJIYUYCHHBIC Ha JICKIIUU TP PCHICHUH KOHKPCTHLIX 3a/1a4. YT1o06BI
HanOosiee pAlMOHAIFHO M TIOJHO WCIOJb30BaTh BCE BO3MOXKHOCTH
71a00OpaTOPHBIX [UIS MOATOTOBKM K HUM HEOOXOIMMO: CIeayeT pa3odparh
JIEKLUIO [0 COOTBETCTBYIOIICH TeMe, 03HAKOMHUTCSI C COOTBETCTBYIOIIUM
pa3znenoM ydeOHHMKa, NpopaboTaTh JOMOJHUTENBHYIO IJUTEpaTypy H
VICTOYHUKH, PEIIUTh 33]1a491 M BBIIOJIHHUTH NPYrUe MUCbMECHHbBIC 3a/IaHHSsI.

CaMocrosTenbHas
pabora

CamocrosiTenpHas paboTa CTyIEHTOB CIIOCOOCTBYET ITyOOKOMY YCBOCHUS
yueOHOro Marepuaja ¥ Ppa3BUTHIO HAaBBIKOB CaMOOOpa30BaHUA.
CamocrosTenbpHas padoTa MpearoiaraeT ciaeIyrInue COCTaBISIOINE:

- pabota ¢ TekcTamH: y4yeOHHMKaMH, CIPAaBOYHHUKAMH, JOTOIHUTEIbHOM
JTUTEPATyPOid, a TAKKE MPOPabOTKa KOHCIIEKTOB JICKIIHIA;

- BBIIIOJIHEHUE JIOMAIIIHUX 3aJJaHUN U PACUETOB;

- paboTa HaJ TEMaMH JUIsl CAMOCTOSTEIbHOI'O NU3YUYEHHUS;

- ydacTue B paboTe CTyJeHYECKIX HAyYHBIX KOH(PEPEHIIUH, OTUMITHAT;

- HOATOTOBKA K MPOMEKYTOYHOM aTTECTALINH.

IloaroroBka k
IIPOMEKYTOUHON
aTTeCTalluU

['oToBUTBCS K MPOMEKYTOUHOM aTTECTAIlMU CIEAYeT CUCTEMAaTHYECKH, B
TEUEHHE BCETo cemecTpa. MHTEeHCMBHAS MOJATOTOBKA JOJKHA HAYAThCS HE
[I03/IHEE, YEM 3a MECSALI-II0JITOPA 10 IPOMEKYTOYHOM arrecTaluuy. JlaHHbIe
nepen 3aderoM Tpu JHS OS((EKTHBHEE BCEro WCIOJIB30BaTh IS
IIOBTOPEHHUS U CUCTEMATU3al[MM MaTepHUaIIa.
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MporpaMMbl JUCHMIUIMH B YacTH

cocTaBa HCITOJTB3yEeMOT0
JULIEH3UOHHOTO IPOrPaMMHOTO
obecrieueHus, COBpPEMEHHBIX
npodecCHOHANBHBIX 0a3 JaHHBIX H
CIPaBOYHBIX MHQPOPMAIIMOHHBIX
cucreM, y4eOHOH  JHUTepaTypshl,
HeoOX0IUMOit ISt OCBOCHHS
IOVCLUTUTHHEL.
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