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JlaGoparopHas pabdora Nel
OneHka 3aIIMIIEHHOCTH TPynnbI yerpoiicTs B Internet of
Things — ceTn

Heap padoTbi: 3Hasg 3KCIEPTHBIC OLEHKHU, JJIS Ka)J0ro
YCTPOMCTBA U €T0 MPOTOKOJIOB 0€30MaCHOCTH, MOIYYUTh OICHKY
3amuIeHHocTy 10T — ceTn s rpymmbl 0eCIIPOBOIHBIX COCTMHE-
HUM, UCIIOJIb3Ys MEXAHWU3M HEYETKOW JIOTMKH. AHajau3 U BBIOOD
MPOTOKOJIOB O€30MaCHOCTH YCTPOUCTB B MPOEKTHPYEMOM CETH.

TeopeTnyecKne CBEICHUS

1. Internet of Things — 5To HOBBI mAr B TEXHUYECKOM
nporpecce. MHTEepHET Beled IO3BOJIAET JIIOASIM M BelllaM IOJA-
KJII0YaThCs B J1I000€ BpeMsi U B JIIOOOM MecTe, UCTONb3Ys pPa3iny-
Hble KOMMYHHMKAIIMOHHbIE ceTu. [IporcxoauT MHTEHCUBHOE pa3-
BUTHUE CaMOOPIaHU3YIOIIUXCS CETeH CBSI3U, B KOTOPHIX a0OHEHTHI
HE TOJIbKO JIIO/IM, HO U pa3jIMyYHble aBTOMaTHYECKHE YCTpPOMCTBa,
KOTOpbIE OCYILIECTBIIAIOT HH(OPMAILMOHHOE B3auMOJIEiCTBHE
JpyT ¢ IpyroM 0e3 HEMOCPEICTBEHHOTO y4acTHsl YelIOBeKa B paM-
Kax MeXMaIlMHHOM KoMMyHuKauuu [1]. B HacTosmiee BpeMs yxe
MOXHO YBUJIETh, KaK pa3IMYHbIE YCTPOUCTBa, paboTarT 6e3 yua-
CTHSl YEJIOBEKA U COEIMHEHBI IPYT C APYTOM MOCPEACTBOM MHTEp-
Heta. [IpumepamMu TakuX CHCTEM MOTY OBITh CHCTEMBI yIpaBJe-
HUS OCBEILEHNUEM, CUCTEMBI YIIPABJICHUSI, CHCTEM aBTOMATHYECKO-
ro IOJIMBA, MOXKAPHBIE U OXpaHHbIE JaTUYUKHU, CBETOPOPHI U T. 1.
[2].

K ocHoBHOI naeun MHTEpHETA BEMEeH MOKHO OTHECTH Op-
TaHM3ALHUI0 B3aUMOJICHCTBUS pa3InYHbIX 00BEKTOB B cpefie 00u-
TaHUs YeloBeKa, mepefadye MHGOpMAaLUU, TeHEPUPYEMOU ISTUMHU
BEIIaMU U OOecleyeHnn HaJeKHOU CBs3u. B3anmoneiicTBue Be-
el OCyIIeCTBISIETCS Yepe3 CYIIECTBYIOUINE M pa3BHBAIOIIMECS
UH()OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH [2].

2. PazinyHble GecipoBO/AHbIE COEAMHEHUS] U NPOTOKO-
Jbl 0e3omacHoCcTH. 3adacTyio Bce |0T-ceTn cocTosT U3 rpymiisl
Pa3HOPOAHBIX YCTPOUCTB, KOTOPbIE UMEIOT pa3NyuHble BUJbI Oec-



MPOBOAHBIX COEAMHEHUMN, HampuMep, paboTarolre Mo TeXHOJIO-
run Wi-Fi, Bluetooth, Z-wave, ZigBee, NFC u npyrue. K Tomy
Ke Kaxaas OecrpoBOJHAS TEXHOJOTHs 00JalaeT pa3iMYyHbIMU
TUIAMU MIPOTOKOJIOB 0€30MaCHOCTH, KOTOPhIE MOTYT OTJIMYATHCS
Ipyr OT napyra. DTo sBIseTcs OOJbIION MpOoOJIEeMOH MO OLIEHKe
takux cereid [3].

B nannoii naboparopHoil paboTe paccMaTpuBaeTcs ILIaT-
dbopmMa M2M-cepBUCOB Il peall3allid TEXHOJIOTHH «YMHBIH
JIOM» C HCIIOJIb30BAHHEM Pa3HOPOJHBIX YCTPOWCTB. BakHo mo-
HUMAaTb, YTO MHOXECTBO IPOTOKOJIOB O€30MaCHOCTH, KOTOpHIC
WCIOJIb3YIOTCS JUIsl CBS3H YCTPOUCTB B MYJIBTUCTAH/IAPTHOMN CETH,
UMEIOT cnenuduyeckre TpeOOBaHMS W aCMEKThl OE30MACHOCTH.
[ToaTomMy MHOrO BHUMaHHs yaemnsieTcsi 0e30MacHOCTH UCIOIb30-
BaHUs TAKUX CETEH.

Jlns pacuera OIEHKM 3alIUIIEHHOCTH YCTpoicTB 10T-
ceTeil He0OXOIMMbI BXOJIHBIC 3HAYCHUS 3alTUIICHHOCTH KaXKI0TO
0ecrpoBOTHOTO COEIUHEHHs] B 3TOM ceTn. Ha maHHBIII MOMEHT
HCXOJHBIMA MOTYT OBITh TOJBKO JKCIIEPTHBIC OIICHKH, KOTOpPHIE
HE JaI0T TOYHOTO pe3yibTaTa U HAaXOJATCS B IUana3zoHax, TOTAA
KaK HaM HeOOXOAMMBbI TOYHBIC OI[CHKH 3aIUIIIEHHOCTH.

MeTo0M Ompoca SKCIEePTOB MOYKHO COCTABIICHBI TAOTHIIBI
C DKCIIEPTHBIMH OLIEHKaMU 3alUIIIECHHOCTH:

Tabmuma 1.1 — Bo3MoxHbIE TTPOTOKOJIBI 0€30MaCHOCTH Oectpo-
BOJHBIX COCIMHEHUH B NPEJI0KEHHON cXeMe YMHOTO JIoMa

ITpoToKOITBI KauecTBeHHas OIleHKA 3alUIIEHHOCTH

WEP Huskas

Wi-Fi WPA Cpennsist
WPA2 Bricokas

V2.0 Huskas

Bluetooth V3.0 Cpennsis
V4.0 Bricokas

SO Huzkas
Z-Wave S2 Bricokas
NEC Mifare Class?c Huskas
Mifare DESFire Cpennss




NTAG413 |

Bricokas |

Tabmuna 1.2 — O1eHKH 3aIUIIeHHOCTH TIPOTOKOJIOB 0e30-
MACHOCTH OECITPOBOIHBIX COeaUHEHHMM 110 TexHoaoruu Wi-Fi

Bepcuu npotokonos 6e30macHo-

OreHKa ypOBHS 3alTUIIIEHHOCTH

CTH
WEP 0-0.3
WPA 0.3-0.7
WPA2 0.7-1

Ta6mmma 1.3 — O1eHKH 3auIIeHHOCTH MPOTOKOJIOB 0€30-
MACHOCTH OECITPOBOJIHBIX COCMHEHMIA 110 TexHosoruu Bluetooth

Bepcuu npotokosor Bluetooth

O1ieHKa YpOBHS 3alTUIIICHHOCTH

V20 0-0.3
V3.0 0.3-0.7
V4.0 0.7-1

Tabmuna 1.4 — OeHKY 3aIUIIIEHHOCTH TIPOTOKOJIOB 0e30-
MMaCHOCTHU OCCIIPOBOHBIX COCTMHEHHH 10 TexHosorun Z-Wave

Bepcuu npoTokonos 6e3omnacHo-

OrnieHKa ypOBHS 3alTUIIICHHOCTH

CTH
S0 0-0.3
S2 0.3-1

Tab6muna 1.5 — Onenku 3ammniessocty TunoB NFC-uumos

Tunsl NFC-gurmos

OrnieHKa ypOBHS 3alTUIIICHHOCTH

Mifare Classic 0-0.3
Mifare DESFire 0.3-0.7
NTAG413 0.7-1

[Tomy4unB SKCHEpTHBIC OIEHKHU TSI KaKIO0TO OECrpoBO/I-
HOTO COEIMHEHUS HEOOXOMUMO HaTh KaUECTBEHHBIE OIEHKU KaX-
JIOMY JHAaNa3OHy 3HAYEHWW JUIsl JAJIbHEHIIEro HCMOJIb30BAHUS

OTUX JaHHBIX.

Tabmuua 1.6 — CooTHOIIEHHE Ka4eCTBEHHBIX U AKCIIEPT-

HBIX OIICHOK




YpoBeHb 3alUIIEHHOCTH OrieHKa YPOBHS 3alUIIEHHOCTH
Huskuii 0-0.3
Cpennuit 0.3-0.7
Brlicokuii 0.7-1
3amaun

. U3yunts npezncraBieHHy0 uHpopmanuoo o cerax VHTtepHera
Bemei.

. Ucnonb3ys sKcHepTHbIE OLEHKH 3alIUIIEHHOCTH IOCTPOMUTH
rpaduky QyHKIMA TPUHAIICKHOCTH HEUSTKUX MHOXKECTB IS
KaX/10r0 OECIpOBOHOIO COEIUHEHHUS.

. Ucnonb3yst momydeHnHsle rpadukd, cHopMUpOBaTH HCKOMYIO
(GYHKLNIO IPUHAAIEKHOCTH.

. Coznatpe pemiamoomye mpaBuia K BXOJHBIM JaHHBIM (OLEHKU
HKCIEPTOB), CIyKallMe Uil KOHBEPTALUU YETKUX BXOJHBIX
JAHHBIX K HEUETKOMY (opMary.

. Ilody4uTh TOUHYIO OLEHKY 3aILMIIEHHOCTH CETH JUIsl TPYIIIbI
0eCIpPOBOIHBIX COCJUHEHUH C pa3IMYHBIMH KOMOWHAIMSIMU
IIPOTOKOJIOB.

. CoctaBuTh OTYET MO IMyHKTaM 2-5.

[Tops10K BEIIOJIHEHUS Da6OTBI

. M3yunTh TeopeTHyecKyro 4acTb AAHHOW pabOThl U MOJIYYHUTH
npeactasieHue o0 10T — ceTu 1 MOHSATHH SKCTIEPTHON OIIEHKH.
. IlocTpoenue rpadukoB QyHKIUU MPUHAIICKHOCTH HEYETKUX
MHOYECTB ISl KaXJI0T0 OECIIPOBOIHOTO COETUHEHHUS.

2.1. 3anyctute CAIIP MatLab Bo Bknanke APPS mepeiitu Bo
Fuzzy Logic Designer. (puc.1).

2.2. Yepes Bruaaky Edit => Add Variable => Input no6aButh
4 BXOJHBIE NEPEMEHHBIE, KOTOPBIE COOTBETCTBYIOT pac-
CMaTpUBaeMbIM O0€CIIPOBOAHBIM TEXHOJIOTHUSIM.

2.3. IIpo umenoBars ux Wi-Fi, Bluetooth, Z-Wave u NFC.
s atoro ogauM kimkoM JIKM mepexoaum k nepemeH-




Hoii, B moste Current Variable (Name) BBoaum Ha3BaHueE.
BpINOMHUTE 111 KaXKI0M TEPEMEHHOM.

4 Fuzzy Logic Designer: Untitled — O b

File Edit View

Untitled

irnarmdani)

t1 outputi

FIS Name: Untitled FIS Type: mamdani
And method — v Current Variable
Or method max | || Name input1

Type input
Implication — v o z

Range [0 1]
Aggregation —13 o
Denesmeon centroid e Help | Close

System "Untitled™ 1 input, 1 output, and 0 rules

Puc.1 I'maBroe oxHo Fuzzy Logic Designer.

2.4. JIsoiinpiM HaxkateM JIKM mo m1r000i U3 mepeMeHHBIX
nepeiitt B Membership Function Editor (puc. 2). [ns
KaX0# TexHojoruu uepe3 Bkinaaky Edit => Add MFs...
nobasute Membership Function, MF type — trimf, a
Number of FMs — paBHO KOJIHYeCTBY MPOTOKOJIOB O€30-
nacHoctH (Harpumep, it Wi-Fi 3Hauenue paBHo 3).

2.5. B mone Membership function plots Beioupaem yHkIHIO
u B nojsix Current variable u Current MF penaktupyem.
Range s nepemenHbIX ¢ 3-ms nporokonamu [0 2], a mis
nepeMeHHbIX ¢ 2-yms [0 1]. Name cooTBeTcTBYeT mpoTo-
Koy, Type — trimf, Params 3amoJyiHsieTCsl UCXO/s U3 TEO-
PETHYECKHX MaTepPHAJIOB.



4\ Membership Function Editor: lab.1 — O X

File Edit View

Membership function plots TIITTIE 181

0 52

FIS Variables

Wi-Fi  Assessment

input variable “Z-Wave’

Current Variable Current Memberzhip Function (click on MF to select)

Name Z-Wave MName 50

Type input Type trimf i

Params [0005]

Range 1]
Display Range [01] Help Close

Ready

Puc. 2 Membership Function Editor.

3. Hacrpoiika nckoMoii ()yHKIIMH IPUHAIEKHOCTH.

3.1. BeiOpatp oOutputl u mepemmenoBate B Assessment
(Ouenka) nepeiitu B ero Hactpoiiku. J{obaButh 3 (yHK-
1uu ¢ Ha3zBanuem Low, Middle, High.

3.2.Range [0 1] mns Bcex ¢ynkumii. Params mgms Low
[0 0 0.5], ns Middle [0 0.5 1], High [0.51 1]

4. ®azuduxarnus.

4.1. Cnenyroumm marom O0yzaer stan ¢gasupuKam, KOTOPbIH
3aKIII0YAeTCsl B IPUMEHEHNN PEIIAONINX MPaBHII K BXO/I-
HBIM JIaHHBIM (OLIEHKH KCIIEPTOB) U CIYXKHUT JUIsl KOHBEP-
TaI[¥ YETKUX BXOJHBIX TAaHHBIX K HEYETKOMY opMary.

4.2. Yepes oxno Membership Function Editor otkpsiTh
Bkiaaky Edit => Rules..., aus HacTpoNKK MPaBHII HYXHO
BBIOpaTh MPOTOKOJ 0€30MacHOCTH JUIsl OIHOM U3 Oecnpo-



BOJHBIX TEXHOJIOTHH, OCTAJILHBIM IIPUCBOUTH NONE, U CO-
IJIaCHO Teopuu, ASSESSMENt mpucBOUTHh HYKHYIO KadecT-

BeHHYI0 OIeHKY (puc.3). Haxars Add rule, moBroputsh

AJI1 BCEX MMPOTOKOJIOB 0€30I1aCHOCTH.
4. Rule Editor: lab.1 m} k4

File Edit View Options

2. If (Wi-Fiis WPA) then (Assessment is Midle) (1)

3. If (Wi-Fiis WPAZ) then (Assessment is High) (1)

4. If (Bluetooth iz W2.0) then (Assessment iz Low) (1)

5. If (Bluetooth iz W3.0) then (Asseszsment iz Midle) (1)

5. If (Bluetooth is W4.0) then (Assessment is High) (1)

7. If (Z-Wave iz S0) then (Assessment iz Low) (1)

8. If (Z-Wave iz 52) then (Assessment iz High) (1)

9. If (NFC iz MifareClassic) then (Assessment iz Low) (1)
10. If (NFC iz MifareDESFire) then (Assessment iz Midle) (1)

If and and and
Wi-Fiis Bluetooth is Z-\Wave is NFC iz
V2.0 -~ S0 ~ MifareClassic ~
V3.0 52 MifareDESFire
a0 NTAG413
W W W W
I:l not I:l not I:l not I:l not I:l not
r Connection Weight:
Jor
@ and 1 Delete rule | Add rule | Change rule | == ESs
[ Fis Hame: 1ab.1 || hep | cose ||

Puc.3 Hacrpoiika pemaronux npasui Wi-Fi mpotoxon WEP.

5. IlomydeHne TOYHOW OLEHKH 3AIIUIIEHHOCTH CETH JUIS TPYIIIBI
0eCIpOBOJIHBIX COEJUHEHUN C pa3IMYHBIMH KOMOWHAIMSIMU
MIPOTOKOJIOB.

5.1. Jlns aroro B okue Rule Editor BeiOpats Brinaaky View =>
Rules. B otkpbIBIIMMCS OKHE B 1oJie INput BBeCTH BbI-
OpaHHbIE TPOTOKOJIBI cornacHo Tabnuie 2. Hampumep:
it koMOuHarmu rporokosioB WPA, V4.0, S2,

NTAG413 (0 Bapuanrt), Assessment(Omnenka) = 0.837.

Tabmuma 2 — OnpeneneHrue BXOAHBIX 3HAUYCHUSI JIJIST KaKIOTO

IPOTOKOJIa OECITPOBOJIHBIX COEIMHEHUI

becnpoBogHOE coennHeHnE [Iporoxon BxonHoe 3Hauenue
WiLEl WEP 0
" WPA 1




WPA2
V2.0
Bluetooth V3.0
V4.0
SO
S2
MifareClassic
NFC MifareDESFire
NTAG413

Z-Wave

NP |IOIFRP O INFIOIN

5.2. [Tonyuuts Assessment(OneHky) s BceX KOMOWHAIUN
MIPOTOKOJIOB COTJIACHO BAllleMy BapUaHTY, MIPO PAHKUPO-
BaTh MX M 3aHECTH B OTYET.

JlabopaTopnasi paGora Ne2
OneHka HE4YeTKOro pucKa JJisl CeTH € Pa3JIuYHbIMH KOMOMHA-
IHMAMH BepCHii IPOTOKOJIOB 0€30MaCHOCTH

Heab padorsi: Vcnons3ys OLEHKH 3alMIIEHHOCTH TPYIIIT
ycTpoicTB, U3 1 nabopaTopHOil pabOTHI, MOJIYYUTH OLIEHKY He-
4E€TKOT0 PHUCKa, JIJS1 YCTPOMCTB, MCIOJIB3YIOIUX pa3HbIE MPOTO-
KOJIbI 0€30MacHOCTH U paboTaroIUX Ha OJHOW M TOM ke Oecnpo-
BOJHOM TEXHOJIOTUH
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TeopeTnyeckue CBEICHUS

B kiaccuyeckoM MOHMMaHUU PUCK ONPEAEISeTCS UCXOMAS
U3 IBYX (DaKTOPOB: BEPOATHOCTHh pPEATM3AIMH YTPO3bl U YIIEPO,
HaHECEHHBIN Bia/ieblly HH(GOPMALIMU OT Peau3aluu yrpo3:

R=PU)xU, 1)
rae R - puck, P - BepostHOCTh peanu3anuu yrpo3sl, U - yimepd ot
pealin3aliuu JeCTPYKTUBHOTO IEHCTBUSI.

B nanHOM ciydae, Henb3sl MPUMEHSATh PUCK B KIlaccUYe-
CKOM BHJIE, TaK KaK CHCT€Ma, KOTOPYIO Mbl XOTUM OLIEHUTb, SIBJIS-
eTcs CII0KHOM. B TaHHBIX YCIOBUSX OTCYTCTBYET HH(popManus 00
ymep6ax. [losTromy HE0OX0AMMO NPEIIOKHUTHh ATbTEPHATUBHBIN
BapHaHT pacyueTa PHcCKa.

B nanHo#i nabopaTopHoit paboTe HE0OOXOAMMO BBECTH Ta-
KO€ TIOHATHE, KaK HEYCTKHI PUCK, KOTOPBIA OYACT SBIATHCSA, He-
KOTOPOM AIMIUPUYECKON MEpOi 3aIIMIEHHOCTH CeTU U OyaeT 3a-
BHCETH OT Hee.

Hcnonp3yst pe3ysbTaThl, MOJyYeHHbIE B IEpBOM Jlabopa-
TOPHOH paboTe, MOKHO Pa30oUTh TAOIUIly paHKUPOBAaHUS KOMOU-
HalUil MPOTOKOJIOB OECHPOBOJIHBIX COEAMHEHUH Ha TPYNIbl U
JaTh KaKJOUW TPyIIe KaueCTBEHHYIO OICHKY 3alUIIIEHHOCTH IS
JATGHEUIIIETO BBIYMCIICHUS HEUYETKUX PHUCKOB JUIS Pa3IUIHBIX
KOMOHMHAIH, KOTOpPbIe MOTYT OBITh MCIIONB30BAHBI IPU peanu3a-
muu loT-cern.

KoMOuHammu mpoToKoyIoB A yA0OCTBa HMCIONb30BAHUS
HEoOX0IMMO Pa30WTh Ha TPYNIBl C KAYECTBEHHBIMUA OIICHKAMH
TUTA: HEAOMYCTUMBII YPOBEHb 3alIUIIICHHOCTH, HU3KUH YPOBEHb
3alIMIIEHHOCTHA, YMEPEHHBIN YpOBEHb 3alIUMIIEHHOCTH, CPEIHUMN
YPOBEHbB 3aIUIIIEHHOCTH U BHICOKUN YPOBEHB 3AIIUIIIEHHOCTH.

Taomuua 3.1 — ConocraBieHUe OLEHOK 3allUIIEHHOCTH U
YPOBHS 3alTUIIEHHOCTH JIJIsl 3aJIaHHBIX KOMOHWHAITUN TTPOTOKOJIOB
B CETH

O11eHKa 3aIMIIEHHOCTH CETH YpOoBEeHB 3alTUIIEHHOCTH CETH

1.00-0.75 Bricoknii

0.74-0.55 Cpennuit
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0.54-0.48 YMepeHHbIH
0.47-0.40 Huzkuit
0.39-0.00 Kputnueckuit

Tabmuma 3.2 — ComocraBiieHHe Kad4eCTBEHHBIX OLIEHOK
YPOBHSI 3aIlIMIIEHHOCTH U HEYETKOTO pUCKa JUIsl 3aJIaHHBIX KOM-

6HHaHHI>i ITPOTOKOJIOB B CETU

YpoBeHb 3allUIIEHHOCTH Heuetkuii puck
Bricoxkuii Huzkuit
Cpenunit YMepeHHBIH

YMepeHHBIH Cpennamit
Huzkuit Bricokunii
Kputnueckuit OKcTpeMallbHBIN

3ajaun

. 3y4nTh NOHATHE PUCKA U HEYETKOI'O PUCKA Ul IPYMIbI YCT-
POMCTB.

. JlaTb KauecTBEHHYIO OLEHKY 3allMIIEHHOCTU TIpyMNIe YyCT-
POMCTB.

. ConocTaBUTh KaueCTBEHHBIE OLIEHKU C HEYETKUM PUCKOM IJIs
KOMOMHAIHH MTPOTOKOJIOB.

. Ilomy4uTs 4KCIIOBOE 3HAYEHUE HEYETKOIO PUCKA.

. [lonyuuTts puCK JUIsl pa3iaMyYHbIX BEpCUN MPOTOKOJIOB Oe3omac-
HOCTH y YCTPOMCTB, pabOTarOLINX HA OJHOW U TOil ke Oecrpo-
BOJHOM TEXHOJIOTHH.

. o BBINOIIHEHHBIM MMyHKTaM 2-5 COCTaBUTh OTYET.

[lops 10K BEIIOJHEHUS Da6OTBI

. I[lo monmyueHHBIM JaHHBIM B TEpBOil nabopaTopHOil paboTe
JaTh KaueCTBEHHYIO OILICHKY JJIs BhIxoaa Assessment (oreHka
3aIUIIEHHOCTH ) 10 Tabnure 3.1.

1.1. [lpumep ansa Bapuanta NeQ:

[Iporokonsr  6e3o0macHO-
CTH

Orienka
LIEHHOCTHA

KauecTBennas
Orenka

3alu-

12



1. WPA2 and V4.0 and 0.837 Bricokuii  ypo-
S2 and NTAG413 BCHb

2. WPA2 and V2.0 and 0.5 YMepeHHbIH

S2 and NTAG413 YPOBECHb

3. WPAand V3.0and S2 | 0.587 Cpennuit  ypo-
and NTAG413 BEHb

4. WEPand V3.0and S2 | 0.5 YMepeHHbIH

and NTAG413 YPOBECHb

5. WEP and V3.0and SO | 0.413 Huskuit  ypo-
and MifareClassic BEHb

2. Ilo Tabmuue 3.2 cOmOCTaBUTh KAYECTBEHHBIE OLEHKN C HEYET-

KHUM pUCKOM.

2.1. ITpumep auis BapuanTa Ne(:

[Iporokonsr  Ge3omacHo- | KauecTBenHnast Heuérkuii

CTHU Orenka PUCK

1. WPA2 and V4.0 and Beicokuii  ypo- | Huskuit  ypo-
S2 and NTAG413 BEHb BCHb

2. WPA2 and V2.0 and YmMmepennslii ypo- | Cpenuuit  ypo-
S2 and NTAG413 BEHb BEHb

3. WPA and V3.0 and S2 | Cpenuuii ypoBeHb | YMEpEHHBII

and NTAG413 YpOBEHBb

4. WEP and V3.0 and S2 | Ymepennsiii ypo- | Cpeanunii  ypo-
and NTAG413 BEHb BCHb

5. WEP and V3.0 and SO | Huskwuii ypoBenb | Boicokuii  ypo-
and MifareClassic BEHb

3. HucnenHnas OLIEHKA HEYETKOT O pHucCkKa.

3.1. Bo Fuzzy Logic Designer co3naTh HOBBIi MPOCKT, BXOJI-
HBIMH TIEPEMEHHBIMU TaK K€, KaK ¥ B JJAOOpAaTOpHOW pa-
6ote Nel oymyt: Wi-Fi, Bluetooth, Z-Wave, NFC. Current
Variable, Membership Function 3anoiausaTh 1o aHAJIOTHHU C
npeasayIen padoraii.

3.2. BeixomHol nepeMeHHO# Oyner Heuétkuii puck — RISK.
[lepemennas nommkHa coaepxaTh 5 (YHKIHNA, COOTBETCT-
BYIOIIUX HEYETKOMY PHUCKY, ornpenenéHHoMy panee. [lpu-
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CBOUTh UM MOAXOASAIIME Ha3BaHusA: Huszkuil ypoBeHb —
Low, Vmepennsiii ypoenb — Moderate, Cpenuuii ypo-
Benb — Middle, Beicokuii ypoens — High, Dxcrpemains-
HBIN ypoBeHb — EXtreme (Puc. 4).

lot Doints:
FIS Variables Membership function plots =" =" 181

Low Moderate Middle High Extreme|
Y\ B

Wi-Fi RISK

Bluetooth

Z-\Wave

L 0.1 0.2 0.3 0 4 05 0.6 0.7 0.8 0.9

e output varable "RISK"

Pucynok 4 — Membership Function Editor.

3.3. lanee mepexoxum B Rule Editor (u3 okna Membership
Function Editor moxno mepeiitu Haxaruem Ctrl+3), mus
HACTPOMKH PEIIAIOIINX MMPABUJI HY)KHO BBIOpPATh MPOTOKO-
7Bl 0€30MACHOCTU Ul KaKJOH KOMOMHALMU OECIIpOBOI-
HOM TEXHOJIOTMH COTJIACHO BapHaHTY, @ HEYETKOMY PHCKY

(RISK) mpucBouTh 3HaueHHe U3 CHOPMUPOBAHHOU paHee
tabmuiel (Puc. 5).

1. If (WiFiis WPAZ) and (Bluetooth is V4.0) and (Z-Wave is 52) and (NFC is NTAG413) then (RISK is Low) ~
2. If (Wi-Fi is WPAZ) and (Bluetooth is V4.0) and (Z-Wave is 50) and (NFC is MifareDESfire) then (RISK is M
3. If (WiFiis WPAZ) and (Blustooth is V3.0) and (Z-Wave is 50) and (NFC is NTAG413) then (RISK is Middle
4. If (WiFiis WPA) and (Blustooth is V3.0) and (Z-Wave is 52) and (NFC is MifareDESfire) then (RISK is Mic
5. If (Wi-Fiis WPA) and (Bluetooth is W2.0) and (Z-Wave is S0) and (NFC is MifareDESfire) then (RISK is Hig

]
€ >
If and and and
Wi-Fiis Bluetooth is Z-Wave is NFC is.
WEP ~ 2.0 ~ 50 ~ MifareClassic »
WPA V3.0 52 WifareDESfire
WPAZ V4.0 none NTAG413
nong none nong
] ] W ]
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Pucynok 5 — Rule Editor.

3.4. B okue Rule Viewer (Ctrl+5 u3 oxna Rule Editor) nmomy-
gtk RiSK ms ka0l KOMOMHAIIMK TIPOTOKOJIOB M 3aHe-
CTU B OTYET. BXO/HBIEC 3HAUYECHUS JJISI KAXKIOTO MPOTOKOJIA
OeCTIPOBOHBIX COCTMHEHUI HaxoAaTcs B Tadimiie 2.

4. TlomyunTh HEYETKUN PUCK JUIS PA3THMYHBIX BEPCHH TPOTOKOIOB
0€30MMacCHOCTH y YCTPOMCTB, pabOTAIONINX HA OJHOW M TOH Ke
0ecrpoBOIHON TEXHOJIOTHH.

4.1.Ecnu B ceTh N100aBUTh HECKOIBKO YCTPOWCTB C OJMHAKO-
BBIMU THIIaMH OECIPOBOHOTO IMOJKIIOYECHUS, HO Pa3HbI-
MU BEPCHSIMH IPOTOKOJIOB, 3TO YCIOKHHUT MOJIYyYCHHUE UH-
CJIOBOT'O 3HAYCHHS HEYETKOTO PUCKA C IMOMOIIBI0 HHCTPY-
menTta Fuzzy Logic Toolbox. Teneps HEOOXOIUMO YUUTHI-
BaTh, uTo I OecrnpoBognoro coeaunenus (Wi-Fi, Blue-
tooth, Z-Wave, NFC coriacHo BapuaHTy) MMEIOTCS TpH
YCTPOWCTBA, MPUYEM OJHO M3 HHUX OTJIMYAETCS BEpCUEi
npoTokona 6e3onacHocT. YTo ObI MOMYYHTH BEPHOE 3HA-
YeHUe HEYETKOro pHCcKa HE0OXOAMMO yKas3aTh INPaBHUIIb-
HBIE BXOJHBIE NapameTpsl. I BceX COCIMHEHHMH KpoMme
TeX KOJIMYECTBO KOTOPBIX YBEIMYMIOCH 3HAYEHHUE OCTAET-
Csl TEM IKe.

4.2. ITpumep: Jo6aBunu 3 ycTpoiicTBa pabOTaOMIMX Ha TeX-
Hosioruu Wi-Fi 1 pa3HbIX POTOKOJIAX.

Tabnuia 4.1 — Onucanne UMEIOIIMXCS yCTPOUCTB.
Tun yerpoiictsa Tun nonkmoue- | Bepcus mpo-

HUS TOKOJIA

IP — kamepa Wi-Fi WPA2
JlaTumk oXpaHbl OKHA Bluetooth V4.0

YcTpoiicTBO OXpaHbl JOMa Z-Wave S2
NFC — cuntsiBarens NFC NTAG413

JlaTumk npiMa Wi-Fi WPA

Biiok yrpaBiieHUs1 OTOIICHUEM Wi-Fi WPA

BxoaHoe 3HaueHne He0OXO0AUMO PacCUUTaTh B COOTBETCT-
BUU C 3a7jaHHOM QyHKIMeH npuHaanexxnoctu (Puc. 6).
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4. Membership Function Editor: laba 2 — O
File Edit View

-
FIS Variables Membership function plots *°* === 181

WEP WPA

Wi-Fi RISK

Bluetooth

Z-Wave

;

NED input variable “Wi-F*

Current Wariable Current Membership Function (click on MF to select)

Name WiFi Name WEP

Type input B2 trimf

Params 001

Range 02

Display Range Cloze

03] ‘ Help |

Selected variable "Wi-Fi"

Pucynox 6 — Membership function.

Benem crienyroriyie 0003HaUCHUS .

bl u b2 — 3Hayenus ocu abcuuce BepumH Gynkuuin WPA

u WPA2 cooTBETCTBEHHO;

pl u p2 — konmuyecTBO Bepcuit mpotokonoB WPA u WPA2

COOTBCTCTBCHHO,

X — HCKOMOE BXO/IHOE 3Ha4EHUE.
b2 — b1

(2)

(3)
(3)

Tabnuna 4.2 — OnpeneneHue BXOJHBIX 3HAYCHUS JUIS Ka-

K00 MPOTOKOJIA OECITPOBOAHBIX COEAMHEHUN

becnpoBoanoe TpoToKosts! Bxonnoe
COEJIMHEHHE 3HAYEHUE
. WPA - 2mt
Wi-FI WPA2 — 1t 1.333
Bluetooth V4.0 — lmr 2
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Z-Wave

S2 — lmr

N

NFC

NTAG413 — 1wt

Brecs Bce BXoIHBIC 3HaUCHUS, yKa3aHHBIC B TabmuIe 4.2 B
HACTPOEHHBIN HHCTPYMeHT Fuzzy Logic, monydeHHOE Ha
BBIXO/I€ YHCIICHHOE 3HAY€HUE HEUETKOr0 pUCKa paBHO
0.107 (Puc.7). 3HayeHne 3aHECTH B OTYET.

4. Rule Viewer: laba 2

File Edit View Options

Wi-Fi= 1.33 Bluetooth = 2

Z-Wave =1

NFC =2

RISK = 0.107

“,

|

NN

|
F‘
L

@

E

N
- ot
.

=
‘ PN
v

s

\\.

MV

AN

o

- ™

‘ .

R

A

|
J
|
|

ppl—1 L

= ¥ I

0

S

faaasd

=]
-

Input: | 4 _b33;2:1 2]

Plot points: 101

Move:

left | right|duwn| up |

| Opened swstem laba 2. 3 rules.

. I

o

Pucynok 7 — 3HaueHue HEYETKOTO pUCKa.

JlaGoparopHasi padora Ne3
Pacuer 3¢ dexTuBHOCTH 3ammmeHHocTu 10T-ceTn

Heap padorbi: Paccuntath 3¢(HEeKTUBHOCTh UCIOIb30BA-
HUS TOM M MHOH |0T-ceTu ¢ TOYKU 3peHusi 3aBUCUMOCTH CTOU-
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MOCTH 3TOH CETH OT PHCKa €€ HCIO0JIb30BaHMsA. OBIIACTh HaBbI-
Kamu MojenupoBanue cety Marepuera Bemen.

TeopeTnuyeckne CBEICHUS

B HacTosmee BpeMs HM3-3a MHTEHCUBHOTO Pa3BUTHs CETEH
MOCTPOSHHBIX MO TexHoJoruu WMHTepHET Beuieid, Tpedyercs Bce
OoJiblIe Pa3IMYHOrO PoJia OLIEHOK U IOKa3aTeslel 3TUX ceTei ams
TOTO, YTOOBI OYIyIIMii MOJH30BATENb JAaHHOW TEXHOJIOTUU HUMEI
npejcraBiaeHue o0 3Toil cetw B nenoM. OJHUM U3 HEMaJOBaX-
HBIX, IIOKa3aTesel, KOTOphle MOTYT 3aMHTEPECOBATh I10JIb30BaTE-
751 — 3T0 3()(PEKTUBHOCTH MCIIOJIb3YEMOI CEeTH.

D¢ dekTUBHOCTH B TaHHOM CITydae MoJpa3yMeBaeT parfo-
HAJIBHOCTh MCIIOJIb30BaHMs TOM miu uHOH |0T-cetn ¢ Touku 3pe-
HUS 3aBUCUMOCTH CTOMMOCTH 3TOM CETH OT PHUCKA €€ MCIOIb30Ba-
HUSL.

Juist Toro 4to0b1 paccunTarh 3()(HEKTUBHOCTH BBHIOpAaHHON
loT-ceTn, HEOOXOIUMO 3HATh PUCKU MCIOIb30BAHUS PA3IUYHbBIX
KOMOWHAIHSI TIPOTOKOJIOB MPEAIOIaraéMoi CEeTH, CTOMMOCTD YCT-
POMCTB, KOTOpbIe OyyT UCIOIB30BaThCS, a TAKXKE HAIUYHE aJro-
pUTMa pacuera.

B 3anannoit l0T-cetn umeercs yerslpe ycrpoiictBa MH-
TEepHeTa Bellel, paboTaromye no pa3HbIM OECIPOBOIHBIM TEXHO-
norus. OHM MOTYT MMETh Pa3IUYHble BEPCUM NMPOTOKOJIOB 0e30-
nacHocTu. Tak Kak HM3BECTHO, Kakoe 00OpyJoBaHHME OyIeT Npu-
MEHSATbCA AJIS MOCTPOEHUS CEeTH, He0OX0AUMO HaTh M 0003Ha-
YUTh CTOMMOCTH JTaHHOTO 00opymoBaHus. [ns yno6cTBa 0603Ha-
YUM [EHBI B YCIIOBHBIX €MHULAX (Tabnuua 5).

Tabnuua 5 — Tabmauia CTOMMOCTH 000PYIOBaHUS B 3aBHCUMOCTH
OT HUX BO3MO)KHOCTGI7I HCITIOJIBb30BAHUSA pa?,J'II/I'-IHBIX HpOTOKOHOB
0€30I1aCHOCTH

Ucnonszyemoe | becnpoBonHoe
IIpoTokoss CtouMoCTh
o0opyzoBaHHe COEIMHECHHE
IP- Wi-FI WEP 04y.e.
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BHJICOKaMepa WPA 0.6 y.e.
WPA2 0.7 y.e.

JlaTuuk oXpaHbl V2.0 Olye.
oKHa Bluetooth V3.0 0.2y.e.
V4.0 0.3y.e.

Cucrema oxpa- SO 06y.c.
HBI }10Map Z-Wave S2 10ye
Cucrema 6e3 MifareClassic 0.8y.e.
KITFOYEBOTO NFC MifareDESFire 09y.e.
JOCTyTa NTAG413 10y.e.

Hckomoe 3HaueHue 3PQPEeKTUBHOCTH OyIeT 3aBUCETh OT
W3MEHEHHUS HEUETKOTO PUCKa Pa3IUYHbIX KOHPUTypalui ceTu u
M3MEHEHHUs 00IIel ctommocTi Beero obopymoBanus. Ha ocHoBa-
HUU 3TOTO MOJY4YEHHOTO 3HAUYEHHU S, MOXKHO BBIOPATh MOAXOISAIIUI
BapuaHrT.

3anaun

1. H3yuuth TEOpeTHUECKHE CBeACHUS 00 3(PPEKTUBHOCTH
3aIIUIIEHHOCTH.

2. [Momyante Rmin, Rmax Chmin, Cmax, C1, C2, Cs, Ca, Cs, Ry, Ry,
R3 R4, Rs,

3. Tlonmy4yuTh OTHOIICHHE W3MEHEHUW CTOMMOCTH HCCIIETye-
Moit 10T-cetn — A.

4. TlomyyuTh OTHOIIEHHWE W3MEHEHUH HEYETKOrO0 pUCKa HC-
cnenyemoit l0T-cetu — a.

5. Paccuurath 3¢(deKkTUBHOCTS — D, NI BCEX KOMOWHAIUN
MIPOTOKOJIOB.

6. Odopmuth OTUET 1O MyHKTaM 2-5.

HODSIJIOK BBIITOJIHCHU A Da6OTBI

1. MuHuManbHbIA U MAKCUMAJIbHBIN PUCK U CTOUMOCTH KOH-
¢burypamum.
1.1. Rypin ¥ Rpyqy — HEUCTKHIA PUCK MUHUMAIBHON U MaK-
CHUMaJIbHOM KOH(UTYpAILIUU HCCIIEyeMON CEeTH COOT-
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BeTCTBEHHO; Cypin U Cipgy — MUHUMAJIbHAS M MAKCH-
MajibHasi CTOUMOCTh Bcero ooopynoBanus cetr; Ry Ro.
R3 R4 Rs— neuetkuii puck uccnenyemoii cetu; Cq, Cop,
Cs, C4, C5— CTOUMOCTB BCETO 000OpYIOBaHUS HUCCIIE-
JlyEMOM CETH.

2. OtTHOUICHHE U3MEHEHHUI CTOMMOCTH Hcclieayemoit 10T -

cetd — A.

Cmax_cl
= 4.1
3= (4.)

rne AC — pa3HOCTh MaKCUMaJbHOM M MHUHHUMAJIbHOU
CTOMMOCTH BO3MOXKHBIX KOMOWHAIIMH TPOTOKOJIOB U
YCTPOMCTB B CETH:

AC = Cpax — Cin- (4.2)
3. OTHOIICHHE U3MEHEHUI HEUYETKOTO PUCKA MCCIIETyeMOM
l0T-cetu — 0.
Rl - Rmin
= 5.1
o AR (5.1)

rae AR — pa3HOCTb MAaKCUMaJIbHOI'O M MHUHUMAJIBHOIO
HEYETKOI0 PHUCKA BO3MOXKHBIX KOMOHMHAIMM IPOTOKOJIOB

U YCTPOMCTB B CETH:
AR = Riynax — Rmin- (5.2)

4. DpPeKTUBHOCTD.

4.1.0OTHOLIEHHE PAa3HOCTH HUCXOJHOTO HEYETKOTO pUCKA U
MUHUMAaJIbHO BO3MOXXHOI'O HEYETKOI'O0 PUCKA C pa3HO-
CTbI0O MAaKCHMaJIbHO BO3MO>KHOI'O HEYETKOI'0 pPHCKa HC-
clieyeMoi KOH(pUTypaluu ceTH 1 MUHUMAaJIbHOTO 3Ha-
YEeHMsI HEUEeTKOro OyayT JiexaTb B MpoMexyTke ot 0 10

1.
C1 — Cnax
0< =M% <, 6.1
= A = (6.1)
17 MNmin
0<—<1L 6.2
S—Fz = (6.2)

Ompenenus, 4T0 d(PPEKTUBHOCTH JOJKHA BBIPAKATHCS
B YMCJICHHOM 3HauyeHuu oT 0 10 1 u 3Hast OTHOLIEHUA
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W3MEHEHHI NCXO/HBIX BEJIMYMH CETH, MOKHO BBIPA3HTh
dbopmyny s pacyera 3HadeHHS 3(P(HEKTHBHOCTH

lIoT — ceru, xoropas Oyaer WMETh  BHUII:

3=1-1Xo. (6.3)
[TomydeHHbIe pe3yabTaThl PO PAHXKUPOBATH U 3aHECTH
B OTYET.

JlaGoparopHas padora Ned
Omnpenesienue Pucka ceTn uHTEpHeTa Bellei

Hean pabGorbi: Hcnonb3yss SKCHEpPTHBIE OLEHKH IS
BXOJHBIX IAapaMETPOB «BO3MOKHOCTb 3JI0YMBIIIJIEHHUKA», «3a-
IIUIICHHOCTh CHUCTEMBI», «OIICHKA YSI3BUMOCTH», «OIIEHKa I10-
ciencTBui» onpenenuts Puck mis 10T — ceTu.

TeopeTuueckne CBEACHUS

OcHoBHOH MNpoOIEMON JAHHOM CHUCTEMBbl aHalIM3a PHUCKa
ABJIAECTCSA TO, YTO B HEH, MPAKTHUYECKU HAa KaKJOW CTaJAUM KHU3-
HEHHOr0 LIMKJIA, IPUHUMAIOT y4JacTHe JKcIepThl. beuto ompene-
JIEHO, YTO €CJIM U3MEHUTh CTaHJApPTHYIO Mapy OLIEHWBAEMBIX Ia-
paMeTpoB «BEPOSTHOCTh YIPO3bI» U «BEIWYMHA yliepOa», Ha 0o-
Jiee TMOHATHBIE AJI DKCIEPTOB, TO MOXHO IPEAINOJIOKHUTH, YTO
sKcrepTaM OyJleT MPOIle WX OLEHUTh, YTO JIOJKHO CKa3aThCs Ha
MOBBIIIEHUH JOCTOBEPHOCTH KOHEYHOro pe3ynbTara. B kadecTse
TaKMX [apaMeTpPOB MPEUIOKEHBl «BO3MOKHOCTH 3JI0YMBIIICH-
HUKa», <«GallULIEHHOCTb CHCTEMBD», «OLEHKa YSA3BUMOCTNY,
«oleHKa mnocnencTuit»y. HeoOxoaumo omnpenenuTs YUCIIEHHBIE
napaMeTpsl AU KaKIOro U3 JOTMYECKOro TEPMa BCEX OLEHUBAae-
MBIX HapameTpoB. TO ecTh, 3a7aThb HEKOTOPHIA YHMCIICHHBIA HH-
TEpBaJl, HAIPUMEp, AJI1 3HAUYECHUS «BBICOKMI» KaKJI0W MepeMeH-
HOM. /|aHHBIE YMCIEHHBIN MMapaMeTpbl OLICHUBAIOTCS 3KCIEPTHBIM
IIyTEM C TIOMOIIIBIO ONPOCHBIX JIMCTOB.

CrnenyrommmM 1aroM HeEOOXOAMMO HEKOTOPHIM 00pa3zoM
arperupoBarhb BXOJAHBIE MapameTpbl. O4EBUAHO, UTO HE LENECO-
o0pa3HO Mo/aTh Ha BXOJ aJIrOpUTMa MOAAaTh BCE YEThIPE M HAXO-
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JIUTh JUIA HUX 3HAUYE€HHE PUCKA, MMO3TOMY MpeJularaeTcst KOHIEM-
1IMsI, OCHOBaHHasi HA MHOT'OKaCKaJHOM MPUMEHEHHH JIOTUYECKOTO
uHTepdeiica MamaaHu.

B nanHoM anropuTMe OIEHMBAIOTCS MIPOMEKYTOUHBIE Ta-
paMeTphl ¢ TOMOIIBIO0 HEYEeTKOro uHTepdeiica.

1) «Cpennsis BO3MOXKHOCTE» = FIS1(«BO3MOXHOCTH
3JI0YMBIIIJICHHUKA; «3aIUIIEHHOCTh CUCTEMBD)

2) «Cpennsas BeposTHOCTEY = FIS2(«Cpennsist BO3-
MO’KHOCTB»; «OLIEHKA YSI3BUMOCTH)

3) «Puck» = FIS3(«Cpenusisi BeposTHOCTBY; «O1eHKa
TTOCJICICTBHIN)

Ha puc. 8 npexncrasinena cxema pabOThl AAHHOTO alro-
putma, t1e FIS - Fuzzy Inference Model (Moaens HeueTKOTO BbI-
BOJIA)

BO3MOXKHOCTII

3I0YMBIIIEHHIIKA
3MOYyMBIIUIEHHIKA |
Cpeanas
BO3MOXKHOCTE
JAIIIIIEHHOCTE F|S1
CIICTEMBI
FIS2 cpeanan
OLOEeHKA BEPOATHOCTE
VA3ZBIIMOCTH
Prck

FIS3

oLeHKa
MoCIeIcTBII
bbbt 4

Pucynok 8 — HeueTkuit anropuT™ OIEHKH pUCKa

3agaun

=

W3yunTh TEOpETHUECKUE CBEACHUSI.

2. Tlomyuntp BbIXOgHOM mapamerp «CpeaHsisi BO3MOXK-
HOCTB.

[Tonmyuuts BeIxoHOU apameTp «CpenHsisi BEpOSITHOCTb)»
[Tonyunts Puck.

OdopmuTh OTUYET 1O MyHKTaM 2-4.

ok w
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Ilops10K BEITIOJHEHUS Da6OTBI

1. CnepBa HE0OXOIMMO CO3/IaTh IEPBbI HEYETKUN KOHTPOJI-
nep (Puc. 9).
B Hem yka3aHbI 1B€ BXOJ/IHBIC IEPEMEHHBIE «BO3MOXXHOCTH
3JI0YMBIIIJICHHUKA» - capabilities u «3anuieHHoCTh Ccuc-
TEMbI» - SEeCUrity W OJHa BBIXOIHAs «CPEIHSS BO3MOXK-
Hocth» - oOverallCapabilities. Kaxmas w3 maHHBIX JIMH-
I'BUCTUYECKHUX MEPEMEHHBIX MMEET CBOW Habop (pyHKIHiA
MPUHAJIC)KHOCTH, KOTOPBIE BCE OIMHUCHIBAIOT 3HAUYCHHS
«am3kui» (0-0,3), «cpequuit» (0,3-0,7), «BbIcoKmit» (0,7-
1) (Puc. 10-11).

4. Fuzzy Logic Designer: FIS1 — O X

File Edit View

XX

FI51

/ (mamdani)

capabilities
ﬂ overaliCapabiliies
security
FIS Name: FIS1 FIS Type: mamdani
And method miin o Current Variable
Or method max ||| Mame capabilties
T input
Implication miin o S L
Range [o1]
Aggregation max o
Defuzzification centroid ~ Help Close | |

‘ System "FIS1™ 2 inputs, 1 output, and 9 rules |

Pucynok 9 — OkHO co3/1aHus TIEpBOr0 HEYETKOro HHTepdeiica
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Jlns mepemennoi capabilities ¢pyHkumMu npuHaUIEKHOCTH
low — [-0.1 0.15 0.3], medium — [0.3 0.5 0.7], high — [0.7 0.85
1.1].

4| Membership Function Editor: FIS1 — O X

File Edit View

lot points:
FIS Variables : : Wembership funcon plots 017 | 161
low medium high
X 0N -
XX /XK
pabilifieraliCapabilities

security
A 2 . . L
input variable "ca oabilties”

Current Variable Current Membership Function (click on MF to select)
Mame capabilties Name Iow
Type input Type trimf hd

Farams -0.2136 0.1224 0.4854]
Range [0 1] 0. . | 1
Deray ez [01] Help Close

| Ready |

Pucynok 10 — @yHkuuu npuHaJIeKHOCTH IEPEMEHHOMN «BO3-
MO’KHOCTb 3JI0yMBIIJIEHHUKA»

Jliis mepeMenHo# Security GpyHkimu npuHapiexsoct low
—[-0.1 0 0.3], medium —[0.2 0.5 0.8], high — [0.7 1 1.1].
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4| Membership Function Editr: FIST - O X

File Edit View

FIS Variables i . i Memblershlpfluncllcrll plots .

/XX

WIIC:LMNI tties

plot points: 181

maedium high

B
>
=2

5 curity
i T
A 2 3 ! . . 1
input variable "security™
Current Wariable Current Membership Function (click on MF to select)
Mame security Name low
Type input Type trimf =
Params -0.4 0 0.3013
Range [0 1] [-0- . ]
EEananilah @1 | Help Close ‘

| Selected variable "security” |

Pucynok 11 — ®yHkunu npuHayie)KHOCTH IEPEMEHHOM «3aliu-
IIEHHOCTh CUCTEMBbI»
1.1. Co3nanue pemarommx npaBuil.
Heo6xonumo 3anate norndeckue npasuia. [Ipasuna ¢op-
MHUPYIOTCS B COOTBETCTBUU C TaOJMIEH, HA MEpPECEeYeHUH — 3Ha-
gyenue overallCapabilities (tabauma 6):

Tabnuma 6 — [pasuna qisg FIS1

capabilities
HU3KUHI cpeaHuit BBICOKUI
security | HU3KHH HU3KUH CcpeaHuil BBICOKUI
cpeaHuit HU3KUI HU3KUI cpeaHuit
BBICOKHUH HU3KUI HU3KUI cpeaHuit

B coorBercTBUM ¢ 3TOU TabmMIEH, 3aJaeM HEYETKUE Ipa-
Buia (puc. 12).
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4\ Rule Editor: FIS1 — O X

File Edit View Options

. ig low) then (overallCapabilities is low) (1)
2. If (capabilities is medium) and (security iz low) then (overallCapabilities iz medium) (1)
If (capabilities is high) and (security is low} then (overallCapabilities is high) (1)
If (capabilties is low) and (security is medium) then (overallCapabilities is low) (1}
If (capabiltiez iz medium) and (security is medium) then (overallCapabilities is low) (1}
If (capabiltiez iz high) and (zecurity iz medium}) then (everallCapabilities iz medium}) (1}
If (capabilties is low) and (security is high) then (overallCapabilties is low) (1)
If (capabilties is medium) and (security is high) then (overallCapabilties is low) (1)
If (capabilties is high) and (security iz high) then (overallCapabilities is medium) (1)

W~ e

If and Then
capabilties is security is overallCapabilities

medium medium medium
high high high
nene none none

[ not [ nat [ not
~ Connection Weight:

() or

@) and 1 Deleterule |  Addrue | changerule | | =]
FIS Name: FIS1 || Help | o |

Pucynok 12 — HaGop npasuin ansa FIS1

BoixonHas mepemeHHas mepBoro uHTepdeiica sBisercs
BXOJIHOM MEepeMEeHHON JUIsl BTOPOro, OMUMO 3TOTO A00aBisieTcs
HOBas [IEPEMEHHAs — OLICHKA YSI3BUMOCTH.

2. 3aganuM BXOJHBIE W BBIXOJHBIE MepeMeHHble st FIS2
(puc. 13).
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[4] Fuzzy Logic Designer: FIS2 — O X

File Edit View

XX

overaliCapabilities

FI52

T~
/ (mamdani}

XX —

vulnerability

overallCapabilitiss

L

Pucynok 13 — Bropoii HeueTkuit uaTepdeiic
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s mepemennoii overallCapabilities dyakuun npuna-

nexuoctu low — [-0.4 0 0.4], medium — [0.103 0.503 0.903], high
—[0.6 1 1.4] (Puc.14).

4. Membership Function Editor: FIS2 — O X

File Edit View

lot points:
FIS Variables i . . Memblershlpfluncﬂo,? plots . B :olnl 181

lew medium high

i_ikelihood

vulnera bility
=
- ir; c-nut v, uahk:_mtall_ﬂanﬂ.bllmcs
Current Variable Current Memberzhip Function (click on MF to select)
Hame overallCapabilities Name low
Type input Typs trimf ~
e 01 Params [-0.4 0 0.4]
Display Range 1] Help Close

Ready

Pucynok 14 — ®ynkunu npuHaIeKHOCTH BXOIHOM NTepeMEeHHON
«CpenHssd BO3MOKHOCTB)
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Jns mepemennoii Vulnerability dynkumun npunamiexHo-
cru low — [-0.405 0 0.3], medium — [0.2 0.45 0.7], high — [0.6 1 1]
(Puc.15).

[4] Membership Function Editor: FIS2 - o X

G 181
Bty ‘ ‘ ‘

File Edit View

Iew medium high

O 2N

overalCapabilties overall ikeihood

wilnerability

Pucynoxk 15 — @yHKIIMY IPUHAJIC)KHOCTH TIEPEMEHHOM «OIICHKA
YS3BUMOCTH»
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Jns nepemennoit overallLikelihood dyuxiwu npunaz-
nexxnoctu low — [-0.4 0 0.4], medium —[0.1 0.5 0.9], high—[0.7 1
1.4] (Puc.16).

4 Membership Function Editor: FIS2
File Edit View

plot points:

Meimbar ship function plots
FIS Variables T T T

overalCapabilties overall keihood

wulnerability

I | | T |

output variable “overallLikelihood"

Current Variable Current Membership Function (click on MF to select)

Name overallkeiood Hame

Type trim? ~
Type output

e [0.400.4]
0]

Display Range
[o1] Help Close.

Selected variable "overalLikeinood”

Pucynok 16 — ®yHKIMN NpUHAUIEKHOCTH BBIXOAHOM IIEPEMEH-
HOM «CpEaHSs BEPOSITHOCTHY

2.1. Co3naHue pemanmx mpaBul.

s Broporo uHTepdeiica Takxke HeOOXOAUMO 3a/aTh JIO-
ruueckue npasuia (Puc.17). IlpaBuna ¢popMupyroTcst B COOTBET-
CTBMM C  MAaTpulle, Ha @epeceuyeHMH —  3HAYCHHE
overallLikelihood (tabmuma 7). T.e. 4eMm BbIllle OJMH U3 MapameT-
POB, TEM BBILLIE U 3HAUEHNE HA IEPECEUCHUN:

Tabmuma 7 — [paswra g FIS2
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overallCapabilities
HU3KUH CpelHui BBICOKHMH
vulnerability | Hu3kwmii HU3KUH cpeaHuit BBICOKHI
CpeHUM | CpeaHui CpeHui BBICOKHUH
BBICOKUH | CpeaHUI BBICOKUI BBICOKHUH
(4] Rule Editor: FIS2 - o x

File Edit View Options

iz low) then (overallLikelhood is low) (1) ~

If (overallCapabilties is low) and (vulnerability iz medium}) then (overallLikelihood iz medium) (1}

If (overallCapabilties is low) and (vulnerability iz high) then (overallLikelihcod is medium}) (1}

If (overallCapabilties is medium) and (vulnerability iz low ) then (overallLikelihood iz medium) (1)

If (overallCapabilties is high} and (vulnerabilty is low) then (overallLikelihood is medium}) (1)

. If {overallCapabilties is low) and (vulnerability is high} then (everallLikelihood is high) (1}

If (overallCapabilties is medium) and {vulnerability iz high) then (overallLikelihood is high) (1)

If (overallCapabilities is high) and (vulnerability is high) then {overallLikelihood is high) (1)

If (overallCapabilities is high) and (vulnerabilty is medium) then (overallLikelihood is high) (1)

[N ] —

If and Then
overallCapabilities wvulnerabilty is overallLikelihood

medium medium
high high
none none

[ not [ not [ not
~ Connection Weight:

Joor
@) and 1 Deeterue |  Addrue | Changerue | =

FIS Name: FIS2 ‘ ‘

Help | Cloze | |

Pucynok 17 — HabGop mipaswr FIS2

Beixonuoit mapamerp overallLikelihood siBnsiercs Bx0m-
HBIM [1apaMeTPOM JUIsl TPETHET0 HEYETKOTO HHTepdeiica.

3. Tperuit HeueTknid MHTEpPENC C IOMOIHUTEIHFHBIM Tapa-
METPOM «OIleHKa rocieacTBuii» (Puc.18).
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4. Fuzzy Logic Designer: FIS3

File Edit View

XX

L FIS3
ovarallLikelihood
/ {mamdani)
XX rizk
impact

FIS Name: FIS3 FIS Type: mamdani

And method — - Current Variable

Or method o | || Name overallLikslhood
T input

Implication —= o B —
Range [o1]

Aggregation o -

Defuzzification centroid v Help Close

Renamed FIS to "FIS3"

CYHOK 18 — 'I'peTuil He4eTKHNU UHTEPPENC

3amaguM GYHKIUH TPUHAUICKHOCTH JUISI TIEPEMEHHBIX
«OIIEHKa ITOCIEICTBHI»

«CpEemHSISI  BEPOSTHOCTHY
(Puc.20), 1 BeIXOHOM TIepeMeHHOM «puck» (Puc.21).

(Puc.19),

Hns mepemennoii overallLikelihood ¢yukuuun npunas-
aexuoctu low — [-0.4 0 0.4], medium —[0.1 0.5 0.9], high—[0.7 1

1.4] (Puc.19).
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4 Membership Function Editor: FIS3

File Edit View

lot points:
FIS Variables : Memb?rshlpfluncug,:. plots . plot points: 121

IIcw.I medium h'_ h

veood risk

impact '

- i.I'I-DLIt va;i;lble "o.verq.LLLi In.cel ihood:';
Current Variable Current Membership Function (click on MF to select)
Name overalLikelihood Name low
Type input o= trimf o
Range 01 Params [-0.4047 -0.005307 0.3777]
Ler) s [ 1] Help Close
Ready

Pucynok 19 - ®yHKIMH MPUHAIICKHOCTH BXOAHOM MTEpeMEHHON
«CpenHsisi BEpOSTHOCTD)

Jlnst mepeMeHHOM IMpact GyHKIMK TpUHAISKHOCTH [OW
—[000.4], medium —[0.2 0.5 0.8], high — [0.7 1 1.4] (Puc.20).
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"4 Membership Function Editor: FIS3 — u] X

File Edit View

0 01 02 0.3 0.4 05 06 07 0.8 09 1
input wariable "impact”

e e

Pucynok 20 - ®yHknun MpuHAIICKHOCTH TIEPEMEHHOHN «OIICHKA
MOCJIEICTBHII»

Jns mepemennoi risk ¢pyakimu npunaaiexxHoct low — [-
0.2 00.3], medium —[0.1 0.5 0.8], high — [0.55 0.97 1.4] (Puc.21).
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4| Membership Function Editor: FIS2 — O *

File Edit View

FIS Variables

NO ris

lg
1

Membership function plots =t PONES: 181

medium high

impact
1 2 . K | E
outout vanable "Ask*

Current Variable Current Membership Function (click en MF to select)
Name risk Name low

Type .
Type output trimf ~

Params -0.246 0.00132 0.3188]
Range: [0 1] 0. . . ]
Display Range [0 1] Help Close
Selected variable "risk”

Pucynok 21 — ®yHKIMY TPUHATIEKHOCTH «PUCK»

AHaNOrMYHO, KaK M JUII TIpeablaymux uaTepdeiicos dop-
mupyem npasuna (Puc.22) mis FIS3 (tabmuma 8). Ha mepecede-
HUH — 3HAYCHHE PUCKA.

Tabmuma 8 — [Npaswia g FIS3

overallLikelihood

HU3KUH CcpeaHuit BBICOKUH

impact HU3KUU HU3KUHI cpeaHuit CpeaHuit
CcpeaHu CcpeaHuit cpeaHuit BBICOKUH

BBICOKUH | CpeHUM BBICOKUI BBICOKUH
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4| Rule Editor: FIS3 — O x

File Edit View Options

If (owerallLikelihood is low) and [lmpact iz medium} then (rizk is medium} (1)

If {(overallLikelihood is low) and (impact is high) then (risk iz medium} (1}

If {owerallLikelihood is medium) and (impact is low) then (risk is medium) (1)

If {(overallLikelihood is medium) and (impact is medium} then (risk iz medium} (1}
If {owerallLikelihood is medium) and (impact is high) then (risk is high) (1)

If (overallLikelihood iz high) and (impact is low ) then (rigk i medium} (1)

If {owerallLikelihood is high) and (impact is medium) then (risk is high) (1)

If (owerallLikelihood is high) and (impact is high) then (risk is high) (1)

[C - NCIE R T Y

If and Then
overallLikelihood impact is risk is

medium medium medium
high high high
none none none

|:| not |:| not |:| not

 Connection Weight:
CJoor
®) and 1 Delete rule | Add rule | Change rule | << || »»

| FIS Name: FIS3 ||

Help | Close |

Pucynok 22 - Habop mpasun FIS3

[ToxcTaBUB SKCHEPTHBIC OLEHKU ISl BXOJIHBIX TEPEMEH-
HBIX «BO3MOYKHOCTH 3JIOYMBINUICHHUKAY, «3alIUIIEHHOCTh CHCTE-
MBI», «OIICHKA YSA3BHMOCTHY», «OIICHKA TOCJIEJICTBHI1» COTJIACHO
BapHaHTY, MOJYYNUTh PUCK JIJISl CETH MHTEPHETA BEIICH.

Hanpumep, skcriepraMu ObLTH OIEHEHBI TapaMETPHhI:

1) Capability = 0.658;

2) Security = 0.636;

3) Vulnerability = 0.268;
4) Impact = 0.446.

[To pesynbTaTaM BBINOJHEHHUS MPOTPAMMBI, IOJIyJYaeM
npoMexxyrounbie 3HaueHus s overallCapability = 0.149
(Puc.23), overallLikelihood = 0.47 (Puc.24). 1 B pe3ynbTare mo-
nygaeMm puck (risk) pasusiii 0.467 (Puc.25).
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| File Edit View Options

capabilities = 0.658 security = 0.636

overallCapabilities = 0.149

A
ﬂ

N
]
N

ﬁ

0 1
Input: [0.658:0.636] HPIut points: 454 Move: left | right | down| up ‘
‘ Opened system FIS1, 9 rules ‘ ‘ Hep | Cose | ‘

Pucynok 23 — IlepBrbIit HeueTkuii uaTepdeiic
‘ 4
| File Edit View Options

5
3
g
&
(=]
3

overallCapabilities = 0.149 Wi overallLikelihood = 0.47

GI_H_‘I_‘NDI_‘NNN
M

1] 1
Input [0.149;0.268] H Plot points: |4 Move: left | right | down| up ‘
‘ Opened system FIS2, 9 rules ‘ ‘ Help | Close | ‘

Pucynok 24 — Bropoii HeueTkuit uHTepdeiic
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4 Rule Viewer: FIS3 - O bt

File Edit View Options

overallLikelihood = 0.47 impact = 0.446 rigk = 0.467

]
—
— ]
—
——
=

0 1

Move: left | right | dnwnl up |‘

Input: [0.47;0.44{}1 HPmpnints: 1M ‘

| Opened system FIS3, 9 rules ‘ ‘ Help | Close | ‘

Pucynok 25 — Tperuii HeueTkuii HHTEpdEiic
[TosrydeHHOE 3HAYEHUE PUCKA 3aHECTU B OTYET.

JlabopaTopHas padora Ne5
ABTOMATH3HPOBAHHOE HAXO0KIEHHE PelIAI0IIUX MPABUJ IS
HEYETKOrOo JIOrH4ecKkoro nurepgeiica

Heap padoThl: MONTY4YUTHh KOJUYECTBO HPOAYKIIMOHHBIX
npaBua a1 N atak. C IOMOIIBIO, S3BIKOB MPOrPaMMHPOBAHUS
HaIKCaTh aNTOPUTM JUIS COCTABJICHHUS PEIIAIONINX TPaBHII, Cle-
JaTh BBIBOJBI O BIMSHUU KOJMUYECTBA PEUIAIOIIUX MPAaBUI HA KO-
HEYHbIN pe3ynpTaT yuepOa 6ecripoBoiHOil ceTH. Bripaborats pe-
KOMEHJIAIIMM K TOCTPOEHUI0 3((EeKTUBHONH CETH HMHTEpHETa Be-
IIei.

TeopeTuueckne cCBEICHUS
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1. Tunsl aTak, BO3AeHCTBYWIIUX HA 0eCIIPOBOIHYIO
10T — ceTb. ATaku Ha GecripOBOIHBIC JIOKAJIBHBIC CETH HalpaBlie-
Hbl Ha KOH(UACHLIHAIHHOCTh M LIEJIOCTHOCTh HH(OpMALUU, a
TaKXe Ha JOCTYIHOCTh ceTH. JlaHHbIe aTaku 0€30MaCHOCTH MOTYT
OBbITh TACCUBHBIMU WJIM AKTHBHBIMHU.

[TaccuBHas araka COCTOMT W3 HECAHKIIMOHUPOBAHHOIO
JIOCTyTa K PECYpCY WU CETU C LEJbI0 MPOCIYIINBAHUS WM aHa-
nu3a Tpaduka, HO He AJIsi U3SMEHEHUs ero coaepkumoro. Ee noc-
TaTOYHO CJIOKHO OOHAPY>KUTh, TOTOMY UTO B MPOLIECCE €€ peallu-
3allUY JaHHBIE OCTAIOTCS HEU3MEHHBIMU.

AKTHBHas aTaka COCTOUT U3 HECAHKIIMOHUPOBAHHOTO J0C-
Tyla K pecypcy Wiu CETU C LeIbl0 BHECEHUSI U3MEHEHUN B CO00-
IIeHHE, TOTOK JIAHHBIX WX (Daiif, Uiu ¢ IeNbl0 HapyleHus pado-
ThI CETEBOM CyXObI [4-5].

B nannoit maGopatopHoil paboTe OyayT paccMOTpPEHBI
CIIEYIOIIME aTaKU Ha CETh:

1) Ataka ¢ momexamu (Jamming attack) — mepemaua
nHpOpMAMK HA TOW YacTOTe, HA KOTOPOW HAXOIMTCS LieIeBas
WLAN, BO3MOXHO, NMPU MOIIHOCTH, MPEBHIIIAIONIEH HOPMATUB
SKBHUBAJIEHTHOM M30TONHO-U31y4aemMoi mouHoctu (EIRP).

2) Ataka kmonoB (Clone attack) — B stoii arake ata-
KYIOIIHI KOIUPYET Y376l B (opMe KIIOHA.
3) ATaka MaHHMYIHpOBaHUS HH(OpManuedr o Map-

mpyre (Route information manipulation attack) — B aroii arake
37I0YMBIIIICHHUK /1T JIOKHYI0 HH()OPMAIIHIO O MapIIpyTU3AIHH.

4) ATaka otkasza B obcimyxuanuu (Denial of service
attack) - mpoucxoauT u3-3a c60s y3i1a WIKM BPEIOHOCHOTO JIEUCT-
BUSL.

5) Ataka mnoacaymmMBaromero ycrpoictsa (Eaves-
dropping attack) — 3axBar W JeKOAMPOBaHHE HE3AMUIIECHHOTO
TpapuKa TPUIOKEHUH ISl TONYYSHUS MOTEHIUAIBHO KOH(U-
JEHITNATBFHON HHGOPMAITIH.

6) Araka cronkHoBeHus (Collision attack) — co3maer
npepbiBaHue B paboTaroniei 6ecripoBOIHOM CEeTH.

7) Artaka npoana (Sink hole attack) — B ciydae pea-
JM3alUK aTaky MpoBajia CYIIECTBYET Cepbe3Hasi yrpo3a Toro, 4To
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CKOMITPOMETHPOBAHHBIN y3€Jl THITACTCS TIOJTYYHTh BECh HIIU 3Ha-
YUTENbHBIN TpaduK U3 ONpeeseHHONW 001acTH.

8) Ataka ananusa tpaduka (Traffic analysis attack) —
3TO THN aTaku Ha 0E30IaCHOCTh CETH, KOTOPBIi co3/1aeT Tpaduk B
0ecrpoOBOTHOM CETH.

9) Ataka necunxponusanuu (De-synchronization at-
tack) — recHHXpOHM3AIIUS U3MEHSIET MTOPSAKOBBI HOMEp MaKeTa.

10)  Araka ¢ u3buparenbHO# mepeanpecarueit (Selec-
tive forwarding attack) — B 3Toii arake CKOMIPOMETHPOBAHHBIM
y3ell 0TOpachIBaeT MaKeThl, KOTOPbIE BIUAIOT Ha 3(PeKTUBHOCTD
ceru [6].

3ajaun

1. HM3yuuTh TEOpeTHUeCcKUe CBEACHHUS O THIAX aTak Ha Oec-
MIPOBOJTHBIE CETH.

2. Onucath BXOJIHBbIE U BBIXOJHBIC NEPEMEHHbIE ISl AJro-

putMa MaMaaHu 71 HaXO0XKJIeHUs yiiepoa.

PaccuuTars Kosn4yecTBO peraromux npasui 11 N aTak.
4. C mnomompio JI000T0 S3bIKa MPOTpaMMHUPOBAHUS TIEpe-
OpaTh Bce BapuaHThI peraromux npasui s N ataxa.

5. Baectu nomyueHnsle npasuia B gaitn FIS n mpoBepuTh nx
KOPPEKTHOCTb.

6. Crnenarp BBIBOJBI O BIMSIHAM KOJHMYECTBA KOPPEKTHO OIIH-
CaHHBIX NPAaBWJI HAa KOHEYHBIM YHMCICHHBIN pe3yiabTaT Ha
BBIX0JI€ HEYETKON CHCTEMBI.

7. OdopMuTh OTUET MO MyHKTaM 2-6.

w

[Iops 10K BEIIOJIHEHUS Da6OTBI

1. BxopaHble U BBIXOJIHBIE TTAPAMETPHI.
1.1. B naGopatopHoii pa6ore ot 5 1o 10 BXoAHBIX mapa-
METPOB B 3aBUCUMOCTH OT BapHaHTa!
1) Araka otkaza B obciyxuBanuu (Denial of service at-
tack);
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2)

3)
4)
5)
6)
7)

8)
9)

ATtaka mojcIyIIuBaioniero ycrpoiicrsa (Eavesdrop-
ping attack);

Araka cronkaosenus (Collision attack);

Araka nipoaia (Sink hole attack);

Araka ananusa tpaduka (Traffic analysis attack);
Araka necunxponusanuu (De-synchronization attack);
Ataka ¢ u3OuparenbHO# mepeaapecaruein (Selective
forwarding attack);

Ataka ¢ momexamu (Jamming attack);

Araka kionos (Clone attack);

10) Ataka MaHUIYJIMPOBaHUSA WHGOPMALIKEH O MapIIpyTe

(Route information manipulation attack).

Jliss KaXJ0r0 U3 BXOJHBIX IapamMeTpoB HEOOXOIMMO
yKa3aThb TEPM-MHOYKECTBO B 3aBUCHUMOCTH OT BIIHSHUS
WIA €ro OTCYTCTBUS KOHKDETHOH araku Ha Oecnpo-
BOJIHYIO CETh: «HET» U «Ha». Kpome Toro, Oyner onuH
BeIxoqHOM napamerp ¢ umenem ISAN (Impact of Secu-
rity Attack on Network — Biusinue araku Ha Ge3omac-
HOCTb CETH), ONpEICNSIONINI 3HaueHue yiepoa Oec-
npoBojHoH cetu (Puc.26).
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4. Fuzzy Logic Designer: Untitled - [m]

File Edit View

|
»’

Denial _of_serv

g8
.

1
|

Eavesdropping_attack ~ ~

'
f
!

@
g
®
-}
’
+

Col

- -
Sink_hole_attack .o Untitled

}
;

/

Traffi analyss atack e mm i a - -

|
|

De-synchronization_attack - 4 (mamdani}
-

,
i
|

£
£
&
g
:
A
g
Ay
Ay

|
|

m
y
il

|
}

Jamming_attack
- L4 ISAN

}
}

Clone_aftack .

n
|

Route_information_manipulation

FIS Name: Untitled FIS Type: mamdani

And method Current Variable

Name

Or method max =

Type
Implication
Range

Aggregation max »

Pucynok 26 — Beixo/iHbIE ¥ BBIXOAHBIE TTapaMETPHI.

(DYHKHI/II/I MPUHAAJICIKHOCTH BXOJHBIX rnapa-
METPOB. DOyHKINUY PUHAICKHOCTH Ha3BaTh HET  (NO):
Type — trimf, Params [0 0.001 0.61] u ma(yes): Type —

trimf, Params [0.39 0.999 1.1]. st Bcex BXOIHBIX MapaMeTpPOB
YCTAaHOBHMTH aHAJIOTHYHBIE ~ HACTPOUKH.

@DyHKIUS TPUHAJIEKHOCTH BBIXOIHOM nepe-
MeHHOM. B nanHOi1 pabote Oyner HCIIOJIb30BATHCS 5
TEpPM- MHOKECTB IS JMHTBUCTUYECKOMN HepEeMEHHOI
OTIICHKH ymiep0a ISAN, npenHazHaYeHHBIX IS OIH-
CaHus YPOBHS BO3/ICMCTBUS Ha CeTh: OY€Hb HU3KUH, HU3-

KWW, CpEIHUM, BBICOKH, OYEHb BBICOKUU.
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2. ®opmyna qist pacuéra BceX BO3MOXKHBIX BapHAHTOB KOM-
OuHamii permaromux mpasui (1):
CoL+CL+Ca+C3+-+Ch =K, (1)
rme N = M, M = KOJMYECTBO aTaK, HANpaBJICHHBIX Ha
0ecTpoOBOIHYIO CETb.
st pacuéra KOMOMHALIMI KCIIONB30BaTh hopmymy (2):
m!
C#l - n!(m-n)!’ (2)
I'me M = xoand4ecTBO aTak,
N = aTaku UCMOJIb3yeMble B KOMOUHAIUY.
3. Hanmcanue anroputma nepebopa BceX BO3SMOXKHBIX BapH-
AQHTOB peMIAIIMUX MpaBui. JJs 3Toro oTkpseITh (aiin FIS

CO3JaHHBIN B IIEPBOM IIYHKTE, B JIFOOOM TEKCTOBOM pejlaK-
tope (Puc.27).

[Rules]

2121211212, 4 (1) 1
2221112112, 5 (1) 1
2221221111, 3 (1) 1
2222222122 5 (1) 1
1211111111, 1 (1) 1
2121111111, 2 (1) : 1

Pucynok 27 — IIponykunoHHbsle IpaBuia

ITocne crpoukn [Rules] crmemyror mnpaBuiaa, Kaxkas

CTpOYKa O3HAYaeT HabOp MPaBUJI, KAXKJI0€ YUCIIO B CTPOKE
O3HayaeT (YHKIMIO MPUHAMIEKHOCTU | —HeT, 2  — 11a, MOpAAOK
YHUCJIAa COOTBETCTBYET MOPSAIKY IIEPEMEHHBIX (aTak) OObsB-
JICHHBIX B MIEPBOM IIYHKTE, YMCJIO TOCJE 3amsATOM — BBIXOJHAs
nepemennas Yimepo 10T — cern: 1 — Ouens uuskuii (VL), 2 —
Huszkuii (L), 3 — Cpemuuit (M), 4 — Bseicokuit (H), 5 —
OuyeHb BBICOKMI (VH). IIponomkeHre CTPOKH OCTABUTh HE-
u3MeHHbIM.  [losyueHHbIE TNPOAYKIMOHHBIE MpaBUia, MOMEC-
TuTh B paiin FIS, 3amycTuTh W MpoBEepHTH WX KOPPEKTHOCTH,

pe3ysbTaThl 1a00PaTOpHOM pabOThI 3aHECTH B OTUET.
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IIpunoxenue A. BapuanTsl st 1abopaTopHbIx pador 1-5.

Howmep Ba-
puaHTa

Ha6op mpoToko10B OECIIPOBOAHBIX COSTMHEHU B ceTH 1-
3 JLP.

0

1-2 JIabopaTopnast paboTa.

1. WPA2 and V4.0 and S2 and NTAG413

2. WPA2 and V2.0 and S2 and NTAG413

3. WPA and V3.0 and S2 and NTAG413

4. WEP and V3.0 and S2 and NTAG413

5. WEP and V3.0 and SO and MifareClassic

3 JlaboparopHas padora.

TIpoTokombl A1 MPOBEPKHU AITOPUTMA pacyéTa HEYETKOTO
pUCKa TIPU HAJTMYUW HECKOJIBKUX BUOB OECIIPOBOJHOTO

MOJIKITIOYCHHSI C PA3HBIMU MPOTOKOJIAMHU 0€30IaCHOCTH:
WPA — 2T, WPA2 — 1t

1-2 JIabopaTopHas paboTa.

1. WPA2 and V4.0 and S2 and NTAG413

2. WPA2 and V4.0 and SO and MifareDESFire

3. WPA2 and V3.0 and SO and NTAG413

4. WPA and V3.0 and S2 and MifareClassic

5. WPA and V2.0 and SO and MifareDESFire

3 JlaboparopHas padora.

ITpoTOKOIBI ISl MPOBEPKU ANTOPUTMA PACUETA HEUETKOTO
pHUCKa TPHU HAJTUYUU HECKOJIBKUX BUJIOB OSCIPOBOIHOTO
MOJIKITIOYCHHMSI C Pa3HBIMU MPOTOKOJIaMu Oe3onacHocTr: WEP
—2mt,WPA2 — 1t

1-2 JIabopaTopHast paboTa.

1. WPA2 and V4.0 and S2 and MifareDESFire

2. WPA2 and V4.0 and SO and MifareClassic

3. WPA2 and V3.0 and SO and MifareDESFire

4. WPA and V3.0 and SO and NTAG413

5. WPA and V2.0 and SO and MifareClassic

3 JIaboparopHast pabora.

[IpoTOoKOJIBI AJISt MPOBEPKH AJITOPUTMA pacyéTa HEYETKOTO
pHUCKa TIPU HAJMYWUN HECKOJIBKUX BHIOB OECIIPOBOTHOTO
MOJKITIOYEHHSI C Pa3HBIMU MPOTOKoIamMu OezonacHocTr: WEP
— 2mrt,WPA — 1t

1-2 JlabopaTopHas paboTa.
1. WPA2 and V4.0 and S2 and NTAG413
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1-2 JIabopaTopHast paboTa.

2. WPAZ2 and V3.0 and S2 and MifareDESFire

3. WPA2 and V3.0 and SO and MifareClassic

4. WPA and V3.0 and SO and MifareDESFire

5. WEP and V4.0 and SO and MifareClassic

3 JlaboparopHas padora.

TIpoTokombl A1 MPOBEPKHU AITOPUTMA pacy€éTa HEYETKOTO
pUCKa TPU HAJTUYUU HECKOJIBKUX BUJIOB OCCIPOBOHOTO
MOJKITIOUEHHS C pasHBIMH IpoToKoJamu 6e3onacHocTH: V3.0
—2mrT,V4.0 — lmr

1-2 JIabopaTopHas padoTa.

1. WPA2 and V4.0 and SO and NTAG413

2. WPA2 and V3.0 and S2 and MifareClassic

3. WPA2 and V2.0 and S2 and MifareDESFire

4. WPA and V3.0 and SO and MifareClassic

5. WEP and V3.0 and SO and MifareDESFire

3 JlaboparopHas padoTa.

ITpoTOKOIBI TSI MPOBEPKU ANTOPUTMA PACUETA HEUETKOTO
pHUCKa TPU HAJTUYUU HECKOJIBKUX BUJIOB OCCIPOBOHOTO
MOJIKITIOYESHHS C Pa3HBIMH IIpOTOKoNIamMu OezomacHocTr: V4.0
—2mr,V3.0 — 1t

1-2 JIabopaTopHast paboTa.

1. WPA2 and V4.0 and S2 and MifareClassic

2. WPA2 and V2.0 and S2 and NTAG413

3. WPA2 and V2.0 and S2 and MifareClassic

4. WPA and V2.0 and S2 and MifareDESFire

5. WEP and V2.0 and S2 and MifareDESFire

3 JlaboparopHas padoTa.

IIpoTOKOIIBI ISl MPOBEPKYU AITOPUTMA PACUETA HEUETKOIO
pHUCKa TPHU HAJTUYUU HECKOJIBKUX BUJIOB OSCIIPOBOIHOIO
MOJIKITIOYESHHS C Pa3HBIMU IIPOTOKOoNIamMu Oe3omacHocTr: V2.0
—2mr,V3.0 — lmr

1-2 JIabopaTopHast paboTa.

1. WPA2 and V3.0 and S2 and NTAG413
2. WPA and V4.0 and S2 and NTAG413

3. WPA2 and V2.0 and SO and NTAG413
4. WPA and V2.0 and S2 and MifareClassic
5. WEP and V2.0 and S2 and MifareClassic
3 JlabopartopHast pabora.
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TIpoTokombl A1 MPOBEPKHU AITOPUTMa pacdyéTa HEYETKOTO
pHYCKa TIPU HATMYNH HECKOJILKUX BUIOB OSCITPOBOIHOTO ITO/I-
KITFOUEHHSI C Pa3HBIMH MPOTOKOJIAMH 0e3

omacuocta: SO — 2mr,S2 — lmr

1-2 JIabopaTopnast paboTa.

1. WPA2 and V4.0 and SO and NTAG413

2. WPA and V4.0 and S2 and MifareDESFire

3. WPA2 and V2.0 and SO and MifareDESFire

4. WPA and V2.0 and SO and NTAG413

5. WEP and V2.0 and S2 and MifareClassic

3 JlaboparopHas padora.

[TpoToKOMBI AJIs MPOBEPKH AITOPUTMa pacuéTa HEYETKOTO
pUCKa TPU HAJTUYUU HECKOJIBKUX BHJIOB OCCIPOBOTHOTO
MOJIKITIOYESHHSI C Pa3HBIMH IIPOTOKOJIAMH Oe30macHOCTH: S2 —
2, S0 — lmr

1-2 JIabopaTopHast paboTa.

1. WPA2 and V4.0 and S2 and MifareClassic

2. WPA and V4.0 and S2 and MifareClassic

3. WPA2 and V2.0 and SO and MifareClassic

4. WEP and V4.0 and S2 and NTAG413

5. WEP and V2.0 and S2 and MifareClassic

3 JlaboparopHas padora.

IIpoTOKOIIBI 11 MPOBEPKYU AITOPUTMA PACUETA HEUETKOIO
pyUCKa NpH HAIUYIUH HECKOJIbKUX BU0B 6eCHp0BO,Z[HOFO
MMOAKIIKOYCHHUSA C PA3HBIMU ITPOTOKOJIaMU 6630HaCHOCTI/II
MifareClassic — 2mrr, MifareDESFire — 1t

1-2 JTabopaTopHast paboTa.

1. WPA2 and V3.0 and S2 and NTAG413

2. WPA and V4.0 and S2 and MifareClassic

3. WPA2 and V2.0 and SO and MifareClassic

4. WEP and V4.0 and S2 and NTAG413

5. WEP and V2.0 and SO and NTAG413

3 JlaboparopHas padora.

TIpoTOKOJIBI 1151 IPOBEPKHU ANrOPUTMA Pacd€Tra HEYETKOrO
pUCKa TPU HAJTUYUU HECKOJIBKUX BUIOB OECIIPOBOHOTO
MTOAKTFOYCHIS C PA3HBIMU TIPOTOKOJIAMH O€30TTaCHOCTH
MifareDESFire — 2mr, MifareClassic — 1t

10

1-2 JlabopaTopHas paboTa.
1. WPA2 and V4.0 and S2 and MifareDESFire

46




2. WPA2 and V2.0 and S2 and NTAG413

3. WPA and V4.0 and SO and MifareDESFire

4, WEP and V4.0 and S2 and MifareDESFire

5. WEP and V2.0 and SO and MifareDESFire

3 JlaboparopHas padora.

IIpoTOKOIBI ISl MPOBEPKU AIITOPUTMA PACUETA HEUETKOIO
pucCKa NIpu HAINYUN HECKOJIBKUX BUI0OB 6CCHp0BO,I[HOF0
MOAKIOYCHHUA C PA3HBIMU IMTPOTOKOJIaMU 6630H3CHOCTI/I§
NTAG413 — 2wrr, MifareDESFire — 1mr
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Howmep BapuaHTa

BxosiHbIE TapaMeTphl

1 4 nabopartopHas pabora:
1) Capability = 0.628;
2) Security = 0.601;
3) Vulnerability = 0.311;
4) Impact = 0.464.
5 nmabopatopHas paboTa:
5 peanu3yeMblX aTak.
2 4 nmaGoparopHas pabora:
1) Capability = 0.701;
2) Security =0.728;
3) Vulnerability = 0.212;
4) Impact = 0.399.
5 naboparopHas paboTa:
6 peasM3yeMbIX aTak.
3 4 naGoparopHas pabora:
1) Capability = 0.833;
2) Security = 0.547;
3) Vulnerability = 0.425;
4) Impact = 0.627.
5 naboparopHas paboTa:
7 peaan3yeMbIX aTak.
4 4 nabGoparopHas pabora:
1) Capability = 0.899;
2) Security = 0.572;
3) Vulnerability = 0.395;
4) Impact = 0.592.
5 naboparopHas paboTa:
8 peann3yeMbIX aTak.
5 4 naGoparopHas pabora:
1) Capability = 0.905;
2) Security = 0.757;
3) Vulnerability = 0.245;
4) Impact = 0.666.
5 nabGoparopHas padora:
9 peann3yeMblx aTak.
6 4 naboparopHas pabora:
1) Capability = 0.550;
2) Security = 0.825;
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3)

Vulnerability = 0.296;
Impact = 0.229.
5 nmabopatopHas pabdoTa:
10 peann3yeMbIX aTak.

1)
2)

4)

4 naGoparopHas pabora:
Capability = 0.499;
Security = 0.645;
Vulnerability = 0.258;
Impact = 0.385.

5 nmabopaTopHas paboTa:

9 peaju3yeMbIX aTakK.

1)
2)
3)
4)

4 naGoparopHas pabora:
Capability = 0.493;
Security = 0.712;
Vulnerability = 0.232;
Impact = 0.326.

5 naboparopHas paboTa:

8 peann3yeMblxX aTak.

1)
2)
3)
4)

4 naGoparopHas pabora:
Capability = 0.385;
Security = 0.699;
Vulnerability = 0.260;
Impact = 0.296.

5 naboparopHas paboTa:

7 peanqu3yeMbIX aTak.

10

1)
2)
3)
4)

4 naboparopHas pabora:

Capability = 0.468;
Security = 0.340;
Vulnerability = 0.632;
Impact = 0.554.
5 naboparopHas paboTa:
6 peaan3yeMbIX aTax.
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OrieHKa 3alMIIEHHOCTH TPyl yeTpoicTs B Internet of Things —

JlaboparopHas pabota Ne2
O11eHKa HEYETKOTO PUCKA ISl CETH C Pa3InIHbIMU

KOMOMHAIMSIMHU BEPCUH TPOTOKOJIOB O€30TACHOCTH .......vvvenveee

JlaGopaTopHas padota Ne3

Pacuer s pexTuBHOCTH 3amuImeHHOCTH 10T-CeTH ......ocvvenneeee

JlaboparopHas padora Ned

Onpenenenne Prucka ceTd MHTEPHETA BELIEH ........vvevvvvrveernnenn.

JlaboparopHas pabota Ne5
ABTOMATH3UPOBAHHOE HAXOXKICHHUE PEIIAIONIUX MTPABIT JIS

HEYETKOTO JIOTMUECKOTO HHTEPPEHCA.....vvvvviveiiiiiiiiic i
[Tpunoxenne A. BapuanTsl aist 1abopatopHsix pador 1-5. ...

BUBJIMOTPAGUUYECKUI CITUCOK ......oooooeeverereerrrean.

METOAUYECKUE YKA3AHUA

K BBIIIOJIHCHHTIO Ha60paTOpHBIX pa60T
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