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1. HEJIA U 3AJIAYU JUCHUTIJIMHBI
1.1, Iean IUCUMIJIMHBI

LenstmMu u3yueHUs] TUCIUTUTHHBI SIBIISTFOTCSI:

. TIOHMMaHHE MOJIEJICH U CTaHIAPTOB HH(POPMAITMOHHOW 0€30MMaCHOCTH;

« YCBOGHHE METOIOB 3aIUThI HH()OPMAIIMOHHBIX CHCTEM;

« TPHOOpPETCHHE TCOPETHYCCKUX 3HAHWK M IPAKTUYCCKHMX HABBIKOB IIO
WCIIOJIb30BAaHUIO COBPEMEHHBIX IPOTPAMMHBIX CPEACTB IS OOECICUYCHHUS
UH(POPMAITMOHHOK 0€30IMacCHOCTH 1 3aIUTHI uHpOpMAITUU oT
HECaHKITMOHHPOBAHHOT'O UCIIOJIH30BaAHUSI.

. (GOopMHpOBaHHE y CTYACHTOB MOTHBAIlMM K CaMOOOpa30BaHUIO 3a CYET
AKTUBU3AIMNA CAMOCTOSTEIIEHOM IMO3HABATEILHON JCSITEIEHOCTH.

1.2. 3axauu ocBoeHNSA TUCHUILIHHBI
3amauaMu JUIsl TIOCTHXKEHUS TIOCTABJICHHBIX 11€JIeH SBIISFOTCS:
. M3y4YCHHE U KJaccuuKaiys NpUINH HaApyIICHU 0€30M1acHOCTH;
« TPOECKTUPOBAHUE MOHUTOPOB OE30MACHOCTH CYOBEKTOB U OOBEKTOB;
. TpUOOpETEeHHWE TMPAKTHUYCCKHMX HABBIKOB pPAOOTBI C COBPEMECHHBIMU
CETEBBIMU (WIBTPAMH W CPEICTBAMH KPHNTOTPA(PUIECKOTO MpeoOpa3oBaHUs
uHpopmaruu.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
Jucnummaa «be3onmacHOCTs MHGOPMAIMOHHBIX CHCTEM» OTHOCHUTCS K
nucrurinaaM 61oka OT/.

3. HEPEYEHD IINTAHUPYEMBIX PE3YJBbBTATOB OBYYEHUA 11O
JUCHUIIVIMHE

[Ipouecc wu3yueHuss nucuuIuMHbL «be3omnacHocTh  MH(MOPMALMOHHBIX
CHCTEeM» HampasiieH Ha (popMHUpOBaHHE CISAYIONTNX KOMIETEHIIHIA:

VYK-1 - CnocobeH ocylecTBIsATh KPUTHYECKHI aHaiu3 MpoOJIEeMHBIX
CUTYyaIluii Ha OCHOBE CHCTEMHOTO MOIX0/1a, BRIPAOaThIBATh CTPATETHIO IEHCTBUI

IIK-3 - CrnocobeH Ha BBICOKOM YPOBHE HCMOJb30BAaTh COBPEMEHHBIE
WHGOPMAIMOHHBIE CHCTEMBI

Pe3yabTaThl 00yueHHs, XapaKTepU3yIue

Komnerenuus
cpopMHUPOBAHHOCTH KOMIIETEHIIMH

YK-1 3HaTh KJIACCU(DUKAIHIO PUIUH HAPYIICHH 0€301MacHOCTH;

YMeTb CpaBHUTEIBHBIN aHANIW3 MAPAMETPOB CUCTEM 3aIUTHI
uH(hopMaIuu

Bnagets HaBbIKaMu BIOOpA KOPPEKTHBIX CPEICTB 3AITUTHI
uHbOopMaIuu

[1K-3 3HaTh COBPEMEHHOE COCTOSIHUE U TEHACHIIUU PA3BUTHUS
METOJI0B HH(POPMAIIMOHHOI 0€30MaCHOCTH;




YMeTb pa3pabaThiBaTh, BHIOUPATH U TECTUPOBATH
MIPOTrPaMMHBIE CPECTBA 3aIUTHI HHpOpMaImm

Bnanets HaBbikamu pazpadotku [10 aiis 3amuTh
uH}opMaru

4. OBPBEM JNCIUIIJINHBI
OO6mast TpyI0eMKOCTh TUCHUILIMHBL «be3onacHoCcTh MH(OPMAIMOHHBIX
CHUCTEM)» COCTaBIISCT 2 3.€.
Pacnpenenenuie Tpy10€eMKOCTH TUCIUIUIMHBI IO BUAAM 3aHSATUN
ouHast popma o0yueHust

Bunbr yaeOHOM paboThI Beero | Cemectp!

4acoB 1

AyAuTOpPHBIE 3aHATHS (BCEro) 36 36

B Tom uncre:

Jlexnun 18 18

JlabopaTtopHsbie pabotsl (JIP) 18 18

CamocrosiTeibHas paboTa 36 36

Bubpl npoMeXyTOYHOM aTTECTAllUN - 3a4€T + +

OO01ast Tpy10€MKOCTb:

aKaJIeMUYECKHE YacChl 72 72

3a4.e]I. 2 2

3a04Hasi popma 00yueHus

Bcero | CemecTpbl

Bunbr yue6HOM paboThI

4acoB 3
AyAuTOpPHBIE 3aHATHS (BCEro) 8 8
B ToM uucne:
Jlexuu 4 4
JlaGopatopubie pabotsl (JIP) 4 4
CamocrosiTesibHas paboTa 60 60
Yackl Ha KOHTPOJIb 4 4
Bubpl 1poMeXyTOYHOM aTTECTAllUU - 3a4ET + +
OO6m1ast TPy 10€MKOCTb:
aKaJeMHUYECKHUE YacChl 12 712
3a4.e]I. 2 2

5. COAEP’ KAHUE JUCIHUIIVIMHBI MOAYJIA)
5.1 Copepxanue pa3aesoB JUCHMIUVIMHBI M pacmpelesieHue
TPYA0EMKOCTH 110 BUIaM 3aHATHIA
ouyHasi popma o0yueHust

I]I\/@H HanmeHoBaHue TeMbl CopnepxaHue paszena Jlexny J;I:IS' CPC BSIZI;O’
1 |OcHoBb KonmentyanpHass Momens  MHPOPMAHMOHHON
nH}popMannoHHOH 0€3011acHOCTH. IMonsTne TOJINTHKH 4 4 6 14
Oe3omacHoCTH 6ezomacHoctd. OcHOBHblE  MH(MOPMAIMOHHBIC
YTPO3bl




2 |llpuuunsl Hapyinenus |MccnenoBanue MIPUYUH HapyIIeHUI
6e3omacHoCTH Oe3omacHOCTH. AHaIW3 OMAacHOCTH. MeToauKu 4 4 6 14
TIPOTUBOACUCTBUSA. Peanuzanus U
rapaHTHPOBaHUE MOJUTUKU O€30aCHOCTH.
3 [3ammuennbie cetit  [[IocTpoeHHE 3alIMINCHHBIX BHUPTYalIbHBIX CETEH.
Be3onacHOCTh yAaneHHOro AOCTyMa K JIOKaIbHOU
cetu. CoBpeMEHHbIE CpEACTBA IOCTPOEHUS 4 4 6 14
3alUIIEHHBIX BUPTyanbHbIX ceredl. CozpaHue
MEXaHM3MOB 0€30MaCHOCTH B paclpeAelIeHHOH
KOMIBIOTEPHOM CHCTEME.
4 |Metompt Ananu3  cymecTByromuil  moaxozoB.  Tumsl
Kpunrorpadun mmdpoBaHus. CummeTpuIHbIe u
HECUMMETPUYHBIE UG PHL. Ananuz 2 2 6 10
kpuntoctoiikoctn.  I{udpoBas  smeKTpoHHAsS
TIOJTIHCE.
5 [Pa3zpaboTka Pa3paboTtka MIPOTPAMMHBIX MIPOYKTOB,
KPUITOTPaGUIECKUX |HCTIOIB3YIOLIIX OCHOBHbIE AJITOPUTMBI
CHCTEM mMHUQPPOBAHUS. Hcnons3oBanue TUIOBBIX 2 2 6 10
oubmmorek.  AnroputMmmzanus.  [IpOTOKOIBI
i poBaHUsl
6 |Peamusartus Monenu 6e30macHoro CyOBEKTHOTO
3aLUIIEHHBIX B3aMMOJICHCTBUSI B KOMIIBIOTEPHOM CHCTEME.
nHopmanmoHHbIX  |AyrteHTHduKanus noab3oBaTeneld. ConpsbkeHue 5 9 6 10
CHUCTEM 3aIUTHBIX MEXaHU3MOB. Vcnonp3oBanue
MPOTPAMMHBIX CPEJCTB COOCTBEHHOH pa3paboTKu
JUIS 3aLIUThl HHOpMaIK
Hroro 18 18 36 72
3a04yHast popma o0y4yeHust
11\/@n HanmenoBanue Tembl Cogepxanue pasnena Jlexny 'LI;I?' CPC Bizrco,
1 [OcuoBsr KonnentyansHas Momens  MHPOPMALMOHHON
HHPOPMATMOHHOM 0e30MacHOCTH. ITonsitue TOJINTUKH 5 5 10 14
0e30macHOCTH 6e3omacHocTd. OCHOBHBIE HH(OPMAIMOHHBIC
YIpO3bl
2 |llpuuunsl Hapyenus |MccnenoBanue MIPUYUH HapyLIeHU
0e30macHOCTH 0e30macHOCTA. AHAIN3 OMACHOCTH. MeTOIUKH 5 5 10 14
MIPOTUBOAECUCTBHUS. Peanusanmsa u
rapaHTHPOBAHHE MOJUTHKH OE30MaCHOCTH.
3 |3ammmennsie cetu  |[locTpoeHUe 3alUIICHHBIX BUPTYAIbHBIX CETEH.
be3onacHOCTh yaneHHOro A0CTyMa K JIOKaIbHON
cetu. CoBpeMEHHbIE CpPEICTBA  IMOCTPOCHHS i i 10 10
3alUIICHHBIX BHUPTyalbHbIX ceTell. Co3maHue
MEXaHHU3MOB 0€30MacHOCTH B paclpeleNeHHON
KOMIIBIOTEPHOU CUCTEME.
4 |Metompt AHanmu3  CymiecTBYIOIMIT  moaxozoB.  Tumsl
Kpunrorpadun mmdpoBaHus. CummeTpuyHbIe u
HECUMMETPUYHEIE eI Amnanmus - - 10 10
kpuntocroiikoctn.  I{udpoBas  smeKkTpoHHAsS
ITOJIIHICh.
5 |Pa3pabotka Pazpabotka NIPOrPAMMHBIX IIPOLYKTOB,
KPUNTOTPapUIECKUX |HCTIONB3YIOIIIX OCHOBHBIE ANTOPUTMBI
CUCTEM muppoBaHUSL. Hcnons3oBanue TUIOBBIX - - 10 10
O6ubnmuorexk.  Asropur™mmzanus.  IIpoTokoist
¢ poBaHus
6 |Peanusarust Monemu Oe3omacHoOro CyOBEKTHOTO
3aUIEHHBIX B3aMMOJEHCTBUA B KOMIIBIOTEPHOW CHCTEME.
WHPOPMANMOHHBIX  |AyTeHTH(UKanUs monb3oBarenci. CompsoKkeHue i i 10 10
CUCTEM 3aIUTHBIX MEXaHU3MOB. Hcnons3oBanue
MPOTPAMMHBIX CPEJICTB COOCTBEHHOH pa3paboTKu
JUTSL 3aIIUTHI THPOPMALIUT
Hroro 4 4 60 68




5.2 IlepeueHb 1a060paTOPHBIX PadoT

HccrmemoBanne ®W = HM3YYCHHE  CTPYKTYPHl  CPEICTB  0€30IacHOCTH
OTIEPAITMOHHBIX CUCTEM M MCTOIB30BaHKE UX JIJIs1 KOH(PUICHIIMAILHOTO TOCTYIIAa K
nHpopMaruu.

Pa3paboTka W peanm3anus airopurMa (QyHKIIHMOHHUPOBAHHS CHCTEMBI
0€e30IaCHOCTH OOBEKTOB.

Pa3paboTka u peanm3anus ajaropurMa (QyHKIHOHUPOBAHHUS CHUCTEMBI

0€301acHOCTH CYOBEKTOB.
PazpaboTtka u peanuzanus alropuTMa ceTeBoro GuibTpa.
PazpaboTka u

mpeoOpa3oBaHus.

pean3anus

alaropuT™Ma

Kpuntorpaduueckoro

6. MIPUMEPHAS TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT

B coorBeTcTBUM ¢ Yy4YEOHBIM IUIAHOM OCBOCHHME JMCIUIUIMHBI HE
peayCMaTpUBaET BBIMOJIHEHUE KYPCOBOTO MPOEKTa (paboThl) MIIM KOHTPOIHHOM

paboTHI.

7. OUEHOYHBIE MATEPUAJIBI IJIS1 TIPOBEJIEHUS
IMPOMEXYTOUYHOM ATTECTAIIMY OBYYAIOIIUXCSI IO
JANCIHUIIJINHE
7.1. Onucanue noka3zareJjieid 1 KpuTepueB OLEHUBAHUS KOMIIeTEHIM A
HA Pa3JIMYHBbIX 3TaNax UX GopMUPOBAHUSA, ONTUCAHUE KA OLlEHUBAHUS
7.1.1 Tan Tekymero KOHTPOJIA
Pe3ynpraThl TEKymiero KOHTPOJISI 3HAHUNM U MEXKCECCUOHHOM aTTeCTallud
OLICHUBAIOTCA MO CIEAYIOIIECH CUCTEME:
«aTTECTOBAHY;
«HE aTTECTOBAHY.

PesynbTaTsl
00yueHmusi,

Komne- Kpurepun
XapaKTepu3ylouue ATTecTOBaH He aTTecToBaH
TeHIusl copMUpOBAHKOCTH OLlCHUBAHUSA
KOMIIETCHIIMH
YK-1 3HaTh TectupoBanue, 3amuTa Beimonaenue pador B Hesbimonuenue
KIacCU(HUKALIIO 71a00paTopHBIX paboT CPOK, pabor B cpoK,
TIPUYHH HapyLICHHIH MIPEeyCMOTPEHHBIN B | IPEeAyCMOTPEHHBIH B
0e3011acHOCTH; paboumx nporpammax |pabouux nporpaMmmax
YmeTs TectupoBanue, 3amuTa Beimonaenue pador B Hesbinonuenue

CpaBHI/ITCHLHLIi;I
aHaJIn3 ImapamMeTpoB
CHCTEM 3alIUTHI

11a00paTopHBIX paboT

CPOK,
MIPEyCMOTPEHHBIH B
paboumx mporpammax

pabor B cpoK,
MIPEAyCMOTPEHHBIH B
paboumx mporpammax

nHpOpMaUN
Bnanets HaBbikamu |TecTupoBaHue, 3ammra Brimonaenme pabor B Hesrimonuenue
BBIOOpaA 1ab0paTOpPHBIX padboT CPOK, paboT B CpPOK,

KOPPEKTHBIX




CPEJICTB 3aIUTEI
nHdopmannmn

TIPEyCMOTPEHHBIHN B
pabouux mporpaMmMax

TIPEyCMOTPEHHBIN B
pabouux mporpaMMax

IK-3

3HaTh COBPEMEHHOE
COCTOSIHUC U

TectupoBaHnue, 3ammra
a00paTOPHBIX PadOT

BreimonHenue padboT B
CPOK,

Hesrimonaenne
pabor B cpok,

TEH/ICHIIUH MPEyCMOTPCHHBIN B | IPeAyCMOTPEHHEIH B
Pa3BUTHSI METOJIOB pabouux mporpaMMax |pabouux mporpammax
nHpopManMoOHHOH

0€30MacHOCTH;

YmeTs TectupoBaHnue, 3amuTa Brimonaenue pabor B Hespinonnenue
pa3pabaTbIBaTh, a00paTOPHBIX PadOT CPOK, paboT B CPOK,
BBIOUPATH U MPEyCMOTPCHHBIN B | IPEAyCMOTPEHHEIH B
TECTUPOBATH pabounx mporpaMMax |pabodrx mporpammax
TIPOTpaMMHBIC

CpeIcTBa 3aIIUTHI

nH(OPMAITN

Bnaners HaBeikamu |TecTupoBanue, 3ammura Brimomaenue padboT B HeBwimonuenue
paspabdotku I[1O mabopaTOPHBIX PadoOT CPOK, paboT B CPOK,
JUTS 3AIIHATHI MIPEyCMOTPCHHBIN B | IPeAyCMOTPEHHEIH B
nHpOpMAUH pabounx mporpaMmMax |pabounx mporpammax

7.1.2 ITan npoMe:KyTOYHOT0 KOHTPOJISI 3HAHUI
Pe3ynbpTaThl MPOMEXKYTOUHOTO KOHTPOJS 3HAHUW oOIleHuUBarOTCS B 1
ceMecTpe A1 09HOM (hopMbI 00yUeHHS, 3 CEMECTpE I 3a09HOU (POPMBI 00yUEHUS
10 ABYXOAJJIbHON CUCTEME:
«3a4TEHOY
«HE 3aYTECHO»

Pe3yabTaThl
Komme- 0byuenus, Kpurtepun
XapaKTepu3ylomue 3aureHo He 3auteno
TeHIUsl copMUpOBaNHOCTH OIleHUBAHUS
KOMIIETCHIIUH

YK-1 3Hath Tect Brinonnenue Tecta Ha| BrinonHeHne MmeHee
KJIACCHU(PHKALIHIO 70-100% 70%
MPUYMH HApYILEHUH
0€E30I1aCHOCTH;
YmeTh Perenune craHmapTHBIX [IpomemoncTprpoBa H| 3amaun HE PEIICHBI
CpaBHUTEIBHBIN MPAKTHICCKUX 3219 BEPHBINA XOJ peIICHUS
aHaJU3 ITapaMeTpoB B OOJIBITMHCTBE 327124
CHCTEM 3aIIUTHI
nHbOpMAUH
Brnaners HaBbIKamu |Pemenne npukiragHeix 3aqad B | [IpogeMoHcTpupoBa H| 3amayun He pelIeHb!
BbIOOpa KOHKPETHOH IPEIMETHON BEPHBII XOJ pELICHUS
KOPPEKTHBIX obmnacTu B OOJIBIIIMHCTBE 3a/1a4
CPEJICTB 3aLIUTHI
nHdopmanuu

IK-3 3nHate coBpemenHoe [Tect BeinonHenue tecta Ha | BolnosiHeHue MeHee
COCTOSTHHE U 70-100% 70%
TEHICHIIUH
Pa3BUTHsI METOJIOB
nH}popMannoHHOH
0€30MacHOCTH;
YmeTb Perrenne craHmapTHBIX [IponemoHcTpHpoBa H | 3a7auu HE PEIICHBI
pa3pabaTbIBath, MPAKTHICCKUX 3219 BEPHBII XOJ PeIICHUS
BBIOWPATH U B OOJIBITMHCTBE 32144
TECTUPOBATH
IPOTrpaMMHBIC
CpeICTBa 3aIUTHI
nH(pOpMAII
Brnanets HaBbIKamu |Pemenne npukinagHeix 3a1ad B | [IpogeMoHcTpupoBa H| 3amauu He pelieHbI
pazpabotku [10 KOHKPETHOU MPEeIMETHOM BEPHBIN XOJ pEIICHUS

JUTSL 3aLIHThI
nHOPMAITAN

obmacTu

B OOJIBIIMHCTBE 3a1a4




7.2 IlpuMepHblii mNepeYeHb ONEHOYHBLIX CpeACTB (TUIOBBIE

KOHTPOJIbHbIE 3aIaHUsI WJIU HHble MaTepHa/ibl, HEOOX0AUMbIE IJIsl OLIEHKH
3HAHMH, YMEHH, HABBIKOB M (MJIH) ONbITA AeATEJIbHOCTH)

7.2.1 IlpuMepHBbIii NepeyYeHb 3aJaHUI 11 NOATOTOBKH K TECTUPOBAHHUIO

1.

[IudpoBanue-3T1O:
¢ TpoIriecc CO3JaHMsI AITOPUTMOB MIH(PPOBAHUS
¢ mporiecc cxatus nHpopManuu
¢ mpouecc KpuNTorpadgpuueckoro npeodpazoBaHusi HHGOPMAIUH K
BH/IY, KOT/Ia €€ CMbICJ MOJHOCTHIO TepPsieTCsl

B xakom ciydae rocrpoeHue 1u@poBoi MOANNCH He TPeOyeT HATUIHUS B
CHCTEME TPEThETO JIUIa — apOHUTpa, 3aHUMAIOIICTOCS ayTCHTH(hUKAIIACH?

X/

% IIpu I[Il/lfl)pOBaHl/Il/l C IOMOIIbI0 ACCHMMETPUYIHOI'0 aJITOPpUTMA

¢ npu mH(POBaAHUM C TTOMOIIBI0 CAMMETPUIHOTO aJITOPUTMA

X/

¢ apObuTp HEOOXOAMM BCEraa

MO>KHO JIM OTHECTH C1a0yI0 ayTeHTU(DHUKAINIO K ITpodiieMaM
Oe3omacHoCTH?

% HeT

* Ha

¢ B PCJIKUX CITydasx

D)

L)

0

*

1. Bo3MoxHO 1 paci@poBeIBaTh HHPOpMaIUio 0e3 3HaHUS Kilro4a?
HET

aa

B PEIKHUX CIIydasx

/7

*¢

)
0’0

)
X4

L)

B03MOKHO 1M BBIYUCIIHUTH 3aKPBITHIN KIIFOU aCCUMETPUYHOTO aJITOPUTMA,
3Hast OTKPBITHIN?

¢ HeT

< na

¢ B pEIKHUX CIydasx

XapakTepHasi yepTa alroputMa Jiib-1"amaisi COCTOUT B :
¢ MPOTOKOJIE NMepeIavyu MOAMMCAHHOT0 COOOIIEHHUsI, TO3BOJIAIONIEr 0
NMOATBEP:KAATH NOAJMHHOCTH OTIPABUTEJIA
¢ B TOYHOM CBOCBPEMEHHOM Iepeaayue CoOOmEeHuUs
¢ aJITOPUTM HE UMeeT 0COOEHHOCTEH 1 uaeHTHYeH RSA

AyTenTuduKalmeil Ha3bIBaIOT:
¢ TIPOIECC PETUCTPAIMH B CHCTEME
% cnoco0 3alUThl CHCTEMBI
R/

¢ npouecc pacno3HABaHUS U MPOBEPKHU MOJJIMHHOCTH 3asiBJI€HH 0
cede MoJib30BaTe/Ieil M MPoLeccoB

AyTenTudukams ObIBaeT:
¢ cTaTmdeckas
yCTOMYMBAs
MIOCTOSTHHAS
BC€ BAPMAHTHI MPaBUJIbHbIE
PaBIJILHOTO BapyUaHTa HET

/7 /7 /7 /7
0’0 0’0 0‘0 0‘0




CTOMKOCTD KIIIOUa XapaKTEePH3YETCs
$* JUIMHHOUN
¢ HEIpeICcKa3yeMOCThIO

“* BCe BApMAHTBI MPABUJIbHBIE

¢ MPaBHIHLHOTO BapHaHTA HET

10

YcaoBue, pu KOTOPOM B PaCHOPSIKEHUN aHATUTHKA HAXOUTHCSA
BO3MOXHOCTH MOJYYUTh PE3YJbTAT 3aIIUPPOBKHU JJIs IPOU3BOJIIHLHO
BBIOPAHHOTO UM 3alIM(PPOBAHHOTO COOOIICHUS pazMepa N UCTIOIb3YETCs
B aHAJIM3E:

¢ Ha 0CHOBeE MPOM3BOJILHO BHIOPAHHOTO MU(POTEKCTA

¢ Ha OCHOBE MTPOM3BOJHLHO BEIOPAHHOTO OTKPBITOTO TEKCTA

X/

** Ha OCHOBE TOJIbKO IM(POTEKCTA

3agav

7.2.2 IlpuMepHblii nepeveHb 3aJaHMil Ui pelleHUs CTAHIAPTHBIX

1.

Coznanue nmomex Jijisi HOpMalibHOM paOOThI KaHalla iepeiaun CBSI3U, TO
€CTh HapyIIeHNE pab0TOCTIOCOOHOCTH KaHalla CBSI3M BO3SHHUKACT:

% CO CTOPOHBI 3JI0YMBINLJIEHHAKA

/

% CO CTOPOHBI 3aKOHHOTO OTHPABUTENSI COOOIICHUS
+* CO CTOPOHBI 3aKOHHOT'O MOJIyYaTeNIsl COOOIICHHMS

Kakue anropuT™bl HCTIONB3YIOT OWH U TOT K€ KIIF0Y IS U POBaHUSI U
nemuppoBKu?

% ACUMMETPUYHBIN

* CHMM eTPHYHBII

¢ TPaBWIBHOTO OTBETA HET

[Ipouecc HaX0kIEHUSI OTKPHITOIO COOOILEHUSI COOTBETCTBEHHO
3aJJaHHOMY 3aKpBITOMY ITPH HEU3BECTHOM KPUNTOrpaduyecKom
npeoOpa30BaHUM Ha3bIBAECTCS:

% mudpoBaHHUe
% nemmppoBKa

¢ pacim@poBka

B kakux oCHOBHBIX (popMaTax CyIecTBYeT CHMMETPHUYHBIN alrOPUTM?
¢ OJIOKa M CTPOKH;
** MOTOKA M 0JI0KA;
+* IIOTOKA ¥ JIaHHBIX

OTKPBITHIM TEKCTOM B KPUIITOTpaprK HA3bIBAIOT:
¢ pacmppOBaHHBINA TEKCT
¢ mo0oe MmocIanne

X/

*%* HUCXO0AHO€ IMOoCJIaHue

Kakoii k1104 U3BeCTEH TOJIBKO MPUEMHUKY?
¢ OTKPBITHIH

X/

** 3aKpPBbIThIA




OCHOBAaHMH KaKOW MH(MOPMAIIMH CO3/Ia€TCS CETEBOU MAPIIPYT?

Hayxka, 3aammaromasicst 3amutoi nHGOpMaIIHH, IyTeEM IPeo0pa3oBaHuUs
3TOW MH(POPMAITUU ITO:

¢ Kpurrorpadus
/

¢ KPHNTOJIOTHS
¢ KPUITOAHAIIN3

B kakux mmudpax pe3yabTar mudpoBaHUs 0uepeIHOro 0J0Ka 3aBUCHT
TOJIKO OT HEr0 CaMOro M HE 3aBUCHUT OT JAPYTUX OJIOKOB HIH(PPYyEMOro
MacCHUBa JaHHBIX?

+* B IIOTOKOBBIX

X/

** B OJIOYHBIX

[udp, KOTOPEIH 3aKIIFOYAETCS B IEPECTAHOBKAX CTPYKTYPHBIX
3JIEMEHTOB IMIU(ppyeMoro 0Ji0Kka JaHHBIX — OUTOB, CAMBOJIOB, ITU(MP — 3TO:

X/

* mudp QyHKIMOHATBHBIX MpeoOpa3oBaHuM
L)

% QP 3aMeH
¢ mu@p nepecTaHoBOK

10

OyHKIMS, TPeIHa3HAYCHHAs 1J1s1 BBIpAOOTKH OJI0Ka TaHHBIX,
UCIOJIB3yeMOro JIJIsl Moau(UKauu mudpyemMoro 0J0Ka, 13 UHBapUaHTa
Y KJIFOUEBOTO 3JIEMEHTA HA3bIBACTCSL:

¢ ¢yHKIUs mU(POBaHHUS MIATa MPeodpPa3oBaHUA

¢ WHBApUAHT CTAHJAPTHOTO IIara muppoBaHus

7.2.3 IlpumepHBbIii epeveHb 3aAaHU /151 pellleHus MPUKJIATHBIX 32/1a4

YcnoBue, pyu KOTOPOM B PaCHOPSHKEHUN aHATTUTHKA HAXOIUTCS
BO3MOYKHOCTH TMOJTYUUTh PE3YNbTAT 3AIIHU(PPOBKHU JJISI POU3BOIHHO
BBIOPAHHOTO UM MACCUBA OMKPHIMbBIX OAHHLIX Pa3Mepa N UCTIOIb3YEeTCs B
aHau3e:

¢ Ha OCHOBE ITPOM3BOJILHO BEIOPAHHOTO MUPPOTEKCTA

K/

% HA OCHOBE NMPOU3BOJILHO BLIOPAHHOTO OTKPBITOr0 TEKCTA
% TPaBUWIBHOTO OTBETA HET

Kak nazpiBaerca mogudukanus DESa
% Triple Des+
% M-506
% Deh

Kakue nepecTaHoBKY CymiecTBYIOT B crannapte DES
% MpoCThIe+
¢ pacmmpeHHbIe+
¢ COKpaIllCHHbICt

CKOJIBbKO CYIIECTBYET NePeCcTaHOBOK B cTaHapTe DES
o 3+
< 4

o 2

3ammdpoBaHHbIN (Paiti, XpaHAIIUNACST HA JJOTUYECKOM JIUCKE, KOTOPBIH

INOAKJIIOYACTCA K CUCTCMEC KaK €1IC OAHH JIOT NYCCKUU JUCK — 3TO...




L)

0

* BUPTYaJbHbIA KOHTEUHEPT
daiin
¢ mporpamMmma

)
0’0

>

6 Y CTpoiCcTBO, JAIOIIEE CTATUYECKH CIyYalHBIN IIyM — 3TO. ..
¢ TeHepaTop CIyYalHbBIX YUCEIT+
% KOHTPOJIb BBOJIa HA KOMIIBIOTEP
s VK3]1
7 YK3/] - a10...
% YCTPOMCTBO KPHNTOIPA(PUICCKON 3aIUTHI JaHHBIX+
¢ YCTPOMCTBO KPHNTOIPAPUICCKON 3aJaHHOCTH JJaHHBIX
¢ HET IPAaBHJILHOTO OTBETA
8 Kaxoii kimrou ucnonb3yercs B mmdpe 'OCT
¢ 256-0uTOBBII+
¢ 246-0uTOBBII
¢ 356-0MTOBEII
9 Uewm otnuyaercs 6mok-cxema anroputma ['OCT ot 6:10k-cxembl DES-
aNropuT™Ma
% OTCYTCTBHEM HAYaJbHOW IEPECTAHOBKM W YHCIOM IIMKIIOB
i poBaHUs+
< JUIMHOM KJIF0Ya
¢ METOJOM IMH(PPOBAHUS
10 DJNEKTPOHHOM MOMUCHIO HA3BIBACTCS. . .

% MPHCOCIUHSIEMOE K  TEKCTy  €ro  KPUITOTpapuuecKoe
npeoOpa3zoBaHuet
K/

*%* TCKCT
o

¢ 3amu@poBaHHBIN TEKCT

7.2.4 IlpumepHbIii NepevyeHb BONMPOCOB VISl MOJATOTOBKHU K 3a4eTy

Nctopuueckuit noaxon k 3ammute nHGopmannu B KC.

Nudopmanus — npeIMeT 3alluThI.

Nudopmanus — o0bEKT 3alUTHI.

Crnyuaiinbie yrpo3sl undopmaiiuu B KC.

[Tpeanamepennsie yrpo3sl nHpopmanuu B KC.

3ammTa nHdopmanuu B KC oT cirygaliHBIX yrpo3.

Cnioco0bl OBBINIEHUS HaIexKHOCTH U 0TKazoycToiunBoctu KC.

3amura undopmanuu B KC ot npegHaMepeHHbIX YIPOo3.

Qo NoR~wWNE

Ocnognsble cioco0sr HC/I.

[EY
o

| duznyeckas 3amura II9BM ot HC/I.

-
-

| Kak HacTpouTh 6€30macHOE COSMHEHUE

=
N

| Kak HacTpouTh 3anmry 0ecnpoBOIHON CeTH

=
w

| Kak Hactpouts 3anmty SSH

[EEN
N

| Kak HacTpouTh NapoJbHYIO 3aIIUTY

[EY
(S}

| Kak Hactpouts VPN

[N
[op}

| Kak nacrpouts HTTPS




17.

Kak nactpouts FTPS

18.

Kak HacTpouTh KOMMYTATOP € 3alUTON MH(DOpMALIUU

19.

Kak HacTpouTh TMHAMUYECKYIO MAPIIPYTU3ANMIO C MH(PPOBAHUEM

20.

Kak HacTpouTh 3aIUTy NOPTOB YCTPOMCTBA

21.

OcHoBHble npuHLUIbI mudposanus DES

22.

OcHoBHble npuHLUMbl mudppoanus AES

23.

OcHoBHBIC MpUHIUIE H(poBanus RSA

24,

OcHoBHBIC MpUHIHAIG H(poBaaws DSA

25.

OcHoBHBIC MPUHIAIIBI H(POBaHKs Ha ocHOBE mHbpa [le3aps

26.

OcCHOBHBIE PUHIIUITBI UPPOBAHKS HA OCHOBE OPUTHHAIBLHOTO
mudpa MoJACTaHOBKU

217.

OcCHOBHBIE PUHIIKITBI TUPPOBAHKS HA OCHOBE OPUTHHAIBHOTO
mudpa nepecTaHOBKU

28.

Ot1nnune 0OBIYHBIX 1 0€30MAaCHBIX COEIUHEHUN

29.

AHanu3 BIUSHUA JJIMHBI KJIT0O4Ya Ha KpHHTOCTOfIKOCTI—;

30.

AHaJIN3 COBPEMEHHBIX aJITOPUTMOB HIK(PpOBaHUS

7.2.5 IlpumepHbIlii NepeyeHb 3aJaHui JJI5 pelleHus] MPUKJIATHBIX 32124
He nmpenycMoTpeHO y4eOHBIM TUIAaHOM

7.2.6. Meroauka BBICTABJIEHUSI OIEHKHM TIPA  TPOBeJIEHHUH

NMPOMEKYTOUYHOM aTTeCTAlUMN

3adeT MPOBOAMTCSA IO OmiIeTaM, KaKIbId M3 KOTOPBIX COACPKHT JBa

TCOPECTUUCCKUX BOIIPOCA.

1. Ouenka «He 3ayer» cTaBUTCS B Cilyyae, €ClId CTYACHT HE BBINOJIHUII
TpeOOBaHUs MMyHKTA 2.

2. Onenka «3ader» CTaBUTCSA B Cllydae, €CIU CTYACHT OTBETHUJ Ha BCE
BOIPOCKI OuJieTa U OOJIBIIYIO YaCTh JOTOJHUTEIIbHbIX.

7.2.7 I1acnopT OlleHOYHBIX MATEPHAJIOB

KonTponupyemsbie pazaensl Kon . | HaumeHoBaHuMe OLIECHOYHOTO
Ne n/mt KOHTPOJINPYEMOU
(TeMbI) TUCIIUTTAHBI cpencTaa
KOMMETSHIINH
1 OcHoBbI HH(GOPMALITMOHHON YK-1, TIK-3 Tect, koHTpONBbHASA paboTa,
0e30MacHOCTH 3aIuTa 1a00paTopPHBIX
pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY
MIPOCKTY....
2 [TpuunHBI HapyLIEHUS YK-1, TIK-3 Tect, koHTpONBbHASA paboTa,
0e30MacHOCTH 3aIuTa 1a00paTopPHBIX
pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY
MTPOCKTY....
3 3anuieHHBIe CETH VYK-1, I[IK-3 Tect, koHTpONBbHAS paboTa,
3aIuTa JJabopaTOPHBIX
pabor, 3amura pedepara,




TpeOOBaHUs K KypCOBOMY
IPOEKTY....

4 Mertoas! kpuntorpadpuu YK-1, IIK-3 Tecrt, KOHTpONBHAS paboTa,
3amuTa J1a00paTOPHBIX
pabor, 3ammura pedepara,
TpeOOBaHUS K KypCOBOMY

MPOCKTY. ...
5 Pa3zpabotka kpunrorpaduueckux |YK-1, I1K-3 Tect, KOHTpOIBHAS paboTa,
cHCTEM 3alUTa J1ad0pPaTOPHBIX

pabor, 3amura pedepara,
TpeOOBaHUs K KypCOBOMY

IPOEKTY....
6 Peanusanus 3ammmineHbIX VK-1, IIK-3 Tect, KOHTpOIBHAS paboTa,
UH(OPMAIMOHHBIX CUCTEM 3aIuTa 1ab0paTopPHBIX

pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY
IPOEKTY....

7.3. Mertoanueckue MaTepuajbl, ONpeleJsiONIAe NPOUEAYPHI
OLICHMBAHUSA 3HAHUI, YMEHUI, HABBIKOB U (MJIM) ONBITA AeATeJIbHOCTH

TecTtupoBaHue OCYIIECTBISECTCS, JUOO TPHU TOMOIIM KOMIBIOTEPHOU
CUCTEMbl TECTUPOBAHUSI, TUOO C HMCIOJIb30BAHUEM BBIJIAHHBIX TECT-33JIaHUN Ha
oymaxkHoM Hocuteine. Bpems tectupoBanusi 30 MuH. 3areM OCYIIECTBISETCS
MIPOBEpPKA TECTAa HK3aMEHATOPOM U BBICTABISETCS OLIEHKA COTJACHO METOJUKHU
BBICTABJICHUS OLICHKH MPH MPOBEACHUU TPOMEKYTOUYHON aTTECTALINH.

Pemenne craHmapTHBIX 3adad  OCYIIECTBIAETCS, JIMOO TIPU TMOMOIIU
KOMITBIOTEPHOW CHCTEMBI TECTUPOBAHUS, JMOO C MCIOJBb30BAaHUEM BBIIAHHBIX
3amay Ha OymaxkHoM Hocutene. Bpems pemenus 3amad 30 muH. 3arem
OCYILIECTBIISIETCS TPOBEpPKA pEIICHUS 3a/lad HK3aMEHATOPOM U BBICTABJISETCS
OIICHKA, COIVIACHO METOJUKH BBICTABJICHUSA OIEHKHM TMpU  MPOBEICHUU
MIPOMEKYTOUHON aTTeCTAINU.

Pemienne mnpukiagHbIX 3a7ad  OCYIIECTBISETCS, JUOO TMpU TOMOIIU
KOMIBIOTEPHOU CHUCTEMBI TECTHUPOBAHUS, JIMOO C HCIOIb30BAaHUEM BBIJAHHBIX
3aJa4 Ha OymakHOM HocuTene. Bpems pemenust 3amau 30 muH. 3atem
OCYILIECTBIISIETCS TPOBEpPKA pEIICHUs 3a/ady HK3aMEHATOPOM U BBICTABJISETCS
OLICHKA, COIVIACHO METOAUKH BBICTABICHUS OLEHKU TMpHU [POBEICHUU
IIPOMEKYTOUYHOU aTTECTALUU.

8 YYUEBHO METOANYECKOE U UHO®OPMAIIMUOHHOE
OBECIIEYEHUE JUCIUIIJINHBI)
8.1 Ilepeyennb y4eOHOIi JUTEPATYpPbl, HEOOXOAUMOW ISl OCBOEHHS
AUCUHMILTHHBI

3amura uHGOpMAIUU TEXHUYECKUMH CPEICTBAMU [ DNEKTPOHHBIN pecypc] :
yueOHoe nocobue / A.M. Cnusak; A.B. Pazymosckuii; FO.®. Karopun; pen. 10.D.
Kartopun. - Caskt-lIlerepOypr : Yuusepcurer MUTMO, 2012. - 417 c.URL:
http://www.iprbookshop.ru/66445.html



http://www.iprbookshop.ru/66445.html

3amura “HGOpMAMKU B MHPOKOMMYHHMKAIIMOHHBIX CHUCTEMax M CETAX :
yueOHoe mocodbue / A.M. TomukoB. - Tomck : Tomckuii TOCyIapCTBEHHBIH
YHUBEPCUTET CHUCTEM YIpaBICHUS W paauodniekTtponuku, 2015. - 284 c. URL:
http://biblioclub.ru/index.php?page=book&id=480637

3amurta wHbOpManuu : JabopaTopHbii mpakTukym / B.M. CmupHOB. -
Nomkap-Ona : III'TY, 2017. - 67 c. - ISBN 978-5-8158-1866-8. URL:
http://biblioclub.ru/index.php?page=book&id=476512

8.2 IlepeueHb MH(POPMANMOHHBIX TEXHOJOTHH, MCIOJb3yeMbIX MNPH
OCYIIEeCTBJICHMH O00pPa30BATEeIbHOI0 MNpomecca Mo AUCHHMILIMHE, BKJIIOYAas
nepevYeHb  JIMHEH3MOHHOI0  IPOrPaMMHOr0  obOecreyeHHusl, PecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAUNOHHOM ceTu «MHTEepHET», COBpeMEeHHbIX
npogdeccnoHaNbHbIX 023 JAHHBIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CUCTEM:

JIMLIeH3MOHHOE MPOrpaMMHOe o0ecIeYeHune:

- MS Visual Studio

- Kanbkynsarop

- bnokHoT

- Yandex browser

Pecypcoi UH(POPMALMOHHO-TEJIEKOMMYHUKALMOHHOMI ceTn
«AHTEepHeT:

- OOpazoBarenbHbIil moptan BI'TY

- docs.microsoft.com

CoBpemeHHbIe npodecCHOHANIbHBIE 0a3bI JAHHBIX:

- eLIBRARY.RU

- baza I'OCT docplan.ru

NHpopmanuoHHbIe CIIPABOYHbIC CHCTEMBbI:
- wiki.cchgeu.ru
- window.edu.ru

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOAUMAS JJIs1
OCYHIECTBJIEHUS OBPA30OBATEJIBHOI'O ITPOLECCA
- Yuebnas nabopaTopusi ¢ TOCTYIIOM K JIOKaJIbHOW ceTu u cetn MHTepHeT
(;maGoparopum 213/2, 202/2)
- IIpoekunoHHas anmnaparypa

10. METOANYECKHUE YKA3AHUSA AJIS1 OBYYAIOLIUXCS 11O
OCBOEHMUIO JUCHUIIJIUHBI (MOY JIS)
[To gucummmuHe «be3onacHOCTh MH(POPMAIIMOHHBIX CHCTEM» YHUTAIOTCS
JIEKLIUU, TTPOBOJATCA TaOOPATOPHBIE paOOTHI.


http://biblioclub.ru/index.php?page=book&id=480637
http://biblioclub.ru/index.php?page=book&id=476512

OcHoBOU

HN3Yy4YCHUA JUCHMIIVIMHBI SABJIAIOTCA JICKIIMK, Ha KOTOPLIX

U3JIaraloTcs Hanbosee CymeCcTBeHHBIC U TPYIHBIC BOIIPOCHI, & TAK)KE BOTIPOCHI, HE
HaITIeIINe OTPAKEHUS B YICOHOU JTUTEpaTypeE.

JlabopaTopHbie paOOTHI BEHITIOJHSAIOTCS Ha JTaOOpaTOPHOM 000PYIOBAaHUU B
COOTBETCTBHH C METOAMKAMH, TPUBEICHHBIMH B YKa3aHUSX K BBITTOJIHCHHIO pa0oT.

Bun yueOHbIX
3aHATUU

JlesaTenbHOCTh CTyACHTA

Jleknus

Hanucanne koHCHeKTa JEKUUH: KPAaTKO, CXEMaTUYHO, IOCJIEI0BATEIbHO
(GuKCHpOBaTh  OCHOBHBIC  TIOJIOKEHHUS,  BBIBOJBI,  (DOPMYITUPOBKH,
00001IeHNs; TTOMEYaTh BAKHBIE MBICIH, BBLICISATH KIIIOYEBBIE CIIOBA,
TepMuHbl. [IpoBepka TEPMUHOB, MOHATUH C MOMOIIBIO SHIMKIIONEINN,
CJIOBAapel, CIPABOYHHUKOB C BBINHCHIBAHUEM TOJIKOBAHUW B TETPalb.
O0o3HaueHne BOMPOCOB, TEPMHHOB, MaTepHalia, KOTOPHIC BBI3BIBAIOT
TPYAHOCTH, TIOMCK OTBETOB B pEKOMEHAyeMmou muteparype. Ecmu
CaMOCTOSITENIbHO HE YJaercs pa3oOpaTbCcsi B MaTepuaine, HeoOXOAUMO
chopMylIMpOBaTh BONPOC U 33JaTh MPENOJABATENI0 HA JIEKIUU WU Ha
MIPAKTUYECKOM 3aHSITHHU.

JlaGopaTopHas
pabora

JIaGopatopHble pabOTh! MO3BOJISAIOT HAYYUTHCS IPUMEHSATh TEOPETUYECKHE
3HAHHUS, TTOJYYEHHbIE Ha JIEKIIUU IPU PEIIeHUH KOHKPETHBIX 3a1a4. UToOb!
HauOoyiee palMOHAIBHO M TOJHO HCIOJb30BAaTh BCE BO3MOXKHOCTU
71a00paTOPHBIX VIS MOATOTOBKM K HUM HEOOXOIUMO: CIEAyeT pa3o0paTh
JIEKIUIO 110 COOTBETCTBYIOLIEH TeMe, 03HAKOMUTCS C COOTBETCTBYIOLIMM
pa3nesioM ydeOHMKaA, MpopaboTaTh MONOJHUTEIBHYIO JHUTEpaTypy H
VCTOYHMKHU, PEHIMTh 33a4H U BBIIOJHUTH JPYTrUe NUCbMEHHbIE 3aJaHHsL.

CamocTosaTenbHas
paborta

CamocrosrenbHas paboTa CTyAEHTOB CIIOCOOCTBYET I'TyOOKOMY YCBOEHUS
y4eOHOro Marepuasa M  pa3BUTUIO HAaBBIKOB  CaMOOOpa3OBaHMS.
CamocrosTenbHas paboTa npeanoaraeT ciaelyroline COCTaBIsIoINeE:

- pabota c TekcTaMH: y4eOHUKaMH, CIPaBOYHUKAMH, OMOIHHUTEIbHOU
JUTEPaTypoi, a Takke MpopaboTKa KOHCIIEKTOB JIEKLIUH;

- BBIIIOJIHEHUE JIOMAIIIHUX 33/1aHUN U pacyeToB;

- paboTa HaJl TeMaMH JUIsl CAMOCTOSATEIBHOTO U3Y4YEHUS;

- yqactue B paboTe CTy/IeHYECKUX HayYHbIX KOH(EpEHIINH, OTMMIINA;

- IOATOTOBKA K MPOMEKYTOUYHOM aTTECTALNH.

ITonroroBka K
MIPOMEKYTOYHOU
aTTecTauuu

T'oToBUTHCS K HpOMe)KYTOIIHOfI arTecTauu CJIeaAyCeT CUCTCMATHYCCKU, B
TEUYEHUE BCETO ceMmecTpa. MIHTeHCMBHAs MOArOTOBKA JTOJKHA HAYaThbCs HE
MO3/HEE, YEM 3a MECSAILI-MOJITOPA JI0 MPOMEKYTOUHOM aTrecTtanuu. /JaHHbie
nepes 3a4eToM TpH JHS S HEeKTHBHEE BCETO HCIIOIB30BATh ISl TOBTOPEHUS
Y CHCTEMAaTH3aliy MaTepHraa.




