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1. HEJIA A 3AJTIAYU JTUCHUATIJINHBI
1.1. Hean AUCHMILUIMHBI SBIISICTCS MPUOOPETEHUE CTYJIEHTaMH 3HAHUH O
CTPYKTYpE MACUCTBUH, NpEeANPUHUMAECMbIC IS JTOCTHKCHHsS HHOOPMAIMOHHOTO
MPEBOCXOACTBA B OOCCIEUYCHWHM HAIMOHAIBHOM BOEHHOW CTpaTernmu IyTeM
BO3JCHCTBUS Ha wWHPOpPMAIMIO W HHGOPMAIMOHHBIE CHCTEMbl IPOTHBHUKA C
OJTHOBPEMEHHBIM  YKPEIUICHUEM W 3alllUTOM COOCTBEHHOM WH(pOpMAIud |
WH(OPMAITMOHHBIX CUCTEM U HH(PACTPYKTYPHI.

1.2. 3axaun ocBOeHNSA TUCIUILIHHBI

- copmMupoBarh y Oyayiiero cmenyaiucra B o0jlacTh O€30MacHOCTH
TEJICKOMMYHUKAIIMOHHBIX CHCTEM 3HAaHWS, YMEHHS U HaBBIKM B o0jacTu
dbopmanuzaius onucaHus HHPOPMALIMUOHHBIX KOH(MIUKTOB COIUOTEXHUYECKHUX
CUCTEM, CTpPATEeTUHU U TAKTUKU MH(POPMAIIMOHHBIX ONEepalliii U aTakK, peain3yeMbIX
B COLMOTEXHMUYECKHX cuctemax. CTpareruu peanu3anuu HHOOPMAIMOHHBIX
omepaluii 1 aTak;

- MPEIOCTaBUTh BO3MOXKHOCTh M3YYCHHS TEXHOJOTHH ITOWCKA W aHaJIM3a
cieoB WH(GOPMAIMOHHBIX OMEpaluid M aTak W WHIUACHTOB, IPOTHO3WPOBAHUS
BO3MOXHBIX TIYyTeH pa3BUTHS HOBBIX BHJIOB KOMITBIOTEPHBIX IMPECTYIICHUH,
MIpaBOHAPYIIICHUI ¥ HHITNICHTOB.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII
Hucrumnaa «Onepanui ¥ aTakl B KOMITBIOTEPHBIX CHUCTEMax U CETIX»
OTHOCHUTCS K TUCIMIUIMHAM 4acTH, (GOPMHUPYEMOI ydaCTHUKaMHU 00pa30BaTeIbHBIX
OTHOIIEHUH (IUCIUILTNHA IO BBIOOPY) Os10Ka b1.

3. HEPEYEHbD IINTAHUPYEMBIX PE3YJBbBTATOB OBYYEHUA 11O
JAUCHUITJIMHE
[Ipouecc m3ydeHus: nucUUIUIMHBI «Onepaluy U aTakd B KOMIIbIOTEPHBIX
CUCTEMAaX M CETAX» HaNpaBJIeH Ha (GOPMUPOBAHKE CIEAYIOIIMX KOMITETSHIIUA:
[IK-4.4 - CnocoOeH ydacTBOBaTh B TMPOBEACHUU OKCIEPTU3bI MPHU
paccieloBaHH KOMIBbIOTEPHBIX MPECTYIJICHUH, IPABOHAPYIICHUI U MHIUJIEHTOB

Pe3yabTaThl 00yueHUs, XapaKTepu3yoiue

Komnerenuus
¢pOopMHUPOBAHHOCTH KOMIIETEHIIMH

TIK-4.4 3HATh TEOPETUUYECKUE OCHOBBI TEXHOJIOTHUH MOUCKA U aHAIN3a
CJI€10B KOMIIBIOTEPHBIX MTPECTYIICHNI, TPAaBOHAPYILIEHUI 1
WHIAJICHTOB

YMETb IPUMEHSET METOBI U CPEICTBA IPOTHO3ZUPOBAHUS
BO3MOXHBIX IyT€ pa3BUTHUS HOBBIX BUJI0OB KOMIIBIOTEPHBIX
MPECTYIIICHUI

4. OB BEM JIUCIUITLJINHBI
OO6mIast TPyI0eMKOCTh TUCHUTIINHBI «OTepaluy U aTaku B KOMITBIOTEPHBIX
CHCTEMAaX M CETIX» COCTaBiIsIeT 12 3.¢.
Pacnipenenenre Tpy10€MKOCTH JUCITUTUIMHBI 11O BUAM 3aHSITHA
ouHasi popma o0yueHust




Buner yue6HOI paboThI

Bcero

CemecTpbl

qacCcoB

9

10

AyAUTOpPHBIE 3aHATHS (BCEro)

180

72

108

B TtoMm uucie:

Jlexun

72

36

36

JlaGopatopubie pabotsl (JIP)

108

36

(2

CamocrosiTesibHasi padoTa

216

36

180

KypcoBoii npoexkt + +
Yackl Ha KOHTPOJIb 36 - 36
BuJibl POMEXKYTOUHOM aTTECTALMM - SK3AMEH,| N N

3a4eT C OILIEHKOU

OO6m1ast Tpy10€MKOCTb:
aKaJIeMIYECKHUE YaChI
3a4.e]l.

432
12

108
3

324
9

5. COJAEP)KAHUE JUCLUNJIAHBI (MOLY.JIST)
pacnpejeienmne

5.1

Conep:xanue

pasaejioB AUCHHUIIIINHBI

Hu

TPYAOEMKOCTH 10 BU/IaM 3aHATHI 0UHasA (popMa 00ydeHusi

Ne

HaumMeHnoBaHue TeMbI
/11

CopnepxaHue paszena

JIekn

JIa6.
3aH.

CPC

Bcero,
qac

1 |Bgenenue.
Knaccudukarus atak

Knaccudukanus no xapakrepy BO3IeHCTBUS;
0 LIeNTH BO3ACHCTBHS; 110 HAJMYUIO 00paTHOM
CBSI3M C aTaKyeMbIM 00BEKTOM; 110 YCIIOBHIO
Hayaya OCYLIECTBICHHS BO3/ICHCTBHS; 110
PACIIONIOKEHUIO CYOBEKTa aTaKH OTHOCUTEIBHO
aTaKyeMoro 00beKTa; 110 YPOBHIO STAJOHHOMN
mozmenu ISO/OSI, Ha KOTOPOM OCYIIECTBIAETCS
BozjelcTaue. [Ipumepsl.

12

18

36

66

2 |Dramel peanusanuu aTak

c60p HPOPMALIUH: U3yIEeHHE OKPYKEHUS;
UIeHTU(HUKALUS TOTIOJIOTUH CETH;
uieHTUHUKALUS Y3II0B; WACHTUDHUKALINS
CEpBHUCOB U CKAHUPOBAHHE TIOPTOB;
UIeHTU(HUKALUS OTIEPAIHOHHOW CHCTEMBI;
OIpeieNIeHUe POJIX y3J1a; ONpe/ielICHUe
YSI3BUMOCTEH y371a; peaslu3alns aTakw;
MPOHUKHOBEHHUE; YCTAaHOBJICHHE KOHTPOJIS;
3aBepIICHUE aTaku

12

18

36

66

3 |KpaTkoe onucanue
HEKOTOPBIX CETEBBIX aTaK

(dparmenTauus qaHHbIx; ataka Ping flooding;
HECTaHIAPTHBIC TPOTOKOJIBI,
MHKarcyaupoBaHHsie B |P;ataka smurf; ataka
DNS spoofing; ataxa IP spoofing;
HaBsi3pIBaHMe TakeToB; Sniffing
TPOCITYITHBAHIE KaHala; TIEPEeXBar MakeToB Ha
MapIIpyTH3aTOPE; HABA3BIBAHUE XOCTY
JI0’KHOTO MapIIpyTa C TIOMOIIIBIO TPOTOKOIA
ICMP; WinNuke; oaMeHa 10BEpEHHOTO
X0CTa; 0TKa3 B oocayxuBanuu (DOS,
DDoS-araku):SYN-flood,UDP-flood

12

18

36

66

4 | TexHOJOrHH OOHAPYKCHUS
arak

METOBI aHAIN3a CETEBOI HH(OPMAITHH;
CTaTUCTUYECKUN METO[; SKCIIEPTHBIE CUCTEMBI;
HEHUPOHHBIE CETH

12

18

36

66

5 [ConmanbHas HHKEHEPUS

[MonynspHbIe PUIIMHTOBBIE CXEMBI:
HECYILECTBYIOLINE CCHUIKH; MOIIEHHUYECTBO C
WCII0JIb30BAaHHEM OPEH/I0B M3BECTHBIX

12

18

36

66




KOPHOPALHH; IOJUIOKHBIE JOTEPEN; JIOKHBIC
AQHTUBUPYCHI M IPOTPaMMBI JJ1sl 0OecTieueHus
6e3omacrocty; VR mmn temehoHHBINA QHUITHHT.
C6op uHpOpMAHN U3 OTKPHITHIX HCTOYHHUKOB:
TUIeYeBOH cepHHT; 0OpaTHas COIMaIbHAS
UHXEHEPHs

Cr1oco0bI 3aITUTHI OT CONMATEHON HHKEHEPHH.
Knaccudukanus yrpos: yrpo3bl, CBI3aHHBIE C
TeneOHOM; Yrpo3bl, CBA3aHHEIE C
9JIEKTPOHHOH MOYTOMH; YrpO3bl, CBSI3aHHBIE C
UCIIOJIb30BAaHUEM CIIY>KObI MTHOBEHHOTO
oOMmeHa coodmieHnssMU. OCHOBHBIE 3aIIUTHBIE
METOJIBI

6 |[IpobGaembl u mepcreKTrBbl |KOHIEMIINS —~— «CETCHECHTPUYSCKUX — BOWHY.
MPUMEHEHHUS HacrynarensHble oreparu B
KHOEpHETHYIECKOTO KHOEepIpoCTpaHCTBE KaK COCTaBHas 4acTb

OpYXHs B COBPEMEHHO WHPOPMAIMOHHOW BOWHEL. HactynarenbHsie
CeTeLeHTPUUECKOM BoitHe |omepannu npotuB ACY HHPPACTPYKTYPHBIX H
TEXHOJIOTHUECKUX 00BeKTOB. OOOpOHHUTENBHEIE
orepalu Kak YacTb Mep IO O0OECHEeUCHHIO
nH(pOopManMOHHON O€30MacHOCTH B MHpPHOE
BpeMs. IlepcrekTuBBI pPa3BUTUSA KOHLECIIHH
KHOEpHETHYECKHX ONeparuii

12 18 36 66

Hroro| 72 108 216 396

5.2 IlepeueHb 1a060paTOPHBIX PadoT

1.0uenka creneHW TMOpaXeHHs HHQPOPMALMOHHBIM OpYKHEM MpHU
MOHUTOPUHIE CETEBOr'0 MPOCTPAHCTBA HA MPEAMET BBISIBICHUS HHPOPMALMOHHBIX
OTIepaIvi.

2.0ueHka 3¢ HEeKTUBHOCTH nepenporpaMMUpOBaHUs CyOBEKTOB
MH(GOPMALIMOHHOTO BO3JEUCTBUS NPU MOHUTOPUHIE CETEBOTO IPOCTPAHCTBA Ha
MPEAMET BBISBJICHHS HH(POPMAIIMOHHBIX ONIEPaIIHii.

3.Maremarnueckast MOJEIb PACIIPOCTPAHEHUS CIIyXOB U IOHSATHE «PEaTbHOE
BpeMs» HH()OPMALIMOHHOMN OTEepalyH.

4. ®dopmanbHas TOCTaHOBKA 3a7adyd Ha  (OpMHUpOBaHUE IUTaHA
MH(OPMATMOHHOW ONepaLiu

5. IlnanupoBanue MHGHOPMAIMOHHON OMEPALINU

6. MogaenmupoBanne HHYOPMAIIMOHHON OMEpaIIuU

6. IPUMEPHAS TEMATUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT

B coorBercTBMM ¢  y4eOHBIM TUTAHOM  OCBOCHHE  JIUCIUILIAHBI
peaycMaTpUBaeT BBITIOJHEHUE KypCOBBIX MpoekToB B 10 cemectpax st O4HOU
dbopmbl 00ydeHMS.

IIpumepnass Tematuka KypcoBoro mnpoekra: «Crtpecc-tect cetn (DoS
BeO-caiita) co SlowHTTPTest B Kali Linux»

3agaun, pemaeMble MPU BBITIOIHEHUH KYpPCOBOTO MPOEKTA!

* 3HAKOMCTBO CO UMUTALIMOHHBIMU CPEIAMU aTaK;

* IPOTHO3UPOBAHKE UCXOJIOB AaTaK U BHIPAOOTKA MEXaHU3MOB 3alIUTHI,

e 3HakoMcTBO ¢ YK P® I'nmaBa 28 W aHanmu3 cleloB KOMIIBIOTEPHBIX
MPECTYIUICHUH, IPABOHAPYIIIEHUN U MHIHICHTOB.

KypcoBoii mpoekt Bkiaouar B ce0d rpaduyeckyro 4acTb W
pacUYETHO-TIOSICHUTEIIbHYIO 3aIIUCKY.



7. ONEHOYHBIE MATEPHUAJIBI JISA TIPOBEJEHUSA

MPOMEKYTOYHOM ATTECTALIMM OBYYAIOIMXCS MO
JTUCHUILIAHE

7.1. Onucanue mokaszareJieil 1 KpuTepueB OLEHUBAHUS KOMIIETEHIUMH
HA pa3jIMYHbIX ITanax ux (popMupoBaHUs, ONIMCAHUE IIKAJ OLlEHUBAHUS

7.1.1 Tan Tekymero KOHTPOJIA
Pe3ynbprarel TEKyIIEro KOHTPOJISI 3HAHWW M MEKCECCHOHHOW aTTECTalUH
OLICHMBAIOTCS T10 CJIEIYIOIEN CUCTEME: «aTTECTOBAHY; «HE ATTECTOBAH).

Pe3yabTaThl 00y4eHus,

Komme- XapaKTepu3yloumue Kpurepuu
ATTECTOBaH He arrecroBan
TEeHIUs cdopmupoBanHoCTH OlLleCHUBAaHUSA
KOMIIETCHIIUMH
[IK-4.4 3HaTh 3HAHUE TEOPETUUECKUX Berinosnaenue pabor Hesrinonnenue
TEOPETUICCKHE OCHOB TE€XHOJIOTHH B Cpox, paor B cpok,
NpeIyCMOTPEHHBIN B | IPeayCMOTPEHHEINH B
OCHOBBI TEXHOJIOTHUH |ITIOUCKA U aHaAJIN3a
pabounx pabounx
IIOUCKAa U aHaJIu3a CJICOO0B KOMIIBIOTCPHBIX IIporpaMMax IpOrpaMMax
CJICO0B HpeCTynHeHHﬁ,
KOMITBIOTEPHBIX paBOHAPYIICHUH U
HpeCTynHeHHﬁ, HHIOUICHTOB
[IpaBOHAPYLICHUN U
WHIHAICHTOB
Beimonaenne pabor | Hesbimonnenune

YMETb IPUMEHSIET

YMEHUE IIPUMEHSET

METOBI M CPEJCTBA [METOJBI M CPEJICTBA B CpoK, pabot B cpok,
MIPEIyCMOTPEHHBIN B [IPEeIyCMOTPEHHBIH B

MPOTHO3UPOBAHUS  |IPOTHO3MPOBAHHUS

" . pabounx pabounx
BO3MOXXHBIX ITyTeH  (BO3MOXHBIX ITyTeH TpOrpaMMax TporpamMmax
Pa3BUTHUS HOBBIX pa3BHUTHUS HOBBIX BHJIOB
BUJIOB KOMITBIOTEPHBIX
KOMITBIOTEPHBIX NPECTYIJICHU I
MIPECTYIUICHUN

7.1.2 ITan npoMe:KyTOYHOT0 KOHTPOJIS 3HAHUI
Pe3ynbTaThl MpOMEXYyTOUYHOTO KOHTpPOJS 3HaHWUW oueHuBatorcs B 9, 10
ceMecTpe JiJ1si O4HOM (hopMbl OOYUECHHS TI0 YETHIPEXOAITLHOM CHUCTEME:

«OTIIUYHO»,
«XOpOoILIO»,

«KYAOBJICTBOPUTCIILHO»
CHCYHOBJICTBOPUTCIILHO)).

Kommne-
TEeHI S

Pe3yabTaThl 00yueHus,

XapaKTepu3ymue
c¢()OpMHPOBAHHOCTH
KOMIETeHIHH

Kpurepun
OlLleHUBAHUSA

OTau4HO

Xopommo

Ynosa.

Heynos.

[1K-4.4

3HaTh
TEOPETHYECKUE
OCHOBBI
TEXHOJIOTHUH
MIOMCKA U aHaJIu3a
CIIEIOB
KOMIIBIOTEPHBIX
MPECTYIJICHU,
[IpaBOHAPYLICHUI
Y MHIIWJICHTOB

Tect

BrmmosineHnue
TecTa Ha 90-
100%

BrimosiHeHNE
tecTa Ha 80-
90%

BrmmosneHnue
Tecta Ha 70-
80%

B Tecte
Menee 70%
HpaBI/IHBHLIX
OTBCTOB

YMETb IIPUMEHSIET

Pemrenue

Bamgaun

IIponemoncTp

IIponemoncTp

3amauu He




METOJIBI U CTaHJapTHBIX pelIeHBI B HUpOBaH WPOBaH BEPHBIN| PEIICHBI
CpGI[CTBa MPaKTUYCCKUX IIOJIHOM BeprIﬁ X004 |XOJ pClICHUA B

3amaq o0peMe U | penIeHus Bcex, | OOMBIIMHCTBE
POTHO3UPOBAHHS

TIOJTYYICHBI HO HE IOJTYUCH 3a1a4
BO3MOXHBIX BEpHBIE | BEPHBIH OTBET
nyTei pa3BUTHSI OTBETHI BO BCEX
HOBBIX BHJIOB 3a7auax
KOMITBFOTEPHBIX
MPECTYIJIEHUI
7.2 TlpumepHblii mNepedYeHb OLEHOYHBIX CpeacCTB  (THIOBBIE

KOHTPOJIbHBbIE 3aJJaHUsI WJIM MHbIE MaTepHa/ibl, HEOOXOAUMBbIE JIsl OLEHKHU
3HAHUI, YMEHUI, HABBIKOB U (MJIH) ONBITA 1€ATEILHOCTH)
7.2.1 IlpumepHbIii NepedyeHb 3aaHUI 1JI51 MOATOTOBKH K TeCTHPOBAHUIO
1) Yro takoe DDoS-aTaka?
Otser:
(1) aTraka ¢ npUMEHEHUEM METOIOB COITMAILHON HHKECHEPUN
(2) pacnipeneienHas aTaka THITA «aHAJU3 CETEBOTO TpaduKa
(3) pacupenesieHHasi aTaKka THIIA «OTKAa3 B 00CIY:KUBAHU I
(4) pacnipenereHHas aTaka THITA «IIOJJMEHA IOBEPEHHOTO O0BEKTa CETH
2) Kakue ciry:xObl 0€30MAaCHOCTH TMPEIHA3HAYAIOTCSA I 3alllUThl OT arak
JnocTymna?
Otger:
(1) koH(pUAEHITUATBHOCTD
(2) uenocTHOCTH
(3) moctynHOCTH
(4) uaeHTUPUIUPYEMOCTH

3) Kakue cimyxObl 0€30macHOCTH TpeaHA3HAYAOTCS IS 3allUThl OT aTak
Mo U UK ?

OTtBeT:

(1) xoHpHUAEHITHATEHOCTh
(2) HeJIOCTHOCTH

(3) noctymHOCTH

(4) uneHTHPUUNPYEMOCTH

4) Kakoe CBOMCTBO CIIy>KObI 0€30MAaCHOCTH MPeIHA3HAYAIOTCS JJIS 3AIUTHI OT
aTak 0TKa3a B OOCITYKUBAHUU?

OTtBeT:

(1) xoH(HAECHIINATIEHOCTD
(2) uenoctHOCTD
(3) nocrynmHocTh
(4) uneHTHPUIIPYEMOCTH



5) Kaxkue ciry>x0bl 0€30MaCHOCTH MPEIHA3HAYAIOTCS JJIS 3alUTHI OT aTaKk OTKa3

6)

7)

OT 00s13aTeILCTB?
OrtBeT:

(1) koHpUAECHITUATIBHOCTD
(2) HeJI0CTHOCTD

(3) nocTynmHOCTh

(4) npeHTHPUIHMPYEMOCTH

Jing  3ammTel  OT aTak Kakoro THMa
KOH(pHIEHIIMATBHOCTH ?

OrtBerT:

(1) aTtakm goctyna

(2) aTaku MoauduKaIIK

(3) aTaku oTKa3a B OOCITYKUBAHUH
(4) aTaku oTKa3a OT 00A3aTEIBLCTB

IpelHa3HaYeHa  ciyx0a

JI71st 3aIIUThI OT aTak Kakoro THUIA MpeJHa3HayeHa CiIyk0a 1eJIOCTHOCTH?

OTtBeT:

(1) ataku gocrymna

(2) ataku moaupuKanu

(3) aTraku oTKa3za B 00CITy>KHBaHUU
(4) aTaku oTKa3a oT 00513aTEeJILCTB

8) Jlnst 3aIuThI OT aTaK KaKOro THIA peHa3HaueHa C1y0a JOCTYITHOCTH?

9)

OrtBeT:

(1) aTaku nocryna

(2) araku MmoauduKauu

(3) aTtakm oTka3a B 00CTyKMBAHUU
(4) ataku oTKa3za OT 00s3aTEILCTB

Jis  3ammTel  OT aTak Kakoro  THUIa
uaeHTuuIrpyeMocTu?

OrtBeT:

(1) aTaku gocryna
(2) ataku moauukanun

npeaHa3HayeHa  ciyx0a



(3) aTaku oTKa3a B OOCITYKUBAHHUH
(4) aTaku oTKa3a oT 00513aTEJILCTB

10) K mexanu3zmam puznyeckoit 6€301macHOCTH OTHOCSTCS:
Otger:

(1) koHTpOJIBL (PU3NUECKOi 0e30MACHOCTH
(2) npaBuibHAs HACTPOMKA KOMIIBIOTEPHOU CHCTEMBI
(3) mpaBuiIBHOE yNIpaBICHHUE KIIOYAMU MPU UCTIOIB30BAaHUH MIU(POBAHUS
7.2.2 IllpumepHBIii IepeveHb 3aJaHUMH I pellleHUsl CTAHIaPTHBIX 32124
1) DoS-ataku garie BCero npeanpHHAMAIOTCS ¢ UCTIOIb30BaHUEM

OrtBeT:

(1) mpeHTHPUKATOPOB TOCTYTIA

(2) cnenuduKkaTOpOB KOAOTEHEPAIIMOHHBIX ITOCIEI0BATEIbHOCTEN
(3) panbcnpukanmm agpeca OTIPABUTEIA

(4) SPAM

2) Moaudukamnus CUrHaTypbl 0€3 HM3MEHEHHWsS CYIIHOCTH aTakh JICKHT B
OCHOBE

OTBerT:

(1) SPAM

(2) ceTeBBIX BUPYCOB
(3) nerekTopoB

(4) xayHTEpOB

3) Meroabl atak mpoTuB mpoTokona TCP
Orger:

(1) araka BO3MO’KHa TOJBKO B CITy4yae, €I aTaKyrolas MallliHa HaXOJUTCs
Ha MyTH OT KJIUEHTA K CepBEPY

(2) BO3MO:KkHA aTaka 3a cueT c0osi ISN-HymMepanuu nakeTon

(3) Bo3moxkHa aTaka ¢ momoripbio panbcudukarun CRC

(4) ataku Ha TCP-ypoBHe HEBO3MOXHBI. Eciii Obl 3T0 OBLIO HE TaK, CTAIU
Obl BO3MOXHBI aTaKd MPaKTUYECKH Ha JOOble Tpoueaypbl MHTepHeT, Bedb
NPaKTHYECKH Bce OHM OaszupyroTcs Ha mpoTtokosue TCP

4) Yro Takoe aTaka neperosHeHus oydepa?

OrtBer:



(1) aTo monwiTka BBecTH B HTML-opmy Goibliie CHMBOJIOB, Y€M JIJIs1 3TOTO
BBIJICTICHO

(2) 5TO TOMBITKA TMEPENOTHUTH JIIOOOM MPOrpaMMHBEIN Oydep Ipu BBOJIC
CHUMBOJIOB C KJIABHATYPHI

(3) 310 MONMBITKA BBECTH BMeECTE ¢ TEKCTOM KAaKOW-TO BPeIOHOCHBIN
KOJ1

(4) »TO TIOTMIBITKA TIEpenaTh 4Yepe3 CeTh Oosiee IITMHHOE COOOIIEeHUEe, YeM
OBLIIO 3aMPOIIEHO

5) Yro npoucxoaut mpu atakax Ha CGI?

OTBeT:

(1) renepanusi HecTaHAAPTHBIX cTpok URL

(2) cooit noctyna k cepBepy DNS

(3) mpumeHeHre MeTo1a IPSIMON OCIUJUIAIINY K CHCTEMHBIM KOJaM
(4) nopaxenue BIOS

6) B ocHoBe atak nporokosa HTTP nexur
Otser:

(1) panbeuduxanusa MeToI0B U 3ar0JI0BKOB 00bEKTOB

(2) cooit gocryna k crangaptasiM URL

(3) 6;okMpOBKa MMapaMeTpPOB KOHPUTYpaLTUU

(4) 6moKMpOBKA JOCTYIA K MHUIMAIM3UPYIONTUM MTPUIIOKEHUSIM

7) Yro Taxoe "syn flooding™?
OtBer:

(1) meton mpotuBoaeiicTBust DoS-atakam
(2) cnocod arakoBath nNpoToxoJa TCP
(3) Bun araku Ha ISDN

(4) npunLMn 00pHOBI C UEPBAMHU

8) HocraTounoii nHpopManuei s ataku DNS u3BHe sBseTCS
Orger:
(1) nHomep ucnonszyemoro UDP-nopta
(2) ISN

(3) maposb Bxoz1a
(4) unentudukaTop oOpaTHOM CBSI3U



9) Ataku KJIACCH(PHIUPYIOTCS M PACIIPEACISIFOTCS

OrtBeT:

(1) mo curnarypam

(2) mo BpeMeHH CYTOK

(3) 0 CJI0KHOCTH PaCHO3HABAHUS
(4) mo MeToxaM NPOTUBOAEHCTBUS

10) ATaku, CONpsHKEHHBIE C MAHUITYJISIUSAMA TP 0OMEHE COOOIEHUSIMU

1)

2)

3)

n CpaJ'IBCI/ICI)I/IKaHI/IHMI/I 34roJIOBKOB, IIPOHU3BOAATCA HA ITPOTOKOJIbI THUIIA

OrtBeT:

(1) SMTP
(2) IMAP
(3) POP3
(4) NNTP

7.2.3 MpumepHbIA NepeyeHb 3aJaHUI ONA pelleHUA NPUKNAZHDbIX Kak wnHaspiBaeTcs
aTaka, 3aKJIIOYaromascs B MOPOCIYLIMBAHMM  KaHala  CBSI3H  C
MCMOJIb30BAaHUEM  CIICIIMAJIBHOTO MPOTPAMMHO-ANINAPATHOTO YCTPOMCTBA
WJIY POrpaMMbl-aHAIM3aToOpa NaKETOB?
Otser:
(1) ananu3 cereBoro rpaguka

(2) n0xHBII 00BEKT CETH

(3) mogmMeHa TOBEPEHHOTO 00BEKTA CETH

(4) oTka3 B 0OCIyKUBAHUU
Ha kakom ypoBHe monenu OSI peanu3yercs ataka TUINA «aHAJIA3 CETEBOTO
Tpaduka»?

Orger:
(1) cereoii
(2) kaHANBHBIU
(3) TpaHCTIOPTHBIM

(4) npuknagHON

Ha xakux ypoBHaAx wmoxenu OSI peanusyercs araka «OtTka3z B
00CTY>KUBaHUM?

OrtBer:

(1) cereroii



4)

5)

6)

7)

(2) kaHATBHBIH
(3) TpanCcnOpTHBIM
(4) npuxkIagHOM

3110yMBIIUIEHHUK MOCJAll HAa aTaKyeMbli cepBep MHOecTBO SYN-makeToB
u He Bbicnan Ha SYN-ACK makeTbl OTBETHI, B Pe3yJIbTaTe YEro cepBep
MOTEPSUT CIIOCOOHOCTh yCTaHABIWBATH HOBBIC COCTUHEHHS C JICTaTbHBIMU
nosb3oBatessiMu. Kakas araka Oblia peanu3oBaHa’?

OrtBer:

(1) ananu3 cereBoro Tpaduka
(2) mogMeHa JOBEPEHHOTO 00BEKTA CETH

(3) oTka3 B 00CJy:KUBAHNH
(4) pumuar

K xakomy Tumy arak otHocurcs UDP-flood u ICMP-flood?
Orser:

(1) ananuz cereBoro Tpaduka
(2) nonMeHa TOBEPEHHOTO OOBEKTA CETU

(3) oTka3 B 00C/Iy:KUBAHUH
(4) dummHT

Kak wHa3piBaeTcs araka, TMPU KOTOPOW 3JIOYMBINIJICHHUK TEHEPUPYET
OOJBIIIOE KOJIMYECTBO COOOIIEHUN C Pa3HbIX HUCTOYHUKOB IS MOYTOBOTO
cepBepa, 4YTOOBI pean30BaTh OTPAaHHUYCHUE JOCTyNa (WK MOJHBIN OTKa3) K
TOMY ITIOYTOBOMY CcepBepy?

OrtBer:

(1) UDP-flood
(2) ICMP-flood
(3) SYN-flood
(4) Mailbombing

Hukonann mnosydynsi mopgAenbHOE IHMCBMO OT JJIEKTPOHHOM IIJIATEKHOU
CUCTEMBI C MPOChOON MPOBEPUTH MocienHue Iuareku. Ccblika B MUCHME
BeJa CalT, MOXOXKUU Ha OPUIMANBHBIA CalT ruiatexHou cuctembl. Kakoii
atake noaseprcsa Hukomaii?

OrtBer:

(1) ananu3 cereBoro Tpaduka



(2) moaMeHa JOBEpEHHOTO 00BEKTA CETH
(3) oTka3 B 00CIyKUBAHUU
(4) pymuHr

8) Kakoe TpeOOBaHME K CHCTEME 3alllUThl HHPOPMAIIMU TIPEAINOJIAraeT TO, YTO
METO/Ibl 3aIIUTHI JOHKHBI 00ECIIeYMBaTh BO3MOKHOCTh MEPEKPHITHS KaHaa
yTeuku MH(GOpMAaIIK, HE3aBUCUMO OT €T0 BU/Ia U MECTa MOSBICHUS?

OrtBer:

(1) amekBaTHOCTH

(2) HenpepbIBHOCTH

(3) meHTpaTM30BaHHOCTD
(4) yHUBepCAIBLHOCTH

9) Kakoe TpeOOBaHHME K CHCTEME 3alllUThl HWH(POPMAIMK MPEAIoaract
OpraHW3allii0  €IUHOTO  VOpPaBJCHHs 1O  OOECIEUEHHUI0  3alllUThI
uHdopmarumn?

OrtBeT:

(1) amekBaTHOCTH

(2) HenpephIBHOCTH

(3) HeHTPAJIN30BAHHOCTDH
(4) yHMBEpCATHLHOCTD

10) JAns  yero  mpUMEHSIETCS  SKpPaHUPOBAHWE  MOMENICHUH U
JIOTIOJTHUTEIHHOE 3a3eMJICHHE 00BEKTOB 3aIIUThHI?

OrtBeT:

(1) nost yBenmmueHHsT YPOBHS OOOYHBIX AIICKTPOMATHUTHBIX H3ITyYCHUN
(2) past  yMeHbIIEHMs YPOBHS NMOOOYHBIX 3JIEKTPOMATHUTHBIX
U3JIy4YeHU
(3) s obecreucHus OecrepeOOMHOTO MUTaHKS 0OBEKTOB 3alUTHI
(4) nns MCKITIOYCHUS BHEIPCHUS 3JI0YMBIIJICHHUKOB BO BHYTPCHHUE
CETMEHTHI CeTH
munumym 10 onpocos ons mecmuposanus ¢ eapuanmamu omeemos)
7.2.4 IlpumepHbIii NepeYyeHb BONPOCOB JIS1 MOATOTOBKHU K 3a4eTy
He npenycMoTpeHo y4eOHbIM MIIaHOM
7.2.5 TlpumepHblii NepeyeHb 3aJaHUM s pellleHns] NPUKIAIHBIX 32124
Knaccudukanus mo xapaxkTepy BO3ACWUCTBUA; MO €U BO3IACHCTBUS; IO
HAIUYUIO OOpaTHOM CBSI3M C aTaKkyeMbIM OOBEKTOM; IO YCIOBUIO Hayasa
OCYILIECTBICHUS BO3ACUCTBUSA; MO PACIOJIOKEHUIO CYObEKTa aTakKu OTHOCUTENIbHO
aTakyeMoro oObekTa; 1o ypoBHIO 3TamoHHOW Mojenmu ISO/OSI, Ha koTOpOM



OCYILECTBIISIETCS Bo3AencTBHE. [Iprmepsl.

coop wmHPOpMAIMK: H3yYECHUE OKPYKCHHS, HICHTHU(PHUKAIUS TOTOJIOTHH
ceTw;  WACHTU(UKAIMS Y3JI0B; HWIACHTH(DHKAIMS CEPBHCOB U CKAaHHPOBAHHE
MIOPTOB; HWIACHTH(HKAIUS ONEPANMOHHONW CHCTEMBI, OMpEICIICHUE POJU Y374,
ONpEe/eNICHNEe  YS3BUMOCTEH  y37a; peanm3ans aTakd; POHUKHOBEHHUE,
YCTaHOBJICHHE KOHTPOJISI; 3aBEPIIICHUE aTaKH

¢parmenTanus naHHbeix; ataka Ping flooding; HecranmapTHBIC IPOTOKOJIBI,
UHKaIcynupoBaHHeie B IP; araka smurf; araka DNS spoofing; araka IP
spoofing; maps3piBanue makeTos; Sniffing — mpociymmBanue kaHanma; nepexsar
MAaKeTOB Ha MapIIpyTU3aTOpPEe; HABS3BIBAHWE XOCTY JIOKHOTO MapuipyTra C
nomonipio mporokosa ICMP; WinNuke; moagMeHa goBepeHHOr0 XOCTa; OTKa3 B
obcyxuBanuu (DoS, DDoS-arakn):SYN-flood,UDP-flood

METOABl aHadu3a CETeBOW WHGOPMANWMH, CTATUCTHYCCKUNA  METO.;
HKCIIEPTHBIE CUCTEMbI; HEHPOHHBIE CETH

[Tonynspubie  (UIIMHTOBBIE  CXEMbI:  HECYHIECTBYIOIIUE  CCBHUIKH,
MOIIEHHHUYECTBO C  HCHOJB30BAHMEM OpEHJOB HW3BECTHBIX  KOPIOpAIUii;
MO/JIOKHBIE JIOTEPEH; JIOKHBIE AHTHUBUPYCHI M MPOrpaMMbl JUisl oOecredeHus
oe3onacHocty; IVR unn tenedonnsiii pummur. Coop nHGOpMAIIUU U3 OTKPBITHIX
MCTOYHUKOB: TUIEUEBOM ceppUHT; OOpaTHas COLUANIbHAS UHKEHEPUS

CrocoObl 3aluThl OT COIMAJIbHOW HHXeHepuu. Kiaccudukaius yrpos:
yTpO3bl, CBA3aHHBIC C Tee(POHOM; YIpO3bl, CBSI3aHHBIC C JICKTPOHHOH TMOYTOMN;
yIpO3bl, CBS3aHHBIE C HCIOJIL30BAHMEM CIIY)KObI MTHOBEHHOTO0 OOMEHa
coobmeHussMUu. OCHOBHBIC 3aIIIUTHBIC METOIBI

Konuenmusa «cerenentpuyeckux BoWH». HacrymartenpHble omnepanud B
KHOEpPIpPOCTPAaHCTBE  KaK  COCTaBHas  4YacTh  MH(OPMAIIUOHHOW  BOWHBL.
Hacrtynarenbnbie onepanuu npoTuB ACY uHGpacTpyKTypHBIX U TEXHOJIOTUYECKHUX
00BekTOB. OOOpOHUTENBbHBIE ONEpallud KaK YacTh Mep MO 00ECIeUueHUIO
uH(pOpMaIMOHHONW 0€30MacHOCTH B MUpHOE Bpems. llepcrieKTHBBI pa3BUTHA
KOHIIETIIIUY KHOEPHETUUECKUX OTepaIuit

7.2.6. MeToauka  BbICTABJEHUSI OLEHKH TIPH  NPOBeJeHUU
NMPOMeKYTOUYHOI aTTecTalnu

DK3amen nposooumcs no mecm-ounemam, Kaxcobwlii U3 KOMopslx cOO0epAHCUM
10 eompocos u 3aodauy. Kaowcowiti npasunvHulii omeem Ha 60npoc 6 mecme
oyenusaemcss 1 oannom, sadaua oyenusaemcs ¢ 10 6annos (5 6annos eeproe
peutenue u 5 6anno6 3a eepHulll omgem). MaxcumanvHoe KOAULeCmeo HAOPAHHBIX
oannos — 20.

1. Oyenxa «Heyooenemseopumenvnoy cmasumcs 8 ciyuae, eciu CMyOeHm
Habpan menee 6 6annos.

2. Oyenxa «Yooeremeopumenvhoy cmagumcs 6 ciyyae, eciu CMyOeHm
Haopan om 6 0o 10 6annos

3. Oyenka «Xopowoy cmasumcs 6 ciyuae, eciu cmyoenm Haopar om 11 0o
15 6annos.

4. Oyenxa «Omauuno» cmaeumcs, eciu cmyoeum nadpan om 16 oo 20
oannos.

7.2.7 IlacnopT OLIEHOYHBIX MATEPHAJIOB



Kon
KonTponupyemslie pa3aesnsl (TEMbI) . HanmenoBanue
KOHTPOJIUPYEMOM

NCIUITIIMHBI OL€CHOYHOI'oO CpeacTrBa
et KOMIICTCHLIN H pea

Ne i/t

1 Bgenenne. Kimaccudukanms atak T1IK-4 .4 Tecr, 3ammra
1abopaTOpHBIX padoT,
TpeOOBaHUS K KypCOBOMY
POEKTY

2 Oransl peann3aiy aTaK T1IK-4.4 Tecr, 3ammura
1abopaTOpHBIX padoT,
TpeOOBaHUS K KypCOBOMY
IPOEKTY

3 Kpatkoe onncanue HEKOTOPBIX CETEBBIX T1IK-4.4 Tecr, 3ammuTa

arax 71a00paTOPHBIX PadoT,
TpeOOBaHUS K KypCOBOMY
IIPOEKTY

4 TexHonoruu oOHApYKEHUS aTaKk 11IK-4.4 Tecrt, 3ammra
nabopaTopHBIX padoT,
TpeOOBaHUS K KypCOBOMY
IIPOCKTY

5 CornnanbHas HHXEHepUs 11IK-4.4 Tecr, 3ammuTa
nabopaTopHBIX padoT,
TpeOOBaHUSA K KypCOBOMY
IPOCKTY

6 [poGneMBl 1 IePCIIEKTHBBI [1IK-4.4 Tecr, 3ammura
[PUMEHEHHS KHOEPHETHIECKOTO 1abopaTopHBIX paboT
b

OpYXKHs B COBPEMEHHOU
N TpeOOBaHUS K KypCOBOMY
CCTCHECHTPUICCKON BOMHE
IIPOEKTY

7.3. Meroauyeckue MaTepuajibl, oONpeaesiomne MNPOLEAYPbHI
OLICHMBAHUSA 3HAHUI, YMEHUI1, HABBIKOB U (MJIM) ONBITA AeATEJIbHOCTH

TecTupoBaHHE OCYIIECTBISETCS, JIMOO TMpPU MOMOIIM KOMIBIOTEPHOU
CHCTEMBI TECTUPOBAHHUA, JTUOO C WCIOJIH30BAHUEM BBIJAHHBIX TECT-33JaHU Ha
oymaxxuom Hocutene. Bpemss tectupoBanus 30 MuH. 3aTeM OCYIIECTBISETCS
MpOBEpKa TeCcTa 9K3aMEHATOPOM M BBICTABISETCS OILIEHKA COTJIACHO METOIUKHU
BBICTABJICHUS OIICHKU MIPH MPOBEICHUN MTPOMEKYTOUYHON aTTECTAIUH.

Pemenve craHmapTHBIX 3a1ad  OCYIISCTBISIECTCS, JMOO TPU TOMOIIU
KOMITBIOTEPHON CHUCTEMBI TECTHPOBAHUSA, JINOO C UCTIOIH30BAHUEM BBIJAHHBIX 33144
Ha OyMakHOM HocuTene. Bpems pemenus 3agad 30 MuH. 3aTeM OCYIIECTBISETCS
MpoOBEpKa pEIIeHUs 3a7ad IK3aMEHAaTOPOM U BBICTABIISIETCS OIEHKA, COTJIACHO
METOJIMKH BBICTaBJICHUS OIICHKHU IIPH IMPOBEICHUN ITPOMEKYTOUHOHN aTTECTAIIHH.

Pemienne mnpukiagHBIX 3a4ad  OCYIIECTBIAETCS, JIMOO TIPU TOMOLIU
KOMIIBIOTEPHON CHUCTEMBI TECTUPOBAHMS, JINOO C UCTIOIB30BAHUEM BBIAHHBIX 337124
Ha OyMakHOM Hocutesne. Bpems pemenus 3agauy 30 MuH. 3aTeM OCYHIECTBISETCS
IpoBEpKa peHIeHUs 3aJad 3K3aMEHaTOPOM U BBICTABIISIETCS OLIEHKA, COTJIACHO
METO/IMKH BBICTaBJICHUS OLICHKU MIPU MPOBEJECHUU TPOMEKYTOUHOM aTTeCTALNH.

3amuTa KypcoBoil paboThl, KypCOBOTO MPOEKTAa WM OTYETA MO BCEM BHIaM
NPAKTUK OCYIIECTBIISIETCS COIVIACHO TpeOOBaHMSIM, NPEIbSIBISIEMBIM K paloTe,
OMMCAHHBIM B METOJIMYECKUX MaTepuanax. [[pumepHOe BpeMs 3amuThl Ha OJTHOTO
cTynenTa coctaBisieT 20 MuH.




8 YYHEBHO METOAUYECKOE U HHO®OPMALIMOHHOE
OBECIIEYEHUE JUCIIUIIJINHBI)

8.1 Ilepeuenb yueOHOIi JHTepaTypbl, HEOOXOAUMOM ISl OCBOEHUSI
TUCHUNITIHHBI

AnémkuH, A. C. AnmapaTtHble W TpOrpaMMHBIE CPEACTBA MOUCKA
ySI3BUMOCTEM TMPU MOJEIMPOBAHUU M IKCIUTyaTallud MH(GOPMAIIMOHHBIX CHCTEM
(obGecrieuenne wHGOPMAIMOHHON Oe3omacHocTH) : ydeOHoe mocoome / A. C.
Anémkun, C. A. Jlecsko, /1. O. XKykoB. — Mockga : PTY MUPDA, 2020. — 152
c. — TexcT : anexkrponnsiit // Jlans : anekTpoHHO-OMOIMOTeYHas cucrema. — URL:
https://e.lanbook.com/book/167600

®omun, J[. B. Uudopmanmonnas 6e300aCHOCTh M 3alllUTa MHPOPMALIUU:
CIIEIUAJIU3UPOBAHHBIE ATTECTOBAHHBIC MPOTPAMMHBIE U MPOrPAaMMHO-aNMapaTHbIC
cpeacTBa : Meroauyeckue ykazanus / JI. B. ®omun. — bmarosemenck : AMI'Y,
2017. — 240 c.— TekcT : snexkTpoHHbIN // JIaHb : 3JIEKTPOHHO-OUOIMOTEUHAsS
cucrema. — URL.: https://e.lanbook.com/book/156494

MbiiBoiia, O. be3omacHocTh ceteit : yueOHoe mocooue / 3. MaiiBona. — 3-¢
u3n. — MockBa : Huatepner-Yuupepcutrer Wubopmanmonnsix TexHomorui
(MHTYUT), Air IIu Ap Menua, 2021. — 571 c. — ISBN 978-5-4497-0863-2. —
Texker : snextponnsiii // Ludposoit obpazoBarenvHbiit pecypc IPR SMART :
[catiT]. — URL.: https://www.iprbookshop.ru/101992.html

Jlononnumenvnas numepamypa

benoyc, A. U. IlporpamMMHbIe 1 aninapaTHbIe TPOSHbI — CIIOCOOBI BHEIPEHUS
Y METOJIbl pOTUBOAEHCTBYS. [lepBast TeXHUUYECKasi SHUMKIONEAMS : B 2 KHUrax / A.
N. benoyc, B. A. Cononyxa, C. B. llIBenoB ; nox penakuuen A. W. benoyca. —
MockBa : Texnochepa, 2019 — Kunmra 1 — 2019. — 688 c¢. — ISBN
978-5-94836-524-4. — TekcT : 31eKTpoHHbIH // JlaHb : 2IeKTPOHHO-O0MOIMOTeYHAas
cucrema. — URL.: https://e.lanbook.com/book/140565

bynpues, I'. TI. IlporpamMmmHo-anmapaTHbie CpEICTBa OOECIICUECHHUS
nH(pOpMaITMOHHON 6e30macHOCTH : MeTonuyeckue pekomernaaiuu / I'. I'. Bynbrues.
— Mocksa : PTY MHMUPDA, 2020 — Yacts 1 — 2020. — 23 c¢.— Tekcr:
ANEKTPOHHBIN //  Jlanb : onekTpoHHO-OMOMMoTeyHass cucrema. — URL:
https://e.lanbook.com/book/163932

bynerueB, I'. TI. [IlporpammHo-amnmapaTHbleé CpeICTBA OOECIICUCHUS
uH(pOpMaIMOHHOW Oe30MacHOCTH : MeToauueckue ykazanus / I'. I'. BynbueB. —
MockBa : PTY MUPDA, 2020 — Yacte 2 — 2020. — 46 c.— Tekcr:
ANEKTpOHHBIN //  JlaHb : d2JIeKTpOHHO-OMOMoTeuHass cuctema. — URL:
https://e.lanbook.com/book/163812

8.2 IlepeyeHb HMH(OPMANUOHHBLIX TEXHOJIOTHI, HCHOJb3yeMbIX MPH
OCYIIeCTBJIECHMH 00pa30BaTeJIbHOI0 Mpolecca MO AUCIHHUIJIMHE, BKJINOYAas
nepeyeHb  JHUIEH3MOHHOTO  TNPOrPAMMHOIO  o0ecledyeHHsi, PeCcypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHON ceTH «AHTEepHEeT», COBpEeMEeHHBIX
Npo¢ecCHOHANBHBIX 023 JAHHBIX 1 HHPOPMALNMOHHBIX CIIPABOYHBIX CHCTEM:

http://att.nica.ru


https://e.lanbook.com/book/167600

http://www.edu.ru/

http://window.edu.ru/window/library

http://www.intuit.ru/catalog/

http://bibl.cchgeu.ru/MarcWeb2/ExtSearch.asp
https://cchgeu.ru/education/cafedras/kafsib/?docs

http://www.eios.vorstu.ru

http://e.lanbook.com/ (OBC Jlaus)

http://IPRbookshop.ru/ (3bCIPRbooks)

http://www.consultant.ru/document/cons_doc LAW_10699/4398865e2a04f
4d3cd99e389c6c5d62e684676f1/ YK P®D I'maBa 28. IlpectymieHus B cdepe
KOMITBIOTEPHON MH(OpMALUH.

https://www.kali.org/ Kali Linux

https://ru.wikipedia.org/wiki/Kali_Linux Marepuan u3 Bukunemuu

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJIUMAS JIsA
OCYHECTBJIEHUSA OBPA3OBATEJIBHOI'O ITPOLHECCA
Crnennans3upoBaHHas JIEKIIMOHHAs ayIUTOpHUs,  OCHAILCHHAas
000pyAOBaHUEM JJIs JEKIIMOHHBIX JEMOHCTPALIUNA U MTPOECKIIMOHHOM amnmnapaTypoiu
JIucrierHplii KJIACC, OCHAIICHHBIM KOMIIBIOTEPHBIMU IPOTrpaMMaMM IS
IIPOBEICHHUS JTAOOPATOPHOIO MPAKTUKYyMa

10. METOAUYECKUE YKA3ZAHUSA IJISA OBYYAIOHIUXCS TTO
OCBOEHUIO JUCHHUIIJIMHBI (MOAY JIsT)

[To muctunmae «Onepalyuy U aTaku B KOMITBIOTEPHBIX CUCTEMAaX U CETIX)»
YUTAIOTCS JICKIIUU, TIPOBOJATCS J1aOOopaTOpHbIE PabOThI, BBIMOIHIETCS KypCOBOM
MPOEKT.

OcCHOBOMl UW3Yy4YEeHHMS JUCHUIUIMHBI SBJSIOTCS JIGKIIMH, HA KOTOPBIX
U3JIaraloTcs HauboJee CyIeCTBEHHbIE U TPYAHBIC BOMPOCHI, a TAKKE BOIMPOCHI, HE
HaIeIMNUe OTPAKEHUS B YICOHOU TUTEpATypE.

JlabopaTopHbie pabOThI BHIMIOTHSIOTCS Ha JabOpaTOPHOM 00OPY/IOBAaHUU B
COOTBETCTBHH C METOJUKAMH, TPUBEICHHBIMHU B YKa3aHHIX K BBIMOJTHEHUIO Pa0OT.

MeTronuka  BBITOJTHCHUS KypCOBOTO NpoeKTa  M3JI0KEHa B
y4e0HO-METOIMYECKOM TTOCOOMH. BBIMOTHATE 3TAIbl KypCOBOTO MPOSKTA JOJKHBI
CBOCBPEMEHHO M B YCTAHOBJICHHBIC CPOKHU.

KoHTponb ycBoeHUs MaTepuaia JUCIUIUIMHBI IPOU3BOIUTCS IPOBEPKOI
KYpCOBOTO MPOEKTA, 3aIlIUTON KypCOBOTO MPOEKTA.

Bun yaeOHbIX
o JlesTenbHOCTh CTyIEeHTa
3aHITUH
Jlekusa Hanucanue koHCHeKTa JIEKIMI: KPaTKO, CXEMAaTUYHO, MOCJIEI0BATEIbHO

buKCUpOBaTh  OCHOBHBIE  TIOJIOKEHUS, BBIBOJBI,  (HOPMYITHPOBKH,
00001IIeHMST;, TOMEYaTh Ba)KHBLIC MBICIIH, BBIJACIATH KIIOYEBBLIE CJIOBA,
TepMHHBI. [IpoBepKa TEPMHHOB, MOHITUN C MOMOUIBIO SHUMKIONEIUN,



http://www.consultant.ru/document/cons_doc_LAW_10699/4398865e2a04f4d3cd99e389c6c5d62e684676f1/
http://www.consultant.ru/document/cons_doc_LAW_10699/4398865e2a04f4d3cd99e389c6c5d62e684676f1/
https://www.kali.org/
https://ru.wikipedia.org/wiki/Kali_Linux

CJIOBapeil, CIpPaBOYHHUKOB C BBINHUCHIBAHMEM TOJKOBAaHUN B TETPajb.
O6o3HaueHue BOMPOCOB, TEPMHHOB, MaTepuaia, KOTOPbHIE BBI3BIBAIOT
TPYJHOCTH, IIOMCK OTBETOB B pEKOMEHIyeMmou nuteparype. Ecnu
CaMOCTOSITENIFHO HE yHaeTcs pa3o0parbcsi B MaTepualie, HEOOXOIUMO
chopMylIMpoBaTh BOIPOC U 3aJlaTh MPENOJaBaTeNI0 HA JEKIUH WM Ha
MIPAKTUIECKOM 3aHSATHUU.

JlaGopaTopHas paboTta

Jlabopartopubie ~ pabOTBl  TO3BOJSAIOT  HAYUYUTHbCS  MPUMEHSTH
TEOPETUYECKHE 3HAHMs, TOJIY4YeHHBIE HA JIGKIMU TPU pEIICHUU
KOHKpPETHBIX 3amady. YroObl Hambojee palMOHAIBHO M IOJHO
UCTIOJIb30BaTh BCE BO3MOXKHOCTH J1aOOPATOPHBIX JAJIS MOATOTOBKU K HUM
HEO0OXOUMO: CcIeAyeT pa3o0paTh JEKIHUI0 10 COOTBETCTBYIOLICH Teme,
O3HAKOMUTCSI C COOTBETCTBYIOIIUM pa3ZesioM ydeOHHKa, MpopadboTarb
JOTIOTHUTEIbHYI0 JIUTEpaTypy W UCTOYHUKH, pEHIMTh 3aJayd U
BBITIOJIHUTH JIPYTUE MUCbMEHHBIE 3a/IaHUSL.

CamocrosiTenbHas
pabora

CamocrosTenbHas paboTa CTYAEHTOB CIIOCOOCTBYET INTyOOKOMY YCBOCHMS
yueOHOro MaTepuaia U pa3BUTUIO HABBIKOB CaMOOOpa30BaHMSL.
CamocrosTenbHas paboTa MpeanoaraeT ciaelyrolue COCTaBIsoIINeE:

- pabora ¢ TekcTamu: y4yeOHUKaMH, CIIPABOYHUKAMH, TOTIOJHUTEIHLHON
JUTEPATYPOH, a TAKKe MPOPadOTKa KOHCIIEKTOB JICKIIHIA;

- BBITIOJIHEHUE JIOMAIITHUX 33/IaHUI U pacueToB;

- paboTa HaJl TeMaMH JJIsl CAMOCTOSITEIEHOTO H3Y4eHUS;

- yyacTue B paboTe CTyIeHYECKUX HayYHBIX KOH(PEPEHIIHHA, OJMMITAAT;

- HOJTrOTOBKA K NPOMEKYTOYHOU aTTeCTallHH.

IloaroroBka k
IIPOMEKYTOUHON
aTTeCTalluU

I'OTOBUTBCS K MPOMEKYTOUYHOW aTTECTALIMM CIENAYET CUCTEMATHYECKH, B
TE€YEeHHE BCEro cemecTpa. MIHTeHcHBHAsI MOATOTOBKA JOJIKHA HayaThCsl HE
MO3JHEE, YeM 3a MECAL-IIOJITOpa [0 IPOMEXYTOUYHOM aTTECTALUH.
JlanHble mepesa 3a4eTOM C OLEHKOH, SK3aMEHOM Tpu JHA 3P (eKTUBHEE
BCET0 MCIOJIb30BaTh AJIs1 HOBTOPEHMSI U CUCTEMATH3AIMM MaTepHala.




