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BBEJAEHUE

MCTOHI/I‘IGCKI/IC YKazaHud NOpCAHA3HAYCHBI IJId CTYICHTOB
O4HOH (GOopMBI 00yUEHHUSI, U3YyUYAIOIIUX JUCHUIUINHY « TeXHOIOTHs
IIOCTPOCHHUs 3alUIICHHBIX PACIPEICICHHBIX IPUIIOKCHUN» H
COJZIepKAaT METOAMYECCKHIA MaTepHhall, COIEP)KAIIUKd MPaKTUICCKHUE
3aJ1aHusl, KOHTPOJILHBIC BOIIPOCH M PEKOMEHAYEMYIO JIUTEPATYPY.

B  mpomecce  BBINONHEHUS  TPAKTHYECKOH  pabOThHI
HEOOXOJMMO CO3/1aTh MPUIOKEHHE, JEMOHCTPUpYIOLICEe 3HAHUEC
CTYJICHTOM TEXHOJIOTHH, METOJAOB M CPEACTB OOecreueHuUs
B3aMMOJICHCTBHSI KOMIIOHEHT PaCIpEEICHHBIX MPHIOKCHUN WIIN
obecniedueHrss 0€30MACHOCTH PACHPECIICHHBIX MPWIOKEHUH, a
TAaK)KE OTBETUTh HA KOHTPOJBHBIC BOIPOCH], IPHBEICHHBIC B
Ka)KJI0W ITpaKTUUECKON padorte.

BeinoniHeHue 3amaHuii TIPOBEPSETCSl IMpErojaBaTesieM B
Xoae MMPAKTUYCCKOI'0O 3aHATUA, a IMPOBEPKa OTBCTOB Ha
KOHTPOJIbHBIE BOITPOCHI — MIPH 3aIIUTE MPAKTHUECKON PabOTHI.



IpakTuyeckoe 3ansaTue Ne 1
CoxkeTtnl

ECHL 3aHATUA

Pa3pabotka pacnpeneeHHOro MIPHIIOKCHUS c
B3aMMO/JICIICTBEM KOMIIOHEHT uepe3 IMpOrpaMMHBIN HHTepdeiic
COKETOB.

3ajanue

Ha ©6a3ze wmacca  Socket mpocrpanctBa  mmeH
System.Net.Sockets mporpammuoii miarpopmer .NET Framework
pa3paboTaTh JBa MPHIOKEHUS, YAAICHHO B3aHMOJEHCTBYIOLIMX
MEX]Iy COO0M uepe3 MporpaMMHBIi HHTEP(ENC COKETOB.

KoHTpoJBLHBEIE BOIPOCH

1. PackpoiiTe noHsTHE U IEPEUUCTUTE THITHI COKETOB.

2. Packpoiite mnoHsATHE U OOBSCHUTE Ha3HAUYEHUE
CETEBOI0 aJpeca U CETEBOro NopTa.

3. OObsicHUTE NpeHAa3HAUYEHUE U ONUILUTE CTPYKTYpPY
Kiacca Socket.

4. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
knacca IPHostENtry.

S. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca IPAddress.

6. OOBsicHUTE TIpeHa3HAYEHUE W OMUIIUTE CTPYKTYPY
kiacca IPEndPoint.

7. OObsicHUTE MpeHAa3HAUYEHUE U OMUIINUTE CTPYKTYpPY
kiacca MulticastOption.

8. OOBsicHUTE TIpeTHa3HAYEHUE W OMUIIUTE CTPYKTYPY
kiacca SocketException.



IIpakTuyeckoe 3ansTue Ne 2
OnHopaHroBble ceTH

ECHL 3aHATUA

Pa3pabotka pacnpeneeHHOro MIPHIIOKCHUS c
B3aMMO/ICIICTBMEM KOMIIOHEHT uepe3 MpOorpaMMHBIA HHTepdeiic
COKETOB.

3ajanue

Ha  ©aze wimacca Cloud  mpocrpancTBa  MMEH
System.Net.PeerToPeer  mporpammuoii  minatrdopmer  .NET
Framework  paspaGoraTh  aBa  NPHJIOXKEHUS,  YAAJICHHO
B3aMMOJICHCTBYIOIIMX MEXIy co0Oi B paMKax OJIHOPAaHTOBOM CETH
gepes «00IaKoy.

KoHTpoOJAbHEIE BOOPOCHI

1. ChopmynupyiiTe OCHOBBI (YHKIIMOHUPOBAHUSA H
TEXHOJIOTMH ITOCTPOEHHS OHOPAHTOBBIX CETEH.

2. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpY
nporokosioB FEC u MDC.

3. [lepeuncnure poOIEeMbI 0€30MMacHOCTH
OJTHOPAHTOBBIX CETEM.

4. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca Cloud.

S. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca CloudCollection.

6. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca PeerName.

7. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca PeerNameRegistration.

8. OObsicHUTE MpeIHAa3HAUYEHUE U OMUILIUTE CTPYKTYpPY
kiacca PeerToPeerException.



IIpakTuyeckoe 3ansaTue Ne 3
IIpomexxyTouHasi cpeaa oomMeHa coodmenusimu MSMQ

ECHL 3aHATUA

Pa3pabotka pacnpeneeHHOro MIPHIIOKCHUS c
B3aMMO/JICIICTBMEM KOMIIOHEHT 4Yepe3 NPOMEXYTOUYHYIO Cpelry
MSMQ.

3ajanue

Ha ©0a3e wimacca MessageQueue mpocTpaHcTBa UMEH
System.Messaging mnporpammuoii tmrargpopmer .NET Framework
pa3paboTaTh JBa MPHIOKEHUS, YAAICHHO B3aMMOJEHCTBYIOLIMX
MEX]y COOO0M uepe3 MPOMEKYTOYHYIO Cpey OOMEHa COOOIIEHUAMM
MSMQ.

KoHTpOoJAbHEIE BOIIPOCEHI

1. Tloscuure npUHUMIBI pabOTHl CiIyXObl OOMeHa
coobmenusmu MSMQ.

2.  Ilepeuncnute mHPPACTPYKTYpy, HEOOXOIUMYIO ISt
ucnoJibzoBanuss MSMQ.

3. OObpsicHHTE TPUMEHEHHE CIYyXKOBl  COOOUICHHIA
MSMQ B pacnpeneneHHbIX TPUIOKEHHUSAX.

4.  OObsicHUTE NpeAHA3HAUYEHUE U ONMILUTE CTPYKTYpY
knacca MessageQueue.

5. OObscHUTE NpelHa3HAUYEHUE U ONMUILIUTE CTPYKTYpPY
knacca MessageEnumerator.

6. OOBsCHUTE MpeAHAa3HAYCHNUE U OIHUIINTE CTPYKTYPY
kiacca Message.

7.  OObsicHUTE NpeJHA3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca MessagePropertyFilter.

8.  OObsiCHUTE TpeHa3HAYCHNUE U OINUIINTE CTPYKTYPY
knacca MessageQueueException.



IIpakTHyeckoe 3ansTue Ne 4
IIpome:xkyrounas cpena COM+

ECHL 3aHATUA

Pazpabotka pacnpeeIeHHOro MPUIIOKCHUS c

B3aMMO/JICIICTBMEM KOMIIOHEHT 4Yepe3 NPOMEXYTOUYHYIO Cpelry
COM+.

3ajanue

Ha 6asze kiacca ServicedComponent mpocTtpaHCTBa UMEH
System.EnterpriseServices  nporpammuoii  miargopmer  NET
Framework  paspaborath  1Ba  NPWIOKCHHUS,  yIaJCHHO
B3aMMOJICHCTBYIOIIMX MEXKIY CO0O0M Yepe3 MPOMEKYTOUHYIO CPeIy
COM+.

KoHTpOoJAbHEIE BOIIPOCEHI

1. Onummre apxutektypy cpeast COM+.

2. [Tepeuncnure cepsrcsl COM+.

3. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpY
kiacca ServicedComponent.

4. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca AutoCompleteAttribute.

S. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca ContextUtil.

6. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca RegistrationHelper.

7. OObsicHUTE MpeHa3HAUYEHUE U ONHILUTE CTPYKTYpY

kiacca ServicedComponentException.



IIpakTuyeckoe 3ansaTHe Ne 5
IIpome:xyTounasi cpena Bed-cay:xk6 ASP .NET

ECHL 3aHATUA

Pa3pabotka pacnpeneeHHOro MIPHIIOKCHUS c
B3aMMO/JICIICTBMEM KOMIIOHEHT 4Yepe3 NPOMEXYTOUYHYIO Cpelry
ASP.NET.

3ajanue

Ha ©Ga3e «wmacca \WebService mpocrpancTBa UMEH
System.Web.Services nporpammuoii miardopmser .NET Framework
pa3paboTaTh J1Ba NPHUIOKCHUS, YNAICHHO B3aMMOJCHCTBYIOLIMX
MeXay co0ol yepe3 MpoMeKyToUHYyIo cpeny BeO-cimyx0 ASP.NET.

KoHTpoJBLHBEIE BOIPOCH

1. Onumute apxuTekTypy BeO-cimyx0os1 ASP.NET.

2. OO6®bsicHuTe ucnonbpzoBanue pacmupenuss WSE.

3. OObsicHUTE TIpeHAa3HAUCHUE U OMHILIUTE CTPYKTYpPY
kiacca WebService.

4. OObsicHUTE TIpeIHAa3HAUCHUE U OMHILIUTE CTPYKTYpPY
kiracca WebMethodAttribute.

5. OObsicHUTE TIpeHAa3HAUCHUE U OMHILIUTE CTPYKTYpPY
kiracca WebServiceAttribute.

6. OObsicHUTE TIpeIHA3HAUCHUE U OMHILIUTE CTPYKTYPY
kiacca WebServiceBindingAttribute.

7. OObsicHuTe npeHa3HaYCHHE u OTIHIIIUTE

crpykrypynepeuunciaenus WSsiProfiles.



IIpakTuyeckoe 3ansaTHe Ne 6
IIpomeskyTounas cpena .NET Remoting

ECHL 3aHATUA

Pazpabotka pacrpeneaeHHoro [PUII0KEHUS c
B3aUMOJICHICTBHEM KOMIIOHEHT 4epe3 mpoMexxkyTounyto cpeny .NET
Remoting.

3ajanue

Ha ©6ase xmaccoB u HTEepQeicoB NPOCTPAHCTB HMEH
System.Runtime.Remoting u System.Runtime.Remoting.Messaging
nporpammuoit  tatdopmbr .NET Framework paspaborats nBa
NPWIOKEHHS, YIAJICHHO B3aUMO/ICHCTBYIOIIMX MEXKIY CO00H depes
npomexyrounyto cpeny .NET Remoting.

KoHTpOoJAbHEIE BOIIPOCEHI

1. OnummMre  ClIEHapuM  UCIOJB30BaHUS  CPEJbl
Remoting.

2. Onummmre apxutektypy cpeast .NET Remoting.

3. OObscaute  KoHpurypupoBanue cpeabsl .NET
Remoting.

4. Onwumute kaHan cpeasl Remoting.

5. OOBsicHUTE TMPOIECC CO3/IaHUsI HECTaHJIAPTHOTO
KaHaua.

6. OOBsicHUTE TIpeHa3HAYEHUE W OMUIIUTE CTPYKTYPY
knacca TransparentProxy.

7. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY

kiacca RealProxy.



IIpakTuyeckoe 3ansaTue Ne 7
I'enepauus ciaydailHbIX YuCe

EGHB 3aHATUA

Pa3paboTrka  npunokeHus, peaqu3ylOUIero  alropuTM
reHepaluu MCeBI0CITyYaiiHbIX YHCEI.

3ajlanne

1. Ha 6a3e xiacca Random mpoctpanctsa nmen System
nporpammuoit  mnargopmer NET  Framework paspaborars
IPUIIOKEHHE, TeHepUPYIOIIee IICEBIOCITYYaiiHOE YHUCIIO.

2. Ha ©6aze xmacca  RNGCryptoServiceProvider
npoctpaHcTBa MMeH System.Security.Cryptography nporpaMmHOMR
mwiargpopmel  NET  Framework paspaborare mnpuioxxeHwue,
reHepupyroliee ICeBI0CIydaiiHoe YUCIIO.

KoHTpoJabHBIE BOIPOCHI

1. PackpoiiTe noHATHE NICEBAOCIYYaHOTO YUCIIA.

2. [Tepeuncnrte BO3MOKHBIE HCTOYHUKU SHTPOIHUU.

3. Ilepeunciure OCHOBHBIE 3aKOHBI PACHPEACIICHUS
CITyYaHBIX YHCEI.

4, OObsicHUTE TIpeHAa3HAUCHUE U OMHILIUTE CTPYKTYpPY
crarucTrndeckux tectos NIST.

5. OObsicHUTE TIpeIHA3HAUCHUE U OMHILIUTE CTPYKTYPY
Kiacca Random.

6. OObsicHUTEe TIpeIHA3HAUCHUE U OMHIIUTE CTPYKTYPY
kimacca RandomNumberGenerator.

7. OObsicHUTE TIpeIHA3HAUCHUE U OMHILIUTE CTPYKTYPY

kimacca RNGCryptoServiceProvider.



IIpakTuyeckoe 3ansaTHe Ne 8
XemmpoBaHue

ECHL 3aHATUA

Pazpa®oTka DNpPUIOKEHHSA, PEAIU3YIOILEr0  AITOPUTMBI
XELIUPOBaHHU.

3ajlanne

1. Ha Oaze OJITHOT'O u3 KJIACCOB: MD5,
RIPEMD160Managed, SHA1l, SHA256, SHA384 wumu SHAS512
npoctpancTBa uMmen System.Security.Cryptography mporpamMmHoii
wiatpopmer  NET  Framework paspaborate mnpuioxeHue,
XEIIUPYIOIIEe TaHHBbIE.

2. Ha 6a3ze ommoro wu3 ximaccoB. HMACMDS,
HMACRIPEMD160, HMACSHAL, HMACSHAZ256,
HMACSHA384 wm HMACSHAS12 mpocTpancTBa UMEH
System.Security.Cryptography nporpammuoii miargopmel .NET
Framework pa3paborath mnpunoxxeHrne, BBIYUCISIONIEE XOII-KOJ
MPOBEPKH MOJUIMHHOCTH JIaHHBIX C MCIOJb30BaHUS aAJIrOpUTMA
XEITUPOBAHHUS.

KoHTpOoJILHBIE BOIPOCHI

1 Packpolite noHATHE N Ha3HAYECHHUE XECUIMPOBAHMUS.

2. Packpoiite nonsitue u Haznauenue HMAC.

3. OOBsicHUTE TIpeHa3HAYEHUE W OMUIIUTE CTPYKTYPY
kiacca HashAlgorithm.

4. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca KeyedHashAlgorithm.

S. OObsicHUTE MpeHAa3HAUYEHUE U OMUILIUTE CTPYKTYpPY
kiacca MD5.

6. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kimacca HMACMDS.



7. OO0BsicHUTE MpETHA3HAUYCHNUE W OMHIIUTE CTPYKTYPY
kimacca SHAL.

8. OOBsicHUTE NpeHA3HAYCHUE W OMUIIUTE CTPYKTYPY
kimacca HMACSHAL.
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IIpakTuyeckoe 3ansaTue Ne 9
CummMmeTpuyHoe mudpoBanue

EGHL 3aHATUA

Pa3paboTrka  npunokeHus, peaqu3ylOUIero  alropuTM
CUMMETPUYHOTO MIH(PPOBAHUSL.

3ajlanne

Ha Oaze OJIHOT'O us3 KJIACCOB: AesManaged,

AesCryptoServiceProvider, DESCryptoServiceProvider,
RC2CryptoServiceProvider, RijndaelManaged 10131
TripleDESCryptoServiceProvider IPOCTPAHCTBA UMEH

System.Security.Cryptography mnporpammuoii miargopmsr .NET
Framework pa3paboTars npunoxenue, mudpyroiee JaHHbIe.

KoHTpOoJILHBIE BOIPOCHI

1. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpY
kiaacca SymmetricAlgorithm.

2. OObsicHUTE NpeIHAa3HAUEHUE U OMMILUTE CTPYKTYpY
kiacca AesCryptoServiceProvider.

3. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca AesManaged.

4. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca DESCryptoServiceProvider.

S. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca RC2CryptoServiceProvider.

6. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca RijndaelManaged.

7. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca TripleDESCryptoServiceProvider.
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IIpakTuyeckoe 3ansaTue Ne 10
AcumMeTpuuyHoe mdppoBaHue

ECHL 3aHATUA

Pa3paboTrka  npunokeHus, peaqu3yloUIero  alropuTM
ACUMMETPUYHOTO MU (PPOBAHUS.

3ajlanne

Ha 6a3e kmacca RSACryptoServiceProvider mpocrpancTsa
umen System.Security.Cryptography nporpamMMHuoOil 1UIaTGOPMBI
NET Framework pa3pabotats npuiioxxenue, mmu@pyroriee T1aHHbIE,
IIPEIBAPUTENIHO CO3/1aB Iapy ACUMMETPUYHBIX KIIFOUEH.

KoHTpoJILHBIE BOIPOCHI

1. OObsicHUTE NpEeHA3HAUYEHUE U ONMILUTE CTPYKTYpY
kiacca AsymmetricAlgorithm.,

2. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpY
kiacca RSA.

3. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpY
kiaacca RSACryptoServiceProvider.

4. OObsicHUTE NpeAHA3HAUYEHUE U OMMILUTE CTPYKTYpPY
knacca CspParameters.

S. OObsicHUTE NpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca CryptoKeySecurity.

6. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
knacca RSAParameters.

7. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY

kiacca CryptographicException.

12



IIpakTuyeckoe 3ansiTue Ne 11
HudpoBblie moanucu

ECHL 3aHATUA

Pa3paboTrka mNpwiIoKEHUH, PpeaTU3yIOIIUX  aJrOPUTMBbI
(dhopMupoBaHUs U TPOBEPKU HUDPOBBIX MOANUCEH.

3ajlanne

1. Ha 06a3se xmacca DSACryptoServiceProvider wiu
ECDsaCng mpoctpanctBa umeH System.Security.Cryptography
nporpammuoii  miatdopmel  NET  Framework paspaGorarh
npuIoXKeHne, popMupyromniee HUPPOBYIO MOIIHUCH IS JAHHBIX.

2. Ha 6ase xmacca DSACryptoServiceProvider wmu
ECDsaCng mpoctpanctBa wuMmeH System.Security.Cryptography
nporpammuoii  tatrdopmel  NET  Framework pa3paborarhb
MPUIIOKEHUE, TIPOBEPSIOIIee H(PPOBYIO MOAMHCH IS TaHHBIX.

KoHTpOoJILHBIE BOIPOCHI

1. OObsicHuTe MpeHa3HAYEHNE " ONUIINTE
conepskanusi PKCS #7.

2. OO0®bsicHuTe IIpeHA3HAYCHUE 51 OIMILINTE
conepxkanus Crannapt RFC 5652.

3. OO0bsicHuTe npeHa3HauYCHUE u OTIHIIINTE
conepxkanus [lonoxenuns npukaza @Cb ot 27.12.2011 r. N 795.

4. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca AsymmetricAlgorithm.

S. OObsicHUTE MpeHAa3HAUYEHUE U OMMILUTE CTPYKTYpPY
kiacca DSACryptoServiceProvider.

6. OOBsicHUTE TIpeTHa3HAYEHUE W OMUIIUTE CTPYKTYPY
knacca CspParameters.

7. OO0bsicHuTe MpeTHa3HAYCHUE u ONUIINTE

crpykrypynepeuncienus ECKeyXmlFormat.
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