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1. HEJIN 1 3AJJTAYN JTUCIHHUAITINHBI

1.1. Heau aucUIIMHBI

Ilempo W3y4YeHUS MMCIUILIMHBI SIBISETCS IPHOOPETEHHE CTYISCHTAMHM
TEOPETUUCCKHUX 3HAHUHI U MPAKTUICCKUX HABBIKOB B 00JIACTH 3aIIUTHI HH(OOPMAIIUH
1 MHOOPMAIIMOHHOW O€30IMaCHOCTH; O3HAKOMIICHHE CTYJSHTOB C COBPEMEHHBIMU
CUCTeMaMH HH(POPMAIMOHHON 0€30IMacHOCTH, TEXHOJIOTHYCCKHMHU IpHEeMaMHu
3aIUTEI uHdopmaIuy; BO3MOXXHOCTSIMU HCITOJIb30BaHUS CpPEICTB
nH(popMaIMoHHOM 6€301acHOCTH MPH paboTe ¢ UHPOPMAITMOHHBIMHU PECYPCaMU.

1.2. 3agauu ocBOeHHS TUCHHUIIJIAHBI

U3y4YEeHUE TEOPETUUECKUX OCHOB, METOJ/I0B u CpEICTB
OpraHu3aIlMOHHO-TIPABOBOIO u TEXHHUYECKOTO obecrieueHus 3aIUTHI
KOH(pHUIESHIINATIBHOU MH(POPMAITUN U TTEPCOHATBHBIX JTAHHBIX

- TIOJIydeHHWE 3HAHWW M HABBIKOB B OOJIACTH OICHKW 3alllUIIICHHOCTH
HH(pOPMAIIMK B aBTOMAaTU3UPOBAHHBIX CUCTEMAX;

OCBOCHHUE W MCIIOJIb30BAHUE B MPAKTUYECCKOW ACATEIBHOCTA TEXHOJIOTHM
HH(GOPMAIIMOHHON 0€30MaCHOCTH Ha OCHOBE IPHUMEHEHHMS CIICIUaTIN3UPOBAHHBIX
armapaTHBIX M IIPOTPAMMHBIX CPEJICTB.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII
Huctumnvnaa «MHpopManrioHHas 0€30MacHOCTh M 3allluTa WH(QOpMaLUm»
OTHOCHTCS K IUCUUIUIMHAM YacTH, popMHpyeMOl yuacTHUKaMU 00pa30BaTeIbHbIX
OTHONIEHUH (IUCUUIITHHA TI0 BBIOOPY) Os10Ka b1 ydeOHoro muana.

3. IEPEYEHD IINTAHUPYEMBIX PE3YJIBTATOB OBYYEHUA 110
JAUCHUIIJIMHE

[Ipouecc wusydyeHus: aucuuiauHbel «MHpopManroHHas 0€30MacHOCTh U
3a1uTa HHpOpMaIMmy HampaBiieH Ha (POPMUPOBAHKE CIAEAYIOIIMX KOMIIETEHIIUN:

[1K-2 - CiocoOeH BBINOJIHATHh MPOSKTUPOBAHUE UH(DOPMAILMOHHBIX CUCTEM U
PECYPCOB ISl pa3IMYHBIX MPUKIAAHBIX 00JIacTeit

[IK-6 - CnocobeH MpoBOAWTH aHAIM3 KadyecTBa KOJAa U TECTUPOBAHUE B
nporiecce pa3paboTku HHGOPMAIMOHHBIX CUCTEM

Pe3yabTarhl 00yueHHsl, XapaKTepU3yOIIHe

Komnerenuus
¢pOopMHUPOBAHHOCTH KOMIIETEHIIUH

[1K-2 3HaTh: CYyIIHOCTb W  TOHATHE  WH(OPMALMOHHON
0€e30IaCHOCTH,  XapaKTePUCTUKY €€  COCTABIISIIOLINX;
HMCTOYHUKH yTPO3 HHPOPMAITMOHHOMN 0€30IMaCHOCTH U MEPBI
10 UX IPEJTOTBPALICHUIO.

YMeTh: MOJB30BaThCsl CPEACTBAMH 3aIIUTHI MH(GOPMAIIH
npu IKCILTyaTaIiu BBIYHUCIIUTEIILHOM TEXHHKH,
nepudepuitHpIX W MOOWIBHBIX  yCTPOMCTB, JPYTHX
TEXHUYECKUX CPEJCTB MH(DOPMATH3AIINH.

BJ'IaI[eTBI COBPCMCHHBIMHU cpeacrBammn u MECTOObI
IMOCTPOCHHUA KOMIIJICKCHBIX CUCTEM oOecrneueHus
HH(bOpM&HPIOHHOfI 0C30IacHOCTH B ABTOMATHU3HWPOBAHHbIX




CHUCTCMAX

[1K-6 3HaTh: JKU3HCHHBIE LIAKJIbI KOH(DUICHIINATTEHON
uHboOpMallMi B TIpolecce ee Cco3daHus, 0O0paboTKH,
nepenayn; MeToAbl OIleHKU d(HPEKTUBHOCTU MTPUMEHIEMBIX
IPOrpaMMHO-aIapaTHBIX CpElCTB oOecrieueHus
nH(OpMaIIMOHHOM 0€30IaCHOCTH

YMeThb: UCMOJIb30BaTh CPEJCTBA 3alIUThl MHGOPMAIIUU OT
HECAHKIIMOHUPOBAHHOTO ChEMa U YTEUKHU MO TEXHUYECKUM
KaHajaM; UCII0JIb30BaTh CPEJICTBA OXPAaHbI U 0€30MaCHOCTH,
WHXEHEPHOU 3aIUThl U TEXHUYECKOW OXpaHBl OOBEKTOB,
CHUCTEM BUJCOHAOJIIOJCHUS.

BJ'I&I[GTBI COBPCMCHHBIMHU CPCACTBAMU U MCTOIbI
IIOCTPOCHHUA KOMIIJICKCHBIX CHCTCM obecrnieueHMs
HH(bOpMaHHOHHOﬁ 0€301IaCHOCTH B ABTOMATHU3HWPOBAHHBIX
CHCTCMaAxX

4. OFBEM JUCIHUIIJINHBI
OO6mast TpyJ10€eMKOCTh TUCHUIUIMHBI «H(popMalmonHas 0€30MacHOCTh U
3amuTa HHGOPMAaIU» COCTaBIsACT 3 3.€.
Pacnpenenenuie Tpy10eMKOCTH TUCIUIUIMHBI IO BUAAM 3aHSATUN
ouHas opma o0ydyeHust

. Bcero | CemecTpbl

Buapl yuebHOM paboThI HACOB 7
AyAUTOpPHBIE 3aHATHS (BCEro) 54 54
B Tom uncre:
Jlexn 18 18
JlabopaTtopusbie pabotsl (JIP) 36 36
CamocTosiTesibHast padboTa 54 54
Buapl MpOMEKYTOYHON aTTECTALMH - 3a4ET + +
OO6mmast TPy 10€MKOCTb:
aKaJIeMUYECKHE YaChl 108 108
3a4.e]1. 3 3

5. COAEP’ KAHUE JUCIUIIVIMHBI MOAYJIA)
5.1 Copep:xxanue pa3genoB JAUCHUIUIMHBI W paclpeesieHue
TPYAOEMKOCTH 110 BUAAM 3aHATHH
ouHasi gpopma o0yueHust

e HanmeHoBaHME TEMBI ConepxaHue paszena Jlexiy Ja6. CPC Beero,
/1 3aH. yac
1 | OcHoBsl nHpOpMannonHoi |[ToHsTHE uH(popMaMOHHON 0e30macHOCTH.
0e30I1aCHOCTH OCHOBHBIC KOHIIENTYaJbHBIC IMOJOXEHUS CHCTEMBI
3anuThl HHPOPMAUH. YTPO3bl KOHOUACHIIHAIEHON
uHpopmamu. JleiicTBys, MPUBOASIINE K ’ 6 3 13

HEMPaBOMEPHOMY OBJIQJICHUIO KOH(UACHIIHAIEHON
uHpopMaiueir. Mozenb CUCTEeMBbI 0€30MacHOCTH.
Yrpo3sl KOH(HICHIIMATbHON “H(pOpMaIUH.
Kiaccuduxamus yrpos.

2 | Hanpasnenust obecniedenust |Hampasnennss — obecrieueHust  MHGOPMAMOHHON 4 6 8 18




HHPOPMAIIMOHHOM 0e30MacHOCTH. OpraHu3anoHHas 3alUTa.

GesonacHocTH IIpaBoBsle OCHOBEI MH()OPMAIIMOHHOM
Oe3omacHOCTU. MH)XEHEpHO-TeXHUYECKas 3aIluTa.
dusnyeckue CpeacTBa  3alMThl  ANMapaTHbIC
cpecTBa 3aIuThl IIporpaMMHBIE CpeAcTBa 3alUThL.
OCHOBHBIE HaInpaBJICHUA HCIIOJIb30BAHUS
MIPOrpaMMHOM 3aIUTHI HHPOPMALHH.

3 |Kpunrorpaduyeckue metoasl |Kpunrorpadpudeckue cpeacrsa 3ammurthl. OOmias

U CPEICTBA 3aIUTHI TeXHONOrus mudpoBanus. Meroas! mwHdPOBaHUS C
uHbopMaIu 3aKPBITHIM KJII0OYOM. AJroput™ebl mudposanus DES,
AES. Kpunrorpaduueckue Xen-(QyHKIHH.
Kpunrorpagudeckne anroputMbl € OTKPBITHIM 4 6 8 18
KIIOYOM M WX HCIIONIb30BaHUE. IJIEKTPOHHAS
mdposas HOJMUCH. Iudposanwue,
IIOMEXOYCTOHYNBOE  KOAMPOBaHME W  CXKaTHe
uHOpMaLUU
4 |Crangaptel u cietuukanyy |Ctangaptel  u - crenudukanguu B 00JacTH
B o0JlacTi HHPOPMAITHOHHOH 0e30IacHOCTH. Cranmapt
MH(OPMAIIMOHHOM «Kputepun OIECHKH IOBEpEHHBIX KOMIIBIOTEPHBIX
6e3omacHOCTH cucteM». MexaHn3mbl  OesomacHocTH.  Kiaccet
6esonacHocTH. MHpOpMaioHHas 0e30MacHOCTh 2 6 10 18

pacnpeneneHHbix cucreMm. Pexomenmanuu X.800.
CereBble  cepBuChl  OezomacHocTH.  CraHmapT
ISO/IEC  «Kputepuun  oOLEHKH  0O€30MacHOCTH
HH()OPMAIMOHHBIX TEXHOIOTHII.

5 3ammra uHbopMauu OT |OCHOBHBIC TOHATHS B 00JIACTH TEXHHYESCKOI 3aIUTHI
YTCUKH MO TEXHHYECKUM  |uH(popManmu. 3ammra HHPOPMAIMKA OT YTCUKH IO
KaHaJlaM TEXHUYECKUM KaHamaMm. CTpyKTypa KaHajga yTEYKH
uHpopMmarun. Kraccudukanus KaHAIOB —YTEYKH
HH(pOpMAaIUH. ATtrecTanus 00BEKTOB
HH(OPMATH3AIMH 110 TPEOOBAHHUSIM OE30ITACHOCTH.

6 Wudopmarmonnas Hudopmarrionnas 6¢30MacHOCTh B KOMITBIOTEPHBIX

GesonacHoCTH B ceTsx. Pacnpenenenne ¢yHkumii 6e30macHOCTH 1O
KOMMBIOTEPHBIX CETAX ypoBHsM Mojaenu. Kiaccudukanms —ynajgeHHBIX
yrpo3 B  BBIYHCIUTENBHBIX  CETSAX. THIIOBBIC
yIaJeHHble  aTakl W HMX  XapaKTepPHCTHUKU
Kommnsrorepusie BUPYCHI KaK yrposa 2 6 10 18
nHpOpMaoHHOH Oe3omacHocTH. Kiaccnbukanus
KOMITBIOTEPHBIX BUPYCOB. AHTHBHpPYCHBIC
nporpaMMbl. OcoOEHHOCTH (PYHKIMOHUPOBAHUS WU

KITacCU(PHUKALUSL

Hroro 18 36 54 108

5.2 IlepevyeHb J1a00pPaTOPHBIX PadoOT

1. AwntuBupycHas 3ammta uHpopmaruu. PaGota ¢ aHTUBHUPYCHBIMU
MaKeTaMHU.

2. lotounsie mmdpsl. MoaenupoBanue padbotsl 8-mu (16-TH) paspsgHOTO
cKpemOiepa

3. Ilporpammuas peanuzaisi KOMOWMHHPOBAHHBIX KPUNTOTPaPUUIECKUX
aJITOPUTMOB

4. IlporpamMmMmupoBaHue apupMEeTUIECKUX AIITOPUTMOB

5. [IporpammupoBaHie aITOPUTMOB KPUIITOCUCTEM C OTKPBITHIM KIIFOUOM.

6. Anroputm mu@pauuu 1BoHHBIM KBagpaToM. [ludp Enigma.

7. Anroputmsel mudpoBanus DES u TTOCT 28147-89.

8. Anroputm mudpoBanus RSA

9. Anroputm mudpoanus b ['amans. 3a7auu 1 aITOPUTMBI SJIEKTPOHHON
MOJIHCH.




6. IPUMEPHAS TEMATHUKA KYPCOBBIX IPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT
B coorBerctBUM ¢ y4YeOHBIM IUTAaHOM OCBOCHHE JHUCIMIUIMHBI HE
MpeayCMaTPUBAET BBIMOJHEHHE KYyPCOBOTO MpoeKTa (paboThl) MM KOHTPOJIbHOM
paboTHI.

7. OUEHOYHBIE MATEPUAJIBI J1JIA TIPOBEAEHUS
MMPOMEXYTOUYHOM ATTECTAIIMY OBYYAIOIIIUXCS IO
JANCIHUIIJIMHE
7.1. Onucanne nokasarejied M KpUTepHEB OLCHUBAHUA KOMIIETCHIMM

HA pa3jIMYHbIX ITanax ux (popMupoBaHuUsi, ONMCAHUE IIKAJ OLlEHUBAHUS
7.1.1 JTan TeKymero KOHTpOoJst
Pe3ynbTaThl TEKyHIEro KOHTPOJS 3HAHUW W MEKCECCMOHHOM aTTeCTalHud

OLICHMBAIOTCS T10 CIEAYIOLIEH CUCTEME:
«aTTECTOBaHY;
«HE aTTECTOBAH).

K PesyabTaThl 00y4yeHnus, K

oMIIe- XapaKTepH3yolue HTEePUH

N ubgpM"p‘:mayHH':c“ OIIE[:HI/IB:HHH ATTecTOBaH He arrecroBan

KOMIIETEHIIUH

I1K-2 3HaTh:  CymHOCTh  HU|BrimonmHenue, mnoxarotoBka| Bemmonnenue pabot B| HebimonHeHue
MIOHATHE oTyeTa u 3almra CPOK, paboT B CPOK,
nHpopManoOHHOH 71a00paTOPHBIX paboT, ONPOC| MPEeTyCMOTPEHHBIN B |TIPEAyCMOTPEHHBIH B
0e3ormacHoCTH, 10 TeMaM CaMOCTOSTEIBHOTO [ pabo4MX Mporpammax pabounx
XapaKTEePUCTUKY ee|usydyenns IIporpamMmax
COCTaBIIAIOLINX;
HUCTOYHHKH yrpos
WHPOPMATMOHHOM
0€3011acCHOCTH U MEpBHI 110
UX OPEeJOTBPALICHHUIO.
YMmers: M0JIb30BaThCs | BoimonHenne,  moaroroska| Bemosinenue pabor 8|  HesbimonHeHnue
CpeacTBaMu 3alUTHI [0TYETa u 3ammra CPOK, paboT B CPOK,
nHpopmanuu pu |1abopaTopHBIX PaboT, ONMpoC| MPEeAyCMOTPEHHBIH B |IPeTyCMOTPEHHBIN B
9KCIUTyaTaIiH 10 TeMaM CaMOCTOSITEIBHOTO [ pabo4MX Mporpammax pabounx
BBIUHCIIUTENEHON H3y4YeHHS porpaMMax
TEeXHUKH, NepudepuitHbIX
1 MOOMIIBHBIX YCTPOMCTB,
JApyTUX TEXHUYECKHX
CpeacTB
nHdopmarnzanmu.
Brnaners: coBpemenHbIMU BbinmonHenne, mnoaroroBka| Bemonnenune pabor B|  HeBbimonHeHue
CpPEeICTBAMU M METOJbI|0TYETa u 3amura CPOK, pabor B cpoK,
MIOCTPOEHHUSI 71ab0paTOpHBIX PaboT, ONpOC| MPEeayCMOTPEHHBIH B |TIPEIyCMOTPEHHBIH B
KOMILIEKCHBIX CHCTEM |TI0 TEMaM CaMOCTOSITEIBHOTO [ pabounx mporpaMmax pabounx
obecrieueHus U3yUYEeHHUS IIporpamMmax
nHGOPMATMOHHOM
6e3omacHOCTH B
ABTOMAaTH3MPOBAHHBIX
cucTeMax

TTIK-6 3HaTh: )KU3HEHHbBIE IUKIII | BBIMTOTHEHNE, TOATOTOBKA Beimonuenue paboT B Hesrinonnenue
KOH(HICHIINATBHOMI oTYeTa U 3aITa CPOK, paboT B CPOK,
nHpOPMaIUU B IIpoIiecce |1abopaTopHBIX padoT, ONPOC | IPETyCMOTPEHHBIHN B |IPEeIyCMOTPEHHBIH B
ee co3maHus, oOpabOTKH, [ITO TeMaM CaMOCTOSATEILHOTO | pabodnx mporpaMmmax pabouunx
nepeaay; METO/IbI | 3ydeHus IporpamMmax
oueHkn sddexTuBHOCTH
IIPUMEHSIEMBIX
IIpOrpaMMHO-aINNapaTHbIX




CpeJCTB obecriedeHMst
nH}popMaMOHHOH
0€3011acHOCTH

YMeTh: UCTIONB30BaTh
CPEIICTBA 3aIHUTHI
nHdopmanum ot
HECAHKIIMOHUPOBAHHOTO
CheMa U YTCUKH 110
TEXHUYCCKUM KaHaJlaMm;
HCTIOB30BaTh CPEICTBA
OXpaHbl U 6€30MTaCHOCTH,
WH>XEHEPHOH 3aIllUThI U
TEXHUYECKOU OXPaHbI
00BEKTOB, CUCTEM
BUIICOHAOIIOAECHHS.

BeinonHeHue, MOAroTOBKa
OTYeTa M 3alIUTa
71ab0paTOpHBIX PaboT, OMPoC
[0 TeMaM CaMOCTOSTEIBHOTO
U3YUCHHUS

Beimonaenue padot B
CPOK,
IIPE1yCMOTPEHHBIN B
pabouux mporpamMmax

Hesrinonnenue
pabor B cpok,
IIPEyCMOTPEHHBIN B
pabounx
IporpamMmax

Bnaners: COBpeMEHHBIMU
CPEICTBAMH M METOIBI
MOCTPOEHHS
KOMIIJICKCHBIX
obecrieueHus
nHpopMannoHHOH
0e30ImacHOCTH B
ABTOMATH3HPOBAHHBIX
cHCTEMAxX

CHCTEM

BeinonHeHue, MoAroToBKa
OT4YeTa U 3aIIUTa
71ab0paTOPHBIX PaboT, OMPOC
M0 TEMaM CaMOCTOSTEIBHOTO
H3y4YeHUs

Bermonaenue padot B
CPOK,
IIPEelyCMOTPEHHBIN B
pabouux mporpamMmax

Hesbmonnenue
paboT B CPOK,
IIPelyCMOTPEHHBIN B
pabounx
mporpaMmmax

7.1.2 JTan NpoMe:KyTOYHOI0 KOHTPOJISI 3HAHUI
Pe3ynbTaThl IPOMEKYTOUHOTO KOHTPOJIS 3HAHUM OLIEHUBAIOTCS B 7 CEMECTPE
JUTsl OYHOM popMBI 00yUeHHUs 110 ABYXOaUIbHON CUCTEME:
«3aYTEHO
«HE 3aYTECHO»

Komme-
TEeHI U

PesyabTaThl 00y4eHus,
XapaKTepu3ylolue
cOpMHPOBAHHOCTH
KOMIIETeHIIHH

Kpurtepun
OLlCHUBAHUS

3auTeno

He 3auteno

IK-2

3Hatb:
TIOHSITHE
HHPOPMAITMOHHOM
0e30I1acHOCTH,
XapaKTEePUCTUKY
COCTAaBJISFOLINX;
HCTOYHHUKH
nHpopMaMOHHOH
0€30IacHOCTH M MEPHI 110
UX TMPeIOTBPAIIEHHUIO.

CyIIHOCTb nu

€c

yrpo3

Tect

Beimonnenue tecta Ha
70-100%

Brimonuenne menee
70%

VYmeTs: TOJIb30BATHCS
cpencTBaMu 3aIUTHI
nHpOpPMaINH pu
SKCILUTyaTaluu
BBIYUCITUTEILHON
TEXHUKH, TepUPEPUIHBIX
U MOOHJIBHBIX YCTPOWCTB,

JApyTuX TEXHUYECKHUX
CpencTB
nHpOPMATH3AINH.

Pewenue crangapTHbIX
MPAaKTUYECKHX 3a/1ad

[IponemoncTpupoBa H
BEPHBIN XOJ pELICHUS
B OOJBITMHCTBE 3a/1a4

3amaun He PeIeHB

Branets: cOBpeMEHHBIMHU
Cpe}ICTBaMI/I u METOAbI
ITOCTPOCHHMSI
KOMIUIEKCHBIX
obecneueHus
nH()OPMAITMOHHOM
0e30I1aCHOCTH B

CUCTEM

Pemenne npuxnagHeix 3aaa4
B KOHKPETHOU IIPEIMETHON
obnactu

[IponemoncTpupoBa H
BEPHBIN XOJ| pELICHMUS
B OOJIBIIMHCTBE 337134

3&[[&‘{1/1 HE pCUICHBI




ABTOMAaTU3UPOBAHHBIX
CHCTCMaX

[1K-6

3HaTh: )KU3HEHHBIC IIUKJIIBI
KOH(UICHIIMATBHOM
nHdopmanuu B mporecce
ee cosnaHus, o0paboTKH,
nepeaaym; METO/IBI
oueHkn 3ddexTuBHOCTH
MIPUMEHSICMBIX
MPOrpaMMHO-aMNaPaTHBIX
CpeJICTB o0ecrieueHus
HH(HOPMAITMOHHOM
6e30macHOCTH

Tect

BrimonHeHne Tecta Ha
70-100%

BrimoniHeHHE MeHEE
70%

YMeTh: UCIOIB30BaTh
CpeZCTBa 3aIIUThI
nH(OPMAIUH OT

Pemienne cranmapTHbIX
MPaKTHIECKUX 3a/1ad

[IponemoncTpupoBa H
BEPHBIN XOJI PEIICHUS
B OOJIBITMHCTBE 3a/1a4

3amaun He pelIeHb

HECaHKIIMOHUPOBAHHOTO
CheMa M YTEUKH 10
TEXHUYCCKUM KaHaJlaM;
HCIIOJIb30BaTh CPEJICTBA
oXpaHbl U 6€30MaCHOCTH,
WH)KEHEPHOM 3alllUThl U
TEXHUYCCKON OXPaHbI
00BEKTOB, CUCTEM
BHICOHAOIIOICHUS.

Bnaners: coBpeMeHHBIMH |PelieHre npukiIaansx 3amad | [IpogeMoHCTpUpoBa H
CPEICTBAMH M  METOIBI |B KOHKPETHOM MIPEAMETHOM | BEPHBIN X0/ pEIICHHUS
ITOCTPOCHHMSI o0Jactu B OOJIBILIMHCTBE 33134
KOMILUIEKCHBIX
obecnieueHus
nHpopMaMOHHOH
0e30macHOCTH B
ABTOMATH3HPOBAHHBIX
cHcTeEMax

3az[alm HC PCIICHBI

CHCTEM

7.2 IlpumepHblii NepeYyeHb OLWEHOYHBIX CpPeACTB  (THNOBBbIE
KOHTPOJIbHbIE 32JaHUSI MJIM MHbIE MAaTepHaJibl, HEOOXOAUMBbIE IJIsl OLEHKHU
3HAHUI, YME€HHUI, HABBIKOB U (MJIH) ONbITA 1€ATEJILHOCTH)

7.2.1 IlpumepHBbIH IepevYeHb 3aJaHUil 11 MOATOTOBKH K TECTUPOBAHUIO

1. AyreHTudukanuss Ha OCHOBE MapoJis, MEPEJaHHOTO IO CETH B
3alrM(pOBaHHOM BHJI€ U CHAOKEHHOTO OTKPBITOM BPEMEHHOM METKOW, IJI0Xa,
MOTOMY 4TO HE 00€CIEYUBAET 3aIlUTHI OT:

repexsara
BOCIIPOU3BEACHUS
aTaK Ha J0CTYIHOCTh

2. Kpunrorpaduss HeoOxomuma Mg pealu3aliy CICAYIOIUX CEPBHUCOB
0€301MacHOCTH:

UIeHTH (UK
DKpaHUPOBAHUE
ayTeHTU(PUKAUA
3. CucTembl aHaIM3a 3aIIUILEHHOCTH BBISBISIOT YSI3BUMOCTH ITyTEM:
JIAAJIOTOB C MOJIb30BaTEISIMHU
MACCMBHOI0 AHAJIU3A
AKTHBHOI0 ONPOOOBAHUS
4. B yncno BO3MOXKHBIX CTPATETU HEUTpAIU3ALUHA PUCKOB BXOJST:




nepeajpecanusi pucka
JICHOMUHAIIUST PUCKA
JIEKOMIIO3UIIMS PUCKa
5. JHna oOecnedeHus HHPOPMAIMOHHONH  OC30IIACHOCTH  CETEBBIX
KOH(HTypanmii cieayeT pyKOBOICTBOBATHCS CIICTYIONTUMHU TPHHITUIIAMU:
BbIPA00TKA M NPOBe/ieHNe B )KU3Hb eIMHOM MOJIUTHKHU 0€3011aCHOCTH
yHHU(pHUKAIUS anmnapaTHO-IPOrpaMMHBIX T1aT(opm
MHHUMM3AIMS YACIIA UCIIOIB3YEMBIX TTPUII0KEHUM
6. CornacHo pexoMenaanusM X.800, BBIACIAIOTCA CICAYIONIUE CEPBUCHI
0€30MacHOCTH:
yIIpaBJI€HWE KBOTaMU
yIpaBJieHHE J0CTYIIOM
SKpaHUPOBAHUE
7. Peanuzaiusi NpPOTOKOJIMPOBAHUS M ayJIuTa MPECienyeT CIeayIolue
TJIaBHBIC LETIH:
o0OHapy:KeHue MONbITOK HApyLUIeHUH HH(OPMALMOHHOM
0e30macHoOCTH
HEJIOMYILCHUE TOTBITOK HApyIIeHUH HHGOPMAITMOHHOM O€30IMaCHOCTH
HEJIONYIICHUE aTaK Ha IOCTYITHOCTb
8. lybmupoBaHue COOOIICHUM SBIISIETCS yTPO30M:
JOCTYITHOCTH
KOH(HUIECHIIUAIBHOCTH
HEeJOCTHOCTH
9. NndopmaiimoHHbIi CepBUC CYUTACTCS HEAOCTYTHBIM, €CIIH:
ero  3(Qp(PeKTUBHOCTHL He  YIOBJECTBOPSET  HAJOKEHHBIM
OrpAHUYEHUAM
MOANMUCKA HAa HETO CTOUT CIUIIKOM JIOPOTO
HE YJIa€TCSl HANTHU MOAXOISIIUNA CEPBUC
10. B uncno 3TanoB )KU3HEHHOTO HMKJIA HH(HOPMAIITMOHHOTO CEPBUCA BXOASAT:
3aKyIKAa
npoaaxa
BbIBe/JleHUE U3 IKCILTyaTAlNH

7.2.2 llpuMepHbIii IepevYeHb 3aJaHU IJ1s1 pellIeHUs] CTAHAAPTHBIX 33124
1. Anroputmbl THGPOBAHUS C OTKPBITHIM  KJIIOYOM  MO-APYrOMY
HAa3bIBAOTCS:
CUMMETPUYHBIMU aJITOPUTMaMH MU(PPOBaHUS
OJIHOCTOPOHHUMU AITOPUTMAMU MU(PPOBaHUS
MOMEXO0YCTOMYNBBIMU AITOPUTMAMH MHU(PPOBAHUS
ACHMMETPUYHBIMHU AJITOPUTMAMHU 1M PPOBAHMS

2. 3amm@pyiTe METOJOM MEPECTAHOBKU C PUKCUPOBAHHBIM IeproioM d=6 ¢
kiroyoM 436215 coobuenne KPUIITOI'PADOUSA
IMNOPKT®AAPT'U



3. BeruncanTe mociieoBaTebHOCTh U3 YEThIPEX YHCENl, TEHEPUPYEMYIO T10
MeToay @uOOHAYYM ¢ 3ama3ablBaHUEM, HauMHas C K,, IPH CIEIYIONUX HCXOIHBIX
manubeix: a =4, b =2, ko=01; k;=0.7; k,=0.3; k3=0.9

ks=0.8; ks=0.8; k¢=0.5; k7=0.1

4. Yemy paBHa cymMMa 1o Moayio 2% mectnaguarepuansix uncen 9E u 0A3?
BapuaHTBI OTBETOB MPEICTABICHBI B ABOMYHOU cUCTEME cuucienus [Ipumeyanne:
JeCATUYHBIC UM MIECTHA/IIIATepUYHbIE YMCIIa HE0OOXO0AUMO CHavaa repeBecTy B
JIBOUYHBIN BUI

01110110
11101100
10111010
01010011
01000001
11111111

5. Pacmmdpyiite coobmenue, 3ammppoBaHHOE METOIOM II€PECTAaHOBKHU I10
tabnuie 4x4 (cuMBOJI TMOJYEPKUBaAHUS 3ameHseT mpoOen) Kirou ykasbiBaer
MOPSITIOK CIUTHIBAHUS CTOJOMOB MpH m(poBannn. OTBET 3aNUIIATE TPOTHCHBIMA
pyCCKUMHU OyKBaMH; B KadeCTBE MpoOesia MCIONB3YHTE CUMBOJ IMOTYCPKUBAHUS
Coobmenue: HAHII EOATAMAHH Kurou: 4321

MOIIIHASI AHTEHHA

6. M3BecTHO, YTO UIsI HEKOTOPOTO MCTOYHHKA COOOIICHUI KOJIUYECTBO
uHdopmaruu nmo XapTtiu, npuxojsineecs Ha 1 cumMBoL, paBHO 6 6utam Uemy paBHO
KOJIMYECTBO CUMBOJIOB B a1(haBUTE UCTOYHUKA COOOIICHHI?

12
3

2
32
128
6
64
256

7. Onpeaenure MocieI0BaTeIbHOCTh U3 TIEPBBIX YETHIPEX YUCEII,
BbIPa0aThIBAEMBIX THHEHHBIM KOHTPYIHTHBIM T€HEPATOPOM ICEBIOCTYYalHBIX
Yquce JIJIs CIEeYIONUX mapaMeTpoB reueparopa: a =11, b =7 u ¢ = 16 (ko npunsThH
paBHbIM 0)

k1 = 7, k2 = 4, k3=2; k4= 8
ki=7;k:=4; ks=3; ks= 8
k1 = 4, k2=3; k3= 8, k4 =15
k1 = 7; k2 = 4; k3:3; k4: 9

8. Ha ckonbko 6510K0B OyieT pa3outo coodineHue pazmepom 512 6alT mis



mudposanus anroputMoM 1o 'OCT 28147-89? OTBeT 3anuIimTe B BUJIE OJHOTO
qucia

64

9. Kakue npocTeniinme ornepanuy He UCIOJIb3YIOTCS U1 BBIYUCICHUS
xenr-pynkiuu no anroputmy 'OCT 3411-94?
BO3Be/IeHHE B CTENEHb
nepecTaHoBKa
MoJIyyeHHe OCTATKA OT JeJieHHsl Ha 00J1bIII0e NMPOCTOE YHCJI0
CJIO’KEHHE TI0 MOJTYJTIO 2
CIIBUTH OUT

10. Kakas Hayka pa3pabaTbiBaeT METO/IbI «BCKPBITHS MIUGPOB?
JWHEHas anredpa
KPUNTOAHAJIU3
Kpuntorpadus
TEOpUs YUCen
TaHOMIIUCH

7.2.3 llpuMepHbIA NepeyeHb 3a{aHU I IS PellleHHs] MPUKJIAAHBIX 327124
1. Kakoil opran HUCHIOJHUTEIBHOW BJIACTU IPOBOJUT JIMIIEH3UPOBAHHE
JESATEILHOCTH TI0 OKa3aHUI0 yCIIYyT B 00JIACTH 3alUTHI TOCYAAPCTBEHHON TailHBI B
4acTH, Kacalollehcss TPOTUBOJCHCTBUS TEXHUYECKUM  pa3BeIKaM  W/HIU
TEXHUYECKOU 3a1uThl HHDOpMaIun?
®CTIK Poccuu
®Cb Poccun
MBJI Poccuu
Pockomuanzop

2. Kakue nporpaMmsbl TO3BOJISIIOT peann3oBaTh DOS-aTaku HECKOIBKUX
TUINOB OJHOBPEMEHHO?
TFN
TFN2K
Smurf
Trinoo

3. Kakoe nporpamMmmHoOe obecrieueHre B KOMIUIEKTE CKaHUPYIOIIETO
npuemHuka Winradio 1000 siByisieTcst OCHOBHOM IIPOTpaMMOid YIIpaBIeHHS pab0oTon
nprueMHUKa (YCTaHABIMBAET YaCTOTY HACTPOUKHU U PEKUM PaOOTHI PUEMHHKA,
3aJlaeT mapamMeTpbl CKAHUPOBAHUS U OTOOPAXKAET €ro pe3yibTaThl, 00€CIIeUnBACT
BeJieHUE 0a3bl JaHHBIX M0 pe3ysIbTaTaM padoThl)?

0a30Boe MpoOrpaMMHOe o0ecnevYeHue
JOTIOJTHUTENBHOE MPOrpaMMHOE 00ecIieyeHue
porpaMMHOe 00ecrieueHre B COOTBETCTBUU co crnerudukanueit XRS



4. Kak Ha3pIBaeTCS MPUHLMI KOHTPOJSI AOCTYIA, KOTOPBIA MPEANOIaract
Ha3HAYEHUE KaXJIOMYy OOBEKTY CHHMCKA KOHTPOJIS JOCTYIA, 3JIEMEHTBhl KOTOPOTO
OTIPEIEIISIIOT TIPaBa JIOCTYyNa K 00BEKTY KOHKPETHBIX MOJIH30BATECH WITA TPYIIT?

KOMOWHUPOBAHHBINA JOCTYII
AUCKPEIMOHHBIH 10CTYI
PETUCTPUPYEMBIN JOCTYT
MaHAATHBIN JTOCTYII

5. Kanansl, B KOTOPBIX yTeuKka HH(POPMAIIMK HOCUT CITy4YalHbIA pa3OBbIN
XapakTep, Ha3bIBAIOTCS:
MTOCTOSTHHBIE
IMU30AHYECKHE
IIEPUOIUYECKUE

6. Kak Ha3pIBaeTCs MpOrpaMMHOE WM ITPOTPAMMHO-AMNIIAPATHOE CPEICTBO,
KOTOpPO€ pa3rpaHUYMBaET WH()OPMAIIMOHHBIE MOTOKM Ha TPAHUIIEC 3allUIIAeMON
CHUCTEMBI?

MesKCeTeBOM IKPaH
IDS
AHTUBUPYC

CKJI

7. Kak Ha3pIBaeTCsA BpEAOHOCHAs IPOrpaMma, PaClpOCTPAHSOIIASACS 110
CETEBBIM KaHajiaM, ClIOCOOHasi K aBTOHOMHOMY IPEOJI0JICHUIO CUCTEM 3aIUTHI
aBTOMATHU3UPOBAHHBIX U KOMIIBIOTEPHBIX CETEH, a TAKKE K CO3JAHUIO U
JaJbHEUIIIEMY PacPOCTPAHEHUIO CBOUX KOIHUIA?

TPOSHCKUU KOHb
BHPYC

CeTeBOM YepBb
MAaKpOBHUPYC

8. Kakuve wu3 TpUBEACHHBIX HIXE JOKYMEHTOB MOXHO OTHECTH K

OpraHu3aIMOHHBIM?

(benepaabHbIE 3aKOHBI

JIOKTPUHBI

YCTaBbI

HHCTPYKIIUHN

ykassl [Ipe3nnenra

pacnopsbxkenus [Ipe3naenrta

9. Kak Ha3bIBaeTCs aTaka Ha CUCTEMY, IIEJbI0O KOTOPOU SBJISIETCS JOBECTH €€
10 oTKaza?
0TKa3 B 00CJTyKMBAHUM
aTaka Ha ypOBHE MPUIOKEHUHN
aHaJM3 CETEBOTo Tpaduka



CKaHUPOBAHHEC CCTU
MoAMCHAa JOBCPCHHOI'O 00BEKTa B CETH

10. PaccunTaiiTe mpuOIM3nUTEILHOE 3HAYCHHUE OCTa0ICHNS aKyCTUYECKOTO
curnana gactoror =2000 I’y B crutomnrHoM ogHOpOoaHOM cTeHe Maccoit 1000 kr.
78.5 16
100.5 16
40.3 J16
50.5 116

11. KaxoBa 3¢(heKTUBHOCTh TOMEXOMO/IABIISAIONIETO (GUIBTPA, ECITH
HaIpsHKEHUE OMAacHOTo curHaia Ha Bxoje guibrpa 100B, a Ha Beixoge 10B?
10 16
100 J16
3 116
20 10

7.2.4 IIpumepHbIA NIepevYeHb BONPOCOB /I MOATOTOBKHU K 3a4eTy
[Tonsarue nndopmanuoHHon 6e3omacHOCTH. OCHOBHBIE OTIPEICIICHMUS.
OcCHOBHBIE KOHIIENITyaJIbHBIE MOJIOKEHUS CUCTEMBI 3alUTHI HH()OPMAIIUH.
Mogenb cucteMbl 6€30MaCHOCTH.

Yrpo3sl koHpuaeHnnansHoi nHbopmanmu. Knaccudukamnms yrpos.

JleficTBYS, IPUBOASAIINE K HETPABOMEPHOMY OBJIAJICHUIO KOH(PUACHITUATHHON

uHpopmaIuein.

HampaBnenus o6ecrieuenust nHOOPMAITMOHHONW O€30MaCHOCTH.

OpraHu3zanroHHas 3alura.

HNH)XeHEpHO-TEXHUYECKas 3alINTA.

®duznyeckne cpeacTBa 3alUTHI.

AnmnapaTHbI€ CpEJICTBA 3aIlUTHI.

[Iporpammubie cpeactBa 3amuThl. OCHOBHBIE HaIpaBJIEHUsI HCIOJIb30BAHUS

MPOTrpaMMHOM 3alTUThI HH(HOPMAIIUH.

12. 3amuTa uHpOpMAaIMK OT HECAHKIIMIOHUPOBAHHOTO AOCTYTIA.

13. Kpunrorpaduyeckue cpeacTna 3amuThl. O0IIas TEXHOIOTUS U(PPOBAHMUSL.

14. TIpaBoBbIe OCHOBBI HH(POPMAITMOHHOM OE301IaCHOCTH.

15. 3amura wHbOpPMAIMM OT yTEYKH MO TEeXHUYECKUM KaHamam. CTpyKTypa
KaHaJla yTeUYKH HHPOPMAIIHH.

16. Krnaccudukarus KaHaaoB yTeUKd HHPOPMAIIUU.

17. CrangapTsl u cnerudukamy B 00JacTi HHGOPMAITMOHHON 6€30MacHOCTH.

18. Crangapt «KpuTepuu OLEHKHA [JIOBEPEHHBIX KOMIIBIOTEPHBIX CHUCTEM).
Mexanuzmbl 6e3onacHocTh. Kitacchl 6€30macHOCTH.

19. HNudopmarmonHas 6€30MaCHOCTh pacHpelesICHHBIX cUcTeM. Pexomenmaruu
X.800. CeTeBbie cepBHUCHI 0€30MaCHOCTH.

20. Crangapt ISO/IEC «Kputepun oreHku 06€30macHOCTH WH(POPMAIIMOHHBIX
TEXHOJIOTHID. OCHOBHBIE TTOHATHUS.

21. HudopmanmonHas 6€30MacHOCTb B KOMIIBIOTEPHBIX CETSX.

Nk =

— =29

—_ O



22. Pacnpenenenue QpyHKIMI 0€30MaCHOCTH MO YPOBHSIM MOJIEIIH.

23. Knaccudukaius ynaaeHHbIX yTPO3 B BBIYUCIUTEIBHBIX CETAX.

24. TunoBble yIaJleHHBIC aTaKW U UX XapaKTePUCTUKH.

25. KoMmmbploTepHBIE BHPYCHI Kak yrpo3a HWH(OPMAIMOHHONW O€30MMacHOCTH.
Knaccudukaiys KOMImbIOTEPHBIX BUPYCOB.

26. AuntuBupycHble mporpammbl. OcoOeHHOCTH  (YHKIIMOHUPOBAHUS |
KJ1accu(ukaIus.

7.2.5 IlpumepHbIi NepevYeHb 3aJaHUI 1JI51 MOATOTOBKH K IK3aMeHYy
He nmpenycMoTpeHO y4eOHBIM TUIAHOM

7.2.6. MeToanka  BBICTABJEHHS  OLEHKM TNPH  IPOBeJACHHH
NMPOMEKYTOYHOM aTTeCTAlNH

3adyeT MOpOBOAUTCS MO  OwieTaMm, KaXIbld W3 KOTOPBIX COACPKUT 2
Bompoca v 10 TECTOBBIX MPAKTUYECKUX TeCT-3a1aHni. Kax b1l MpaBUIbHBIA OTBET
Ha BOMNpOC oOlleHuBaeTcss B S5 OamnoB. IIpaBuibHBI OTBET Ha MPAKTHYECKOE
TeCT-3a/laHue olleHuBaeTcsa 1 OamioM. MakcuManbHOE KOJIMYECTBO HAaOpaHHBIX
o6amwtoB — 20. Onenka «He3auTeHo» cTaBUTCS B ciiydae, €ClIU CTYJICHT HaOpasl MeHee
10 6amnoB. OneHka «3a4TeHO» CTaBUTCS B Cllydae, €CJIM CTYICHT HaOpasl He MeHee
10 6amos.

7.2.7 IlaciopT OLIEHOYHBIX MATEPHAJIOB

Kontponupyemsie pa3aeins! (TEMbl) Koz ., |HanmeHoBaHME OLIEHOYHOTO
Ne n/mt KOHTPOJINPYEMOU
JIVICTIATUTHHEI CpeacTBa
KOMIETCHIINH
1 OcHOBBI HH(OPMALIMOHHOM [1K-2, TIK-6 Tecr, 3amura
0€30MacCHOCTH 71a00paTOPHBIX pabOT
2 Hanpasnenust obecnieuenus IIK-2, IIK-6 Tecr, 3amuTa
nH(pOpMaIMOHHOM 06€30MMaCHOCTH J1a00paTOPHBIX pabOT
3 Kpunrorpadpuueckue metonst u  [I1K-2, TTIK-6 Tecr, 3amura
CPEJCTBA 3aIlIUThl HHPOpMAIIH 71a00paTOPHBIX paboT
4 Cranpaptsl u cnenupukanuu B [I[1K-2, T1K-6 Tecr, 3amura
o0nact MH(OPMALMOHHON 1abopaTopHBIX paboT
6€30acHOCTH
5 3ammra nuadopmaruu ot yreuku no(I1K-2, T1IK-6 Tecr, 3amura
TEXHUUYECKUM KaHaJam 71a00PaTOPHBIX paboT
6 HNudopmannonnas 6ezonacuoctu B |I1K-2, ITK-6 Tecr, 3amura
KOMITHIOTEPHBIX CETSIX J1a00paTOPHBIX pabOT

7.3. MeToanueckue MaTepHAJIbl, ONpedeJAIINe MPOLeaYyPbl
OLICHMBAHUSA 3HAHUI, YMEHUI1, HABBIKOB U (MJIM) ONBITA AeATEJIbHOCTH

TecTupoBaHue OCyIIECTBISETCS, JIMOO TMpPU MOMOIIM KOMIBIOTEPHOU
CUCTEMBI TECTUPOBAHUS, JUOO C MCIOJIb30BAHMEM BBIJIAHHBIX TECT-33JlaHUN Ha
OymaxkHoM Hocutene. Bpemsi tectupoBanus 30 MuH. 3aTeM OCYLIECTBISETCS
MIPOBEPKA TECTAa IK3aMEHATOPOM M BBICTABIISIETCS OLIEHKA COTJIACHO METOAUKH
BBICTABJICHUS OLIEHKH IPU MPOBEACHUU TPOMEKYTOUYHOM aTTECTALINH.

Pemenne craHmapTHBIX 3aJad OCYLIECTBISECTCS, JUOO TMpU MOMOIIU
KOMIBIOTEPHON CUCTEMBI TECTUPOBAHMS, JINOO C UCTIOIB30BAHUEM BBIJAHHBIX 337124




Ha OymakHOM HocuTelne. Bpems pemenus 3agauy 30 MuH. 3aTeM OCYILECTBISETCS
IIPOBEpKAa pEHIeHUs 3aJad 3K3aMEHAaTOPOM U BBICTABIISIETCS OLEHKA, COTJIACHO
METOJMKH BBICTABIICHUS OLICHKH MPU MPOBEICHUH IPOMEXKYTOUHOM aTTECTallUH.
Pemienne mnpuKiIagHbIX 3a7ad  OCYIIECTBISIETCA, JHUOO TMpHU TOMOIIH
KOMIIBIOTEPHOU CUCTEMBI TECTUPOBAHUS, JIMOO C UCTIOI30BAaHUEM BbIJJAHHBIX 3a7a4
Ha OymaxxHoM Hocutene. Bpems pemenus 3aaad 30 MuH. 3aTeM OCYIIECTBISETCS
IIPOBEpKAa pEHIeHUs 3aJad 3K3aMEHAaTOPOM U BBICTABIISIETCS OLEHKA, COTJIACHO
METOJIMKH BBICTaBJICHUS OLICHKHU MIPU MPOBEJCHUU TPOMEKYTOUHOM aTTeCTAINH.

8 YYHEBHO METOANYECKOE U HHO®OOPMALIMUOHHOE
OBECIHHEYEHUE JUCHUIIJIMHBI)

8.1 Ilepeuenb yueOHOIl JHMTEpPaTypbl, HEOOXOAUMOM IS OCBOCHUS
TUCHUNITIHHBI

1. Menbsuukos, B.I1. Muadopmanronnas 6e30nacHOCTh : Yueb. mocodue
/ mox pen. C. A. KieiimeHoBa. - 8-e u3g., uctp. - M. : Akagemus, 2013. - 336 c. -
ISBN 978-5-7695-9954-5 : 797-00.

2. Yomnopos O.H. 3ammra nHpopMaru 151 uH(popMarmoHHas
0e3omacHOCTh [DneKkTpoHHBIN pecype] : Yueb. mocodue. - DIeKTPOH. TEKCTOBBIE,
rpad. gaH. (1,8 M6 ). - Boponex : ®I'bOY BIIO "Boponexckuii rocy1apCTBEHHBII
TeXHAYECKuM yHuBepcuret', 2012.

3. [Hanbrun, B.®. MadopmanrionHas 0e30macHOCT, M 3alllUTa
uHdopmaruu [DnekTpoHHBIA pecype| : ydueOnoe mocodue / B.D. Illanwsrun. -
Nudopmarmonnass OGe3omacHocTh u  3amurta  wuHGopMammu ; 2019-04-19.
-CapatosB : [IpodoOpazoBanue, 2017. - 702 c.
- ISBN 978-5-4488-0070-2. URL: http://www.iprbookshop.ru/63594.html

4. ['omukoB, A.M. 3amura uHDOpMAIUU OT YTEUKUA IO TEXHHUUYECKUM

KaHajaM [DJeKTpOoHHBIM pecypc] : ydyebHoe mocobue / A.M. Tonukos. -
Tomck : ToMmcknid rocygapCTBEHHBIM YHHMBEPCUTET CHCTEM YIIPABICHUS U
paguoaniekTporuku, 2015. - 256 c. URL: http://www.iprbookshop.ru/72090.html

5. ['atuenko, H. A. Kpunrorpadpuueckas 3zammura uHdopmauuu / H.
A. T'atuenko, A. C. Ucaes, A. JI. SAxosneB. — CII6. : Yuuepcuter U'TMO, 2012.
— 142 c¢. — ISBN 2227-8397. — Tekct : DJEKTpOHHBIA //
OnekTpoHHo-Oubamoreunass cucrema I[PR BOOKS : [caiit]. — URL:
http://www.iprbookshop.ru/68658.html

8.2 IlepeyeHb WMH(OPMANUOHHBIX TEXHOJOTHI, HCHOJIb3yeMbIX MPH
OCYyIIeCTBJIECHMH 00pa30BaTeJIbHOI0 Mpolecca MO AUCHHUIJIMHE, BKJINOYAas
nepeyeHb  JHMIEH3MOHHOTO  TNPOrPAMMHOIO  oOecledyeHHsi, PeCcypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHON ceT « UHTEepHeT», COBPEMEHHBIX
npodeccnoHaNbLHbIX 023 JAHHBLIX M HHPOPMAIMOHHBIX CIIPABOYHBIX CUCTEM:

[IporpammHoe obecnieyeHue:

Microsoft Visual C++

Microsoft Visual Studio

Pecypchl nnopManmoHHO-TeTIeKOMMYHUKAITMOHHOM ceTn HTepHeT:


http://www.iprbookshop.ru/72090.html

http://www.edu.ru/
O6pa3zoBartenbHbiil noptan BI'TY

HNudbopmanroHHas cripaBoYHas CUCTEMa
http://window.edu.ru
https://wiki.cchgeu.ru/

CoBpemeHHBIE TpodecCHOHATbHBIC 0a3bl JaHHBIX
Information Security MudopmarnmonHas 6€3011acHOCTD

http://www.itsec.ru/
Securitylab.ru by Positive Technologies

https://www.securitylab.ru/
Anti-Malware.ru

https://www.anti-malware.ru/news
1s027000.ru MckyccTBO vinpaBiieHUS HHOOPMAITMOHHON 0€30ITaCHOCTHIO

http://www.1s027000.ru/
SecurityPolicy.ru JlIokyMeHTHI 110 THOOPMALTMOHHON O0€30ITaCHOCTH

http://securitypolicy.ru/
SearchInform — Mudopmanronnas 0e301acHOCTD

https://searchinform.ru/informatsionnaya-bezopasnost/

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOANUMAS J1JIs1
OCYHIECTBJIEHUSA OBPA30OBATEJIBHOI'O ITPOLECCA
Crnennanv3upoBaHHas JICKIIMOHHAS ayJUTOpUs, KOMITBIOTEPHBINH KJjacc,
OCHAIIIEHHBIN MPOrpaMMHBIM 0O€cTieueHreM JabopaTOpHBIX paboT

10. METOANMYECKHUE YKA3ZAHUA JIS1 OBYYAIOLIUXCSA 11O

OCBOEHMIO JIUCIUAIIJIMHBI MOAYJIA)

[To nucuunnune «MHbopmanmonHas 6€30MacHOCTh U 3alIUTa HH(pOpMaLUN
YUTAIOTCA JIEKLIUH, TPOBOJATCS TAOOPATOPHBIE pabOTHI.

OcHOBOW W3y4YeHMS] IUCHUIUIMHBI SIBISIIOTCS JIGKIIMH, Ha KOTOPBIX
U3NararTcs Hanbosee CynIeCTBEHHBIE U TPYAHBIE BOMPOCHI, a TAKKE BOMPOCHI, HE
HaIIeIINe OTpaXeHHsI B y4eOHOH TuTeparype.

JlabopaTopHbie paOOThl BBIMOJIHSIOTCS Ha JaOOpPATOPHOM O00OPYIOBAaHUU B
COOTBETCTBUH C METOJIMKAMM, TPUBEICHHBIMH B YKa3aHMSIX K BBIIOJHEHHIO padoT.

Bup yueOHbIX
3aHATHU

JlesaTeNbHOCTh CTyIEHTa

Jlexmus

Hanucanue KoHcIekTa JIEKIMIl: KpaTKO, CXEMaTHYHO, MOCJIEI0BATENbHO
buKCcUpOBaTh OCHOBHBIE TOJIOKEHHUS, BBIBOJBL,  (POPMYIUPOBKH,
0000111eHNs; TTOMeYaTh Ba)KHbIE MBICIH, BBIJIEISATH KIIIOYEBBIE CIIOBA,
TepMuHBI. l[IpoBepka TEpMHUHOB, MOHATUN C NOMOIIBIO YHIMKIONEANH,
CJIOBapeil, CIPaBOYHUKOB C BBHIMHCHIBAHUEM TOJKOBAaHUN B TETPalb.
O6o3HaueHue BOMPOCOB, TEPMUHOB, MaTepHana, KOTOpPbHIE BBI3BIBAIOT
TPYIHOCTH, TOMCK OTBETOB B pEKOMeHIyeMmou muteparype. Ecmu
CaMOCTOSITEJIFHO HE YIAaeTcsi pa3oOparbcs B MaTepHale, HE0OXOAUMO
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chopMyIHpOBaTh BOMPOC W 33/JaTh MPENOJaBATEI0 HA JIGKIIMH WA HA
IIPAKTUYECKOM 3aHSTHU.

JlaGopaTtopHnast pabota

JlaGopatopHble ~ pabOTBI  MO3BOJIIIOT ~ HAYYUTHCS  MPHUMEHSTH
TEOPETUYECKUE 3HAHUA, IOJIYYCHHBIE HA JIEKIMM IPU PEIICHUU
KOHKPETHBIX 3a7a4. YroObl Hambonee paluoOHAJIBbHO M TIOJHO
UCIOJIb30BaTh BCE BO3MOXHOCTH JIAOOPATOPHBIX I MOATOTOBKU K HUM
HEOO0XOIMMO: CIIeAyeT pa300paTh JEKIHIO 10 COOTBETCTBYIOIEH TeMme,
O3HAKOMUTCSI C COOTBETCTBYIOIIMM pa3[esioM ydeOHHUKa, popaboTaTh
JOTIOJIHUTEIbHYIO JIMTEPaTypy M HCTOYHUKH, PpEUIMTh 3aJaud |
BBITIOJIHUTH JPYrHe IHCbMEHHBIE 3a1aHUS.

CamMocTtosTenbpHas
pabora

CamocrosTenbHas paboTa CTyIEHTOB CHOCOOCTBYeT TIIIyOOKOMY
YCBOGHHSI Y4eOHOIO MaTepralia i pa3BUTHIO HABBIKOB CaMOOOpa30BaHusL.
CamocrosiTenbHast paboTa MpeAnoaraeT ClIeIyoNne COCTABISAIOMNE:

- paboTa ¢ TeKCTaMu: y4eOHHKAMH, CIPABOYHHUKAMH, JOMOIHHUTEIHHON
JUTEPATYPOiA, a TAKKE MPOPAOOTKA KOHCIIEKTOB JICKIIHIA;

- BBIIIOJIHCHHUE JOMAIIIHHUX 331aHUI U PacUYETOB;

- paboTa HaJl TEMaMH JJIsl CAMOCTOSITEIIEHOTO U3yYEHHS;

- ydactue B paboTe CTy/ICHUSCKUX HAyYHbBIX KOH(DEPEHIIUH, ONMMMITHA]T;

- IOAI'OTOBKA K HpOMe)KYTO‘IHOI\/JI aTTeCTaluu.

ITogroroBka k
MPOMEKYTOUYHOU
aTTecTalu

I'oToBUTHCSH K HpOMCH(YTOHHOﬁ arrectauuu CJICAYCT CUCTCMAaTUYCCKU, B
TCUCHHUC BCCTO CEMCCTpPA. HMHTeHcuBHAsA MOATrOTOBKA JOJKHA HAYaThCS HE
mo3gHee, 4YeM 3a MeCAl-1IojJTopa Ao HpOMe)I(YTOqHOﬁ aTTeCTaluu.
I[aHHBIe nepea 3a4€TomM Tpu AHA 3(1)(i)eKTI/IBHee BCCro HUCIIOJIb30BaTh OJIA
IOBTOPCHHUA U CUCTEMATHU3AlIMU MaTCpHraJia.

11 JIUCT PETUCTPALIUU UBSMEHEHUIA

[Toanuck
No ara 3aBEIYIOLIETO
/_ IIepeueHb BHOCUMBIX U3BMEHEHUN | BHECEHUS Kadeapoi,
i W3MEHCHUW | OTBETCTBEHHOM 3a
peamm3zanuio OITOII
1 AxTyanu3npoBaH paszen 8.1 31.08.2020

[lepeuenb yueOHOU JTUTEPATYPHI,
HEO0OXOIUMOM ISl OCBOCHHUSI
JTUCLMILTUHBI

2 AKTyanu3upoBaH pazzen 8.2 B 31.08.2020

CHUCTEM

4aCcTH COCTaBa UCIOJIb3yEeMOTO
JMIICH3UOHHOTO MPOTPaMMHOTO
oOecreueHus, COBpEMEHHBIX
npodeCcCUOHANIbHBIX 0a3 JaHHBIX
Y CIPAaBOYHBIX HH()OPMALIMOHHBIX

3 AxTyanu3zupoBaH pazzen 8.1 31.08.2021

[lepeuenp yueOHOM TUTEPATYPHI,




HEOOXOMMMOI 111 OCBOCHUS
TIUCIIATUTAHBI

BHeceHbl n3MEHEHUS B CBSI3H C 31.08.2021
BCTYIUICHHEM B CHITy TIprKasa No
403-03 o1 2.12.2019 «O
BHECEHUU U3MEHEHUH B
®denepalibHBIN 3aKOH 00
oOpazoBanuu B Poccuiickoit
denepauun» U OTAEIBHbBIC
3aKOHOJIaTEIbHBIE AKTHI
Poccutickon ®@enepanuu

AKTyanu3npoBaH paszen 8.1 31.01.2025
[lepedenn yueOHOM TUTEPATYPHI,
HEOOXOAMMOM 11 OCBOCHHUS

U CITUILINHBI




