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1. HEJIM U 3AJAYA TN CIUTTJINHBI

1.1. eau AuCIUIIHHBI

[lenbto mpenojaBaHUsl JIUCLUIUIMHBI SBJISIETCST OOYyYE€HHE CTYAEHTOB
OCHOBaM aJIMMHHUCTPUPOBAHUSI COBPEMEHHBIX OINEPALIMOHHBIX CUCTEM, BBIpaOOTKa
HaBBbIKOB aIMUHUCTPUPOBAHUS NH()OPMALIMOHHBIX CUCTEM

1.2. 3axaun ocBOeHUSA TUCIUILITHHBI

. UMETh MPEJCTaBICHUE O METOAAX, IPUHUMUIIAX, NPOLEAypax u
CIIy’k0aX aIMUHUCTPUPOBAHMS MHPOPMALMOHHBIX CHCTEM, MECTE MOAPA3IACICHHUS
uHpopmarmonnbix TexHonoruit (MT) B crpykrype ympasiaenus WT Ha
NPEANPUATHH;

. OBJIAJIETh OCHOBHBIMH IIPUHIIUIIAMU CITY>KObI KaTaJOroB MPEANPUATHS
KAaK CpelICcTBa aIMUHHCTPUPOBAHUS LIEHTPAIU3OBAHHONW HEPAPXUYECKOU CETEBOMU

UH(PACTPYKTYPOU.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
Juctiumimaa ~ «AIMUHHCTpUpOBaHHE  MHGOPMAIIMOHHBIX CHCTEM»
OTHOCHTCS K JUCIUIUIMHAM YacTH, GOPMHUPYEMOM YJ4aCTHUKAMU 00pa30BaTEIbHBIX
oTHoOIIeHuH O010Ka b1.

3. HEPEYEHbD IIVTAHUPYEMBIX PE3YJbBTATOB OBYYEHUA 11O
JUCHUIIVIMHE

[Ipornecc n3yueHus: AUCUUTUIMHBI « A IMUHUCTPUPOBaHNE HHPOPMAITMOHHBIX
CHCTEeM» HampasiieH Ha (popMHUpOBaHHE CIEAYIONINX KOMITETEHIIHIA:

[TIK-2 - CnocobeH ympaBisiTh JOCTYIIOM K JIaHHBIM C YY€TOM apXHUTEKTYp
UH(GOPMAITMOHHBIX CUCTEM M aKTYaJIbHBIX CTAHJAPTOB JACSITEILHOCTH OPTaHU3AIIH

[1K-3 - Crioco6en pa3zpabaTbiBaTh TEXHOJIOTHU HHTETPALIMN M OCYIIECTBIIATD
IPOTOTUIIMPOBAHNE KOMIIOHEHTOB MH(OPMAIIMOHHBIX CUCTEM

Pe3ynbTarhl 00yueHHs1, XapaKTepU3yIue

Komnerenuus
cpopMHUPOBAHHOCTH KOMIIETEHIIUH

[1K-2 3HATh CMOCOOBI Pa3rpaHUYEHUs JOCTYIA K JAHHBIM Ha
PEAIPUATAN

YMETh IPEIOCTaBIATh AOCTYI K OOIIUM pecypcam
M10JI30BATENISIM U TPYIIIaM

BJIAJICTh HABBIKOM OTIPECIICHUS PE3YIbTUPYIOIIHNX
paB J0CTyNa K 00IMM pecypcam

[1K-3 3HATh NPUHLUIBI TocTpoeHus: UT-undpacTpykTypsl
pEANPUITHS

YMETh UCIOJIb30BaTh CPECTBA aIMUHUCTPUPOBAHUS
ceteBbix OC

BJIAJIETh HABBIKOM aJIMUHUCTPUPOBAHUS
NT-undpacTpyKTyphl IPEATPUITHS

4. OB BEM JUCIUMIIJINHBI
Oomas TPYI0EMKOCTb TUCIIATLIAHBI «AIMUHUCTPUPOBAHUE




UH(GOPMAIIMOHHBIX CHCTEM» COCTABIISET 4 3.€.
Pacnpenenenue Tpy10€MKOCTH AUCIUILTAHBI IO BUAAM 3aHSATHI
ouyHasi popma o0yueHust

Bcero | Cemectpsl
4acoB 7

Buapl yueO6HOM paboThI

AyIUTOpHBbIE 3aHATHSA (BCEro) 72 72

B TtoMm uuncie:

Jleknuu 36 36

JlabopaTtopusie pabotsl (JIP) 36 36

CamocrosiTesibHasi padoTa 72 72

Buapl npomMexyTOUHON aTTeCTaI|H - 3a4eT + +

OO6m1ast TPy 10€MKOCTb:
aKaJeMUYCCKHUE YaChI
3a4.e]I.

144 144
4 4

5. COAEP KAHUE NUCIUIIJIMHBI MOAYJIA)
5.1 Copnep:xkanue pa3aesioB JAUCHUIUIMHBI M paclpelejieHHe
TPYA0EMKOCTH 10 BUIAM 3aHATHIA
o4Has popma 00ydeHHsI

JIab.
3aH.

Bcero,
yac

Ne /it HanmenoBanue Tembl CopeprkaHue pazjena Jlekn CPC

1 Mopgemn opranm3auuu|Mozgens pabodeil Tpymmsl W MOAENb
ceTeBoOi MHDpACcTPpYyKTyphl. |momena. OOmmii  pecypc B CETH.
Opranu3zanys 0CTyna K oduemy pecypey
B OJHOPAaHTOBOH CETH W B JOMEHHOH 6 6 12 24
HHPPACTPYKTYpE. Kombunanms
paspemieHuii  Ha pecypc u
paspemrennii NTFS.

o0mmit

2 Cuiyxo6a katanoros|[ToHsTHe katamora u CiryObl KaTaaoros
HpeIIpHs-THSL. Cuyx6a|kak cpencraa XpaHEeHUs u
karanoros Active Directory .|MaHuIyIMpOBaHUSI 00beKTaMu T
Ounsmueckas crpykrypa AD|urbpactpykrypsl. Ilpumeps! peann3anum
DS. ciyx0b1 KatanmoroB. Cmyx0a KaTallo-rOB
ADDS  (Active Directory Domain
Services).  Tlomstme u  (GyHKOUH
KoHTpoiiepa  gomena. Cxema  AD.
6 6 12 24
dusznueckas CTpYyKTypa ADDS.
Unrepdeiicet k AD DS. Konrpomneps
JIOMEHOB, cepBepsI TJ710-0aTbHBIX
KaTaJoroB, KOHTPOJUIEPHl JIOMEHOB C
npaBoM 4reHms. Pomu u  QyHKIMEM
MacTepoB omnepauuii. [lepemerienue poneit
U aJMUHHCTPATHBHBIE MHCTPYMEHTHI UIS
nepeHoca poJsei.

3 Jlorn-yeckas crpykrypa AD|Jloruueckas crpykrypa AD DS. Pa3nernsi

DS. WHCTpyMeHTBI
apmuHHCcTpUpoBanus AD DS

WM KOHTEKCThl HauMeHoBaHus. CpeacTBa
Ldp.exe u ADSIEdit.exe st npocmotpa u
penaktupoBanus. [lonsTne nomeHa, neca
JIOMEHOB. TpaH3UTHBHOCTH
JIOBEPHUTENBHBIX OTHOLIEHWH IOMEHOB B
necy. CaifT, opraHu3alMOHHAas €AMHHIA
ou (Organization Unit). Lenn
ucnone3oBanus OU: s nenerupoBaHust
aJIMUHHCTPATUBHBIX pas, i
aJIMUHH-CTPHPOBAHHUS TPYIIl OOBEKTOB.
MHucTpyMeHTs af-MuHUCTpUpoBaHus AD.

12

24

Pazpemenue HMeH B
JIOKQJIbHBIX ¥ TJI00aJIb-HBIX

CootBercTBUE 4-X YpPOBHEBOH MOIEIU
nporokosia  TCP/IP  cemuypoBHEBOM

12

24




ceTsx. [Ipoctpan-cTBO MMeEH
DNS

mozenu OSI. IP agpeca-umst. Pazperienne
uMmeH. CrocoObl paspelieHus HUMEH B
nokaneHeIX cetsix  TCP/IP.  TIportokon
LLMNR, ero mocTonHCTBa U HEOCTATKH.
Crnoco-0b1 BKJIIOUEHHSI ¥ OTKIIIOUCHUS
nporokona LLMNR. Paspemienne nmen
NetBIOS. Meronsl paspelieHnss HMeH
NetBIOS:  mmpoxoseuianne,  WINS
cepep, ¢aiin LMHOSTS Hacrpoiika
paspeutenus umeH NetBIOS. Tumsl y3n0B
NetBIOS. JlocTroMmHCTBa M HEIOCTATKH
paspe-mennst umen NetBIOS. Cuyxoa
nmoMeHHBIX uMeH DNS, wucmonb3oBaHue
it noanepxkkun AD DS. KoMmnoHeHTHI
DNS: cep-Bepa, 30HBI, pacno3HaBaTelb
DNS, zamucu pecyp-coB. Ilpomecc
obpaborkn  DNS  3ampoca,  3tamsl
BBITOJHEHHS. TousTue peKypcHu.
KopHeBbI€ CCBUIKH, UTEPaTHBHbIC 3aIIPOCHI
B mpoctpanctBe umen DNS. Cepsepa
nepecbuiku (Forwarders).

5 I'pynmoBas nonautrka

I'pynmoBasi MONUTHKAa Kak HHCTPYMEHT
anMuHHU-cTpupoBanus. IToHsATHE O00BEKTaA
TPYMIIOBOH TIOJIUTHKH. OOBEKTHI
TPYNIOBOH MOJMTHKH, CO3JlaBaeMble IpU
CO3/1aHUM JTOMeHa. JIoKallbHas TPYyNIoBast
nonutuka. CpencrBa KOH(PUTYpUPOBaHUS
TPYNIIOBOH mNoONUTHKY, KoHcoms GPMS
IMocnenoBaTeabHOCTD NpUMEHEHHS
00BEKTOB IPYIITOBOM HOJIUTUKH.
HcnonszoBanue ¢uistpoB WMI s
BBIOOPOY-HOTO HPHMEHEHHSI TPYIIOBOit
HOJINTHKU. Pe3ysb-THpYyoIas HOJIMTHKA
RSoP  (Resultant Set of Policy),
MHCTPYMEHTHI IS BBINIOJIHGHUS aHAIn3a
RSOP: wmactep pe3ynbTaToB TIpyIMIOBO
nonutukd (Group Policy Results Wizard),
MacTep  MOJEIMPO-BaHWS  TPYIIIOBOI
nomutukd  (Group  Policy  Modeling
Wizard), yTHIATA gpresult.exe.
[Mapamerpbl  OOHOBIEHHS  TPYNIIOBOM
HOJIUTHKH, TPUHYIUTEIbHOE OOHOBJICHUE
yrumuroii gpupdate.exe.

12

24

6 AJIMAHHCTPHUPOBAHKE
00bekToB AD.

[onpasaenenus (OU), cpencta co3manus
W aJMU-HUCTPUPOBAHUS, NPUMEHCHUE
TPYINOBO MOJUTHUKU K TIOAPA3ACTICHHUSIM.
OcHoBHBIE THUIBI  00BekTOB B AD:
MOJIB30BATENH, TPYIIBL, KOMIBIOTEPHL
ATpuOyTHl KaXOOro THma OOBEKTOB.
Co3nmanre W TMOUCK 00bekToB. CucTema
nMeHoBanus o0wbekroB: CN (Common
Name), DN (Distinguished), RDN
(Relative Distinguished Name).
)]enempOBaHMe AJIMUHUCTPATUBHBIX
33124 C TIOMOIIBI0O HACTPOWKH CITHCKOB
KOHTpOJsE joctyma o0bextoB. CpencrBa
ABTOMATHU3AIMK CO3JaHUS W KOHTPOIIS
00bekTOB B AD

12

24

HToro

36

36

72

144

5.2 IlepeyeHb J1a60PaTOPHBIX PadoT

1. PazBepteiBanue AD DS. Ilepemenienue poneit FSMO (12 4.).

2. Nzyuenune meTo0B paspemicHust uMeH B cetssx TCP/IP. Hactpoiika DNS

cepsepa (12 u.).

3. Uzyuenme o6ObektoB AD. Hactpoiika u mnpuMeHeHHE TpyHIOBOM

noauTuku (12 4.).




HpaKTI/I‘-IeCKaH moAroTOBKa IIpU OCBOCHHMHU JTHUCHHUIIIMHBI

IIPOBOJUTCA HCIIOCPCACTBCHHOI'O

nyTeM

BBIITOJIHCHU L

(Momynst)

00yYarOIIMMHUCS

OTIICJIBHBIX DJIEMEHTOB paboT, CBsA3aHHBIX C Oyaymied mpodeccruoHaIbHOMI
JEeSATEIbHOCTHIO, CITOCOOCTBYIOMIUX (DOPMUPOBAHMIO, 3AKPEIICHUIO U PA3BUTHIO
MPAKTUYECKUX HABBIKOB M KOMIETEHIMH MO MNpOQUII0 COOTBETCTBYIOIIEH
o0pa3oBaTeIbHON MPOrpaMMbl Ha TPAKTUYECKUX 3aHATUAIX:

Ne [lepeueHb BBINOIHAEMBIX 00YYarOIIMMHUCS dopmMupyemble
n/m OTJICJIbHBIX 3JIEMEHTOB padoT, npodeccuoHaNbHBI¢
CBSI3aHHBIX ¢ Oyaymeil npodecCHOoHAIBHON NesITETbHOCTHIO KOMIIETEHIHH

1 Hacrpoiika pa3pemenns umen NetBIOS. [1K-3, TIK-2

2 CrniocoOpl BKIItOUeHUs U oTkIroueHus nporokona LLMNR. [1K-3, I1K-2

3 Cpenctra Ldp.exe u ADSIEdit.exe mist mpocMoTpa u I1K-3, TIK-2
pEeAaKTHPOBAHUSI.

4 CpencTtBa KOHOUTYPUPOBAHUS TPYIIIOBON MOJUTUKH, KOHCOJIb [IK-3, TIK-2
GPMS TlocnenoBaTenbHOCTh MPUMECHECHHS

5 JlenernpoBaHue aAMUHUCTPATUBHBIX 3a/1a4 C TTOMOIIBIO ITK-3, T1IK-2
HACTPOMKU CIUCKOB KOHTPOJIs AocTymna 00bekToB. CpencrBa
AaBTOMATH3AIMU CO3JIaHHS U KOHTPOJISI 00BEKTOB B AD

6. MIPUMEPHASA TEMATHUKA KYPCOBBIX IPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT

B

COOTBCTCTBUHU C yqe6HBIM IINTaHOM  OCBOCHHUC OHMCHHUIIIIMHBI

HE

MpeayCcMaTPUBAET BBIMOJHEHUE KYpPCOBOTO MpOeKTa (paboThl) MM KOHTPOJBHOM

paboTHI.

7. OHEHOYHBIE MATEPHUAJIBI VIS ITPOBEEHUS
IHNPOMEXYTOUYHOU ATTECTAIIMU OBYYAIOIIIUXCA 11O

TV CTMIIIAHE

7.1. Onucanue moka3zaresieii 1 KpuTepueB OLEHUBAHUS KOMIETEHM
Ha pPa3IMYHBIX dTanax ux GopmMupoBaHus, ONMUCAHHUE IIKAJ OLlCHUBAHUS

7.1.1 DTan TeKkyuiero KOHTPOJsi

Pesynbrartel TEKyIIEro KOHTPOJIA 3HAHUM U MEKCECCUMOHHOM aTTECTAIMU
OLICHUBAIOTC 110 CIECAYIOLIEN CUCTEME:

«aTTECTOBAHY;

«HE aTTECTOBAHY.

Komme-
TEHIUSA

Pe3ysabTaThl 00y4eHus,
XapaKTepHu3yloume
copMHPOBAHHOCTH
KOMIeTeHITHH

Kpurepuun
OLICHUBAHNS

ATTECTOBaH

He aTTecroBan

[K-2

3HATH CIIOCOOBI
pasrpaHUYCHUS
JIOCTYTIA K TaHHBIM
Ha MPEINPUITUH

AKTUBHOE yuacTue B
YCTHBIX OIPOCax Ha
3aHATHUAX, TOTOBUT
JIOKJIaabI ¥ pedepatsl
10 U3Y9aeMbIM TEMaM

Brmmonuenue pador B
CPOK,
[IPEyCMOTPEHHBIN B
paboumnx mporpaMmax

Hesbinonnenune padot
B CPOK,
IIPEelyCMOTPEHHBIN B
pabounx mporpamMmax

yMETh
MPEIOCTABIIATH
JIOCTYTI K OOTITIM

Brimonnenue
nabopaTopHBIX paboT

Brimomaenue padboT B
CPOK,
MIPEAYyCMOTPEHHBIN B

Hespimomuenue padbot
B CPOK,
TIPEyCMOTPEHHBIN B




pecypcam paboumx nporpammax |pabodmx mporpaMmax
MOJIB30BATEISIM U

rpynmnam

BJIaJIeTh HaBBIKOM  |BwImonHenue Brmmonnenue pador B |HeBbinonHenue padoT
OTIpeNieIeHUs nmabopaTOpHBIX paboT CPOK, B CPOK,
Pe3yIbTHPYIOLIHUX HPEIYCMOTPEHHBIN B | IpexycCMOTPEHHBIH B

IpaB AOCTyIa K
o0mmM pecypcam

pabounx mporpaMmax

paboumnx mporpaMmax

IK-3

3HaTh IPHUHIHUIIBI
HOCTPOCHHS
UT-undpactpyxryp
BI TIPEATIPUSATHUS

AKTHBHOE y4acTHUE B
YCTHBIX OIIpocax Ha
3aHATHAX, TOTOBUT
JOKITIaAbI 1 pedepats
110 M3Y4aeMbIM TEMaM

Brimonaenne pabor B
CPOK,
[IPENYCMOTPEHHBIN B
pabounx mporpaMmax

Heswmonaerne pabot
B CPOK,
NIPEAYCMOTPEHHBIN B
pabounx mporpaMmax

YMETb UCIIOJIE30BaTh
cpencTaa
aIMUHUCTPUPOBAHUS
ceteBrix OC

Brmonaenne
1a00paTOPHBIX padbOT

Brmonaenne pabor B
CPOK,
IPENyCMOTPEHHBIN B
pabouux mporpaMmMax

Heswmonaerne pabot
B CPOK,
IIPEelyCMOTPEHHBIN B
paboumx nporpammax

BJIaIeTh HABBIKOM
aJIMUHHCTPUPOBAHHUS
UT-undppactpykryp
bl IPENPUSITHS

Brinonnenue
nabopaTopHbIX paboT

Brinmonnenue paboT B
CPOK,
IPeyCMOTPEHHBIN B
pabounx mporpaMmMax

Hesbimonnenue pabot
B CPOK,
IIPEelyCMOTPEHHBIN B
paboumx nporpammax

7.1.2 ITan npoMe:KyTOYHOT0 KOHTPOJIS 3HAHUI
Pe3ynbTaThl MpOMEXXyTOUHOTO KOHTPOJISl 3HAHUHM OIEHUBAIOTCS B / CEMECTpe
JUTsl OYHOM popMBI 00yUeHHUS 110 ABYXOaUIbHON CUCTEME:
«3a4YTCHO»
«HE 3a4TCHO»

PesyabTaTbl 00y4yeHus,

Komme- XapaKTepHu3yomue Kpurepun
TeHIUs CCINI))PM"PI:JBayHHl:CTB outl:ﬂnml:ﬂnﬂ 3aureno He saureno
KOMIIETCHIIUHU

[K-2 3HATh CTIOCOOBI Tect BrinonHenue tecta Ha | BrinonneHue meHee
pasrpaHryYeHus 70-100% 70%
JIOCTyIa K IaHHbIM
Ha NpeIIpUsSTUI
YMETh Pemenue IIpomemoHcTpUpOBa H | 3amadu He pelIeHBI
HIPEOCTABIATD CTaHJApTHBIX BEPHBII X0/ peleHNs B
JIOCTYIH K OOIINM MPaKTUYECKHX 33124 OoJIPIIMHCTBE 3373
pecypcam
MOJIb30BATENAM U
rpynmnamM
BIAJETh HABBIKOM Pemenne IIponeMoHcTprpoBa H | 3amadyu HE pEILIEHBI
OIpEeNEeNeHUs MPUKIIAJHBIX 33/1a4 B | BEPHBIH X0 pelIeHHs B
PE3YNBTUPYIOIIUX KOHKPETHOH GOJBIIMHCTBE 33714
IIpaB 10CTyna K MPEeIMETHON 00IacTH
o0muM pecypcam

IK-3 3HATb IIPUHIUIIBI Tect Brinonnenue tecta Ha | Brinonnenue meHee
MOCTPOEHHUS 70-100% 70%
UT-undpactpykryp
Bl IPEIIPHUSITHS
YMETb UCNONB30BaTh |Pemenue IIpomemoncTprpoBa H | 3amayn He pelIeHBI
cpencraa CTaHapPTHBIX BEPHBIN XOJ] pELICHMUS B
aIMUHUCTPUPOBAHUS |[IPAKTUUECKUX 3a4a4 OOJBIIMHCTBE 3a/1a4

ceTeBrix OC

BJIAACTH HABBIKOM
AIMUHUCTPUPOBAHUSA

UT-uadpactpykryp
bl IPEIIPUSATHS

Pemenue
MpPUKIIAJHBIX 337134 B
KOHKPETHOMI
IpeIMETHON 00J1acTH

IIponemoHcTpHUpOBa H
BEPHBII X0 peleHus B
OOoJIBIIMHCTBE 33134

3ama4un HE pemeHbI

1.2

IIpumepHbIT

nepeveHb

OICHOYHBIX

CpeacTB

(TUIIOBBIE

KOHTPOJIbHBIC 3a/laHUA WJIH MHbBIE€E MaTepHallbl, He00X0AUMBbIe AJIA OICHKH




3HAHUM, YMEHUI, HABBIKOB U (IJIH) ONbITA 1eATEJIbHOCTH)
7.2.1 llpumepHbIii NepevYeHb 3aJaHUM I MOATOTOBKHU K TECTHPOBAHUIO
1. Ymo nokaswieaem xomanoa netdom query fsmo?
a) 8bIBOOUM CNUCOK 6CEX POell X035€8 Onepayull U ux NPuHaoIeHCHOCHb
KOHMPOJLIEPaAM OOMeHA
b) omobpascaem oomawmnuii cepsep cemu
C) 6bI80OUM cnucok ponetl konmpoliepa «fSmoy domena «queryy
d) ewi600um cnucok poneii konmponrepa «query» domena «fsmoy
2. Kakas uz ocHacmox MMC He YCMAHABIUBAEMCS NO YMOIYAHUIO HA
KOHmMpoJLiep oomena?
a) ocnacmra «Cxema Active Directoryy
b) ocnacmra «/Jomenwvl u dosepuer
C) ocnacmka «Ilonv3zoeamenu u Komnviomepvly
d) ece ocnacmxu ycmawnasnusaromcs npu ycmawoske KOHMpOJiepd
domeHa
3. UYmo o3nauaem mepmun «paspeuierue umen»?
a) paspeuienue noib308amessim co30a8ams cebe umeHa
b) npeobpazosanue komnviomeprnvix umen 6 |P aopeca
C) npeobpazosanue |P aopecos 6 MAC-aopeca
d) npeobpazoseanue DNS umen 6 umena NetBIOS
4. Kaxue cucmembvl paspeulenus UMeH He UCHOIb3YIOM WUPOKOGeuameibHble
3anpocwvi?
a) DNS
b) NetBIOS
c) LLMNR
d) ece ucnonvzyiom
5.Kaxue cucmemvi paspeuienus umeH UCHONb3YI0mM MyIbmMUKACM-3anpocsl?
a) DNS
b) NetBIOS
c) LLMNR
d) ece ucnonvzyrom
6.Kaxas uz cucmem paspewenus umen ucnoavzyem ¢haiin hosts?
a) DNS
b) NetBIOS
c) LLMNR
d) ece ucnonvzyrom
7. Kaxas uz cucmem paspewenusi umen ucnonvzyem ¢aiin Imhosts?
a) DNS
b) NetBIOS
c) LLMNR
d) ece ucnonvzyiom
8. Kaxou mun obnacmu oeticmeusi epynnel ne cyujecmsyem ¢ Active Directory?
a) J0KanbHas
b) enobanvuas
C) Oomennas



d) ynusepcanvnas
9. K kaxum ob6vexmam AD nenv3s npumenums 2pynnogyio noIumuxy?
a) epynna
b) noopaszoenenue (OU)
C) caiim
d) oomen
10. Kakoti mun epynnot ne umeem SID?
a) epynna 6eszonacnocmu (Security Group)
b) epynna pacnpocmpanenus (Distribution group)
C) 6ce munwi epynn umeiom SID
d) nu oona uz munos epynn ne umeem SID

7.2.2 IllpumepHBIii IepeveHb 3a1aHUMH IS pellleHUsl CTAHIaPTHBIX 32124

1. Bam HyXHO cO37aTh CTaHIAPTHYIO OJOKMPOBKY pabouero crojia s
M0JIb30BATEJICH, KOTJ]Ja OHU BXOJIAT Ha KOMITBIOTEPHI B KOH(EPEHI[-3al1axX
U y4eOHBIX ayauTopusix KoMmranuu. Bel co3nanu 00bekT GPO ¢ umenem
Public Computer Configuration u orpaHudeHUSIMH pabOyero CTroJa,
onpeneneHHbiMu B y31e Kondwurypanus nonb3oBatens (User
Configuration). Kakue n0omosHUTENbHBIE NEUCTBUS HY>KHO BBITIOJHUTH?
(Vxaxute Bce BapuaHThl. Kaxkaplii MpaBUIBHBIN OTBET SIBIISAETCS JIMIIb
YaCThIO MOJHOTO PEIICHMUS.)

a) Bkawuuth mapaMerp NmoJUTHKU PexxmM o0padoTKHM 3aMbIKAHUS
1MoJib30BaTebCKON rpynnoBoid moautuxku (User Group Policy
Loopback Processing Mode).

b) Ceszare GPO ¢ mopapasaeneHueM, COICpXKAIIUM YYETHBIC 3aruCh
ITOJIb30BATEIIEH.

C) brokupoBaTh HacleAOBaHHE B  IMOJPA3ICIICHUH, COJAEPIKAIIeM
KOMITBIOTEPHI KOH(DEPEHI[-3aJ1a U YUYCOHBIX ayIUTOPHIA.

d) Ceszate GPO c¢ mnoapasnejieHneM, COAEpPKAIMM KOMIBIOTEPHI
KOH(epeHL- 32J1a U y4eOHBIX ayIUTOPHIA.

2. Ilonw3oBarens 0OpaTUIICS C OTAEN CIPABKU OPTaHU3AIMH M COOOIIUI O
mpo0jemMax, KOTOpble MOTYT OBITh CBSI3aHBI C HEJJABHUMH W3MEHEHUSIMU
IPYNIIOBOM IMOJMTUKH. BaM HYXHO TNpoaHAIM3UPOBATh JIaHHBIC
00pabOTKM TPYNIOBOW TOJUTHUKKM B CHUCTEME TMosb3oBarens. Kakue
MHCTPYMEHTBHl MOXXHO HCIIOJIb30BaTh JJIsl yAaleHHOro cbopa 3Toi
uHpopmaruu? (YkaxuTe Bce BapUaHTHI.)

a) Macrep MonenupoBanus rpynmnoBoit monmtrku (Group Policy
Modeling Wizard).

b) Macrep pe3yiabTaToB rpynnoBoii nojutuku (Group Policy Results
Wizard).

¢) Komanma Gpupdate.exe.

d) Komanpga Gpresult.exe.



e) Komanma Msconfig.exe.

3. Bam Hy)kHO co37aTh CTaHAAPTHYIO OJIOKUPOBKY pabouero crona s
[I0JIb30BATENEN, KOI/Ia OHU BXOJAT HAa KOMIBIOTEPHI B KOH(EPEHI-3a1ax
U y4eOHBIX ayAUTOpHsIX KoMnaHuu. Bel coznanu o6sexT GPO ¢ numenem
Public Computer Configuration u orpaHuueHUsIMH pabOyero CroJa,
onpeneneHHbiMu B y31e  Koudurypamus nonb3oBarens  (User
Configuration). Kakue nonosHuTenbHbIE 1EHCTBUS HYKHO BBIIOJHUTH?
(Yxaxute Bce BapuaHThl. Kakaplil MpaBUIBHBINA OTBET SBIJIAECTCS JIMILb
YaCThIO MOJHOTO PEIICHMS.)

a) Briouuth mapamerp noautuku Pe:xxmm 00padoTku 3aMbIKAHUSA
noJjib3oBarebckoil rpynnopoii moautuku (User Group Policy
Loopback Processing Mode).

b) Ceszare GPO ¢ mopapasaerneHueM, COICpXKAIIUM YYETHBIC 3aIuCH
II0JIb30BATEIIEH.

C) brokupoBaTh HacleAOBaHHE B  TMOJPA3JCIICHUH, COJACPIKAIIeM
KOMITBIOTEPHI KOH(EPEHI[-3aJ1a U YYECOHBIX ayIUTOPHIA.

d) Ceszate GPO c¢ moapa3nejieHneM, COAepPKAIMM KOMIBIOTEPHI
KOH(epeHLI- 32J1a M Y4eOHBIX ayIUTOPHIA.

4. Tlonb3oBarenb oOpaTUIICS C OTAEN CIPAaBKU OPraHU3ALMU U COOOIIMI O
npobiiemMax, KOTOpble MOTYT OBITh CBS3aHBI C HEJABHUMHU M3MEHEHHUSIMU
TPYNIIOBOM  TMOJMUTHKKA. BaM HYXHO TIpOaHaIU3UPOBATh JTaHHBIC
00pabOTKM TpYNMNOBOM MOJUTUKKA B CHUCTEME ToJib3oBarensa. Kakue
WHCTPYMEHTBl MOXHO HCIIONB30BaTh ISl yAaJeHHOro cbOopa 3ToM
nHpopmanuu? (Ykaxure Bce BAPUAHTHI. )

a) Macrep MonenupoBanus rpynmnoBoit monmtrku (Group Policy
Modeling Wizard).

b) Macrep pe3yjbTaToB rpynmnoBoii nojutuku (Group Policy Results
Wizard).

c) Komanmga Gpupdate.exe.

d) Komanna Gpresult.exe.

e) Komanma Msconfig.exe.

5. Bwer paGoraere agmunuctpatropom B kommanuu OOO «Crpoit/lom».
Homen stroydom.com comepxut msath 00bekToB GPO, cBsi3aHHBIX C
JIOMEHOM, OJIMH U3 KOTOPBIX KOH(MUTYPUPYET SKPAHHYI 3aCTaBKy C
MApOJIbHOW 3alIATON U TaMMayT 3KPaHHOM 3aCTaBKU B COOTBETCTBUHU C
TpeOOBAaHUSIMU KOPIIOPATUBHOW MOJUTHUKU. HekoTopeie moJib3oBaTenu
KaAITYIOTCSI, YTO UX SKpaHHas 3acTaBKa He 3amyckaercs yepe3 10 MuH, kak
oXxkuaanoch. Kakyro HYXHO BBITIOJTHUTH KOMaH]y, YTOOBI OMpPEACIUTh
npumeHsieMble 00bekThl GPO?

a) Gpresult.exe.
b) Gpresult.exe -computer.



c)
d)

a)
b)
c)
d)

b)

c)
d)

€)
f)

9)
h)

Gpresult -scope computer
Gpupdate.exe /Target:User

6. B HOBOM mpoekTe TpeOyeTcs, 4TOObI MOJIL30BaTENId B BallleM JOMEHE U
JIOMEHE MapTHEPCKON OpraHu3aluy MUMeNr JOCTYyN K OOIIel mamke Ha
BameM (aitioBoM cepBepe. ['pynmy Kakoro Tuma cCiemyeT co3iaTh IS
YIPABJICHUS TOCTYNOM K 3TOM oOuieit namnke?

YHUBEpCaTbHYIO TPYIITy 6€30MacHOCTH.

JlokajibHy10 rpynny 0e30MacHOCTH B JIOMEHe.

['no6anpHyto rpymnmy 0€30MacHOCTH.

JlokanpHyIO TPyMIy pacCIpOCTpaHEHUs B JOMEHE.

/. Bam nomMeH cofepUT rpymniy pacnpoCcTpaHEHHs] C UMEHEM
OOHOBNIEHNE KOMITAaHUHU. YKa3aHHAas IPyIIa UCIOJIb3YyeTCs s
IEPECHUIKH €€ WIEHaM HOBOCTEH KOMITAHHUU 1O AJIEKTPOHHOU noute. Bol
PELINIIN MO3BOJIUTh BCEM YIEHAM I'pYyMIbl y4aCTBOBATh B IOATOTOBKE
MH(POPMAIIMOHHOTO OIOJIJIETEHSI U CO3JaJIN AJIsl ATOro OOIIYIO MMAarnKy Ha
¢aitnoBom cepBepe. UTo HyKHO cAeNaTh, YTOObI pa3pelinTh YWieHaM
IpyNIbI TOCTYII K 3TOM oO1el nanke?

a) HasHauuTh 151 TPYIIBI JIOKAIBHYIO 00J1aCTh JICHCTBUS B JIOMEHE.

b) HasuauuTth /i TpyIIbl YyHUBEPCATBHYIO 00J1aCTh ICHCTBHSL.

c) Mob6aButh rpymmy pacrnpoctpaneHus B rpymimy [loib30BaTenu joMeHa
(Domain Users).

d) Ucnoab3oBaTth koManay DSmod ¢ nmepekiiiouaresiem -SeCgrp yes.

8. B momene stroydom.com BbI cO31aH TJIO0ATBHYIO TPYIITY O€30MaCHOCTH
¢ nmeHem KopropatuBHble MeHeKepbl. Kakue dWieHbl MOTYT OBITh
BKJIFOUEHBI B ATy TpyIiy (YKaxuTe BCE BapUAHTHI.)

['mob6anbHas rpyrmna MeHemKepsl 1o MPoiakaM B IOBEPEHHOM JIOMEHE
fahrikam.com nmapTHepckoi KOMITaHUU.

['moGanbHas rpynmna MeHemxepsl 0 MpoaaxkaM B JomeHe tailspintoys.com
neca stroydom.com.

Bacun A.B, nosb30BareJb B 1oMeHe tailpintoys.com Jeca stroydom.com.
Ilerpos U.B., mosab30BaTesib B 10BepeHHOM aoMeHe fabrikam.com
NAPTHEPCKOI OpraHu3aumu.

HNBanos U.U., noab3oBaresb B JoMeHe stroydom.com.

I'1o0anbHas rpynna AAMUHHCTPALMS OTAeJAa MPOJIAXK B IOMEHe
stroydom.com.

JlokanpHas rpynna Kommepueckue aupextopa B JjoMeHe stroydom.com.
YHuBepcanpHas rpymmna MeHemkepsl 1o npojaxam B benopyccuu B siecy
stroydom.com

7.2.3 llpumepHbIi epevyeHb 3a1aHUi AJ1s1 pellieHUus1 NPUKJIATHBIX 327124
1. O6HOBUB agpec KIUEHTCKOTO KOMITBIOTEPA, BBl 3aMETHIIH, YTO



nokanbHbli DNS-cepBep HEKOpPEKTHO pa3pelaeT uMsi KOMITbIOTEPA Ha
ocHOBe nH(opMaluu u3 k31a. Kak OpicTpeit BCEro pemmrhb 3Ty
npoOeMy?

a) Ha DNS-cepBepe B KOMaHIHO# CTPOKe BHINOJHUTH KoManay dnscmd
Iclearcache.

b) Ilepesarpysuts ciry:x0y DNS-kimuent (DNS Client) Ha KITHEHTCKOM
KOMITBIOTEPE.

C) Ha kImeHTCKOM KOMITBIOTEPE CEpBEPE B KOMAHIHOW CTPOKE BBHIIOJIHHUTH
komanay ipconfig /flushdns.

d) Ilepe3arpy3uth Bce KOMIBIOTEPBI, DNS-KIHCHTHI.

2. Brbl paboTtaete Ha komnbioTepe o yrpasienuem Windows Server 2008
R2 ¢ umenem Server0l m HE MOXKETE MOIAKIIOUUTHCA K KOMIIBIOTEPAM
Windows XP B jokanbHOW ceTH, yKa3blBas MX HMEHa B (opmare
UNC-nytu (Hanpumep, \\kommbioTep: > UTO HYXHO CIeliaTh, Y4TOOBI
KOMIIBIOTEP MOT MOJAKIIIOUATHCS K ATUM MallluHaMm?

a) Ha xommbrotepe ServerO1 Bkimtounth IPv6. I

b) Otkmtounts IPVv6 Ha kommbroTepe Server0l. 1

C) Bxurounth Ha koMmbroTepe ServerOl mpotokon LLMNR. . 11

d) Ha komnbiotepe Server01 Bkiawuntsh NetBIOS.

3. B cern xomnanuu ecth cepep DEVSRVOI, Ha koTopoM XpaHutcs
koH(punenunanpbHas nHpopmanus. Komnetorepy DEVSRVO01 nHaznauen
cratnueckui [P-anpec B M301MpOBaHHOM MOJICETH, U HA HEM OTKJIIOYEH
npotokos NetBIOS. B uncne npyrux mep 3amuThl 3TOr0 KOMIBIOTEPA
BBI XOTUTE MIPEAOCTAaBUTH AOCTYI 110 ceTh K DEVSRVO01 1 Bo3MOKHOCTB
pazpeuieHusi ero uMeHu B [P-ampec TOIbKO TATH ONpenerIeHHBIM
KOMIIbIOTEpaM. DTH MATh KOMIBIOTEpOB, U kommbioTep DEVSRVO01
pacrojoXeHbl B pa3HbIX 3AaHUAX Oosbuioro kammyca. Kak 3anpetutsb
BCEM KpOME€ TISITH YKa3aHHbIX KOMIIBIOTEPOB pa3peliaTb HUMs
DEVSRVO0I1 B IP-agpec?

e) He nacrpanBath DNS-cepBep Ha DEVSRV01, a Ha nsaTu
KOMIIbIOTepax yka3zatb ums u aapec Research01 ¢gaiine HOSTS.

f) Hactpouts Ha DEVSRVO01 DNS-cepBep, 1 Ha 3TOM cepBepe HaCTPOUTh
3anuch A komnbiotepa DEVSRVOI tak, yToOBI JOCTYN K HEW UMENH
TOJIBKO TISITh OMPEAEIICHHBIX KOMIIBIOTEPOB.

g) Hactpouts Ha DEVSRVO01 GpanamMayasp, KOTOPbIH OJOKHUpPYET
DNS-3amnpocsl co Bcex KOMIBbIOTEPOB KPOME YKa3aHHBIX IISTH. i}

h) Hacrpouts Ha DEVSRVO01 npotokoun [Psec Tak, 4To0bI OH OJI0KHpOBa
BCE MOAKIIOYEHUS 32 UCKIIFOUEHHEM UCXOASIINX OT MSITH ONpPEAESIEHHbBIX
KOMITbIOTEPOB.

4. Bel HacTpauBaete HOBbIM DNS-cepBep B opranuzainuu. TpeOyercs
HACTPOUTH €T0 TaK, YTOOBI €ro KOPHEBBIMU CEPBEPAMU OB KOPHEBBIC
cepBeEpbI OpraHu3anuu. YTo cieayer npeanpuHsITh?

a) 3amenuts ¢aiia Cache.dns HOBOIi Bepcueii ¢ KOpHEeBBIMH CEpBepaMu
KOMIIAHMHU.



b) Usmenuts daitn HOSTS, yka3aB nMeHa 1 ajipeca KOPHEBBIX CEPBEPOB
OpraHH3aIny.

c) M3menuts daitn Lmhosts, yka3aB nMeHa 1 ajpeca KOPHEBBIX CEPBEPOB
OpraHU3alLVH.

d) Hactpouts HOBBINF DNS-cepBep Ha epechUIKy 3allpOCOB HAa KOPHEBBIC
CEpBEphI OpraHU3alHu.

5. Kommamus wnmeer mrab-kBaptupy B Hplo-HMopke u  ¢umman B
CakpamenTo. B atux oducax ects qomensl Active Directory ¢ umeHamu,
COOTBETCTBEHHO, ny.lucernepublishing.com u
sac.lucernepublishing.com. HyHo, 4TOOBI TOJB30BATEIM B KakKIOM
oduce MOrIM pa3peniaTh UMEHa U IPOCMATPUBATh BHYTPEHHIOIO CETh B
npyrom oduce. Kpome toro tpedyercs, 4ToObI MOJIB30BATEIN B KaXKI0MH
CEeTH MOTJIM BBINIOJNHATH pazpemienrne umeH B Muatepnere. Kak
ckoH(purypupoBate DNS-cepBepsl B kaxaoM oduce?

a) Hactponth KopHeBble cepBepbl B oduce B Hplo-opke, a 3aTeM
CKOHUTYpHupoBaTh cepBepbl B CakpaMeHTO IJIsl TIEPEChUTKU 3alpOCOB Ha
KOpHEBbIe cepBepbl B Hpio-Mopke.

b) Hactpouts DNS-cepBep B kaxmoMm oduce s MEPeChbUIKA 3alpOCOB Ha
BHEIIIHUI CEPBEP NEPECHUIKHU.

c) Ucnoab30BaTh YCJIOBHYKW MNepPechbUIKY H HACTPOUTH POAUTEIbCKHE
DNS-cepeepsl B Hblo-Mlopke Ha mepechLIKy 3ampocoB J0OMeHa
sac.lucernepublishing. com na DNS-cepBepsi B Cakpamenro.
Hacrpouts poaurenbckue DNS-cepBeppl B CakpaMeHTO Ha
nepecbUIKY 3ampocoB JaoMeHa ny.lucernepublishing.com Ha
DNS-cepepsi B Helo-Hopke.

d) Hacrpouts pomutensckue DNS-cepBepsl B Hbm-ﬁopKe Ha IMEPECBUIKY
3anpocoB Ha poxutenbckuii DNS-cepBep B Cakpamenrto. Hactpouts
pomutenbckrue DNS-cepBepsl B CakpaMeHTO I MEPECHUIKK 3alIPOCOB Ha
ponurtensckuii 1 DNS-cepsep B Hero-Hopke.

6. Hamo moBeicuTh 6e30macHocTh DNS-cepBepoB U CHU3UTH BEPOSTHOCTH
W3MEHEHUSI JAHHBIX HA HUX 3JIOyMbIIUICHHWKaMu. Kakas wu3
MIPUBEICHHBIX HU)KE KOMaHJ] TO3BOJIUT PEIIUTh 3a1a4y?

a) dnscmd /Config /SocketPoolSize 2500

b) dnscmd /Config /SocketPoolExcludedPortRanges 0-2000
¢) dnscmd /Config /CachelLockingPercent 90

d) dnscmd /Config /LocalNetPriority 1

7. Bol paboraere agmunuctpatropom B komnanuu OOO «Crpoit/lom». Jlomen

Stroydom.com cocTouT U3 ABYX y3J0B. B riaBHOM oduce 0 uH KOHTPOJLIEP

nomena SERVEROT cayxur cepBepoM rinobamsHoro karaigora GC wu
BBITIOJIHAET BCE IISITh POJIEM XO34€B Oonepanui. Bropoil KOHTpoJUIEp TOMEHA B

rnaBHoM oduce, SERVEROZ, - e cepep GC u He BBINOJIHSIET POJU X035ICB



omepanuii. B ¢unnane xonrpomep nomeHa SERVERO3 takxe CayKuT
cepBepoM GC. Kakoe M3MeHeHrEe HY)KHO BHECTH B Pa3MEIICHUE POJICH XO035CB

oreparuii?

a) Ilepenectu posb xo3suHa uHGpacTpykTypsl Ha SERVERO03.

b) Ilepenectu pons xo3suna RID na SERVERO02.

c) Ilepenectu ponb xo3suna cxemsl Ha SERVERO02,

d) Ilepenectu poib xo3suHa uMeHoBaHus foMeHoB Ha SERVERO03.

e) Ilepenectu poab xo3simHa nHPppacTpykrypst Ha SERVERO02.
8. BrI paboraere anmunuctparopom B kommnanuu OO0 «CtpoitZlom». Jlec

KOMITAaHUHM COCTOHUT U3 JABYX JoMeHOB — Stroydom.com u

windows.stroydom.com. B Hacrosiee BpemMsi KOMIIBIOTED
SERVERO02.windows.stroydom.com BBITIOJIHSET BCE MATh POJICH X035€B

orepanuii. Bel cobupaerech ynanuts tomeH windows.stroydom.com u

IMCPCMCCTUTDL BCC YUCTHBIC 3aIlIMCH B JTOMCH Stroydom.com. Bam

HE0OX0IMMO MEPEHECTH BCE POJIH X035€B OIepaIyii Ha
SERVERO01.stroydom.com. Kakue posu X035€B orepanuii cieayeT
nepeHect? (YKaXuTe BCE BApUAHTHI.)

a) Xo3siMH HHPPACTPYKTYPHI.

b) PDC-smymnsrop.

c) Xozsmu RID.

d) Xo3samH cxeMbl
e) Xo3siMH HMEeHOBAHUsI /IOMEHOB
9. »iBB1 paboraere ammuuuctparopom B kommanuun OOO «Crpoit/lomy».
Homen stroydom.com COAEpKUT MATh KOHTPOJJIEPOB. Bam HyXHO
MEPEMECTUTh pomu X035I€B ornepauui JOMEHa Ha
SERVERO02.stroydom.com. Kakue xo03s5€Ba [TOJKHBI TEpeMEIIeHbI?
(YkaxuTe Bce BApUAHTBHIL. )
a) Xo3simH HHPPACTPYKTYPHI.
b) PDC-3myusitop.

c) Xo3smu RID.

d) Xo3suH CXEMBI.
e) XO03siMH UMCHOBAHHS JOMEHOB.
10.Bam myxHO pa3BepHyTh 00beKT GPO ¢ umenem Stoydom Lockdown,
KOTOPBIN IPUMEHSIET KOH(PUTYPAITUIO KO BCEM TOJI30BATEIISIM B
komnanuu OO0 «Crpoiigom». OIHAKO 3TU TapaMeTPhl HE TOTHKHBI
MPUMEHATHCS K YJIeHAM TPyNIbl ATMUHACTpATOPhI foMeHa (Domain
Admins). Kak BbITIOJTHUTH 3Ty 3a7a9y?

a) Cassarb 00bekT Stoydom Lockdown ¢ momeHoMm, a 3aTeM MIENKHYTh TOMEH



IIPAaBOM KHOIIKOM MBIIIY U BBINIOJHNATH KOMaHAy biiokupoBaTe HacienoBaHue
(Block Inheritance).

b) Cesizath 06bekT Stoydom Lockdown ¢ 1oMeHOM, IIEJIKHYTH NpPaBoi
KHOIIKOW MBIIIM NMOAPa3Je/ieHHe, COAep:Kallee yYeTHbIe 3allUCh Bcex
NnoJib30BaTesieil rpynmnbsl AAMUHUCTPATOPbI JoMeHa (Domain Admins),
A BBIIOJHUTH KoMaHay buaokupoBars HaciaegoBanue (Block
Inheritance).

c) Cemartb 00bekT Stoydom Lockdown ¢ qomeHnom, a 3aTeM JJisi TPyNNbI
AZIMMHHCTPATOPbl [IOMEHa 3anpeTUTh MNpPUMeHEeHHe TPYyNIOBOii
nosutuku (Deny Apply Group Policy).

d) Ceszare Stoydom Lockdown ¢ momeHoM, a 3aTeM OTKOH(HUTYPHpPOBATH
¢unbTpbl Oe3omacHocTu i npumeHeHuss GPO k rpymnne Ilons3oBarenu
nomeHa (Domain Users).

7.2.4 IlpumepHbIii NepevyeHb BONMPOCOB JIS1 MOATOTOBKHU K 3a4eTy

1.  Cnoco0Obl opraHM3any CETHU: OJHOPAHTOBBIE CETH U CETU Ha OCHOBE
BbIJIC-JIECHHOTO cepBepa. Monens padoueit rpymibl. [IpenMylinecTBa U HETIOCTATKU
MoieNid paboyeil Tpybl.

2. Mopenb nomena. [IpenmMyriecTBa 1 HEIOCTATKU MOJIENH JIOMEHA.

3. Tlomstue cmyxObl katamoroB. Karamor u ciayx0a katamoros Active
Directory Domain Services (AD DS). Ocunosubie ¢pynkimu AD DS.

4.  O®wusnueckas ctpykrypa AD. Untepdeiicet k AD DS.

5. Cepsepnl TmobanpHbix KaTasoroB Global Catalog. Konrtposteps
nomeHa ¢ nmpaBoM yterunss RODC.

6. Mactepa Onepanuii. [lepemenienue poneit MaCTEpOB OINEpaALUH.

7. Jlornueckas ctpykrypa AD DS. Pa3nen, nec, nepeBo, TOMEH, CaThI.

8.  Opranuzanuonnas equuuna OU. Haznauenne OU.

9.  Uuctpyments anmuuauctpupoBanus AD.

10. Paspemenne umen B cetsx Windows Server 2008. LLMNR (Link
Local Multicast Name Resolution).

11. Pazpemenue umen NetBIOS. Tumnsr y3noB NetBIOS. JlocTtouncTBa u
He-nocTaTku paspenieHus umeHn NetBIOS.

12.  Konnermmms DNS. Jlomennsie nmeHa. Kommonentsl DNS: cepBepsl,
30HbI DNS.

13.  Konmnenuus DNS:pacnio3znaBatens DNS, Tumnsl 3anuceit pecypcos.

14. Dransl BemoaHeHus 3anpocoB DNS. Forwarders, kopHeBbie cepBepbI.

15. Tlonsitue rpynnoBod moauTUKA. OOBEKTHl MPUMEHEHHUS T'PYIIIOBON
MOJTU-THKU. AIMUHUCTPUPOBAHKE C TIOMOIIBIO TPYIIITOBOM MOJUTHKH.

16. TI'pynnoBas mnonutuka. OOHOBJIEHHE TPYNIOBOM  MOJUTHKH.
ABTOMAaTH3a-111s1 aIMUHUCTPATUBHBIX 33J1a4 C TIOMOIIbIO TPYIIIIOBOM MOJIUTUKH.

17. T'pynnoBas nonutuka. Pe3ynbrupyromias nonautvka. VHCTpyMEHTBI
JUTSL BHITIOJTHEHUS aHANIM3a PEe3yIbTUPYIOUIEH MOTUTUKH.

18. OoObexter AD. Ilomp3oBarens. CpoiicTBa moib3oBareis. User Logon



Name, User Principal Name, Canonical Name.

19. O6nextol AD. I'pynma. Tunel rpynmn. O61acTh 1eHCTBUS TPYIIHL.

20.  O6bextTsl AD. Komnbiorep. CBolicTBa 00BEKTa KOMITBIOTED

7.2.5 IlpumepHBbIlii epevyeHb BONMPOCOB K IK3aMeEHY

He npenycMoTpeHO y4eOHBIM TUIAHOM

7.26. MeToauka  BBICTABJIEHUSI OLEHKH TIPUM  NPOBeJeHUU
MPOMEKYTOUYHOM aTTECTAUU

DK3amer nposoOUmMCcs N0 mecm-ounemam, Kaxicowvlli U3 KOMopwvlx COOepIHCUM
10 eompocos u 3aoauy. Kaowcowiti npasunvHulii omeem HA 60nNpoc 6 mecme
oyenusaemcss 1 6annom, sadaua oyenusaemcs ¢ 10 6annos (5 b6annos eepnoe
peutenue u 5 6annoe 3a eepHuiil omeem). MaxkcumanvHoe KOIULecmeo HAOPaAHHbIX
bannos — 20.

1. Oyenxa «Heyooenemseopumenvrnoy cmasumcs 8 ciyuae, eciu CHMyOeHm
Habpan menee 6 6anno08.

2. Oyenka «YooenemeopumenvHoy cmagumcs 68 ciaydae, eciu CHmyOeHm
naobpan om 6 0o 10 b6annos

3. Oyenka «Xopowoy cmasumcs 6 ciyuae, eciu cmyoewm Haopanr om 11 oo
15 6annos.

4. Oyenxka «Omauuno» cmaeumcs, eciu cmyoeum nHabdpan om 16 oo 20
bannos.

7.2.7 TlaciopT OLIEHOYHBIX MATEPHAJIOB

Kontpomupyemsie pasaenst Kon .| HammenoBaHme OLleHOYHOTO
Ne n/m KOHTPOJIMPYEMOi
(TeMbl) AMCLUUIUINHBI cpeacTBa
KOMIICTEHIHH
1 Mogenu opranu3zanuu I1K-2, TIK-3 Tect, koHTpONBbHAS paboTa,
ceTeBoi HH(MPACTPYKTYPHI. 3aIKuTa Jab0paTopHbIX pabor,
3amura pedepara, TpeOGoBaHUsA
K KYPCOBOMY TIPOEKTY. ...
2 Cnyx0a KaTanoros [1K-2, T1K-3 Tecr, 3amuTa 1a60paTOPHBIX
npeanpustus. Cioyx0a pabot
katanoros Active Directory .
®usznyeckas crpykrypa AD
DS.
3 Jlormueckas crpykrypa AD  |TTK-2, TTK-3 Tecr, 3ammuTa 1a60PATOPHBIX
DS. UHCTpyMEHTHI pabor
apmuaucTpupoBanus AD DS
4 Pa3penienne nmen B [1K-2, T1K-3 Tecr, 3amuTa 1a00paTOPHBIX
JIOKaJIBHBIX U TJIOOATBHBIX pabor
ceTsax. [IpocTpancTBO MMEH
DNS
5 ['pynnoBas noauTHKa [1K-2, TIK-3 Tecr, 3amuTa 1a60paTOPHBIX
pabot
6 AJIMUHHCTPUPOBAHUE I1K-2, T1K-3 TecrT, 3amuTa 1a00paTOPHBIX
pabot




00BekToB AD.

7.3. MeToaguueckue MaTepuajibl, ONpeaessiioNIde  TNPoUEayPbI
OlleHUBAHMS 3HAHM, yMEHHIi, HABBIKOB U (/M) ONBITA 1eSITEIbHOCTH

TectupoBanme OCYIIECTBISICTCA, JHOO0 TPH TIOMOIIM KOMITBIOTEPHOU
CHCTEMBI TECTUPOBAHUA, JTMOO C HUCIOJIH30BAHUEM BBIJAHHBIX TECT-33JaHU Ha
OymaxxHoM Hocutene. Bpemss tectupoBanus 30 MuH. 3aTeM OCYLIECTBISETCS
IpOBEpKa TeCcTa HK3aMEHATOPOM U BBICTABJSIETCS OLIEHKA COIJIACHO METOJUKU
BBICTaBJICHUS OIICHKU MTPH MPOBEICHUN MTPOMEKYTOUYHON aTTECTAIUH.

Pemenne craHmapTHBIX 3amad  OCYIICCTBISETCS, JMOO TPH TIOMOIIU
KOMITBIOTEPHON CUCTEMBI TECTHPOBAHUS, JINOO C UCIIOIH30BAHUEM BBITAHHBIX 3314
Ha OymakHoMm Hocutene. Bpems pemenus 3agad 30 MuH. 3aTeM OCYIIECTBIIACTCS
IpoBepKa peIIeHHs 3a7ad SK3aMEHATOPOM M BBICTABISIETCA OILIEHKA, COTJIACHO
METOJ/IMKH BBICTaBJICHUS OIICHKHU MIPH MPOBEACHUN TPOMEKYTOUYHOMN aTTECTAIIHH.

Pemenne mnpukiagHBIX 3adad  OCYIIECTBIACTCS, JMOO TIPU TOMOIIU
KOMITbIOTEPHON CUCTEMBI TECTUPOBAHUSA, JINOO C UCTIOIH30BAHUEM BhIJJAHHBIX 33144
Ha OyMakHOM HocuTelne. Bpems pemenus 3agauy 30 MuH. 3aTeM OCYIIECTBISETCS
IpOBEpKa pEIIeHUs 3aJad 3K3aMEHAaTOPOM U BBICTABIISICTCS OIEHKA, COTJIACHO
METO/IMKH BBICTaBJICHUS OLICHKHU MIPH MPOBEJCHUU TPOMEKYTOUHOM aTTeCTAIINH.

8 YYUEBHO METOJIUYECKOE U UH®OPMAILIMOHHOE
OBECIHHEYEHUE JUCHHUIIJINHBI)

8.1 IlepeueHb y4eOHOIi JHUTEpPaTypbl, HEOOXOAUMOW /IJIsi OCBOEHHS
TUCITUTITTHHBI

1. Yuorcuxos, J[. B. Memooonozus enedpenus Microsoft Active Directory :
yueonoe nocooue / J[. B. Yuocuxos. — 3-e uzo. — Mocksea, Capamos :
Unmepnem-Yuusepcumem Unpopmayuonnvix Texnonoeun (MHTYUT), Au Ilu Ap
Meoua, 2020. — 199 c. — ISBN 978-5-4497-0329-3. — Texcm : snekmponnwiii //
IPR SMART : [caiim]. — URL: https://www.iprbookshop.ru/89444.html (oama
oopawenus: 24.08.2021). — Peowcum docmyna.: 05t agmopusup. noib308ameinel

2. JKepoes, A. A. Aomunucmpuposanue UHDOPMAYUOHHBIX CUCEM
npaxmuxym/ A. A. Kepoes. — Mockea : zoamenvckuit JJom MUCuC, 2017. — 110
c. — ISBN 978-5-906846-77-8. — Texcm : snekmponnwiti // IPR SMART : [catim].
— URL?: https.//www.iprbookshop.ru/78546.html (oama obpawenus: 24.08.2021).
— Peoicum oocmyna: 0nist asmopusup. noib3oeameinei

3. Muxaiinos, B. B. Aomunucmpuposanue uUHGOPMAYUOHHBIX CUCHEM :
yuebHoe nocooue / B. B. Muxatinos. — beneopoo : Beneopoockui
2ocyoapcmeennvlil mexuonocudeckuti ynueepcumem um. B.I. [llyxosa, I6C ACB,
2017. — 112 c. — Texcm : snexkmponnviti // IPR SMART : [caiim]. — URL:
https://www.iprbookshop.ru/80407.html  (0ama obpawenus: 24.08.2021). —
Peoicum oocmyna: ona asmopusup. Ilonvzosamenet

4. Hecmepos, C. A. Ananuz u ynpaeieHue puckamu 6 UH@OPMAYUOHHBIX
cucmemax Ha 6aze onepayuonHvlx cucmem Microsoft . yuebnoe nocooue / C. A.

Hecmepos. — 3-e uzo. — Mocksea, Capamos :@: Humepnem-Ynusepcumem
Ungopmayuonnvix Texnonoeun (MHTYUT), A Ilu Ap Meoua, 2020. — 250 c. —



ISBN 978-5-4497-0300-2. — Texcm : asnexmponnviii // IPR SMART : [cauim]. —
URL: https://www.iprbookshop.ru/89416.html (0ama oopawenus: 24.08.2021). —
Peowcum oocmyna: ons asmopusup. Ilonvzosameneii
5. Ausenc, K. Aomunucmpuposanue Microsoft Windows Server 2003 :
yuebnoe nocooue / K. Aueenc. — 3-e uzo. — Mockea . Unmepnuem-Ynusepcumem
HUngopmayuonnvix Texnonoeuu (MHTYHUT), Aii Ilu Ap Meoua, 2021. — 486 c. —
ISBN 978-5-4497-0853-3. — Texcm : anexmpounwiii // IPR SMART : [caiim]. —
URL: https://www.iprbookshop.ru/101986.html (0ama obpawenus: 24.08.2021). —
Pesxcum oocmyna: ona aemopusup. nonvzosamenetl
8.2 Ilepeyenbr WHGOPMANMOHHBLIX TEXHOJOTHi, WCMOJb3yeMBbIX NPH
OCYIIIeCTBJICHUH 00pa30BaTeJIbHOTO MpoIecca Mo JTUCHUILUINHE, BKJIOYAsi
nepeyeHb  JIMIEH3HMOHHOI0  TPOrpPpaMMHOro  olecrmedyeHHsl, PecypcoB
nHGOPMAIMOHHO-TEJIEKOMMYHHKAIHOHHOH ceTH «AHTEepHET», COBPEeMEeHHbIX
npodecCHOHAIBLHBIX 023 JaHHBIX H HH(POPMALMOHHBIX CIPABOYHBIX CHCTEM:
— onepannonHas cucrema Windows 10, Windows 2008 Server;
— wuHTepHeT Opay3epsl: Yandex Browser, Google Chrome u npyrue;
— Oracle Virtual Box

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXO/JIUMASI JIJISA
OCYHWECTBJIEHUSA OBPAZOBATEJIBHOI'O ITPOLHECCA
1. Texnuueckue cpedcmea:

a.  Komnwromepnuiii knacc c evixooom 6 Unmepnem.

b.  Ha xaxcoom pabouem mecme — I[10 Oracle Virtual Box.

C. Ilpoexmop.

2. Ilpoepammnoe obecneuenue:

a.  Ummepnem opaysepwi: Yandex-Browser, Google Chrome u opyeue

b.  Ilpoepamma Microsoft Word — mexcmosuwiii peoaxkmop.

Cc.  Ilpoepamma Adobe Acrobat Reader — c¢peocmeo umenus
97IeKMpPOH-HbIX Mamepuanos 8 popmame PDF.

d. Onepayuonusie cucmemvl Windows Server 2008, Windows 10.

10. METOAUYECKHUE YKA3ZAHUSA IJI1 OBYYAIOLUXCH 110
OCBOEHMIO JUCHUIIJIMHBI (MOAY JISA)

[lo pmucuunianHe «AIMUHUCTPUPOBAHHE MH(POPMALIMOHHBIX CHUCTEM)
YUTAIOTCS JICKIIUH, TTPOBOJIATCS TAOOPATOPHBIE paOOTHI.

OcHOBOM W3y4YeHMsS JUCUUIUIMHBI SIBISIIOTCS JIGKIUH, Ha KOTOPBIX
u3JaralTcs Hanbosee CylIeCTBeHHbIE U TPYIHbIE BOIPOCHI, a TAKXkKe BOMPOCHI, HE
HaIIeIINe OTpaXeHHsI B y4eOHOH TuTeparype.

JlabopaTopHbie paOOThl BBIMOJHSIOTCS Ha Ja0OpPaTOPHOM O00OPYIOBAaHUU B
COOTBETCTBUH C METOJIMKAMHM, TPUBEICHHBIMH B YKa3aHHUSIX K BBITIOJTHEHHUIO padoT.

Buy yueOHbIX 3aHATHI JlesITesIbHOCTh CTYIEHTa

Jlexmus Hamucanue KOHCIIEKTa JICKITHI: KpaTko, CXEMaTU4HO,
MOCJIeIOBAaTEIbHO (DUKCUPOBATH OCHOBHBIC IOJIOKEHUS, BBIBOIBI,
(hopMyIUpoBKH, 00OOIICHHS; TOMEYATh Ba)XXHBIC MBICITHU, BBIJICIATh




KJIIIOUEBBIC CJIOBa, TEPMHHBL [IpoBepka TEPMUHOB, TOHATHH C
MOMOIIBK)  DHUUKJIONEAWH,  CJIOBaped,  CIPABOYHHUKOB  C
BBIITUCHIBAHUEM TOJIKOBaHMH B TeTpaab. OO03HaYeHHE BOIPOCOB,
TEPMUHOB, MaTepHaja, KOTOPHIE BBI3BIBAIOT TPYAHOCTH, IOMCK
OTBETOB B PEKOMEHAyeMoil nureparype. Eciau camocTosTenbHO HE
yaaetrcs pa3zo0parbcsi B MaTepualie, He0OX0IUMO ChHOPMYIUPOBATH
BOIIPOC ¥ 3a/1aTh MPEIOIaBATEIII0 HA JISKIIUH WM HA TPAKTHYECKOM
3aHSATHH.

JlaGopaTopHas pabota

JlaGoparopHble  pa®OThl  MO3BOJSIOT HAYYUTHCS  MPUMEHSTH
TEOPETUUECKUE 3HAHUS, IMOJTYYEHHBIE HA JIEKIMU TPH PEUICHUU
KOHKpEeTHBIX 3a1ad. YroObl Hambojee palUOHAIBHO U TIOJHO
HCIIOJIb30BaTh BCE BO3MOXKHOCTHU JIA0OPATOPHBIX JIJISl MIOATOTOBKHU K
HUM  HeoOxonuMmo:  clefyer  pa3oOpaThb  JIKIHIO IO
COOTBETCTBYIOIICH TEeME, O3HAKOMHUTCS C COOTBETCTBYIOIIUM
pazaenom ydeOHuKa, mpopadboTaTh JOMOIHUTEIBHYIO JIUTEPATYPy U
WCTOYHHUKHU, PEIIUTh 3aJa4d W BBINOJHUTH JAPYTrU€ MUCHMEHHBIC
3aJlaHusl.

CamocrosrenbHas padoTta

CamocrosiTenbHast paboTa CTYAEHTOB CHOCOOCTBYET IIyOOKOMY
YCBOGHMsI ~ y4yeOHOro MaTepuaja M pPa3BUTUIO  HaBBIKOB
camooOpa3zoBanus. CamocrosiTenbHass —paboTa  MIpearojaraer
CJICAYIOIINE COCTABIIAIOLIHE:

- pabora ¢ TeKcTamMH:  y4eOHHMKAaMH, CIpPaBOYHUKAMH,
JIONIOJTHUTEBHON JIMTepaTypoil, a Takke MpopabOTKa KOHCIIEKTOB
JICKITU;

- BBIMOJIHEHHUE JIOMAIIHUX 3a/I1aHUI U pacyeTos;

- paboTa HaJl TeMaMH JUIsl CAMOCTOSATENBHOTO U3YYCHUS;

- ydactue B paboTe CTYAEHYECKMX Hay4yHbIX KOH(EpeHLUH,
OJIUMITHA]T;

- [IOJITOTOBKA K MPOMEXYTOUYHOM aTTeCTaIUH.

IToaroroBska k
IIPOMEKYTOUHON
aTTeCTalluU

l'oToBuThCH K IIPOMEKYTOUHOU aTTecTaluu CIeNyeT
CUCTEMAaTUYECKH, B TEUEHHE BCEro cemectpa. VHTeHCHMBHas
MOJArOTOBKA JIOJDKHA HAYaThCs HE MO3JIHEE, YEM 3a MECAL-IIOJITOpA
JI0 TIPOMEKYTOYHOM arrectaiuu. J[aHHbIE Mepes 3a4eTOM TPHU JTHA
s¢dexkTrBHEE  BCErO0  HWCMONB30BaTh  JJiA  TMOBTOPEHHS U
CUCTEMAaTU3alMU MaTepHaIa.




