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JlabopaTopnasi paGora Nel
OuneHka 3alMIIEHHOCTH TPynnbl yerpoiicrs B Internet of
Things — ceTn

Heap padorbl: 3Has 3KCIEPTHBIE OLIEHKH, JUISI Ka)KJOro
YCTPOMCTBA U €ro MPOTOKOJIOB OE30MAaCHOCTH, MOJYYUTh OLEHKY
3anumeHHocT 10T — ceTu ams rpymnmnsl OECIIPOBOIHBIX COEIUHE-
HUH, UCNONB3Yysl MEXaHW3M HEYETKOM JIOrMKHU. AHanu3 U BBIOOD
IIPOTOKOJIOB 0€30IaCHOCTU YCTPOMCTB B IIPOEKTUPYEMOM CETH.

TeopeTuueckue cBeICHUS

1. Internet of Things — 3To HOBBI mIAr B TEXHUYECKOM
nporpecce. MHTepHET Beled MO3BOJIAET JIIOASM W BelllaM IOJA-
KJIFOUAThCs B JIIO0O0E BPEMS U B JIIOOOM MECTE, UCIIOJIb3YsI Pa3IHy-
Hble KOMMYHHUKALIMOHHbIE CeTH. [IpomMcxonuT MHTEHCHBHOE pa3-
BUTHE CAMOOPTAaHU3YIOIIMUXCS CETEeH CBSA3U, B KOTOPHIX AOOHEHTHI
HE TOJIBKO JIFOAW, HO U pa3InyHble aBTOMATHYECKUE YCTPOICTBA,
KOTOPBIE OCYHIECTBJISIOT HWH()OPMAIMOHHOE B3aUMOJCIHCTBUE
JpyT ¢ IpyroM 0e3 HeMmOCPEICTBEHHOTO y4acTHsl YeJIOBeKa B paM-
KaxX MEeXMaIIMHHOW KoMMYyHHKanuu [1]. B HacTosiee Bpems yxe
MOKHO YBUJETbh, KaK pa3InyHbIe YCTPONCTBa, paboTaroT 6e3 yd4a-
CTHUS YEJIOBEKA U COEMHEHBI APYT C IPYTOM MOCPEACTBOM HHTEP-
Heta. [IpuMepamMu TakuX CHCTEM MOTY OBITh CHCTEMBI yIpaBlie-
HHS OCBEILICHUEM, CUCTEMBI YIIPABJIEHHUS, CACTEM aBTOMATHYECKO-
ro TOJIMBA, MOXKapHbIe U OXpaHHbIE JATYUKHU, CBETOPOPHI U T. .
[2].

K ocHoBHOIl naen MHTEepHETa Belie MOKHO OTHECTH Op-
TaHU3AIMIO B3aUMOJICHCTBUS Pa3IMYHBIX OOBEKTOB B Cpejie 00H-
TaHUS YeJOBEKa, mepeaade WHGOpMAIUU, TEHEPUPYEMON ITHMH
BelaMy U oOeclieueHnN HaAe)KHOUW CBA3U. B3aumMopeiicTBue Be-
el OCYLIECTBIISIETCS 4Yepe3 CYIIECTBYIOIIME M Pa3BUBAIOLIMECS
nHGOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJOTHH [2].

2. PazinyHble OecIpOBOAHbIC COCAMHEHUSI U MPOTOKO-
Jbl 0e3onacHocTH. 3avacTyio Bce |0T-ceTu cocTosT M3 IpyMIbI



Pa3HOPOAHBIX YCTPOUCTB, KOTOPbIE UMEIOT pa3iNyuHble BUIbI Oec-
MIPOBOJIHBIX COEIMHEHMH, HaIpUMep, padoTarouire Mo TEeXHOJIO-
run Wi-Fi, Bluetooth, Z-wave, ZigBee, NFC u mpyrue. K Tomy
Ke Kakaas OecrnpoBOJgHAs TEXHOJOTHS 00JaJaeT pPa3IuYHBIMH
TUIIaMU MIPOTOKOJIOB 0€30MacHOCTH, KOTOPbIE MOTYT OTJINYAThCS
ApyT OT Apyra. JTo ABIseTCS OOJBIION MPOOIEMOH MO OLEHKE
Takux cetei [3].

B nanno#t maboparopHoii paboTe paccMaTpuBaeTCs IUIAT-
dbopma M2M-cepBHCOB ISl pead3allii TEXHOJOTUH «Y MHBIN
JIOM» C HCIOJIb30BAHUEM DPA3HOPOJHBIX YCTPOWCTB. BaxkHO mo-
HUMAaTh, YTO MHOXXECTBO IMPOTOKOJIOB 0€30MacHOCTH, KOTOpHIE
WCTIOJB3YIOTCS JJISl CBS3H YCTPOWCTB B MYJIbTUCTAHIAPTHOM CETH,
UMEIOT crenuduieckrue TpeOOBaHUS U ACHEKThl OE30MacHOCTH.
[ToaToMy MHOro BHUMaHMs yAeseTcsi 0€30I1aCHOCTHU HCIOJIb30-
BaHUA TAKUX CETEH.

s pacuera OILIGHKM 3alllUIIEHHOCTH ycTpoucTB 10T-
ceTeil HeoOXOIMMbI BXOJIHbIE 3HAUEHUS 3alIUIIEHHOCTH KasKI0TO
OeCIPOBOTHOTO COCTUHECHMS B 3TOW ceTu. Ha JaHHBIA MOMEHT
UCXOJHBIMU MOTYT OBITh TOJIBKO SKCIIEPTHBIE OLIEHKH, KOTOpBIE
HE JJal0T TOYHOr'O pe3ysibTaTa U HAaXOJATCS B Juana3zoHax, TOTAa
KaK HaM HeOOXOJIMMbI TOUYHBIE OIEHKU 3alTUIIIEHHOCTH.

Metoaom orpoca 3KCIEPTOB MOYKHO COCTABJICHBI TAOJIHIIBI
C OKCTIEPTHBIMU OIICHKAMH 3aIIUIIEHHOCTH:

Tabmuua 1.1 — Bo3MoxkHbBIE MPOTOKOJBI OE€30MACHOCTH Oecrpo-
BOJIHBIX COCAMHEHUN B IPEJJIOKEHHONW CXEME YMHOIO I0OMa

ITpoTokoJibl KauecTBeHHas oreHKa 3alAIEHHOCTH
WEP Huskas
Wi-Fi WPA Cpenusis
WPA2 Bricokas
V2.0 Huzkas
Bluetooth V3.0 Cpennsis
V4.0 Bricokas
SO Huskas
Z-Wave S2 Bricokas
NFC Mifare Classic Huskas




Mifare DESFire

Cpenusis

NTAG413

Bricokas

Tabmuna 1.2 — O1eHKH 3aIUIIeHHOCTH POTOKOJIOB 0e30-
MACHOCTH OECITPOBOIHBIX COeauHCHMM 110 TexHoaoruu Wi-Fi

Bepcuu npotokonos 6e30macHo-

OreHKa ypOBHS 3alUIIEHHOCTH

cTH
WEP 0-0.3

WPA 0.3-0.7
WPA2 0.7-1

Ta6muma 1.3 — O1eHKH 3aIuIIeHHOCTH MPOTOKOJIOB 0€30-
MACHOCTH OCCITPOBOJIHBIX COCMHEHHIA 110 TexHoyorun Bluetooth

Bepcuu npotokosios Bluetooth

OrnieHKa YpOBHS 3alTUIIICHHOCTH

V20 0-0.3
V3.0 0.3-0.7
V4.0 0.7-1

Tabmuna 1.4 — OeHKY 3aIUIIEHHOCTH TPOTOKOJIOB 0e30-
MMaCHOCTH OECIPOBOHBIX COCTMHEHHH 10 TexHosorun Z-Wave

Bepcun nporokosno 6e3omacHo-

OreHKa YpOBHS 3alUIIIEHHOCTH

CTH
SO 0-0.3
S2 0.3-1

Tab6muna 1.5 — Ouenku 3amunieHHocty TuioB NFC-unmos

Tumner NFC-gqumos

OI.[eHKa YPOBHS 3allTUIIICHHOCTHU

Mifare Classic 0-0.3
Mifare DESFire 0.3-0.7
NTAG413 0.7-1

[Tomy4unB SKCHEpTHBIC OIEHKHU TSI KaKIO0TO OECrpoBO/I-
HOTO COEIMHEHUS HEOOXOMUMO HaTh KAUECTBEHHBIE OIEHKU KaX-
JIOMY JHaNa3OHy 3HAYEHWW JUIsl JAJIbHEHIIEro HCMOJIb30BAHUS

OTUX JaHHBIX.




Ta6muma 1.6 — CooTHOIIEHNE KaYeCTBEHHBIX M DKCIIEPT-
HBIX OIICHOK

YpoBeHb 3alUIICHHOCTH Or1ieHKa YPOBHS 3aIUIIICHHOCTH
Huskuit 0-0.3
Cpennuit 0.3-0.7
Brlicokuii 0.7-1
3amaun

1. M3yunth mpenacraBieHHy0 wHpOpMaIuio o cetsx MHTepHera
Bemen.

2. cnonb3ysi SKCHEPTHBIC OICHKH 3alMIIEHHOCTH IOCTPOMTH
rpaduku QyHKIMA TPUHAIICKHOCTH HEUETKUX MHOXKECTB IS
KaXX10T0 OECIIPOBOHOTO COSTUHEHHUS.

3. Hcnonb3ys momydeHHbIE Tpapuku, cHOpMUPOBATH HCKOMYIO
(GYHKIIHIO TPUHA/IICKHOCTH.

4. Co3naTe pelialmue MpaBuia K BXOJIHBIM JaHHBIM (OLICHKH
AKCHEPTOB), CIIYXKaIlIUe Ui KOHBEPTALMU YETKUX BXOIHBIX
JAHHBIX K HeY€TKOMY (hopmarTy.

5. Tody4uTh TOYHYIO OICHKY 3aIUIIEHHOCTH CETH JUISl TPYIIIBI
OECIIPOBOJIHBIX COCJMHEHUH C pa3IMYHBIMH KOMOWHAIMSIMU
IIPOTOKOJIOB.

6. CocTaBuUTh OTUYET IO IMyHKTaM 2-5.

[Iops 10K BEIIOJIHEHUS Da6OTBI

1. 3yuuTh TEOPETHUYECKYIO0 YacTh NAaHHOW pabOThl U MOTYyYUTh
npencrasieHne 00 10T — ceTr U MOHATHUM IKCIIEPTHOM OIEHKHU.
2. Iloctpoenne rpadukoB (YHKIIUH MPUHAIICKHOCTH HEUETKUX
MHOKECTB I KaKJ0T0 OECTIPOBOIHOTO COSAMHEHHUS.
2.1. Banyctute CAITP MatLab Bo Bkimaake APPS mepeiitu Bo
Fuzzy Logic Designer. (puc.1).
2.2. Yepes Bruiaaky Edit => Add Variable => Input no6aButh
4 BXO/HBIE MEPEMEHHbIE, KOTOPbIE COOTBETCTBYIOT pac-
CMaTPUBAEMBIM OE€CTIPOBOIHBIM TEXHOJIOTHSIM.




2.3.

ITIpo umenoBats ux Wi-Fi, Bluetooth, Z-Wave u NFC.
st atoro oquuM kiukoMm JIKM mepexoaum k nepemeH-
Hoii, B moste Current Variable (Name) BBoauM Ha3BaHUE.
BpInosHUTE 11 KaXKI0M TEPEMEHHOM.

4 Fuzzy Logic Designer: Untitled - O x
File Edit View
Untitled
irnarmdani)
t1 outputi

FIS Name: Untitled FIS Type: mamdani
And method — v Current Variable
Or method max | || Name input1

Type input
Implicatien — v b <

Range [0 1]
Aggregation —13 o
Denesmeon centroid e Help | Close
System "Untitled™ 1 input, 1 output, and 0 rules

2.4.

2.5.

Puc.1 I'maBroe oxHo Fuzzy Logic Designer.

JBoitHpiM HaxatueM JIKM mo mo0oif M3 mepeMeHHbIX
nepeiitt B Membership Function Editor (puc. 2). [ns
KaX0# TexHojoruu vepe3 Bkinaaky Edit => Add MFs...
nobasute Membership Function, MF type — trimf, a
Number of FMsS — paBHO KOJUYECTBY MPOTOKOJIOB 0€30-
nacHoctH (Hampumep, it Wi-Fi 3HaueHue paBHoO 3).

B nmone Membership function plots Beioupaem ¢yHkImo
u B nojsix Current variable u Current MF penaktupyem.
Range niist nepemenHbIx ¢ 3-ms nporokonamu [0 2], a s
nepeMeHHbIX ¢ 2-yms [0 1]. Name cooTBeTcTBYeT mpoTo-



Koy, Type — trimf, Params 3amosHseTcst HCXOas U3 TEOo-
PETHYECKUX MaTEPHAIIOB.

4\ Membership Function Editor: lab.1 — O X
File Edit View
: - lot points:
FIS Variables Membership function plots TR 181
0 52
X
Wi-Fi  Assessment
Bluetooth
YAV
XX
Z-Wave
e input variable “Z-Wave’
Current Variable Current Memberzhip Function (click on MF to select)
Name Z-Wave MName 50
Type input Type trimf i
Params 00 0.5]
Range 1] [ 5]
Display Range [01] Help Close
Ready

Puc. 2 Membership Function Editor.

3. Hacrpoiika nckoMoii ()yHKIIMH TPUHAIEKHOCTH.

3.1. BeiOpats oOutputl u mepemmenoBath B Assessment
(Ouenka) nepeiitu B ero Hactpoiiku. J{o6aButh 3 (yHK-
1uu ¢ Ha3Banuem Low, Middle, High.

3.2.Range [0 1] mns Bcex ¢ynkumii. Params mgms Low
[0 0 0.5], ns Middle [0 0.5 1], High [0.51 1]

4. ®azuduxarus.
4.1. Cnenyrouum marom O0yzaer stan ¢asupuKaim, KOTOPbIH
3aKIII0YAeTCsl B MPUMEHEHNH PEIIAONINX MPaBHII K BXO/I-
HBIM JIaHHBIM (OLIEHKU SKCIIEPTOB) U CIYXKHUT JUIsl KOHBEp-
TaI[MH YETKUX BXOJHBIX TAaHHBIX K HEYETKOMY (opMary.



4.2. Yepes oxuo Membership Function Editor otkpsiTh
Bkianky Edit => Rules..., m1st HacTpoliku npaBuil HY)KHO
BBIOpATh MPOTOKOJ OE30MaCHOCTH JJIsl OJTHOM U3 Oecrpo-
BOJIHBIX TEXHOJIOTHi{, OCTAJIBbHBIM IIPHCBOUTH NONE, U CO-
[JIaCHO TeopuH, ASSESSMENt MPUCBOUTH HYKHYIO KauecT-
BeHHYI0 oneHKy (puc.3). Haxare Add rule, moBroputh

AJis1 BCEX IMPOTOKOJIOB 0€e30IaCHOCTH.
4. Rule Editor: lab.1 — m} k4

File Edit View Options

2. If (Wi-Fiis WPA) then (Assessment is Midle) (1)

3. If (Wi-Fiis WPAZ) then (Assessment is High) (1)

4. If (Bluetooth is W2.0) then (Assessment is Low) (1)

5. If (Bluetooth iz W3.0) then (Asseszsment iz Midle) (1)

5. If (Bluetooth is W4.0) then (Assessment is High) (1)

7. If (Z-Wave iz S0) then (Assessment iz Low) (1)

8. If (Z-Wave iz 52) then (Assessment iz High) (1)

9. If (NFC iz MifareClassic) then (Assessment iz Low) (1)
10. If (NFC iz MifareDESFire) then (Assessment is Midle) (1)

If and and and
Wi-Fiis Bluetooth is Z-\Wave is NFC iz
V2.0 -~ S0 ~ MifareClassic ~
V3.0 52 MifareDESFire
4.0 NTAGE13
W W W W
I:l not I:l not I:l not I:l not I:l not
 Connection Weight:
Jor
@ and 1 Delete rule | Add rule | Change rule | == ESs
[ F1= Hame: iab.1 || Help | Cose ||

Puc.3 Hacrpoiika pemaronmx npasui Wi-Fi nporokon WEP.

5. [NomyueHnue TOYHON OLIEHKH 3ALTUIIEHHOCTH CETH JIJISl TPYIIIBI
OCCIPOBOHBIX COCAMHCHUN C Pa3IMYHBIMH KOMOWHAITASIMU
MIPOTOKOJIOB.

5.1. Jlns storo B okue Rule Editor BeiOpats BriIaaky View =>
Rules. B otkpsiBIIMMCS OKHE B TIoJie INput BBeCcTH BbI-
OpaHHBIE TPOTOKOJIBI coryiacHo Tabmune 2. Hanpumep:
s komOuHarmu nporokonoB WPA, V4.0, S2,

NTAG413 (0 Bapuanr), Assessment(Ornenka) = 0.837.

Tabnuma 2 — OnpeneneHue BXOTHBIX 3HAYCHHS JUJISI KAXKIOTO

MPOTOKOJIa OECTIPOBOHBIX COCTMHEHHI



BecrnipoBoaHOE coeuHeHE

IIpoTokon

BxoaHoe 3HaueHne

Wi-FI

WEP

WPA

WPA2

Bluetooth

V2.0

V3.0

V4.0

Z-Wave

SO

S2

NFC

MifareClassic

MifareDESFire

NTAG413

NP |IOIFRP O INPFIOINF-|O

5.2. Tonyuuts Assessment(OneHky) ayis BceX KOMOWHAIUi
MIPOTOKOJIOB COTJIACHO BAllleMy BapUaHTYy, PO PAHKUPO-
BaTbh UX U 3aHECTH B OTUYET.

JladopaTopnasi padora Ne2
OneHka HEYETKOr0 pUCKa JIJIsl CeTH € Pa3IUYHbIMH KOMOMHA-
HHUSIMH BePCHii MPOTOKOJIOB 6€30MaCHOCTH

Heap padorsl: Mcnons3ys OLeHKH 3aMILEHHOCTH TPYIIIT
YCTpOWCTB, U3 1 jmabopaTopHOW pabOTHI, MOTYYUTH OIEHKY He-

10



94ETKOTO PUCKA, JJISI YCTPOMCTB, MCIIONB3YIONIMX Pa3HbIE MPOTO-
KOJIBI 0€30MacHOCTH U paboTaroIMX Ha OJHOW M TOU ke Oecnpo-
BOJTHOHM TE€XHOJIOTUU

TeopeTnyecKne CBEICHUS

B kimaccuueckoM MOHMMaHHMM PUCK OINpPENeNIeTcss UCXO0s
U3 IBYX (DaKTOPOB: BEPOATHOCTHh pPEATM3AIMH YTPO3bl U YIIEPO,
HaHECEHHBIN BIIaJIeNbIly HHPOPMALIUU OT peajln3aluy yrpos:

R=PU) XU, (1)
rae R - puck, P - BepostHOCTh peanu3anuu yrpo3sl, U - yimepd ot
peanu3anuu JecTpyKTUBHOIO AEHCTBUSL.

B nanHoM ciydae, Henb3sl MPUMEHSATh PUCK B KIlacCHue-
CKOM BHJI€, TaK KaK CUCTe€Ma, KOTOPYIO Mbl XOTUM OLICHUTb, SBJIs-
eTCs CIIOKHOM. B TaHHBIX YCIOBUSX OTCYTCTBYET MH(popManus 00
ymep6ax. IToaTomy He0OXOOMMO NPEIOKUTh albTepHATUBHBIN
BapUaHT pacyera pucka.

B nannoii nabopatopHoii paboTe HEOOXOMMO BBECTH Ta-
KO€ MOHATHE, KaK HEYETKUM PUCK, KOTOPbIM OyIeT sABIAThCA, He-
KOTOPOH SMIHMPUIECKON MEPOH 3alMIEHHOCTH CETH U OyneT 3a-
BHCETH OT HEe.

Hcnone3ys pe3ynbTaThl, MOIY4YeHHbIE B MEpBOMl sabopa-
TOpHOU paboTe, MOKHO Pa30UTh TabIHILy PaHKUPOBAHUS KOMOU-
Haluil MPOTOKOJIOB OECIpPOBOJIHBIX COEIMHEHUN Ha TIPYHIbl U
JaTh Ka)KJIOW IpyIIe KauyeCTBEHHYIO OLICHKY 3alUIIEHHOCTH IS
JAJIbHEUIIET0 BBIUMCIICHHUS HEYETKUX PUCKOB JUISl Pa3IUYHbBIX
KOMOMHAIMH, KOTOpble MOT'YT OBITh MCIIOJIb30BaHbI NP peajn3a-
muu loT-cern.

KomOuHanmu mpoToKoJIOB JUIsl y100CTBa MCIOJIb30BAaHUS
HeoOXoMMO pPa3dUTh Ha TIPYNIbl C KAaYECTBEHHBIMU OLIEHKAMHU
TUIA: HEJOIYCTUMBIM YPOBEHb 3alUIIIEHHOCTH, HU3KUH YPOBEHb
3alIMIIEHHOCTH, YMEPEHHBI YpOBEHb 3alIUIIEHHOCTH, CPEIHUMN
YPOBEHB 3aLIMILEHHOCTH U BBICOKUN YPOBEHb 3aIIUIIEHHOCTH.
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Taobmuma 3.1 — ConocTaBieHUE OLEHOK 3alIUIIEHHOCTH U
YPOBHS 3aIIUIIEHHOCTH IS 3a/IaHHBIX KOMOMHAIIUN TIPOTOKOJIOB

B CETH
OrieHKa 3alIUIIEHHOCTH CETH YpoBeHb 3alIHUIIIEHHOCTH CETH
1.00-0.75 Bricokuit
0.74-0.55 Cpennuit
0.54-0.48 YMepeHHbIH
0.47-0.40 Huzkuit
0.39-0.00 Kpurtnueckuit

Tabmuma 3.2 — ComocraBiieHHe Kad4eCTBEHHBIX OLIEHOK
YPOBHSI 3alIMIIEHHOCTA M HEYETKOTO PUCKA IS 3aJaHHBIX KOM-

6HHaI.IPII>i IIPOTOKOJIOB B CCTHU

YpoBeHb 3allUIIEHHOCTH Heuerkuii puck
Beicokuii Huzkuit
Cpennuit YMepeHHBIH

YMepeHHbIN Cpennuit
Huzkuit Bricokuii
Kputnueckuit OKcTpeMallbHBIN

3ajaun

1. HSy‘lI/ITB IMOHATHUEC PUCKAa U HCYCTKOI'O pUCKa JIA I'PYIIIbI YCT-

pOMCTB.

2. Z[aTL KauCCTBCHHYIO OILICHKY 3alUIIEHHOCTH rpynie ycCcT-

pOMCTB.

3. ComocTaBUTh Ka4eCTBEHHBIC OLIEHKH C HEYETKUM PUCKOM JIA

KOMOWHAIIMI MPOTOKOJIOB.

4, HOJ'Iy‘lI/ITB YHCJI0BOE 3HAYCHUE HEYETKOTO pHUcCKa.

(62}

. [lonyuuTts puCK JUIsl pa3aMyYHbIX BEpCUN MPOTOKOJIOB Oe3omac-

HOCTH y YCTPOMCTB, pabOTalOLINX HA OJHOW U TOMl ke Oecrpo-

BOJHOM TEXHOJIOTHH.

6. Ilo BBITOJHEHHBIM IMyHKTaM 2-5 cOCTaBUTh OTYET.

Ilops 10K BEIIOJHEHUS Da6OTBI

12




1. [lo mony4yeHHBIM JAaHHBIM B TEPBOHM JlaOOpaTOpHOU pabdoTe
JaTh KA4eCTBEHHYIO OLICHKY Ui BhIXxoga Assessment (ormeHka

3aIUIIEHHOCTH) 1o Tadsmie 3.1.
1.1. Ilpumep niisg Bapuanta NeQ:

[Iporokoner  Ge3omacHo- | Omenka  3amu- | KagecTBeHHas
CTH HIEHHOCTH OneHka

1. WPA2 and V4.0 and 0.837 Beicokuit  ypo-
S2 and NTAG413 BEHb

2. WPA2 and V2.0 and 0.5 VYMepeHHbI#H

S2 and NTAG413 YpOBEHBb

3. WPAand V3.0and S2 | 0.587 Cpennuit  ypo-
and NTAG413 BEHb

4. WEPand V3.0and S2 | 0.5 YMepeHHbIH

and NTAG413 YpOBEHBb

5. WEP and V3.0and SO | 0.413 Huszkuit  ypo-
and MifareClassic BCHBb

2. Ilo Ttabmuue 3.2 cOMOCTaBUTHL KAYECTBEHHBIE OL[EHKU C HEYET-

KUM PHCKOM.

2.1. ITpumep g Bapuanta NeQ:

[Iporokoner  Ge3omacHo- | KauectBeHHas Heuérknii

CTH OreHka PUCK

1. WPA2 and V4.0 and Boicokuit  ypo- | Huzkuit ypo-
S2 and NTAG413 BEHb BCHb

2. WPA2 and V2.0 and VYmepenssiii ypo- | Cpennuii  ypo-
S2 and NTAG413 BEHb BEHb

3. WPA and V3.0 and S2 | Cpenuuii ypoBeHb | YMeEpeHHBII

and NTAG413 YPOBEHb

4. WEP and V3.0 and S2 | Ymepennsiit ypo- | Cpeanuii  ypo-
and NTAG413 BEHb BEHb

5. WEP and V3.0 and SO | Huskwuii ypoBenb | Boicokuii  ypo-
and MifareClassic BEHb

3. HucnenHnas OIIEHKa HEYETKOI O pHUcCkKa.

3.1. Bo Fuzzy Logic Designer co3maTh HOBBIH MPOEKT, BXOJI-
HBIMHU MEPEMEHHBIMH TaK K€, KaK ¥ B JIa0OpPaTOpHOU pa-
6ote Nel oymyt: Wi-Fi, Bluetooth, Z-Wave, NFC. Current
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Variable, Membership Function 3amoaHsaTh 0 aHAIOTHH C
mpenbIayei padoTai.

3.2. BeixogHoit nepemenHoi Oyner Heuétkmii puck — RISK.
[lepemennas nomkHa coaepkaTh 5 (YHKIHNA, COOTBETCT-
BYIOIIMX HEYETKOMY PHUCKY, omnpenenénnomy panee. [Ipu-
CBOUTb UM IOAXOJAINME Ha3BaHus: Huskuil ypoBeHb —
Low, Ymepenusiii ypoBenbr — Moderate, Cpeanuii ypo-
BeHb — Middle, Beicokuit ypoBens — High, Dkcrpemarns-
HBII ypoBeHb — EXtreme (Puc. 4).

fot points:
FIS Variables Membership function plots " == 181
Lowr Moderate Middle High Extreme|
XX 0 :
EANAS ATA
Wi-Fi RISK

Bluetooth

Z-\Wave )
output varable "RISK®

Pucynok 4 — Membership Function Editor.

3.3. Jlaee mepexoxum B Rule Editor (u3 okaa Membership
Function Editor moxxHo nepeiitu Haxatuem Ctrl+3), mis
HACTPOMKHU pelIaroIIMX MPaBUI HYKHO BbIOpATh MPOTOKO-
761 0€30MacHOCTH ISl KaKI0M KOMOMHAIMU OEeCpOBO/I-
HOM TEXHOJOTHH COTJACHO BapHaHTY, a HEUETKOMY PHUCKY
(RISK) nipucBouTh 3HaueHHe U3 CHOPMHUPOBAHHON paHee
tabnuusl (Puc. 5).
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1. If (Wi-Fi iz WPAZ2) and (Bluetooth is V4.0) and (Z-Wave iz 52) and (NFC iz NTAG413) then (RISK is Low) ~
2. If (Wi-Fiis WPAZ) and (Bluetooth iz V4.0) and (Z-Wave iz S0) and (NFC iz MifareDESfire) then (RISK iz M
3. If (Wi-Fi iz WPAZ2) and (Bluetooth is W3.0) and (Z-Wave is 50) and (NFC iz NTAG413) then (RISK iz Middle
4. If (Wi-Fiis WPA) and (Bluetooth is W3.0) and (Z-Wave is 52) and (NFC is MifareDESfire) then (RISK is Mic
5. If (Wi-Fiis WPA) and (Bluetooth is W2.0) and (Z-Wave is 50) and (NFC is MifareDESfire) then (RISK is Hig
]
< >
If and and and
Wi-Fiis Bluetooth is Z-Wave is NFC is
WEP ~ 2.0 ~ 50 ~ MifareClassic ~
WPA V3.0 52 WifareDESfire
WPAZ V4.0 nene NTAG413
none none none
W W W W

Pucynox 5 — Rule Editor.

3.4. B okue Rule Viewer (Ctrl+5 u3 okna Rule Editor) momy-

gtk RiSK ms ka0l KOMOMHAIIMKM IPOTOKOJIOB M 3aHe-
CTH B OT4ET. BXoaHbBIC 3HAYEHUS I KaXKIOTO MPOTOKOJIA
OCeCTIPOBOHBIX COCTMHEHUI HaxoAaTcs B Taoumiie 2.

4. Tlony4uTh HEYETKUI PUCK JIJIS pa3IMYHBIX BEPCUH IPOTOKOJIOB
0€30MMacCHOCTH y YCTPOMCTB, pabOTAIONINX HA OJHOW M TOH Ke
0ecrpOBOTHON TEXHOJIOTHH.

4.1.Ecnu B ceTb 100aBUTh HECKOJIBKO YCTPONCTB C OJIMHAKO-

BBIMU THUIIAMHU OECIIPOBOHOTO MOKIIOUEHHsI, HO pa3HBbI-
MU BEPCHUSIMHU MPOTOKOJIOB, ITO YCIOKHUT MOITYYEHHUE YH-
CJIOBOT'O 3HAYEHHUsI HEYETKOIO PUCKA C NOMOUIbIO UHCTPY-
meHTa Fuzzy Logic Toolbox. Teneps HE0OXOAMMO YUUTHI-
BaTh, 4T0 I OecnpoBoaHoro coequnenus (Wi-Fi, Blue-
tooth, Z-Wave, NFC coriacHo BapuaHTy) MMEIOTCS TpH
YCTPOMCTBA, NMPUYEM OJIHO U3 HUX OTJIMYAETCs BepcHel
poToKoJia 6e3omnacHocTd. YTo Obl MOTYYUTh BEPHOE 3HA-
YeHHE HEYETKOTO pHCKa HEoOXOIMMO YKazaTh INPaBHIIb-
HbIE BXOJHBIE MapameTpsl. i1 BceX COEIMHEHHMH KpoMe
T€X KOJMYECTBO KOTOPBIX YBEIWYWIIOCH 3HAUEHUE OCTAET-
Csl TEM Ke.

4.2. Ilpumep: Jlo6aBunu 3 ycTpoiicTBa pabOTAIONIMX Ha TeX-

Hosioruu Wi-Fi 1 pa3HbIX MPOTOKOJIAX.
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Tabnuma 4.1 — Onucanue MEIOIIMXCS YCTPOKCTB.
Tun yerpoiictsa Tun noaxmoue- | Bepcus npo-
HUS TOKOJIA
IP — kamepa Wi-Fi WPA2
JlaTuuk oxpaHbl OKHA Bluetooth V4.0
YceTpoiicTBO 0XpaHbl JoMa Z-Wave S2
NFC — cuutsiBatenn NFC NTAG413
Jartuuk gpiva Wi-Fi WPA
bnok ynpasnenus oTomnjaeHueM Wi-Fi WPA

Bxoxnoe 3HaueHne He0OXOAMMO PACCUUTATH B COOTBETCT-
BUU C 3aJJaHHOH QyHKIMeH npunaanexnoctu (Puc. 6).

4. Membership Function Editor: laba 2

File Edit View

FIS Variables

Membership function plots

oot points:

O >

181

WEP

Wi-Fi RISK

Bluetooth

Z-Wave

WPA

g

MEC

input variable “Wi-Fi

Current Variable

Name Wi-Fi Name

Type input Type

Range 02

Params

Current Membership Function (click on MF to select)

WEP
trimf

001]

Display Range

Help |

Close

02 ‘

Selected variable "Wi-Fi"

Pucynox 6 — Membership function.

Brenewm cnenyromye 0603HaUCHUS .

bl u b2 — 3navenus ocu abcumce BepmH Gynkuuit WPA
1 WPA2 cooTBETCTBEHHO;

pl u p2 — konmmyecTBO Bepcuit mpotokonoB WPA u WPA2
COOTBETCTBEHHO;

X — HCKOMO€ BXO/IHOE 3Ha4YEHUE.
b2 — b1
— T (2)



(3)
(3)

Ta6muma 4.2 — OnpeneneHrue BXOIHBIX 3HAYCHHS I Ka-
JKJIOTO MPOTOKOJIA OECITPOBOJIHBIX COSUHEHUN

becniposonHoe TTpoToKobI Bxopnnoe
COEJIMHEHHE 3HaYEHHE
. WPA — 2mt
Wi-FI WPA2 — 1wt 1.333
Bluetooth V4.0 — lmr 2
Z-Wave S2 — lmir 2
NFC NTAG413 — 1wt 2

BHecs Bce BXO/HbIC 3HaU€HMsI, yKa3aHHbIe B Ta0Oiuue 4.2 B
HACTPOCHHBIA MHCTPYMEHT Fuzzy Logic, noiyueHHOe Ha
BBIX0/I€ YUCIIEHHOE 3HaUE€HUE HEYETKOTIO PUCKA PAaBHO
0.107 (Puc.7). 3HaueHHe 3aHECTH B OTYET.

4. Rule Viewer: laba 2

File Edit View Options

Wi-Fi= 1.33 Bluetooth =2

Z-Wave =1

NFC =2
RISK = 0.107

1

NN

N

"
",
-

ey
~

w

E

o

i

|
F\
L
|

-

MV

.
PN

™
A,

e

o

) ‘

.,

ppl—1 L

= 7 7
rd
ri

(1] 2

Sr——
rd
ri

L

faaass

=]
-

Input: 11 h33.3:1;7]

Plot points: g9

Move: left | right | dnwn| up |

| Oopened svstemn laba 2. 3 rules
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Pucynok 7 — 3HaueHre HEYETKOTO PHUCKA.

JlaGoparopHas padora Ne3
Pacuer 3¢ exTuBHOCTH 3ammmeHHocTH 10T-ceTn

Hean padorsi: Paccuntats 3pPeKTHBHOCTh MCIIOJIB30BA-
HUs ToM win uHoM |0T-ceTu ¢ Touku 3peHust 3aBUCUMOCTU CTOU-
MOCTH 3TOH CETH OT pHCKa ee HCIoJib3oBaHUs. OBlaJeTh HaBbI-
Kamu MozenupoBanue cety MaTepuera Bemen.

TeopeTHuUYeCcKUE CBECACHUS

B HacTosee BpeMs HM3-3a MHTEHCUBHOTO Pa3BUTHsI ceTEl
MOCTPOSHHBIX MO TexHoJoruu WMHTepHET Bemiel, Tpedyercs Bce
OoJiblIIe PAa3IMYHOrO PoJia OLIEHOK U IOKa3aTesel 3TUX ceTei ams
TOT0, 4YTOOBI OyIyIINi MOJIB30BaTEIb AAHHOW TEXHOJOTMU MMEN
npeacTaBieHue o0 3Toil cetw B nenoMm. OJHUM U3 HEMaJOBaX-
HBIX, TIOKa3aTenel, KOTOpble MOTYT 3aMHTEPECOBATh MOJIb30BaTE-
751 — 3T0 3()(hEKTUBHOCTH MCIIOJIb3YEMOH CETH.

O} PexTUBHOCTH B JaHHOM cilydae MojApa3zyMeBaeT paluo-
HAJIBHOCTb MCIIOJIb30BaHMs TOM miu uHOHM |0T-cetn ¢ Touku 3pe-
HUS 3aBUCUMOCTH CTOMMOCTH 3TOM CETH OT PHUCKa €€ HCIOIb30Ba-
HUSL.

Jlns Toro 4ro6sl paccuuTaTh 3PPEKTUBHOCTh BHIOPAHHOMN
loT-ceTn, HEOOXOIUMO 3HATh PUCKH MCIOJIB30BAHUS PA3IMUYHBIX
KOMOHMHAIMSI IPOTOKOJIOB MPEIoIaraéMoi ceTu, CTOMMOCTh YCT-
POMCTB, KOTOpbIe OyIyT MCIOJIB30BaThCs, a TAK)KE HAINYHE aJTro-
pUTMa pacuera.

B 3anannoit 10T-cetn mmeercs yerbipe ycrpoiictBa MH-
TepHeTa Bellel, paboTaromye mo pa3HbIM OECIPOBOAHBIM TEXHO-
norust. OHM MOTYT MMETh Pa3IUYHbIe BEPCHM NPOTOKOJIOB 0e30-
nacHocTu. Tak Kak M3BECTHO, Kakoe 00OpyJoBaHHE OyAeT Mpu-
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MEHSATBCS JIJI TIOCTPOCHUS CETH, HEOOXOJIUMO HalTH M 0003HA-
YUTh CTOMMOCThH JAaHHOTO oOopymoBaHus. J{ns ymodcrtBa 00603Ha-
YUM II€HBI B YCJIOBHBIX €MHUIIAX (Tabauma 5).

Tabmuma 5 — Tabnauna ctommMocT 000PYI0OBaHUS B 3aBUCUMOCTH
OT UX BO3MOKHOCTEH HCIOJIb30BAHUS PA3IUYHBIX IMPOTOKOJIOB

0€30I1aCHOCTH

Ucnonszyemoe | becnpoBoanoe TpoToKoss! CTONMOCTE
o0opyioBaHue COeTMHEHHE
WEP 04y.e.
IP- Wi-FI WPA 06y.e.
BleoKavepa WPA2 077ye.
JTaT9uK OXpaHbI V2.0 0.lye.
oKHa Bluetooth V3.0 0.2y.e.
V4.0 0.3y.e.
Cucrema oxpa- SO 06y.c.
HBI JIOMa Z-\Wave S2 10ye
Cucrema 0e3 MifareClassic 0.8y.e.
KJTFOYEBOTO NFC MifareDESFire 09y.e.
JOCTyTIa NTAG413 10y.e.
Hckomoe 3HaueHue 3PGeKTUBHOCTH OyneT 3aBHCETh OT

M3MEHEHUS HEUETKOTrO pUCKa pa3IUYHbIX KOHQUIypaluuil ceTu U
M3MEHEHMsI o01Iel CTOMMOCTH Bcero obopynosanus. Ha ocHoBa-
HUU 3TOTO NOJYYEHHOTO 3HAUYEHHUS, MOXKHO BbIOpaTh MOAXOAAIIUI
BapHUaHT.

3amaun

1. N3yuuth TeopeTuueckue cBeaeHUs 00 IPPEKTUBHOCTH
3aIIUIIEHHOCTH.

2. HOJ‘Iy‘{I/ITB Rmim Rmax, Cmin, Cmax, Cl, Cz, C3, C4, C5, R1, Rzy
R3 Rs Rs.

3. Tomyunth OTHOLIEHHE M3MEHEHUH CTOMMOCTH HCCIeaye-
Mmoii loT-cetn — A.

4. TlonyuuTh OTHOLIEHHE U3MEHEHHUH HEUETKOro pHCKa HC-
cienyemoit I0T-cetn — 0.
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4.

Paccunrtate 3¢dextuBHOCTE — I, M1 BceX KOMOWHAIIMMA
MIPOTOKOJIOB.
Odopmuth OTUET 11O MyHKTaM 2-5.

Ilops10K BEITIOJHESHUS Da6OTBI

MuHUMaNTbHBIA U MAaKCUMAJIbHBIA PUCK U CTOMMOCTD KOH-

¢burypanum.

1.1. Rjyin v Ryyqy — HEUYETKUHM PUCK MUHUMAJILHON U MaK-
CUMaJIbHOHM KOH(UTYpaAIlUH UCCIEAyeMON CETH COOT-
BeTCTBEHHO; Cypin ¥ Cppgy — MUHHMAJIBHAS M MAKCH-
MasibHasi CTOMMOCTB Bcero obopynoBanus cetu; Ry Ry,
R3 R4 Rs— neuetkwnii puck uccnenyemoii cetu; Cq, Co,
Cs, C4, Cs5— cTouMOCTb Bcero 000pyA0BaHUS UCCIIe-
JIyEMOM CETH.

OTHolIeHNEe U3MEHEHHI CTOUMOCTH uccaenyemoi 10T-

cetu — A.

Cmax - Cl

2= (4.1)

rne AC — pa3HOCTh MaKCUMaJbHOM M MHUHHUMAaJIbHOU
CTOMMOCTH BO3MOJKHBIX KOMOWHAIMA TPOTOKOJIOB U
YCTPOMCTB B CETH:

AC = Ciax — Cin- (4.2)
OTHoOIICHNE N3MEHEHUI HEYETKOTO PUCKA HCCIIETyeMOM
l0T-cetu — 0.

Rl - Rmin
= 1 Tmin 5.1
o AR (5.1

rae AR — pa3HOCTh MaKCHUMaJbHOIO YW MHUHHUMAJIBHOTO
HEYETKOTO PHCKAa BO3MOXHBIX KOMOWHAIUNA MPOTOKOJIOB
U YCTPOICTB B CETH:
AR = Ripnax — Rmin- (5.2)
O PeKTUBHOCTS.
4.1.0O1HOIIEHUE PA3HOCTH MCXOTHOTO HEYETKOTO PUCKA U
MUHHMMAJIBHO BO3MOKHOI'O HEYETKOTO0 PHUCKa C pa3Ho-
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CTBI0O MaKCHMAJIbHO BO3MOYKHOTO HEYETKOIO PUCKA HC-
clieyeMoi KOH(UTYpaluu CeTH 1 MUHUMAJIBHOTO 3Ha-
YeHHsI HEUeTKOro OyayT JiexaTb B MpoMexyTke ot 0 10

1.
Cl _Cmax
0<—<1, 6.1
; A% (6.1)
1~ Dmin
0<—< 1. 6.2
- AR - (62)

Omnpenenus, 4T0 3(PPEKTUBHOCTH JOJKHA BBIPAKATHCS
B YHMCJIEHHOM 3HadyeHuH oT 0 10 1 u 3Hasg OTHOIIECHUS
W3MEHEHUN UCXOHBIX BEJTUYHH CETH, MOKHO BBIPA3HUTh

dbopmynty s pacyera 3HadeHHS 3((HEKTHBHOCTH

loT - cetn, koropas Oyaer UMeTh BUJI:

3=1-1Xo. (6.3)
[TonydeHHble pe3yabTaThl IPO PAHKUPOBATH U 3aHECTH
B OTUYET.

JladbopaTopHnas padora Ned
Onpenenenne Pucka ceTu MHTEpHETA Belle

Heans pabGorbl: Mcnonb3yss SKCHEPTHBIE OLEHKH IS
BXOJIHBIX MapaMeTPOB «BO3MOXKHOCTH 3JIOYMBILIUIEHHHUKA», «3a-
UIMIIEHHOCTh CHUCTEMBI», «OLIEHKa YSI3BUMOCTH», «OLEHKa I0-
cienctBui» onpenenuts Puck mist 10T — cetn.

TeopeTuueckue cBEIECHUS

OcHoBHOH mpoOIEMON JaHHOM CHCTEMBl aHalIM3a PHUCKa
SBIISIETCA TO, YTO B HEH, NMPAKTMUYECKH HA KaKJOW CTaIUM KU3-
HEHHOTO IHKJIA, MPUHUMAIOT y4acTHe JKCTepThl. BeiIo ompene-
JICHO, YTO €CJIM M3MEHUTh CTaHAAPTHYIO Napy OLCHMBAEMBIX Ia-
pPaMeTpoB «BEPOSITHOCTH YTPO3bI» U «BEMUUMHA yiiepOay, Ha 0o-
Jiee TIOHSATHBIE JUISI HKCHEPTOB, TO MOXKHO IPEAINOJOKUTh, YTO
JKCTepTaM OyJET MPOIIE MX OIEHUTh, YTO JOJDKHO CKa3aThCs Ha
MOBBIIIEHUH JIOCTOBEPHOCTH KOHEYHOI'O pe3yibrara. B kauecTBe
TaKAX IapaMeTpoOB MPEUIOKEHBI «BO3MOXKHOCTH 3JIOYMBIIICH-
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HUKA», <«GallAIICHHOCTb CHCTEMBD», «OLEHKa YA3BUMOCTIY,
«OIIEHKa MOocCiencTBUi». Heo0XoaumMo omnpenaenuTh YUCICHHBIC
IapaMeTpsl 11 KaKIOro U3 JOTMYECKOro TEpMa BCEX OLEHUBae-
MBIX IIapameTpoB. TO ecThb, 3a1aTb HEKOTOPHIA YMCIICHHBIA HH-
TepBaJl, HAIIPUMED, Ul 3HAYCHMs «BBICOKHI» KaXkKIOH NEpPEMEH-
HOH. /|aHHBIC YMCIEHHBIN MTapaMeTpbl OLICHUBAIOTCS SKCIEPTHBIM
IIyTE€M C IIOMOILBIO OITPOCHBIX JIMCTOB.

CrnenyromuM m1aroM HEOOXOJMMO HEKOTOPBIM 00pa3oM
arperupoBarb BXOJAHBIE NapameTpbl. O4EBUAHO, YTO HE LENIECO-
00pa3Ho Mo/aTh Ha BXOJ aJITOPUTMA IOJIaTh BCE YETHIPE U HAXO-
IUTh JUI1 HUX 3HAYECHHE PUCKA, [TO3TOMY IPEUIaracTcs KOHLEI-
LIAs1, OCHOBaHHAsl HA MHOT'OKaCKaJHOM IIPUMEHEHHUH JIOTUYECKOIO
uHTepdeiica Mamuanu.

B maHHOM anropuTMe OLEHMBAIOTCS IIPOMEKYTOUYHBIE I1a-
paMeTpbl ¢ IOMOILBIO HEYETKOro nHTepgeiica.

1) «Cpennss BO3MOXHOCTB» = FIS1(«BO3MOXHOCTB
3JI0YMBIIIJICHHUKAY; «3aUIIEHHOCTh CUCTEMBD)

2) «Cpennss BeposTHOCTEY = FIS2(«Cpennsist BO3-
MO’KHOCTB»; «OIICHKA YSI3BUMOCTH)

3) «Puck» = FIS3(«Cpennsisi BepossTHOCTBY; «O1eHKa
MTOCITIEACTBHIN)

Ha puc. 8 npezacrasnena cxema paboOThl AAHHOTO alro-
putma, t1e FIS - Fuzzy Inference Model (Moaens HEUETKOTO BBI-
BOJIA)

BO3MOXKHOCTII

3I0YMBIIIEHHIIKA
STOYMBIIUIEHRIIKA |
cpeanss
BO3MOXKHOCTE
JAIIIIIEHHOCTE F|S1
CIICTEMBI
FIS2 cpeanan
OLOEeHKA BEPOATHOCTE
VA3ZBIIMOCTH
Prck

FIS3

oLeHKa
MoCIeIcTBII
bbbty

Pucynok 8 — HeueTkuit anropuT™ OIEHKH pUCKa
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ok w

3amaun

N3y4uTh TEOpETUYECKUE CBEICHUS.

[Tonyuntes BBIXOZHOM mapamerp «CpenHsisi BO3MOX-
HOCTBY.

[TonyunTs BbIXOAHOM napameTp «CpenHsst BEpOSITHOCThY
[Tonyuuts Puck.

Odopmutpb 0TUET MO MyHKTaM 2-4.

Ilops10K BEITTOJHEHUS Da6OTBI

CrniepBa HEOOXOAMMO CO3JIaTh MEPBbIA HEYETKUN KOHTPOJI-
nep (Puc. 9).

B Hem yka3aHbI 1B€ BXOJ/IHBIC IEPEMEHHBIC «BO3MOXXHOCTH
3JI0YMBIIIJICHHUKA» - capabilities u «3anuieHHoCTh crc-
TEMbI» - SEeCUrity ¥ OoJHa BBIXOIHAs «CPEIHSS BO3MOXK-
Hocth» - overallCapabilities. Kaxmas U3 maHHBIX JIMH-
IBUCTUYECKHUX MEPEMEHHBIX MMEET CBOW HaOop (pyHKIHiA
MPUHAICKHOCTH, KOTOPBIE BCE OIMHUCHIBAIOT 3HAYCHHS
«uamskuity (0-0,3), «cpegnuit» (0,3-0,7), «Bricokuit» (0,7-
1) (Puc. 10-11).
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4. Fuzzy Logic Designer: FIS1 - O .

File Edit View

XX

__— \ —
capabilities
/ (mamdani)
XX overaliCapabilities
security
‘ FIS Name: FIS1 FIS Type: mamdani

And method min o Current Variable
Or method max ™ || == capabiities

N Type input
Implication miin o

Range [o1]

Aggregation max o
IelesreE centroid ~ Help Close | |

‘ System "FIS1™ 2 inputs, 1 output, and 9 rules. |

Pucynok 9 — OkHO co3ianusi IepBOro HEYeTKOro nHTepdeiica

Jns nepemennoit capabilities GpyHkimMu npuHaIIEKHOCTH
low — [-0.1 0.15 0.3], medium — [0.3 0.5 0.7], high — [0.7 0.85
1.1].

24



4| Membership Function Editor: FIS1 — O X

File Edit View

plot points: 181
FIS Variables i i i Memblershlpflunc'dorll plots . i
low medium high
X 0N g
O XK
CaD: ICapabilities

security
1 .2 . i ¥
input variable "ca oabilties”
Current Variable Current Membership Function (click on MF to select)
Mame capabilties Name Iow
Type input Type trimf e
Params | c
Trrrn 01 [-0.2136 0.1224 0.4854]
Display Range [01] Help Close
| Ready

Pucynok 10 — @yHkuuu npuHaJIeKHOCTH IEPEMEHHOMN «BO3-
MO’KHOCTb 3JI0yMBIIJIEHHUKA»

Jliis mepeMenHo# Security GpyHkimu npuHauiexxaoct low
—[-0.12 0 0.3], medium —[0.2 0.5 0.8], high — [0.7 1 1.1].
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4| Membership Function Editor: FIS1 - ] *

File Edit View

FIS Varlables i . i Memblershlpflunmlcrll plots .

m IIcw medium high

wmapabil ities

plot points: 181

s ecurity
=
) in DL;t m.ri‘h."
Current Variable Current Membership Function (click on MF to select)
Mame security Name low
Type input Type trimf e
Range 01 Params [-0.4 0 0.3013]
Display Range 01 | Help Close ‘

| Selected variable "security” |

Pucynok 11 — ®yHKIMY NpUHAICKHOCTH TEPEMEHHON «3allu-
[ICHHOCTh CHCTEMBI»
1.1. Co3nanue penraronmx mpaBul.
Heob6xonumo 3amath orunueckue npaswia. [Ipasuna ¢op-
MHUPYIOTCS B COOTBETCTBUHU C TaOJMIlEeH, HA MEPECeUeHUH — 3Ha-
yenue overallCapabilities (tabmuna 6):

Tabmuma 6 — [paswna s FIS1

capabilities
HU3KUN cpeaHuit BBICOKUI
security HU3KUU HU3KUHI cpeaHuil BBICOKUI
CpeHUN HU3KUHN HU3KUU CpeHUI
BBICOKUH | HU3KHUI HU3KUH CcpeaHuil

B cootBeTcTBUM ¢ 3TOI TabmuIeH, 3a1aeM HEYETKHUE Tpa-
Buia (puc. 12).
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4\ Rule Editor: FIS1 — O X

File Edit View Options

. ig low) then (overallCapabilities is low) (1)
2. If (capabilities is medium) and (security iz low) then (overallCapabilities iz medium) (1)
If (capabilities is high) and (security is low} then (overallCapabilities is high) (1)
If (capabilties is low) and (security is medium) then (overallCapabilities is low) (1}
If (capabiltiez iz medium) and (security is medium) then (overallCapabilities is low) (1}
If (capabiltiez iz high) and (zecurity iz medium}) then (everallCapabilities iz medium}) (1}
If (capabilties is low) and (security is high) then (overallCapabilties is low) (1)
If (capabilties is medium) and (security is high) then (overallCapabilties is low) (1)
If (capabilties is high) and (security iz high) then (overallCapabilities is medium) (1)

W~ e

If and Then
capabilties is security is overallCapabilities

medium medium medium
high high high
nene none none

[ not [ nat [ not
~ Connection Weight:

() or

@) and 1 Deleterule |  Addrue | changerule | | =]
FIS Name: FIS1 || Help | o |

Pucynok 12 — HaGop npasuin ansa FIS1

BoixonHas mepemeHHas mepBoro uHTepdeiica sBisercs
BXOJIHOM MEepeMEeHHON JUIsl BTOPOro, OMUMO 3TOTO A00aBisieTcs
HOBas [IEPEMEHHAs — OLICHKA YSI3BUMOCTH.

2. 3aganuM BXOJHBIE W BBIXOJHBIE MepeMeHHble st FIS2
(puc. 13).
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[4] Fuzzy Logic Designer: FIS2 — O X

File Edit View

XX

overaliCapabilities

FI52

T~
/ (mamdani}

XX —

vulnerability

overallCapabilitiss

L

Pucynok 13 — Bropoii HeueTkuit uaTepdeiic
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s mepemennoii overallCapabilities dyakuun npuna-

nexuoctu low — [-0.4 0 0.4], medium — [0.103 0.503 0.903], high
—[0.6 1 1.4] (Puc.14).

4. Membership Function Editor: FIS2 — O X

File Edit View

lot points:
FIS Variables i . . Memblershlpfluncﬂo,? plots . B :olnl 181

lew medium high

i_ikelihood

vulnera bility
=
- ir; c-nut v, uahk:_mtall_ﬂanﬂ.bllmcs
Current Variable Current Memberzhip Function (click on MF to select)
Hame overallCapabilities Name low
Type input Typs trimf ~
e 01 Params [-0.4 0 0.4]
Display Range 1] Help Close

Ready

Pucynok 14 — ®ynkunu npuHaIeKHOCTH BXOIHOM NTepeMEeHHON
«CpenHssd BO3MOKHOCTB)
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Jns mepemennoii Vulnerability dynkumun npunamiexHo-
cru low — [-0.405 0 0.3], medium — [0.2 0.45 0.7], high — [0.6 1 1]
(Puc.15).

[4] Membership Function Editor: FIS2 - o X

G 181
Bty ‘ ‘ ‘

File Edit View

Iew medium high

O 2N

overalCapabilties overall ikeihood

wilnerability

Pucynoxk 15 — @yHKIIMY IPUHAJIC)KHOCTH TIEPEMEHHOM «OIICHKA
YS3BUMOCTH»
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Jns nepemennoit overallLikelihood dyuxiwu npunaz-
nexxnoctu low — [-0.4 0 0.4], medium —[0.1 0.5 0.9], high—[0.7 1
1.4] (Puc.16).

4 Membership Function Editor: FIS2
File Edit View

plot points:

Meimbar ship function plots
FIS Variables T T T

overalCapabilties overall keihood

wulnerability

I | | T |

output variable “overallLikelihood"

Current Variable Current Membership Function (click on MF to select)

Name overallkeiood Hame

Type trim? ~
Type output

e [0.400.4]
0]

Display Range
[o1] Help Close.

Selected variable "overalLikeinood”

Pucynok 16 — ®yHKIMN NpUHAUIEKHOCTH BBIXOAHOM IIEPEMEH-
HOM «CpEaHSs BEPOSITHOCTHY

2.1. Co3naHue pemanmx mpaBul.

s Broporo uHTepdeiica Takxke HeOOXOAUMO 3a/aTh JIO-
ruueckue npasuia (Puc.17). IlpaBuna ¢popMupyroTcst B COOTBET-
CTBMM C  MAaTpulle, Ha @epeceuyeHMH —  3HAYCHHE
overallLikelihood (tabmuma 7). T.e. 4eMm BbIllle OMH U3 MapameT-
POB, TEM BBILLIE U 3HAUEHNE HA IEPECEUCHUN:

Tabmuma 7 — [paswra g FIS2

31



overallCapabilities
HU3KUH CpelHui BBICOKHMH
vulnerability | Hu3kwmii HU3KUH cpeaHuit BBICOKHI
CpeHUM | CpeaHui CpeHui BBICOKHUH
BBICOKUH | CpeaHUI BBICOKUI BBICOKHUH
(4] Rule Editor: FIS2 - o x

File Edit View Options

iz low) then (overallLikelhood is low) (1) ~

If (overallCapabilties is low) and (vulnerability iz medium}) then (overallLikelihood iz medium) (1}

If (overallCapabilties is low) and (vulnerability iz high) then (overallLikelihcod is medium}) (1}

If (overallCapabilties is medium) and (vulnerability iz low ) then (overallLikelihood iz medium) (1)

If (overallCapabilties is high} and (vulnerabilty is low) then (overallLikelihood is medium}) (1)

. If {overallCapabilties is low) and (vulnerability is high} then (everallLikelihood is high) (1}

If (overallCapabilties is medium) and {vulnerability iz high) then (overallLikelihood is high) (1)

If (overallCapabilities is high) and (vulnerability is high) then {overallLikelihood is high) (1)

If (overallCapabilities is high) and (vulnerabilty is medium) then (overallLikelihood is high) (1)

[N ] —

If and Then
overallCapabilities wvulnerabilty is overallLikelihood

medium medium
high high
none none

[ not [ not [ not
~ Connection Weight:

Joor
@) and 1 Deeterue |  Addrue | Changerue | =

FIS Name: FIS2 ‘ ‘

Help | Cloze | |

Pucynok 17 — HabGop mipaswr FIS2

Beixonuoit mapamerp overallLikelihood siBnsiercs Bx0m-
HBIM [1apaMeTPOM JUIsl TPETHET0 HEYETKOTO HHTepdeiica.

3. Tperuit HeueTknid MHTEpPENC C IOMOIHUTEIHFHBIM Tapa-
METPOM «OIleHKa rocieacTBuii» (Puc.18).
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4 Fuzzy Logic Designer: FIS3 — O .

File Edit View

XX

overallLike lihood

FIS3

/ {mamdani}

XX rigk

impact
FIS Name: FIS3 FIS Type: mamdani
And method — v Current Variable
Or method o M (== overallLikelihood
T input
Implication — v gL Le
Range [o1]
Aggregation o v
Defuzzification centroid - Help | Close |
Renamed FIS to "FIS3" ‘

Pucynok 18 — Tperuii HeueTknii uHTEpdEiic

3amaguM  GYHKIUH TPUHAIICKHOCTH JUISI TIEPEMEHHBIX
«cpennsist  BeposTHOCTh» (Puc.19), «omenka mocnencTBuii»
(Puc.20), u BeIxOHOM MIepeMeHHoM «puck» (Puc.21).

st mepemennoii overallLikelihood ¢ynkunn npunan-
nexuoctu low — [-0.4 0 0.4], medium — [0.1 0.5 0.9], high—[0.7 1
1.4] (Puc.19).
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4 Membership Function Editor: FIS3

File Edit View

lot points:
FIS Variables : Memb?rshlpfluncug,:. plots . plot points: 121

IIcw.I medium h'_ h

veood risk

impact '

- i.I'I-DLIt va;i;lble "o.verq.LLLi In.cel ihood:';
Current Variable Current Membership Function (click on MF to select)
Name overalLikelihood Name low
Type input o= trimf o
Range 01 Params [-0.4047 -0.005307 0.3777]
Ler) s [ 1] Help Close
Ready

Pucynok 19 - ®yHKIMH MPUHAIICKHOCTH BXOAHOM MTEpeMEHHON
«CpenHsisi BEpOSTHOCTD)

Jlnst mepeMeHHOM IMpact GyHKIMK TpUHAISKHOCTH [OW
—[000.4], medium —[0.2 0.5 0.8], high — [0.7 1 1.4] (Puc.20).
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"4 Membership Function Editor: FIS3 — u] X

File Edit View

0 01 02 0.3 0.4 05 06 07 0.8 09 1
input wariable "impact”

e e

Pucynok 20 - ®yHknun MpuHAIICKHOCTH TIEPEMEHHOHN «OIICHKA
MOCJIEICTBHII»

Jns mepemennoi risk ¢pyakimu npunaaiexxHoct low — [-
0.2 00.3], medium —[0.1 0.5 0.8], high — [0.55 0.97 1.4] (Puc.21).
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4| Membership Function Editor: FIS2 — O *

File Edit View

FIS Variables

NO ris

lg
1

Membership function plots =t PONES: 181

medium high

impact
1 2 . K | E
outout vanable "Ask*

Current Variable Current Membership Function (click en MF to select)
Name risk Name low

Type .
Type output trimf ~

Params -0.246 0.00132 0.3188]
Range: [0 1] 0. . . ]
Display Range [0 1] Help Close
Selected variable "risk”

Pucynok 21 — ®yHKIMY TPUHATIEKHOCTH «PUCK»

AHaNOrMYHO, KaK M JUII TIpeablaymux uaTepdeiicos dop-
mupyem npasuna (Puc.22) mis FIS3 (tabmuma 8). Ha mepecede-
HUH — 3HAYCHHE PUCKA.

Tabmuma 8 — [Npaswia g FIS3

overallLikelihood

HU3KUH CcpeaHuit BBICOKUH

impact HU3KUU HU3KUHI cpeaHuit CpeaHuit
CcpeaHu CcpeaHuit cpeaHuit BBICOKUH

BBICOKUH | CpeHUM BBICOKUI BBICOKUH
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4| Rule Editor: FIS3 — O x

File Edit View Options

If (owerallLikelihood is low) and [lmpact iz medium} then (rizk is medium} (1)

If {(overallLikelihood is low) and (impact is high) then (risk iz medium} (1}

If {owerallLikelihood is medium) and (impact is low) then (risk is medium) (1)

If {(overallLikelihood is medium) and (impact is medium} then (risk iz medium} (1}
If {owerallLikelihood is medium) and (impact is high) then (risk is high) (1)

If (overallLikelihood iz high) and (impact is low ) then (rigk i medium} (1)

If {owerallLikelihood is high) and (impact is medium) then (risk is high) (1)

If (owerallLikelihood is high) and (impact is high) then (risk is high) (1)

[C - NCIE R T Y

If and Then
overallLikelihood impact is risk is

medium medium medium
high high high
none none none

|:| not |:| not |:| not

 Connection Weight:
CJoor
®) and 1 Delete rule | Add rule | Change rule | << || »»

| FIS Name: FIS3 ||

Help | Close |

Pucynok 22 - Habop mpasun FIS3

[ToxcTaBUB SKCHEPTHBIC OLEHKU ISl BXOJIHBIX TEPEMEH-
HBIX «BO3MOYKHOCTH 3JIOYMBINUICHHUKAY, «3alIUIIEHHOCTh CHCTE-
MBI», «OIICHKA YSA3BHMOCTHY», «OIICHKA TOCJIEJICTBHI1» COTJIACHO
BapHaHTY, MOJYYNUTh PUCK JIJISl CETH MHTEPHETA BEIICH.

Hanpumep, skcriepraMu ObLTH OIEHEHBI TapaMETPHhI:

1) Capability = 0.658;

2) Security = 0.636;

3) Vulnerability = 0.268;
4) Impact = 0.446.

[To pesynbTaTaM BBINOJHEHHUS MPOTPAMMBI, IOJIyJYaeM
npoMexxyrounbie 3HaueHus s overallCapability = 0.149
(Puc.23), overallLikelihood = 0.47 (Puc.24). 1 B pe3ynbTare mo-
nygaeMm puck (risk) pasusiii 0.467 (Puc.25).
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| File Edit View Options

capabilities = 0.658 security = 0.636

overallCapabilities = 0.149

© o N @ ;s @ =

A
ﬂ

—
]
. g
—
—

ﬁ

0 1
Input: [0.658:0.636] HPIut points: 454 Move: left | right | down| up ‘
Opened system FIS1, § rules ‘ ‘ Hop | Cose | ‘

Pucynok 23 — IlepBrbIit HeueTkuii uaTepdeiic
‘ 4
| File Edit View Options

5
3
g
&
(=]
3

overallCapabilities = 0.149 Wi overallLikelihood = 0.47

GI_H_‘I_‘NDI_‘NNN
M

1] 1
Input [0.149;0.268] HPIDt points: |4q4 Move: left | right | down| up ‘
Opened system FISZ, 9 rules ‘ ‘ Help | Close | ‘

Pucynok 24 — Bropoii HeueTkuit unTepdeiic

38



4 Rule Viewer: FIS3 - O bt

File Edit View Options

overallLikelihood = 0.47 impact = 0.446 rigk = 0.467

]
—
— ]
—
——
=

0 1

Move: left | right | dnwnl up |‘

Input: [0.47;0.44{}1 HPmpnints: 1M ‘

| Opened system FIS3, 9 rules ‘ ‘ Help | Close | ‘

Pucynok 25 — Tperuii HeueTkuii HHTEpdEiic
[TosrydeHHOE 3HAYEHUE PUCKA 3aHECTU B OTYET.

JlabopaTopnas padora Ne5
ABTOMATH3HPOBAHHOE HAXO0KIeHHE PelIAIOIIHNX MPABUJ 1A
HEYETKOrOo JIOrH4ecKkoro nurepgeiica

Heap padoThl: MONYYUTHh KOJUYECTBO MPOAYKIIHMOHHBIX
npaBua a1 N atak. C IOMOIIBIO, S3BIKOB MPOrPaMMHPOBAHUS
HaIKCaTh aNTOPUTM JUIS COCTABJICHHUS PEIIAIONINX TPaBHII, Cle-
JaTh BBIBOJBI O BIMSHUU KOJMUYECTBA PEUIAIOIIUX MPAaBUI HA KO-
HEYHbIN pe3ynpTaT yuepOa 6ecripoBoiHOil ceTH. Bripaborats pe-
KOMEHJIAIIMM K TOCTPOeHHI0 3(()EeKTUBHOW CETH MHTEpHETa Be-
IIei.

TeopeTuueckne cCBEICHUS
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1. Tunsl aTak, BO3AeHCTBYWIIUX HA 0eCIIPOBOIHYIO
10T — ceTb. ATaku Ha GecripOBOIHBIC JIOKAJIBHBIC CETH HalpaBlie-
Hbl Ha KOH(UACHLIHAIHHOCTh M LIEJIOCTHOCTh HH(OpMALUU, a
TaKXe Ha JOCTYIHOCTh ceTd. [laHHbIe aTaku 0€30MaCHOCTH MOTYT
OBbITh TACCUBHBIMU WJIM AKTHBHBIMHU.

[TaccuBHas araka COCTOMT W3 HECAHKIIMOHUPOBAHHOIO
JIOCTyTa K PECYpCY WU CETU C LEJbI0 MPOCIYIINBAHUS WM aHa-
nu3a Tpaduka, HO He AJIsi U3SMEHEHUs ero coaepkumoro. Ee noc-
TaTOYHO CJIOKHO OOHAPY>KUTh, IOTOMY UTO B IPOLIECCE €€ peallu-
3allUY JaHHBIE OCTAIOTCS HEU3MEHHBIMU.

AKTHBHas aTaka COCTOUT U3 HECAHKIIMOHUPOBAHHOTO J0C-
Tyla K pecypcy Wiu CETU C LeIbl0 BHECEHUSI U3MEHEHUN B CO00-
IIeHHE, TOTOK JIAHHBIX WX (Daiif, Uiu ¢ IeNbl0 HapyleHus pado-
ThI CETEBOM CyXObI [4-5].

B nannoit maGopatopHoil pabGore OyayT paccMOTpPEHBI
CIIEYIOIIME aTaKU Ha CETh:

1) Ataka ¢ momexamu (Jamming attack) — mepemaua
nHpOpMAMK HA TOW YacTOTe, HA KOTOPOW HAXOIMTCS LieIeBas
WLAN, BO3MOXHO, NMPU MOIIHOCTH, MPEBHIIIAIONIEH HOPMATUB
SKBHUBAJIEHTHOM M30TONHO-U31y4aemMoi MoiHocTy (EIRP).

2) Ataka kmonoB (Clone attack) — B stoii arake ata-
KYIOIIHI KOIUPYET Y376l B (opMe KIIOHA.
3) ATaka MaHHMYIHpOBaHUS HH(OpManuedr o Map-

mpyre (Route information manipulation attack) — B aroii arake
37I0YMBIIIICHHUK /1T JIOKHYI0 HH()OPMAIIHIO O MapIIpyTU3AIHH.

4) ATaka otka3za B obcmyxuanuu (Denial of service
attack) - mpoucxoauT u3-3a c60s y3i1a WIKM BPEIOHOCHOTO JIEUCT-
BUSL.

5) Ataka mnoacaymmMBaromero ycrpoictsa (Eaves-
dropping attack) — 3axBar W JeKOAMPOBaHHE HE3AMUIIECHHOTO
TpapuKa TPUIOKEHUH ISl TONYYSHUS MOTEHIUAIBHO KOH(U-
JEHITNATEHON HHGOPMAITIH.

6) Araka cronkHoBeHus (Collision attack) — co3maer
npepbiBaHue B paboTaroniei 6ecripoBOIHOM CEeTH.

7) Artaka npoana (Sink hole attack) — B ciydae pea-
JM3alUK aTaky MpoBajia CYIIECTBYET Cepbe3Hasi yrpo3a Toro, 4To
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CKOMITPOMETHPOBAHHBIN y3€Jl THITACTCS TIOIYYHTh BECh HIIU 3Ha-
YUTENbHBIN TpaduK U3 ONpeeseHHONW 001acTH.

8) Ataka ananusa tpaduka (Traffic analysis attack) —
3TO THN aTaku Ha 0E30IaCHOCTh CETH, KOTOPBIi co3/1aeT Tpaduk B
0ecrpoOBOTHOM CETH.

9) Ataka necunxponusanuu (De-synchronization at-
tack) — 1ecHHXpOHM3AIUS U3MEHSIET TTOPSIKOBBIA HOMEp MaKeTa.

10)  Araka ¢ u3buparenbHO# mepeanpecarueit (Selec-
tive forwarding attack) — B 3Toii arake CKOMIPOMETHPOBAHHBIM
y3ell 0TOpachIBaeT MaKeThl, KOTOPbIE BIUAIOT Ha 3(PeKTUBHOCTD
ceru [6].

3ajaun

1. M3yuuTh TEOpeTHUeCKUe CBEAECHHUS O THIAX aTak Ha Oec-
MIPOBOJTHBIE CETH.

2. Onucath BXOJIHBbIE U BBIXOJHBIC NEPEMEHHbIE ISl AJro-

putMa MaMaaHu 71 HaXO0XKJIeHUs yiiepoa.

PaccuuTars Kosn4yecTBO peraromux npasui 11 N aTak.
4. C mnomompio JI000T0 S3bIKa MPOTpaMMHUPOBAHUS TIEpe-
OpaTh Bce BapuaHThI peraromux npasui s N ataxa.

5. Baectu nomyueHnsle npasuia B gaitn FIS n mpoBepuTh nx
KOPPEKTHOCTb.

6. Crnenarp BBIBOJBI O BIMSIHAM KOJHMYECTBA KOPPEKTHO OIIH-
CaHHBIX NPAaBWJI HAa KOHEYHBIM YHMCICHHBIN pe3yiabTaT Ha
BBIX0JI€ HEYETKON CHCTEMBI.

7. OdopMuTh OTUET MO MyHKTaM 2-6.

w

[Iops 10K BEIIOJIHEHUS Da6OTBI

1. BxopaHble U BBIXOJIHBIE TTAPAMETPHI.
1.1. B naGopatopHoii pa6ore ot 5 1o 10 BXoAHBIX mapa-
METPOB B 3aBUCUMOCTH OT BapHaHTa!
1) Araka otkaza B obciyxuBanuu (Denial of service at-
tack);
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2)

3)
4)
5)
6)
7)

8)
9)

ATtaka mojcIyIIuBaioniero ycrpoiicrsa (Eavesdrop-
ping attack);

Araka cronkaosenus (Collision attack);

Artaxka npoaia (Sink hole attack);

Araka ananusa tpaduka (Traffic analysis attack);
Araka necunxponusanuu (De-synchronization attack);
Ataka ¢ u3OuparenbHO# mepeaapecaruein (Selective
forwarding attack);

Ataka ¢ momexamu (Jamming attack);

Araka kionos (Clone attack);

10) Ataka MaHUIYJIMPOBaHUSA WHGOPMALIKEH O MapIIpyTe

(Route information manipulation attack).

Jliss KaXJ0r0 U3 BXOJHBIX IapamMeTpoB HEOOXOIMMO
yKa3aThb TEPM-MHOYKECTBO B 3aBUCHUMOCTH OT BIIHSHUS
WIA €ro OTCYTCTBUS KOHKDETHOH araku Ha Oecnpo-
BOJIHYIO CETh: «HET» U «xa». Kpome Toro, Oyner onuH
BeIxoqHOM napamerp ¢ umenem ISAN (Impact of Secu-
rity Attack on Network — Biusinue araku Ha Ge3omac-
HOCTb CETH), ONpEICNSIONINI 3HaueHue yiepoa Oec-
npoBojHoH cetu (Puc.26).
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4. Fuzzy Logic Designer: Untitled - [m]

File Edit View

|
»’

Denial _of_serv

g8
.

1
|

Eavesdropping_attack ~ ~

'
f
!

@
g
®
-}
’
+

Col

- -
Sink_hole_attack .o Untitled

}
;

/

Traffi analyss atack e mm i a - -

|
|

De-synchronization_attack - 4 (mamdani}
-

,
i
|

£
£
&
g
:
A
g
Ay
Ay

|
|

m
y
il

|
}

Jamming_attack
- L4 ISAN

}
}

Clone_aftack .

n
|

Route_information_manipulation

FIS Name: Untitled FIS Type: mamdani

And method Current Variable

Name

Or method max =

Type
Implication
Range

Aggregation max »

Pucynok 26 — Beixo/iHbIE ¥ BBIXOAHBIE TTapaMETPHI.

(DYHKHI/II/I MPUHAAJICIKHOCTH BXOJHBIX rnapa-
METPOB. DOyHKINUY PUHAICKHOCTH Ha3BaTh HET  (NO):
Type — trimf, Params [0 0.001 0.61] u ma(yes): Type —

trimf, Params [0.39 0.999 1.1]. st Bcex BXOIHBIX MapaMeTpPOB
YCTAaHOBHMTH aHAJIOTHYHBIE ~ HACTPOUKH.

@DyHKIUS TPUHAJIEKHOCTH BBIXOIHOM nepe-
MeHHOM. B nanHOi1 pabote Oyner HCIIOJIb30BATHCS 5
TEpPM- MHOKECTB IS JMHTBUCTUYECKOMN HepEeMEHHOI
OTIICHKH ymiep0a ISAN, npenHazHaYeHHBIX IS OIH-
CaHus YPOBHS BO3/ICMCTBUS Ha CeTh: OY€Hb HU3KUH, HU3-

KWW, CpEIHUM, BBICOKH, OYEHb BBICOKUU.
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2. ®opmyna qist pacuéra BceX BO3MOXKHBIX BapHAHTOB KOM-
OuHamii permaromux mpasui (1):
CoL+CL+Ca+C3+-+Ch =K, (1)
rme N = M, M = KOJMYECTBO aTaK, HANpaBJICHHBIX Ha
0ecTpoOBOIHYIO CETb.
st pacuéra KOMOMHALIMI KCIIONB30BaTh hopmymy (2):
m!
C#l - n!(m-n)!’ (2)
I'me M = xoand4ecTBO aTak,
N = aTaku UCMOJIb3yeMble B KOMOUHAIUY.
3. Hanmcanue anroputma nepebopa BceX BO3SMOXKHBIX BapH-
AQHTOB peMIAIIMUX MpaBui. JJs 3Toro oTkpseITh (aiin FIS

CO3JaHHBIN B IIEPBOM IIYHKTE, B JIFOOOM TEKCTOBOM pejlaK-
tope (Puc.27).

[Rules]

2121211212, 4 (1) 1
2221112112, 5 (1) 1
2221221111, 3 (1) 1
2222222122 5 (1) 1
1211111111, 1 (1) 1
2121111111, 2 (1) : 1

Pucynok 27 — IIponykunoHHbsle IpaBuia

ITocne crpoukn [Rules] crmemyror mnpaBuiaa, Kaxkas

CTpOYKa O3HAYaeT HabOp MPaBUJI, KAXKJI0€ YUCIIO B CTPOKE
O3HayaeT (YHKIMIO MPUHAMIEKHOCTU | —HeT, 2  — 11a, MOpAAOK
YHUCJIAa COOTBETCTBYET MOPSAIKY IIEPEMEHHBIX (aTak) OObsB-
JICHHBIX B MIEPBOM IIYHKTE, YMCJIO TOCJE 3amsATOM — BBIXOJHAs
nepemennas Yimepo 10T — cern: 1 — Ouens uuskuii (VL), 2 —
Huszkuii (L), 3 — Cpemuuit (M), 4 — Bseicokuit (H), 5 —
OuyeHb BBICOKMI (VH). IIponomkeHre CTPOKH OCTABUTh HE-
u3MeHHbIM.  [losyueHHbIE TNPOAYKIMOHHBIE MpaBUia, MOMEC-
TuTh B paiin FIS, 3amycTuTh W MpoBEepHTH WX KOPPEKTHOCTH,

pe3ysbTaThl 1a00PaTOpHOM pabOThI 3aHECTH B OTUET.
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IIpunoxenue A. BapuanTsl st JJabopaTopHbIx pador 1-5

Howmep Ba-
puaHTa

Ha6op mpoToko10B OECIIPOBOAHBIX COSTMHEHU B ceTH 1-
3 JLP.

0

1-2 JIabopaTopnast paboTa.

1. WPA2 and V4.0 and S2 and NTAG413

2. WPA2 and V2.0 and S2 and NTAG413

3. WPA and V3.0 and S2 and NTAG413

4. WEP and V3.0 and S2 and NTAG413

5. WEP and V3.0 and SO and MifareClassic

3 JlaboparopHas padora.

TIpoTokombl A1 MPOBEPKHU AITOPUTMA pacyéTa HEYETKOTO
pUCKa TIPU HAJTMYUW HECKOJIBKUX BUOB OECIIPOBOJHOTO

MOJIKITIOYCHHSI C PA3HBIMU MPOTOKOJIAMHU 0€30IaCHOCTH:
WPA — 2T, WPA2 — 1t

1-2 JIabopaTopHas paboTa.

1. WPA2 and V4.0 and S2 and NTAG413

2. WPA2 and V4.0 and SO and MifareDESFire

3. WPA2 and V3.0 and SO and NTAG413

4. WPA and V3.0 and S2 and MifareClassic

5. WPA and V2.0 and SO and MifareDESFire

3 JlaboparopHas padora.

ITpoTOKOIBI ISl MPOBEPKU ANTOPUTMA PACUETA HEUETKOTO
pHUCKa TPHU HAJTUYUU HECKOJIBKUX BUJIOB OSCIPOBOIHOTO
MOJIKITIOYCHHMSI C Pa3HBIMU MPOTOKOJIaMu Oe3onacHocTr: WEP
—2mt,WPA2 — 1t

1-2 JIabopaTopHast paboTa.

1. WPA2 and V4.0 and S2 and MifareDESFire

2. WPA2 and V4.0 and SO and MifareClassic

3. WPA2 and V3.0 and SO and MifareDESFire

4. WPA and V3.0 and SO and NTAG413

5. WPA and V2.0 and SO and MifareClassic

3 JIaboparopHast pabora.

[IpoTOoKOJIBI AJISt MPOBEPKH AJITOPUTMA pacyéTa HEYETKOTO
pHUCKa TIPU HAJMYWUN HECKOJIBKUX BHIOB OECIIPOBOTHOTO
MOJKITIOYEHHSI C Pa3HBIMU MPOTOKoIamMu OezonacHocTr: WEP
— 2mrt,WPA — 1t

1-2 JlabopaTopHas paboTa.
1. WPA2 and V4.0 and S2 and NTAG413

45




1-2 JIabopaTopHast paboTa.

2. WPAZ2 and V3.0 and S2 and MifareDESFire

3. WPA2 and V3.0 and SO and MifareClassic

4. WPA and V3.0 and SO and MifareDESFire

5. WEP and V4.0 and SO and MifareClassic

3 JlaboparopHas padora.

TIpoTokombl A1 MPOBEPKHU AITOPUTMA pacy€éTa HEYETKOTO
pUCKa TPU HAJTUYUU HECKOJIBKUX BUJIOB OCCIPOBOHOTO
MOJKITIOUEHHS C pasHBIMH IpoToKoJamu 6e3onacHocTH: V3.0
—2mrT,V4.0 — lmr

1-2 JIabopaTopHas padoTa.

1. WPA2 and V4.0 and SO and NTAG413

2. WPA2 and V3.0 and S2 and MifareClassic

3. WPA2 and V2.0 and S2 and MifareDESFire

4. WPA and V3.0 and SO and MifareClassic

5. WEP and V3.0 and SO and MifareDESFire

3 JlaboparopHas padoTa.

ITpoTOKOIBI TSI MPOBEPKU ANTOPUTMA PACUETA HEUETKOTO
pHUCKa TPU HAJTUYUU HECKOJIBKUX BUJIOB OCCIPOBOHOTO
MOJIKITIOYESHHS C Pa3HBIMH IIpOTOKoNIamMu OezomacHocTr: V4.0
—2mr,V3.0 — 1t

1-2 JIabopaTopHast paboTa.

1. WPA2 and V4.0 and S2 and MifareClassic

2. WPA2 and V2.0 and S2 and NTAG413

3. WPA2 and V2.0 and S2 and MifareClassic

4. WPA and V2.0 and S2 and MifareDESFire

5. WEP and V2.0 and S2 and MifareDESFire

3 JlaboparopHas padoTa.

IIpoTOKOIIBI ISl MPOBEPKYU AITOPUTMA PACUETA HEUETKOIO
pHUCKa TPHU HAJTUYUU HECKOJIBKUX BUJIOB OSCIIPOBOIHOIO
MOJIKITIOYESHHS C Pa3HBIMU IIPOTOKOoNIamMu Oe3omacHocTr: V2.0
—2mr,V3.0 — lmr

1-2 JIabopaTopHast paboTa.

1. WPA2 and V3.0 and S2 and NTAG413
2. WPA and V4.0 and S2 and NTAG413

3. WPA2 and V2.0 and SO and NTAG413
4. WPA and V2.0 and S2 and MifareClassic
5. WEP and V2.0 and S2 and MifareClassic
3 JlabopartopHast pabora.

46




TIpoTokombl A1 MPOBEPKHU AITOPUTMa pacdyéTa HEYETKOTO
pHYCKa TIPU HATMYNH HECKOJILKUX BUIOB OSCITPOBOIHOTO ITO/I-
KITFOUEHHSI C Pa3HBIMH MPOTOKOJIAMH 0e3

omacuocta: SO — 2mr,S2 — lmr

1-2 JIabopaTopnast paboTa.

1. WPA2 and V4.0 and SO and NTAG413

2. WPA and V4.0 and S2 and MifareDESFire

3. WPA2 and V2.0 and SO and MifareDESFire

4. WPA and V2.0 and SO and NTAG413

5. WEP and V2.0 and S2 and MifareClassic

3 JlaboparopHas padora.

[TpoToKOMBI AJIs MPOBEPKH AITOPUTMa pacuéTa HEYETKOTO
pUCKa TPU HAJTUYUU HECKOJIBKUX BHJIOB OCCIPOBOTHOTO
MOJIKITIOYESHHSI C Pa3HBIMH IIPOTOKOJIAMH Oe30macHOCTH: S2 —
2, S0 — lmr

1-2 JIabopaTopHast paboTa.

1. WPA2 and V4.0 and S2 and MifareClassic

2. WPA and V4.0 and S2 and MifareClassic

3. WPA2 and V2.0 and SO and MifareClassic

4. WEP and V4.0 and S2 and NTAG413

5. WEP and V2.0 and S2 and MifareClassic

3 JlaboparopHas padora.

IIpoTOKOIIBI 11 MPOBEPKYU AITOPUTMA PACUETA HEUETKOIO
pyUCKa NpH HAIUYIUH HECKOJIbKUX BU0B 6eCHp0BO,Z[HOFO
MMOAKIIKOYCHHUSA C PA3HBIMU ITPOTOKOJIaMU 6630HaCHOCTI/II
MifareClassic — 2mrr, MifareDESFire — 1t

1-2 JTabopaTopHast paboTa.

1. WPA2 and V3.0 and S2 and NTAG413

2. WPA and V4.0 and S2 and MifareClassic

3. WPA2 and V2.0 and SO and MifareClassic

4. WEP and V4.0 and S2 and NTAG413

5. WEP and V2.0 and SO and NTAG413

3 JlaboparopHas padora.

TIpoTOKOJIBI 1151 IPOBEPKHU ANrOPUTMA Pacd€Tra HEYETKOrO
pUCKa TPU HAJTUYUU HECKOJIBKUX BUIOB OECIIPOBOHOTO
MTOAKTFOYCHIS C PA3HBIMU TIPOTOKOJIAMH O€30TTaCHOCTH
MifareDESFire — 2mr, MifareClassic — 1t

10

1-2 JlabopaTopHas paboTa.
1. WPA2 and V4.0 and S2 and MifareDESFire
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2. WPA2 and V2.0 and S2 and NTAG413

3. WPA and V4.0 and SO and MifareDESFire

4, WEP and V4.0 and S2 and MifareDESFire

5. WEP and V2.0 and SO and MifareDESFire

3 JlaboparopHas padora.

IIpoTOKOIBI ISl MPOBEPKU AIITOPUTMA PACUETA HEUETKOIO
pucCKa NIpu HAINYUN HECKOJIBKUX BUI0OB 6CCHp0BO,I[HOF0
MOAKIOYCHHUA C PA3HBIMU IMTPOTOKOJIaMU 6630H3CHOCTI/I§
NTAG413 — 2wrr, MifareDESFire — 1mr
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Homep Bapuanra

BxoaHble mapaMeTpsl

1 4 nabopartopHas pabora:
1) Capability = 0.628;
2) Security = 0.601;
3) Vulnerability = 0.311;
4) Impact = 0.464.
5 nmabopaTopHas paboTa:
5 peasm3yeMbIX aTak.
2 4 aboparopHas padbora:
1) Capability =0.701;
2) Security =0.728;
3) Vulnerability = 0.212;
4) Impact = 0.399.
5 naGopaTtopHas paboTa:
6 peasiu3yeMbIX aTak.
3 4 maboparopHas pabora:
1) Capability = 0.833;
2) Security = 0.547;
3) Vulnerability = 0.425;
4) Impact = 0.627.
5 naGopaTtopHas paboTa:
/ peasiu3yeMbIX aTak.
4 4 maboparopHas pabora:
1) Capability = 0.899;
2) Security =0.572;
3) Vulnerability = 0.395;
4) Impact = 0.592.
5 naGopaTtopHas paboTa:
8 peasu3yeMbIX aTak.
5 4 nabGoparopHas pabora:
1) Capability = 0.905;
2) Security = 0.757;
3) Vulnerability = 0.245;
4) Impact = 0.666.
5 nabGoparopHast padora:
9 peasu3yeMbIX aTak.
6 4 maboparopHas pabora:
1) Capability = 0.550;
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2) Security = 0.825;
3) Vulnerability = 0.296;
4) Impact = 0.229.
5 nmabopatopHas pabdoTa:
10 peasu3yeMbIX aTak.

7 4 aboparopHas padbora:
1) Capability = 0.499;
2) Security = 0.645;
3) Vulnerability = 0.258;
4) Impact = 0.385.
5 naboparopHas paboTa:
9 peasin3yembIX aTak.

8 4 maboparopHas pabora:
1) Capability = 0.493;
2) Security = 0.712;
3) Vulnerability = 0.232;
4) Impact = 0.326.
5 nabopaTtopHas paboTa:
8 peasu3yeMbIX aTak.

9 4 maboparopHas pabora:
1) Capability = 0.385;
2) Security = 0.699;
3) Vulnerability = 0.260;
4) Impact = 0.296.
5 naGoparopHas padoTa:
/ peajiu3yeMbIX aTak.

10 4 nabopatopHast pabora:

1) Capability = 0.468;

2) Security = 0.340;

3) Vulnerability = 0.632;

4) Impact = 0.554.
5 nabGoparopHast pabora:
6 peasu3yeMbIX aTak.
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