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1. HEJIA A 3AJIAYU TUCIHUATIJINHBI

1.1. Ileau AuCHUIIHHBI

3akio4aeTcsi B U3YYEHUH U MPAKTUYECKOM OCBOCHHUM METOJIOB U TEXHOJIO-
Ul yOpaBJEHUS BBIUUCIUTEIbHBIMU CUCTEMAMHU U CETSIMU

1.2. 3amaun ocBOeHHS TUCIHUILTHHBI

1. OCBOEHHME TECOPETUUECKUX OCHOB YIPABJICHUS! BHIYUCIUTEILHBIMU CUCTE-
MaMH U CETSIMU

2. mpuoOpeTeHNEe HABBIKOB yIpaBlieHWE KOHPUTYpaIueid CeTH, MOHUTOPUH-
ra aHajausa U Tpauka, a Takxke yrnpapieHUIO0 0€30MaCHOCTHIO

2. MECTO JUCHHUII/IMHBI B CTPYKTYPE OIIOII
JuctuuminHa «YTIpaBieHUe BBIUUCIUTEIbHBIMH CUCTEMAaMHU U CETSIMU» OT-
HOCHUTCS K JTUCILHUINIMHAM 0a30Boii yactu Oyioka b1.

3. IEPEYEHD IIJIAHUPYEMBIX PE3YJIbTATOB OBYUEHUS 11O
JAUCHUIIJIMHE

[Ipouecc n3ydyeHus: TUCUMILIMHBI «YTPaBICHUE BBIYUCIUTEIBHBIMU CHUCTE-
MaMH U CETSMU» HalpaBJieH Ha (OPMUPOBAHUE CIETYIONIUX KOMIETEHIUI:

VYK-4 - Cnoco0GeH NpuMEeHSTh COBPEMEHHbIE KOMMYHUKATUBHBIE TEXHOJO-
TUH, B TOM YKCJIE HA MHOCTPAHHOM(BIX) sI3bIKe(ax), JJIsl aKaJeMHUYE€CKOTO U Mpo-
(dhecCHOHAIBHOTO B3aUMOIEHCTBUS

OIIK-3 - Cnocoben aHanu3upoBaTh MPoGhecCHOHATBHYIO HH(POPMAIIHIO,
BBIICJISITh B HEW TJIaBHOE, CTPYKTYpPHUPOBaTh, 0OPMIIATh M TIPEICTABIATh B BHUJIC
aHATMTUYECKUX 0030pOB ¢ 000CHOBAHHBIMH BHIBOJIAMH M PEKOMEH/IAIIUSAMU;

OIIK-8 - Cnioco6en ocymiecTBIsATh 3(PPEeKTUBHOE YIIpaBIeHUE pa3padOTKOM
MPOTPAMMHBIX CPEJCTB U MPOEKTOB.

Pe3yabTaThl 00y4YeHUs1, XapaKTepU3yoLue

Komnerenuus
chopMHpPOBAHHOCTH KOMIIETCHIIUH

YK-4 3HATh crenuanM3MpOBaHHYIO TEPMUHOJIOTHIO (B TOM YHCIIE, Ha
MUHOCTPAHHOM SI3bIKE), HCIIOIb3yEMYIO [P ONIUCAHUM OCHOBHBIX
CTaHIaPTOB YIIPABJICHUS

BraneTrh nnoctpanHbIM S36IKOM Ha YPOBHE, HEOOXOAUMOM JUIS YTe-
HUS MEKJIYHAPOIHBIX CTAHAAPTOB U APYrol TEXHUYECKON JOKYMEH-
TalllU, UCTIOJIH3YeMOM npu onucanuu cucteMm ynpasienus (OITK-4);

OIIK-3 3HATh OCHOBHBIE CTAHAPTHI CUCTEM YIIPABJIEHUS

YMETh ocymiecTBIsTH MOHUTOPUHT M aHaIu3 Tpaduka

BnaneTts meronamu u noaxonamu obecrieueHus 6€30MacHOCTH BbI-
YHUCINUTEIBHBIX CUCTEM U CETEH

OIIK-8 3HATh QYHKIMOHAILHBIE TPYIIBI 33144 YIIPABJICHUS

YMETh npuMeHsTh EPCIIEKTUBHBIE METOIBI /ISl YIIPABICHUS KOH-
¢durypanuei cetu

Braners noxxomnamu k PCIICHUIO 3a1a491 YIIPABJICHUS BBIYH CIIH-
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IIPOrPaMMHBIX CPEICTB

TCJIIBHBIMU CUCTEMAMMU U CCTAMMU C NCITIOJIB30BaAaHUEM COBPEMCHHBIX

4. OB BEM JUCHUIIJINHBI
OO0mast TpyJ0€MKOCTh JUCLMIUIMHBI «YTIPABIEHUE BBIYUCIUTEIBHBIMU CH-

CTEMAMHU U CETIMU» COCTABJISET S 3.€.

Pacrnipenenenne Tpy10€MKOCTH JUCHUIUIMHBI 110 BUAAM 3aHITUI

o4Has popma 00y4eHust

. Bcero |CemecTpsl

Bunbr yaueOHOM paboThI HACOR I
AyauTopHble 3aHATHS (BCEro) 48 48
B Tom uncne:
Jlexuuu 12 12
JlabopaTtopusbie pabotsl (JIP) 36 36
CamocrosiTeibHas padora 96 96
KypcoBoii npoexkt + +
Yacel Ha KOHTPOJIb 36 36
Buibl npoMeXyTOYHOM aTTecTaluu - 9K3aMeH + +
OO6m1ast TPy 10€MKOCTb:
aKaJIeMUYECKHE YaChl 180 180
3a4.e]l. 5 5

5. COAEPKAHUE JUCIHHUIIJIMHBI (MOAY JI5)

CTH 110 BHJAM 3aHATHH

ouyHasi popma o0yueHust

5.1 Conepxanue pa3iesioB TUCHHUILIMHBI U pacnpeiesieHNe TPYA0eMKO-

Ne HaumeHoBaHMe TeMbI Copeprxkanue pazjena Jlekiy J1a6. CPC Beero,
/11 3aH. qac
1 OyHkiyy 1 apxutekTypa |DyHKIHMOHAIBHBIE TPYNIBI 3a/ad yHpapieHHs. Mo-
cucreM ynpasnenus cetsamu |1eqp FCAPS u  ocHoBHBIE (yHKIMU: 00paboTKa
omnbok (Fault Management), ynpaBieHre KOHQHUTY-
paumeii cetn u mmeHoBaHueM (Configuration Man-
agement), yder pabotel cetn (Accounting Manage-
ment), aHAN3 TPOM3BOIAUTEIFHOCTH W HAIEKHOCTH 2 6 22 30
(Performance Management), ynpaBieHue Oe3omac-
HOCTbIO (Security Management ). MHOroypoBHEBOE
Mpe/cTaBlIeHUe 3a7ad yINpaBleHUsA. ApPXUTEKTypa
CUCTeM ynpaBiieHUs (cxema «AreHT»- «MeHemxepy,
CTPYKTYPBI PAaCpe/IeIEHHbIX CUCTEM YIPABICHMS).
2 VYnpasnenne koHpurypa- [OcHOBHBIE 3Tanbl KoH(GuUrypanuu cetd. OcoOeHHO-
Uel ceTn cti koHurypanuu cetu B cpene Cisco. Crenmanka 2 12 16 30
HCTOJIb30BaHus aapecos Ipv4 u IPv6
3 | Crangaptel cucteM ynpas- |Konuenuus SNMP-ynpasnenus. Crpykrypa MIB-
JIEHUS nepeBa. Crneuuduka NPaKTUUYECKOW pealu3aluu U
ucrionb3oBanus  nporokoma SNMP.  CranpmapTst 2 6 19 27
ympasnernss OSI. [Ipotokon CMIP, ero ocoGeHHO-
CTH.
4 Momnwurtopusr u ananu3  |Knaccudukarus cpeiacTB MOHUTOPHHIA W aHAH3a.
JIOKaJIbHBIX ceTel AHanu3aTtopsl MPOTOKOJIOB (0COOSHHOCTH (yHKIHO- 2 6 19 27

HUPOBaHMs, OCHOBHbIE CBOIicTBa). CeTeBble aHAIM3a-
Tophbl. KaGenbHbIe CKaHEpPbl H TECTEPHL.
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5 VYnpasnenue OezonacHo- |ba3zoBble 3meMeHTHl ympaBieHHA 0€30IaCHOCTHIO.
CTBIO B CETAX Ocobennoctu cnuckoB nocryna. IIpocroii u pacmu-
peHHBIN cnucok noctymna. OcobeHHocTH GopMuUpoBa- 4 6 20 30
Hus npasui. [IpuBsska kx wHTepdelicaM MapIIpyTu-
3aTopa.

Hroro 12 36 96 144

5.2 llepeueHnb JadopaTOpHBIX padboT

JlabopatopHast padota 1. Monuropusr u ananus tpaduka cpeacrsamu Cis-
co Packet Tracer

JlabopatopHast padota 2. YnpasineHue koHGUTrypauen ceTu ¢ UCIO0JIb30Ba-
HueM aapecanuu [pv4

JlaboparopHas paborta 3. YnpapieHue koH(pUrypaluen ceTu ¢ UCI0JIb30Ba-
HUEeM aapecanuu Ipvo

JIaGopartopHas pabota 4. MOHUTOPHUHT ceTeBOil MHPPACTPYKTYPHI C MOMO-
1pk0 npotokoaa SNMP

JlaGoparopHas paboTa 5. AHanu3 ceTeBoro Tpaduka cpeAcTBaMH NPOTOKOJA
NetFlow

JlabopaTtopHas padota 6. YrpaieHue 0€30MacHOCTBIO B CETAX C TOMOIIBIO
CIIUCKOB JIOCTYIIA

6. IPUMEPHAS TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT

B cooTBeTcTBHM ¢ yU€OHBIM MJIAHOM OCBOCHHUE AUCIUIUIMHBI MPEAyCMaTPHU-
BACT BBIMOJHEHUE KypPCOBOTO MPOeKTa B 1 cemecTpe aJist 04HOM (HOpMbI O0yUEeHUS.

[IpumepHas TeMaTuka KypcoBOro mnpoekTta: «Pa3paboTka CUCTEMBI yIpaB-
JICHUS JJOKAJIBHOM CETBIO»

3agauu, pemaeMble IPU BBINOJIHEHUH KyPCOBOTO MPOEKTA:

* IPOEKTUPOBAHHUE CETH COTJIACHO 3a/IaHHOM CXeMe, MPOBEpKa JIeecrnocoo-
HOCTH,;

* MoHUTOpUHT Moenu OS]

* HACTPOMKA MAPLIPYTHU3ALNHU

* HacTpoiika SNMP-cepBepa

* ananu3 Tpaduka c momorisio NetFlow

* HACTPOMKA ITOJIUTUKHU JOCTYyIIA

KypcoBoit mpoekt Bkiodar B ceOs rpaduyecKkyl0 4YacTb M PacyeTHO-
MOSICHUTEJIBHYIO 3aITUCKY.

7. OUEHOYHBIE MATEPHUAJIBI JIS ITIPOBEAEHUSA ITPOMEXY-
TOYHOM ATTECTAIIMU OBYUAIOIIUXCS IO JUCHUILINHE
7.1. Onucanne nmokasarejeil U KpUTepHeB OLEHUBAHUS KOMIIETEHIIUI
HA pa3/IMYHbIX ITanax ux (popMupoBaHUs, ONMCAHUE HIKAJ OLlEeHUBAHUS
7.1.1 DTan Tekynero KOHTPoJIs
Pe3ynprarel TEKyIIEro KOHTPOJISI 3HAHUW M MEKCECCHOHHOM aTTECTalUU
OLICHMBAIOTCS I10 CIEAYIOLIEN CUCTEME:




«aTTCCTOBAHY,
«HEC aTTCCTOBAH».

Komme-
TEeHIH

pusyomue
c(OpMHPOBAHHOCTH KOMIIETEH-
HUH

PesyabTaThl 00y4eHusi, XapaKre-

Kpurepun
OLICHMBaHUSA

ATTECTOBaH

He arTecTroBan

YK-4

TEPMUHOJIOTHIO (B TOM YHC-
Jie, Ha HTHOCTPAaHHOM SI3BIKE),
UCIIONIb3YEMYIO MIPHU OITHca-
HUM OCHOBHBIX CTaHJAPTOB
yIpaBJICHUS

3HaTh CIIEUATH3UPOBAHHYIO

AxTtuBHas paboTa Ha 3aHATH-
SIX, OTBETHI Ha TEOpETHYC-
CKHE BOIIPOCHI TIPH 3aLINUTE
nmabopaTOpHBIX paboT U Kyp-
COBOTO TIPOEKTA

Brimonaenue pador

B CPOK, IPEYCMOT-

PEHHBIH B pabo9mx
porpaMmax

Hesbimonnenue pa-
00T B CPOK, TIpexy-
CMOTPEHHBIN B pa-
004nX Mmporpammax

BrnageTs MHOCTpaHHBIM SA3BI-
KOM Ha ypOBHE, HEO0X0IU-
MOM JIJIs1 YUTEHUS] MEXKyHa-
POJIHBIX CTaHIAPTOB U APY-
roil TEXHUYECKOW TOKYMEH-
Taluu, UCTIONb3yEeMOH Mpu
ONMCAaHUU CHCTEM yIpaBJe-
HHS

BIIAJICHUE MaTCPUATIOM, B
TOM YHCJIe, HA HHOCTPAHHOM
SI3BIKE TIPU BBITIOJTHCHUH Jia-
00paTopHBIX PaboOT

Brimonuenue padot

B CPOK, TIPELYCMOT-

PEHHBIH B pabouux
mporpammax

Hesrinonuenue pa-
00T B CPOK, TIpey-
CMOTPEHHBIN B pa-
604ux porpamMmax

OIIK-3

3HaTh OCHOBHEIC CTaHAapThbl
CHUCTEM YIIPABJICHUA

AKTHBHas paboTa Ha 3aHSITH-
SIX, OTBETHI Ha TEOpeTHYC-
CKHE BOIIPOCHI TIPH 3aLIHUTEe
mabopaTOPHBIX paboT U Kyp-
COBOT'O POCKTA

Brmonaenue padot

B CPOK, TIPETYCMOT-

PEHHBIH B pabounx
Tporpammax

HeBrmonHenue pa-
00T B CPOK, TIpey-
CMOTpPEHHBI B pa-
004KX mporpammax

YMETb OCYIIECTBIISATH MOHH-
TOPHHT U aHaIH3 TpaduKa

BJIAJICHUE MATEPUAIIOM MPH
BBIMOJIHEHHH JIAOOPATOPHBIX
paboT U KypcoOBOIO MPOEKTA

Bemonaenue padot

B CPOK, TIPEYCMOT-

PEHHBIN B paboumnx
IporpaMmax

Hespimonuenue pa-
00T B CPOK, TIpey-
CMOTPEHHBIN B pa-
604MX NMporpamMmax

BJIAACTh ME€TOOdAMHU U IOAXO-
JaMu obecrnieueHus oe3omnac-
HOCTH BBIYHUCIUTCIBbHBIX
CHCTEM U CETeH

BJIaJICHUE MaTepHaJIOM IIpU
BBITTOJIHEHHH J1a00PaTOPHBIX
paboT U KypcoBOTO MPOCKTa

Brimonuenue padbot

B CPOK, NPEyCMOT-

PEHHBIN B pabo4nx
IporpaMMax

Hesrinonnenue pa-
00T B CPOK, TIpey-
CMOTPEHHBIN B pa-
604MX NMporpamMmax

OIIK-8

3HATh (PYHKIIMOHATBHBIC
TPYIIIBI 337124 yIPaBJICHUS

AxTuBHas paboTa Ha 3aHATHU-
SIX, OTBETHI HA TEOpETHYE-
CKHE BOIIPOCHI MPH 3aLIHUTE
nabopaTOpHBIX paboT U Kyp-
COBOTO TMPOEKTA

Brimonuenue padbot

B CPOK, NPEyCMOT-

PEHHBIN B pabodnx
IporpaMMax

Hesrinonnenue pa-
00T B CPOK, TIpeay-
CMOTPEHHBIN B pa-
604MX mporpammax

YMETh IPUMEHSTh IEepPCIeK-
TUBHBIE METOJBI JJIsl YIIPAB-
neHust KoHdurypanuei cetn

BJIaJICHUE MaTepPHaIOM MPH
BBINTOJTHEHHNH JIAOOPaTOPHBIX
paboT 1 KypcoBOT'O ITPOEKTa

Brimonuenue padbot

B CPOK, TIPEYCMOT-

PeHHbIH B pabouux
porpammax

Hesrinonnenue pa-
00T B CPOK, TIpey-
CMOTpPEHHBII B pa-
004YMX Nporpammax

HUIO 33J1a4M yIPaBICHUS
BBIYHCIUTEIbHBIMH CUCTE-
MaMU U CETSAMHU C UCIOJIb30-
BaHUEM COBPEMEHHBIX IIPO-
I'PaMMHBIX CPEJICTB

BJIQJICTh NOAXOAaMHU K periie-

BJIaJICHUE MaTEePUaJIOM TIpH
BBINTOJTHEHHNH JIAOOPaTOPHBIX
paboT 1 KypcoBOT'O ITPOEKTa

Brmmonaenue padot

B CPOK, TIPEyCMOT-

PEHHBII B pabounx
Tporpammax

HeBemonHenue pa-
00T B CPOK, TIpey-
CMOTpPEHHBII B pa-
00uKX mporpammax

7.1.2 JTan NpoMe;KyTOYHOT0 KOHTPOJISA 3HAHU I
Pe3ynbTaThl MPOMEXKYTOUHOIO KOHTPOJIS 3HAHUM OLleHMBaroTcs B 1 cemecT-
pe Ay o4HoU (popmMbl 00yUEHHS M0 YEThIPEXO0aNIbHON CUCTEME:

«OTIUYHON;
«XOPOLIOY;

«KYAOBJICTBOPUTCIBHO»,
CKHCYIOBJICTBOPUTCIILHO).




Komme | Pe3yabTaThl o0y4ennus, K
XapakTepu3youmue UTEpUN
. . (b(’:pM“p’:)B;'HH‘;‘c“ OHEIE)HI/IB:HHSI OTAHYHO Xopomo Yo, Heynosa.
TEHI U KOMIIeTeHIUH
YK-4 |3nats criermmanusupo- [Tect Brinonnenue | Breimonnenue | Bemmonnenue | B tecte menee
BaHHYIO TEPMUHOJIO- TecTa Ha 90- TecTa Ha 80- tecta Ha 70- | 70% mpaBuib-
THIO (B TOM YHCJIe, Ha 100% 90% 80% HBIX OTBETOB
UHOCTPAaHHOM SI3BIKE),
UCTIONB3YEMYIO pU
ONHCaHUU OCHOBHBIX
CTaHJapTOB yIpaBJie-
HUS
Bnagets HHOCTpaH-  BBINOJIHEHHE Hcnons3zoBa- | Hcnons3osa- | Mcnonb3oBa- | YpoBeHs Bia-
HBIM SI3BIKOM Ha naboparop- HHUE UHOCTpPaH- | HUe HHOCTpaH- | HUE UHOCTPAH- | JeHUs UHO-
ypOBHE, HE0OOX0AU-  |HBIX paboT HBIX SI3BIKOB HBIX SI3BIKOB HBIX SI3BIKOB | CTPAHHBIX SI3BI-
MOM JUTS YTEHUS TIPY BBITIOJIHE- | TIPYU BBITIOJIHE- | TIPH BBIIIOJIHE- | KOB BBI3BIBAIOT
MEXXTyHaPOIHBIX HUM nabopa- | Hum mabGopa- | Huum mabopa- |3aTpyaHEHUS H
CTaHIApPTOB U IPYTOit TOPHBIX PaboT | TOPHBIX pabOT | TOPHBEIX paboT | HE MO3BOIAIOT
TEXHUIECKOH JTOKY- HE BBI3BIBACT | TTOYTH HE BBI- BBI3BIBAIOT BBITTOJTHATD
MEHTalUH, UCIOTIb3Y- HHUKAaKWX 3a- | 3BIBACT HHUKA- | OIPECICHHBIE pabory
€MOi1 IIpY OIIUCAHUU TpYJHEHUN | KUX 3aTpyAHe- | 3aTpyIHEHus,
CHCTEM YIpaBJICHUSA HUH HO TMO3BOJISIET
BBITIOJHUTD
paboty
OIIK-3 [3nath OCHOBHBIC Tecrt, Boinion- | Beimonnenue | Brimonmuenue | Brimonnenuwe | B tecte MeHee
CTaHJApTHI CUCTEM HeHue 1abo- tecra Ha 90- | Tecta Ha 80- | Tecta Ha 70- | 70% mpaBuiib-
YIpaBJICHUS PpaTOpPHBIX 100%; 90%; 80%; HBIX OTBETOB;
pabot Bce mabopa- | Bcee mabopa- | IlpomemoncTp | mabopaTopHbie
TOpHBIE paOOTHI | TOPHBIE paOOTHI |HIPOBaH BEpHBII| pabOTHI BBI-
BBINIOJTHEHBI B | BBINOJHEHBI | XOJ BBINOJHE- | TOJIHEHHI B
IIOJTHOM 00Be- | MOYTH B 1oJ- | HUS Jabopa- | HemocTaTod-
Me 0e3 3aTpya- | HOM o0beMe | TOPHBIX paboT | HOM oOBeMe
HEHHHI 6e3 0coOBIX
3aTpyHEHUI
yMeTb ocymecTBIsATh |Tect, Boimon- | Bemmonnenne | Brmonnenwe | Brmosnenume | B tecte menee
MOHUTOPHHT U aHAJIHN3 |HEeHHe 1a00- Ttecra Ha 90- | Tecta Ha 80- | Tecta Ha 70- | 70% mpaBuiib-
Tpaduka paToOpHBIX 100%; 90%; 80%; HBIX OTBETOB;
pabort Bce nabopa- | Bce mabopa- | IlpoaemoncTp | maboparopHbie
TOpHBIE pabOTHI | TOPHBIE PaOOTHI |MPOBaH BepHBIN| pabOTHI BHI-
BBINTOJTHEHBI B | BBIIOJHEHB! | XOJ BBIIOJNHE- | IIOJIHEHHI B
HOJHOM 00Be- | MOoYTH B oJsI- | Hus nmabopa- | HemocTaTod-
Me 0e3 3aTpya- | HOM o0beMe | TOPHBIX paboT | HOM oOBeMe
HEHHHN 0e3 0coOBIX
3aTpyIHEHUI
BiIanets Merogamu U |Tecr, Bemon- | Bemonnenne | Brmonnenue | Brimonnenue | B Tecte menee
rnoaxonamu obecrie-  |HeHue 1ado- Tecta Ha 90- Tecta Ha 80- tecta Ha 70- | 70% npaBuiib-
YeHHs1 0e30MacCHOCTH  |paTOPHBIX 100%; 90%; 80%; HBIX OTBETOB;
BBIYHMCITATEIHHBIX pabor Bce nmabopa- | Bce nmabopa- | IIpogemoncTp | mabGopaTopHble
CUCTEM U ceTei TOpHBIE pa0OThI | TOPHBIE pa0OTHI |NPOBaH BepHbIii| pabOTHI BbI-
BBINTOJTHEHBI B | BBINOJHEHB! | XOJ BBITIOJHE- | IIOJIHEHHI B
HOJHOM 00be- | MOoYTH B oJsI- | Hus nmabopa- | HemocTaTod-
Me 0e3 3aTpyn- [ HOMm oOveme | TOpHBIX paboT | HOM 0OBEME
HEHHH 6e3 0coOBIX
3aTpyJHEHUHN
OIIK-8 |3HaTh pyHKIHOHANE- |Tect, Bemon- | Brmonnenne | Brmonnenue | Bremomnenwne | B tecte menee
HBIE TPYIIIHI 33,149 HeHwue 1a00- tecta Ha 90- | Tecra Ha 80- | TectaHa 70- | 70% mpaBuiib-
YIPaBJICHUSA paTOpHBIX 100%; 90%; 80%; HBIX OTBETOB;
pabor Bce nabopa- | Bce nabopa- | IIpogemoHcTp | mabGopaTtopHble
TOpHBIE pa0O0THI | TOPHBIE paOOTHI |MPOBaH BEpHbII| pabOTHI BbI-
BBINIOJTHEHB! B | BBINOJIHEHBI | X0z BBINOJHE- | mONHEHHI B
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MTOJTHOM 00'Be-
Me 0e3 3aTpy-

[IOYTH B II0JI-
HOM 00BEME

HUsI 1abopa-
TOPHBIX PadOT

HEI0CTATOY-
HOM 00BEME

Me 6e3 3aTpya-

HOM 00BEME

TOPHBIX PadOT

HEHUH 6e3 0coOBIX
3aTpyIHEHUI
YMETb IPUMEHSTh Tecr, Boinosi- | Brimonnenue | Brimonnenue | Beimonnenuwe | B tecte meHee
MIEPCICKTUBHEIE Me- |HEHHE J1a00- TecTa Ha 90- TecTa Ha 80- tecta Ha 70- | 70% mpaBuib-
TOJIBI IJTS YIIPABIICHHS | paTOPHBIX 100%; 90%; 80%; HBIX OTBETOB;
KoHpurypanueit cetu |pabdot Bce mabopa- | Bce mabopa- | IIpomemonctp | mabopatopHsie
TOpHBIE pabOTHI |TOPHBIC PaOOTHI [IPOBAaH BEpHBIN| pabOTHI BHI-
BBINIOJIHEHBI B | BBINOJTHEHBI | XOJ BBINIOJHE- | IONHEHEI B
IIOJTHOM 00be- | MOYTH B 1oJI- | HUs Jabopa- | HemocTaTod-

HOM 00BEME

I'paMMHBIX CPCACTB

Me 0Oe3 3aTpya-
HEHUI

HOM 00BEME
0e3 0Co0BIX

3aTpyIHEHUI

TOPHBIX PaboOT

HEeHUI 6e3 0coOBIX
3aTpyJHEHUHN

BiIafeTh noaxonamu K | Tect, Beimon- | Bemonnenue | Brmmonnenue | Brimonnenue | B Tecte menee
PELICHHUIO 3a1a41 HeHue 1abo- Tecta Ha 90- TecTa Ha 80- Tecta Ha 70- | 70% npaBuib-
YIPAaBJIEHUS BbIUUC-  paTOPHBIX 100%; 90%; 80%; HBIX OTBETOB;
JIMTENBHBIMU CUCTE-  |paboT Bce nabopa- | Bce nabopa- | [Ipomemonctp | maboparophbie
MaMH U CETSMH C UC- TOpPHBIE pabOTHI |TOPHBIC PaOOTHI [IPOBAaH BEpHBIN| pabOTHI BHI-
MIOJTE30BaHUEM CO- BBINIOJTHEHBI B | BBINOJIHEHBI | XOJ BBINIOJHE- | IOJIHEHHI B
BPEMEHHBIX IIPO- IIOJTHOM 00Bbe- | MOYTH B 1oJ- | HUS Jabopa- | HEmocTaTod-

HOM 00BEME

7.2 IlpumepHbIi NepeYyeHb OLEHOYHBIX CPeACTB (THIOBbIE KOHTPOJIb-
HbI¢ 32/IaHUS WM HHbIe MaTepUaJIbl, HEOOXOAMMBbIEC ISl OLCHKHU 3HAHMH,
YMEHUI, HABBIKOB U (MJIN) ONBITA AeATeJIbHOCTH)
7.2.1 IlpumepHbIii nepeyeHb 3aJaHUIl AJIs1 MOATOTOBKH K TeCTHPOBa-

HHUIO

1. Kakas dbyHKuMs HE BXOAUT B MOJENb aJIMUHUCTPUPOBAHUS U YyTIpaBIie-
Hus cetsimu FCAPS:
a) o0paboTKa OIIHOOK;
0) yrpaBiieHHe 06€30IaCHOCTHIO
B) yIIpaBJieHWE KaueCTBOM IepeaaBaeMoil HHPOpMaIINH
T') aHaJIU3 MMPOU3BOJUTEIHHOCTU U HAJICKHOCTH
MPaBUJIbLHBIN OTBET B)

Pacnonoxure ypoBHu wuepapxuum mojenu TMN (Telecommunication

Management Network) B mpaBuibHOM NOPSKE, HAUMHAS C HUXKHETO:
a) YPOBEHb YIPABJICHUS FJIEMEHTAMU CETH
0) ypOBEHb JIEMEHTOB CETH

B) YPOBEHb OM3HEC-YIIPaBICHUS
') YPOBEHb YIIPABJICHUS yCIyraMu
1) YpOBEHb YIIPaBJICHUS CEThIO
MIpaBUJILHBIN OTBET 0) a) 1) T) B)

I[JIH TOro, YTOOBI 3HaTh COCTOSTHUE KaXXa01ro 2JICMCHTAa CCTH, a TaKXKEC AJIsA

TOTIO, YTOOBI UMETH BO3MOKHOCTh U3MEHSTH mapaMcCTpel €€ CI)YHKLII/IOHI/I—
POBaHUA MOKHO MCIIOJIB30BATh IIPOTOKOJI:

a) FTP




6) SNMP
B) HTTP
r) MIB
[IpaBuIBHBIN OTBET 0)
4. Omnpenenute Bce KOMaH/Ibl, KOTOPbIE UCHOJb3yeT nmpoTokosl SNMP s
B3aMMOJICUCTBHS MEX]y ar€HTOM U MEHEKEPOM:
a) begin
0) get
B) print
r) set
[IpaBunbHBIC OTBETHI 0) T)
5. AHanu3aTopsl MPOTOKOJIOB — ATO:
a) ATEHTBI CUCTEM YMPABJICHUS, MOCTABISIONIMEe UHPOPMAIIUIO TIO TIPO-
Tokoixy SNMP wnu CMIP;
0) crienuanu3upoBaHHOE OOOpPYAOBaHHUE IJIsi AUATHOCTUKU M cepTudu-
KaluK KaOeJIbHBIX CUCTEM;
B) MpPOTpaMMHBIE WM anmnapaTHO-MPOTrPaMMHBIE CHUCTEMBI, KOTOpPbIE
OTpaHUYMBAIOTCS (PYHKIIUSIMA MOHUTOpPWHTA M aHalu3a Tpaduka B ce-
TSX;
r') MHOTO(YHKIIMOHAJIbHBIE MOPTATUBHBIC YCTPOMCTBA aHANW3a W JUa-
THOCTHUKH
[IpaBUIBHBII OTBET B)
6. AHaIM3aTOp MPOTOKOJIOB MOXKET MPUHUMATH:
a) TOJBKO T€ MaKEeThl, KOTOPHIE HAMPABJICHBI HA aJpec y3ja, OCHAIICHHO-
r'0 JAaHHBIM aHAJIN3aTOPOM;
0) Ha HEKOTOPBIN 3aJaHHBIN aapec;
B) HA MHOKECTBO 3a/IaHHBIX aJIPECOB;
I') BCE MMAKETHI JAHHBIX, TIEPEIaBaEMbI€ 110 CETH.
[IpaBUIIbHBIN OTBET T)
7. CTpyKTypa Kakoro CHHCKa MOJIb30BaTENsl MPEICTaBIICHA HUXKE:
<UHCTpyKIUsS> <MpOTOKOI> <ujeHTU(duratop 1> <unentuduxatop 2> [<nopt>]
a) IpPOCTOrO
0) pacIIMpPEeHHOTO
B) W TPOCTOTO W PACIIUPEHHOTO (3TH CIHCKH HMEIOT OIMHAKOBYIO
CTPYKTYPY)
T') HA OJHOTO U3 HUX
[IpaBunbHBI OTBET 0)
8. Ilocme ¢popMupoBaHUs CITUCKA TIOIB30BATENSI €T0 HEOOXOIUMO CBSI3aTh:
a). CO BXOJIOM HEKOTOpOro uHTepdeiica
0) ¢ BBIXOJIOM HEKOTOPOTO MHTEpdeiica
B) CO BXOJIOM WJIM BBIXOJIOM HEKOTOPOTO HHTEp(deiica
I') C HEKOTOPBIM HHTEpdericom
[IpaBUIIbHBIN OTBET B)



nay

9. K obopynoBanuto i TUAarHOCTUKA U CEPTU(PHUKALUU KaOEIbHBIX CH-

creM HE otHOcATCS:

a) CETeBbIE MOHUTOPBI;

0) nmpuOOPHI 7151 cepTUDUKALINK KaOSTbHBIX CUCTEM;
B) KaOeJIbHbIC CKAHEPHI;

') areHThl CUCTEM YIIPaBJICHHUS.

[TpaBWIBHBIN OTBET T)

10. O6Men ynpasisromnie naHGopmalmeir B MOJIEIN CETEBOTO yIPABIICHUS

MPOUCXOTUT MEXKIY:

a) cyObEeKTaMHU MPUIIOKEHUH YIIPABICHUS CUCTEMAMH;
0) areHTaMu yTpaBJICHHUS;

B) MEHEXKEPaMHU yIPaBICHUS;

') pecypcamu yIpaBisieMbIX 0OBEKTOB.

[IpaBUIBHBIN OTBET a)

7.2.2 IlpumepHbIi NepevyeHb 3aAaHUM JJIsl pellleHus1 CTAHIAPTHBIX 3a-

1. Ha pucynke npencrasieHa mogenb OSI npu nepenade mnakera o CeTu.

Kaxkas nndopmarus orodpaskeHa Ha BbIJIeIeHHOM (pparmeHTe?



. PDU Information at Device: PCO S ———— @

OSI Model | Outbound PDU Details |

At Device: PCO
Source: PCO
Destination: 192.168.0.2

In Layers Qut Layers

Layer 3: IP Header Src. IP:
192.168.0.1, De=t. IP: 192.168.0.2
ICMFP Message Type: &

Layer 2: Ethernet II Header
0002.4478.0200 == 0009.7CED.C978

Layer 1: Port{s): FastEthernet0

1. The Fing process starts the next ping request.

2. The Ping process creates an ICMP Echo Request message and sends it to the
lower process.

3. The =ource IF address is not specified. The device sets it to the port's IF address.
4, The destination IP address is in the same subnet. The device sets the next-hop to
destination.

[-=:-=: Frevious Laver] [ Next Layer == ]

a) nporokoi IP, kotopeiii nepenaerca ¢ Ip-agpeca 192.168.0.1 na IP-
aapec 192.168.0.2

6) mporokon IP, xotopsiii nepenaercs ¢ Ip-aapeca 192.168.0.2 na IP-
anpec 192.168.0.1

B) npotokosl ICMP, koTopselii iepeaaercst ¢ nmomoibio nporokona IP ¢
Ip-anpeca 192.168.0.1 na IP-agpec 192.168.0.2

r) npotokon ICMP, kotopslif nepenaerca ¢ nmomoipio nporokona IP ¢
Ip-anpeca 192.168.0.2 na IP-agpec 192.168.0.1

[IpaBUNBHBIN OTBET B)

Ha pucynke mpejacraBiieHa JeTaiau3alids aHalld3a CETeBOro Tpaduka.
Kaxoe BioxeHre mpoTOKOI0B 0TOOpaXKeHO HA HEM?
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PDU Information at Device: PCO
OSI Model | Outbound PDU Details
FPDU Formats
Ethernet II
a 4 =] 14 13 Bytes
FREAMELE: DEST MAC: SRC MAC:
101010...1011 0009.7CEQ.C973 0002.4A78.020D
T™PE: DATA (VARIABLE LENGTH) FCS:
0300 Ox0
e
a 4 =] la 15 31 Bitas
4 | THIL: | DSCP: Ox0 Tha 128
ID: Ox7 Ox0 0x0
TTL: 128 | PRO: 0%l CHESUM
SRC IP: 192.168.0.1
DSsT IP: 192.168.0.2
OFT: 0x0 | 00
DATA (WARIABLE LENGTH)
ICMP
a <] 1a 31 Bits
TYPE: Ox8 CODE: 0x0D CHECKSUM
ID: Ox3 SEQ MUMBER: 7

m

a) nmpotokoi Ethernet BnokeH B moJie JaHHBIX TTpoTokosia [P, kotopsiit

BJIO>KEH B M0JI€ JaHHBIX npoTokona I[CMP

6) nporokon ICMP BnoxxeHn B mosie maHHbIX mporokona IP, kotopsiit
BJIOKEH B I0JIe JaHHBIX MpoTokoia Ethernet
B) npotokoiibl Ethernet u IP He3aBUCHMMO Ipyr OT Ipyra BIIOXKEHBI B

ICMP

r) npotokoJibl IP u ICMP He3aBucuMO Apyr OT Apyra BIIOXKEHA B TOJIE

naHHbIX mpotokona Ethernet
[IpaBunbHBI OTBET 0)

3. Uro mpuBeeHO Ha cleayromieM (pparMeHTe HaCTPOUKH KOMMYTaTopa

Switch#conft
Switch (config) #vlan 2

Switch (config) #interface range fastEthernet 0/1-3

Switch

Switch (config-if-range) #exit

11
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Switch (config-if-range) #switchport mode access
(
(

config-if-range) #switchport access vlan 2




Switch (confiqg) #exit
a) HACTPOIKa MapUIPyTU3ALNH
0) HacTpoiika nHTepdeiicoB
B) HACTpOIKa BUPTYAJIbHOM CETH
I') HacTpoiKa poyTepa
[IpaBUIBHBIN OTBET B)
4. YT0 NpesCTaBICHO Ha ClIeyIONIEM pUCYHKE?

& Router) = | B [t
| Physical | Config | CLI |
I0S Command Line Interface
HouLerfshow 1p cache Ll1OoW n
IP packet size distribution (33 total packets):
1-32 ad 5@ 1Z8 1le0 1%z Z2z4 Z5& BB 3Z0 352 384 416 448 480
.000 .515 .020 .455 .000 .000 .00OO .0O0O0 .000 .000 .000 .000 .000 .000 .000
L 51Z 544 576 1024 1536 2048 Z560 307Z 3584 405 4808
000 _000 _000 _000 _000 _000 _000 _000 000 _000 _000
I IP Flow Switching Cache, 278544 bytes
0 active, 4098 inactive, 10 added
4 ager polls, 0 flow alloc failures
Aetive flows timeout in 30 minutes
Inactive flows timeout in 15 seconds
IP Suk Flow Cache, 3405% bytes
I 0 actiwve, 1024 inactiwve, 0 added, 0 added to flow
0 alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never
Protocol Total Flows Packets Bytes Packets AZctiwve (Sec] Idle (Sec)
———————— Flows S Sec FfFlow fPkt /Sec SFlow FFlow
I ICHP 4 a.0 3 128 {1 ] b S 1 15.0
TCE-HITP Z 15 v} 5 41 0.0 a.o 15.0
TCEP-other Z a.0 3 41 a.0 o0 15.0
UDE-CMS X =0 all 50 {11 i B 15.0
l UDE-other X a.0 bl 70 {1 v} a_.a 15.0 =
Total: 10 15 ] 3 81 a.0 3.6 150
l SrcIf SrcIPaddress DatIf DatIPaddreas Pr SrcP DatP Pkta
Routerg Jull
Copy ] [ Faste l

u%—

a) HaCTpOiika MapIIpyTHU3aLHUH
0) HacTpoiika uHTEpPeiicoB

B) CTaTUCTHUKA MOJKIIOYEHUS UHTEPPEHCOB K pOyTEPY

') CTAaTUCTUKA pacnpeiesieHus Tpapuka
[IpaBUIBHBIN OTBET T)
5. Uro npeacTaBieHo Ha TPUBEACHHOM (pparmeHTe?

12




’,ﬁpm | B |l

Fhysical Config Desktop Custom Interface

Command Prompt

Packet Tracer ommand Line 1.0

- _— -

BCrxping 2 -DBB: D-A-:-2

Pinging Z001:DBB:ACAD:A-:Z with 32 bytes of data:

m

Minimim = Oms, Maximum

] T 3

= =)

a) pe3ynbTaT gocrynnocty y3ia [pvo 2001:DB8:ACAD:A::2
0) pesynbrart nocrynHocty y3ia Ipv4 2001:DBS:ACAD:A::2
B) pe3yabTat HegoctynHocTH y3na [pv6 2001:DBS:ACAD:A::2

r) pe3ysbtar HepoctynHoctd y3na [pv4 2001:DB8:ACAD:A::2
[IpaBUIBHBIN OTBET a)

. Bemmmmere mnonHeii Ipvé ampec 1o  CAEAyIOMIEMY COKPAILCHUIO
2001:DB8:ACAD:A::2

a) 2001:0DB8:ACAD:0A:0000:2

0) 2001:0DB8: ACAD:0000A:0000:0002

B) 2001:0DB8:ACAD:0A:0000:0000:0000:2

r) 2001:0DB8: ACAD:000A:0000:0000:0000:0002

PaBUJIbHBINA OTBET T)

. Uro mpencraBiieHo Ha clieayromiemM ¢pparMeHTe?

Bouter»en
Bouterfcont t
Enter configuration commands, one per line. End with CHNTL/Z.

Bouter (config) #ipve unicast-routing

Bouter (config) §interface gl 0

Bouter (config-if) #ipve address 2001:db8:a:1::1/64
Bouter (config-if) #no shut

a) HACTpOIKa MapUIpyTU3ALNH
0) onpenenenue Bcex Ipvo agpecos mapiipytuszaropa?
13



B) HacTpOMKa KOMMYTaTropa

I') HacTpoiika ompeneneHHoro Ipv6-anpeca u mpuBs3ka ero K omnpene-

JIEHHOMY UHTepdeiicy
[TpaBWIBHBIN OTBET T)

8. Urto mpuBe[eHO Ha MPEAICTABICHHOM HUXE dparMeHrte?

Router>en

Router# conf t

Router(config)# interface fa 0/0
Router(config-if#ip flow ingress
Router(config-if)#ip flow egress

a) umutanus padbotel npotokosia NetWare
0) HauajpbHAs HACTPOWKa poyTepa

B) HacTpoika unrepgetica fal/0

I') IPOBEpKa JAeeCoCOOHOCTH poyTepa
MPaBUJILHBIN OTBET a)

9. Kakas mojuTHKa 0€30I1aCHOCTH YKazaHa C IIOMOIObIO CJIICAYIOLICTO

CIIUCKA MOJIh30BaTENS
deny host 11.0.0.5
deny 12.0.0.0 0.255.255.255
permit any

a) pa3pemmTh JOCTYI KO BCeM y3iaM, kpome y3ia 11.0.0.5
0) paspemuTh AOCTYNl KO BceM y3iaM, kpome y3na 11.0.05 u ceru

12.0.0.0/0.255.255.255

B) pa3pelIuTh JOCTYNl KO BceM y3iaMm, kpome y3ia 11.0.05 u cerun

12.0.0.0/255.0.0.0

I) 3alpeTuTh OOCTYIl KO BceM y3iam, kpome y3na 11.0.05 u cetm

12.0.0.0/255.0.0.0
MIPaBUJIbHBIN OTBET B)
10. Yro mpencraBieHo Ha ¢pparMeHTe HuxKe?

Address:  1L0.0,3 om: EETEEEERN.
Asdvanged,., Operationg: | Get
Result Table

SHMP MIES
& WOB Tree Hame/OID

# pouter_std MIEs

& e
4 ong
4 ded
d et
£ mgmt
& k-2
4 yrtem TP
syslhescr oD

Pkt
syslipTime
sysContect
yillairsg Dezcnpticn
sysLocatcn

interfaces - ]

Symiba

Access

0. ong dod intesme L npmt. mb -2, system. sysleso.

14

Walue

Typee

Fyillessr
136121140
DeipligStnng
rend-only

A textupl descraption of the entity. This valse shiould i

»



a) pe3yabTaT padoTsl NetFlow

0) MIB- nepeo

B) HacTpoiika poytepa Ha uHTepdetice 12.0.0.1

') HacTpoiika cBoricTBa sysDescr o agpecy 12.0.0.1
[IpaBuIBHBIN OTBET 0)

7.2.3 IlpumMepHblii nepevyeHb 3aJaHUN ISl pellleHus MPUKJIAJTHBIX 3a-
naq
1. Hamucate ¢dhparMeHT HACTPOWKHM CTAaTUYECKOW MApIIPYTH3AIHMHA HA PO-
yrepe RO ans Toro, ytoObl obecrneuuTh mepefadyy AaHHBIX B CETh
145.150.15.0/24:

145,150,241 145,150,252
45 ispizez  PE-iE0Zad

!#Tf’i-ﬂ / — =

134 '..‘l 134

RO : :
\ 145,150.17.0/24 S R1 o 145.150.15.0/24
145. 150, 18.0/24 145.150.16.0/24
2% 0-24
witchi %
? 295 24 2950-
2950-24 :
) Switgh3

4 ﬁmtch? ! Switchd
dJ oo = |-
i ./.a ] - ,., —
PC-PT PC-PT PC-PT SE B
PC2 PC3 pCa PCS
145.150.17..

a) route 145.150.15.0 255.255.255.0 145.150.24.2
0) route 145.150.15.0 255.255.255.0 145.150.25.1
B) route 145.150.15.0 255.255.255.0 145.150.24.1
r) route 145.150.15.0 255.255.255.0 145.150.25.2
[IpaBUIBHBIN OTBET a)
2. Hanummre ¢gparmeHT Hactpoiiku npotokosa RIP na poyrepe R2 mns
oOecreyeHuss JUHaAMUYECKON MapIIpyTU3aluu

15



R !
‘ ’—’:"2950~24 iggl M184a1 120.12.3.0/24
7 Switch0 \ /7 RrR2
PC-PT N\ 4

PC1 \\ //
' 120.12.11.0/24

120.12.10,0 /24

\,-_,/_\’

ity

184"

120.12.20/24 ®*

% 0-24
ﬁchhZ

a) Router?2 (config) #router rip
Router?2 (config-router) #version 2
Router? (config-router) #network 120.12.3.0
Router? (config-router) #exit
b) Router?2 (config) #router rip
Router?2 (config-router) #version 2
Router?2 (config-router) #network 120.12.11.0
Router?2 (config-router) #network 120.12.12.0
Router?2 (config-router) #exit
B) Router?2 (config) #router rip
Router?2 (config-router) #version 2
Router?2 (config-router) #network 120.12.11.0
Router?2 (config-router) #network 120.12.12.0
Router?2 (config-router) #network 120.12.3.0
Router?2 (config-router) #exit
') Router? (config) #router rip
Router?2 (config-router) #version 2
Router?2 (config-router) #network 120.12.11.0
Router?2 (config-router) #network 120.12.12.0
Router?2 (config-router) #network 120.12.3.0
Router?2 (config-router) #network 120.12.10.0
Router? (config-router) #network 120.12.1.0
Router? (config-router) #network 120.12.2.0
Router?2 (config-router) #exit

[IpaBunbHBIN OTBET B)
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3. Hanucate ¢parMeHT HacTpOWKHM CTaTHUYECKOM MapuIpyTH3aludd Ha
poytepe R1 st Toro, uro6sl obecnieunTs nepenavy gaHHbix u3 cetu 145.150.17.0
B ceThb 145.150.16.0:

145, 150 24 1
145 150,252
145.150242 1% 15':' =
---s.f
134 _ 184
145.150.17.0/24 145,150.15.0/24
145, 150, 18,02 145.150.16.0/24
0-24
itch1
2050 24 2050-
0-24 : :
itchz Switch3 Switchd
) J =
_.._n.r‘ ] _.-._f' # oy
PC-PT PC-PT PC-PT SESRE
PC2 PC3 PC4 PC5
145.150.17..

a) route 145.150.17.0 255.255.255.0 145.150.18.0

0) route 145.150.17.0 255.255.255.0 145.150.18.1

B) route 145.150.17.0 255.255.255.0 145.150.18.2

I') HUYEro MUcaTh HE HAJ0, MApIIPyTU3ALMS OYJET OCYIIECTBISATHCS aB-
TOMATHYECKH

IIpaBUIIBHBII OTBET )

4. Vndopmaius o kakoMm Tpaduke mpeacTaBieHa Ha JaHHOM (parMeHTe
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- N

£ 4 PCO
Physical Config Desktop Custom Interface

Netflow Collector

Service

| x
® on () Off

l' IPV4 SOURC

IPY4 SOURC
IPV4 SOURC

IPY4 SOURC
IPY4 SOURC
IPY4 SOURC
IPY4 SOURC

IPY4 SOURC
IPY4 SOURC

other

Flow information:

IPY4 SOURCE ADDRESS:
IPY4 DESTIMATION ADDRESS:
INTERFACE IMPUT:

TRMNS SOURCE PORT:
TRNS DESTIMATION PORT:
IP TOS:

IP PROTOCOL:

FLOW SAMPLER ID:

FLOW DIRECTION:

ipv4 source mask:

ipv4 destination mask:
counter bytes:

ipv4 next hop address:

tcp flags:

interface output;

counter packets;
timestamp first:

timestamn last:

Traffic Contribution: 9.09091% (1/11) ~

10.20.9.2
10.20.1.2
Eth0/0/0
0

a

0x00

1

a

Cutput

00:20:43.471
O0:20:51. 505

a) cBelleHus1 000 BceM TpaduKe B CETH
0) naHHbIe O Tpaduke, MPoILIEAIeM Yepe3 JaHHbIN poyTep
B) AaHHBIE 0 Tpaduke, mporieamieM u3 yzna PCO

r) JaHHbIe 0 Tpaduke, mpoimeaneM u3 y3ina PCO yepe3 nanublil poyrep

[IpaBUIIbHBII OTBET T)

5. Uro npeacTasieHo Ha (parMeHTe, MPUBEICHHOM HIXKE

18



@ ServerD —_ " =NREn X

Fhysical Config | Services I Desktop I Suﬁware{Ser\ricasl

| GloaL |- -

. Global Settings
@J Display Name Server0
Interfaces [FaEtEthernetD b

Gateway/DNS

© DHCP
@ Static

Gateway 192.168.0.1

DNS Server 192.168.0.10

Gateway/DNS IPvb
& DHCP

) Auto Config

@ Static

IPvE Gateway

IPvE DNS Server

a) ctaTuyeckas HacTpoiika Ipv4 Ha cepBepe
0) craruueckas Hactpoiika Ipv4 mapuipytuzaropa u DNS-cepBepa miis
JAHHOTO cepBepa
B) HACTpOWKa UHTEP(PEcCOB TaHHOTO cepBepa
') HACTPOMKa CTaTUYECKOM Ciry)0bl Ipv6 NJ1s TaHHOTO cepBepa
[IpaBunbHEII OTBET 0)
6. Heobxoaumo 3ampetuts udp-tpaduk u3 ceru 110.0.0.0 ma y3en
52.0.0.1. Kakum 06pa3oM 3TO MOXKHO ClIeNIaTh C TOMOIIBIO MOJUTHUKU JOCTYTIA!
a) deny 110.0.0.0 255.0.0.0 host 52.0.0.1 eq 67
0) deny udp 110.0.0.0 255.0.0.0 host 52.0.0.1 eq 67
B) deny udp 110.0.0.0 host 52.0.0.1 eq 67
r) deny udp 110.0.0.0. 0.255.255.255 host 52.0.0.1 eq 67
MPaBUJIbHBIN OTBET T)
7. Heobxoaumo 3anpetuts nepenasath Tpapuk u3 cetu 110.0.0.0 B ceTp
145.15.0.0. Kakum 00pa3om 3TO MOXKHO CAENaTh C TOMOIIBIO MTOJTUTHKH JIOCTYyNA!
a) deny ip 110.0.0.0. 0.255.255.255 145.15.0.0 0.0.255.255
0) deny ip 110.0.0.0 145.15.0.0
B) deny ip 110.0.0.0 255.0.0.0 145.15.0.0 255.0.0.0
r) deny ip net 110.0.0.0. 0.255.255.255 net 145.15.0.0 0.0.255.255
MPaBWIbHBIA OTBET )
8. Heobxoaumo 3anpetuts nepegaay ICMP-tpaduka uz cetu 110.0.0.0.
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Kaknum 06pa3om 3T0 MOKHO ClIesIaTh C TTIOMOIIBIO MOTUTHKU JOCTYyTA:
a) deny icmp 110.0.0.0
0) deny icmp 110.0.0.0 255.0.0.0
B) deny icmp 110.0.0.0 0.255.255.255

r) deny icmp 110.0.0.0 0.255.255.255 any
MpaBUJIbHBIN OTBET T')

9. LITO BBITIIOJIHUTCA B pCSYJIBTaTe BBIITOJIHCHUSA KOMAH/I.
Interface fastEthernet 0/0
ip access-group 11 in

a) HacTpoiika narepdeiica fa0/0
0) mpuBs3Ka MPOCTOTO CIUCKA A0CTyna K uHTepdeiicy fa0/0
B) IIPUBSI3Ka MIPOCTOTO CIIMCKA JIOCTyIa Ha Bxoa unrepderica fal/0
I') IPUBSI3KA PACIIMPEHHOTO CIKCKA T0CTyMa Ha BxoA unrepdeiica fa0/0
MPaBUJILHBIN OTBET B)
10. Kakoe KOTM4eCTBO XEKCTETOB OINpPEENSIET CETh, UCXOS M3 HACTPOUKH

Ipv6 Ha y31e:
& pco ESNACEl X

Physical Config Desktop Custom Interface

IP Configuration
IP Configuration

©) DHCP @ Static

IP Address

Subnet Mask

Default Gateway

DNS Server

IPvE Configuration
) DHCP ) Auto Config @ Static

IPv6 Address 2001:DB8:ACAD:A::2

Link Local Address FE80::2E0:8FFF:FECB: 167

IPvE Gateway 2001:DB8:ACAD:A::1

IPvE DMNS Server
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[IpaBUIBHBII OTBET B)

7.2.4 IlpuMepHbIii NepevYeHb BOMPOCOB JJIsl MOJATOTOBKH K 3a4eTy
He npenycMoTpeHO y4eOHBIM TUIAHOM
7.2.5 IlpuMepHbIii epevYeHb BOMPOCOB /1JIsl MOATOTOBKH K 3K3aMeHYy

8.
9.

10.
1.
12.
13.
14.
15.
16.
17.
18.
19.

OyHKIIMOHABHBIE TPYNNbl 3ajad ynpasieHus. Oopabomka owubok
(Fault Management)

OyHKIMOHAJIBHBIC TPYNIBI 33]1a4 yOpaBICHUS. Ynpasnenue Konguzypa-
yueu cemu u umenosanuem (Configuration Management)
OyHKIMOHAIBHBIC TPYIIIBI 3a1a4 yNpaBieHusl. Yuem pabomwi cemu (Ac-
counting Management).

OyHKIMOHAIBHBIC TPYIIIBI 3a7a4 YNPABICHUSA. AHanu3 npou3s00umelib-
Hocmu u Haoedcnocmu (Performance Management)

OyHKIIMOHAIbHBIC TPYIIbBI 3374 yNpaBleHUus. Ynpasnienue 6e30nacHo-
cmoio (Security Management).

MHOroypoBHEBOE NPEACTABICHUE 3a7a4 YIPABJICHUS. Y POBEHb JIEMEH-
TOB CETH, YPOBEHb YIIPABIICHUS 3JIEMEHTAaMU CETU M YPOBEHb YIpaBie-
HUS CETHIO.

MHOroypoBHEBOE MPEACTABICHUE 3a]lay yIpaBJCHUS. Y POBEHb YIIPaB-
JIEHUs yCIIyTaMH U YPOBEHb OM3HEC-yTPaBIICHHUS.

ApPXUTEKTYpBI CUCTEM yIpaBiieHHs. CXxeMa areHT-MeHEKED.

CrpykTypa pacnpeeieHHbIX CUCTEM YIPABJICHUS.

[TnaTdopMeHHBIM MOAXO.

Konuenmus SNMP-ynpaBienus.

Mopens cereBoro ympasienus OSI

[IpoToxon CMIP n ycayru CMIS

Krnaccuduxkaiuys cpeicTB MOHUTOPUHTA U aHATTN3a JIOKAIBHBIX CETEH
AHaIM3aTOPbI MPOTOKOJIOB

CeTteBble aHATU3ATOPBI

KabenbHble CKaHEPHI U TECTEPHI

VYnpasnenue 6e30macHOCThIO ¢ moMotsio ACL

[Ipoctoit u pacmmpenHblii cnucku jgoctyna. Crnenuduka mpaBuilL.
[Ipumepsr.

7.2.6. MeToanka BbICTABJIEHUS OLIEHKHU NMPHU NMPOBEAEHNH MPOMEKYTOY-
HOM aTTeCTALIUM

DK3aMEH TPOBOJUTCS 1O TECT-OMJIeTaM, KaK/IbIi U3 KOTOPBIX coaepkuT 10
BOIIPOCOB M 3a/1a4dy. KakpIii MpaBUIIbHEIN OTBET Ha BOIIPOC B TECTE OICHUBACTCS
1 6amom, 3amada onenuBaetcs B 10 6amioB (5 6amioB BepHOE perieHue u S5 6an-
JIOB 3a BEPHBIN 0TBET). MakcuMallbHOE KOJIMYECTBO HaOpaHHBIX 0arioB — 20.

1.

OHCHKa ((HGYI[OBJIeTBOPI/ITeJ'IBHO» CTaBUTCA B CjIydac, CCJIIM CTYACHT

HaOpas MmeHee 6 0asIoB.
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2. OneHka «YIOBJIETBOPUTENBHO» CTABUTCS B CJlydae, €CIU CTYJEHT
Habpai ot 6 g0 10 GanmoB

3. Omnenka «XopoIo» CTaBUTCS B cllydae, €ciu cTyAeHT Habpan oT 11 nmo
15 Gamnos.

4. Onenka «OTIMYHOY» CTABUTCS, €CIU CTyAeHT Ha0pas oT 16 1o 20 6asmios.

7.2.7 IlacnopT OLIEHOYHBIX MATEPHUAJIOB

KonTponupyemsie pa3aeinsl (TeMbI) Koz . |HaumeHoBanue onieHO4YHOTO
Ne n/mt KOHTPOJIUPYEMOI
JUCITUTUIAHBI CpeacTBa
KOMIIETCHITNHU
1 DYHKIMU U apXUTEKTypa CUCTEM YK-4, OIIK-3, Tect, onpoc, 3ammra j1a60-
YIPABJICHHS CETAMU OIIK -8 paTOpHBIX padoT, 3anIuTa
KypCOBOTO MPOEKTa, IK3a-
MEH
2 VYnpasienue KoHpUTypanneit ceTn YK-4, OIIK-3, Tecr, onpoc, 3amuTa 1a60-
OIIK -8 paTOpHBIX padoT, 3aIuTa
KYPCOBOTO MPOEKTa, IK3a-
MEH
3 CraHgapThl CUCTEM YIIpaBJICHUS YK-4, OIIK-3, Tecr, onpoc, 3amuTa 1a60-
OIIK -8 paTOpHBIX paboT, 3anuTa
KypCOBOT'O IPOEKTa, IK3a-
MEH
4 MOHUTOPUHT U aHAIHU3 JTOKAITBHBIX YK-4, OIIK-3, TecT, omnpoc, 3ammura gado-
cerei OIIK -8 paTOpHBIX paboT, 3aIIuTa
KypCOBOT'O IPOEKTa, IK3a-
MEH
5 VYmpasienue 6e3omacHocThio B cetax  |YK-4, OIK-3, TecrT, omnpoc, 3ammura gado-
OIIK -8 paTOpHBIX paboT, 3aKTa
KypCOBOTO MPOEKTa, IK3a-
MEH

7.3. MeToaudeckne MaTepHuaJibl, ONpeaeJsolue Npoueaypbl oOleHuBa-
HHSI 3HAHUH, YMEHH i, HABBIKOB M (MJIM) ONBITA AeSITeJIbHOCTH

TectupoBanue ocyuiecTBiseTcs, JUOO MPHU MOMOILIY KOMIBIOTEPHON CH-
CTeMbl TECTUPOBAHUS, JIMOO C MCIOJb30BAaHUEM BBIJAHHBIX TECT-33JaHUN Ha Oy-
MakHOM Hocurene. Bpemst tectupoBanus 30 MuH. 3aTeM OCYLIECTBIISIETCS MPO-
BEpKa TECTA K3aMEHATOPOM M BBICTABJISIETCS OLIEHKA COIJIACHO METOAMKHU BbICTAB-
JICHUS OLICHKU IIPU MPOBEJECHUHU TPOMEKYTOUHOMN aTTeCTALNH.

Pelenne ctaHAapTHBIX 3a/1ay OCYIIECTBIIAETCS, TMO0 MPHU MOMOILIU KOMITb-
IOTEPHOI CHUCTEMBI TECTUPOBAHUS, JTMOO C MCIOIb30BAHMEM BBIJIAHHBIX 3a/1a4 Ha
OymaxxHoM Hocutene. Bpemsi pemenus 3amad 30 mMuH. 3aTeM OCYLIECTBISIETCS
IpOBEpKa peuIeHus 3a7a4 SK3aMEHATOPOM U BBICTABIISIETCS OLIEHKA, COTJIACHO Me-
TOJMKH BBICTaBJIEHUS OLICHKU ITPU MPOBEAECHUN TPOMEKYTOUHOM aTTECTALMH.

Pemmenuie npukiaaHbIX 3a/1a4 OCYIIECTBISETCS, TUOO0 MPU MOMOIIU KOMIIb-
IOTEPHOM CHCTEMBbI TECTUPOBAHMSI, JIMOO C MCIOJIB30BAaHUEM BBIJAHHBIX 334 Ha

22




OymaxkHoMm Hocutene. Bpemsi pemienus 3agau 30 mMuH. 3aTeM OCYILIECTBIISIETCS
IpOBEpKa pelIeHus 3aJ1a4 SK3aMEHATOPOM U BBICTABIISIETCS OLIEHKA, COTJIACHO Me-
TOJMKH BBICTaBJICHUS OLICHKU MIPU MPOBEACHUU TPOMEKYTOUHOM aTTeCTalUH.

3amura KypcoBoi paboThl, KypCOBOTO MPOEKTA WIIK OTYETA 10 BCEM BHUIAM
MPaKTUK OCYIIECTBISIETCS COTJIacHO TpeOOBaHUAM, NPEIbSBIIEMbIM K padoTe,
OMKMCAHHBIM B METOJIMYECKUX MaTepuanax. [I[pumepHOoe BpeMs 3alUThl Ha OJTHOTO
CTyAeHTa cocTaBiigeT 20 MUH.

8 YYEBHO METO/IMYECKOE U UTHO®OPMALMNOHHOE
OBECIIEYEHUE JUCIUIIJINHBI)
8.1 Ilepevyensb y4yeOHOM JUTEpaATypPbl, HEOOXOAMMOI JI51 OCBOEHUS JTHC-
HHUILJIMHBI

1. Bpoiino B.JI. BelunciuTeNbHbIE CUCTEMBL, CETH U TEIEKOMMYHUKALMHU: y4€0. MOCOo-
oue. — CII6.: [Turep, 2005. — 688 c.

2. Kpagerg O.4. Cetu OBM u TenekoMMyHukanuu: yue0. nocodue. - Boponex: Hayu-
Has kHura, 2010. — 224 c.

3. IlnatynoBa C.M. AJIMUHUCTpPUpPOBAHHME BBIYUCIUTEIBHBIX ceTe Ha 0aze MS
Windows Server® 2008 [DnekTpoHHBIN pecypc]: yueOHOe mocobue mo AUCUUILTHHE «AJIMUHU-
CTPUpPOBAHHE BBIYMCIHUTENBHBIX ceTeit»/ IlnarynoBa C.M.— DNeKTpOH. TEKCTOBBIE JaHHbBIC.—
CIIb.: YHuBepcuTeT HUTMO, 2012.— 41 c— Pexum JOCTyIa:
http://www.iprbookshop.ru/65767.html.— DBC «IPRbooks»

8.2 Ilepeyenbr HH(POPMANMOHHBIX TEXHOJIOTHIl, HMCIOJb3yeMbIX NpPH
OCYylIeCTBJIEHMH 00pa30BaTeJIbHOI0 Mpouecca Mo AUCHUILINHE, BKJIKYas Ie-
peYeHb JUIEH3MOHHOT0 MPOrPaMMHOI0 olecnevyeHus, pecypcoB uHgpopmamnu-
OHHO-TEJIEKOMMYHUKALMOHHOU ceTu « MHTEepHeT», cOBpeMeHHbIX npodeccuo-
HAJIbHBIX 023 TaHHBIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM:

Cisco Packet Tracer

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOANUMAS 11
OCYHECTBJIEHUSA OBPAZOBATEJIBHOI'O ITPOLHECCA

JIist MpoBeICHUS JICKIIMOHHBIX 3aHATHH HEOOXOAMMa ayJAUTOPHS, OCHAIICH-
Has TIPOCKTOPOM

[TpoBenenue 1abopaTOpHBIX PAbOT MPOBOMSATCS B CIICIIMATU3NPOBAHHOM Ja-
oopatopuu

10. METOANYECKHUE YKA3ZAHUSA JJISI OBYUYAIOIIIUXCS ITO
OCBOEHUIO JIUCIUAIIJIMHBI MOAYJIA)

[To muciunnuHe «YHOpaBieHUE BBIYUCIUTEIBHBIMU CUCTEMAMHU U CETSIMU
YUTAIOTCS JICKIIMH, TIPOBOJSTCS Ja0opaTopHbIe pabOThI, BHITIOJHIETCS KYpPCOBOM
MPOEKT.

OCHOBOM M3y4€HUS MUCIUIUIUHBI SIBISIOTCS JICKIIMHU, HA KOTOPBIX M3Jiara-
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IOTCSL Haubosiee CyIIeCTBEHHBIE W TPYAHBIE BOIMPOCH, a TaKXKe€ BOIMPOCHI, HE
HalIeAIINe OTPAXKEHUS B YUEOHOU JTUTEpATypE.

JlabopaTopHbie paOOThl BBIMOJIHSIOTCS Ha JaOOpaTOPHOM OOOPY/IOBAaHUU B
COOTBETCTBHUH C METOJUKAMHU, IPUBEJCHHBIMHU B YKA3aHUX K BBIMOJHEHUIO PadOT.

Meronrka BBINOJHEHUS KypCOBOTO TIPOEKTa H3JI0KeHa B y4eOHO-
METOJAMYECKOM MocoOuu. BBIMOMHATE 3Tambl KypCOBOTO MPOEKTa JOJIKHBI CBOE-
BPEMEHHO U B YCTaHOBJICHHBIE CPOKH.

KoHTposib ycBoeHus maTepuana JUCUUIUIMHBI MPOU3BOJUTCS IMPOBEPKOM
KYPCOBOT'O MPOEKTA, 3aIUTON KypCOBOTO ITPOEKTA.

Bunx yaeOHbIX
3aHATHHU

J_IGSITGJH)HOCTB CTYACHTA

Jlekusa

Hanucanue xoHcnekTa JEKUUNA: KpaTKO, CXEMaTUYHO, MOCJIEI0BATEIbHO
(UKCHpPOBATh OCHOBHBIC IOJIOKECHHUSI, BBIBOABI, (DOPMYIUPOBKH, 00001I1e-
HUS; [TOMEYaTh Ba)KHBIE MBICIIH, BBIIEATH KIIIOYEBBIC CIOBA, TEPMHHBI.
[IpoBepka TEpPMHUHOB, MOHSATHI C MOMOIIBIO SHIMKIIONEINN, CIIOBAPEH,
CIPAaBOYHHKOB C BBIMMCBHIBAHWEM TOJIKOBaHHMM B TeTpaas. OO03HaueHUE
BOIIPOCOB, TEPMUHOB, MaTe€pHaa, KOTOPHIC BHI3BIBAIOT TPYAHOCTH, MOUCK
OTBETOB B pPEeKOMeH1yeMol uTeparype. Ecinu camoctosTenbHO He yaaeT-
csl pazoOparbcs B Martepuaie, HeoOXoauMo cHOpMyIHpOBATH BONPOC H
3aJ1aTh NPENOAaBaTeNI0 Ha JIEKIIUY WIM Ha TPAKTHYECKOM 3aHSTHH.

JlaboparopHas
pabora

JlaGoparopHble pabOThI IO3BOJISIIOT HAYYUTHCS IPUMEHSITH TEOPETUUECKUE
3HAHMSA, TTOJIyYCHHBIC HA JIGKIUH MPU PEIICHUH KOHKPETHBIX 3amad. Yro-
Ob1 HanboJIee PAIIMOHATIBHO U TIOJIHO MCIOJIB30BaTh BCE BO3MOXKHOCTH JIa-
OOpaTOpHBIX JJIsI NOATOTOBKM K HUM HEOOXOAWMMO: CIedyeT pa3o0paTh
JIEKIMIO TI0 COOTBETCTBYIOIIEH TeME, O3HAKOMHUTCS C COOTBETCTBYIOLINM
pazzesnioM ydeOHHKa, MpopaboTaTh JOMOJHUTEIBHYIO JIUTEPATypy U HC-
TOYHUKH, PCIINUTD 3a1a41 U BBIIIOJIHUTH APYTrvUC MMCbMCHHBIC 3a/IaHNI.

CamocTosTenbHas
paborta

CamocrosrenbHas paboTa CTyJI€HTOB CIOCOOCTBYET INTyOOKOMY YCBOEHHUS
y4eOHOro Marepuaja U pa3BUTHIO HaBBIKOB camMooOpa3zoBaHus. CaMocTo-
ATeNbHas paboTa MpeanosaraeT Cieayole COCTaBISIOIue:

- pabota ¢ TeKCTamMH: y4yeOHUKAMH, CIPAaBOYHUKAMH, TOTOJIHUTEITHHON
JUTEpaTypoi, a Takke NMpopaboTKa KOHCIIEKTOB JIEKLIUH;

- BBIIIOJTHEHUE JOMAIITHUX Sa)IaHI/Iﬁ " pacycCToOB;

- paboTa HaJl TeMaMH JUIsl CAMOCTOSATEIBHOTO U3YUEHUS;

- ydactue B paboTe CTy/IeHYECKUX HayYHbIX KOHPEPEHLIUH, OTMMIIHNAL;

- IOJITOTOBKA K MPOMEKYTOYHOH aTTeCTallUH.

IloaroroBka k
IIPOMEKYTOUHON
aTTeCcTalun

I'oToBHUTBCS K MPOMEXYTOYHOM aTTECTALUU CIENYET CUCTEMAaTUYECKHU, B
TE€YEHUE BCETro cemecTpa. MIHTeHCHBHAs MOATOTOBKA JOJKHA HAYAThCs HE
MO3/IHEE, YEM 3a MECAL-IIONTOpa 10 IPOMEKYTOUHOHM arrecTanuu. JlaH-
HbIE Tepes PK3aMeHOM TpH JHS 3((EKTUBHEE BCErO HCIOJIb30BaTh IS
IIOBTOPEHMS M CUCTEMATU3alluKi MaTepuasa.
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