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1. HEJIA U 3AJJAYU JUCTIATTJIMHBI
1.1. ean AucuMnnHbI npuoOpeTeHre Oy 1yIMMH CIeHaIMCTaMi 3HAHUN
¥ YMEHUH B YaCTH aHaJU3a yrpo3 B OTHOUICHUHM HEMOCPEACTBEHHO M YAAJIEHHO
aTaKkyeMbIX MH(POPMAIMOHHON 0€30MacHOCTH B KOMIIBIOTEPHBIX CHUCTEM U CETEH,
yyacTus B paboTax IO YHpPaBICHHUIO PUCKAMHU CHUCTEM 3aIIUThl KOMIBIOTEPHBIX
cuctem u ceterd ot HC/I.

1.2. 3agauu ocBOECHHUSA TUCIUTIIINHBI
- chopmMupoBaTh y OyAyIIETO CHEIHaINCTa B 00JaCTH 0€30MTaCHOCTH KOM-

MBIOTEPHBIX CUCTEM M CETEeH 3HAHHWI OTHOCHUTEIILHO KJIacCU(HUKAIIMKN U ITAIOB pe-
aM3aIliy aTaK, TEXHOJOTUM OOHApYKEHUS aTak, B TOM YHCJIC B aCIEKTE COIIH-
aJbHOW UHKEHEPUH;

- TPEIOCTaBUTh BO3MOXKHOCTh M3y4Y€HHUS OCOOCHHOCTEH, MpoOiieM W mep-
CIIEKTUB MPUMEHEHUSI KHOCPHETUYECKOTO OPYKHUSI B COBPEMEHHOM CETEIeHTpUYe-
CKOH BOMHE;

2. MECTO JUCHMIIVIMHBI B CTPYKTYPE OIIOII
HucuuninHa «HernocpencTBeHHO M yIalleHHO aTaKyeMble KOMIIbIOTEPHBIE
CHUCTEMBI U CEeTH» OTHOCUTCS K JUCUHUIIMHAM 4YacTH, POpMUPYEMON YHaCTHUKAMHU
00pa3oBaTeNbHbIX OTHOIIECHUN (JUCIUIUIMHA 110 BEIOOPY) Oi1oka b1,

3. IEPEYEHD IINTAHUPYEMBIX PE3YJIbTATOB OBYUYEHUA 110
JAUCHOUIIVINHE
[Iponecc u3yyeHust qucuUILUIMHBL «HenocpeacTBEHHO M yIaJIeHHO aTaKye-
MbI€ KOMITBIOTEPHBIE CUCTEMBI U CETH» HaIlpaBlieH Ha (HOPMUPOBAHUE CIEAYIOIINX
KOMIIETEHIINN:
I[IK-4.7 - CnocobeH  aHaIM3UPOBaTh  YSI3BUMOCTH W YIPO3bI
nH(pOpPMAITMOHHOM 6€30MTaCHOCTH B KOMITBIOTEPHBIX CUCTEMAX U CETAX

Pe3yabTarsl 00yueHusi, XapaKkTepusyouue

KomMnerenuus
chopMUPOBAHHOCTH KOMIIETEHIIUHN

ITK-4.7 3HATH METOJBI M CPEICTBA MOTyUeHUs, 00padOTKH U Iepeaavn
MHQOPMAITUH B ONIEPAIIOHHBIX CHCTEMAaX, CHCTEMAaX YIpPaBICHUSI
0a3zaMu TaHHBIX U KOMIIBIOTEPHBIX CETSX;

BHATH TCOPETHUECCKHE OCHOBBI 3alIUThI ()YHKIIMOHUPOBAHUS
0TKa30yCTOWYHBBIX PacTpeleICHHBIX CHCTEM;

YMeTh aHATH3UPOBATh YSI3BUMOCTH U YIPO3bI HH()OPMAITHOHHOM
(0€30MMaCHOCTHU B PACIPEISIEHHBIX KOMITBIOTEPHBIX CUCTEMAaX U CETSX;
BJ1a/IeTh METOIaMU OIICHKU PUCKA, CBA3aHHOTO C OCYIIECTBICHUEM
yTpo3 0€30MacHOCTH B OTHOIICHUH pacHpe/IeIEHHON KOMIIBIOTEPHOM
CHUCTEMBI.




4. OFBEM JUCIIUIIVINHBI
OO0mas Tpy10eMKOCTh AUCUMILINHBI «HemocpeacTBeHHO U yJaneHHo arta-
Ky€MBbIE KOMIIBIOTEPHBIE CUCTEMBI U CETU» COCTABIIAET 3 3.€.
Pacnipenenenne Tpy10€MKOCTH TUCHUILIMHEI [10 BUAAM 3aHATHIA
o4yHasi popma 00yueHust

. Bcero |Cemectpsl

Buapl yueOHOM pabOThI HACOR 9
AyauTopHble 3aHATHS (BCEro) 54 54
B ToM uucne:
Jlexkimn 18 18
JlaGopartopusie paboTs (JIP) 36 36
CamocrosiTesibHasi padoTa 54 54
Bubl npoMexyToyHOM aTTecTanuu - 3a4eT n n
OO011ast Tpy10€MKOCTb:
aKaJIEMUYECKUE YaChl 108 108
3a4.e]1. 3 3

5. COAEP KAHUE INCHUIIJIMHBI MOAYJIS)
5.1 Conep:kanue pa3aesioB JUCUMILIMHBI U pacnpeaejieHue TPy10eM-
KOCTH IO BHJaM 3aHATHH
ouyHasi popma o0yueHust

No JIab. Bcero
HaumenoBanue Temsl CopeprkaHue paziena Jlexiy CPC i
I/ 3aH. qac
1 |BBenenne. Knaccndukanust  |Kitaccnguxanus no xapakrepy Bo3ICHCTBUS
aTak IO LIeJI BO3JICHCTBHSE; 110 HAJTMYHIO 0OpaTHOM

CBSI3H C aTaKyeMbIM 00BEKTOM; 110 YCIOBHIO
Havalia OCyIIECTBICHHS BO3JCHCTBHS; 10
PAcIONOXEHNIO CYyOBEKTa aTaKK OTHOCH-
TENBHO aTaKyeMOro 00BEKTa; 110 yPOBHIO
stanonHoi Moaenu ISO/OSI, Ha koTopoM
ocyliecTBisieTcs: Bo3aeicTaue. IIpumepsl.

2 [Oransl peanu3anuy aTak cOop mHpOPMAIMN: H3YUCHHUE OKPYKCHNUS;
uIeHTU(HUKALUS TOTIOJIOTUH CETH; HIICHTH-
(uKanms y3inoB; nAeHTH(UKALNS CEPBUCOB U
CKaHMpPOBAaHHUE MOPTOB; UACHTU(DHUKALIUS
OIEePaLlMOHHON CUCTEMBI; OTIPEACTICHUE POIH
y371a; OoIpeJIesIeHUe ysI3BUMOCTEH y3i1a; pea-
JM3aLusl aTakW; TPOHUKHOBEHHUE; YCTAHOB-
JIEHHE KOHTPOJIS; 3aBEPILIECHHUE aTaKy

3 |KpaTkoe onucanue HEKOTOPHIX | pparmenTanus ganHbIx; ataka Ping flooding;
CEeTEBBIX aTaK HECTaHJapPTHBIE TPOTOKOJIbI, MHKAIICYJINPO-
BaHHbl€ B IP; araka smurf; ataka DNS
spoofing; ataka IP spoofing; HaBsi3pIBaHME
nakeToB; Sniffing — nmpociymmBanue KaHana,
repexBaT NaKeTOB Ha MapUIPyTU3aTOPE; 3 6 9 18
HaBS3BIBAHUE XOCTY JIO)KHOTO MapLIpyTa ¢
noMoInkko nporokoia ICMP; WinNuke;
MOIMEHA JIOBEPEHHOT0 XOCTa; OTKa3 B 00-
ciryxxuanuu (DoS,
DDoS-araku):SYN-flood,UDP-flood

4 | Texnomorun oOHapyKeHHs METO/Ibl aHAJIM3a CETeBOI MH(pOpMaLIH; CTa- 3 6 9 18




aTaKk

TUCTUYECKHUI METO/I; SKCIIEPTHBIE CUCTEMBI,
HEWPOHHbBIE CETU

5 |CoumanbHas HHXEHEpHUs [Momynsipable GUIIMHIOBBIE CXEMBI: HECYIIe-

CTBYIOIL[ME CCBUIKH; MOLIICHHUYECTBO C UC-
MOJIb30BaHNEM OpPEHIIOB M3BECTHBIX KOPIIO-
panuii; TOATI0XKHBIE JTOTEPEN; JIOXKHBIE AHTH-
BUPYCHI U IIPOTPAMMBI JUIsl 00€CTIEICHUS
6e3omacaocty; [VR mm Tenedonnsit Gpu-
mmHT. CO0p HpOPMAIHK M3 OTKPHITHIX HC-
TOYHHKOB: TJICUYEBOI cepuHT; oOpaTHas co-
[MAJIbHAS] NHKCHEPHS 3 6 9 18
Crnoco0bl 3aIIMTHl OT COLMATIBHON MHKEHE-
pun. Kiaccuduxanust yrpos: yrposst, cBsi-
3aHHbIE C TeJe()OHOM; YrpO3bl, CBI3aHHBIE C
9JIEKTPOHHOM MOYTOM; YTrPO3bl, CBSI3aHHBIE C
MCIIOJIb30BAHUEM CITyKOBbl MTHOBEHHOTO 00-
MeHa cooOuieHusIMA. OCHOBHBIE 3aIUTHBIE
METOMBI

6 |IIpobnemsl u mepcnekTuBbl  |KoHumenmmss — «CeTEHEHTPUYECKMX  BOMH.
npuMeHeHust kubepuernue-  (HactynarenpHble omepaumu B KHOepIpo-

CKOT'O

OpYXXHS B COBPEMEHHOMU LMOHHOM BOIHBL. HactynaTtenbHbie onepanuu
CETEIEHTPUIECKON BOITHE npotuB ACY uHQPacTpyKTypHBIX U TEXHO-

CTPaHCTBC KaK COCTaBHas 4YacCTb I/IH(I)OpMa-

Jorudeckux 00bekToB. OOOPOHUTEIBLHBIC
orepalyu Kak 4acTh Mep M0 00eCredYeHHIo
MHPOPMAMOHHOK O€30MacHOCTH B MHPHOE
Bpemsi. IlepcrieKTuBbl pa3BUTHSI KOHIEMIUH
KUOCPHETHYCCKUX OTCPaIHid

Hroro 18 36 54 108

5.2 IlepeuyeHb J1adoOpaTOPHBIX padoT

l.

2.

~

DDoS ocHOBHbIE 0COOCHHOCTH X OPraHU3allMU U 3alUThl. MeaieHHas
ataka. SlowLoris

DDoS ocHOBHbIE 0COOCHHOCTH UX OPTaHU3AIMU U 3aIUTH. MeyieHHas
ataka. Slow HTTP POST/GET.

DDoS ocHoBHBIE 0COOCHHOCTH MX OPTaHHU3AIIMHU U 3aIUTHI. MemeHHas
aTtaka. Sockstress.

DDoS  ocHOBHbIE OCOOEHHOCTH WX OpraHM3alMd U 3alluThl.ATakKa
npou3BoJibHbIMH nakeTamu. HTTP-Flood

DDoS ocHOBHbIE OCOOEHHOCTH HUX OpraHU3allMu U 3alIMTHl. ATaka
npou3BoJibHbIMH MakeTamu. SYN-Flood.

ATtaka ¢ nomompro SSL

Artaka mouroBoro cepsepa. SMTP-Flood

Nzyuenue Security information and event management - cuctem

6. IPUMEPHAS TEMATUKA KYPCOBBIX ITPOEKTOB (PABOT)

N KOHTPOJIBHBIX PABOT

B cooTBeTcTBUM ¢ y4eOHBIM TIAHOM OCBOCHHME NUCIUIUIMHBI HE TIpEdy-
CMaTpHUBAET BBINOJHEHUE KYPCOBOTO ITPOEKTa (paboThl) UM KOHTPOJIHHOU PabOTHI.




7. OHEHOYHBIE MATEPHAJIBI JIUISAA ITPOBEAEHUSA ITPOMEIKY -
TOYHOM ATTECTAIIMH OBYYAIOIINUXCS IO JUCIHUILINHE
7.1. Onucanue nmoka3arejieid 1 KpUTEepHeB OLECHUBAHUA KOMIETEHIUI
HA Pa3JIMYHbIX ITanax ux (popMUpoOBaHUs, ONIMCAHUE HIKAJ OLCHUBAHUS

7.1.1 JTan Tekymero KOHTpPoJIs
Pe3ynbpraThl TEKyIIEro KOHTPOJS 3HAHUH M MEKCECCHMOHHOW aTTECTaluu
OLICHUBAIOTCS 10 CIEAYIOLIEN CUCTEME:

«aTTCCTOBAH»,
«HEC aTTCCTOBAaH».

Komme- Pe3yabTaThl 00y4eHHs], XapaKTe- Kputepun
pusylomue ATTecTOBaH He arrecroBan
TEHIUS c)OpMHPOBAHHOCTL KOMIETEHIHH OLCHUBAHUSA
TIK-4.7 3HaTh: 3HaHue yaeOHOTO Brmosnaenne Hesbinonuenue
METOJIbI U CPENICTBA MaTepualia i UCTIOIb30BaHue | paboT B CPOK, paboT B CPOK,
10J1y4eHust, 00paboOTKU 1 y4eOHOT0 MaTepuana B [IPEYCMOTPEHHBI 1 | IPelyCMOTPEHH
nepesady MH(pOpMALK B IIPOLIECCE BBIIIOIHEHUS B pabouux Bl B pabo4nx
ONCPALMOHHBIX CHCTCMAX, 3a1aHUH nporpamMmax nporpamMmax
cHCcTeMax yIpaBleHHs Oa3amMu
TAaHHBIX ¥ KOMIIBIOTEPHBIX
CeTSIX, TEOPETHUUECKHE OCHOBBI
BanTel (QyHKIIHOHUPOBAHUS
0TKa30yCTONYHMBBIX
ACTIPEICTICHHBIX CUCTEM
YmMmers: YMmeHue HCIOJIb30BATH
AHAIM3UPOBAThL YA3BUMOCTH U |ydeOHBIH MaTepua Bomonmenue pabor| Hepbimonmene
[YTpO3bI MH(OPMALHOHHO [poLECcCe BBIMOIHEHUS B CPOK, N pador B cpox, N
6e300aCHOCTH B [aGopaTopHbIX padot MPEYCMOTPEHHBI | | IpeayCMOTPEHH blit
pacrpe e HHbIX B pabouux B pabouunx
KOMIIBIOTEPHBIX CHCTEMaxX U Hporpammax Iporpammax
ceTIX
Bnagets: [Ipumenenne y4eOHOTO
Brmmonuenue pador| Hepbinonsnenue

CBA3aHHOT'O C

[pacrpeenéHHON

MCTOOAMM OLICHKU PUCKA,

OCYILECTBIICHHEM yTPO3
0€30IaCHOCTH B OTHOIIIEHHUH

KOMHL}OTepHOﬁ CUCTCMBbI

Mareprana B paMKax

KOHKPETHBIX MPUKJIAHBIX
33 1aHMi

B CPOK,
IIPENYCMOTPEHHBI I
B pabounx
IporpamMmax

paboT B CPOK,
IIPELyCMOTPEHH bIH
B pabodmx
porpamMmax

7.1.2 Tan npoMeKyTOYHOr0 KOHTPOJIS 3HAHMUI
Pe3ynbTaThl IPOMEKYTOUHOTO KOHTPOJIS 3HAHUH OLIEHUBAIOTCA B 8 ceMecTpe
I OYHOM (pOopMBI 00YUEHHUS 0 YEThIPEXOAIITLHOM CUCTEME:

«OTIIMYHO»,
«XOpOo1Io»;

«YAOBJIETBOPUTEIBHO;
«HEYJOBJIETBOPUTEIBHO.

Komne Pe3yabTaThl 00y4yeHusi, xa-
- paKTepu3yIoIHe Kputepuu

Termu | chopmuposanmocts komme- | onenupanus OTym4yHO Xopomo Ynosa. Heynosi.
a TCHIUH

TIK-4.7 |3naTh: Tect Bremonnen ue|Beimonnenn ¢ | Bemonnaenu e B tecte

METOMBI ¥ CpelICTBA
HOTy4eHHs, 00paboTKH 1
nepenady HHPOPMAIHH B
OTIEPAIIMOHHBIX CHCTEMaX,
CHCTEMax yIpaBJICHU
0a3aMu JaHHBIX U
KOMITBIOTEPHBIX CETSX,
TEOPETHYECKHE OCHOBBI
3aIIUTHI

Tecta Ha 90-
100%

TecTta Ha 80-

80%

Tecta Ha 70-

menee 70%
MPaBUIILHBI X
OTBETOB




(YHKIIMOHUPOBAHUS
OTKa30yCTOMUUBBIX
pacnpeneneHHbIX CUCTEM
YMmerTs:

3amaun IIponemonct p |IIponemoncT p |3amauu He
aHaJIM3MpOBAaThH Pemene pelIeHbl B UpPOBaH BEpHBI| UpoBaH pelIeHsl
YA3BUMOCTH M yIpO3bl CTAfZIApTHRL X MOJIHOM XOJ] pEeLIeHUs]  |BEpHBIHA X0A
MH()OPMaIMOHHON MPAKTHACCKI X 5 eme 1 BCEX, HO HE PpelleHns B
0€30MacHOCTH B sanat TIOJIy4€HBI MIOJIy4E€H OOJBILIMHCTB €
pacnpejien€HHbIX BCPHBIC BEPHBIN OTBET |3a1a4
KOMIBIOTEPHBIX OTBETEI BO BCEX
CHCTEMAX U CETAX 3aa4ax
Branets: Pemere 3anaun [Iponemonct P IIponemonct p |3amaun He
MCTOZlaMH OLICHKH PHUCKa, pelIeHbBI B HMPOBaH BEPHBLIN|UPOBAH pelICHBI
CBA3aHHOI'O C TPHKTAHBIX TOJTHOM XOJI PellicHUsl  |BEpHBIN X0[
ocymectBaennem yrpos  |PVIB o5 eve BCEX, HO HE peuieHus B
0e30macHOCTH B KOHerTHOIE IO TYYCHBI MOJIy4YCH OOJIBIINHCTB €
OTHOH.ICHI/IIf 5 ggig?:;mﬂ BEpHBIE BEPHBIN OTBET |3a7a4
pacnpeaciCHHON OTBCTBI BO BCEX
KOMIIBIOTEPHON CHCTEMBI 3a1a4ax

7.2 IlpuMepHbIH NepeYeHb OIEHOYHBIX CPeICTB (THIMOBbIe KOHTPOJIb-
Hble 3aJaHMsl WJIM HHbIe MAaTepHaJbl, HEOOXOAMMBbIC JJs OLUECHKH 3HAHWIA,
YMEHUI, HABBIKOB U (MJIN) ONBITA AeATEJILHOCTH)

7.2.1 IlpuMepHbIi NepeveHb 3aJaHNH VIS NOATOTOBKHU K TECTUPOBAHMIO

l. Araku, BnugronmMe Ha JOCTYITHOCTh U HAJEKHOCTh CaiTa, Ha3bIBAIOTCS:

Denial of Service

aTaKaMM Ha 0TKa3 B 00CJIYKUBAHUHU

DoS

DsO

Down Service

2. JlevicTBus, Hapymaomue (GyHKIIMOHUPOBAHUE YaCTH aBTOMAaTU3UPOBaH-
HOM MH(POPMAIIMOHHON CUCTEMBI B COOTBETCTBUHU C ONPEIECICHHOM LIEIBIO - ATO:

0TKAa3 B 00CIy:>KUBAHUM

XaKepCTBO

KPEKUHT

COIMAIbHBIN MHXUHUPHUHT

3. HecankunoHpoBaHHOE HMCMOIb30BaHUE, MOMBITKH 0OMaHa WM 00X0/aa
CUCTEM 0€30MaCHOCTH KOMITbIOTEPHON HH(POPMAITMOHHON CUCTEMBI WIIH CETH - 3TO:

Hacking

Denial of Service

Cracking

Engineering

4. AKT IpOHUKHOBEHHUS B KOMIIBIOTEPHYIO CUCTEMY HIIH CETh - 3TO:
COIMAJbHBIN WHKUHUPUHT
bu3nIeckas araka



KPEeKHHT

XaKepCTBO

5. TepMuH, ONUCHIBAOIINI TAHHBIA TUIT aTaKW, OH OCHOBAH HA YIIPABJICHUU
JUYHOCTHIO YeJIOBEKa JJIsl JOCTUKEHUS] CBOCH 1IEJIU:

Cracking

Hacking

Denial of Service

Physical attack

Social engineering

6. Db dexTuBHOI DoS-arakoii sBhsieTCS:

O0TCOCAMHEHUE UCTOYHMKA MU TAHUS CHCTEMbI

MOJTy4eHUE KOH(PUACHITNATBHBIX IAHHBIX OT MOJIH30BATENCH MO BUIOM
CITYOBI TEXHUYECKOU MOICPIKKH

pa3pbIB JMHUI KOMMYHHKAIIUH

7. CyLIHOCTB 3aIIUTHI OT COIMANBHBIX U (PU3NYECKUX aTaK 3aKIII0UAETCS B
CJIEIYIOILIEM:

pa3MellleHHe KOMIIBIOTEPOB B 0€30MaCHBIX MeCTax

HCMOJIb30BaHMe KaMep BUAeOHADII0eHusI

o0y4eHuUe MoJib30BaTeJien

pa3padoTka NOJUTHKHU 0€30IaCHOCTH

8. Kakas u3 3a1au obecrniedeHus 0€30MacHOCTH MpeIoaracT co3AaHue 3a-
IIUTHBIX MPOLEIYP U 3alTUIIIEHHON BeO-CpeIb:

oOHapyKEeHHE

pearupoBaHue

npeaoTBpallieHue

obecrieueHue

9. Ileperpy3ky ceTeBbIX IKPAHOB WUJIM CEPBEPOB ISl 3aMEJICHUS UX PaOOTHhI
WIA TIOJHOM OCTAaHOBKM M3-3a 00pabOTKM OTPOMHOIO KOJHYECTBa HMH(OpManuu
MpEANoIaraeT CIeayomui TUIl aTaKu:

DIyaUHT y3J10B, MAPIIPYTU3ATOPOB WIN CETEBbIX IKPAHOB

Cuauddunr

Cnydunr

B3nom Tabnui MapuipyTu3aTopos

Mackapan

10. Pa3HOBUAHOCTH MOJIMEHBI TTOJIH30BATEIIS,, OCHOBAHHAS! HA UMUTAIIUU €T0
MOBEJICHHUS - 3TO:

3axBaT

caud HuHT

AHHYJIMPOBAHUE TPAH3AKIIUU

GayauHr

7.2.2 IlpuMepHBIii IepedeHb 3aJaHUi VI pellleHUs CTaHAaPTHBIX 3a1a4
1. BeiOepute BepHbie yTBepkaeHUs. [Ipu ucnonp3zoBanuu IDS

Bo3pacraer BO3MOKHOCTB ONpee/IeHUs IpeamMO0yJibl AaTaAKHU.

Bo3zpacTtaet BO3MOKHOCTb (PUIBTPOBAHUS TpadUKa.



Bospactaer BO3MOKHOCTH ONPENEIICHUS ONTUMAJIBHOTO MapuipyTa s
KaKJI0ro Kajpa.

Bo3pacraer BO3MOKHOCTH PACKPBITHA OCYLLIECTBJICHHOM ATAKM.

2. IDS MoryT OBITH peain30BaHbl

ToJIbKO IPOTrpaMMHO.

Tonpko anmapaTHo.

TOJIBKO COBMECTHO € MEXKCETEBBIM 3KPAaHOM.

Kak nporpammHo, Tak u anmapartHo.

3. IlpuunHbI, IO KOTOPHIM HEOOXOAMMO MCI0JIB30BaTh IDS

Bo MHOrmx HacjieqyeMbIX CHCTEMaxX He MOT'YT ObITh BbINIOJIHEHbI BCe
Heo0XoAuMble O0HOBJICHUSI M MOAU(DUKALMH.

Jaxe B cucTeMax, B KOTOPbIX 00HOBJIEHUSI MOTYT ObITh BbINOJIHEHbI,
aIMUHUCTPATOPHI HHOTIA HE HMEKOT I0CTATOYHO BPEMEHH UM PECypPCcOB ISl
OTCJICKMBAHMS U MHCTAJUIMPOBAHMS BCeX HEOOXOAMMBbIX U3MEHEHUIA.

IIpu KOHPUTYPUPOBAHUM CHCTEMHBIX MEXAHNU3MOB YIIPABJICHUS /10-
CTYIIOM /IJIfl peaJin3ali KOHKPETHOM MOJUTHKHU BCerjaa MOryT CylllecCTBOBATh
onpeaejieHHbIe HECOOTBETCTBUSI.

[Tpu ucnnonszoBanuu IDS HET HEOOXOIUMOCTH B MEKCETEBBIX IKPaHaX.

4. TlpeumymiectBa ucnosibzoBanusa [DS

B03M0KHOCTH MMETh PEaKLIMI0 HA aTaKYy.

Bo03M0KHOCTH 0JIOKMPOBAHUSA ATAKH.

BbinosiHeHUe JOKYMEHTHPOBAHUS CYLIECTBYOIIMX YIPO3 AJIsl CeTH 1
CHUCTEM.

HeT He006X01MMOCTH B MEXKCETEBbIX IKpaHaX.

5. K arakam Ha coaepkuMoe U HH(GOPMAIIIO0 MOKHO OTHECTH:
NMOBPexKACHNE 0TOOPAXKAEMOr0 HA Bed-caiiTe COAepP:KUMOro
HApylIeHUue KOH(PUAeHIIHAIBbHOCTH
yaajaeHnue ¢aiijion
MOILIEHHUYECTBO
6. OHM 3aIMIIAIOT BHYTPEHHHE PECYpPChI, MacKupys peanbHble [P-ampeca

KOMITBIOTEPOB M OJIOKMPYS MOMBITKH JOCTYNa K CETH, MHUIIMUPOBAHHBIE U3BHE,
€CJIM TOJIbKO BHEIIHUI MOJIb30BaTellb HE SIBJIAECTCS 3aKOHHBIM M aBTOPHU30BAHHBIM
COTPYIHHKOM OpPTraHHU3aLUU:

ceTeBble IKPAHbI

firewalls

OpaHaMay3pbl

MapIIpyTU3aTOPbI
7. 1lpm yHUBEPCAIBbHOM MOAXO/E XaKep HAUMHAET ATAKY:

C BBINIOJIHEHHUS TECTOBOIO ompoca (ping)

C OCYILIECTBIICHHS] CKAHUPOBAHMS JIJIs1 OOHAPYKEHUS HA aTaKyeMOM KOMITb-

10Te€pe AOCTYIHBIX CIYXO

C UCTOJIb30BAHMS KPEKUHTA JJIsl IPOHUKHOBEHUS B CUCTEMY
C BBITIOJTHEHUS aTaKu Ha TepernoaHeHue oydepa

8. ATaku HalpaBJCHHBIC HE HA KOHKPETHYIO OPTaHU3aIIMI0, a Ha 0OJIBITIOE



YHUCJIO0 MOTEHIUAIbHBIX JKEPTB - ATO:
aTaKM HIUPOKOI0 IUANA30HA AeHCTBUSA
YHHBepCcAJIbHbIE aTAKH
aTaK y3KOro Juara3oHa JIehCTBUS
9. VYHuBepcaabHbIi UHCTPYMEHT XaKepa, UMEIOIIHNI 1eJIbI0 CKAHUPOBAHKE
CETH I ONpPENeNICHUs JOCTYITHBIX CHCTEM M CITY>KO, MCIIOJIb3yeMbIX OIepaIlioH-
HBIX CUCTEM HAa3bIBACTCS:
Winscan
LC3 (LOphtcrack)
Nmap
Nessus
Ethereal
Whois
10. K MeTononornu XxakepcTBa MOKHO OTHECTH:
CJIyYalHbIN MOUCK WU PAa3BeAKa IJIA ONpeaeeHns JKepTB
cOop 0a30BBIX CBeIeHU
CO3/1aHMe NepevYHs MapaMeTpoB
BbINOJIHEHHE IKCIIONTA
COKpBITHE T1eHCTBUI
30HAMPOBAaHHE

7.2.3 IlpumepHbIi NepevYeHb 3aJaHUIM ISl pellleHUs] MPUKJIATHBIX 32124
1. Kaxwue cepBepHbie ciTy:k0bI OyAyT OTKIIIOUYEHBI ITocsie ycTaHoBKH ISA Server?

ICS
ICF
NAT
2. VI3 npuBeCHHBIX HIKE 3aMUCEH BBIICIIUTE CEPBEPHBIC CIIYKOBI, KOTOPBIE
OyIyT OTKJIFOUEHBI Mocie ycTaHOBKHM ISA Server:
SNMP
FTP
TTI
3. B 3aBHUCMMOCTH OT cTpareruu BHeApeHus [SA Server cymecTBytor ciie-
Hapuu pa3BepPThIBAHUS
NJi padoueil rpynmnbl
JUISl CETEBBIX IKPAHOB
JIA c1yx0b1 KaTaJaoroB Active Directory
4. CepBep, BBIOJHAIONIUN poJib XpaHeHus kKoHpuryparuu [SA Server, Hocut

Ha3BaHUE
CSS
ISP
IPC
5. CepBep, BBHINOTHSAIOMUN POk XpaHeHus koHpurypanuu [SA Server,
HOCUT Ha3BaHUE
CSS
ISP



IPC
4. Jlns neHTpaaTu30BaHHON ayTeHTU(PUKALUYA MOKHO HCIIOIb30BATh
RADIUS
RETAIL
CONNECT
5. K cxemaM agMUHHACTPATUBHBIX POJIEU CIEAYET OTHECTH
aIMMHHMCTPATOPOB NPeANPUATHS
aMUHUCTPATOPOB MAaCCHBA
aIMUHUCTPATOPOB OJIOKA
6. V3 npuBeIeHHBIX HUKE 3aMUCel BbIAEIUTE KIMEHTOB ISA Server:
Web-npoxcu
npotokod 1P
MOAYJIb 0aJJaHCUPOBKH CETH
7. Kakyue u3 TpPUBEIACHHBIX HWXKE 3aMKMCEH COOTBETCTBYIOT KiMEHTaMm I[SA
Server?
DetectIPA
SecureNAT
ModuleDPT
8. Ecnu HyXHa nmpocTas MapipyTu3anus 6e3 ayTeHTU(DUKAITIN U KOHTPOJIS HaJT
JNEUCTBUSIMHU T0JIb30BATENIEH, TO HY’KHO IPUMEHSITH KIIUEHT
ISPData
SecureNAT
NetScan
7.2.4 IlpumepHbIi IepedeHb BONMPOCOB JJIf MOATO0TOBKH K 3a4eTy
He npenycmMoTpeHo y4eOHbIM TIIaHOM
7.2.5 IlpumepHbIil NepevdeHb 3aJaHUI JJI pelieHus NPUKIAAHBIX 32124
Knaccudukanus mo xapakTepy BO3ACHCTBUS; MO IEIH BO3JIECHUCTBHUS; IO
HaJIMYHUIO OOpAaTHOM CBSI3M C aTaKyeMbIM OOBEKTOM; IO YCJIOBHUIO Hadajla OCy-
IIECTBJICHUS] BO3ACHCTBUS; MO PACIOJIOKEHUIO CYOBEKTa aTaKu OTHOCHTEIIbHO
aTakyeMoro o0beKTa; Mo YpoBHIO 3TaioHHON Moaenu ISO/OSI, Ha kotopoM ocy-
HIECTBIIAETCS Bo3aercTBUE. [[prmepsl.
coop uHbOpMaINK: U3yUYCHUE OKPYKEHH; UIACHTU(PUKALINS TOMOJIOTHH Ce-
TH; WUIESHTU(DUKAIUS Y3JI0B; UIACHTU(PUKALUS CEPBUCOB U CKAaHUPOBAHUE MOPTOB;
uAeHTU(UKAIIS OTIEPAIMOHHON CUCTEMBI; OMpEIeNICHUEe PO y3J1a; ONpe/eIcHUe
yS3BUMOCTEN y371a; peain3alns aTaku; MPOHUKHOBEHHE; YCTAHOBICHHE KOHTPOJIS;
3aBEpUICHUE aTaKu
dbparmenTanus gaHHbIX; araka Ping flooding; HecTanmapTHbIE TIPOTOKOJIHI,
MHKarcyivpoBanHusie B [P; ataka smurf, ataka DNS spoofing; araka IP
spoofing; HaBa3pIBaHUE MakeToB; Sniffing — mpociaymmBaHue KaHaa; MepexBat
NAKETOB Ha MapIIpyTHU3aTOpE; HABA3BIBAHUE XOCTY JIOKHOTO MapLIpyTa C IOMO-
uipto nporokona ICMP; WinNuke; mogmeHna 1oBepeHHOro XOcCTa; 0TKa3 B 00CIy-
xuBaanu (DoS, DDoS-atakn):SYN-flood,UDP-flood
METO/Ibl aHaJlu3a CETeBON MH(GOpPMAIMU; CTATUCTHUECKUNA METOJ; dKCIepT-
HbIE CUCTEMBbI; HEPOHHBIE CETH
[TonynsipHbIe (PUIIMHTOBBIE CXEMBI: HECYIICCTBYIOIINE CCHUTKH; MOIIICHHU-



YEeCTBO C UCIOJIb30BAaHUEM OPEHI0B U3BECTHBIX KOPIIOPALINIA; MOJI0OKHBIE JIOTEPEU;
JIO’KHBIE aHTUBUPYCHI U MporpamMMmbl it obecrniedenust 6e3omacHocty; [VR wnu
tenedonnbii ¢pumuHr. Co0p MHGOPMALIUA U3 OTKPBITBIX UCTOYHHUKOB: TJICUEBOM
cepduHr; oOpaTHas colMaibHasI MHKEHEPUs

CrocoObl 3anIUThl OT CcoOIMaNbHOW WHXkeHepuu. Knaccudukanus yrpos:
yIpo3bl, CBA3aHHBIE C TEIEPOHOM; yrpo3bl, CBA3AHHBIE C AJIEKTPOHHON IMOYTO;
yIpo3bl, CBA3aHHBIE C MCIOJIB30BAHUEM CIY>KObl MCHOBEHHOTO OOMEHa cooo1ie-
HUSAMH. OCHOBHBIE 3alIUTHBIE METO/BI

Konuenmus «cereneHTpuyecKux BoWH». HacTynarenbHble onepaunu B KH-
OepIpoCTpaHCTBE KaK COCTaBHAas 4acTh MH(GOPMAIIMOHHOM BOWHBI. HactynaTenb-
Hble onepauuu npoTuB ACY MH(PaCTPYKTYpPHBIX M TEXHOJIOTUYECKUX OOBEKTOB.
O06opoHuUTENbHBIE ONEpPAllMU KaK 4acThb MEp MO 00ecneueHnI0 MHPOPMaIMOHHOM
Oe3omacHOCTM B MHUpPHOE BpeMsa. llepcnekTuBbl  pa3BUTUS ~ KOHUEMUUHU
KHOEPHETHYECKUX OTepaIiuii

7.2.6. MeToauka BBICTABJICHUS OLCHKHU IPH INPOBEACHHH IPOMEKY-
TOYHOH aTTecCTalluH

DK3aMeH MPOBOJUTCS MO TECT-OUIeTaM, KaXIbli U3 KOTOPBIX coaepkut 10
BOIIPOCOB U 3a7auy. Kaxaplil mpaBUIbHBIN OTBET HA BOIPOC B TECTE OLIEHUBAETCS |
OamtoM, 3amada oreHuBaeTcs B 10 6amioB (5 6amioB BepHOE perieHne U 5 0aioB
3a BEpHBIN OTBET). MakCcUMaIbHOE KOJUYECTBO HAOpaHHBIX OaiioB — 20).

1. Onenka «HeynoBineTBOpUTENBHO» CTaBUTCS B ClIydae, €CJIA CTYIEHT
HaOpaj MeHee 6 6aJIoB.

2. OreHka «Y 1OBJIETBOPUTEILHOY» CTABUTCS B ClIydae, €Clid CTYACHT HaOpa
ot 6 10 10 6amoB

3. Ouenka «XopoIioy CTaBUTCS B CiIydae, eciu cTyJaeHT Habpan ot 11 mo 15
OaJIoB.

4. Ouenka «OTINYHO)» CTABUTCSA, €CIIM CTYACHT HaOpas ot 16 qo 20 Gamos.

7.2.7 IllaciopT OLIEHOYHBIX MATEPUAJIOB

Kon
KoHTpoaupyemsle pa3aeins! (TEMbI) . HaumenoBanue
Ne i/m KOHTPOJIMPYEMOH
JIACITUTITAHBI OLIEHOYHOTO CpeJICTBA
KOMIIETEHIUU
1 Beenenune. Knaccugukaius arak 11K-4.7 Tecr, 3ammra J‘Ia6opa_
TOPHBIX paboT
2 OTanbl pealn3aliy aTaK I1K-4.7 Tecr, 3anuTa nabopa-
TOPHBIX pador,
3 Kparkoe onucanne HEKOTOPBIX CETEBBIX aTaK T1IK-4.7 TeCT, 3almTa na6opa-
TOPHBIX paboT
4 Texnonornn oOHApYKEHUS aTaK T1K-4.7 TecT, 3ammra Ha60pa_
TOPHBIX paboT
5 ConuanbHasi ”H)KEHEPHUS T1K-4.7 Tecr,
3amnuTa 1a00paTOpPHBIX
pabot
6 IIpoGuiembl 1 nIEpCIIEKTHBEL [1K-4.7 Tecrt, 3anuTa 1abopa-
NMPUMCHCHUSA KI/I6€pHeTI/IquKOFO TOpHBIX pa60T
OpYKHsI B COBPEMEHHOMN
CETELEHTPUIECKON BOWHE

7.3. MeToauyeckue MaTepuaibl, ONpeejsoNie Mpoueaypbl OLEHH-




BAHUS 3HAHUH, YMEHHU I, HABBIKOB U (UJIM) ONbITA AeATeJIbHOCTH

TecTupoBaHHE OCYIIECTBIISIETCS, JIMOO MPU MOMOIIM KOMIBIOTEPHOU CH-
CTeMbl TECTUPOBAHMS, JTUOO C HCIOIH30BAHUEM BBIIAHHBIX TECT-3a/laHUN Ha Oy-
MaXxHOM Hocurene. Bpems tectupoBanus 30 MuH. 3aTeM OCYILIECTBIIAETCS MPO-
BEpKa TECTa DK3aMEHATOPOM M BBICTABISIETCS OLIEHKA COIVIACHO METOJUKHU BBI-
CTaBJICHUS OLIEHKH MPH MPOBEIECHUN TPOMEKYTOUYHOM aTTECTALINH.

Pemenne craHnapTHBIX 3a/a4 OCYIIECTBIAETCS, JIMOO MPU MOMOIIU KOM-
NBIOTEPHON CUCTEMBI TECTUPOBAHHUS, IMOO C UCIOIB30BAHUEM BBIIAHHBIX 337124 Ha
OymaxxHoM Hocutene. Bpemsi pemenus 3agad 30 MuH. 3aTeM OCYILECTBIISAETCS
IIpOBEpKa pelIeHus 3aJ1a4 3K3aMEHATOPOM U BBICTABJISETCS OLIEHKA, COIJIACHO Me-
TOJMKH BBICTaBJIEHUS OLICHKU IIPU MPOBEAEHUN IPOMEKYTOUYHOM aTTECTALIUH.

Pemenue npukiaaHbIX 3a/1a4d OCYIIECTBISETCS, MO0 MPHU MOMOIIU KOMIIb-
IOTEPHON CHCTEMBbI TECTUPOBAHMSI, JINOO C MCIOJB30BaHUWEM BBIJAHHBIX 3a]a4 Ha
OymaxxHoMm Hocutene. Bpemsi pemienus 3amad 30 MuH. 3aTeM OCYIIECTBISETCA
IIPOBEpPKa PELIEHUs 3aJa4 3K3aMEHATOPOM U BBICTABIISIETCS OLIEHKA, COIVIACHO Me-
TOJMKH BBICTaBJIEHUS OLICHKU IIPU IPOBEAEHUU IPOMEKYTOUYHOM aTTECTALNH.

8 YUEBHO METOINYECKOE U UH®OPMAILIMOHHOE
OBECIHHEYEHUE JUCHHUIIJINHBI)

8.1 Ilepevyenb y4eOHOM JUTEPATYPbl, HEOOXOAMMOI1 1151 OCBOCHUS THC-
UTUTAHBI

Ocnognas numepamypa

Huorenec, FO. KubepOe3onacHocTh. cTparerus atak u o6oponsl / FO. Jlno-
renec, J. O3kaiis ; nepeBoa ¢ anrnuiickoro /. A. benmnkoBa. — Mocksa : MK
ITpecc, 2020. — 326 c. — ISBN 978-5-97060-709-1. — TekcT : 351€KTpOHHBIH //
Jlanb ; 3JIEKTPOHHO-OMOIMOTEUHAS cucTema. — URL.:
https://e.lanbook.com/book/131717

benoyc, A. 1. OcHoBbl kubep6e3onmacHocTd. CTaHAapThl, KOHICIIIINHI, Me-
TOJIBI U CpesicTBa oOecrieueHus : sunukioneaus / A. 1. benoyc, B. A. Cononyxa. —
Mocksa : Texnocdepa, 2021. — 482 c. — ISBN 978-5-94836-612-8. — Tekcr :
ANEeKTPOHHBIN // JlaHp : o2nekTpoHHO-OuOnMoTeunas cucrema. — URL:
https://e.lanbook.com/book/181222

Cepmrok, B. A. Opranuszamnusi 1 TeXHOJOTHH 3aluThl HH(OpManuu: oOHa-
pYXXEHUE W TPEIOTBpaIcHHEe HHPOPMAIMOHHBIX aTak B aBTOMATU3MPOBAHHBIX
cUCTeM Tpennpusatuii ;. yuednoe nocodue / B. A. Ceparok. — Mocksa : Bricmias
mkona skoHomukH, 2011. — 572 c¢. — ISBN 978-5-7598-0698-1. — Texkcr :
AMEeKTPOHHBIN // JlaHb : 2nmekTpoHHO-OMOnMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/66085

Hononnumenvnasn numepamypa

Kpakogsckuii, }0. M. 3ammra wHpopmammu : ydgeOHoe mocodue / HO. M.
Kpakosckuii. — PocrtoB-Ha-/lony : ®enukc, 2016. — 347 c. — ISBN
978-5-222-26911-4. — TekcT : 35eKTpoHHbIH // JIaHb : 3IeKTPOHHO-OUOIMOTEUHAs
cuctema. — URL: https://e.lanbook.com/book/102279

EpmakoBa, A. FO. Mertoas! 1 cpeAcTBa 3aluThl KOMIBIOTEPHON MHGOpMa-
un : yueOnoe nocooue / A. FO. EpmakoBa. — Mocksa : PTY MUPDA, 2020. —



https://e.lanbook.com/book/131717
https://e.lanbook.com/book/181222
https://e.lanbook.com/book/66085
https://e.lanbook.com/book/102279

223 c.— TekcT : 2neKTpoHHbIN // JIaHb : 37IeKTPOHHO-OMOINOTEUHAs] CUCTEMA. —
URL: https://e.lanbook.com/book/163844

8.2 Ilepeyenr HMHGPOPMALMOHHBIX TEXHOJIOTMH, HCIOJb3YyeMBbIX HPH
OCyIlleCTBJIEHUH 00pa30BaTeILHOrO TMpouecca Mo AUCHHUILINHE, BKJIOYAs Ie-
peyeHb JTUIEH3MOHHOT0 MPOrPaMMHOI0 olecredeHusi, pecypcoB mHdopma-
HUOHHO-TEJIEKOMMYHUKAIMOHHON ceTH «HTEepHeT», coBpeMeHHbIX mnpodec-
CHOHAJIbHBIX 023 JaHHBIX M HHPOPMANMOHHBIX CIIPABOYHBIX CHCTEM:

http://att.nica.ru

http://www.edu.ru/

http.//window.edu.ru/window/library

http://’www.intuit.ru/catalog/

http://bibl.cchgeu.ru/MarcWeb2/ExtSearch.asp
https://cchgeu.ru/education/cafedras/kafsib/?docs

http://www.eios.vorstu.ru

http://e.lanbook.com/ (O5C Jlanw)

http://IPRbookshop.ru/ (35CIPRbooks)

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOANUMASA JIA
OCYHECTBJIEHUSA OBPAZOBATEJIBHOI'O ITPOLHECCA
Creuuanu3upoBaHHas JIEKIMOHHAs —ayJUTOPHs, OCHAIIEHHas 000pyio-
BAHUEM JIJISI JICKIIMOHHBIX JEMOHCTPALMN U MPOCKIHOHHOM aIapaTypou
JIMCIIIEHBIN KJ1ACC, OCHAICHHBIM KOMIIBIOTEPHBIMHU MPOIPAMMAMHU IS
POBEJEHUS JIaOOPATOPHOTO MPaKTUKyMa

10. METOJUYECKHUE YKA3ZAHUA 111 OBYYAIOIIIUXCA 11O
OCBOEHHIO JUCIIUIIJIMHBI (MOY JIS)

ITo muciunmzae «HenmocpeacTBEHHO M yIalleHHO aTaKyeMbIE KOMIIBIOTEp-
HBIE€ CUCTEMBI U CETH) YNUTAIOTCS JIEKLIMH, IPOBOASTCA J1a0OpaTOPHBIE PAOOTHI.

OCHOBOI M3y4YeHUsl NUCLUMIUIMHBI SBJISIIOTCS JIEKIIMU, HA KOTOPBIX HM3Jara-
I0TCS. HanOoJyiee CYUIECTBEHHbIE M TpPYAHBIE BOIPOCH, a TAaKXKe BOMPOCHI, HE
HaIIeIINE OTPAKECHUS B yUeOHOMU JIUTepaType.

JlaGopatopHble pabOThI BBHIMIOJIHAIOTCA Ha J1a0OpaTOPHOM OOOPYJOBaHHUH B
COOTBETCTBUU C METOJUKAMU, IPUBEACHHBIMU B YKa3aHUAX K BBIIIOJIHEHUIO padoT.

Bug yuebHbIx
o JleATenbHOCTh CTyAeHTA
3aHATUH
Jlekmus Hanucanue KOHCIEKTa JEKIMH: KpaTKO, CXEMaTU4YHO, IOCJea0Ba-

TEJIHO (PUKCHPOBATh OCHOBHBIE MOJIOKEHUS, BEIBOBI, (DOPMYITHUPOBKH,
0000111eHNs; TTOMeYaTh Ba)KHBIE MBICIH, BBIJENIATH KIIIOUEBBIE CJIOBA,
TepMHHBI. [IpoBEepKa TEPMUHOB, MOHATHN C TOMOILBIO YHLIUKIONEIUH,
CJIOBAapel, CIPABOYHUKOB C BBIMUCHIBAHUEM TOJIKOBAHWMI B TETPAb.
O06o3HaueHue BONMPOCOB, TEPMHHOB, MaTepualia, KOTOPBIE BBI3BIBAIOT!
TPYIHOCTH, IIOUCK OTBETOB B PEKOMEHAyeMOH Jnteparype. Ecnu ca-
MOCTOATENBHO HE yHaeTcs pa3o0parhcsi B Marepuase, HE0OXOAUMO
chopMyIHpOBaTh BOMPOC U 334aTh MPENOIAaBATENI0 Ha JIEKIIMH WK Ha
MPaKTUYECKOM 3aHITHH.

JlaGopatopHnas pabota |JIabopaTtopHble pabOTHI MO3BOJIAIOT HAYYUTHCS NMPUMEHSATH TEOPETH-



https://e.lanbook.com/book/163844
http://att.nica.ru/
http://www.edu.ru/
http://window.edu.ru/window/library
http://www.intuit.ru/catalog/
http://bibl.cchgeu.ru/MarcWeb2/ExtSearch.asp
https://cchgeu.ru/education/cafedras/kafsib/?docs
http://www.eios.vorstu.ru/
http://e.lanbook.com/
http://iprbookshop.ru/

YeCKHe 3HAHU, MONTyYCHHbIE Ha JIGKIUHM MPU PEIICHHH KOHKPETHBIX
3agad. YtoObl Hamboiee palMoOHAIBFHO W TOJHO HCIOJIb30BaTh BCE
BO3MOXKHOCTH JIaOOPAaTOPHBIX JJIsI MOATOTOBKM K HUM HEOOXOAMMO:
clleflyeT pa3o0parh JIKLHUIO 110 COOTBETCTBYIOLICH TeMe, 03HAKOMUTCS
C COOTBETCTBYIOIIUM pa3JeioM Y4YeOHHKA, MpopadoTaTh JIOIMOJHH-
TEJIHYIO JIUTEPATypy M WCTOYHMKH, PEHIMTh 33Ja4d U BBINOJHHUTH
Jpyrue MUCbMEHHBIC 3aaHusl.

CamMocTosTeabpHasn
pabora

CamocrosiTennbHas paboTa CTYIGHTOB CIIOCOOCTBYET IITyOOKOMY YCBO-
eHHsl y4eOHOTrO Marepuana W Pa3BUTHIO HAaBBIKOB CaMOOOpPa30BaHMUSL.
CamocTosTenbHas paboTa mpeanoaraeT clieylolIne COCTaBISIOIUE:
- paboTa ¢ TekcTaMH: yueOHHKaMH, CIIPaBOYHUKAMH, JOTIOJTHUTEIbHOM
JUTEPATYPOH, a TAK)KE MPOPadOTKa KOHCIIEKTOB JICKITU;

- BBITMOJIHEHUE TOMAIIHUX 3aJJaHUH U pacyeToB;

- paboTa HaJ TeMaMHU JUIsl CAMOCTOSITEIbHOTO U3yUCHHS,;

- yyacTHe B paboTe CTYJICHUECKIX HAyYHbIX KOH(PEPEHIIUH, ONMUMITHAT;
- TOJITOTOBKA K MMPOMEXKYTOUYHOM aTTeCTALlUH.

ITonroroBka k
MIPOMEKYTOUHOM
aTTecTaluu

l'oToBUTBCS K MPOMEKYTOUHOU aTTECTAI[MU CIIEAYET CUCTEMATUUYECKH,
B TEUCHHE BCEro cemMecTpa. VHTEHCHBHAash TOJITOTOBKA JIOJDKHA
HayaThCsl HE MO3JHEE, YeM 33 MECAL-IIOITOpa 10 IPOMEKYTOUHOH at-
tectanuu. JlaHHBIE TIepen 3a4eToOM C OICHKON TpH JHS dddekTuBHEES
BCET'0 UCIOIb30BATH JIJISl IOBTOPEHUS U CUCTEMATU3AI[MU MaTepuaia.
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