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1. [IEJIM ¥ 3AJIAYM JTUCLMILIAHBI

1.1. Hean qTUCUMIJIMHBI

Iens n3yueHust AUCIMIUITMHBI « BBeieHNE B CIEIUATBHOCTEY — (POPMUPOBAHUS
[EJIOCTHOW KapTUHBI TpoOsieMaTuKu HMH(POOE30MaCHOCTH, BKIIOYAsh MPUBUTHE
OyIymuM croenpaidcraM 0a30BbIX 3HAHUW M yMEHMM B 00JIacTM aHalu3a
3aIUIICHHOCTH (YS3BUMOCTEM) M oOecreueHuss Oe30MacHOCTH KOMITBIOTEPHBIX
CUCTEM U CETEH.

1.2. 3agaum 0cBOCHUS TUCHUIIMHBI

1. OcBoeHHE HAYYHO-METOJUYECKHUX OCHOB KHOEp-0€30MacHOCTH, BOBICUCHHE
OyAyIIMX CHEIHATUCTOB B MPOOJIEMATHKY CETEBBIX BOWH W 3alIUTHl COBPEMEHHOTO
(MyJIBTHCETEBOT0) TPOCTPAHCTBA COITUOTEXHUYECKUX CUCTEM.

2. AneKkBaTHOE BOCIHPHUATHE CTYJCHTAMH CYITHOCTH W Ba)XKHOCTH MPOOJIEMBI
obecrieuenrs WHMOPMAITMOHHOW 0€30MaCHOCTH JIMYHOCTH, OOIIECTBA U TOCYIapCTBA
gyepe3 M3ydeHre OCHOB U 3(P(HEKTOB KOMMYHHKATUBHOTO BO3JCHCTBHUSI HA TICUXHKY
WHIWBUJIA ¥ COIMAJIBHOW TPYyNMbl, BKJIIOYas NPUBUTHE HWHYOPMAIMOHHOTO
MMMYHUTETa ¥ CHIDKCHHE PHCKOB BEpPOOBKUM CTYJICHUECKOW MOJIOJCKH B
JECTPYKTUBHBIC KYJIbThI M TEPPOPUCTUUCCKHE OPTaHU3AIIHH.

3. Yepes o3HakoMiIeHHE C MUGPOBBIMA TEXHOJIOTHSIMU U METOJAMH COLMATLHOMN
WHKEHEPUH  JIEMOHCTpAIsl TPEUMYIIECTB HAIMOHAIBHBIX  JEMOKPATHYCCKHUX,
KYJIbTYPHBIX M JYXOBHO-HPAaBCTBCHHBIX IIEHHOCTCH W TPAJWIMA M TEM CaMbIM -
CHW)KEHHUE PHUCKOB YYaCTHS CTYJICHUYECKOW MOJIOJICKH B OIlepausix Kuoep-
MPECTYIHBIX ~ TPYIIHUPOBOK W CIOPOBOIIMPOBAHHBIX  3JIOYMBINIJICHHUKAMH
MIPOTHBOIIPABHBIX AKITUSAX MPOTECTA (IIBETHBIX PEBOJTIOIHX ).

2. MECTO JMCIIUIIJIMHBI B CTPYKTYPE OIIOII

JuciuiinHa «BBeleHHe B CHENHAIbHOCTBY» OTHOCUTCS K JIMCIUIUIMHAM
JacTH, (popMuUpyeMoll ydacTHHKaMH OOpa30BaTEIbHBIX OTHOIICHHMH Ojoka b.1
y4eOHOro IiaHa.



3. IEPEYEHD INIAHUPYEMBbIX PE3YJIBbTATOB OBYUYEHUA 110

Hpouecc HU3Yy4YCHUS JUCHUITIINHBI ((BBeI[eHI/Ie B CIICHUAJIBHOCTD)> HAIIPABJICH HA

JTUCHUTIJIMHE

dbopMUpOBaHUE CIETYIOMNX KOMIIETSHIINM]:

KoMmnerenuus

PesyabTaThl 00yueHHs1, XapaKTepHu3ylolue
c()OPMHPOBAHHOCTH KOMIIETEHIMH

[1K-4.4 Crocoben
obecreynBaTh
METOAUYECKOE
COITPOBOXKIICHHE
IIOAXOA0B K 3alIUTC
nHbopmamu
KOMHBIOTepHBIX CUCTEM
" ceTel

3HATH MMOJAXO/IBI K 3a1uTe HH(OPMAIIUY B KOMITBIOTEPHBIX
CHCTEMaX U CETHX;

3HATh METO/bl METOAMYECKOTO COITPOBOXKICHHUS;

yMeThb 00eCcrednBaTh METOIMUECKOE COMTPOBOKICHUE 3aIUThI
UH(pOPMAIHH;

BJIa/IeTh HaBbIKaMH Pa3pabOTKH METOJUYCCKUX MaTEPUAJIOB 1O
3alllUTe CUCTEM U CETEeH.

I1K-4.5 Cnocoben
paspabarbIBaTh
pOrpaMMHO-
arrmapaTHbIe Cpe/CTBa
3alIUThl HH(pOpMAIUU
KOMITBIOTEPHBIX CUCTEM
U ceren

3HATh NPUHIUIIEI pa3pabOTKH MPOrpaMMHO-AIapaTHBIX CPEICTB
3aIUTHl HHGOPMAITIH;

3HATh Tpe6OBaHI/I}I K CPpCACTBaM 3alIHUTHI B KOMIIBIOTCPHBIX
cucTeMax;

yMeThb pa3padaThiBaTh MPOrpPaMMHO-AIIApaTHBIE CPEICTBA
3aILUTHI;

BJIajIeTh HaBbIKAMH aHAJIM3a M BHEAPEHUS CPEIICTB 3aIUTHI B
CeTsIX.

[1K-4.7 Criocoben
aHAJTM3UPOBATh
YA3BUMOCTH U YTPO3bI
WH)OPMAITMOHHOM
0C30I1aCHOCTH B
KOMITBIOTEPHBIX
CUCTEMAX U CETAX

3HATh METOJIbI M CPEJICTBA MOJIyueHHs], 00pabOTKH U Tepeiadun
MH(pOPMALIUU B ONIEPALMOHHBIX CUCTEMAX, CHCTEMAX YIPABJICHUS
0a3aMu JaHHBIX U KOMIBIOTEPHBIX CETSIX;

3HATh TEOPETUYECKNE OCHOBBI 3aILUTHI (DYHKIIMOHUPOBAHMSI
OTKa30yCTOMYUBBIX pacIpe/IeICHHBIX CUCTEM;

YMeThb aHAIU3UPOBATh YA3BUMOCTHU U YIpO3bl HHYOPMAIIMIOHHON
0€30MIaCHOCTH B PaCIpeaeIEHHBIX KOMIIBIOTEPHBIX CUCTEMAX U
ceTsx;

BJ1aJeTh METOJIaMH OLIEHKU PUCKA, CBA3aHHOTO C OCYIIECTBICHHEM
yrpo3 6€30M1aCHOCTH B OTHOILIEHUH paclpeaesIEHHON
KOMIIBIOTEPHOU CHUCTEMBI.




4. ObPBEM JUCIUIIJIMHbI

OO6miass  TPyJIOEMKOCTh  JUCHUIUIMHBI ~ «BBeleHHE B  CIEIUAIBHOCTHY
cocTaBJIsIeT 4 3a4eTHBIE €UHHUIIEL.

Pacnpenenenue Tpy10€MKOCTH MCHMUILUIMHBI TIO BUJIaM 3aHITHI

O4Hnas popma 00yueHust

Bun yueOHoit paboThI Bcero CemecTpsl
4acoB |
AyauTopHble 3aHATHS (BCEro) 36 36
B Tom uucne:
Jlexkimn 18 18
[IpakTuueckue 3ansatus (113) 18 18
JlaGopartopusie paboTsl (JIP) 0 0
CamocrosiTesbHas padora 108 108
KypcoBoii npoekT(padota) (ecTb, HET) eCTh
KontponbsHas pabota (ecTh, HET) HET
Bun npoMexxyTouHo# aTTecTanuu (3a4er, 3a4er C
3a4eT C OIICHKOM, IK3aMEH) OTICHKOM
O61mas TpyI0EMKOCTh yac 144 144
3a4. el. 4 4

5. COJEPKAHME JJUCLUTIJIMHBI (MOIYJIS)

5.1 Coaep:xanue pa3ejioB ITMCHUILIMHBI M pacnpeaejieHue TPYA0eMKOCTH
10 BUJAaM 3aHATHH

o4Hasi popma 00yUeHHust

No HaumenoBanue tembl Copepxanue paszjena Jlexu Ilpak | JlaO. CPC Bee
n/n 3aH. 3aH. ro,
qac
1 VYueOHbI cTaHmapT u | 3HaueHHE KOMIIBIOTEPHBIX CUCTEM JUIst
IUIaH CIIEIMAJIBHOCTH B | oOecriedueHnss HWHGOPMAIMOHHOW  OE30IIacHOCTH
YCIOBHSX  HOU(POBOH | JIMUHOCTH, oOmectBa M rocymapcrsa. OCHOBHEIC 0 2 0 0 5
TpaHchopManun W | ompeneneHws.
CEeTeBOM  OpraHM3aluu
IIPOCTPAHCTBA
2 IIpo6iema IudpoBass  TpanchopMammst H  CTPYKTypa
obecrieueHus COBPEMEHHOMI KOpHopauuu, KOPIOPaTUBHOMN
0e30macHOCTH kommbloTepHOit cuctemsl, cersax (KC), ouenka
HUH(POPMALIMOHHOM CTOMMOCTH  MH(OPMAIMOHHBIX pecypcos
CHCTEMBI U CEeTH MPOEKTHO-KOHCTPYKTOPCKHX OpraHU3aLHsX.
Mopgens  yrpo3. ®opmupoBanne TpeboBaHMil K 2 0 0 0 2
cucreme obecnieueHust nH(pOpPMAITOHHOH
0E30ITacCHOCTH B KOMIIBIOTEPHBIX  CHCTEMax
KOPITOpAInH. OpraHu3arOHHO-TEXHUUECKHE
MEponpusTHi N0 3amure HHpopMamum npu ee
00paboTke, xpaneHuu 1 nepepaue B KC.




Mopemm aTaKyEeMbIX
KOMITBIOTECPHBIX cereit

TpaauunonHass (opManu3ays OIUCAHUS CEeTeH,
B3BCLICHHBIC  CETH: MAaTPHUIBI W  METPHKH,
KOH(MJIMKTOIOTHst B3BCILICHHBIX cerei,
CTpaTeruyecKue LEdd W TAKTHYECKUE IPUEMbI
CETeBOro MPOTHBOOOPCTBA, OCOOEHHOCTU CETEBOTO
TeppopU3Ma.

DnuaeMUIECKUE
MO/JI€JIM KOMITBIOTEPHBIX
ceTeit

CDOpMaJ'II/I?;aHI/ISI OIMCaHUsl CETEBBIX CTPYKTYp H
pouecCOB, KOMIBIOTECPHBIC BUPYCHI U SIIMAEMUU B
PIH(1)OpMaI_[I/IOHHO-TeJIeKOMMyHI/IKaHPIOHHLIX CCTHX,
BprCHLIﬁ KOHTCHT W OHHJACMHHU B COLIMAJIBHBIX
CCTAX.

Nupopmarmonnas
0€301acHOCTh
KOMIIBIOTEPHBIX CeTer

OcHOBBI HH(OPMAIIMOHHO-TICHX0JIOTTIECKOTO
BO3ACUCTBUSA U YNPABICHUS COLUYMOM, KOHTEHT
KaK MHCTPYMEHT IICHXOJIOTHYECKOrO BO3ICUCTBUSA
U ympaBleHHs B HMHGOPMAnMOHHOM OOIIecTBe,
COIMaNbHbIE ceTu Kak MIPOCTPAHCTBO
pacnpocTpaHeHHs KOHTEHTOB BIIUSIHHS,
HH(POPMAIMOHHO-TICHXOJIOTHYECKHE METPHKHU
KOHTEHTOB M HHTEPHET-PECYPCOB, YIpaBIeHHE
MH(OPMAITMOHHO-TICHXOJIOTHIECKIMH pPHCKaMH B
nemsix obOecreueHnst 0e30NMacHOCTH JIMYHOCTH U
COIMyMa.

KommneioTepHsle ceTi 1
JIECTPYKTUBHBII
KOHTEHT

ColyanbHble CeTH Kak Cpefa pacnpoCTpaHeHHs
KOHTEGHTa, HWH(OPMAIMOHHOE oOecredeHne Uit
OIMCaHMs MPOLECCOB PACIPOCTPAHEHUSI KOHTEHTA
B COIMAIBHBIX CETSIX, METOJMUYEecKoe oOecredeHme
JUIT  ONMHCAaHMS HPOIECCOB  PaclpOCTPaHEHHs
KOHTEHTa B COLMAJbHBIX CETSX, OLECHKA ¢
peryiaupoBaHue PHCKOB pactpocTpaHeHus
JIECTPYKTHBHBIX KOHTEHTOB B COLIMAJIBHBIX CETSIX.

MouuTtopuHr
0e30MacHOCTH
KOMITBIOTEPHBIX CeTel

MOHUTOPUHT M YHpaBJIE€HHE PHUCKAMU COLUO-
MH(QOPMAIIMOHHOTO ~ MPOCTPaHCTBa B ILIEJX
oOecrieueHsl PErHOHANBHOW W HAMOHAIBHOM
0e30MacHoCTH, HMHCTPYMEHTaJbHbIE U
METOUYECKHUE 0COOCHHOCTH KOHTEHT-
MOHHUTOPHUHIA COLIMAIbHBIX CETEW, BBISBICHUE
JIECTPYKTHBHBIX KOHTEHTOB B COLIMAJIBHBIX CETSX,
PUCK-METpPOJIOTHS I  KOHTEHT-MOHHUTOPHHIA,
MOHHTOPHHT PETHOHATBHOTO HWHTEpHET-
MIPOCTPAHCTBA B KOHTEKCTe obecrieyeHus
COIMAIbHOM 0€3011acHOCTH.

IIepcniexkTuBBI
mudpoBoit
TpaHchopMaIum u
obecrieyeHust
0e30macHOCTH
KOMIIBIOTEPHBIX CETEN U
CHCTEM Ha  OCHOBE
CpencTs
HCKYCCTBEHHOTO
HHTEIUIEKTa

bazosbie TOHATHUS HH()OPMAITMOHHON
0€30I1aCHOCTH, METOABl 3aIIUTH HH(OPMAIUHL.
Porp MM B  kubepOe3omacHOCTH, — OLEHKA
ITOPUTMOB MAIIUHHOTO 00Y4CHUS

OOHapyXeHHe aHOMAJMH U aTak B CETECBOM
tpaduke. [Ipumenenne MO st oOHapyKeHHUs
CETEBbIX aTaK U aHOMAJIU, MEXCETEBbIE IKPAHBI U
CHCTEMBI 00OHAPYKEHUS BTOPKEHUH
Wnenrtndukarnms. Buomerpusi. OCHOBBI
OuoMeTpny, BUABI ayTeHTH(UKALNK U 3a/ada OT-
6opa mpusHakoB. CocTs3aTeNbHBIC aTaKH Ha
OMOMETPHIECKHE CHCTEMEI

Kaptorpaduposanne
3aIlUIaeMoro  kuoep-
CETEBOr'0 IPOCTPAHCTBA

KubepnpocTpaHCcTBO Kak 00BEKT 3aIUThI U
KapTorpaduuecKoro UCCiIe10BaHus.
KoHuenTyanbHbIe OCHOBBI KapTorpahuu
3alHIAEMOr0 KHOEpIpOCTpaHCTBa
HNHdpopmarmoHHas KapTa Kak OCHOBa
KapTorpadupoBaHMs 3alUIIAEMOr0
kubepnpoctpancTBa. BepOansHas moaens
nporiecca HHYOPMALMOHHO-KapTOrpadhuIecKoro
uccnenoBaHus. THCTpyMEHTaIbHBIE OCHOBBI
KapTorpadiu 3aIiiiiaeMoro KubeprpocTpacrsa.
Peanusaiysi METOIOJIOTHH KapTOrpadUpoOBaHUs
3aIUIIAEMOr0 KHOEPIIPOCTPAHCTBA B YCIOBUSIX
UH(POPMALIMOHHOTO NPOTHBOOOPCTBA
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OcobeHHoCTH
obecrieueHus
0€e301acHOCTH

Ananu3 0€30IacCHOCTH TEXHOJOTMH HHTEpHeTa
Bemerd. Kmaccudukamms yrpos IoT. IIpumepst
yrpo3 JUii YCTpPOHCTB WHTEpHETa Beleil B




UHTEpHETA Beleit | pasnmunbix cdepax
11 | Pe3ynpTarhl ¥ NEpCHEKTUBBI peATU3aLUK IPOEKTa «be30macHbli HHTEpHET» 0 2 0 0 2
12 | PHUCK-MOHUTOPUHI UHTEpHET-pecypca 0 0 0 108 108
Hroro 18 18 108 144

5.2 Ilepeyensb J1abOpaTOPHBIX padoT
He npenycmoTpeHo yueOHbIM MIaHOM

6. IPUMEPHASI TEMATUKA KYPCOBBIX TPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT
B cooTBeTcTBUU C yueOHBIM IIIAHOM OCBOEHHUE JUCIUILIMHBI ITPEelyCMaTpUBaET
BBITIOJITHEHHE KYPCOBOM pabOTHI BO 2 ceMecTpe.
[IpumepHass Tematuka KypcoBOM pabOThl: «PHCK-MOHHUTOPUHI HMHTEPHET-
pecypcay.
3aiauu, perraeMble NPy BBIMOIHEHUN KypPCOBOTO MPOEKTA!
® [APCHHI 33JaHHOIO pPecypca Ha MPEAMET BBIABICHUS JECTPYKTHBOB, HX
KJIacCU(PUKALINS;
® U3MEpEeHHE MapaMeTPOB JECTPYKTUBOB U (opMHUpOBaHKEe 0a3bl UX JaHHbIX;
® OIICHKa pHUCKOB M BBIpAa0OTKA pEKOMEHJAIMA 10 MPOTUBOJCHCTBUIO
JECTPYKTHBAM.
KypcoBas pabora BkimouaT B ceOsi TpadUyecKyrd 4YacTh M PACUETHO-
MOSICHUTENBHYIO 3aIHCKY.
Y4eOHbIM IUITAaHOM 10 JUCLUUIUIMHE HE TMPEAyCMOTPEHO  BBINOJIHEHHUE
KOHTPOJIbHBIX PalboT.

KypcoBas pabora peanusyercsi B pamkax mpoekrta «be3omacHblii HHTEpHET»
(per. Ne AAAA-A18-118050700061-7)

7. OUEHOYHbBIE MATEPHUAJIbBI JJIAA ITPOBEAEHUSA
MNPOMEXYTOUHOM ATTECTAIIUU OBYUYAIOIIUXCS IO
JAACHUITIMHE

7.1. Onucanue nokasaresjael 1 KpUTepreB OLIEHUBAHUS KOMIIETEHIIMH HA
Pa3JIMYHBbIX 3Tanax ux GopMUPOBaAHMS, ONTUCAHME IIKAJ OLEHUBAHUS

7.1.1 DTan TeKyero KOHTpoJIs

Pesynprarel TeKymero KOHTpOJs 3HAHUKW U MEKCECCHOHHOM aTTeCTaluu
OLIEHUBAIOTCS MO CIEAYIOLEH CUCTEME:

«aTTECTOBAHY;

«HE aTTECTOBAH.



Komnerenuus

Pe3ysbTaTel 00y4YeHHsl, XapaKTepH3yIoIHe
c(OpPMUPOBAHHOCTH KOMIETEHIUH

Kpurepun
OIICHUBAHHUS

ATTecTOBaH

He arTecToBan

I1K-4.4 Criocoben

obecreynBaTh
METOIHYECKOE

COIIPOBOKJACHUEC
IOAXO0J0B K 3allIUTC

nHdopmarmu

KOMIIBIOTEPHBIX
CHCTEM H ceTeil

PazpabaTeiBaeT KOMIUIEKC
npoueayp, TNpUEMOB U
CpeAcTB obecrieueHus 3aLIHUTHI
uHpOpMAaIMU, B TOM 4YHUCIE C
UCIIONIb30BAaHHEM COBPEMCHHBIX
METOJIOB u MPOrPaMMHOTO
UHCTPYMCHTApPHUS  HCKYCCTBCHHOTO
MHTEJUICKTa

MIpaBUII,
METO/IOB,

Tecr

BrimmoraeHne TecTa Ha

70-100%

BrImoHenne MmeHee

70%

OcymiecTBIsCT OLICHUBAHKE
MOCTICICTBHIA OT pean3aluy yrpo3
6e3omacaocT nHGopmarmu B KC u
aBTOMATU3UPOBAHHBIX CHCTEMaX

Tecr

Brimonnenue Tecta Ha

70-100%

Brinonnenne Mexee

70%

Peamuzyet MOAXOIBI K
KIaccu(pUKauu u
MIPOTHO3UPOBAHUIO yrpo3
0e30macHOCTH MH(POPMAITUH

Tecr

BrimonHenue Tecta Ha

70-100%

Brimmonaenne MeHee

70%

OnennBaeT HHPOPMAITUOHHBIE
pucku B KC 1 aBTOMaTH3UPOBAHHBIX
cUcTeMax

Tecr

BrimonHenue Tecta Ha

70-100%

Brimonaenne MeHee

70%

7.1.2 JTan npoMe:KyTOYHOT0 KOHTPOJIA 3HAHUM
Pe3ynbraThl MPOMEKYTOUYHOTO KOHTPOJIS 3HAHUI OLIEHUBAIOTCS BO 2 CEMECTpE:
«OTIINYHOY;
«XOpOLIOY;
«YAOBIIETBOPUTEIBHO;
«HEYAOBIIETBOPUTEIIBHOY

Komnerenuus PesyabTaThl 00y4eHus, Kpurepun OTimm4Ho Xopomuro Yaosa Heynosu
XapaKkTepH3yloLue OLIEHMBaHUS
c()OpMUPOBAHHOCTD
KOMIIETCHIIUHA
[1IK-4.4 PaspabaTsiBaeT KOMIIIIEKC Tect Beimonnenne Boimonnenue | Beinonanenue B tecre
MpaBWI, MPOIEIYp, TMPUEMOB TecTa tecta Ha 80- | Tecta Ha 70- | menee 70%
u METO/I0B, CPEICTB Ha 90-100% 90% 80% MPaBUILHBIX
obecrieueHus 3aIIUTHI OTBETOB
nH(OPMAIIMH, B TOM YHCIIE C
HCTIOJIF30BaHUEM
COBPEMCHHBIX ~ METOJIOB  H
MPOrPaMMHOTO
HHCTPYMEHTAPHS
HCKYCCTBEHHOT'O HHTEJIICKTa
Ocy1ecTBIsIeT OLlEeHUBaHUE Tecr Boimonnenue Boimonnenne | Brimonnenn B tecre
MOCJIEACTBUN OT peanu3aluu TecTa Ha 90- Tecta Ha 80- | e Tecra Ha Mmeree 70%
yrpo3 0e30MacHOCTH 100% 90% 70-80% MPaBUIILHBI
nnpopmanun B KC u X OTBETOB
ABTOMATU3MPOBAHHBIX
crcTeMax
Peanmuzyet MOIXOBI K Tecr BremoiHenue Brmosnenue | Brimosinenu B Tecte
KIaccu(prKauu u Tecta Ha 90- tecta Ha 80- | e Tecra Ha menee 70%
IIPOTHO3UPOBAHUIO yrpo3 100% 90% 70-80% MPaBUJIbHBI
0e30MmacHOCTH HHPOPMAIIHU X OTBETOB
OuenuBaer Tecr Brinonnenue Boimonnenne | Brimonnenn B tecte
MH(OPMALMOHHbIE PUCKH B TecTa Ha 90- tecta Ha 80- | e Tecra Ha menee 70%
KC u aBTOMaTn3npOBaHHBIX 100% 90% 70-80% MPaBUJIbHBI
cHcTeMax X OTBETOB




7.2 IlpuMepHBIA NepeYyeHb OLEHOYHBIX CPeACTB (THNOBbIE KOHTPOJIbHbIE
3aJlaHUsl WM WHbIe MATEePHAJIbl, HEO0OX0AUMbIE JIfl OIeHKH 3HAHWI, YMEHMH,
HABBIKOB U (MJIH) OMbITA JeSATEJbHOCTH)

7.2.1 IlpumepHbIii NepevYeHb BONPOCOB ISl HOATOTOBKH K 324eTy
Kparkoe cogepxanue
DOS U DDOS ATAKH 1.3
1.1. Cymnocts DoS u DDos-arax4
Hcrounuk ataku
CnoxHOCTh peann3anuu
MeTtonapl aTaku
YpoBeHb OIACHOCTH
5. CKpBITHOCTh U OOHApPYKCHUE
1990-e: Poxxnenue DDos-aTak
2000-¢: [TepBbie MOIIHBIE YIapPbI
2010-e: XaKkTUBHU3M U HOBbIE HUHCTPYMEHTBI
2020-e: Pexopasl 1 HOBBIE TTOAXOIbI
2. Cremuduka peanuzanuu DoS u DDoS-atak
2.1. Cuenapuu peanuzanuu DoS-arak.
2.2. Cuenapuu peanuzaunu DDoS-arak.
Pacnipenenennbie ataku
Crnenuduxa DDoS-atak
2.3. IHCTpyMEHTBI U METO/Ibl: MOMYJISPHbIE HHCTPYMEHTBI JIJIsl IIPOBEACHUS aTakK
ITonynsipubie nHcTpyMeHTHl DDoS-arax
Tennennuu peanuzanuu DDoS-arak
3. Muoroo6pasue DoS u DDoS-atak
3.1. [IpoTOoKOIBHBIE aTAKHU.
[Tpumepsl MPOTOKOJIBHBIX aTaK
Hanocumeie ymepOst
MexaHu3MBI 3alUTHI
3.2. ATaku Ha YpOBHE MPHIIOKEHUI
CueHapuu atak Ha ypOBHE MPUIIOKCHHIA
VSI3BUMOCTH NPUITOKEHUN
Pexopanbie ataku
Pexomenmanuu 1 OusHeca
3.3. Ataku Ha OCHOBE OOTHETOB
4. ITocnencteus DoS u DDoS-artak
4.1. DKOHOMHUYECKHE MOCIEACTBHSL: YOBITKH Ul OM3HECa M OpraHu3aLlui
duHAHCOBBIC YOBITKH
IToreps penyranuu
PernonanbHbie 0cOOEHHOCTH
4.2. PenyTaniuoHHbIE PUCKH
JloAarocpouHble penyTalloOHHbIE TOCIEACTBUS
Crpareruu MUHUMH3AIUN PEyTAlMOHHBIX PUCKOB
4.3. TexHuudeckue MOCIEICTBUI
5. Meroasi 3amutsl o DoS u DDoS-arak
5.1. [IpeBeHTHBHBIE MEPHI: KaK MIPEAOTBPATUTh ATAKU 3apaHee.
5.2. PearupoBaHue Ha aTaku
Hcnonszoanne DDoS-3amutel 1 WAF
MOHUTOPHHT 1 aHaNIU3 Tpaduka
PearupoBanue Ha aTaku B peajlbHOM BpEMEHU
AnanTarnys K HOBBIM THIIAM YTPO3
[IpumeHneHnne 00IauHbIX peIeHUH 11 puibTpanuu Tpaduka
5.3. Ponb o6naunbix pemenuit 1 CDN B 3amure OT aTax.
JlocTonHCTBa 00JTAYHBIX perIeHuH i 3amuThl oT DDos-arak



Ton mnardopm 3amutel or DDoS-atak

6. bynymee DoS u DDos-arak

6.1. TeHieHIIMU B pa3BUTHH aTak

ITpuoputernsie nenu DDoS-aTak

[IpuurHBI U3MEHEHUS IPUOPUTETHBIX 1EIEH

BnusiHue NCKycCTBEHHOTO MHTENJIEKTA Ha onacHOCTh DDoS-aTtak
6.2. [lepcrieKTUBBI pa3BUTHUS 3aITUTHI
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16.
17.
18.
19.
20.
. Uem oTnmuarotcst pacnpeneneHubie araku (DDoS) ot 00br4abIx DOS?
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
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33.
34.
35.
36.
37.

38

KOHTpOIBHEIE BOITPOCHI

1. Beegenmne (1.1 —1.2)

B yeMm ocHoBHas nens DoS u DDoS-atak?

Kaxkoe xmoueBoe otnnuue DoS or DDoS?

[Touemy DDoS-araku cioxuee 0J10kupoBath, yeM DoS?
Kaxue metoap! yaiie Bcero ucnonb3yrorest B DoS-atakax?
Hazosure Tpu ocHoBHBIX THNa DDoS-arak.

[Touemy DDoS-araku cuurtatorcst 6ojee onacHeIMU, yeM DoS?
Kakoii rog cuntaerca HagasioM 3psl DDoS-arak?

Kro nepssim npumennn SYN Flood u npotus xoro?

Kaxkoe coOprtre B 1999 rony mokasaio ormacHOCTh KOOpAMHUPOBAHHBIX DDoS-atak?
. Kakue u3Bectnole mnargopmsl atakoBan Mafiaboy B 2000-x?

. Kakoit uanmaent 2007 roma cyuTaeTcsl IEPBBIM aKTOM KHUOSPBOMNHBI?
. Kakas araka B 2013 rony nocruria momtHoctd 300 I'6ut/c?

. Kaxoit 6otner B 2016 rogy atakoBast Dyn DNS?

. KakoBa 6b1a momaocTs ataku Ha Google B 2020 romy?

. Uro Takoe HTTP/2 Rapid Reset u korna oH mosiBuics?

2. Cnenuduxa peanuzauuu arak (2.1 — 2.3)

Kak DoS-ataku neperpyxatot pecypcol ceppepa’?

Kakue ys3BUMOCTH Halie BCero sKCIIyatupyrorces B DoS-atakax?
ITouemy loT-ycTpoiicTBa cTanu nonyaspHON MUILIEHbBIO IS aTak?

Kak 3710yMBIIIJIEHHUKHA UCIOJIB3YIOT OTKPBITHIE peecTphl B DoS-arakax?
Kakue nporunossl gatorcs o pazsutuu DoS-atak?

Yro Takoe MynbTHBEeKTOpHas DDoS-aTaka?

[Touemy ataku Ha ypoBHe npmiioxeHuit (L7) ocobeHHO onacHbI?

Kakas orpacinp yaie Bcero crpagaer ot L7-atak?

Kak monro moxer nnuthest camast npoomkuTensHas DDoS-araka?
Kakue ctpansl muaupyroT 1o uucity uctouHukoB DDoS-atak B 2024 rony?
Urto Takoe OOTHET M KaK OH Hcmoib3yercs B DDoS?

Kakue uncrpyments! u3 Kali Linux MOryT OBITH UCIIONB30BaHBI 115 aTak?
Yem LOIC otnnuaercs or HOIC?

[Touemy Mirai cuuTtaercsi 0coOOEHHO OracHbIM OOTHETOM?

Ha ckonbko nponenToB yBennuuinoch uncio DDoS-atak B 2024 rony?
Yro Takoe «MalOMOIIHbIE HEPEPBIBHBIE ATAKU»?

3. Muorooopasue arak (3.1 —3.3)

Kak pabortaet araka HTTP/2 Rapid Reset?

Kakue ys3sumoctu DNS ncnonb3ytorcs B DDoS-atakax?

Kak SYN Flood napymaer pa6ory TCP-npoTtokosna?

Uewm omacHbl aTaku Ha ocHOBe IP-dparmenTaruun?

Kakue cucreMbl TOMOTaroT 3alUTUTHCS OT IPOTOKOJIbHBIX aTakK?

. Uro Takoe HTTP-¢dayn u kak on paboraer?
39.
40.
41.
42.
43,

Kak Slowloris ucromaet pecypcsl cepsepa?

Uro Takoe aTaka ¢ ucnoiab3oBanrem orpaxenus (Reflection Attack)?

Kak paboraer DNS Amplification?

Kakue ys3BUMOCTH MPUIIOAKEHUI Yallle BCEro SKCILTYaTUPYIOTCS?

Kakoii mporieHT (puHAaHCOBBIX MOTEPh CBS3aH C aTaKaMH Ha BeO-TPUIIOKEHUS?



44. CxonbKo 3arpocoB B ceKyHIy Bbiaepkaita Google B 2023 romy?
45. Kakue Mepbl 3aIIUTHl PEKOMEHIYIOTCS 17151 Ou3Heca nmpoTuB L7-atak?
46. Ha ckompko BeIpociio uncio 6oTHeToB ¢ 2021 mo 2023 rox?
47. Kakue ycTpoiicTBa Yallle BCEro BXOISAT B COCTaB COBPEMEHHBIX OOTHETOB?
48. Kakue kubepripectymienus, kpome DDoS, coBepiraror 60THETHI?
49. Kakue ctpansl Hanbosee 3aTponyThl 6oTHeTOM AndroxghOst?
50. Kakue ysi3BUMOCTH HCTIOIB3YET OOTHET «gayfemboy»?
4. Ilocaencreus arak (4.1 — 4.3)
51. Kakas otpacinb ydaie Bcero arakyercss DDoS B 2023 roay?
52. Kakue ¢puHaHcoBbIe IOTEpU HeceT OusHec u3-3a DDoS?
53. [loueMy penyTallMOHHBIE PUCKU TAK OMACHBI JJ1s1 KOMITAaHUIN?
54. Kak DDoS-araku BIUsIOT Ha TEJIEKOMMYHHUKAI[MOHHBII CEKTOP?
55. Kakoii pernon Hanbosee noasepxken DDoS-aTtakam Ha TOCCTPYKTYpBI?
56. Kakue Texuuueckue nocneacTBus Bei3biBaeT DDoS Ha o0Gmaunbie cepBHCHI?
57. Kak aTaku Ha SHEPTETHUECKHI CEKTOP YrpokaroT HHMpacTpykType?
5. Metoasbl 3amuThl (5.1 — 5.3)
58. Kakue npeBeHTUBHBIE MEPHI MOMOTAIOT 3aIUTUTHCA OT DDoS?
59. Kak WAF nomoraert B 3a1MTe OT aTak Ha IPUIIOKEHUS?
60. Kakue obmayHbIe pemIeH s JIyqIle BCEro MOAX0AT s 3amuThl oT DDoS?

ATAKHU HA OCHOBE 10T 1.3
1. Beenenue B [oT u ero 3HaunmocTsb
1.1. Onpenenenne [oT: onucanue koHuenuuu cetu MHTEpHET Belle U €ro KOMIOHEHTOB.
1.2. Tlpumenenue loT B paznuduHbIX chepax: MpUMEPhl UCIIOIB30BaHUS B OBITY, TPOMBIIIJICHHOCTH U
3/IpaBOOXPaHEHUH.
IIpumenenue [0T B 3apaBooxpaHeHUN
[Ipumenenue [oT B mpOMBIIIIIEHHOCTH
[Tpumenenue [oT B ObITY
2. Vsa3Bumoctu loT-ycTpoiicTB
2.1. IIpobnemsl 6ezonacHOCTH: 0030p pacpocTpaHeHHBIX ysa3BuUMocTel B loT-ycrpoiicTBax.
2.2. HepoctaTku MpOTOKOJIOB CBSI3U: aHAIIW3 TPOTOKOJIOB, HCIOJIb3yeMbIX B [0T, 1 uX ya3BUMOCTH.
1. MQTT (Message Queuing Telemetry Transport)
2. CoAP (Constrained Application Protocol)
3. HTTP (Hypertext Transfer Protocol)
4. Bluetooth
5. Zigbee
3. Tunel atak Ha loT-ycTpoiicTBa
3.1. DDoS-araku: onucanue Distributed Denial of Service atak u ux Bausaue Ha loT.
[Tpumepst DDoS-atak Ha [oT-ycTpoiicTBa
Bnusinue DDoS-arak Ha [oT u Gusnec
3.2. Ataku Ha KOHPHUACHIIMATHHOCTD: KaK 3JIOYMBIIIJICHHUKH MOTYT MOJTYYUTh JOCTYI K TUIHOM
nH(pOpMAINY TIOJIH30BATENIECH.
3.3. ®usnueckue aTaku: MPUMEPHI aTaK, CBSI3aHHBIX C PU3MUECKUM JOCTYIIOM K YCTPOMCTBAM.
4. Ilpumepsl peanbHbIX aTak Ha [oT
4.1. Araka Mirai: anaim3 oJTHOM U3 caMbIX u3BecTHBIX DDoS-atak Ha loT-ycTpoiicTsa.
1. Mexanu3m araku Mirai
2. [TocnencrBus arak Mirai
3. Pexomenaanuu no 3amure
4.2. YI3BUMOCTH B YMHBIX JIOMax: MPUMEPHI aTaK HA CUCTEMbl YMHOT'O JJOMa U UX MOCHEACTBU.S. Mephl 1o
3awure loT-ycTpolicTs
5.1. JIyumme npakTrku 6€30MacHOCTH: PEKOMEHIAINH 110 o0ecTieueHrio Oe3onacHoCTH [0T-ycTpoicTB.
ITporuo3sl 1 HOBBIE BEI30BHI B 001acTu 6ezonacuoctu [oT B 2025 rony
5.2. Posib MpOM3BOIUTENCH: OTBETCTBEHHOCTh IIPOU3BOAMUTENICH B 00€CTICUeHHH 0€30IMaCHOCTH CBOUX
YCTPOMCTB.
6. bynymee 6e3omacuoctu loT
6.1. Tengennnu B pazsutuu [oT: kak mensiercs nanamadr loT u ero 6e30macHOCTS.



6.2. IlepcrieKTHBBI TEXHOJOTHI 3aIUThI: HOBBIE TEXHOJOTHH M MOJIX0IbI K obecreuenuto 6e3onacHoctr [oT
KontposnbHbIie paboThI

Haiite onpenenenue kounenuu «Martepuer semeit» (IoT).

Kro u xoraa Briepsbsie chopmynupoBai koHuenuuio [0T?

HazoBure kimtoueBbie KOMIIOHEHTHI ceTH HTEpHET Bele.

Kakyto pons B IoT urpatot rexnonoruu unentudukanuu, rakue kak RFID u QR-koxpi?

UTo sBIISIETCSI OCHOBHBIM TIPEIHA3HAYECHUEM JaTYMKOB (CpeacTB u3mepenus) B [oT?

[Touemy nepexon Ha npotokoia [Pv6 kputudecku BaxkeH Juist pa3Butus [0T?

[IpuBenure Tpu npumepa npumenenus [oT B ObITY.

Kak IoT npumensercs B 3apaBooxpanennn? IIpuBennte KOHKPETHBIN pUMeED.

KaxkxoBbl npenmytiiecTBa ncnoias3oBanus 10T B mpoMeIniuieHHOCTH Ha TipuMepe komnanuii Rolls Royce nnun

John Deere?

10. Kak ymHBIE TEpMOCTAThI U XOJOAWIBHUKN MEHSIIOT TIOBCEAHEBHYIO )KMU3HB MOJIb30BaTENECH?

11. Yro, cornacHo 6sory Brackish, sBisieTcst onHO#M U3 caMbIX paclpoCTpaHeHHbIX ys3BuMmocTen [oT-
YCTPOMCTB?

12. Tlouemy HeOe30MaCHBIE CETEBhIE CIYKOBI MPENCTABISAIOT yrpo3y ams [0T?

13. K kakuM mocneACTBUSM MIPUBOIUT OTCYTCTBUE PeTyIsipHbIX oOHOBIeHUH [10 ans loT-ycTpoiicTs?

14. YTo Takoe «OKECTKO 3aKOIMPOBAHHBIE MTAPOJIN» U IOUEMY OHH OIACHBI?

15. Kakyro aunamuky pocta ys3BuMbIx [oT-ycTpoiicTB mokasan otuetr komnanuu Forescout 3a 2024 roa?

16. Kakue tunsl [oT-ycTpoiicTB ABISIOTCS HanboIee yA3BUMBIME COTJIACHO MTPUBEICHHON CTaTUCTUKE?

17.91o Takoe «OWASP IoT Top Ten»?

18. HazoBute Tpu ocHoBHbIE ya3BuMocTH u3 ciucka OWASP IoT Top Ten.

19. B 4yem 3akirouaercsi OCHOBHAs ysI3BUMOCTh npoTokosia MQTT no ymonyanuro?

20. Kak MOXHO YCTpaHHTb HEIOCTATOK MIH(poBaHus B ipoTokosre MQTT?

21. Kakue npobaemMbl 6€30MacHOCTH XapakTepHbI Jisl mpoTokoia CoAP?

22. Tlouemy HTTP cunrtaercs HebGe30macHBIM IPOTOKOJIOM JIIsl UCToib30BaHus B [0T?

23. Kakue ys3sumoctu Bluetooth 6pumH TpoieMOHCTpHPOBaHBI HA TPUMEPE B3JI0Ma IUTIOIIEBOTO MUIIIKU U
cMapT-3aMKOB?

24. B uyeM 3aKiI1049al0TCsl OCHOBHBIE HEIOCTATKH 0€30MMacHOCTH MPpOTOoKoJa Zigbee?

25. Yto Takoe DDoS-aTaka 1 KkakoBa ee OCHOBHAas 11€1b?

26. [Touemy loT-ycTpolicTBa cTany MOMyJIIPHON MUIICHBIO IS co3aanust 0oTHeToB it DDoS-arak?

27. IlpuBenuTe MpUMep U3BECTHOrO OOTHETA, Hcnonb3yromero loT-ycrpoiictBa s DDoS-aTaxk.

28. KaxoBbl OpuIH mociiencTBus atak 0otHera Mirai cornmacao gagasiM NETSCOUT?

29. Kakue punaHCOBBIE IOCHEACTBHS Ui OM3Heca MoryT uMeth DDoS-arakn?

30. Kak DDoS-aTaku MOTYT OBITh HCTIOJIb30BaHbI B KAYECTBE OTBJICKAIOIIETO MaHEeBpa?

31. Kakum oOpa3om crnabdblie naponu Ha loT-ycTpoiicTBax MOTYT PUBECTH K aTake Ha KOH(UACHIIUAILHOCTh?

32. Yro Takoe aTtaka «4denoBek rnmocepeanHe» (MitM) u kak oHa yrpokaeT KOHGUISHIINATFHOCTH TaHHBIX B
[oT?

33. Kak otrcyrcTBHe muppoBaHUs TEPEIaBAEMbIX JaHHBIX IMOBBIIIAET PUCK JIJIsI KOHPHUIEHIINATBHOCTH
MoJIb30BaTeNs?

34. Yro Takoe ¢usndeckas ataka Ha loT-ycTporicTBo?

35. llpuBeaute mpumep Hu3nyecKkoi aTaku, HaNpaBJICHHON Ha BHYTPEHHNUE KOMIIOHEHTHI yCTPOICTBA.

36. Kak 3710yMBITINICHHUK MOKET U3MEHUTH MTOBEJICHNE YCTPOMCTBA Yepe3 HU3HNIEeCKUi JOCTym?

37. Kakuie MephbI 3alUThl PEKOMEHIYIOTCS JUIsl TPOTUBOACHCTBUS (PU3NIECKUM aTakam?

38. Kakyro poib B 3amuTe OT (U3HUECKUX aTaK UTPAIOT TaKUEe KOMITOHEHTHI, kKak TPM?

39. Yro Ttakoe 6oTHET Mirai ¥ B YeM 3aKJIIOYAJICS €r0 MEXAHU3M JEHCTBUS?

40. Kak pa3BuBanuch ataku Ha ocHoBe Mirai B 2024-2025 rogax?

41. Kakue ys3Bumoctu B loT-ycTpoiicTBax skcIutyaTupoBaiu criuH-op sl Mirai?

42. Kakue pekoMeHJaIiu 110 3al|Te OT aTak Tura Mirai IpuBeIeHbI B JICKITUN?

43. Tlouemy cerMeHTalus CeTH sABJsieTCs Y3PPEKTUBHOIN MEpOi MPOTUB pactpocTpaHeHus arak Ha [oT-
ycTpoiicTBax?

44. IIpuBenuTe NpUMep aTaku Ha CUCTEMY YMHOTI'O I0Ma C MCIIOJIb30BAaHUEM YSI3BUMOCTHU «UEJIOBEK

MOCEepEANHEY.
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45. Kakyro onmacHOCTh MPEJICTaBISIOT CO00M mporpaMMbl-BeiMoratesu (Ransomware) 115 BjagenblieB YMHBIX
JIOMOB?

46. Kak B3nomannbie loT-ycTpoiicTBa B yMHOM JIOM€ MOTYT OBITh HCTIOJIb30BaHbI ISl CO3aHMs OOTHETa?

47. Yro takoe ysa3Bumocts CVE-2024-12398 B ycTpoiicTBax Zyxel u uem oHa ornacHa?

48. KakoBbl OCHOBHBIEC PEKOMEHIAINH JJIS MTOJIb30BaTeNel o odecnedeHuto 6ezonacHocTu loT-ycTpoiicTB?

49. Tlouemy perynsspHOe OOHOBJICHHE MPOTPAMMHOT0 00ECTICUeHUsI KPUTUIECKH BaXKHO ISl 0€301acHOCTH
[oT?

50. Yro mozmpasymeBaeTcs Mo «0e30MacHbIM pa3BepThIBAHUEM 000PYIOBaHUS»?

51. Kakyro posib B 6€30maCHOCTH UTPAET MIPOBEICHHUE PETYIISIPHOTO ayauTa 6e3onacHocTH [oT-
UHPPACTPYKTYPHI?

52. B 4em 3akiro4aeTcsi OTBETCTBEHHOCTh Mpou3BoauTenen [oT-ycTpolcTB COTJIaCHO HOBBIM
3aKOHOJATEeIbHBIM MHUIIMAaTHBaM (Hanpumep, 3akony Kamudopuun unmn Cyber Resilience Act EC)?

53. Kakas mpo0Gsema MOKeT BOSHUKHYTH TIPH 3allpeTe UCIOIb30BaHUs CTaHAAPTHHIX maposei Ha [oT-
ycTpoiicrBax?

54. KakoBsl IporHo3sl 1o pocty konnuectBa loT-ycrporict k 2025 roay?

55. Kak pa3sutue texnonoruit 5G u Edge Computing Biusiet Ha 6e3omacHocTh [0T?

56. KakuM 06pazom nckyccTBeHHBIN HHTEIEKT (Al) MoXeT OBITh HCIOIB30BaH 1 3amuThl loT-cucrem?

57. Kak TexHonorus 6J0K4EiHH MOXKET MOBBICUTH 0€301acHOCTh JaHHBIX B [0T?

58. UTo Takoe «CI0KHBIE IIEMOYKH MTOCTABOK» M KaKue pUCKH 1Jist Oe3onacHocTH [oT oHn co3maroT?

59. Kakue HOBbIE BBI30BHI B 00s1acTu 6e3omnacHocTH [oT oxunatorcs B 2025 roay corinacHo Mporao3am?

60. Kakue ximtoueBbie BEIBOABI 0 OyaymieM 6e3onacHocTu [oT mpencTaBiieHpl B 3aKII0UEHNN JICKIIUNA?

Ataku C UCITIOJIb3OBAHUEM DNS1.3
Brenenue B Temy noaMensl DNS
1.1. CymHocTb cuctemsl JoMeHHbIX uMeH DNS u ee ponb B cetu IHTEpHET.
1.2. Ataxu noamensl DNS.
[enu mogmensr DNS
[Tpumepsl ucnosib3oBaHus moaMeHbl DNS 310yMbIIIIIEHHUKAMHU
ITocnencTBus mogMensl DNS 5
2. Mexaau3Mel moamMeHsl DNS
2.1. Cnoco6s1 mogmensl DNS: 0630p MeTonoB (Hanpumep, uepe3 BpenonocHoe 110, ataku Tuna Man-in-the-
Middle).
OcHoBHbIE MeTOIbI TOIMEHBI DN'S
Araku Tuna Man-in-the-Middle (MitM)
Mepsl Ipe1oCTOPOKHOCTH
2.2. UuctpymenTsl Juist mogmenbl DNS: mporpaMMHoe obecrieueHre U TEXHUKH, UCTIOTh3YeMbIe
3JI0yMBILUICHHUKAMH.
OcHoBHEIE MeTOIBI ToaMeHEI DNS
WuctpymenTs! ynpasierus DNS
Mepbl TpeaoCTOPOKHOCTH
3. [locnenctus noamensl DNS
3.1. BousiHue Ha nmonb3oBaTeneit: kak mogmMena DNS moxeT yrposkars 6€30macHOCTH U
KOH(HIEHIINATILHOCTH.
MeTtonapl aTaku
KonpuneHmansHOCTh JaHHBIX
OrtcyrctBue ayreHTudukanun DNS
Bo3snerictBue arak
3.2. DKOHOMHYECKHE MOCICACTBUS: YIIepO i OM3HEca U peryTaluu.
DUHAHCOBBIE IOTEPHU
Penyranmonusie pucku
4. Tlpumeps! nogmensl DNS
4.1. VI3BecTHBIC MHIMACHTHI: aHATIU3 HECKOJBKUX ciiydaeB noameHbl DNS B ucropuu.
4.2. Ypoku NpakTUKHU POTUBOJECHCTBUS.
5. 3amuTa ot moaMeHsl DNS
5.1. Texnonoruu 3amuTel: ucnonb3doBanue DNSSEC u 1pyrux MeTooB.



5.2. PexoMeHmamuu U1l IOIb30BATENIEN: COBETHI IO MOBBIIIEHUIO 0€30IIaCHOCTH.
Bri6op Hanexxnoro VPN-cepBuca

Obecnevenue 3anuThl OT yreuek DNS

Ucnonszoanne DNSSEC

Hactpoiika DoH u DoT

Bri6op npasunsHOoro DNS-cepsepa

Perynspubie 0OHOBIIEHUSI U MOHUTOPUHT

KonTposbHbIE BOPOCH

KakoBa ocHoBHast hyHKIHS cucTeMbI ToMeHHBIX uMeH (DNS) B nuaTepHETE?

[Touemy DNS yacto cpaBHHBAIOT ¢ «TelIe()OHHON KHUTOW» HHTepHEeTa?

Uro takoe «mogmena DNS» (DNS Spoofing) u kakoBa ee ocHOBHas 11€Jb?

HazoBuTe 1 KpaTko 0XapakTepu3yHTe YEThIpE OCHOBHBIE LIEH aTak ¢ noaMeHoi DNS.

Kax ¢ummnr cBs3an ¢ nogmenoit DNS?

Kakum oOpazom nogmena DNS MoskeT npuBecTu K ycTaHoBKe BpeoHocHoro 110 Ha ycTpoicTBO

oJIb30BaTeNs?

7. Kak araku Tumna «oTka3 B oocmyxkuBanun» (DoS) ucnonp3yror moameny DNS?

8. Omumute metona «otpasienust kdrma DNS» (DNS Cache Poisoning).

9. B gem 3akmtogaercs cyth araku «mepexBaT DNS» (DNS Hijacking)?

10. Yro Takoe «DNS TynnenupoBanue» (DNS Tunneling) u 11s Kakux 11e1€ii OHO UCTIONIB3YeTCs?

11. Kak pabotaer araka «moameHa DNS-cooOmiennii»?

12. Yro Takoe aTaka «4enoBek nmocepeaunHe» (MitM) B konTekcte DNS?

13. Kak 310yMBIIUIEHHUKH UCTIONB3YIOT (hanbIIuBbie TOUKH goctyna Wi-Fi st mogmenst DNS?

14. Yto takoe ARP-oTpaBiieHre u Kakyto pojib OHO Urpaet B atakax Ha DNS?

15. Kakue nnctpymenTtsl ynpasinenust DNS (manpumep, Cloudflare, Amazon Route 53) moryr
UCIIOJIb30BATHCS AJIS 3aLUTHI?

16. ITouemy npotokos DNSSEC kputndecku BakeH Ui 3allUThl OT oaMeHbI DNS?

17. KakoBbl OCHOBHBIE TIOCTIEACTBUS MoaMeHbl DNS 11 KoH(GUIEeHIIMaTbHOCTH TaHHBIX TOJIb30BaTels?

18. Kak moamena DNS ucnonb3yercst B QUIIMHTOBBIX CXeMaX I KPaXKH JTUIHBIX JaHHBIX?

19. Tlouemy TpaaumuoHHBINA TPOTOKOJI DNS cunTaercs ysI3BUMBIM U3-32 OTCYTCTBHS ayTCHTU(PUKAIIHH?

20. Cornacho otuery «2023 Global DNS Threat Reporty», kakoii nporeHT opranu3zanuii cronkuysics ¢ DNS-
aTakaMH M KaKOB ObUI CpeTHUI (PMHAHCOBBIN yIiepo?

21. KakoBbl nnpsiMble (PMHAHCOBBIE MTOTEPH [ OM3HECa B pe3ysibTaTe aTak ¢ nmoaMeHon DNS?

22. Kak mogmena DNS MOKeT HaHECTH peIyTaIMOHHBIA YIIIepO KOMITAaHHH?

23. Onumure nHIEASHT noameHsl DNS, cBsizanublil ¢ komnanueir Google B 2010 roxy.

24. Yem Obuta 3HaMeHUTA aTaka Ha kommaduio Dyn B 2016 roay u Kakue CepBHUCHI TOCTPaIaIH?

25. Kak B arake Ha Equifax (2017) O6b1a ucnonb3oBana moamena DNS?

26. Kakoit ypok MO>XKHO M3BJeub u3 uHIMAeHTa ¢ Facebook B 2019 roay, cBszanHoro ¢ moamenoit DNS?

27. KakoBbI KJIFOUYEBbIE YPOKH [0 IPOTUBOAEHCTBUIO ToaMeHa DNS, BbIHECEHHBIE U3 aHAIM3a PEalbHBIX
HHIIUIEHTOB?

28. Kaxyto posnb B 3ammre ot nogmensl DNS urpaer o0ydeHue COTpyAHUKOB U MTOJIb30BaTeNei?

29. ITouemy MHOTO(aKTOpHAS AyTEHTU(PUKAIIHS SBISETCS BaKHON MEPOU 3aIIMTHI, JaKE €CIIU POU30IILIa
noaMmeHa DNS?

30. Kak cucrembr ooHapyxeHus propxkenuit (IDS) u ananus moros momorarT B 60proe ¢ moamenoit DNS?

31. Yro takoe DNSSEC u kakue 1€ OCHOBHBIE ()yHKIIMH O€30MACHOCTH OH o0OecrieuynBaeT?

32. Kakue cratuctudeckue nanubie o pazseprbiBanu DNSSEC Obutn nmpeacTaBieHbl Ha KOHPEPEHITMH
ICANNS1?

33. Yro Takoe 3anmuck DS (Delegation Signer) B kontekcte DNSSEC?

34. Kak texnonoruss DANE (DNS-based Authentication of Named Entities) ucnonszyer DNS nns
MOBBILIEHUS Oe30macHOCTH?

35. Tloyemy aBTOMATHU3AIMS YIPABICHUS KIIOYaMH U 3aIHCSIMH BayKHA 7151 3PPEKTUBHOTO MCTIOIH30BAHUS
DNSSEC?

36. Kak mporokonst DNS-over-HTTPS (DoH) u DNS-over-TLS (DoT) noBsimatot 6e3omacaocts DNS?

37. B uem pazuuna mexxay DoH u DoT?

A



38. [louemy ucnonb3zoBanue HanexxkHoro VPN-cepBuca cunrtaercs 3 PeKTHBHON MEPOi 3alTUTHI OT TTOIMEHBI
DNS?

39. Uto takoe «yreuka DNS» 1 kak OT Hee 3alllMTUTHCS P UCioIb30BaHuU VPN?

40. Kakue npeumy1iecTna it 6€30MaCHOCTH JaeT UCToJIb30BaHue MyonnyHbix DNS-cepBepoB, Takux Kak
Cloudflare nmu Google?

41. Kak nosnp3oBateib MOXKET IPOBEPUTH U U3MEHUTh HacTpoliku DNS Ha cBoem ycTpoiicTe?

42. IToyemy perynasipHoe OOHOBJICHHE ONEPAIMOHHON CHCTEMBI U TIPUIIOKEHUN BayKHO /IS 3aIIUTHI OT aTak Ha
DNS?

43. Kakue nactpymMeHTHl MOHUTOpHHTa DNS-Tpaduka MOKHO UCIIONIH30BaTh ISl BBISIBJICHUS aHOMAJTHiA?

44. Kak 6otHet Mirai, uzBectnslii mo DDoS-arakam, cBsizaH ¢ mpooiiemamu 6e3omacnocta DNS?

45. Kakas cBsi3b CylliecTByeT Mex 1y nmoagMenod DNS u kpaxel TUYHBIX TaHHBIX ?

46. Kak 3710yMBIIIUIGHHUKY MOTYT UCIIOJIb30BaTh CKOMIIpoMeTHpoBaHHble DNS-cepBeps! /11 MacITaOHbIX
aTak?

47. Tlouemy 6e3omacHocTh DNS ocobeHnHo BaxkHa 17151 GPUHAHCOBBIX OpraHU3aLUN U HHTEPHET-Mara3uHoB?

48. Kak mogmena DNS MokeT ObITh UCITOJIB30BaHa JJIS IIEH3YPhl HIIM OJIOKUPOBKH J0CTyNa K nHpopmanun?

49. KaxoBblI 11106a1bHbIE TEHACHIIMN B Pa3BUTHH KHOEpyrpo3, cBs3aHHbIX ¢ DNS, cormacHo nporHo3am Ha
2025 rox?

50. Kakoa pousb opranuzanuu [CANN B nogaep:xkanuu 0€30MaCHOCTH U CTA0MIBHOCTH T100aIEHOM CHCTEMBI
DNS?

51. Yro Takoe «peconsep» DNS u nouemy 6€301acHOCTb pecosiBepa BaXkHa /Ui KOHEUHOTO MOJIb30BaTes?

52. Kak Texnonorus RPKI (Resource Public Key Infrastructure) nomonusier DNSSEC B o6ecneuennun
0€30MacHOCTH HHTEPHET-MapIIPYyTU3AIUN?

53. Ilouemy peKOMEHyeTCsl OTKJIFOYaTh aBTOMATHYECKOE MOIKIIFOUEHHE K OTKPBITHIM ceTsiM Wi-Fi mist
3alUTEL OT moaMeHsl DNS?

54. Kak Be6-Opay3epsl MOMOTAIOT MOJIB30BATENSIM 3alTUTUTHCS OT (PUIITMHTOBBIX CANTOB, HA KOTOPBIE MOXKET
nepeHanpaBuTh noameHa DNS?

55. Yto 10mKHO OBITH MEPBBIM JCHCTBHUEM I0JIH30BATENS TP TOI03pEHUH, 4TO ero DNS Obut
CKOMIIPOMETHPOBaH?

56. Kak xopropaTUBHbBIE TTOJIMTUKU 0€30MaCHOCTH MOT'YT ITOMOYb B MPEOTBPAIICHUH aTak ¢ moaMeHoir DNS
BHYTPU OpraHu3anuu?

57. B ueM 3aKi104al0TCs OCHOBHBIE MPOOIEMBbI WM CI0XKHOCTHU, CBSI3aHHBIE C TOBCEMECTHBIM BHEIPEHUEM
DNSSEC?

58. Kak nporokon HTTPS (a ue HTTP) na BeO-caiiTax momoraeT mitigate mociaeACTBUS YCIICITHON MOAMEHBI
DNS?

59. KakoBbI OCHOBHBIE BBIBOJIBI JICKITUU O TEKYIIIEM COCTOSTHUU U OYyIIeM yIpo3, CBSI3aHHBIX C IMTOAMEHOMN
DNS?

60. HazoBuTe Tpu caMbIX Ba)KHBIX, Ha Ball B3IJIA]l, PEKOMEHAANH [Tl PSAOBOTO MOJIB30BATEINSI 110 3aIIUTE OT
aTak ¢ ucrnosnb3zoBanuem DNS.

ATAKU TUINIA CITY®OHUHT 1.3
1.1. CyurHocTh criyduHra.
1.2. AktyanbHOCTH POOIIEMBI OOPHOBI CO CITY(PUHTOM.
2. Tumnsl criyuHT aTtak
2.1. IP-cnypunr.
2.2. MAC-anpec cryduHr.
2.3. DNS-cry¢wuHr.
2.4. ARP-cniy¢umnr.
2.5. Ciy(uHT 31eKTPOHHOU TTOYTHI.
2.6. Cny(puHT COIMaTbHOTO WHKUHUPUHT.
3. MeTtoapl 3aUTHI OT CITY(UHT aTak
3.1. IIpoBepka noanunHocTH [P-anpecos.
3.2. Ucnonp3oBanue OpaHIMayd poB.
3.3. BHeapenue cucteMbl 0OHAPYKEHUS! BTOPKCHHIA.
3.4. [Iposepka nognmuaHoct MAC-anpecos.
3.5. Ucnonb3oBanne DNSSEC.



3.6. SPF, DKIM, DMARC a5t 3amuThl OoT ciry(yHTa 3JIEKTPOHHON TTOYTHI.
3.7. OGyueHue moab30BaTeNeH.

4. Tlpumeps! ciypUHT aTak ¥ UX MOCIEICTBHS

4.1. Kpatkoe onucaHne HECKOJIBKUX U3BECTHBIX CIIy4aeB aTakK.

4.2. AHanu3 nociaeaCcTBUM aTak.

e AU

— e et ke e = \O
NN RN = O

19.
20.
21.
22.

23.
24.
25.
26.
27.
28.
29.

30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.

44,

KonTposibHbIE BOPOCH

Uro Takoe cmy(huHT B KOHTEKCTE KnOepOe30macHOCTH?

Kakue ocHOBHBIE 1IEJIH MTPECIeIYIOT 3I0yMBIIIUIEHHUKH PH MCIIOIb30BaHUH ciiyunra?

[Touemy criypuHT cunuTaeTCsS OMHON M3 CAMBIX CEPHE3HBIX YIPO3 B KHOEpOe30macHOCTH?

Kakue Tumnsl criyuHra cymecrByor?

Kaxk criyunr cBsizan ¢ pummnarom?

Yro takoe [P-cniyduHr u kak oH paboraer?

Kaxue mocnenctust moxxeT umeTh IP-ciyduHr 1151 ceTeBoit mHGPacTPyKTypbl?

Kak 3moyMpInuieHHUKY HConb3ytoT [P-cniydunr as arak tuna DoS?

Urto takoe MAC-anpec ciyuHT U KaK OH OCYIIECTBIISICTCS ?

Kakue nocnenctust Moxker umetb MAC-anpec cryuHr A JIOKaJIbHOM ceT?

Urto takoe DNS-criyuHT 1 Kak OH UCTIOJB3YETCs B aTakax?

Kakue metonsl ncnosnp3yrorcs A orpasienns DNS-kama?

Urto takoe ARP-cnyuHTr 11 kak oH paboraer?

Kakue nocnenctsust Moxketr umetb ARP-ciiyunr 1u1s1 cereBoro Tpaduka?

Kax 3510yMBbIIIIIEHHUKY UCTIONB3YIOT CITY(PUHT 3JIEKTPOHHOU MOYTHI?

Kakue MeToap! HCTIONB3YIOTCS I MOIENIKH aJjpeca OTIPAaBUTENs B JIEKTPOHHOM moure?

Uro Takoe cny(uHT COIMAIIbHOIO MHKUHUPHUHTA M KaK OH CBSI3aH C IICUXOJOTHYECKUM BO3/IeHCcTBUEM?
Kakme mpumepsl arak COUMaIbHOTO WHXUHHPUHTA C HCIOJIB30BaHUEM CITy(UHTA BBl MOXKETE
MpUBECTU?

Kakue MeToap! UCTIONB3YIOTCS I TPOBEPKU MOATUHHOCTH [P-anpecoB?

Kaxk paboraet ¢punsrpanus Ha ocHoBe [P-aapecos (Ingress u Egress dunbrpanmsi)?

Kak OpanamMay>pbl TOMOTAIOT 3aIUTUTLCS OT criyunra?

Kakue ¢yHKIIMU BBIMOJIHSIIOT CUCTEMBI OOHapykeHUs W mpenorBpamieHus BropxkeHuit (IDS/IPS) B
KOHTEKCTE 3alUThI OT CIy(pHHra?

Kax mporoxkon IPsec momoraet 3amututhbes ot [P-criydunra?

Kakue Mepsl 3a1MThl HCHONB3YIOTCS Ui ipenoTepatienns MAC-aapec cyunra?

Urto takoe DNSSEC u kak on 3amumaer ot DNS-cmydunra?

Kakue npeumymectsa u Hegocrarku umeer DNSSEC?

Kak pa6otatot mporokonsr SPF, DKIM 1 DMARC mist 3amuThl oT cry(uHTa 3JIeKTPOHHON TTOYTHI?
Kakwue maru nHeobxomumsl s Hactpoiiku SPF, DKIM u DMARC?

[Touemy oOyueHue mosb3oBareneil 0CHOBaM MH(DOPMALMOHHONW OE€30MaCHOCTH Ba)KHO ISl 3AIUTHI OT
cryunra?

Kaxune meronbr o0ydueHust Hanbosee 3(hHEeKTUBHBI 17151 TTOBBIIICHHUS OCBEIOMIICHHOCTH O CITyQuHTE?
Kakue u3BecTHBIC Ciy4an aTak, CBSI3aHHBIX CO CITy(DHHTOM, BBI MOXKETE MPUBECTH?

Kaxk araka nra MOVEit B 2023 roxy cBsizaHa ¢ MmeTogamu crydunra?

Kaxkue nocnencrus umena araka Ha MGM Resorts B 2023 romy?

Kak 35m0yMBbIIIIIEHHUKH UCTIOIB30BAIA COITMATBHYIO MHKCHEPUIO B arake Ha 23andMe?

Kakue ¢uraHCOBBIEC TOTEPU MOTYT BO3HUKHYTH B pe3yJbTaTe yCIEIIHON aTaku cirypuHra?

Kaxk criypuHT MOKET npuBeCTH K yTeuke KOHPUACHIIMATLHON HHpOopManun?

Kakue penyraninoHHbIe pUCKH BOSHUKAIOT Y KOMITAHHH MTOCIIE YCTICITHOW aTaku cryuHra?

Kakwue ropuanueckue nociaeicTBUs MOTYT BOSHUKHYTh B pe3ynbTare aTak ciyduHra?

Kakme ocHOBHBIC IPUHIIUIIBI 3AIIUTHI OT CITy(QUHTa BBl MOJKETE Ha3BaTh?

[Touemy criypuHT OCTaeTCs aKTyalbHON yrpo30il B COBPEMEHHOM MHUpe?

Kakue TexHonoruu Oyaymero MoryT nomods B 6ops0e co crypunrom?

Kak rcKyccTBEHHBIN HHTEIIEKT MOXKET OBbITh UCIIOIB30BaH JIJIsl OOHApyKEHUS arak cryuHra?

Kakme wmepbl 0e30macHOCTH JOMKHBI OBITh TPHUHSATH JJISi 3alIUThl KOPIOPATHBHBIX CETEH OT
cnyunra?

Kak xonnenmus "wyneBoro gosepus" (Zero Trust) moMoraet 3aluTUTbCS OT criy(huHra?



45. Kaxkue ya3BUMOCTH B CETEBBIX MPOTOKOJIAX MOTYT OBITh MCIIOJIb30BAaHBI T Cry(duHTra?

46. Kak cryuHT MOKeT OBITh HCIIOJIB30BaH JIs aTaK Ha OECIMIOTHBIE JIeTaTeNIbHEIC allaparhl?
47. Kaxune meTospl 3amuThl OT cryduHra Hanoosee 3 HEeKTUBHBI 1711 HEOOJbITUX KOMITAHUN?

48. Kak cnyduHr Moxer ObITh HCTIONIB30BaH Uit atak Ha loT-ycrpoiicTBa?

49. Kaxune MepsI 3ammThl OT CITypuHTa TOJDKHBI OBITh IPUHATHI B O0TaYHBIX cpenax?

50. Kak crryguHT MOKeT OBITh HCIIONIB30BaH AJis atak Ha VPN?

51. Kaxune meTosp! 3anuThl OT ciryduHra Hanoosee 3¢ HEeKTUBHBI 715 3aIIATHI IEPCOHATBHBIX JaHHBIX?
52. Kak cny¢uHr MoxeT ObITh NCTIOIB30BaH JUIs aTak Ha cucteMbl GPS?

53. Kaxkue mMepsI 3ammmThl OT CIyuHTa TOJDKHBI OBITh IPUHATHI B OAaHKOBCKOH chepe?

54. Kak cniy¢uHr MOXxeT ObITh HCIIONIB30BaH JUIsl aTaK Ha CUCTEMBI JICKTPOHHON KOMMepLuu?

55. Kaxune MepsI 3amiThl OT cITy(puHTa TOJKHBI OBITh IPUHATHI B TOCYIAPCTBEHHBIX YUPEKICHHUIXK ?
56. Kak cniy¢uHr MOXkeT ObITh NCIOIB30BaH JUIsl aTaK Ha CHCTEMBI 37PaBOOXPAHEHUS?

57. Kaxune MepsI 3ammThl OT cITy(uHTa TOJKHBI OBITH IPUHATH B 00pa30BaTEIbHBIX YUPEKICHHUIXK?
58. Kak crryuHT MOXKET OBITh UCIIOJIL30BaH /ISl aTaK Ha CUCTEMBI YHEPTCTUKU?

59. Kaxue MepsI 3ammThl OT cIy(puHTa TOJKHBI OBITH IPUHATHI B TPAHCTIOPTHOM cdepe?

60. Kak crryuHT MOXKET OBITh UCITONIB30BaH JJIsl aTaK Ha CUCTEMBI CBSI3U?

ATAKH_M SKCILIOMTHI_HYJEBOI'O JHS 1 2 (3)
. BBezieHue B TeMy 3KCIJIOUTOB HYJIEBOTO JIHS
1.1. Onpenenenne 3KCIIOWTA HYJIEBOTO JTHSI.
1.2. UcTopuyeckuii KOHTEKCT: KpaTKUil 0030p pa3BUTHS SKCIUIONTOB HYJIEBOTO JTHSI.
2. Mexanu3m pabOThI SKCIUIOWTOB HYJIEBOTO JTHS
2.1. Y43BUMOCTH MPOTPAMMHOTO 00ECTICYECHH .
[IprurHBI BOBHUKHOBEHUS YSI3BUMOCTEM
Metonbl 00HApYKEHHUS yI3BUMOCTEH
2.2. Ilpouecc 3kcrTyaTaly.
Meroasl SKCILTyaTalluu yA3BUMOCTEH HYJIEBOTO JIHS
[Ipouecc araku
Opranu3oBaHHast KHOEPIIPECTYIMHOCTh U YSI3BUMOCTH HYJIEBOTO JIHS.
[Tpumepsl ysazBumocteit 2024 rona
3. [IpuMepsl U3BECTHBIX SKCIUIOUTOB HYJIEBOTO JTHS
3.1. [Ipumep 1
ITocnenctBus sxcrutyarauuu CVE-2023-28121
3.2. [Ipumep 2
3.3. Ilpumep 3
4. CpenctBa 3alUTHI OT SKCIUIOMTOB HYJIEBOTO JHS
4.1. OGHOBIEHHE TPOTPAMMHOTO OOECTICUCHUSI.
4.2. Vicrionb30BaHUE aHTUBUPYCOB M CUCTEM OOHAPYKEHHS BTOPIKESHUM.
AHTHBUPYCHBIE PELICHUS
Cucrembl 00HApYKEHUST BTOPKCHHUI
[Tpunnunst padotst IDS/IPS
4.3. OO6yueHue Mmoab30BaTeeH.
AKTyambHOCTh 00y4eHUs
[IporpaMMBbl NOBBIIIEHNS OCBETOMIIEHHOCTH
Pexomenpanuu no peanusanuu nporpamm
5. Byayiiee 3KCIIIONTOB HYJIEBOTO JTHS
5.1. Tenaenuuu B o6sacTu KUOEPOE30MaCHOCTH.
5.2. Posib HCKYCCTBEHHOTO MHTEJUIEKTA B OOPHOE C IKCIIOUTAMH.

KonTposbHbIE BOPOCHI

Uto Takoe 3KCIIIOUT HYJIEBOTO AH:A?

[ToueMy KCILTONTHI HYJIEBOTO JTHS CYUTAIOTCS OCOOECHHO OTIACHBIMU?

Kaxkue ys3BUMOCTH OBUTH HCTIOB30BaHbI B AKCIUIONTAX HYIeBOTO AHS B 2023 romy?
Kak ys3Bumocts CVE-2023-0669 B GoAnywhere MFT noBnusia Ha opranuzanun’?

el S



Kakue nanHbie CBHAECTENBCTBYIOT O pOCTE yncia ysi3puMoctend B 2023 romy?

Kakue ncropuueckne npuMepsl UCIOJIb30BaHUS IKCIIONTOB HYJIEBOIO JHS U3BECTHBI?

Kaxk gepBp Stuxnet ncmonbp30Bai IKCIIIONTHI HYJIEBOTO JTHS JIJIsl aTAaKU Ha s/IEPHBIE OOBEKTHI?

Kakwue ys3Bumoctu ucnosns3oBana rpynna xakeposB HAFNIUM B 2021 rogy?

Kak m3MeHunocr KOJIMYEeCTBO AKCIUIOUTOB HYyseBOro AHsA B 2023 roay Mo CpaBHEHUIO C MPEAbIIYIIUMU

rogamu?

10. Kakue MeToabl UCTIONB3YIOTCS 711 OOHAPYKEHHS YSA3BUMOCTEH B MPOTPAMMHOM 00OecTieueHun?

11. Kakue akropbl cnocoOCTBYIOT BOSHUKHOBEHUIO YA3BUMOCTEH B POTPAMMHOM OOeCTIeYeHUN ?

12. Kak paboraet meTon oOHapyKeHUS YI3BUMOCTEH HAa OCHOBE CUTHATYpP?

13. Kakue HHCTpYMEHTBI UCIIOJB3YIOTCS AJI1 aBTOMATHUECKOTO CKAHUPOBAHUS ySI3BUMOCTEN?

14. Kak 31m0yMBIIUICHHUKH UCTIONB3YIOT TU3acCeMOIMpOBaHUE KOOB I OOHAPY)KCHUS ySI3BUMOCTEH?

15. Kakue MeTo/1bl MPUMEHSIOTCS AJIs AKCIUTyaTalluK ysI3BUMOCTEN HYJIEBOTO JH:?

16. Kak oprannzoBaHHasi KHOEPIIPECTYITHOCTh UCIIOJIB3YET YA3BUMOCTH HYJIEBOTO JTHS?

17. Kaxue ys13BUMOCTH HYJIEBOTO JIHS OB aKTUBHO dKCILTyaTHpoBaHbl B 2024 roay?

18. Kaxkue nocnenctust MoxxkeT UMeTh ysi3BUMOCTh CVE-2024-35178 B Jupyter Notebooks?

19. Kak yszBumocts CVE-2023-28121 8 WooCommerce Payments nosmiusiia Ha Ou3HeChI?

20. Kakue puHAHCOBBIEC MOTEPH MOTYT BO3HUKHYTD M3-3a IKCILTyaTallMd ySI3BUMOCTEH HYJIEBOTO JTHS?

21. Kak yszBumocts CVE-2023-27997 B FortiOS noBnusiia Ha 6€30MaCHOCTh CUCTEM?

22. Tloyemy perynsipHbie OOHOBJICHHS TMPOTPAMMHOTO OOECHEYCHHS BaXKHBI IS 3alIUTHI OT JKCIIJIOUTOB
HYJIEBOTO J1HA?

23. Kakwue pucku CBsi3aHBI C UCIIOJIB30BAaHUEM YCTAPEBIIIETO MPOTPAMMHOTO 00eCTICYCHMS?

24. Kak aBromaTu3aius 0OHOBJICHUN TOMOTAeT MOBBICUTH O€30MACHOCTh CUCTEM?

25. Kakue aHTHBHpPYCHBIE MPOrpaMMbl CUUTaIOTC Hanbonee dpdexruBHbIME B 2024 To1y?

26. Kak cucremsl ooHapyxenus Bropxkenuit (IDS/IPS) moMoraioT 3aliuTHTh OT SKCIUIONTOB HYJIEBOTO THS?

27. Kaxue nomynspabie cucteMbl IDS/IPS ncnonb3yroTces s 3auThl CeTei?

28. Kax MCKYCCTBEHHBIH HHTEIUIEKT MOXET TOMOYb B O0pb0E ¢ IKCIIIONTaMH HYJIEBOTO AHS?

29. Kakue MeToibl aHaIN3a YSI3BUMOCTEN UCIIOJIb3YET UCKYCCTBEHHBIN MHTEIIIIEKT?

30. Kak Al moxeT aBTOMaTH3UPOBATh MPOIIECCHl pearupoBaHus Ha KHOepyrpo3bl?

31. Kakue TenaeHiuu B o0yactu kubepOe3onacHocTu oxxuarorcs B 2025 romy?

32. Kak 3710yMBIIIUIEHHUKHA MOT'YT UCIIOJIb30BaTh OTKPBITHIE UCXOIHUKH JJIs aTaK?

33. Kakue yrpo3sl CBsi3aHbI C UCIIOJIb30BaHUEM Al-TeXHOJOTHI B KHOEparakax?

34. Kak opranu3zanuy MOTYT 3aIlUTHUTBCS OT aTaK, UCTIOIb3YIOUINX AUTI(EHKn?

35. Kakue Mepsl MOT'YT ITOMOYb MPETOTBPATHTH aTaKW Ha HE TIOIIEP)KUBAEMOE TIPOTPaMMHOE 0OecTieueHue?

36. Kak oOydenue moyib30BaTesneii IoMoraeT CHU3UTh PUCKHU, CBSI3aHHBIE C AKCINIOWTAMH HYJIEBOTO JAHS?

37. Kaxue nmporpamMMbl MOBBIIIEHUS OCBEIOMIICHHOCTH O KHOepOe30macHOCTH CUUTAIOTCS d(PPEKTHBHBIMU?

38. Kak koMnaHuu MOTYT OLEHUTH 3((HEKTUBHOCTH CBOMX IpOorpamMmM o0ydeHHs 1o kubepOe3omacHoCcTH?

39. Kakue pexoMeHaIuy 1Mo BHEAPESHUIO TPOTPaMM TOBBIIIEHUST OCBEJJOMIICHHOCTH 0 Oe30macHoCTH?

40. Kak HCKycCTBEHHBIH HWHTEIUIEKT MOXKET YIYYIIMTh pa3paboTKy Oe30MacHOro MporpaMMHOIO

obecneuenus’?

A

B2OKIOP 1.3
1.1. Onpenenenne 63K10pa: TUIIBI U KIACCUDUKAIHSL.
1.2. AKTyapHOCTh TEMBI: YIPO3bl 0€30TTaCHOCTH M SKOHOMUUYECKHH yIIiepO.
2. MexaHu3MBI peau3anun 03KI0pOoB
2.1. Bakopsl Ha ypOBHE ONEPALIMOHHON CUCTEMBI.
2.2. Baknopsl B TPOrpaMMHOM OOECTICUCHUH.
2.3. baknopsr B anmmapataoM obecnieuennn (hardware backdoors).
2.4. CoumanpHasi THXCHEPHs KaK METOJ BHEAPEHUS OIKIOPOB.
3. Mertoasl 0OHapYXEHUST OIKTOPOB
3.1. Ctaruueckuii aHaau3 KOJa.
3.2. JIuHaMHUYeCKUM aHaJIN3 MMOBEICHUS CUCTEMBI.
3.3. CuCTEMHBII1 MOHUTOPUHT U aHAJIU3 JKYPHAJIOB.
3.4. Ucnonp3oBanue crenuanuzupoBannoro [10 mis oOHapykeHust 09KI0pOB.
4. Metobl 3a1UTHl OT 69KJOPOB
4.1. be3omacHoe nporpamMmmupoBanue u pazpadorka [10.
4.2. PerynsapHoe 0OHOBJICHHE POTPAMMHOTO 00ECTICYCHHUS.



4.3. Mcrionb30BaHUE aHTUBUPYCHBIX U aHTH-malware peneHu.

4.4. KoHTposp AOCTYIIA U YIIPABJIEHNUE TIPUBHICTHSIMH.

4.5. O6yueHue nepcoHaiia OCHOBaM MH(OPMAITMOHHOM 0€301MacCHOCTH.
5. [IpaBOBbIE acTIEKTHl UCTIOIB30BAHUS U OOHAPYKEHUS OIKIOPOB

5.1. 3aK0HOIATEIBCTBO O KHOEPIIPECTYIICHHUSX.

5.2. OTBETCTBEHHOCTH 32 CO3[]JaHUE U UCIIOJIb30BaHUE OIKIOPOB.

6. [IpuMepsI peanbHBIX CIy4aeB UCIIOIB30BaHUS 03KIOPOB

6.1. MI3BecTHBIC cydyan B3JIOMa CHCTEM C UCIOIb30BaHUEM O9KIOPOB.
6.2. AHaJIN3 MOCTECTBUI U YPOKOB U3 PEAJIbHBIX CIy4aeB.
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35.
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37.

KonTposibHbIE BOPOCH

JaiiTe onpenenenue 69ka0pa B KOHTEKCTE KHOEPOE30MacHOCTH.

YeM ocHOBHas (yHKIMS 03KI0pa OTIIMYAETCS OT BUPYCa WK TPOSTHCKON MPOrpaMMbl?
HazoBuTe Tpu OCHOBHBIX KpUTEpHUs KilacCUPUKALUN O3KI0POB.

Yro Takoe MporpaMMHBII O3KAOP U KAaKOBBI €r0 OCHOBHBIE Pa3HOBUIHOCTHU?

[IpuBeauTe mpuMepsl TPOSHCKUX IPOrpaMM, HCIOIb3YEMbIX B KaueCcTBE 03KI0POB.

UYem onacHbl KOpHEBbIe KOMILIEKTHI (Rootkits) mo cpaBHEHHUIO ¢ ApyrUMU TUTIAMU O3KI0pOB?
Kaxk 63x10pb1 MOTYT OBITH BHEJIPEHBI Yepe3 JIeTUTUMHBIC 00HOBIIeHUs [10?

Yro Takoe anmapaTHBIN OAKI0p U TIOYEMY €T0 CII0)KHO OOHAPYKUThH?

Kakum 06pa3om ceteBbie 07KIOPHI TO3BOJISIOT KOHTPOJIMPOBATH Tpaduk?

Kakyto cTaTuCTHKY MO MCIIOJIb30BaHUIO 09KI0POB B Kubeparakax npuBoaut otueT IBM Security X-
Force?

. KakoBa cBs3b Mex 1y O9KI0paMu U MOCIEAYIOIMMHI aTakaMu IPOorpaMM-BeIMoraTeseit?

[Touemy OPKIOpHI MPEACTABIAIOT YKOHOMUYECKYIO YIpo3y JiIs OuzHeca?

. B 1eM 3akitouaeTcsi OCHOBHOE PEUMYIIECTBO O9KI0pa, BHEAPEHHOTO HAa YPOBHE ONEPAllHOHHON

CUCTEMBI?

Kakumu ciocob6aMu MOKeT OBITh OCYIIIECTBICHO BHEApeHue 03k1opa Ha yposHe OC?

[TpuBenuTe mpuMepsl U3BECTHBIX 07KI0poB Ha ypoBHEe OC (Hanpumep, SysJoker, ShadowPad).

Kakyto yrpo3y npeacTaBisiioT KepHeI-ypoBHEBbIE 03K10pbI?

[Ipoanamm3upyiite atraky Ha MOVEit Transfer ¢ Touku 3peHHs NCTIOIB30BaHUS YSI3BUMOCTEH IS
BHEpEHHs 03K10pa.

Kaxkue Tenneniuu B ucnonb3oBanuu mmuoHckoro 10 ¢ dynkmusaMu 63k10poB otMedanuch B 2023 romay?
Uro Takoe 63x10p BrockenDoor u Ha kakue opraHu3aluy OH ObLT HAIleTIeH?

KaxoBbl OCHOBHBIE TPUYMHBI MOSBIEHUS anapaTHbIX 03KI0pOB?

Uem nipeiHaMepEeHHO BHEAPEHHBIN allapaTHbIi 09KI0p OTINYAETCS OT MIPOU3BOJICTBEHHOTO JederTa?
[Touemy npoOiema Npo3pavyHOCTH HENOYEK MOCTABOK KPUTUYHA [Tl 3AIIUTHI OT anmapaTHbIX 09KI0pOB?
Kakyto poisib B BHEIpeHUU O3KIOPOB UTPACT COLMAIbHAS HHKEHEepHs?

Kakyro cTaTuCTHKY 10 yCIENTHOCTH aTak C UCIOJIb30BAaHUEM COLIMANIbHOM HHKeHepun mpuBoauT Positive
Technologies?

Onummure MexaHu3M (QUILIMHIOBON aTaky JIJIsl BHEAPEHUS 03KI0pa.

UTo Takoe BUIIUHT U CMUIIMHT ¥ KaK OHHU UCTIOJB3YIOTCS ISl yCTAHOBKU 03KI0POB?

B ueMm 3akmouaercst cyTh MeTO/1a «0OpPATHOM COMATILHON MHKEHEPHH?

Kak ucKycCTBEHHBIN MHTEIIEKT MOBBIMIACT 3P (PEKTUBHOCTD aTaK COIMATBLHOU UHXKEHEPUHU?

Uro Takoe cratnueckuii ananu3 koaa (SAST) u kak oH moMoraeT B 0OHapy>KEHUH 03KI0POB?

HazoBuTe Tpu MOMyNISIpHBIX HHCTPYMEHTA IS CTATUYECKOTO aHAIM3a KOJIa ¥ MX KITFOYCBBIC
O0COOEHHOCTH.

Uro Takoe TUHAMUYECKHA aHATH3 TIOBEICHUSI CUCTEMbI H KaKUe METOIbl OH BKJIFOYAET?

Kakue npusHaku B aKTUBHBIX MPOIIECCaX MOTYT yKa3bIBaTh HAa Hainuuue 063k1opa’?

Kak aHanu3 CHCTEMHBIX KypHAIOB ITIOMOTAeT B 00OHAPYKEHUH HECAHKITMOHUPOBAHHOW aKTUBHOCTH?
Kaxkue crienmanusupoBannbie mporpammsl (Harpumep, Rootkit Hunter, Lynis) ucnonp3yroTcst ajis moucka
09KJIOpOB U PYTKHTOB?

Kak ckanupoBaHue ceTu U HOPTOB MOXKET BBISIBUTH CETEBYIO aKTUBHOCTh 03Ka10pa?

Kakyto ponb B 00HapyXeHHH 03KIOPOB UIPAIOT HCKYCCTBEHHBIM MHTEIUIEKT U aHATUTUKA OOJIBIINX
TAHHBIX?

Kakogsl challenges MoHuTOpHHra 6€30MaCHOCTH B paclpeielIeHHbIX 1 00JauHbIX cpeaax?
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Kaxkue kareropun cnermanuzupoBannoro [10 ucnons3ytores 11 oOHapyKeHUst 09K10pOB?

B 4yem orpanuveHust aHTUBUPYCHBIX pelieHnid, Takux kak ClamAV, B oOHapyxeHuu 09K10pOB?

Kaxk cucrembr ooHapykenus Bropxkenuii (IDS), mogoOHbIe Snort, mOMOTarOT BRISIBIATE O3KI0PHI?

Kak nncTpymeHTsl ananu3a neiaoctHocT cucteMsl (Tripwire, AIDE) oOHapyKuBaroT U3MEHEHUS,
CBsI3aHHBIE C OdKIOpamMu?

Yro takoe npuHuun «Shift-left Security» B konTekcTe 6e30macHoi pazpadorku [10?

Kaxkue pacnpocrpanennsie ys3BuMocTtd koaa (13 OWASP Top 10) MoryT ObITh HCTIONTE30BaHBI JTsI
BHEAPEHHSI 03KT0pOB?

Kax Bb10Op s13BIKa MpOrpaMMHupOBaHust (HarpuMmep, Rust) MoskeT moBnusaTh Ha 6e3omacHocTs [10?
Kakyto pons B npenotBparennn 63kaopos urpator SAST, DAST u SCA?

[Touemy peryssipHOe OOHOBIIEHHE MPOTPAMMHOTO 00ECTIEUeHHUSI SIBISIETCS KPUTUUECKH BaXKHOM Mepoit
3aIATEI?

Kakue nocnenctBus MOryT OBbITh y aTak, SKCILTyaTUPYIOIUX YSI3BUMOCTH B ycrapesiueM [10 (na
npumepe WannaCry)?

Kakyro cratuctuky no atakam Ha yctapeniee [10 npuBoaut otuer 3a 2023 roa?

KakoBbI OrpaHn4eHns: aHTUBUPYCHBIX PELICHU B 60pb0Oe ¢ COBPEMEHHBIMU 03K10pamMu?

[Toyemy 3ammTa B peaJbHOM BPEMEHHU SBIIsIeTCA BakHOU (pyHKIMel anTuBupycHoro [10 ms
NPOTUBOJCHCTBUS O3KI0paM?

Urto Takoe KOHTpoJb noctyma u kak ero moaenu (DAC, MAC, RBAC) moMorarT 3aiiuTUTLCS OT
09K10pOB?

KaxoBbI ki1toueBbie GYHKIIMHM CUCTEM YIIPaBJICHUS IPUBUIIETUPOBAHHBIM J0cTyIoM (PAM)?

Kak noBenenueckast ananutuka B PAM-crcTeMax moMOTraeT BBISIBIAT MOI03PUTEIbHYIO aKTUBHOCTh?
[Touemy 0OyueHme nepcoHana sIBISeTCS KPUTUHUECKUM 3JIEMEHTOM 3alIUThI OT 03KA0POB, BHEAPAEMBIX
Yyepe3 COLMAbHYIO0 HHKEHEPUIO?

Kaxkue poccuiickue 3akoHbI (Ne149-D3, Nol152-D3) peryaupyroT BOIPOCH 3alTUTHI OT KuOepaTax,
CBSI3aHHBIX ¢ O9KI0pamMu?

Kaxkue crateu YromoBHoro kojekca PO MoryT ObITh MPUMEHEHBI K CO3/1aTEIISIM U TTOJIH30BATEIISIM
09K10pOB?

Kaxk mexaynapoanoe 3akoHoaarenbcTBo (Hanpumep, Pernmament EC o kubepOe3omacHocTr) GopeTcs ¢
yrpo3oit 03K10poB?

[Tpoananm3upyiiTe U3BECTHBIN CIIy4ai B3JIOMa C HCTIOJb30BaHUEM 03K 0pa (Hanpumep, SolarWinds,
ataka Ha MOVE:it).

Kakwue xi1roueBble YpOKH 10 3alIUTe OT O9KJIOPOB MOXKHO U3BIIEUYb U3 aHAIN3a PEAbHBIX UHIUIEHTOB?
CdhopmynupyiiTe OCHOBHBIE BHIBOJIBI JICKIIMHM O KOMIUIEKCHOM MOJX0/1€ K 3alIUTe OT O9KI0POB.

UHBLEKIIAN-1.3 (2)
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OnpeneneHre NOHATUS “UHBEKIUA B KOHTEKCTE MPOTPAMMHUPOBAHHS.
AKTyanbHOCTB TpoOseMbl SQL-UHBEKINI U JPYTUX THIIOB.

Tune! UHBEKITUH

SQL-uHBEKINN: MEXAHNU3M, IPUMEPBI, TOCIEACTBUS.

XSS uHBEKIINN.

Nubexunu komauanoit crpoku (OS injection).

[pyrue TUIbI THBEKIUMN.

Metoap! 3aIUTEI OT HHBEKIIUN

[TapameTpuzoBaHHbIe 3anpock (prepared statements) 1 UX MPEUMYIIIECTBA.
Banupanus u caHuTazanus BXOJHBIX TaHHBIX.

Hcnonp30BaHre 3KpaHUPOBAHUS CTIELIMATbHBIX CHUMBOJIOB.

[Mpunuun Hanmensmux npusmieruii (Principle of Least Privilege).

Web Application Firewalls (WAF).

[IpakTudeckue mpuMepsl ySI3BUMOCTEH U METOIbI UX peATH3AINH
Hemonctpanus SQL-uHbEKIMN Ha MPUMEpPE TPOCTOTO BEO-TIPHITOKEHUS.
AHanu3 peajgbHBIX IPUMEPOB ysa3BUMocTel u3 6a3 qanHbix CVE.
CoBpeMeHHbIE TTOAXO0IbI K 00pbh0€ ¢ MHBEKIUIMU

Static Application Security Testing 1 Dynamic Application Security Testing.
WHCTpyMEHTBI AJ11 aBTOMATUYECKOTO IMOUCKA YSI3BUMOCTEH.

Ponp pa3paboTYNKOB U TECTHPOBIIMKOB B MPEAOTBPAIICHUN UHHEKITHIA.



KoHTponbsHbBIE BOITPOCHI

1. Uto Takoe MHBEKLIUS B MPOrPaMMHUPOBAHUHU, U KaKHE €€ OCHOBHBIE BUJIbI CYIIIECTBYIOT?

2. Ilouemy UHBEKITUHU TIPEIICTABIISIOT CEPbEIHYIO YTPo3y sl 0€30MacHOCTH MPUITOKEHUN?

3. ITouemy SQL-UHBEKIIH OCTAIOTCSA OJJHON M3 CAMBIX OMACHBIX YA3BUMOCTEH BEO-TTPHIOKECHUI?

4. Kakue nocieacTBusi MOXKET BbI3BaTh ycrneniHas SQL-uHbeKIus 1151 KOMIIAaHUU Y MOJIb30BaTesei?

5. Kax 3710yMBIIIIICHHUKH UCHOB3YI0T SQL-MHbeKInu 1711 06x0/1a ayTeHTU(hUKAI?

6. Kakue MeTopl 3a1UThl HOMOTAIOT MPEAOTBPATUTH aTaKU C UCTIOJb30BaHUEM SQL-UHBEKIIMIT?

7. B ueMm paznuune Mexay COXpaHEeHHBIMH, oTpakeHHbIMU 1 DOM-based XSS-arakamu?

8. Kakue mocieacTBUsl MOTYT BOSHUKHYTh B pe3yibrare ycnemaon XSS-araku?

9. Kak 370yMBIIIICHHUKH HCIOJIB3YIOT MHBEKUUH KoMmaHaHOW crpoku (OS Injection) asisi BBINOTHEHUS
MIPOU3BOJIBHBIX KOMaH 1?7

10. Kakue mocreAcTBHsI MOXKET BbI3BaTh YCIICIIHAS aTaka ¢ ucnonb3oBanueM OS Injection?

11. Kak XML-unbekuu (XXE) MOTyT IPUBECTH K yTE€UKE JTAHHBIX WIH YIaJCHHOMY BBITTOJIHEHHUIO Koja?

12. Kakne MexaHu3MblI 3aIUThI IOMOTat0T NPeAoTBpaTuTh XML-unbekun?

13. Kak 3moymbInuIieHHUKH HCTIONB3YIOT LDAP-unbekmu ais 06xona ayreHTuuKanumn?

14. Kakue metons! 3amutsl oT LDAP-unbexiuii Hanbomnee 3¢pGeKTHBHBI?

15. Tlouemy mapameTrpu3oBaHHBIC 3ampochl (prepared statements) CYMTAIOTCS OMHMM M3 JIYYIIUX CIOCOOOB
3amuThl 0T SQL-uHBeKIuii?

16. B uem pa3zHuiia Mex1y BaJuJalllell 1 CAHUTU3AIMEN BXOIHBIX JaHHBIX?

17. Ilouemy npuHLKI HAUMEHBIINX NpuBuieruid (PoLP) urpaer BakHyro posib B 3allUTE OT aTrak?

18. Kakme mnpeumymiectBa maér wucnoib3oBanue Web Application Firewall (WAF) B 3amurte ot

WHBEKIIMOHHLIX arak?

19. Kakue ys3BUMOCTH, CBS3aHHbBIE C HHBEKITUAMH, HanboJiee 4acTo BcTpedaroTcst B 6aze manHbix CVE?

20. Kakue nmpumepsl peanbHBIX aTak ¢ UCHOIb30BaHueM SQL-MHBEKINI ObLIH 3aUKCHPOBAHBI B MOCICTHUE
roaer?

21. Kak crarnueckoe TectupoBanue 6e3omacHocTH (SAST) moMoraeT BISIBIATE YA3BUMOCTH B Kojie?

22. B uyem omnmmume crarnueckoro (SAST) m muaammueckoro (DAST) TtectupoBanus 0e€30MacHOCTH
MIPUIIOKEHUI?

23. Kakue HHCTPYMEHTBHI HCHOJIB3YIOTCS JIS AaBTOMAaTHMYECKOTO IIOMCKa YA3BHUMOCTEW, CBSI3aHHBIX C
WHBEKIHUAMU?

24. Kakyro poib pa3pabOTYNKH UTPAIOT B MPEIOTBPAIICHUNA HHBEKITMOHHBIX aTaK?

25. Tlouemy TecTUpOBaHUE HA IPOHUKHOBEHUE (TIEHTECT) SBJISETCS BAXKHOW YaCThIO 3AIIUTHI OT HHBEKIUI?

26. Kakoli KOMIUIEKCHBIN TTOIXO/ K 3alTUTE OT MHBEKINI cunTaercs Hanbonee 3hGexTuBHBIM?

27. Kakue cCOBpeMEHHBIC TEHICHIIMH B OOJACTH O€30MacHOCTH MOMOTAIOT CHUXKATh PUCKU MHBEKIIMOHHBIX
arax?

28. Ilouemy peryisipHOe OOHOBIIEHUE TTPOTPAMMHOTO 00ECTIEUEeHUsT KPUTHUIHO JIJIS 3aIUTHI OT YI3BHUMOCTEH?

29. Kakue nanbosee paciupocTpaHEeHHbIE OMUOKH TOMYCKAIOT Pa3paboTYMKU, TPUBOIAIINE K YSI3BUMOCTSIM?

30. Kak ucKycCTBEHHBII MHTEIJICKT MOXKET TOMOYb B OOHAPY>KeHUH HHBEKIIMOHHBIX aTak?

31. Kak araku XSS MOryT UCIIOIB30BAThCS JIsl KPaXKy JAHHBIX MOJIb30BaTEIEH?

32. B yem pazuuna mexay OS-unbekuusmu 1 SQL-uabekuusamMu?

33. Kakue MeTo/IpI 3alIMThl TOMOTAIOT MPEIOTBPATUTh HHBEKITMK KoMaHTHOHM cTpokH (OS Injection)?

34. Kak paboraer mexanusm XML-unbvekunii (XXE), 1 kakue pucku oH HeceT?

35. [Touemy LDAP-uHBbEeKIIUM MOTYT IPUBECTU K HECAHKIIMOHUPOBAHHOMY JIOCTYITY K CUCTEME?

36. Kakue metomb! 3ammuthl HanOomnee 3pdexTuBHbl poTuB LDAP-nnbeKmii?

37. Kak npuHIUIBI 6€30MacHOTO TPOTrPAMMHUPOBAHMS TIOMOTAIOT MPEIOTBPAIaTh HHHEKIIMOHHBIC aTaku?

38. IloueMy BasKHO COYETaTh Pa3HBIC METO/BI 3AIMUTHI JIJIs 00ecTieueHUsT 6€30MaCHOCTH MPHUIIOKEHUI?

KEWJIOT'EP 1.3 (2)
1. Onpenenenue keylogger’a u ero OCHOBHBIE THITHI
1.1. Yo Takoe keylogger? Paznuunbie onpeaeneHus u KiaccupruKaiim.
1.2. Tuns! keylogger’oB: mporpaMMHbIe, anmapaTHble, IPOrPaMMHBIE C UCIIOIB30BAaHUEM CKPBITHIX
Bo3MoxkHocTer OC. [Ipumepsl.
2. Mexanusmbl pabotsl keylogger’os

2.1. 3anuchk HAXKATUI KJIABUII: METO/IbI TIepeXBaTa COOBITHI KJIaBUATYpPhl HA Pa3HbIX YPOBHSIX (IpaiBepHI,
API).



2.2. 3anuch ApYrux AEHCTBUM MOJIB30BATENs: TepexBaT Oydepa oOMeHa, CKPHHIIIOTHI, 3aITUCh ayIHO.
2.3. Metoas! ckpeiTus keylogger’oB: MackupoBka (aitioB, aBro3arpyska, rootkits.

3. Pacnipoctpanenue keylogger’os

3.1. BpenoHocHsle IpOrpaMMBbl U TPOSIHBI.

3.2. OUIIMHTOBBIEC ATAKU U COLMAIbHAS UHKEHEPHSL.

3.3. 3apaxeHHbIE CAITBI U MPUIOKEHUS.

3.4. ITonxirouenue K HezamumeHasiM Wi-Fi ceTam.

4. 3ammra ot keylogger’os

4.1. [IporpammHBIE€ CpeCTBA 3alIUTHI: aHTUBUPYCHI, aHTU-Keylogger bl.

4.2. AnmapaTHble CpeCTBa 3alIUThI: UCIOJIb30BAHUE 3AMIUIIEHHBIX KJIaBHATYD.

4.3. Mepsl Ipe1oCTOPOKHOCTU: O€30MacHOE UCTIOIb30BaHNE UHTEPHETA, OCTOPOKHOCTh MPU OTKPHITHH
¢aiinos, peryiasipHoe 0OHOBICHHE IPOTPAMMHOTO 00eCIeUueHHS.

4.4. MOHUTOPHUHT CUCTEMBI Ha TPEAMET MOJIO3PUTEIIBHON aKTUBHOCTH.

5. [IpaBoBbIe acmeKThl UCTIONB30BaHUs keylogger’ o

5.1. 3aK0HOIATETBCTBO O KHOEPIIPECTYTICHUSX.

5.2. OTBeTCTBEHHOCTH 3a ucnoib3oBanue keylogger’os.

5.3. DTuyeckue acreKTbl MOHUTOPUHTA COTPYJIHUKOB.

KonTposibHbIE BOPOCH

1.  Jlaiire onpenenenue keitnorrepa (keylogger) u copMmynupyiiTe €ro OCHOBHYIO I1€JTb.

2.  HasoBure 1Ba OCHOBHBIX THIIa KEUJIOITEPOB 10 CIIOCOOY peasn3aluu.

3. B dewm 3akmrouaercs KIHOYEBOE Pa3IMuue MEXAY MPOrPaMMHBIMU U allllapaTHBIMU KEWJIOTTepamMu?

4.  Ilepeuncnute He MEHEE YETHIPEX PA3HOBUAHOCTEN MPOrpaMMHBIX KEHIIOTTEPOB.

5. UYro takoe keinorrepsl Ha ypoBHe sapa (Kernel-based) u vem onn onacHb1?

6.  Kak paborator BeO-keinorrepsl (Web-based keyloggers)?

7.  OnummTe NPUHIMN ACHCTBHS allllapaTHOTO KEMJIorrepa, MOJKII0YaEMOro MEXY KJIaBHaTypou U
KOMIIBIOTEPOM.

8.  KakoBbl npenmyIiiecTBa U HEIOCTATKY MepexBaTa HaXKaTHUl KJIABUIII HA YPOBHE JIpaliBEPOB?

9. KaxoBbl IpenMyIlIECTBA U HEAOCTATKH IepexBaTa HaXKaTUil Ki1aBuil Ha ypoBHE API?

10. Tlouemy mepexBaT Ha YpOBHE JpaliBEpOB CUMTACTCS OOJIEe MOIIHBIM, HO U 00JIee CJIOKHBIM B
peanuzauuu?

11. Kakue MeTo/1bl, TOMHMO 3alTUCH HAXKaTHI KJIaBHUII, HCTIOJIB3YIOT COBPEMEHHBIC KEHJIOTTepHI JIJ1s cOopa

uHpopmanuu?
12. Tlouemy nepexsat Oydepa oOMeHa NMpeACTaBISIET CEPhE3HYI0 YyTpo3y Oe3omacHoCTH?

13.  Kakyio J0moJHUTENbHYI0 HH(POPMAILHIO MOTYT COOMPATh KEUIOTTephl ¢ MOMOIIBI0 (YHKIHUNA CO3IaHHS

CKPHUHIIOTOB U 3aIIMCH ayJ10?
14. Kakue OCHOBHBIE METOBI HCIIOJIB3YIOTCS JUIsl CKPBITHS (DaiiiioB Keinorrepos B cucreme?
15. Kak 3710yMBIIIIEHHUKH 00€CTIeYnBAIOT aBTO3arpy3Ky KeUIorrepa Jijisl €ro MoCTOsIHHOW paboThI?
16. Yo Takoe pyTkuthl (rootkits) u Kakyio poJib OHH UTPAIOT B MACKHUPOBKE KeiIOrrepon?

17. IlpuBeauTte mpuUMepbl U3BECTHBIX PYTKUTOB, UCIIOJIb3YEMbIX JIJISl COKPHITHS BPEOHOCHON aKTUBHOCTH.

18. Kakyro cTaTHCTUKY 10 POCTY aTak C UCHOJIb30BaHUEM OAHKOBCKUX TPOSHOB MPUBOJAAT UCTOUHUKH 32
2024 rox?

19. KakoBBI OCHOBHBIE CITIOCOOBI pacTIPOCTPAaHEHHsI TPOSHCKUX MPOTPaMM, COACPIKALINX KEHIOTrrephl?

20. Kakyro poJib B paCIpOCTpaHEHUH KEUJIOTTEPOB UTPAET JIEKTPOHHAS ITOYTa?

21. Yto Takoe (UIIKHT U KaK OH CBSI3aH C YCTAaHOBKOH Keiorrepon?

22. Kakyo CTaTUCTHKY IO UCITIOJIb30BAHHUIO COIIMAIIBHON NH)KEHEPUHU B KHOepaTakax MPUBOASIT HCTOUYHUKH?

23. Kaxkue HOBbIe MeTOABI pumuHra ormeuatorcst B 2024 roay (Hanpumep, ucnonszoanne HTTP-
3aroJI0BKOB, CMIIIUHT)?
24. KakoBbI OCHOBHBIC LI (PUIIIMHTOBBIX aTaK COTJIACHO CTAaTUCTHKE?

25. KakuMm 06pazom 3apakeHHbIE BEO-CAaThl MOTYT CITOCOOCTBOBATh YCTAHOBKE KEUJIOTTEpa Ha YCTPOHUCTBO

MoJIb30BaTeNs?

26. Yro Takoe npaiiB-0aii (drive-by) aTaka u yem oHa omacHa?

27. KaxoBbI pUCKH 3arpy3KH MPWIOKECHUN U3 CTOPOHHUX (HEO(PHUITUATBHBIX ) MAara3uHOB?

28. Yro Takoe aTtaka «uenoBek nmocepeanHe» (Man-in-the-Middle) B konTekcTe HezamumeHHbIX Wi-Fi
cereit?



29.

30.

31.

32.

33.
34.

35.

36.
37.

38.
39.

40.

41.

42.

43.

44,
45.

46.

47.

48.

49.

50.
51.

52.
53.
54.
55.

56.
57.

58.

59.

60.

Kak 3710yMbIIIIIEHHUK MOXKET UCIIOJIb30BaTh MOAENbHYIO TOuKy noctyna Wi-Fi mist mepexsara
MaHHBIX ?

[Touemy ncnonp30Banme He3aMMGPOBAHHBIX ceTel (OTKPHITHIX Wi ¢ mpoTokosioM WEP) omacHo ¢
TOYKH 3pEHUS YTPO3bl KEUJIOTTEPOB?

Kakue coBpemeHHbIE aHTUBUPYCHBIE PELICHUS TTOKAa3aJId BHICOKYIO 3()(DEeKTUBHOCTD B 3allIUTE OT
BPEIOHOCHBIX NTPOTPaMM, BKJIIOUasl KEUJIOTTepsl, 0 JaHHBIM TecToB 2024 roga?

[Touemy He cymecTByeT oTAenbHOM KaTeropuu [10 «aHTH-KeHnorrep» u Kak 00eCreYrnBaeTCs 3alnuTa
OT HUX?

Kakoif mpuHIUIT 3a1IUTHI JISKUT B OCHOBE 3alIMIIICHHBIX KJIABUATYp OT allllapaTHbIX KEUIOTTepoB?
KakoBbI KITI04eBbIE MEPHI MIPETOCTOPOKHOCTH JJIs1 0€301IaCHOTO UCTIOIb30BAHUS HHTEPHETA,
MOMOTAIOIIKNE TPEAOTBPATUTD 3apakeHUEe KeHaorrepom?

[Touemy perynspHoe OOHOBJICHHUE ONEPALMOHHON CUCTEMBI U MPUIIOKEHUI KPUTHUECKU BaXKHO IS
3aIIUTHI?

Kakue neiicTBus mob30BaTeNsl MPU OTKPHITUH (DAlJIOB MOTYT CHU3UTh PUCK 3apaKCHHUS?

Ha MoHUTOpUHTE KaKUX CUCTEMHBIX COOBITUN U U3MEHEHUH ClIeAyeT COCPEIOTOYUTHCS IS
oOHapyxkeHwus Keiorrepa?

Kaxk ananu3s cereBoro Tpaduka MOKET TOMOYb B BRISIBJICHUH Keistorrepa?

Kakue MHCTpyMEHThI MOKHO MCIIOJIb30BaTh AJIs aHAJIN3a CETEBOM aKTUBHOCTHU Ha MPEAMET
MOJIO3PUTENIbHBIX COSTUHEHUI?

Kak cuctembl o6Hapyxenus BropskeHui (COB) MOTyT OBITH HCIIOJIB30BaHBI /7S IOMCKA TPU3HAKOB
AKTUBHOCTH KEWJIOTTEPOB?

Yro Ttakoe nmpoakTuBHBIN mouck yrpo3 (Threat Hunting) u xak oH nmpuMeHsieTcs 11 OOHApYKEHHS
Kenaorrepon?

Kakue 3akoHOaTeNbHbIE HHUIIMATUBEI B 001aCTH 0OpBOBI ¢ KUOEPIIPECTYIIIICHUSIMHU ObUTH MPEITI0KEHBI
B Poccuu B 2025 rony?

Kakue cratbu YronoBHoro kozgekca P® MoryT ObITh IPUMEHEHBI K ICHCTBUSM, CBS3aHHBIM C
HCIOJIb30BAaHUEM KEMIOTTepOB?

KakoBa o6mas nunamuka kuOeprpecrymienuid B Poccun o nanasv Ha 2024 roa?

KakoBsI mpaBoBbIe pamMku uctosab3oBanus keusorrepoB B CILIA cormacHo rinase 119 Yromosaoro
Kojekca?

[Ipy kakux yCIOBHUSAX MCIOJIb30BAaHUE KEUIIOTTEPA MOXKET CUMTATHCS 3aKOHHBIM B HEKOTOPBIX
FOPUCTUKITUAX?

Kakune sTnueckne NpuHIMITBI HAPYIIAKTCS TPU MOHUTOPUHIE COTPYTHUKOB C IOMOUIBIO KEMJIOTTEPOB
6e3 ux cornacus?

[Touemy npo3payHOCTh U UH(GOPMUPOBAHHOE COTJIACUE SIBIISIFOTCS KITIOUEBBIMHU YCIOBHSIMH JIFO0OTO
3aKOHHOT'O MOHUTOpPUHTIA?

Kakune noreHnumanpHple penyTalMOHHbIE U TPABOBBIE PUCKU HECET KOMITAHUS, UCIIOIb3YIOIIAsk CKPBITHIN
MOHUTOPHUHI COTPYJHUKOB?

KaxoBbl ObUIM OCHOBHBIE BBIBOIbI JIEKI[UM OTHOCUTEIHHO KIIFOUEBBIX aCIEKTOB KeiIorrepoB?

Kak sBomonimonnpoBanu GyHKIHOHATbHBIE BO3MOKHOCTH COBPEMEHHBIX KEHJIOTTEPOB IO CPaBHEHHIO C
MX NIEPBOHAYAIIBHBIM NpPEIHAa3HAYCHUEM?

[Touemy MeTOMBI CKPBITHUS J1e1at0T O0PHOY ¢ KeiliorrepaMu 0COOEHHO CII0XKHOM?

Kakyro ponb B pacnpocTpaHeHUU KEHJIOTTEPOB UTPAIOT METO/IbI COIUAIBHON MHKEHEPUH?

[ToueMy 17151 3aIIUTHI OT KEHIOTTEPOB HEOOXOUM UMEHHO KOMITJIEKCHBINM MOAX0.?

HazoBute Tpu Haubonee 3¢ (heKTUBHBIX, HA BaIll B3TJISA, IPOTPAMMHBIX CPEICTBA 3aLIUTHI OT
KENJIOTTEPOB.

Kaxkoit Tun ketimorrepa (mporpaMMHBIN WM alliapaTHBIN) CII0KHEE OOHAPYKUTH U IoYemMy?

Kakue npecTymieHust yaiie BCero COBEPIIAIOTCS C UCIOIb30BaHUEM JAHHBIX, IOJY4EHHBIX
KeuorrepaMu?

B yem 3akiogyaercst oOCHOBHas Mpo0sIeMa MpaBOBOIO PErYIMPOBAHUS HCIIOJIb30BAaHUS KEHIOTTEPOB B
mupe?

CdhopmynupyiiTe Tpr OCHOBHBIX MPaBUIa TUIHON KHOSPTUTHEHBI, KOTOPhIE MAKCUMATBHO 3aLTUTIT
MI0JIB30BATENS OT YTPO3bl KEUIIOTTEPOB.

Kaxue HOBbIE TEHAEHIIMY B Pa3BUTUN KEUJIOTTEPOB U METOJIOB 3aIMTHI OT HUX MOKHO OXKHUAATh B
OmmkaiimeM Oyymem?



KOMIIBIOTEPHBIE_BUPYCBI_1_3

1.1. CymHoCTh KOMIIBIOTEPHBIX BUPYCOB.

2. Knaccugukanus KOMIBIOTEPHBIX BUPYCOB 10 CIIOCO0Y 3apaXKeHUs
2.1. 3arpy30uHble BUPYCBHI.

2.2. ®ailnoBbie BUPYCHI.

2.3. MakpoBUpYCHI.

2.4. CeTreBbie BUPYCHI.

2.5. Bupycsl-uepBH.

2.6. TposiHCKHE TPOTrpaMMBI.

3. Kimaccudukarus KOMIbIOTEPHBIX BUPYCOB IO JIEHCTBHUIM
3.1. Hepa3pymiaroniyue BUPYCHI.

3.2. Pa3pymaromye BUPYCHI.

3.3. BupychI-IIITHUOHBL.

3.4. Bupycsl-BeIMOrarenu (ransomware).

3.5. BupychI-00THETHI.

3.6. [TomumopdHbIE BUPYCHI.

4. MeToapl 3alIIUTHI OT KOMITBIOTEPHBIX BUPYCOB

4.1. AHTUBHUpYCHBIE IPOTPAMMBI.

4.2. IlpaBuna 6e30mMacHOTO MOBEICHHS B MHTEPHETE.

4.3. PerynsapHoe 0OHOBJIEHHE POTPAMMHOTO 00ECIICYCHHUS.

KoHTposbHBIE BOIPOCH

. Kak paboratoT 3arpy3ouHsie BUpYChI?

. Kakue u3BecTHbie mpUMephl 3arpy304HbIX BUPYCOB CYIIECTBOBAIN?
. Kakue coBpeMeHHbIE METOBI 3aLIUTHI OT 3arpy304HbIX BUPYCOB?
. Kaxk 3apaxatot aitnbl daiimoBsie BUPYCHI?

. Kak otnmunTs 3apakeHHbIN (aiin oT uucToro?

. Kak mpenotBparuts 3apakenue (HaitioBEIMU BUpycamMu?

. UTo Takoe MakpoBHUPYCHI?

. Kak MmakpoBHUpyCHI pactipoCTpaHAIOTCA?

. Kak oTKIII04nTh MakpOCHhI JJ151 3a1UThI?

. Kak ceTeBbie BUPYCHI paclIpOCTPaHAIOTCS?

. Kakoii Bupyc Hanbonee u3BECTEH Cpeid CETEBBIX ?

. Kak 3aututh cuctemy OT CETEBBIX BUPYCOB?

. Kak uepBu oTiiuarorcst 0T 0OBIYHBIX BUPYCOB?

. Kakue uepBu HaHnecnun campliii 00JbIION yiep6?

. Kak paborator coBpemeHHbIe uepBu?

. UeM TpOsIHBI OTJIMYAIOTCA OT BUPYCOB?

. Kakue BuzbI TpOSIHOB CyIIECTBYIOT?

. Kak 3amututbest OT TpOSHOB?

. Kakue Bupycsl cunrarotcs Hepa3pylaromuMu?

. Kakoii npumep Hepaspymaroiiero Bupyca?

. UTo nenaroT pazpylaronme BUpychl?

. Kakue pazpymaromnue BUpychl HaHECIM HanOOIbIIHH yiepo?
. Kak 3amututhcs oT paspylaromux BUpycos?

. Kak paboraroT BUpYCHI-IITTUOHBI?

. Kak y3HaTh, 4T0 Ha KOMIIBIOTEPE BUPYC-ILUITUOH?

. Kakue nmpumMepbl BUpyCOB-IITTUOHOB U3BECTHHI?

. Kak BupycsI-BIMOraTenu mmdpyoT JaHHbIe?

. Kakue BupychI-BRIMOTaTeIu CTaal CaMbIMU U3BECTHBIMU?
. Uro nenate npu 3apaxeHuu Ransomware?

. Kak paboratot 60THETHI?

. Kakue npumepsr 60THETOB CyI1eCTBYIOT?

. Kak o6Hapyxuth 60THET Ha cBoeM [1K?

. Kak monmumopdubie BUpYCHl 00XOASIT aHTUBUPYCHI?
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35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.

Kax anTuBHpyCHl 00pIOTCS ¢ TOIUMOPGHBIMU BUPyCaMu?

Kakoit monumop¢HsIit BUpYC CTall U3BECTHHIM?

Kak paborator aHTHBUPYCHI?

Kakue THIIbI aHTUBHPYCOB CYIIECTBYIOT?

Kaxk BbIOpaTh Ha/Ie)KHBIN aHTUBUPYC?

Kakwue caiitel HanOosnee onacHbi?

Kak ne 3apa3uthcst BUpycom uepe3 email?

Kakue Opay3epHble pacIIUpeHUs TOMOTAIOT 3auuTe?

[Touemy Baskao 06HOBIIATE OC 1 IpOorpamMmsI?

Kakue nporpamMMbl Hafio OOHOBJISTH Yalle Bcero?

Kaxk aBTroMaTu3upoBath OOHOBICHUS?

Kakue BuabI pe3epBHOTO KOMMPOBAHHS OBIBAIOT?

Kak xpanutb pe3epBHbIe KOTUU?

Kak gacTto nenare pe3epBHbIE KOIUU?

Kak paboratot ammapatHbie MexxceTeBbie Skpanbl (firewalls)?
Kakue npoTOKOoJIbI HCHOIB3YIOTCS /TS 3aIUTHI CETEH OT BUPYCOB?
Kax IDS/IPS-cuctembl moMoraroT B 60pr0e ¢ BUpycamu?

[Touemy VPN He Bcerja 3amuinaer oT BUpycoB?

Kaxk paboraer TexHosmorus «mecouHuIlsn (sandboxing)?

Yem BpenoHocHble DNS-cepBepb! OmacHbI 118 OJIb30BaTENEH?
Kak paboraer muorodakropnas ayrentudukaius (MFA) B 3amure ot BUpycoB?
Kakue coBpeMeHHBIE METObI OOHAPYKEHUS BPETOHOCHBIX TPOTPaMM HCIOIb3YIOT aHTUBUPYCHI?
Uto Takoe MoBeACHYECKHUI aHaIu3 B aHTUBUpYycax?

Kak anTHBHpYCHI HCIOIB3YIOT UCKYyCCTBEHHBIN MHTELIEKT (MN)?
Kax yacro "Hamo o6HOBIIATE [10?

[Touemy HasIO0 CKpPBIBAThH peKIamy?

KPUIITO/UKEKHUHI 1.3

1. BBenenue B KpUNITOKEKUHT

1.1. CymHoCTh KpUNITOKEKUHT A

1.2. DBontonus KpUNTOIXKEKHUHTa

2. TexHONOruU ¥ METO/Ibl KPUITOIXKEKHHT A
2.1. Alroput™Mbl MaiiHMHTa

1. SHA-256

. Scrypt
. Ethash

. KawPow
. Equihash
. Lyra2REv3
Brustaue o6opynoBaHust Ha BEIOOP aJirOpUTMa
[IporpamMmmMHOe oOecrieueHue st MaitHIUHTa
2.2. YCTpOWCTBA U CETH, UCTIOJIB3YEMBIE ISl KPUMTOIKEKUHT .
VA3BUMOCTH B MPOTOKOJIAX TYHHEIUPOBAHUS
VYcrapesiee o0opy0oBaHue
Wnentuduxaius ysi3BUMOCTEH
Pexomenmanmu o o0ecriedueHII0 0€30I1aCHOCTH
3. IlocnencTBUsl KPUNITOAKEKUHTA
3.1. BousiHue KpUNTOHKEKUHTa Ha KOMIBIOTEPHI 1 MOOUJILHBIE YCTPOUCTRA.
CHiKeHue Mpou3BOIUTEILHOCTH
Tennenuuu B TEKyIeM Troay
Pexomennamnuu no 3amure
3.2. ®UHAHCOBBIE TOTEPH MOJIB30BATENEH U KOMIIAHUMN.
OO6ume nmorepu
3arpaThl Ha BOCCTAHOBJICHUE U CHIKEHUE TIPOU3BOAUTEILHOCTH
VYBenuueHue 3arpat Ha 3JIEKTPOIHEPT U0

2
3
4. RandomX
5
6
7



OO6mme yOBITKM U KOMITCHCAIUH

4. 3amuTa OT KpUNTOKEKHUHIA

4.1. MeToOp! 3aIIUTEL.

Ton aHTUBUPYCOB JJIsI 3LIUTHI OT KPUIITOIKEKMHTA B TEKYILIEM TO1Y:
JlomonHUTEIbHBIE PEKOMEHJAIIIN

Pacmmpenust Opay3epoB JUIst 3aIIUTHI OT KPUIITOXKEKUHTA
BerpoenHble MexaHU3MBbI 3aIIUTHI

4.2. PexomeHianuu A IOJIb30BaTENEN MO 3alUTE CBOUX YCTPOMCTB.
JlelicTBUA NMpU MOJO3PEHUU HA KPUNTOIPKEKUHT

5. 3aKOHOAATENIbCTBO U ATUKA

5.1. IIpaBoBBI€ acmieKThI OOPHOBI C KPUTITOHKEKHUHTOM.

OcHOBHbBIE 3aKOHOATEIbHbIC MHULIUATHUBBI:

Perynsuun B Poccun

CHIKeHHe pUCKOB KPUITOKEKUHTa

5.2. MopaibHbI€ acTIeKThl HCTIOIB30BaHMS PECYPCOB MOJIb30BaTeNIel 0€3 UX Beaoma.
6. bynyiiee KpUNTOKEKUHTA

6.1. TeHIeHIIUN pa3BUTHS KPUIITOIKEKUHTA.

6.2. HoBbIe TEXHOJIOTHH U MOAXOBI B 00pb0e C KPUTITOIKEKUHTOM.

KoHTposbHbIE BOIPOCH

Urto Takoe KPUIITOKEKHUHT U KaK OH paboTaer?

Kaxkue ycTpoiicTBa MOTYT OBITH 3apa)keHbI KPUIITOIPKEKUHTOM?

Kak 3710yMBIIIEHHUKH 3apakatoT YCTPONCTBA 11 KPUITOPKEKUHIa?

KakoBbI OCHOBHBIE TPU3HAKH 3apaKEHUSI KPUIITOIKEKUHIOM?

Kak kpuntopkeKuHr BiausieT Ha IPOU3BOAUTENIBHOCTh YCTPONCTB?

Kakue nocneacTBust 1t yCTPOMCTB BBI3BIBAET KPUIITOKEKUHT?

[Touemy KpUNTOKEKHHT CTa aKTyaJIbHON Mpo0IeMOii B ocIeTHUE TOIbI?

Kakune kpuntoBamoThI yalie BCEro MaHATCS ¢ TOMOILBIO KPUNITOIKEKUHTa?

Kak 310yMBIIIICHHUKH UCTIOIB3YIOT JavaScript Uit KpUITOKEKUHTa?

Kakune ys13BUMOCTH B IPOTOKOJIAX TYHHEIIMPOBAHUS UCTIOIb3YIOTCS U1l KPUIITOIKEKUHTa?
Kak ycrapeBiiee 060pynoBaHue CriocOOCTBYET paclpoCTpaHEHUIO KPUNITOIKEKUHTa?
Kakue ys3BUMOCTH B CETEBBIX MPOTOKOJIAX MOTYT OBITh MCIOJIB30BAHBI JIJIsl KPUIITOIXKEKUHTa?
Kakue mepsr 6€30maCHOCTH pEKOMEHAYIOTCS JJIs 3alIUThI OT KPUIITOXKEKUHTA?

Kakue antuBupycHslie nporpammsl Harbosee 3¢ (HeKTUBHBI TPOTUB KPUITOIKEKHHIa?
Kakue pacmmpenus ais 6pay3epoB IOMOTAIOT OJIOKHPOBATH KPUIITOXKEKUHT?

Kak MOHO 3alIUTUTH CBOM YCTPOUCTBA OT KPUNTOPKEKHUHTa?

Kaxkue neiictBus cieayer npenpuHATh IPU MOJ03PEHUN HA KPUTITOIKEKUHT?

Kakue ¢puHancoBble MoTepy MOTyT MOHECTH MOJIB30BATEIN U KOMITAHUU U3-32 KPUITOHKEKIHIa?
Kaxk kpuntopkeKuHr BAUSET Ha CUeTa 3a 3JIEKTPOIHEPTUI0?

Kakue 3akoHOaTeIbHBIE MHULIMATUBbI HAIIPABJICHbI HA 00PHOY C KPUNTOKEKHHIOM?

Kak 3akon FIT21 B CIIIA perynupyeT KpUIITOBAIIOTHBIN PHIHOK?

Kakue mepsl npuaumarorces B FOxxHoit Kopee 1u1s 3aiuThl moJib30BaTeied KpUNTOBAIIOT?
Kax Typuust perynupyer 1esTeIbHOCTh KPUNITOBATIOTHBIX KOMITAHUI?

Kaxue nHopmaruBHbIe akThl B Poccun perynupyroT kubep6e30nacHOCTh U KPUIITOAKEKUHT?
Kaxkue sTnueckue BOIpocsl NOAHUMAET KPUITOKEKUHT?

[Touemy KpUNTOIKEKUHT CYUTAETCSI MOPAIbHO HETOMYCTUMBIM?

Kakue skoHOMuYecKue MociaeiCTBUS UMEET KPUIITOIKEKUHT JIJIs1 TTOJIb30BaTENeH?

Kak KpunToIKEeKUHT BIUSET HA YIJIEPOIHBINA CIIE U SKOJIOTHIO?

Kakue TeHaeHIINHN pa3BUTUS KPUTITOKEKUHTA 0XKUIAIOTCS B OyayIem?

Kak uckyccTBEHHBIN MHTEIEKT MOXKET OBITh UCTIOIB30BaH AJIsl KPUITOHKEKIHIa?

Kakue HOBbIE METO/IbI aTaK MOTYT MOSIBUTHCS B KPUITOIXKEKUHTE?

Kak o6maunbie nHGpacTpyKTyphl CTAHOBSITCS MULLIEHBIO JUIS KPUIITOJKEKUHTa?

Kakue TexHOIOTHY UCTIONB3YIOTCS 711 OOHAPYKEHHSI U OJIOKUPOBKY KPHIITOXKEKUHTA?
Kak pacmmpenus as 6pay3epoB MOMOTaroT 3alIUTUTHCSA OT KPUIMITOIKEKUHTa?

Kakue mpoTokossl 6e30macHoCTr OOHOBIISIFOTCS 711 60PHOBI ¢ KPUTITOIHKEKUHTOM?
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36. Kak oOpa3oBarenbHbIe TPOTrpaMMBbI IIOMOTAIOT TOBBICHTH OCBEIOMJICHHOCTh O KPUIITOKEKUHTE?

37. Kak 010K4YeH-TeXHOJIOTHHU MOTYT OBITh UCTIOIB30BaHBI JIs1 60PHOBI C KPUITOHPKEKUHTOM?

38. Kaxwe cucreMsl aHaIM3a NOBEACHUS MTOJIB30BATENEH IOMOTatOT BBISBIATh KPUITOKEKUHT?

39. Kak uHTepHeT-1poBaiiiepsl MOT'YT IOMOYb B 00ph0€ C KPUNITOHKEKUHTOM?

40. Kakue npumepsl YCIEIIHbIX aTaK KPUIITOKEKUHTa U3BECTHBI?

41. Kax KpUIITOJ)KEKHHT BIIUSET HA CPOK CIYKOBI yCTPOUCTB?

42. Kakue Mepbl MPUHUMAIOTCS JUTSI 3aIIUTHI 00JIAYHBIX CEPBUCOB OT KPUNTOKEKHHTA?

43. Kax KpUIITOJ)KEKHHT MOXKET IOBJIMATH Ha JOBEPHE MOJIb30BaTesel K HU(PPOBBIM MIaTdopmam?

44. Kakue HOBBIE TEXHOJOTUH MOTYT OBITh pa3padoTaHbl JIsi 00PHOBI C KPUTITOHKEKUHTOM?

45. Kak KpUNTOMKEKUHT MOXKET MOBJIUATh HA Pa3BUTUE KPUITOBAIIOTHOW HHIYCTPUU?

46. Kakue Mepbl 0e30MacHOCTH MOTYT OBITh BHEIPEHBbI B ONEPALMOHHBIE CHCTEMBI Ui 3alIUTHl OT
KPUINTOHKEKUHTa?

47. Kak KpUNTOKEKUHT MOXKET MOBIUATH Ha TJIO0AIBHOE SHEPTOnoTpedaeHue?

48. Kaxue Mepbl MOTYT OBITh IPUHSATHI IJIs1 CHUKEHUS YTTIEPOIHOTO Ciea OT KPUNITOHKEKUHTa?

49. Kak KpUNTOMKEKUHT MOYKET MOBJIMATH Ha PA3BUTHE UCKYCCTBEHHOT'O MHTEIIEKTA?

50. Kaxue maru MOTyT HpeanpuHsTh HOJIB30BATEH IS 3AMIUTHI CBOMX YCTPOHCTB OT KPUITOKEKUHTa?

HEBE3OITACHASA-KOHO®UT'YPALIUSI-1.3 (2)
.1. CymHOCTb NTOHATHA “HeOe30MmacHast KOHGUTypaus .
1.2. Knaccugukanus HeGe30MacHbIX KOH(MUTYpaIuii.
1.3. TTocnencTBust HeOGe30MacCHOM KOH(PUTYpaITUH.
Tumnbl HeOe30macHbIX KOH(PUTYpaIHii
2.1. HeGe3omacHble HACTPOWKH ONEPAITMOHHBIX CUCTEM.
2.2. Hebe3onacHble HACTPOMKH CETEBOI0 000PYIOBAHUSI.
2.3. HeGe3omnacHble HACTpOWKH 6a3 TaHHBIX.
2.4. Hebe3onacHble HACTPOMKH BeO-CEPBEPOB U MPUIIOKECHUH.
2.5. Hebe3omacHble HACTPOWKHM OOJAYHBIX CEPBHUCOB.
Mertoabl 0OHapykeHus1 HeOe30MacHbIX KOH(UTYpauit
3.1. ABTOMaTHU3UPOBAHHbIE UHCTPYMEHTHI CKAHUPOBAHUS.
3.2. Py4noii aynuT 6€30MacHOCTH.
3.3. Cucrembl MoHUTOpUHTA Oe30macHOCTH (SIEM).
4. Metoabl ycTpaHeHus1 HeOe30MacHbIX KOH(UTrypanuit
4.1. [lpumenenue naryeit 1 OOHOBIICHUH.
4.2. Hactpotiika mpaBui Opanamayspa.
4.3. Yopasnenue gocrynom (IAM).
4.4 3nauenne mUGPOBAHUS JAaHHBIX JJIS 3aIIUTH KOHPHUICHIMATHHONH HHPOPMAIUH.
4.5. BaxHOCTb NPOBEICHUS EHTECTOB JIJIs1 BHIABICHUS YSI3BUMOCTEH.
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KoHTposbHBIE BOIIPOCHI

. Uro Takoe HeOe3omacHast KOHGUTYpalLKs, U IOYEMY OHA MPEJICTABISIET yIpo3y?

. Kakue mpumeps! HeOe30nmacHbIX KOH(GUTYpaIUi BCTPEUAOTCS B PEaTbHOM KU3HU?

. Kakue ocHoBHBIE KaTeropuu HeOe30MacHbIX KOH(PUTYpAIUi CyIIECTBYIOT?

. KakoBbI 0CHOBHBIE CTaHIapThI OE30IIACHOCTH, CBA3aHHBIE C KOH(PUTypauuei cuctem?
. Kakue huHaHCOBBIC PUCKHA MOTYT BOZHHKHYTh M3-32 HeOE30MacHO KOoHGUTypanun?

. Kak HeGe3zonacHast KOHQUTypalys MOKET MPUBECTU K yTEUKE TaHHBIX?

. Ilouemy Hebe30nacHass KOHQUTYpALUS MOKET HAHECTH yIEepO penyTaruy KOMIIaHHH?
. Kak HenpaBmiibHBIE HACTPOHKH MOTYT MPUBECTH K cO0sIM B paboTe CEpBUCOB?

. Kakue ysa3BuMocTH cBsi3aHbl ¢ HEO€30MaCHBIMH HACTPONKAMH OTNEPAIMOHHBIX CUCTEM?

. Kak oTkroueHHBIN OpaHaMay p MOXKET MOBIUATH Ha 0€301TaCHOCTh CHCTEMBI?

. ITouemy ncnonp30BaHUE YCTAPEBIINX ONEPALIMOHHBIX CUCTEM SIBIISIETCS PUCKOM?

. Kakue ys13BUMOCTH MOT'YT BOBHUKHYTh U3-3a CJIa0BIX MapoJieit Ha ceTeBOM 000pynoBaHUN?
. Kak oTKpbITBIE TOPTHI MOTYT MIPUBECTU K KOMIIPOMETAIIUU CUCTEMBI?

. Kakne Mepbr MO>KHO IPUHATD 17151 6€30MMacHONM HaCTPOMKH CETEBOTO 000PYyIOBaHUS?

. Kakue pucku HecyT HenpaBuIbHbIE HACTPOUKH 0a3 TaHHBIX?

. [Touemy BaxxHO MMPPOBATH NaHHBIC, XpaHAIIHECs B 0a3ax JaHHbBIX?

. Kak nebGe3zonacHbie HacCTpoiiku BeO-CEpBEPOB MOTYT MPUBECTH K aTakam?

. Kakue pacnpocTpaHeHHbIe ySI3BUMOCTH BCTPEYAIOTCS B BEO-ITPUIIOKEHUSIX ?

. [Touemy orcyTcTBHUE 3aIUTHI OT SQL-UHBEKIINH SBISIETCS CEPBE3HOM MPOOIEeMOii?

. Kak XSS-araku MoryT ucnonb30BaThCs 3710yMbIIITIEHHUKAMU?

. Kakue nocneacTBust MOTYT BOSHUKHYTh U3-3a OTCYTCTBUS 3aUThl 0T CSREF?

. Kak HenpaBuiibHbIE HACTPOMKHU OOJIAYHBIX CEPBUCOB MOTYT NPUBECTU K YTEUKE TaHHBIX?
. Kakue ommOku gacto nomyckatorcs npu HacTpoiike [AM B oGmake?

. [Toyemy IpUHIIMIT HAUMEHBIITNX TPUBIICTHI Ba)KEH B 00JIAUHBIX CEpBHCAx?

. Kakuie nHCTpYyMEHTBI TOMOTAI0T aBTOMATU3UPOBATh IMOUCK YSI3BUMOCTEH KOHPUTYparun?
. Kak pa6oraet Nessus, u kakue y HETo nmpeumMyiiecrna’?

. B ueMm paznuma mexay OpenVAS u QualysGuard?

. Kakue npenmyiiecTBa 1 HeIOCTaTKU UMEET PyUHOU ayauT 6e30nacHOCTH?

. Kax SIEM-cucTemMbl MOMOTaoT BRISABIATH IPOOJIEMBbI KOHPUTyparuu?

. Kakue kiroueBbie pynkimn SIEM BaxHbI 17151 0OHApYy»)KeHUs yrpo3?

. [Touemy perynsipHoe 0OHOBJIECHUE TPOTPAMMHOTO 00CCIICUCHHSI KPUTHUIHO JTsi 6€301MacHOCTH?
. Kakue pucku cBsi3aHbl ¢ OTCYTCTBUEM CBOEBPEMEHHOIO IPUMEHEHHUS ITaTUei?

. Kak HactpouTs Opanamaysp 111 MaKCUMaJIbHOM 3alUThI?

. [Touemy pUHITUTT MUHUMAJIbHBIX MIPUBHWJICTUH BaXXEH MPU HACTPOIKke OpaHaMayaspa?

. Kakne mMeTonp ayTeHTH(UKAIIMKA UCTIONB3YIOTCS B COBpeMeHHbIX IAM-cucremax?

. Kak agantuBaas MFA noBblmaer ypoBeHb 6€30MacHOCTH?
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[Touemy ayrenTuukanus 6e3 naposeil CTaHOBUTCS TOMYIISIPHOM?

Kakue TexHomornm no3BossioT peaan3oBarb KoHlenuwo Zero Trust?

[Touemy ympaBiieHHE JOCTYIIOM UTPAET KIIOUYEBYIO POJIh B MH(OOPMAIIMOHHONW O€301acHOCTH?
Kak mmdpoBanue nomoraeT 3allUTUTh JaHHBIE OT yTeueK?

Kakue anropurmsl mudpoBaHus Hanboiee aKTyaabHbl CETOAHS?

[Touemy kBaHTOBasi KpUNTOrpadrs MOKET CTaTh HOBBIM CTaH/IAPTOM 0€30MacHOCTH?

Kakmue perynstopHsie TpeOOBaHUS CBSI3aHbI ¢ MIU(PPOBAHUEM TaHHBIX ?

Kak nmeHTecThl MOMOTaloT BBISBIATH HeOe30macHbIe KOH(pUTypauu?

Kakwue aransl BKJIIOYaeT MIPOLIECC TECTUPOBAHUS HA IPOHUKHOBEHUE?

Kakwue ys13BUMOCTH yalie BCero BBISBIISIIOTCS B XOJI€ IIEHTECTOB?

Kak nebGe3zonacHasi KOHGUTYpaLKs MOKET HCIIOIb30BATHCS 37I0yMBINIJICHHUKAMU B peajibHbIX aTakax?
ITouemy aBTOMaTHU3MPOBAHHBIE NHCTPYMEHTHI HE 3aMEHSIOT PyYHOU aynnut?

Kak MOXHO MUHMMHU3HUPOBATh YEJIOBEUECKHIA (DaKTOp MPH HACTPOIKe CUCTEM OEe30MacHOCTH?

[Touemy oOydeHue nepcoHana BaXKHO JUIsl MPEOTBPAIICHUS YI3BUMOCTEH?

. Kakue Tennenum B knbepOe30nacHOCTH TOMOT'YT CHU3UTh PUCKH KOH(PUTYPAITMOHHBIX OMIHOOK?
52.
53.

Hoquy HGOGXOI[I/IMO COYCTAHUC TCXHUUCCKUX U OpTraHU3aAllMOHHBIX MEP 3aH_II/ITI>I?

Kakue Mepsl MOMOTYT Ipe0TBPaTuTh HEOE30MacCHYI0 KOH(PUTYpanuio B Oymymiem?

HEBE3OIACHDBIN _JU3AIH_APXUTEKTYPBI ITPUJIOKEHHS 1 3 (2)

1.1. CymHOCTh MOHATHS “0€30MMacCHBINA TU3ANMH apXUTEKTYPHI .

2. TunuyHbIE YA3BUMOCTHU B apXUTEKTYpE MPUIOKEHUI

2.1. Ysa3BuMocTu Ha ypoBHe nipeacrasienus (Frontend).

2.2. Y43BUMOCTHU Ha YpPOBHE OM3HEC-JIOTUKH.

2.3. YAI3BUMOCTH Ha YPOBHE JIaHHBIX.

2.4. YA3BUMOCTH Ha YPOBHE apXUTEKTYPHI.

3. IlpunHimnb! 6€30MacHOr0 MPOSKTUPOBAHUS APXUTEKTYPHI

3.1. [IpuHIIMIT HAUMEHBIINUX TPUBUIIETHIA.

3.2. Pa3znenenue oTBETCTBEHHOCTH (separation of concerns).

3.3. I'myboxkas 3ammuTa (defense in depth).

3.4. Mcionb30BaHue 3alUIIEHHBIX (PpeiiMBOPKOB U OMOIHOTEK.
3.5. Perynsipaoe ooHoBieHue 110 u 3aBHCUMOCTEHH.

4. Metonpl aHan3a 0€30MaCHOCTH apXUTEKTYPBI

4.1. CtaTHueCcKHUH aHaJIN3 KOJa.

4.2. luHaMAYeCKHUI aHAIU3 KOJIa.

4.3. MonenupoBaHHUe yrpo3.

4.4. IIpoepka Ha npoHukHoBeHHe (Penetration Testing).

5. [IpakTrdeckue peKOMEHAAIMH TI0 CO3/IaHNI0 0€30MMaCHON apXUTEKTYPhI
5.1. BeiOop nmoaxonsiiei apXuTeKTypHl.

5.2. Ucnonb3oBanue ctangaptoB 6e3onacHoctd (OWASP, NIST).
5.3. Baenpenue cuctemsl ynpaBiaeHUs YI3BUMOCTSAMHU.

6. [IpuMepsr HEOE30MMACHBIX APXUTEKTYPHBIX PEIICHUH W UX MTOCIICICTBH
6.1. IIpumepsl U3 peanbHOM NMPAKTUKHU (C YKa3aHUEM UCTOYHUKOB).

KoHTposbHBIE BOIPOCH

1. Kakue cratuctudeckue JaHHbIC CBUACTEILCTBYIOT O pocTe Kubepyrpos B 2024 romy?



2. Kakwue tunsl BpegorocHoro [1O Hanbonee akTHBHO UCIIONIB3YIOTCS 3I0yMBITINIEHHHKaMU B 2024 Toy?

3. Kakue ¢uHaHCOBBIE MOCIEACTBUS MOT'YT BOBHUKHYTb U3-3a YTEUEK JaHHbIX ?

4. Kakue mpumepsl yTedeK AAHHBIX M3 OOJAUHBIX XPAHWJIHUI JEMOHCTPUPYIOT MpoOiIeMbl HEOE30MacHOTo
IU3aiiHa apXUTEKTYpbI?

5. Kakue uenu u 3a1a4u CTaBUT AOKJIAJ] NEpe CIIylaTeassMu’?

6. Uto Takoe "OGe30macHbIi AU3aliH apXUTEKTYphl" U KaKHue KII0UEBbIEC DJIEMEHTHI OH BKIIOYACT?

7. Kakue ys3BuMocTH Ha ypoBHe nipeactasienus (Frontend) Haubosee pacnpocTpaHeHbI?

8. Kak paboraer Cross-Site Scripting (XSS) u kakue MeTOABI 3alIUTHI OT HETO CYIIECTBYIOT?

9. Kaxkue pucku cBsizanbl ¢ Cross-Site Request Forgery (CSRF) u kak uX MOXHO MpeI0TBPATUThH?

10. Kaxkue meronsl 3aumthl oT SQL-unbeximii yepe3 napamerpsl URL naubonee s3¢ppexruBHbI?

11. Kakue ya3BUMOCTH Ha YpOBHE OM3HEC-JIOTHKH HanOoJiee OmacHbI?

12.  Kak HEeKOppeKTHas aBTOpU3aLUS U ayTEHTHU(PHUKAIMS MOTYT ObITh HCIOJIB30BAHBI 3I0YMBIIIICHHUKAMU?

13. Kakwue noruveckue ommuOKN B OM3HEC-JIOTUKE MOTYT MPUBECTH K YA3BUMOCTSIM?

14. Kakue ysS3BUMOCTH Ha YpPOBHE JJAaHHBIX HanOoJiee KpUTHYHBI JJ1s1 0€30MaCHOCTH MPUIIOKEHUS?

15. Kak SQL-uHBEKIMH MOTYT MOBJIHATH HA IIEJIOCTHOCTh TaHHBIX?

16. Kaxkue npoGieMsl ¢ yIpaBiIeHHEM JOCTYIIOM MOT'YT BOSHUKHYTH B MIPUIIOKCHUSX ?

17. Kakue ya3BUMOCTH Ha ypOBHE HHPPACTPYKTYpPHI HAanOOJIee OMacHBI sl CEpBEpOB?

18. Kaxkue nocienctsus MOryT BOSHUKHYTh W3-3a HEJOCTaTOYHOM 3alllUThl CEPBEPOB?

19. Kak DDoS-artakyu MOTyT NOBJIUATHh HA JOCTYIMHOCTh MPUIIOKEHUS?

20. Yto Takoe mpuHIMI HauMeHbIMX npuBwieruid (PoLP) u xak ero peanuzoBatb?

21. Kakue npenmyniecTBa AaeT peann3aius NPUHIIMIA HAUMEHBIINUX TPUBUIICTUI?

22.  Yto Takoe paszeleHue OTBETCTBEHHOCTH (separation of concerns) u Kak OHO BIHsET Ha 0€30MaCHOCTh
MPUIIOKEHUS?

23. Kaxkue npo0ieMbl BOZHUKAIOT MPU HECOOTIOIEHUH MTPUHLIMIIA pa3AeIeHUsI OTBETCTBEHHOCTH?

24. Yro Takoe "ryOokas 3amurta" (defense in depth) u kak oHa peanusyercs B apXUTEKType MPUITOKESHUS?

25. Kakwue criou 3amuThI BKIIOYAeT B cebs "Toy0Ookas 3ammra'?

26. Kakue 3amumieHHbie (QpeHMBOPKH W OMOJMOTEKM PEKOMEHIYETCsl MCIOJIB30BaTh U1l TIOBBIIICHUS
0€30MaCHOCTH MTPUIIOKECHUA?

27. Kakue pexomenaaruu OWASP cnegyer yuntsiBath npu BeiOOpe GpeiMBOPKOB U OMOIHMOTEK?

28. Tlowemy perymspHoe obOHoBieHue [IO u 3aBUCHMMOCTEH KPUTHYECKH BaXHO ISl OE€30MacHOCTH
NPUIIOKEHUS?

29. Kakue nocnencTsus MOTYT BO3HUKHYThH HM3-3a MCIIOJIb30BaHMs ycTapesiiero [10?

30. Yto takoe crarnueckuii ananm3 koaa (SAST) u kakue HHCTPYMEHTHI JIJIs1 HETO UCTIONIB3YIOTCS?

31. Kakue orpaHM4eHHs] UMEET CTaTHUYECKUM aHAIU3 Koja?

32.  Yrto takoe nuHamuueckuii aHanmm3 koaa (DAST) u kak OH TOMOTaeT BHISBIISATH YSI3BUMOCTH?

33. Kakue MHCTPYMEHTBI HCIIOJIb3YIOTCS JJIsl TIMHAMHYECKOTO aHalln3a Koaa?

34. Yto Takoe MOJEIMPOBAHKE YIPO3 U KaK OHO MIOMOTAET B 00ECIICYCHUHN 0€30MaCHOCTH MPHUIIOKECHHUS?

35. Kaxkue coBpeMeHHbIE BHI30BBI B 00JIACTH MOJICIIMPOBAHUS YIpo3 Hanbosee akTyanbHbl B 2024 rony?

36. UYto Takoe mpoBepka Ha mpoHUKHOBeHHE (Penetration Testing) u kakue 3Tanbl OHA BKIIIOYAeT?

37. Kaxue TpeHbl B IEHTECTUHIe Haubosee akTyanbHbl B 2024 roxy?

38. Kakue mnpeuMymiecTBa M HEIOCTAaTKM HUMEET MHMKPOCEPBUCHAs apXUTEKTypa C TOYKH 3pPEHUS
6e3omacHocTu?

39. Kakue npenmyIiecTBa U HeJJOCTATKH UMEET MOHOJIUTHAS apXUTEKTypa ¢ TOUYKH 3pEHUs 0€3011acHOCTH?

40. Kakue crangaptel OezomacHoctn (OWASP, NIST) cnenyer y4yuThIBaTH IpH MPOSKTUPOBAHUU
apPXUTEKTYPHI MPUIIOKEHUS?

41. Kaxkue pexomengarnu OWASP Top 10 HauGosnee akTyaiabHBI 1151 pa3padOTIUKOB?

42. UYrto Takoe cucTemMa ynpaBJCHHS YSI3BUMOCTIAMU U Kak €€ BHEAPUTH?

43. Kakue NpuHIMIIBI JeKaT B OCHOBE 3()(hEKTUBHOTO yIpaBIEHUS YSI3BUMOCTIMU?

HEJOYETBI-KPUIITOI'PA®UHN-1.3

1.1. Dramnsl pa3Butus KpunrTorpahuu

1.2. OcHOBHBIE IIeNTU CO3aHHSI KPUNTOTPaPHUECKUX CUCTEM.
2.V S3BUMOCTH CHMMETPHUYHON KpunTorpadhun

2.1. I[Ipobnema pacripeneneHus Kirouei

2.2. Ataku metoqoMm rpyboro nepedopa

2.3. Bayrpennue c1aboCcTH anropuTMOB



3. YA3BUMOCTH aCHMMETPHUYHON KpunTorpadun

3.1. [IpoGnema BEIYHCIUTENBHON CI0KHOCTH

3.2. KBaHTOBBIE BBIYUCIICHUS KaK MOTEHIIMAIBHOE pa3pylIEHUE CYIIECTBYIOIUX KPUIITOCUCTEM.
3.3. IIpobaemsl ¢ peanu3anueil 1 ynpaBiIeHUEM KIIIOYaMH
4.Pucku peanu3aiuy KpUnTorpadhudecKux CUCTEM

4.1. YA3BUMOCTH KpUIITOIIPOTOKOJIOB

4.2. ITpoGaemsbl ¢ ynpaBiIeHHUEM KITI0OUYaMU U cepTUdUKATAMU
4.3. OmacHOCTh aTak 1Mo MOOOYHBIM KaHAJIaM
5.IlepcrieKTUBBI pa3BUTHS KpUNITOTpapuu

5.1. T'opu30HTHI MOCTKBAaHTOBOW KpHUnTorpadun

5.2. Pa3zBuTHe HOBBIX aJITOPUTMOB U TPOTOKOJIOB

5.3. Posb crangapTu3anuy U peryasTOpHOro KOHTPOJIS.

KoHTposbHBIE BOIPOCH

1. Kakne oCHOBHBIE 3Talbl pa3BUTHS KPUNITOIpadUH MOKHO BBIACIUTH?

2. Kakyto posb urparoT x31-(GyHKIUH U HU(POBbIE MOANKUCH B COBPEMEHHBIX KpunTocucremax?

3. B uém 3akirouaercss OCHOBHAS L1€JIb KPUNTOTpapuuecKoi 3amnThl HHPOpMaIu?

4. Tlouemy HapylieHHE UEIOCTHOCTH HHGPOpMAIMM MOXET MPUBECTH K KOMIIPOMETAllUHU BCEH CHCTEMBI
6e3onacHocTu?

5. Kakue cyiiecTBylOT METObI paclpeiesICHHs KIIF0Ue M KAKME UX OCHOBHBIE HEIOCTATKU?

6. [ToueMy LeHTpaIM30BaHHOE YIPABICHUE KITIOYaMU MOXKET MPEACTaBIATh yrpo3y 0e30MacHOCTH?

7. Kak yBenuueHue JTMHBI KJTFOUa BIUSET HAa CTOMKOCTD mudpa?

8. IloueMy KBaHTOBBIC KOMITBIOTEPHI YTPOXKAIOT OE€30MACHOCTH AITOPUTMOB C KOPOTKUMH KITFOYaMu?

9. B uém 3akmrogaeTcs yrpo3a arak Ha PeKUMbl PaObOThI OJI0YHBIX MIHGPOB?

10. Kak nuddepeHnnanbHblii KpUNTOAHATN3 TTIOMOTAET 37I0YMBINIICHHIKAM HAXOAUTH KITIOYH?

11. Tlouemy acummerpuyHoe mmmudpoBaHue TpeOyeT Oosblle BBIUUCIUTENBHBIX PECYPCOB, YeM
CUMMETpPUYHOE?

12. Kak xpunrorpaduss Ha smmntudeckux KpuBbiX (ECC) cHmkaeT Harpy3ky Ha BBIYHCIHTEIIbHBIC
MOIIHOCTH?

13. ITouemy anroputm Illopa npencrasisier yrposy st RSA u ECC?

14. Kakue kpunrorpaduyeckue aaropuTMbl paCCMaTpUBAIOTCS KaK 3alUTa OT KBAHTOBBIX arak?

15. Kakue pucku CBs3aHbI C YTEUKON 3aKPBITHIX KIIOYEH?

16. Kak Bpenonoctnoe 110 MoxeT KOMIIPOMETUPOBATh CEKPETHBIE KIIIOUH?

17. Kak ommOku B peanu3aui KpunTorpaduyeckux MpOTOKOJIOB MOTYT OCJIA0UTh UX 3alTuTy?

18. Tlouemy WHCMONBH30BAHHE YCTAPEBIIMX WM HEMPABIJIBHO HACTPOCHHBIX KPUNTOOMOIMOTEK SIBISETCS
OMacHbIM?

19. [loueMy HenmpaBUILHOE XPAHEHUE U TeHEepallys KII0Ueld MOTYT IPUBECTU K KOMIIPOMETAIIMU CUCTEMbI?

20. Kakx MO’)XHO MUHUMH3UPOBATh PUCKH, CBSI3aHHBIC C YIIPaBICHUEM ITU(POBBIMH cepTUduKaTamu?

21. Kakue BUJIBI aTak 10 MOOOYHBIM KaHallaM HarOoJiee OMaCHBI JIsl KPUIITOCUCTEM?

22. [Touemy aHaIM3 SHEPTONMOTPEOIICHHS MOXKET TIOMOYb 3JIOYMBIIIJICHHUKY PACKPBITh KITI04 mu(poBaHus?
23. Kakue kpuntorpaduueckre METOAbl MOTYT OBITh MCIIOIB30BAHBI JJIs 3alTUTHI OT KBAHTOBBIX aTak?

24. [Touemy Ba)XHO CTaHAAPTU3UPOBATH TOCTKBAHTOBBIE KPUTITOTpA)UUECKUE AITOPUTMBI?

25. Kak pa3BuTHE KBAaHTOBBIX BBIYHCICHUH BIHSET HA HEOOXOIUMOCTh pa3paOOTKHU HOBBIX aJlTOPHUTMOB?

26. Kakue HegocTaTKu TPaJUIIMOHHBIX KpUNTOrpaUYECKUX aJITOPUTMOB BBISIBIICHBI 32 TIOCIEAHUE TO/IbI?

27. Kak ctanaapTu3aiis IoMoraeT ooecneunBarh 0€30MacHOCTh Kpunrorpadguueckux cucrem?

28. Ilouemy HemOCTAaTOYHBIA KOHTPOJL 3a KPUNTOrPaUUYSCKUMH CTaHAApPTaMHU MOXKET TPUBECTH K
YSI3BUMOCTSIM?

29. Kakne 0CHOBHBIEC BBI30OBBI CTOSIT TIEPE]] COBPEMEHHOM KpunTorpadueii?

30. [ToueMy KBaHTOBBIE TEXHOJIOTUU MOTYT PAIMKATLHO U3MEHHUTD MOAXO/ K 3anuTe nHpopmarun?

31. Kakue kimto4deBbIie HalpaBIeHUs pa3BUTHs Kpuntorpadun Hanbosiee akTyaJIbHbI B OJIMKaUIIIe TOIbI?

32. Kakyto ponb urpaer o0yueHue CelraIiucToB B o0ecneyeHnH Kpunrorpaduyeckoit 6ezonacHoctu?

33. Ilouemy kpunrorpaduyueckas 3anura J0KHA TTOCTOSHHO OOHOBIISATHCSA?

34. Kakue TeXHOJIOrMYeCKUe TeHACHIIUHN OKa3bIBAIOT BIMSHUE HA KpUnTorpaduio?

35. Kak MexxayHapoHbIe CTaHIAPTHI BIUSIOT HA Pa3BUTHE KPUTITOTPAQUUECKUX TEXHOIOTHIA?

36. [louemy BHeIpEeHNE HOBBIX aJITOPUTMOB TPeOyeT JIUTEIHHOTO MPOoIlecca TECTUPOBAHUS U cepTudukanmm?



37. Kakyto posib HTpaeT COTPYIHUYECTBO UCCIEA0BATEIBCKUX OpraHu3aIuii B pa3BUTHH Kpuntorpadhun?
38. Kakue MCPBI MOXXHO MNPCANPHUHATH JIA IOBBIIICHUA BaH_II/IH_IéHHOCTI/I JaHHBIX B YCJIOBHUAX KBAHTOBBIX

yrpo3?

OBECHEYEHHME _NPOIECCA BE30NMACHOWM PA3PABOTKH KAK METO/ 3AIIUTHI NH®
OPMAIIUN 1.3

2. OCHOBHBIE PUHIHIIBI 0€30MACHON Pa3paboTKH

2.1. Shift Left.

2.2. be3onacHOCTh Kak yclyra.

2.3. ABTOMaTu3aIus mpoIeccoB 0€30MacHOCTH.

3. Meronsl obecrieueHus 6e30macHoOi pa3paboTKH

3.1. AHa)IM3 yrpo3 v ysI3BUMOCTEH.

3.2. IIpoexTrpoBaHue 6€30NaCHBIX APXUTEKTYP.

3.3. be3omacHblil KOI.

3.4. TectupoBaHue Ha IPOHUKHOBEHHUE.

4. actpymenTapuii odecrieueHus 6€301macHoi pa3paboTKu

4.1. CraTn4yecKul aHaIu3 KOAa.

4.2. JlnHaMA4YeCKHIN aHaIu3 KOJa.

4.3. IHCTpyMEHTHI JUIsl YIIPaBJICHUS YSI3BUMOCTH.

5. OnbIT TpUMEHEHUS METO0B 0€30MMacHON pa3pabOTKH B PA3IMYHBIX OTPACIISIX

5.1. Ilpumepsb! ycnenHbIX BHEAPEHUHN U KEHUCHI.

5.2. AHanu3 TpyJaHOCTEH U MpoOJIeM MPH BHEIPEHUH.

KonTposibHbIE BOPOCH

1. [Touemy Ge3omacHas pa3paboTKa BaykHa JyTsl 3alIUThI HHPopManun?
2. KakoBa craTiucTHKa ySI3BUMOCTEH B BEO-TTPUIIOKECHUSX ?

3. Yro Ttakoe xkouuemmsa Shift Left?

4. Kakue npeumymectsa naet Shift Left?

5. Kakue nacTpyMeHTHI ncnionb3ytores s Shift Left?

6. Kax SAST unrerpupyercs B CI/CD?

7. Kaxue tennennuu B ooiactu Shift Left gadmronarorcsa?

8. Uro Takoe Security as a Service (SecaaS)?

0. Kakue npeumymiectBa naet SecaaS?

10.  Kak Zero Trust unterpupyercs ¢ SecaaS?

11. Kax EDR o6ecnieunBaer 6€301MacHOCTh KOHEYHBIX TOYEK?

12. Urto takoe DLP u kak oHO 3amuinaer JaHHble?

13. Kaxk SecaaS moMoraeT cooTBETCTBOBATH PETYISATOPHBIM TPEOOBAHUSIM?
14. Uro Takoe SAST (Static Application Security Testing)?

15. Kakue npeumyniectsa u orpannuerust SAST?

16.  Kaxue uncrpymentsl SAST cymecTByror?

17. Urto takoe DAST (Dynamic Application Security Testing)?

18. Kakue npeumymectsa u orpannuenns DAST?

19. Kak SAST u DAST pononustot apyr apyra?

20. Urto takoe DevSecOps?

21. Kakue npunuunsr DevSecOps cyiiecTByroT?

22.  Kaxk unrerpupoBats 6e3onacHocts B CI/CD?

23. Kakue uncrpymentsl DevSecOps cyiiecTByroT?

24. Kak ynpaBnare ya3BUMOCTSIMH B IIpoliecce pa3paboTKu?

25. Kakue MeTosp! 3a1UThl KOHTEHHEPOB CYIIECTBYIOT?

26.  Kax RBAC npumensiercst B Kubernetes?

217. Kak o6ecnieunts 6e3omacHoctsb Infrastructure as Code?

28. Kakue nHCTpyMEHThl MOHUTOPUHIa KOHTEHHEPOB CYIIECTBYIOT?
29. Kak 3ammututhest oT SQL-unbeKIuii?

30.  Yro takoe Prepared Statements?



31. Kax WAF zamumaet ot SQL-unbeKmuii?
32. Kak 3amututscs ot XSS-atak?

33. Uro takoe Content Security Policy (CSP)?
34. Kak escaping 3amuriaer ot XSS?

35. Kak 3amututbesa or CSRF-atak?

36. Uro Takoe Anti-CSRF TokeHbI?

37. Kakune npakTuku TecTUpOBaHHS 0€30MaCHOCTH CYIIIECTBYIOT?
38.  Uro Takoe neHTECTUpOBaHUE?

39. Kak yacto HyHO TPOBOAUTH MEHTECTHI?

40.  Kak aBTOMaTH3UpOBaTh TECTUPOBAHUE O€30MACHOCTHU?

41. Kakue nHCTpyMEHTBI TIEHTECTUPOBAHMS CYIIECTBYIOT?

42. Uro takoe PT Dephaze?

43. Kakue nuncrpymentsl SAST pekomenaytorcs?
44.  Kak paboraet SonarQube?

45. Kaxk paboraer Veracode?

46. Kak pa6oraer Checkmarx?

47. Kaxk pa6oraer Snyk Code?

48. Kaxue nncrpymentel DAST pexomenyroTcs?

49. Kax nnTerpupoBath HHCTpYMEHTHI Oe30macHOCTH B IDE?

50. Kakue meTpuku onieHHBarOT 0€30macHOCTh Koaa?

51. Kaxk o0y4yenue pa3paboTIYMKOB MOBHIIIAET 0€30MaCHOCTh?

52. Kakue crannaptel 6e30macHoOi pa3pabOTKH CYIIECTBYIOT?

53. Uto Takoe OWASP u kakue pecypcbl OHU MPEIOCTABIISIOT?

54. Kak ncnonszoBate OWASP Top 10 ans ynydienus 6e30mnacHOCTH?

55. Kaxkue npaBoBbie TpeOoBaHUs K 6€30MacHOM pa3padOTKe CYIEeCTBYIOT?

56. Kak GDPR Bausier Ha mporece pa3paboTku?

57. Kakue Tennennuu B o01actu 6€30macHOi pa3paboTKH OKUIAIOTCS?

58.  Kax Al Bnuser Ha 6e30macHyio pa3paboTky?

59. Kakue pexoMeHgamu 1mo BHEAPEHUIO OE30MacHOM pa3pabOTKU MOXKHO J1aTh?
60.  Kaxue BBIBOJIBI MOXKHO CAETIATh O POJIH Oe30MacHOi pa3pabOTKH B 3alIUTe HHPOPMALUU?

OHIUBKA KOHTPOJIA JOCTVYIIA 1.3
1.1. AKTya’abHOCTB POOIJIEMBI OTMOOK KOHTPOJIS JOCTYTIA.
2. OmnpenesneHye KOHTPOJIS I0CTYNa U €T0 OCHOBHBIE MPUHIUIIBI
2.1. OCHOBHBIE TIOHATHSI.
2.2. Monenu noctyna: DAC, MAC, RBAC.
2.3. IlpuHIUIIBEI 0€30TTACHOCTH.
3. Tumbl omrOOK KOHTPOJIS JOCTYIA
3.1. Omnbxu ayTeHTUUKAIIH.
3.2. OmmoOKu aBTOpHU3AIUH.
3.3. OmunbKu B peanu3aiy KOHTPOJIS JOCTYIIA.
3.4. Yenoseueckuit hakTop.
4. MeTo/Ibl IPEIOTBPAILIEHUS OMTUOOK KOHTPOJIS TOCTyIa
4.1. TexHu4deckue METObI.
4.2. AIMUHUCTpPATUBHBIE METO/IBI.
4.3. OpraHu3aliOHHBIE METO/IBI.
5. AHanM3 KOHKPETHBIX TPUMEPOB OITMOOK KOHTPOJISI TOCTYTA M UX TOCIEICTBUN
5.1. [Ipumepsl peanbHbIX UHIIMACHTOB.
5.2. AHanu3 ysa3BUMOCTEH U CIIOCOOOB MX IKCILTyaTaIiu.

1. KakoBa akTyasibHOCTh TIPOOJIEMBI OIIMOOK KOHTPOJIS gocTymna?
2. Kakoe mecTo 3aHnmaroT HapyuieHus: KoHTpois goctyna B OWASP Top 107
3. Kakas craructuka yreuek naHsusix 3a 2024 roa?
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Kakue cexTopsl Haubosee ysI3BUMBI K yTeuKaM JaHHbBIX ?
KaxoBbl (pHAHCOBBIE TIOCTIEACTBUS OMIMOOK KOHTPOJIS JoCTymna?
Kak yreuku gaHHBIX BIUSIOT HA PENyTalMI0 KOMIIaHUN?

Yro Takoe ayTeHTHUPHUKAIHS?

Kakue Meroap! ayreHTH(UKAIIIN CYIIECTBYIOT?

UYro Takoe aBTOpU3anus?

Uewm aBTOpHM3aIus OTIMYAETCS OT ayTeHTUGuKanuu?

Yro BKIJIIOYAET yIPaBJICHUE YUETHBIMU 3AIHCIMU?

Urto Takoe ommbKa KOHTPOJIS AocTymna?

Yro Takoe TUCKPELMOHHBIA KOHTPoJb foctyna (DAC)?

Kakue nmpeumyniecta u Hegoctatku umeetr DAC?

Uro Takoe 00s13aTeNbHbIN KOHTpOb goctyna (MAC)?

Kakue npeumymiecta u Hegoctatkn umeer MAC?

Yro Takoe KOHTPOJIb A0ocTyna Ha ocHoBe poieit (RBAC)?

Kakue npeumymiecta u HegoctaTk umeer RBAC?

Kak BbIOpaTh MoIXOASIIYI0 MOJIENIb KOHTPOJIS 1ocTyma?

B uem 3akmrouaercst mpuHIIAIT HaMMEHbIUX TpuBUieruii (PoLP)?
Kak napymenue PoLP npuBoaut k ommbkaM KOHTPOJIS 1ocTymna’?
Uro Takoe pazneneHue ods3anHocteit (SoD)?

IToueMy Ba)kHO pa3zeisaTh KPUTUUECKUE 3a7aun?

Kakue ommbku ayreHTHduKanmu Hanbosee paclpoCTpaHeHbI?
Kak ¢pummHr cran ocHOBHBIM BEKTOPOM aTak?

[Touemy moadop maposeit ocTaeTcst aKTyallbHOW yTpo30ii?
Kaxkue nocnenctsust uMeeT Kpaxa y4eTHBIX JaHHBIX?

Kakue ommOku apTopu3zaii NpuBOAST K yTeUKaM JaHHBIX?
Kakue ysa3BUMOCTH aBTOPU3AIMH OBbLIH BbISBICHBI?

Kaxk genoBeuecknii ¢pakTop criocoOCTBYET OITMOKAaM KOHTPOJISI TOCTyma?
Kaxue metoap! counaabHONW HHKEHEPUU UCTIOIb3YOTCS?

Uto Takoe NPETEeKCTUHT U «MEI0OBAS JIOBYILIKA»?

Kakue TexHuueckne MeTo bl MPEeJOTBPALICHHUS OIIHOOK CYIIECTBYIOT?
Kak MFA noMoraert 3alllUTHTE CUCTEMEI?

Uro Takoe cuctemsl IDS/IPS?

[Touemy BaxkHO perymsipHoe oOHOBIIeHHE [10?

Kak mm@poBanue 1aHHBIX 3aIUIIACT OT yTeYeK?

Kakue anMuHuCTpaTHBHBIE METO/IbI MPEAOTBPAILIEHUS CYIIECTBYIOT?
Kak pa3paborats 3¢ (heKTHBHYIO TOTUTUKY O0e30macHOCTH?

[Touemy BaskHO 00ydYeHUE TIepcoHaa’?

Kak nmpoBoauTh perynasipHblil aynuT 0e30macHOCTH?

Kakue oprann3aniniOHHbIE METOIbI 3AIIUTHI CYIIECTBYIOT?

Kak pa3znenenue 00s3aHHOCTEW MOBBIINIAET O€30MMaCHOCTh?

Kakue pe3ynbTaThl OKa3bIBaIOT NEHTECTHI?

Kakue nprumMepsl ommmO0K KOHTPOJIS T0CTYIa U3BECTHBI?

Kak ananuzupoBath ysI3BUMOCTH M CIIOCOOBI UX 3KCILTyaTaluu?
Kakue ys3BumocTn 66111 00HapyskeHbl B JIRA NASA?

Kaxk nenpaBunbpHas koHpurypamus Amazon S3 nmpuBesa K yreukam?
Kakue ysa3BumocTu cBsizansbl ¢ Citrix?

UYro Takoe ataka Mirai Botnet?

Kak ys13BUMOCTH KOJ1a IPUBOAT K OIIMOKaM KOHTPOJIS 1ocTyma’?
Kaxue HHCTpyMEHTHI UCIIONIBb3YIOTCS ISl ayAuTa AoCcTyna?

Kak ucnonn3oBats Group Policy Management?

Kaxue metpuku onieHuBatoT 3 PEeKTUBHOCTH KOHTPOJISI JOoCTyma?

Kak pearnpoBarh Ha MHIIUACHTHI, CBSI3aHHBIE C KOHTPOJIEM J0CTymna?
Kakue npaBoBbie OCIEACTBHS BICUYET HApyLIEHUE KOHTPOJIS AOCTyma?
Kakue crangapThl perynupyroT KOHTPOJIb A0CTyma?

Kak BHenputh Zero Trust apxuTekTypy?

Kakue TenneHImu B 001aCTH KOHTPOJIS JOCTYIA OKUIAI0TCA?



60. Kakue pexoMeHaauuy no yaydieHno KOHTPOIst JOCTYIAa MOKHO J1aTh?

OIIUMBKU_MNJAEHTU®UKALIMN U AYTEHTUOUKAIIMU 1 3
1.1. ITpoGnembl omMOOK HACHTH(PUKAIIMKA U ayTCHTU(UKAITUN B COBPEMEHHOM MHDE.
1.2. OnpeneneHre OCHOBHBIX THUIOB OLIMOOK, aHAIN3 IPUYUH U METO/I0B MPEIOTBPAIICHUS.
2. Tumbl ommOOK UaEeHTUUKAITTN
2.1. Ommbku nepBoro poaa (JIOKHOTIOJIOKUTEIBHBIE).
2.2. OmmbOKu BTOpPOro poaa (J0KHOOTPUIIATEIIBHBIE).
2.3. CpaBHeHuHe OUIMOOK MEPBOrO U BTOPOTO poOJa.
3. Tumbl omuO0K ayTeHTHUHUKAITTT
3.1. Ilognenka y4yeTHBIX TaHHBIX.
3.2. B3j10M cucTeMbl ayTeHTH(PUKAIIAH.
3.3. ®usnuecKkuil 10CTyI K yCTpOHCTBaM ayTeHTH(UKALNH.
4. TlpuunHbl OMMOOK UACHTU(DUKAIIMHN U ayTeHTU(DUKAIIUN
4.1. Cnabble mapoyid ¥ MPAKTHKH YIIPABICHUS TapOJIIMH.
4.2. YA3BUMOCTH B IPOTPAMMHOM OOECTICYCHUH U almapaTHOM OO0ECIICUCHHH.
4.3. Yenoeueckuit paxTop.
4.4. HeqocTtaTouyHas 3amura JaHHbBIX.
5. Merobl peoTBpaLCHHsI OIINOOK UACHTU(HUKAIIMY U ayTCHTU(DUKAITUH
5.1. Ycuiienne naposibHOM MOJIUTUKH.
CrnosxHble apoiu.
Muorodakropras ayrentudukamnus (MFA).
Pexomennanuu no BHeapenuto MFA.
5.2. PerynsipHoe 0OHOBJICHHE MPOTPAMMHOTO 0OCCTICUCHHS ¥ MCIIPABJICHHUE YI3BUMOCTEH.
5.3. O0yueHnue noyp30BaTeNeii OCHOBaM KHOEpOE30macHOCTH.
5.4. IlpumeHeHnEe COBPEMEHHBIX METO/I0B ayTEHTU(DHUKAITHH.
5.5. 3amuTa JaHHBIX.
6. [Ipumepsl peasibHBIX CiIy4aeB OMMOOK UACHTU(DUKAIIMHN U ayTeHTU(DUKALIMY U UX TTOCIIEICTBUS
6.1. Kparkoe onucanne HECKOJIbKUX U3BECTHBIX CIIy4aeB ¢ aHAJIM30M IIPUUYUH U MTOCIEICTBUM.

1. Yro Takoe OMMOKH MACHTU(PHUKAIMU M ayTEHTHU(PHUKAIMU U MMOYEMY OHHU IPEJICTAaBIISAIOT CEPhE3HYIO
yrposy?
2. KakoBsl mporuosupyemsie (pruHaHcoBble motepu ot kubepatak k 2025 u 2027 rogy?

3 Kakue u3BecTHbIE Cily4an yTeuek JaHHBIX CBSI3aHBI C OIIMOKaMU UAeHTUGUKan?
4 B yem pazHuna Mmexxay uaeHTHQHUKaAIKMEH, ayTeHTU(DUKAIIEH U aBTOpU3anueii?

5 Uro Takoe ommbKa mepBoro poaa (J0KHOIMOJIOKUTEIBHBIA pe3yinbTaT)?

6. [TpuBenuTe MpUMEPHI JIOKHOIOIOKUTEIBHBIX OIMOOK B CCTeMax 0€30MaCHOCTH.
7 Kaxkue axTopbl BAUSAIOT Ha BEPOSTHOCTH JIOYKHOIIOJIOKUTEIBHBIX OIMTHOO0K?

8 Yro Takoe ommndKa BTOPOro poja (JIOXKHOOTPULIATENbHBINA pe3ynbTaT)?

9. [IpuBeauTe mpuMepsl JOKHOOTPHUILIATEIBHBIX OIIHOOK B CUCTEMaX OE30MaCHOCTH.
10. Kak kauecTBO TaHHBIX BIHSET HA BEPOATHOCTH JIOKHOOTPULATEIBHBIX OLITHOOK?
1. KaxkoBa cBsI3b MeXy OITMOKaMH IEPBOTO U BTOPOTO pojaa?

12. Kak ROC-kpuBas ucnosb3yercs A5 aHadu3a OMKUOOK HACHTUUKAITIH?

13. Uto Takoe moaaenka y4eTHbIX JaHHBIX U KAKUE METOJIbI UCTIOIb3YIOTCS?

14. Kakue metoap! mogdopa naposiei IpuMEeHSIOT 3JI0YMBIIIICHHUKH?

15. Uro Takoe ataka Password Spraying?

16. Uro Takoe ataka Credential Stuffing?

17. Kaxk ncrionp3yercs moaaenka OMOMETPUIECKUX JaHHBIX?

18. Yo Takoe cryuHT OMOMETPUYECKUX JAHHBIX?

19. Kakyro yrpo3y npencrasnsroT Texnoioruu deepfake nist Gmomerpuueckor ayreHTHGUKAITIN?
20. Yro Takoe MmoajienKa TOKEHOB B KPUIITOBAIIOTAX ?

21. Urto takoe SQL-MHBEKITNU U KaK OHU CBSI3aHBI C ONTMOKaMH ayTeHTU(UKAITIN?

22. Kakue mocnencreus umenu SQL-unbekimn B8 MOVEIt Transfer B 2023 romy?



23. Uro Takoe aTaka «denoBek nocepeaune» (MITM) B koHTekcTe ayTeHTUDUKAITAN?

24. Kaxue npumepst MITM-atak npou301Iy B IOCIETHUE TObI?

25. Kaxk ¢pusndeckunii 10CTyI K YCTPOWCTBAM MOKET HAPYIIUTh ayTeHTU(UKAITUIO?
26. Kaxue MeToab! KIOHUPOBAHUS KapT AOCTYIA CYLIECTBYIOT?

27. Urto Takoe SIM-CBONIUHT U KaK OH yrpokaeT ayreHTudukanun?

28.  Ilouemy cnaOble mapoyid OCTAIOTCS aKTyaaIbHON poOIeMoit?

29. Kaxkue maponu BXoasT B TOIT HanbOoJIee 4acTo B3JIaMbIBAEMBbIX ?

30.  Kaxue pekoMeHaanuu 1o cozganuto naposen gqaer NIST?

31. Kakue ys3BUMOCTH porpaMMHOT0 o0ectieueHus ObLIH KpuTudeckumu B 2023 roay?
32. Yro takoe CVE 1 kak KI1acCUPUIUPYIOTCS YA3BUMOCTU?

33. Kak gyenoBeueckwuii ¢paktop BimseT Ha 0€30MaCHOCTh ayTeHTU(UKAITUN?

34. Kaxkue ys13BUMOCTH CBsI3aHBI C HEOCTATOYHOM 3aIIUTON TAHHBIX?

35. Urto takoe MHOTO(DakTopHast ayreHTuukanus (MFA)?

36. Kakue Tuns! GpakTopoB ucnonb3ytorcst B MFA?

37. Kak Buenpute MFA B opranuzanuu?

38. [ToueMy BaskHO peryispHOe OOHOBJIEHHE TIPOTPAMMHOTO 0OeCTIeUeHMS?

39. Kakue kommanuu npeaararoT pemeHus 11 o0ydeHus: Kubepoe30nacHOCTH?
40. Yo Takoe b6ecnaponbHas ayrenTudukamnus (Passkeys)?

41. Kak 6uomerpuueckas ayTeHTH(HUKAIHS TOBBIIIAET O€30MaCHOCTh?

42.  Kakue pucKku CBsI3aHbl C OMOMETPUYECKOM ayTeHTHU(DUKAIIEH?

43. Urto Takoe mudpoBaHre JAHHBIX U KaKUE aJITOPUTMBI UCTIOJIB3YIOTCS?

44.  UYro takoe HSM (Hardware Security Module)?
45. Urto takoe KMS (Key Management Service)?
46. Kak BYOK (Bring Your Own Key) noBeImaer 6€30macHOCTh?

47. Kakue ypoku MOXKHO M3BIIeUb U3 YTEUYKH JaHHBIX Y ahoo?

48.  Kakue ypoku MOXHO U3BJI€Yb U3 yTeuku AaHHbIX Equifax?

49, Kak comnmanpHas mHXKEHEpHs UCTIOJB3yeTCs sl 00X0/1a ayTeHTHUKAITIN?

50. Yro Takoe Zero Trust apxurexrypa?

51. Kakue Tennenuu B 00actu ayTeHTU(GUKAIIUN OKUIAI0TCS B Oyymem?

52. Kak kBaHTOBBIE BBIYMCICHHUS MOTYT IOBJIHMATH Ha KpUOTOrpaguio?

53. Kaxkue 3akoHOmaTenpHbIe TpeOOBAHUS PETYIUPYIOT 3AIIUTY JaHHBIX?

54. Yro takoe GDPR u xak oH BiMseT Ha ayTeHTHPHUKANIO?

55. KaxkoBa ponb aynuta 6€301acHOCTH B IIPEAOTBPAIIEHUN OIUO0K?

56.  Kax mpoBOJHTb OLIEHKY PUCKOB B CUCTEMaX ayTeHTH(HUKAIUN?

57. Kakne MeTpuku HCTIONB3YIOTCS 17151 OTICHKH (P PEKTUBHOCTH CUCTEM ayTeHTHUDHuKanun?
58.  Kak o0y4yeHue cOTpyIHUKOB IIOMOTaeT NPeAOTBPATUTH OMIMOKY ayTeHTUDUKAIIH?

59. Kakue nHCTpyMEHTBI MOHUTOPHUHTA TTIOMOTAIOT OOHAPYKUTh aTaKW Ha ayTeHTU(DHUKAINIO?
60. Kakue nepcnekTHBBI pa3BUTHUS CUCTEM ayTEHTU(HUKAIINH BbI BUIUTE?

MHNOJAEJIKA 3AITPOCOB_HA CTOPOHE_CEPBEPA 1 3
1.1.CyuiHocTh NOJIIENKY 3aPpOCOB HAa CTOPOHE CepBeEpa.
2. Tunbel moAAEIIOK 3aMPOCOB HA CTOPOHE CEpBEpPA
2.1. Meroas! u npumeps! nogaenok HTTP-3anpocos.
2.2. llonnenka TaHHBIX B TEJE 3ampoca.
2.3. [lognenka IP-agpeca.
3. MeToapl 3alIUThI OT MOJJEIKH 3alIPOCOB
3.1. Bepu¢ukanus 1aHHBIX Ha CTOPOHE CEpBEpA.
3.2. Ucnonb3oBanue HTTPS.
3.3. MexaHu3Mbl ayTeHTU(UKAIIUN U aBTOPHU3ALINH.
3.4. [IpoBepka 3aroj0BKOB 3ampoca.
3.5. @®ynakuonan u Bo3moxkHoctd WAF (Web Application Firewall).
3.6. CSRF (Cross-Site Request Forgery) mexanu3Mbl pe10TBpaIICHHS.
4. TlpakTH4ecKkue NpuMephbl aTak U 3alIUThI
4.1. JlemoHCTpanus ysa3BUMOCTH B IPOCTOM BEO-TTPUIIOKEHHUHU.
4.2. leMOHCTpalus CIOCOOOB 3aLUTHI OT MMOKA3aHHON YSI3BHMOCTH.



5. CoBpeMEHHbBIE TPEHBI B 3AIIUTE OT MOJJIEIKH 3aMPOCOB

5.1. BeccepBepHbie GYHKIIUU U 0€30MACHOCTb.

5.2. Ucnonb30BaHNE MUKPOCEPBUCHOMN apXUTEKTYPHI JIJIs1 TOBBIIICHUS 0€301TaCHOCTH.
5.3. Ponb HCKYCCTBEHHOT'O MHTEIIJIEKTAa B OOHAPYKEHUH aTaK.

1. KaxkoBa akTyanbHOCTH IPOOIEMBI TTOAAETKH 3arpocoB B 2024 roay?
2. Kakas craructuka kubeparak 3a 2024 ron?

3. Kakue CVE cBs3aHbl ¢ MOAAETKON 3a1TPOCOB?

4. Kakue MHCTpYMEHTBI HCIIOJIBb3YIOT 3JI0YMBIIIJIEHHUKH AJIs aTak?

5. Kaxkue nocnenctust umeror zero-day ys3Bumoctu?

6. UYro Takoe HTTP request spoofing?

7. Kak 3noymbinnenanku manunyinupyrot GET-3anpocamu?

8. Kak 310ymbinuieHHuKH Manunyaupyot POST-3anpocamu?

9. Kakue HTTP-3aronoBku noaBepraroTcs Noaaenke?

10. Kak mognenka 3aronoBka Authorization yrposxkaer 6e3omacHocTu?
11. Yro takoe SQL-uaBEeKIINN?

12.  Kak Cross-Site Scripting (XSS) cBsizaH ¢ MoJAEIKOM 3anpocos?
13. Kak 3noymbinnennnku noaaensiBaioT HTTP-3aronosku?

14. Kak nmonnenka HTTP-meronoB yrpoxaer 6e30macHOCTH?

15. Urto takoe URI manipulation?

16.  Yro Takoe IP-cy¢punr?

17. Kak VPN wucnons3yercsa ming noaaenku [P-agpecon?

18.  UYro Takoe Packet Injection?

19. Kak 3noympinuieHHIKH Ucnionb3ytoT [P-ciydunr B DDoS-aTakax?
20. Kax obnapyxwuts IP-crrypunr?

21. Kakue MeToapl Bamuaanuy JaHHBIX 3alIAIIAIOT OT HOAEIKU 3aIpoCcoB?
22. Kaxkue xem-(QyHKIIun UCIoNb3yIOTCS ISl TIPOBEPKH IIEIIOCTHOCTH?
23. Kakx JWT 3amuinaer ot noaaenku 3anpocoB?

24. Kaxk ananu3s IP-agpecoB u User-Agent momoraet oOHapyKUTh aTaku?
25. Kax HTTPS 3amumniaer ot noaieiaku 3anpocoB?

26. Kakue pexomennaruu o Bueapennto HTTPS cymectByror?

27.  Kak SSL/TLS cepTudukaTsl MOBHIIAIOT 0€30MaCHOCTH?

28. Yro takoe MFA u kak oHO 3aluniaeT oT aTax?

29.  Kakue MeTo/1bl OMOMETPUYECKOH ayTeHTHU(HUKAIMU CYIIECTBYIOT?
30. Kaxk Toxens! (JWT) ucnonb3yrorces 1isi ayTeHTU(PUKAITIH?

31. Kakue HTTP-3aronoBku 6€30MacHOCTH CYIIECTBYIOT?

32. Kaxk X-Frame-Options 3ammuimaet ot clickjacking?

33. Kak Content-Security-Policy 3amumiaer ot XSS?

34, Kax Access-Control-Allow-Origin HactpanBaeT CORS?

35.  UYro rakoe WAF (Web Application Firewall)?

36. Kaxkune npeumymecta WAF 175t 3amuThl BeO-MPUITOKECHHH?

37. Kak WAF zammumiaer ot SQL-unbexumii u XSS?

38. Urto takoe CSRF (Cross-Site Request Forgery)?

39. Kakx CSRF-TokeHbI 3a1MIaI0T OT aTak?

40. Kaxk atpubyr SameSite Cookies npenorBpamaer CSRF?

41. ITouemy GET-3ampocel He AOKHBI U3MEHATH COCTOSIHUE CUCTEMBI?
42. Kaxk mpoBepka 3aronoBkos Origin u Referer momoraer 3amure?
43. Kaxkue npumeps! ya3sumocreid CSRF cymectByror?

44. Kax Flask zanmmmiaer or CSRF?

45. Kaxue meroas! 3amutsl or CSRF pekomenayrores?

46. Kakue DevSecOps nmpakTUKH 3aIIUIIAIOT OT MOAAEIKH 3aIPOCOB?
47. Kak koHTeliHepu3anus BIuseT Ha 6e301MacHOCTh?

48. Kakue nHCTpyMEHTBI CKAaHUPOBAHUS YS3BUMOCTEH CYILIECTBYIOT?
49.  Kak MOHHUTOPHHT runtime MoMoraeT 0OHapyXHUTb aTaKu?



50. Kaxkue npaktuky 6€301macHOTO KOJUPOBAHUS CYIIECTBYIOT?

51. Kax 3amututs API oT nonnenku 3anpocos?

52. Kakue meroas! ayrenTudukamuun APl pexomenayrorcs?

53.  Kak norupoBaHue MoMoraeT 0OHapyKUTh aTaku?

54. Kak mamunHOe 00y4eHre UCTIONB3YyeTCs JUIsl OOHAPYKEHHS aTak?

55. Kakue anropurmel ML mpuMeHSIOTCS JUTs KJTacCU()UKALMU aTak?

56. Kaxk o6HapyxuTh aHOMaIbHBIN TpapuK ¢ moMorIbio ML?

57. Kaxue BBIBOABI MOJKHO CZI€NaTh O 3aIIUTE OT MOAJIEIKH 3alIPOCOB?

58. Kaxkue TenneHnyu B 00JIaCTH 3aIATEL OKATAKOTCA?

59. Kakue pexkoMeHamnu mo MoBBIMICHUIO OE30MaCHOCTH MOKHO 1aTh?
60. Kaxkue crangapTsl 6€301MaCHOCTH MPUMEHSIOTCS K BEO-TIPUITOKEHHSAM ?

HOACHYIINBAIOIIHNE ATAKH 1.3
1.1. Onpenenenne NOACITYIIMBAIOIIUX ATAK.
1.2. Mcroprueckuii KOHTEKCT: pa3BUTHE TEXHOJIOTHI U SBOJIIOLMS TOACTYILINBAIOIINX ATaK.
2. Tunbl NOACITYIINBAIOIIUX aTAK
2.2. ATaku Ha IPOBOJHBIE CETH.
2.3. Mcnionp30BaHue 4eI0BEUECKOro (pakTopa B MOJICTYIINBAIOIINX aTaKaxX.
3. TexHOJIOTMM U UHCTPYMEHTHI JIJIsl OJICTYIIUBAIOLIUX aTaK
3.1. AnnapaTHble CpEeACTBA: YCTPONUCTBA U UX BO3MOKHOCTH.
3.2. IlporpaMMHBbI€ pELICHUSI.
3.3. Meto/ibl aHanM3a U epexBara TaHHBIX.
4. TlocneacTBuUs peayin3aluy MOACTYIINBAOIINX aTaK
4.1. Ymep0 a1 opranu3aiuu.
4.2. Yrpo3bl INYHOW O€30MMacHOCTH.
5. 3amura OT NOJACTYIIMBAIOIIUX aTaK
5.1. TexHuueckue Mepsbl.
5.2. Opranu3aliMOHHbIE MEPBHI.
5.3. IIpaBoBBIE aCTIEKTHI.

1. Yro Takoe MoACIyIINBAIONINE aTaKu?

2. Kakue ocHOBHBIE BH/IbI TOACTYIIMBAIOIINX aTaK CyIIECTBYIOT?

3. Kak mpoucxonut nepexBaT JaHHBIX B He3aU(POBAHHBIX CETSIX?

4. Kaxkue ycTpoiicTBa MOTYT OBITH MCTIONIB30BAHBI JJIS TIOJICTYIIIBAHUS ?

S. Kak BpenonocHoe [10 yuacTByeT B IOACTYIINBAIOIINX aTaKax?

6. Kakue pannue MeTo1bl OACTYIIMBAHUS UCIIOJIH30BAIUCH ?

7. Kaxk pa3BuBanuch noAcaylnBaroIie aTaky ¢ MOSBICHUEM 3JIEKTPOHHBIX YCTPOUCTB?
8. Kakue coBpeMeHHbIE TEXHOJOTMH UCIIOIB3YIOTCSA B OACTYIIMBAIOIINX aTaKax?
9. KakoBbl nocneacTBUs MOACTYIIMBAIOIIMX aTaK JJIsl OpraHu3auii?

10. Kak 3BosroninOHMpOBaAIIM METO/IbI ITEpEXBATa JIEKTPOMArHUTHBIX CUTHAJIOB?
11. Yo Takoe araka mo cioBapio B KoHTekcTe Wi-Fi?

12. Kak paboraer ataka na PIN-koq WPS?

13. Yro takoe 3axBaT pykonoxatus B WPA/WPA2?

14. [Touemy nipotoxkon WEP cuutaercs yss3BUMbIM?

15. Kakue pucku cBs3ansl ¢ npotokoiaamu WPA u WPA2?

16. Kaxk cranmapr WPA3 ynyamaer 6e3onacaocts Wi-Fi?

17. Uro takoe KRACK-araka?

18. Kak paboratot araku uepes ppeiimbl ynpasienus B WPA2?

19. Uro Takoe WiPhishing?

20. Kakune MeTozp! 3auTHl OT aTak Ha O€CIIPOBOIHBIC CETH CYIIECTBYIOT?

21. Uro Takoe DDoS-araka u kak ona paboraer?

22. Kaxk ¢pummHr ucnonb3yercst s MoACTyIIMBaHUS JaHHBIX?

23. Kaxue Buab! BpenonocHoro [10 npuMeHsIoTCs B OACIYIINBAIOIINX aTaKax?



24. Urto takoe cHudduHr?

25. Kakue araku Ha ypoBHE NPUIOKEHUI MOTYT IPUBECTU K YTE€UKE JAHHBIX?

26. Kaxk ¢unbrparus Tpaduka moMoraer 3alUuTUTHCS OT aTak?

27. Kakue npeumyiectsa naet ucnoaszoBanue CDN?

28. Kaxk obmaunbie cepBUCH TOMOTAIOT MPEOTBPATHTH aTaKh?

29. [Touemy oOy4eHMEe MOTB30BATENEH BAXKHO /IS 3aITUTHI OT (DUIITHTA?

30. Kakue MeTospl 3aUThl OT aTak Ha TPOBOIHBIE CETH CYIIECTBYIOT?

31.  Yro rakoe Tailgating B conmanbHoi nHXeHepUun?

32. Kak 3710yMBIIIJIEHHUKH YCTAaHABIUBAIOT IOBEPUE C KEPTBOM?

33.  Yro takoe meton Quid pro quo?

34. Kakyro ponb urpaer yenoBedeckuii (pakTop B yTeukax JTaHHBIX?

35. Kakue cratuctuueckue JaHHbIE TOATBEPKAAIOT BIMSIHUE YEI0BEUECKOro (paxkropa?

36. Kaxk ¢umuHr cBs3aH ¢ MOACTYITUBAIONIMMH aTaKaMu?

37. Kakne MeTopl MaHUTYJISIIIMK UCTIONB3YIOTCS B TeIe()OHHBIX aTakax?

38. Kak comumanbpHbie ceTH MOTYT OBITh UCIIOIB30BAHBI JJIS TTOJICTYIITUBAHUS?

39. Kaxue mMepsl 3a1iUThl TIOMOTalOT CHU3UTh PUCKH COLIMAJIBHON MHXKEHEpUN?

40. [Touemy oOyueHre COTPYTHUKOB KPUTHIECCKH BAXKHO?

41. Kakue ¢pusnyeckue ycTpoiicTBa UCTIONB3YIOTCS ISl MTOACTYIINBAHUS ?

42. Kak MoOMIIBHBIC YCTPOICTBA CTAHOBATCS MHUIIICHIMU?

43. Kakue TexHomornu no3BosisiioT yJaleHHO NepexBaThIBaTh JaHHbIE?

44. Kak amekTpomMarauTHoe M31y4E€HHE UCTIOIb3YETCS B TOACTYIIUBAIOIINX aTakax?

45. Kakoe BnusiHUE MOCITYIIMBAIOIINE aTAKU OKA3bIBAIOT HAa OM3Hec?

46. UTto Takoe Keiorrepsl 1 Kak OHU paboTtaroTt?

47. Kakue ¢pyHnkuuu Beimonuser mmuoHckoe [10?

48. Kak Bpenonocnoe I10 nonagaer Ha yCTpONCTBO KEPTBBI?

49. Kakue MeTopl 3aUThl TOMOTal0T 0OHAPYXKUTH mIruoHCcKoe [10?

50. Kakoii npouent BpegonocHoro I10 cocrasnsier mmnuonckoe [10?

51. Kakue ¢puHaHCOBBIE TOTEPU MOTYT ITOHECTH OpraHU3aIun’?

52. Kak yreuku gaHHBIX BIUSIOT HA PENyTalMI0 KOMIaHUN?

53. Kaxkue npumMepsl HHIIMIEHTOB, CBSI3aHHBIX C BHYTPEHHUMHU YTPO3aMU, U3BECTHBI?

54. Kaxk moacnymmBaromye aTaku yrpoxaroT JUYHOU 0€3011acHOCTH?

55. Kakue ys3Bumocts B [oT criocoOCTBYIOT MOACTYIIUBAHUIO?

56. Kakue Meppl noMoraror MUHMMHU3UPOBATh PUCKU?

57.  Kak aByx¢akropHas ayTeHTU(UKAIM TOBBIIIAET 6€301aCHOCTb?

58. Kaxkue cucteMbl HCTIONB3YIOTCS I OOHAPYKEHUS aTak?

59.  Kakue ropuandecKkue nocieacTBUs MOTYT BOSHUKHYTh?

60. Kakue aTnueckue BOnpocsl CBs3aHbl C MOACITYIIMBAIOIUMHU aTaKkaMu?
PYTKUT 1.3

1.1. CymHocTh pyTKUTA

1.2.XpoHosnorust pa3BUTHS pyTKUTOB.

2. Tunbl pyTKUTOB

2.1. Knaccudukanus no crnoco0y 3apaxeHus.
2.2. Knaccudukanus 1mo e aTaku

2.3. Knaccugukanus mo Mecty padoTsl

2.4. Ilpumepsl U3BECTHBIX PYTKUTOB

3. Meronbl 0OHapyKEHUSI pyTKUTOB

3.1. CurHaTypHbIi aHAIU3.

3.2. OBpUCTUYECKUI aHATIU3.

3.3. AHanu3 NOBEeOECHUS CUCTEMEI.

3.4. Ucnonp3oBanue cnenuanusupoBanHoro [10.
3.5. PyuHoli ananms.

4. MeTo/1bl 3a1IUTHI OT PyTKUTOB

4.1. IIpodunakTrka 3apakeHUS

4.2. PerynsipHoe CKaHUPOBAHUE CUCTEMBI.



4.3. Vcnonb3oBanue sandbox-TeXHOJIOTHH.

4.4. TlpakTrueckre peKOMEH A 110 TIOBBIIICHUIO 0€30ITaCHOCTH.
5. IlpaBoBbIE aCHIEKThI

5.1. OTBETCTBEHHOCTD 3a CO3/IaHUE U PACIIPOCTPAHEHUE PYTKUTOB.
5.2. 3aKOHOJIATEIHCTBO B OTHOIIEHUH KHOCPIIPECTYIIIICHUH.

1. Yro Takoe pyTKUT?

2. KakoBa ucropust pa3BuTUsi pyTKUTOB?

3. Kakue u3BecTHbIe IPUMEPHI PYTKUTOB CYLIECTBYIOT?

4. Kaxkoit macmrad yrpo3sl pyTKUTOB?

S. Kakue texnuku MITRE ATT&CK ucnonb3yroT pyTKUTHI?

6. Kak pyTKUTBI MPOHUKAIOT B CUCTEMY?

7. Kakue metoab! pacipocTpaHeHUs PYTKUTOB CYLIECTBYIOT?

8. Kak USB-ycrtpolicTBa HCNONB3YIOTCS 1J1 PaCpOCTPAHEHUSI PYTKUTOB?
9. Kak conunanbHast UH)KE€HEpUs IOMOTaeT pacIpOCTPAHATh PYTKUTHI?
10. Kak ysa3sumoctu I10 rcnonb3yroTcs 11l BHEAPEHUSI PYTKUTOB?
11. Kaxue TuIbl pyTKUTOB CyIIECTBYIOT?

12. Kakune QyHKIIMM BBITIOTHSAIOT PYTKUTHI YPOBHS TTOJIB30BATENS?

13. Kakue (yHKIMY BBIOIHSAIOT PYTKUTHI YPOBHS apa’?

14. Kaxk pyTkuThl 06€cieunBaroT CKPHITHOCTh?

15. Kaxue meToapl MaCKUPOBKH MCIONb3YIOT PYTKUTHI?

16. Kakue nmpuMepbl U3BECTHBIX PYTKUTOB MOKHO MTPUBECTHU?

17. Uro Takoe Stuxnet U Kak oH paboTtan?

18. Yro takoe TDSS?

19.  Yro Takoe Flame?

20.  Iloyemy cI0XHO OOHAPYKUTH PYTKUTHI?

21. Kakue metoasl 0OHapyKeHUSI PyTKUTOB CYIIECTBYIOT?

22. Kak paGotaeT curHatypHblii aHaIH3?

23. Kaxk paboraer moBegeH4UeCcKnii aHaIu3?

24. Kakne uHCTpyMEHTHI 0OHAPYKEHUSI PYTKUTOB CYLIECTBYIOT?

25. Kaxk paboraer GMER?

26.  Kak pa6oraer RkUnhooker?

27. Kakue meToapl aHanm3a CUCTEMHBIX BBI30BOB HUCIIOJIb3YIOTCA?

28. Kakue metozpl ananusa ceTeBoro Tpapuka NpuMeHsSI0TCs?

29. Kakue antuBupycHbie mporpaMmbl 3 (HEKTUBHBI TPOTUB PYTKUTOB?
30. Kak paboraet Bitdefender?

31. Kaxk paboraer Norton?

32. Kak paboraet Kaspersky?

33. Kakue MeToasl pydHoro 0OHApYKEHHUSI PYTKUTOB CYIIECTBYIOT?
34. Kak ncnonp30Bath OTIaI4UKH 11 OOHAPYKEHHS PYTKUTOB?

35. Kakue MeTop! 3aIUThl OT pYTKUTOB CYIIECTBYIOT?

36. Kak aHTHBHMpYCHI 3aIIMIIAIOT OT PYTKUTOB?

37. Kaxk o6nosnenue [10 3ammuimaer oT pyTKUTOB?

38. Kak ckaHupoBaHHe CUCTEMBI TIOMOTAET OOHAPYKUTH PYTKUTHI?

39. Kakas ontumasnbHas 4acTOTa CKAHUPOBAHUS CUCTEMBI?

40. Kakwue pesynbrarsl nmokassiBatot sandbox-uccrienoBanusi?

41. Kaxkue ys3umoctu Obutr 00Hapyx)eHbl B 2024 Tomy?

42. Urto takoe CVE-2024-44243 B macOS?

43. Kakx EDR-cuctembl moMOTarOT 0OHAPYKUTH PYTKUTHI?

44. Kak Al ucnonp3yercs 1151 OOHapyKeHUSI PYTKUTOB?

45. Kakue nepcnekTuBbI pa3BUTHS 3aIUTHI OT PYTKUTOB CYIIECTBYIOT?
46. Kakue npaBoBble aCIIEKTHI UCIIOJIB30BaHMSI PYTKUTOB CYILIECTBYIOT?
47. Kakas oTBeTcTBEeHHOCTH MpeaycMoTpeHa no cratbe 272 YK PD?
48. Kakas oTBeTCTBEHHOCTD ITpenycMoTpeHa 1o cratbe 273 YK PO?



49. Kakas oTBeTcTBEeHHOCTH MpeaycMoTpeHa no cratbe 274 YK PD?

50.  Kaxkue 3THuecKue BONpOCHI CBSI3aHbI C PyTKUTAMU?

51. Kaxk pyTKUTBI HCTIONB3YIOTCS B KHOEPIIITUOHAXKE?

52. Kakue orpacnu Hauboee ysa3BUMbI K pyTKUTaM?

53. Kak pyTKUTBI BIUSIOT HA KPUTHIECKYIO HHPPACTPYKTYpy?

54. Kakue pekomenaanuu 1o 3aiure oT pPyTKUTOB MOXHO JaTh?

55. Kak co3nate nan pearupoBaHusi Ha OOHapy>KEHHE pyTKUTA?

56. Kakne uHCTpyMEHTb MOHUTOPUHTa TOMOTAIOT OOHAPYKHUTh PYTKUTHI?
57. Kaxk o0y4yeHue coTpyTHIKOB ITOMOTAET MPEAOTBPATUTD 3apAKEHUE PYTKUTAMU?
58. Kakue meTpuku oreHuBatoT 3pGEKTUBHOCTH 3aLUTHI OT PyTKUTOB?
59. Kakue TeHaeHIMmM pa3BUTHS PYTKUTOB OKUIAIOTCS?

60. Kaxue BbIBOABI MOKHO ClI€NaTh O 3aIIUTE OT PyTKUTOB?

COLHUAJIBHAA MHXEHEPUSA 1 3
1.1. AKTyanpbHOCTb TEMBI COLIMATILHON NHKEHEPUU B COBPEMEHHOM MUDE.
1.2. CylmHOCTh COIMaIbHONU UHXEHEPHUH.
2. MeTo/1bl cOlIMalIbHON UHKEHEPUN
2.1. Unxenepus noBepust
2.2. Pa3HOBUAHOCTU MAHUITYJISIIUN
2.3. IlperexkcThHT
2.4. KBu3uHr
2.5. bedtunr
2.6. [ToapeIB noBepus
3. Ilpumepsl peanbHbIX aTak COUATBbHON HHXEHEPUHU
3.1. Kparkoe onucanue U3BECTHBIX CIIy4aeB yCIIEIIHBIX aTak.
3.2. AHaJIN3 UCTOJIb30BAHHBIX 3JIOYMBIIUICHHUKAMHU YSA3BUMOCTEMN
4. 3amuTa OT COLMAIBLHON NHKEHEPUN
4.1. O6yueHue COTPYJHUKOB METOIaM PAaCIIO3HABAHUS M MPEJOTBPAIICHUS aTaK.
4.2. TexHU4ECKUE CPEICTBA 3AIUTHI
4.3. [Tonmutrky 6€30MaCHOCTH | MPOIEAYPHI pEaripOBaHMs HA HHITUIACHTHI.

1. Uto Takoe conuaibHasi MHKEHEPUS U ITIOYEMY OHA MIPEACTABIIACT yrpo3y?
2. Kakue ¢akTopsl CIOCOOCTBYIOT POCTY aTaK COLUAIBHON HHXKEHEPUH?

3. Kaxk ynanennas pabora BIUsSET Ha ySI3BUMOCTh K COITUATBHOW MHKEHEPUH?
4. Kakue meToap! conranbHON HHKEHEpHH Hanboliee pacpoCcTpaHeHbl?

5. KakoBbl pmHaHCOBBIE TTOCTIECTBUS YCIEITHBIX aTaK COIUATbHON HHKXCHEPHUH?
6. Uem counanbHast HHXEHEPUS OTIMYAETCS OT TEXHUYECKUX aTak?

7. Kakue xapakTepucTHKU OTINYAIOT COLMATBHYIO HHXEHEPHUIO OT JPYTrUX TUIOB aTak?
8. Yro Takoe HHXKEHEpUs JOBEpUs?

0. Kak 3710yMBIIIJIEHHUKHA UCTIOJIB3YIOT UMUTALIMIO aBTOPUTETHBIX JIUIL?

10. Kakue sMonmoHanbHble YA3BUMOCTH IKCITyaTUPYIOT aTaKyromue?

1. Kak 31m0yMbIIICHHUKH UCTIONB3YIOT HHPOPMAIIUIO U3 COITUATBHBIX CETEH?
12. Yo Takoe GUIIMHT ¥ KaKUe €ro pa3HOBUIHOCTHU CYILECTBYIOT?

13. Uewm ¢ummHT oTIaMvaercs ot papMuHra?

14. UYro Takoe cMumuHT (Smishing)?

15. Uro takoe BummHT (Vishing)?

16. UYto Takoe MpeTeKCTUHI?

17. KakoBbI mocieicTBus atak ¢ UCMOAb30BAHUEM ITPETEKCTUHTA?

18. UTo Takoe KBU3HUHT U KaK OH UCHOJb3yeTcs?

19. Kakue nmpuMepbl KBUBMHTOBBIX aTaK MOYKHO MTPUBECTHU?

20. Kax 3amuturbest or kBu3uHra?

21.  Yro Takoe GeHTHHI?

22.  Kaxkue ¢popmbl OEHTHHTA CYLIECTBYIOT?



23. Kaxk 3ammururscs ot Oeifituara?
24.  Yro Taxoe tailgating?

25. KaxkoBbl mocneacTBus arak tailgating?

26.  Uro Takoe shoulder surfing?

27. Kakue mepsl npenorpamarot tailgating u shoulder surfing?

28. Kaxue npumeps! yCIenIHbIX aTak COLMaIbHON MHKEHEPUH U3BECTHBI?

29. Kakue ys3BUMOCTH HCTIOJIB30BAJIUCH B aTaKax Ha KPYMHbIE KOMIIAHUH?

30. Kak o0yueHme coTpyAHHKOB IIOMOTAET MPEAOTBPATUTH aTaKu?

31. Kaxkue kirodeBsie acriekThl 3OPEKTUBHOTO 0O0YUCHHSI MOYKHO BBIICIUTDH?

32. Kakne kommanuu npeasaratoT nporpaMmMbl 00y4eHHsI 10 3aiuTe?

33. Urto Takoe MHOTO(aKTOpHAS ayTeHTU(PUKAINS B KOHTEKCTE 3aIIUTHI OT COIMATbHON HH)XKCHEpUU?
34. Kakue Tennennmu Habmronatorces Ha peiake MFA?

35. Kakue nmpumeps! ycneniHoro npumeHenust MFA mMoxxHO npuBectu?

36. Kakue aHTUPUITUHT-CUCTEMBI UCTIONB3YIOTCS IJISl 3aLTUTHI?

37. Kak monmutrku 6€30macHOCTH MOMOTal0T MUHUMH3UPOBATh yiepo?

38. Kakwue 3tansl BKIr0O4aeT npoueaypa pearupoBaHusi HA HHIUACHTHI?

39. Kaxkyro ponb urpaer yenoedeckuit haktop B nHGOpMAIMOHHOM O6e30macHoCcTH?
40.  Kakue mepsl He0OX0AUMBI 1151 3(PPEKTUBHOM 3aLTUTHI OT COLMATIBLHON HHKEHEPHH?
41. Kak co3nate kynbTypy 0€30macHOCTH B OpraHU3allun?

42. Kakue ncuxosnornyeckue NpuHIUIEBI J€KaT B OCHOBE COLUATIbHON HHKEHEPUU?
43. Kak 3710yMBIIIJIEHHUKH CO34aI0T YYBCTBO CPOYHOCTH?

44. Yro Takoe KIMKOSHT B KOHTEKCTE COIIMAIbHON HHKECHEPUH?

45. Kak pacno3nats (pummHroBoe nucbmo?

46. Kaxue npu3Haku yka3blBalOT Ha NOMBITKY COLUAIILHON UH)KEHEPUH?

47. Kaxk mpoBepuTh JISTHTUMHOCTH 3arpoca Ha KOHPHUACHITHATBHYI0 HHpOpMaIuio?
48. Kakue TexHuueckue cpeicTBa 3aluThl OT COLMATIBHON NHKEHEPUHN CYLIECTBYIOT?
49. Kaxk ncronp30BaTh CUMYIISIUU aTak JUIsl OOy4EeHUS COTPYTHUKOB?

50. Kakne MeTpuKku HCTONB3YIOTCS U1 OLIEHKH Y(PPEKTUBHOCTH 3aLUTHI?

51. Kak n3amMeHuImch MeToibl COIMaabHOM UHXEHEPHUH ¢ TiosiBieHueM MIA?

52. Kakue orpacnu Hauboee ysa3BUMBI K COIIMATILHON HHKEHEPUH?

53. Kak 3amuTtuTh yaaeHHbIX COTPYIHUKOB OT COIMATIBHOM HHKEHEPUU?

54. Kakue npaBoBble OCIEACTBUS BIECUET COL[MANIbHAS NHKEHEPUs?

55. Kak comumanbHas mHX)EHEpHs CBsA3aHa C IPYTUMHU TUIIAMH KuOepaTak?

56. Kakne HHCTpYMEHTBI HCIIONB3YIOT 3JI0YMBIIUICHHUKH JUIsl cOopa nHpopmanun?
57. Kak 3amututh muaHyro nHGOPMAITUIO B COITUATBHBIX CETAX?

58. Kakue npornenypsl Bepu(uKauy MoMoraloT IpoTUBOCTOSATh IPETEKCTUHTY?

59. Kaxk pearupoBats mipu 0OHapy>KEHUH aTaKu COMATIbLHON WHKEHEPHUH?

60. Kakue nepcnekTuBbl pa3BUTHSI METO/IOB 3aLUTHI OT COLIMAIILHOM MHXKEHepUun?

CPEACTBA _MAIHIMHHOT'O_OBYYEHUS KAK _OBBEKT 3AIUTHBI UHO®OPMALIMU 1 3
1.1. AKTyaJabHOCTb T€MBI 3alIUTHI HH(POPMALIUU B 3TI0XY MAIIMHHOTO 00yUEHHUSI.

1.2. KpaTkas xapakTepucTiKa MallIMHHOTO O0yYEHHUsI M €70 IIPUMCHECHHIA.

2.2. CpencTBa MAIMHHOTO 00Y4EHUS KaK ySA3BUMbBIE OOBEKTHI

2.1. Ys3BUMOCTH MOJIeNIell MAallTMHHOTO 00Y4YCHHUS.

2.2. Y3BUMOCTHU JAaHHBIX, UCTIOIB3YEMBIX JUISI 00yUEHHS MOJIEICH.

2.3. Ysa3BuUMOCTH MH(GPACTPYKTYPHI, UCIIOIB3YEMOU I 00yUEHUS U TPUMEHEHUS MOJICIICH.
3.3. Metoapbl 3amuTsl HHGOPMAIMH, TPUMEHSIEMbIe K CPECTBAM MAIIMHHOTO O0yUYCHHS
3.1. 3anmTa DaHHBIX.

3.2. 3amuTa MojieIen.

3.3. 3amuTa nHPPACTPYKTYpPHI.

4.4. IIpakTruecKkue IpUMeEpPsl Yrpo3 U MEp 3alUThI

4.1. Ilpumep 1.

4.2. Ilpumep 2.

4.3. Ilpumep 3.

5.5. IlepcneKTHBBI pa3BUTUSI METOI0B 3AILUTHI HHPOPMAIIUH ISl MAIIMHHOTO O0yYeHUS



5.1. HoBele MmeToas! 3amursl oT adversarial attacks.
5.2. Pa3BuTHe TexHOMOTHI 6€30MacHOTO OOMEHA TAHHBIMHU ISl OOYICHHS MOJCTICH.
5.3. Pousib 3aKk0HO/IATENbCTBA B O0ECTIEYCHUH O€30MaCHOCTH MAIIMHHOTO O0y4YEHUS.

I. [ToueMy cpencTBa MATMHHOTO OOYYECHHUS SBISIOTCS 00BEKTOM 3aIUTHI?
2. Kaxkue ys3BUMOCTH CHCTEM MAIIMHHOTO OOYYEHHSI CYIIECTBYIOT?

3. UYro Takoe Data Poisoning?

4. Kaxkue nmocnenctust moxxket numeth Data Poisoning?

5. Uro Takoe Model Stealing?

6. Kak 3amututh MOJeIM MaIIMHHOTO O0y4YEHHUS OT KPaXku?

7. Uro Takoe Adversarial Attacks?

8. Kak coctsizarenbHble aTaku BIUSIOT Ha paboTy ML-cuctem?

9. Kakue npumepsl cocTA3aTeNbHBIX aTaK U3BECTHBI?

10. Kaxkue purancoBbie prCKH CBsI3aHBI C aTakaMu Ha ML?

11. Kaxkas craructuka yreuek aHHbIX cBsizaHa ¢ ML?

12. Kaxk obecrieunts KOHPUACHITMATHLHOCTD TaHHBIX B ML-cucremax?

13. Kakue metoap! mudpoBaHus MPUMEHSIOTCS i 3aiuThl ML?

14. Urto takoe QKD (Quantum Key Distribution)?

15. Uro Takoe Zero Trust Architecture B kontekcre ML?

16. Kax SASE nomoraer 3amututs ML-cucteMsl?

17.  Kak EDR 3amumaer ML-ungpactpykrypy?

18. Kaxk o0ecrieunTs 11€710CTHOCTH TaHHBIX B ML-cucremax?

19. Uro Takoe eneparuBHOE 00yUueHHE?

20. Kaxkue npenmymecta ¢gpeaepatuBHOTO 0OOy4IEeHHS 11 0€3011aCHOCTH?
21. Uro Takoe Stalactite u kak oHa oOecrieunBaeT 6€30MacHOCTH?

22. Kakue meToapl 3aiUThl KOHPUICHIINATHPHOCTH JaHHBIX CYIIECTBYIOT?
23. Kak muddepennmanbaas npuBaTHOCTD 3aIIUIIACT JaHHBIC?

24.  Yto Takoe romomMopdHoe muppoBanue?

25. Kaxk obnapyxuBaTh Brop>kenus B ML-cuctembi?

26. Kak IDS ucnonb3yercs ans 3amutsl ML?

27. Kak NTA nomoraer 3amututs ML-cucremsr?

28. Uro takoe EDR B xonTekcre 3ammtsr ML?

29. Kaxkue anroputmbel ML ncnions3ytotes i1 0OHapy>KeHHS BTOPYKEHUMA?
30.  Kakx SVM u kNN npumensorces a1si OOHapyKeHHs aTak?

31. Kakue yrpo3bl BO3HUKAIOT MPHU UCIIOJIH30BAHUU OTKPBITHIX MOJIEIICH?
32. Kakwue pucku cBs3anbl ¢ mogensmu Ha Hugging Face?

33. Kax dopmar SafeTensor moBeimraer 6e30macHoCTh?

34.  Kaxwue ys13BUMOCTH CBsi3aHbl ¢ (haitimamu .pickle?

35. Kakue cuenapun atak Ha ML-cucTeMbI CylIECTBYIOT?

36. Kak 3noympinienaukn 06xoast CAPTCHA ¢ momorsto ML?

37. Kakue metozs! 3amuthl ot adversarial attacks cymecTByroT?

38. Kak perynsipuzanus noMoraer 3aliuTUTh MOJEIHU?

39. Uro Takoe adversarial training?

40. Kaxk ayrmenraius JaHHBIX MOBBIIIAET YCTOMYUBOCTh MOAEIIEH?

41. Kaxk o6napyxuth orpaBinenue ganubix (Data Poisoning)?

42. Kakue Meroapl Banuaanuu JaHHBIX TPUMEHSIOTCS?

43, Kak MOHUTOpHHT KauecTBa JaHHBIX TOMOTAET 3aluTe?

44. Kaxue nactpyMeHTs! uis 3aiuThl ML-cucteM cyiiecTByroT?

45. Kak Apache Katka ucnonp3yercs ains 6e3omacHoit 00pabOTKU JaHHBIX ?
46. Kak Apache Spark o6ecnieunBaer 6e3onacHocts ML-naiiruraiiHoB?
47. Kakue mpaBoBbI€ acnieKThl CBsi3aHbI ¢ 3amuTod ML?

48. Kakue crangaptsl 6e30macHOCTH puMeHstoTcst K ML-cuctemam?

49. Kaxkue sTnyeckue BOIpochl CBA3aHbI ¢ 6e301macHoCThi0 ML?

50.  Kak obecriequth Ipo3pavyHOCTh U 00BsICHUMOCTE ML-Mozeneit?



51. Kakwue yrpo3sl coznaer ucnosnbzoBanue Al 3110yMbIlILIEHHUKaMU?

52. Kak Al ucnone3yercs 15 co3naHus aTak?

53. Kakue nepcriekTuBbl pa3BuTHs 3aUThl ML-cucTeM CymiecTBYIOT?

54. Kak xBaHTOBBIC BBIUMCIICHHS MOBIUSIOT Ha Oe3onmacHocTs ML?

55. Kakue pexoMmenaaruu no 3amute ML-cuctem MoxHO 1aTh?

56.  Kak o0y4eHue nepcoHana moMoraer 3amuTute ML-cucrembr?

57. Kakue meTpuku ornenuBaroT 6e3onacHocth ML-cucrem?

58.  Kak ayaur 6e3onacHoctu npumensierca k ML-cucremam?

59. Kaxue tennennuu B o0actu 0e3omacHocty ML oxxunarorcs?

60.  Kaxue BBIBOJIBI MOXKHO cenath o 3ammure ML kak o0bexTa nHpopMarmoHHon 6e30nacHOCTH?
TPOSTHCKHI KOHb(1.3)

1. BBeneHne B TeMy KOMIIBIOTEPHBIX BUPYCOB

1.1. Onpenenenre KOMIBIOTEPHOTO BUPYCA: YTO TAKOE BUPYC U KaK OH paboTaer.

1.2. Knaccugukanus BUpycoB: 0030p pa3IHMUHBIX TUIIOB BUPYCOB, BKIIOYas TPOSTHCKUX KOHEH.

1. Bunpl mporpaMM-BeIMOTaTeNnei

2. MomeHHnYeCKUE MporpaMMbl, MacKUpyrouiiecs noj jJerutumuaoe 110

3. ®unancosbie yrpo3sl (Banking Trojans)

4. TpostHCKHE KOHU

5. HoBble ¥ TpOABUHYTHIE YTPO3bI

2. TpOsSIHCKMI KOHb: UCTOPHS U IIPOUCXOKICHUE

2.1. IIpoucxoxaeHne HazBaHUs: MU(DOIOTHISCKUN KOHTEKCT B €T0 CBSI3h C KOMIIBIOTEPHOM 0€30MacHOCTHIO.

Jlerenna o TpostHCKOM KOHE

CuMBOIM3M TEpMUHA

Mudomornueckue apXeTHITbl U UX CBA3b C KHOEpyrpo3amMu

2.2. UcTropuueckue npuMepbl: U3BECTHBIE CIy4Yau 3apa)K€HUs U UX TOCIEICTBUS.
3. Mexanu3msbl pa0b0Thl TPOSTHCKUX KOHEH

3.1. Cioco6sl pactipocTpaneHus: Kak TposHIIBI IPOHUKAIOT B CUCTEMBI.
PexoMenganuu mo 3amure oT TPOSHOB:

1. Kpaxxa naHHbIX

2. YaaneHHbId JOCTYI

3. PacpocTpaHeHue Apyrux yrpos

4. Ataky Ha CUCTEMBI

5. CoumanbHas HHXEHEpUs

4. ITocnenctBus 3apaxeHuss TPOSTHCKUM KOHEM

4.1. Yep0 ans nmonb3oBaTeneil: pUHAHCOBBIE U HHPOPMALMOHHBIE TOTEPH.
4.2. Ymep0 it opranu3aiyii;: BIUSHUE Ha OU3HEC-TIPOIECCHI U PEMyTaIluIo.

1. Coop u nepeaaya KOHPUACHIUATEHOW HHPOPMALIUU

2. YcTaHOBKA IONOJHUTENBHBIX BPEIOHOCHBIX TPOrpaMm

3. YnaneHHoe ynpaBieHUE KOMIIBIOTEPOM

4. MOHUTOPHUHT AESATETBHOCTH COTPYAHUKOB

5. Hapyiienve npoayKTUBHOCTH

5. Metoapl 3aiUThl OT TPOSHCKUX KOHEH

5.1. AHTUBHpPYCHBIE MPOTPAMMBI: KaK OHU pabOTAIOT U Kakue PYHKIIMH UMEIOT.
OcHOBHBIE acTIeKThl PA0OTHI AHTUBUPYCHBIX MPOTPAMM

AKTyalnbHbIE YTPO3bI

OO6raunble pemeHus 1 0€301acHOCTh

[Iporno3st

5.2. IlpodrrakTuyeckre Mepsl: COBETHI IO 0€30MMaCHOMY TIOBEICHHIO B ceTu VIHTEepHeT.
6. bynymiee TposiHCKHX KOHEH 1 KOMITBIOTEPHOU OE€30MMaCHOCTH

6.1. DBoMIOLMS YTPO3: KaK MEHSIIOTCSI METObI aTaK U 3alIUTHI.

N3Menenus B MeTogax aTak

W3meHeHus B MeTO1aX 3allUThI

6.2. Ponp monb30Batesneit B ooecrieueHNH 0€30MacHOCTH: BaXKHOCTh OCBEOMIIEHHOCTH U 00yUYEeHHUS.



XN R

UTto Takoe TPOSITHCKUI KOHb B KOHTEKCTE KHOepOe301acHOCTH?
KakoBa ncropus MpouCX0XKACHUS TEPMUHA KTPOSTHCKUN KOHBY?
Kakwue Tumbl TpostHOB CyIIECTBYIOT?

Yro Takoe ransomware-TpOsiHbI?

Kakue nmpumepsl ransomware-TpOostHOB U3BECTHBI?

UYro takoe Banking Trojans?

Kakune npumMepsl 6aHKOBCKHX TPOSTHOB U3BECTHBI?

Kakue ocHOBHbBIE (DYHKITH BBITIOIHSAIOT TPOSHBI?

Kak TposiHbl pactipocTpaHsaroTcs?

Kaxue metozap! counaabHONW HHKEHEPUU UCIIOIb3YIOT TPOSIHBI?
KakoBa ucropust pa3BuTusi TpOSTHOB?

Kak pa6oran ILOVEYOU?

Kax paboran Zeus?

Kak pa6oran CryptoLocker?

Kaxk pa6oran Emotet?

Kak pa6oran BlackEnergy?

Kakas cratuctuka TposHckux atak 3a 2023 roa?

Kakue TpostHbI Hanboee pacpoCcTpaHeHskl ceifuac?

Kakue MeToapl NpOHUKHOBEHUS TPOSIHOB CYIIECTBYIOT?

Kak ¢ummHr ucnonp3yercs s pacpocTpaHeHHs TPOSHOB?
Kak Bpe1oOHOCHBIE BJIIOKEHUST PACIIPOCTPAHSIOT TPOSIHBI?

Kak Bpe1TOHOCHBIE CCBUIKH PacpOCTPAHSIOT TPOSHBI?

Kak Wi-Fi-ceTn ucnosb3yroTcs Aji paciipoCTpaHeHUs TPOSTHOB?
Kak ysa3sumoctu I10 rcnonb3yroTcs 1isi BHEAPEHUS TPOSTHOB?
Uro Takoe RAT (Remote Access Trojan)?

Kakue pynkmum numeror RAT?

Kakue npumepst RAT cymectByror?

Kak tposiabl ucnonb3yrores aiig DDoS-atak?

Kak TpostHbI KpaayT naHHbIE?

Kaxkoit sxoHOMUYEeCKHH yiiepO HaHOCST TPOSHBI?

Kakas craructika pUHaHCOBBIX IOTEPh OT Kubeparak?

Kak TposiHbI BIHSIOT HA peMyTAIIMI0 KOMITAHUI?

Kaxue npumMepsl KoMIaHHi, MOCTPaAABIINX OT TPOSIHOB, U3BECTHBI?

Kakue MeTop! 3aUThl OT TPOSHOB CYIIECTBYIOT?
Kak aHTHBHpYCHI 3aIIMIIAIOT OT TPOSTHOB?
Kax o6noBnenue I10 3ammiaer oT TposSHOB?

Kak oOyueHue monp3oBaTeseil moMoraeT npeloTBpaTHTh 3apakeHue?

Kakue npusHaku 3apaxeHusi TPOSIHOM CYILIECTBYIOT?
Kakue Metozb! ynaneHust TpOSTHOB CYILIECTBYIOT?

Kak 1nernoyka noctaBok UCHOIB3YETCS sl pAaCIPOCTPAHEHUS TPOSHOB?

Kak npm u PyPi ucnomns3yrorcs A5 pacipocTpaHeHUs! TPOSTHOB?

Kakue pexomenaanuu no 6€30nacHOMY MOBEJCHHUIO B CETU CYILIECTBYIOT?

Kaxkue nepcnekTuBbl pa3BUTHSI TPOSHOB CYIIECTBYIOT?

Kak Al Bnusier Ha pa3BUTHE TPOSHOB?

Uro Takoe Ransomware-as-a-Service?

Kak loT-ycTpoiicTBa noaBepKeHbl TpOsiHaM?

Kaxkue npaBoBbIe acieKThI CBS3aHBI C TPOSTHAMU?

Kakue Mepsl MpUHUMAIOT OpraHU3aIMK JIJIs 3aIIATHI OT TPOSTHOB?

Kak nenTectupoBaHre NOMOraeT 0OHaPYXUTh YSI3BUMOCTH K TpOosiHam?
Kaxue nHCTpyMEHThl MOHUTOPHHTA TOMOTal0T OOHAPYKUTh TPOSHBI?

Kak necounniipl (sandbox) uCONb3yIOTCS ISl aHAIIA3a TPOSTHOB?
Kaxue metpuku onieHUBatOT 3 PEKTUBHOCTD 3alUTHI OT TPOSHOB?
Kak pearupoBatb Ha 0OHapy>XxeHUe TposHa?



54. Kakwue nianbl BOCCTaHOBIJICHUS MOCTIE aTaKu TPOsIHA PEKOMEHYIOTCA?

55. Kak pe3epBHOE KOMpOBaHKE [TOMOTAET 3aIIUTUTLCS OT ransomware?
56. Kaxkue crangapTsl 6€301MaCHOCTH MIOMOTAIOT 3aIUTUTHCS OT TPOSTHOB?
57. Kak Zero Trust apxuTekTypa 3alllUIIAeT OT TPOSTHOB?

58. Kakue TeHaeHm pa3BUTHS TPOSHOB OXKUAIOTCS?

59. Kaxue HOBbIE METO/IBI 3AIMTHI OT TPOSHOB MOSBIISAIOTCSA?

60. Kakwue BbIBOJIbI MOKHO CAENIATh O 3aLIUTE OT TPOSHOB?

YA3BUMOCTHU_ITPOTOKOJIOB_TYHHEJIMPOBAHHUA 1 3
1.1. CymHOCTh TYHHEIMPOBAHUS U €r0 HA3HAUYCHHE.
1.2. Tumnel NpOTOKOJIOB TYHHEIUPOBAHUS.
1.3. AKTyaIbHOCTb TEMBI YSA3BUMOCTEN MPOTOKOJIOB TYHHEIUPOBAHUS.
2. ¥a3Bumoctu npoTokosaoB VPN
2.1. YA3BUMOCTH B peasiu3aliui KpUNTorpahuaeckux aaropuTMOB.
2.2. YI3BUMOCTH, CBA3aHHBIE C YIPABIECHUEM KIFOYAMH.
2.3. YA3BUMOCTH Ha YPOBHE MPOTOKOJIA.
2.4. Ys3BuMocTH B KimeHTckoMm [10.
3. Va3sumoctr npotokosa SSH
3.1. Vsa3BuUMOCTH, CBA3aHHBIE C AyTCHTU(UKAITUCH.
3.2. VA3BUMOCTH, CBSI3aHHBIE C MCIIOJIb30BAHUEM CJI1a0BIX TapoJIei.
3.3. Vs3BUMOCTH B peau3aiiy KpunTorpapuuecKux airopuTMOB.
3.4. VA3BUMOCTH, CBSI3aHHBIC C UCIIOJIb30BAaHNEM HE0E30IaCHBIX HACTPOEK KOH(PHUTYpAITHH.
4. Ya3sumoctu nportokona IPsec
4.1. YA3BUMOCTH B peasiu3aliui KpUNTorpahuaeckux aJropuTMOB.
4.2. YA3BUMOCTH, CBSI3aHHBIE C 0OMEHOM KJIFOYaMHU.
4.3. YI3BUMOCTH B peJIM3alMi MEXaHU3MOB IIE€JIOCTHOCTH.
5. Meronbl 0OHapyKEeHUs U IPEJOTBPALICHUS YA3BUMOCTEH
5.1. [IpoBepka Ha ySI3BUMOCTH C UCIIOIB30BAaHUEM CIEIUAIU3NPOBAHHBIX HHCTPYMEHTOB.
5.2. PerynsipHoe 0OHOBJIEHHE IPOTPAMMHOI0 00eCIIeUeHUSI.
5.3. Ucnonp30BaHre CUIIBHBIX MapoJield 1 MHOTO(aKTOPHON ayTeHTH(UKAIIIH.
5.4. IlpaBuibHas HACTPOHKa KOHPHUTypaluy IPOTOKOJIOB TYHHEIMPOBAHUSI.
5.5. MOHHTOPHUHT ceTeBOro Tpaduka.

1. Uto Takoe TyHHETMPOBAHUE U KAKOBO €ro Ha3HaUYeHUE?

2. Kakne mexanu3mbl o0ecrieynBarOT 0€30MacHOCTh TYHHEIUPOBAHUS?

3. B xakux cueHapusix IpUMEHSETCS TYHHEIUPOBaHUE?

4. Kaxue TUIbI NpOTOKOJIOB TYHHEIUPOBAHUS CYLIECTBYIOT?

5. Yewm SSL VPN ornmnuaercs ot [Psec VPN?

6. Kakue npeumyiectsa u Hegocratku numeer SSH?

7. KaxkoBbl oco6enHocTr npoTtokosa [Psec?

8. [ToueMy n3yueHue ysa3BUMOCTEN IPOTOKOJIOB TYHHEINPOBAHUSI AKTYaIbHO?
0. Kaxoit macmrad nmpo6iems! BeisiBUiI0 uccineaopanue Topl OVPN?

10. Kaxue CVE cBs13aHbI ¢ ysI3BUMOCTSIMH TYHHEJINPOBAHUS?

1. Kakwue yrpo3bl co3/1at0T ySI3BUMOCTH MPOTOKOJIOB TYHHEIUPOBAHUS ?

12. Kaxue npumeps! peanbHbix atak Ha VPN n3BecTHbI?

13. Kaxkue ys3BumocT KpuntorpaduyecKux aaropuTMOB CYIIecTBYIOT B VPN?
14. Uro Takoe side-channel ataku?

15. Kakune ommOKku BOZHUKAIOT MPH UCIIOJIb30BAHUU KPUTITOTPA()UIECKUX PUMUTHBOB?
16. Kakue ys3BUMOCTH CBSI3aHBI C yIpaBieHUEM KirodaMu B VPN?

17. Kaxkue npoTokossl He 00ecieunBaroT ayTeHTU(UKAITUIO KOPPECTIOHICHTOB?
18. Kakue ys3BUMOCTH Ha YpOBHE ITPOTOKOJIA CYLIECTBYIOT?

19. Kaxk ataku rpy6oii critbl yrpoxkatror VPN?

20.  Kaxkas kputudeckas ysa3BUMOCTh 0OHapyxeHa B OpenSSL?



21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.

Kakue ya3sumoctu knuentckoro [10 VPN cymectByroT?

Kak ys3Bumoctu OC BnusitoT Ha 6e30nacHOCTh VPN-kinenTa?

Kaxkue npobnemsl cBsizanbl ¢ 6ecruiatHbiMUA VPN-kimnenTamu?

Kakue ys3BumocTu npotokona SSH cBsizaHbl ¢ ayTeHTUDUKAIEH?

Urto takoe CVE-2024-6387 (regreSSHion)?

Yro takoe Terrapin Attack?

Kaxkue ys3umoctu SSH cBsi3aHbI cO c1abbIMU TapoIIsIMK?

Kakue pexomennauuu NIST no napossm cymecTByroT?

Kaxkue ys3umoctu kpunrorpadudeckux aaroputMo SSH cymecTByroT?
Kakue ysa3BUMOCTH CBsI3aHBI ¢ HeOe30MacHbIMU HacTpoiikamu SSH?

Kakue pexoMmennamuu o Hactpoiike SSH-cepBepa cymecTByroT?

Kakue ysa3BuMocTH kpunrorpaguueckux anroputMoB IPsec cymiectByroT?
Kaxkue ys3BumocTH cBsizanbl ¢ 00OMeHOM Kirouamu B [Psec?

Yro takoe Replay Attacks B IKE?

Kakue ys3BuMocTH MEXaHU3MOB 11es10cTHOCTH [Psec cymiecTByroT?

Kakue MHCTpyMEHTBI TPOBEPKU HA YA3BUMOCTH CYLLIECTBYIOT?

Kak ucnons3zoBats Nmap mis npoBepku VPN u SSH?

Kak Metasploit Framework momoraer B TectupoBanuu?

Kak Wireshark ncronb3yercs 1 ananuza ysa3BUMOCTEH ?

Kak Hydra ncnonp3yercst a1t TECTUpOBaHUS apoieii?

[Touemy BaxkHO perymsipHoe ooHOBIIeHHE [10?

Kakue ysa3BumocTu 0bu1H KputHueckumu B 2024 romy?

Kakue pexoMeHnaamuu 1o co3/1anuio CUIIbHBIX MApOJIe CYIIECTBYIOT?

Kak MFA noBsimaer 6€301MacHOCTh TYHHEIUPOBAHUS?

Kakue pexomennaruu o Hactpoiike VPN cymectBytor?

Kak npaBunsHO HacTpouth OpenVPN?

Yro takoe NAT-T m xorma ero ucmoyib30BaTh?

Kax 3amututs ot yreuku DNS u [P-anpecos?

Kakue pekomenaannm mo MOHUTOPUHTY CETEBOTO Tpaduka CyIecTBYOT?
Kak 0OHapyXuTh aHOMaUH B CETEBOM Tpaduke?

Kakue Tennenmm B kubepOe30MmacHOCTH BIUAIOT HAa IPOTOKOJIBI TYHHETUPOBAHUS?
Uro Takoe Terrapin 1 Kakoif Macmrad yrpo3bl?

Kakue npoTokoibl peKoMeHyeTcsl UCII0Ib30BaTh BMECTO YCTaPEBIIMX ?
Kakue BBIBOABI MOXKHO cIeNIaTh 00 YsI3BUMOCTSIX MTPOTOKOJIOB TYHHETUPOBAHUA?
Kaxkue meps1 3ammuTsl Hanbosee 3 PeKTUBHBI?

Kaxue TeHeHIIMN BIMAIOT Ha Pa3BUTHE POTOKOJIOB TYHHEIUPOBAHUSA?
Kakue pexkomeHaanuu mo noBbILIEHUIO O€30MMaCHOCTH MOKHO AaTh?

Kaxue nepcnekTuBbl pa3BUTHS IPOTOKOJIOB TYHHEIUPOBAHUS CYIIECTBYIOT?
Kax kBaHTOBBIE BBIUMCIICHUS MOBIUSIOT HA KPUNITOTpaduIo TYHHEIUPOBAHUS?
Kakue crangapThl 6€301MaCHOCTH MPUMEHSIOTCS K TPOTOKOJIaM TyHHEIIMPOBAHUS?

OUIINHI 1.3

1. BBeaenue B pUILIMHT

1.1. Onpenenenue ummHra.

1.2. AxTON0rHs pa3BUTHA (UIIHHTA

2. Buasr pummara

2.1. Email-¢ummunr.

OO1as cTaTUCTUKA U TEHACHLIUN
Hcnonp30BaHne HCKYCCTBEHHOTO WHTEIUIEKTa
[TomynsipHBIE METOABI M IPUMEPHI aTaK

2.2. Spear-(pUIIUHT.

[Ipumepsl peanuzanuii yCIeuHbIX aTak
CraTtHcTuKa U ITOCTIEICTBUS aTak
PexoMenainuu mo 3amure ot spear-puimHra
2.3. Whaling.



Cuenapwuii whiling-arax

[Tpumeps! peanu3anuu yCIeHbIX aTaK

[IporuBoaeiicTBue whiling-atakam

2.4. SMS-¢ummnar (Smishing.

2.5. Be6-¢umuHr.

3. Merobl 3alUTHI OT (PUITHHTA

3.1. O6pazoBaHuE ¥ OCBEIOMIICHHOCTD.

3.2. TexHu4ecKue MepHhI UCIIOJIb30BAaHMSI aHTUBUPYCOB U (PUIIHTPOB.
O} heKTUBHOCTh MPUMEHEHHUSI aHTUBUPYCOB

JloxxHbie cpabaThIBaHWsI AHTUBHPYCOB

PexomMengainuu rno BeIOOpY aHTUBHpYCa

Hcnonb3oBanue GUIBTPOB 3JIEKTPOHHOM MOUYTHI

3.3. Kak pacro3HaBaTh MOI03PUTEIBHBIE CCBUIKA U UCTOYHUKH COOOIICHUH.
OCHOBHBIE pEKOMEHAALMH 10 IPOBEPKE CCHUIOK

CpenctBa mpoBepkH 0€30MaCHOCTH CCHUIKU

3.4. Isyx(daxropHas ayreHTU(DUKALHUS.

PeiHOK nBYyX(pakTOpHOM ayTeHTHU(UKAITUN

[Tpumeps! ycrienHoro npuMeHeHus AByX(akropHoii ayntTudukanuu(2FA)
4. Tlocneactus puimmHTra

4.1. Bnusiaue pummHra Ha TNYHBIC U KOPIIOPATUBHBIC (DUHAHCHI.
4.2. Ymep0 pemyTtanuu 1y KOMIIAHUA U OpraHu3aIui.

IToTepst noBepus KIMEHTOB

DUHAHCOBBIE TOTEPHU

OOuiecTBeHHAs peakiys U IOPUIMUECKUE 00s13aTeIbCTBA
Texyiue TenneHuu GUIIMHTA

IIpumepsl noTepu penyranuu

4.3. IIpaBoBBIC acTIEKTHI (PUIITHHTA.

5. Ilpumepsl yCTIENIHBIX peanu3anuii aTak GpUIIMHra

5.1. I3BecTHBIE Cilyyan pealbHbIX aTaK U UX MOCIEACTBUM.
[{eneBble TPYMITBI ¥ METOABI (DUIITHHTA

Craructuka u GakThl

TenegoHHOE MOLIIECHHUYECTBO

VYBenuueHue KoJIMYecTBa BPEJOHOCHBIX CCHUIOK

5.2. Ypoku, U3BJICUYCHHbBIC U3 aTaK.

Hcnonb30BaHre UCKYCCTBEHHOT'O MHTEIIJIEKTA JIJIsl aHATIM3a YTPo3
PerynspHoe o0y4eHne COTpyIHUKOB

Wuterpamus moxenu Zero Trust(HysneBoe qoBepue)

3amuTa MECCEHIKEPOB

Oo6napyxenue deepfake

Hcnonb3oBanue 0JIOKYEHH-TEXHOJIOTHI

6. bynymee npuMenenne GuimHra

6.1. TenaeHIIMM ¥ HOBBIE TEXHOJIOTHUH.

OcHOBHbIE TEHJICHIIUU PA3BUTHS (PUILIUHTA

IIporHo3s! N0 MOIIEHHUYECTBY

Hogrie TexHonoruu B 60pb0e ¢ GUIMHTOM

6.2. Posb HCKYCCTBEHHOT'O MHTEIIEKTA B peaIn3alui (PUIIUHIOBBIX aTaK.

Yro takoe pumrHr?

Kakue MeToap! HCHOIB3YIOT 37I0YMBIIUIEHHUKH B (PUIIMHTOBBIX aTakax?
Kak pa3BuBasicst GUILIUHT UCTOPUYECKH?

Kakue coBpemeHHbIe TeHIEHIIUN HAOMI0JAI0TCS B QUIIHHTE?

Kak uCcKycCTBEHHBIN MHTEIIEKT UCIIONIb3YETCs B (PUIIIMHTOBBIX aTakax?
Urto takoe Email-dpummnr?

Kakas craructuka pummHroBsix atak 3a 2024 roa?

Nk =



10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
38.
59.
60.

Kakune meroast Email-¢ummnra nHanbosee pacinpocTpaHeHbI?
Yro takoe Spear-GpuimuHr?

Kaxkue npumeps! ycnenrHsix Spear-QUImMHTOBBIX aTaK U3BECTHBI?
KakoBa cratuctuka u nocineactsus Spear-puiriara?

Kak 3amurtutbces ot Spear-gummmnara?

UYro Takoe Whaling?

KakoB tunmmunsiii cienapuii Whaling-ataku?

Kakue npumepst Whaling-atak u3BecTHbI?

Kax mporuBoneiictBoBath Whaling-atakam?

Uro Takoe SMS-¢dummnr (Smishing)?

Kakune npumepsr Smishing-aTak n3BecTHBI?

Kak 3ammrutbes ot Smishing?

Uro Ttakoe BeO-(ummHr?

Uro Takoe Browser-in-the-Browser (BiTB) araka?

Kak QR-xomp! ucnonp3yrorcs B purmmare?

Uro Takoe Phishing-as-a-Service?

Kaxk o6pa3zoBanue momoraet B 3aniute ot (pummmara’?

Kakue nporpammMel 00yueHust KnOepOe30macHOCTH CYIECTBYIOT?
Kakue Texauueckre Mephbl 3alIUThI OT (PUITMHTA CYIIECTBYIOT?
Kak onienuBaetcst 3¢)()eKTUBHOCTh aHTUBUPYCOB?

Kakue aHTHBHpYCHI TOKA3BIBAIOT JTyUIIHE PE3YJIbTATHI?

Uro Takoe T0KHBIE cpabaThIBaHM AHTUBHPYCOB?

Kaxkue pexomengamu mo BEIOOPY aHTUBHpYCa CYIECTBYIOT?
Kak pa0GotatoT GuibTpbl 3J€KTPOHHOM MOYTHI?

Kak pacno3HnaBaTh 1oJ03pUTEIbHBIE CCHIITKHU?

Kakue cpenctsa nmpoBepku 0€30MaCHOCTH CCHIJIOK CYIIECTBYIOT?
Urto Takoe nByx(akTopHas ayTeHTUPUKAIIHSI?

Kakue TeHeHIMM Ha phIHKE ABYX(DaKTOpHOM ayTeHTHpHUKAIUN?
Kakue nmpumeps! ycnemHoro npumeHenust 2FA u3BectHb1?

Kak ¢ummHr Bnusier Ha Tn4yHble QUHAHCHI?

Kak ¢ummHr Bauser Ha KopropaTuBHbIE (PUHAHCHI?

Kakoit ymep0 pernyranuy HAaHOCUT (PUIIUHT KOMITAHUSAM?

Kaxk ¢pumuHr mpruBOANT K MOTEPE TOBEPHUS KIMCHTOB?

Kakue o0riecTBEeHHbBIE U IOPUINYECKHE TIOCIEACTBUS (hurmHra?
Kaxkue Tekymue TeHaeHIINN GUITHHTA HAOTI01at0TCs?

Kakue mpuMepsl moTepu penyTranuu u3-3a (UITHHTa U3BECTHBI?
Kaxkue npaBoBbIe acieKThI (UITUHTA CYIIECTBYIOT?

Kakoe 3aK0HO/1aTeIbCTBO PETYIMPYET OTBETCTBEHHOCTD 32 (DUILIUHT?

Kaxue u3BecTHbIe ciiydan (PUITMHTOBBIX aTaK MOYKHO IMPUBECTH?
Kakwue neneBbie rpynmsl Haubosee yI3BUMBI K (PUITHHTY?

Kaxkas craructuka TeneoHHOro MoleHHu4YecTBa?

Kax yBennunnoch KoIM4ecTBO BPEJOHOCHBIX CCBIIIOK?

Kakue ypoku MOKHO M3BJIeYb U3 (PUIITMHTOBBIX aTak?

Kax ucnons3oBate MU q1s ananuza yrpos?

[Toyemy BakHO peryisipHOE 00y4deHHE COTPYIHUKOB?

Urto takoe mozensb Zero Trust?

Kak 3amututh MecceHpKepsl OT GhuniuHra?

Kak obnapyxuBats deepfake?

Kaxk 6ok4eits MoxeT momMoub B 60pb0e ¢ hummHrom?

Kakue TeHaeHn pa3BuTus (GUITIHTA 0KUTAIOTCS?

Kaxkue nmporHo3bpl 1o MOIIIECHHUYECTBY Ha OJMKAMIIIIE TOIbI?
Kakue HOBbIe TeXHOIOTUH B 00ph0e ¢ (PUITHHTOM NOSBISIOTCS?
Kaxkosa pons U1 B peanuzanuu u 3ammre OT GUITMHTOBBIX aTak?

YEJIOBEK ITIOCEPE/IUHE 1.3



1.1. Yro Takoe araka “genoBek nocepeaune” (Man-in-the-Middle, MITM).
1.2. AxryanpHOCTH npobsiemsl atak MITM B coBpeMeHHOM MHpe
[Ipumepsl peanusanuu atak “yenoBeka nocepeanHe”
ITocneactus atak MITM

Jlns OGuzHeca:

Jlns monb3oBaTenei:

2. MexaHu3M peanu3aluy aTaky “deJoBeK mocepeauHe”
2.1. DTansl peanu3anuy aTaky.

[TepexBaT maHHBIX

Monudukanus TaHHBIX

ITogMeHa maHHEIX

2.2. Tunel atak MITM

[TaccuBHBIE aTaku

AKTHUBHBIC aTaKu

[Ipumepsl peanuzanuu atax

2.3. Cuenapuu peanu3aluu aTak

Artaku Ha Wi-Fi cetn

Ataxu Ha HTTPS

Ataku Ha VPN

3. Meroapl 3allIUTHI OT aTaK ‘‘4eJoBEK MocepeauHe”

3.1. Kpunrorpaduueckre METOIbI

[ugpoBanue

Hudposas moanuck

OOMeH KiIrouYaMu

Metonp! 3amutel oT MITM-aTtak

[IpenmymectBa ncnosibzoBanuss VPN

Peittuar VPN-cepBHCOB M0 6€3011aCHOCTH U CKOPOCTH
3.3. IIpoBepka 1eIOCTHOCTH IaHHBIX U ayTeHTU(UKALINY.
MeTop1 TPOBEPKU LIETOCTHOCTH JaHHBIX

MeTtost ayTeHTU(DHUKAIIUY U YIIPABICHUS TOCTYIIOM

3.4. [IpakTHyeckue peKOMEHAAIMH MOBBIIICHUS 3alUIIEHHOCTH
Hcnonb30BaHue CUIIBHBIX NTAPOJIEH

OO6HOBICHUE TIPOTPAMMHOTO OOECTIeYEHUS
bruTenpHOCTS MpU OIKITIOUEHUH K ceTsiM Wi-Fi

4. IactpymeHThl oOHapykeHus u npeaorepamenus MITM atak
4.1. Cucremsl o0HapyxeHus Bropkenuit (IDS).
OcHoBnbie TUIBI IDS

Tennennuu B IDS

4.2. Cuctemsl ipeaoTBpanieHus Brop>xeruit (IPS).
WNHuTerpaius CKYCCTBEHHOT'O UHTEIUICKTA

MeTob1 TpeOTBpALLEHUS YTPO3

Paznuuus mexay IPS u IDS

[IpoBepounsie nnaukaTopsl UTIC

Bbynymwme TpeHabl

4.3. IIporpammHuoe obecrieueHne 11l aHalli3a CETeBOro Tpaduka.
OcHOBHbIE HANIPABJICHUS U TEXHOJIOTUU

TenaeHUNUN U U3MEHEHUS

[Iporuo3sl u craTucTUKa

4.4. ITpumepsl OECIUTATHBIX ¥ KOMMEPYECKUX PEIICHUH.
becmiatHble peleHus:

Kommepueckue pemeHus:

1. Urto Takoe aTaka «4enoBek nocepeaune» (MITM)?
2. KakoB macmra6 yrpo3st MITM-atax?



PN W
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1.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
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40.
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58.

Kakue nmpumeps! kpynabix MITM-atak n3BecTHbI?

KaxoBsl nocneacteus ycnemnsix MITM-arak?

Kakx MITM-araku BIusitOT Ha KOHPUACHITMATHHOCTD JIAaHHBIX ?
Yro takoe ARP-cniy¢unr B konTekcre MITM?

Kaxk paboraer DNS-cryunr?

Yro Takoe SSL-cTpunnuHr?

Uro takoe Rogue Access Point?

Kaxue nnnukarops! ykassisator Ha MITM-araky?

Kakue nocneacrtBus mis xxepts umeror MITM-ataku?

Kax MITM-araku BIUsIOT Ha peNyTalMi0 OpraHu3annii?

Kaxoit ymep6 nanecna MITM-araka Ha GaHTagenickuii 0ank?
Kak yreuka Equifax cszana ¢ MITM?

Kaxkue ys3umoctn Wi-Fi mo3Bossitot mpoBoguts MITM-ataku?
Kak 3amurute Wi-Fi-cetu ot nepexsara?

Kaxk HTTPS 3amuniaetr or MITM?

Kakwue yszBumoctu SSL/TLS cymectBytor?

Kak VPN s3amumaer or MITM?

Kakune VPN-npoTtokossl Hanbosee 6e30macHbI?

Kaxk mmdppoanue nanapix 3amuiiaet or MITM?

Kakue coBpeMeHHbIe METOABI UG POBAHUS UCIOIB3YIOTCS?
Kaxkue anroputmel oOMeHa KitouyaMu 3amuimarT o MITM?
Kakue npaktnyeckue pekomenaanuu 1o 3amure or MITM cymectByroT?
Kak VPN nomoraer npenorsparuts MITM?

Kakue VPN-cepBuchl peKkOMEH1yIOTCS?

Kak nenoctHocTh JaHHBIX 3amuinaet ot MITM?

Kaxue npakTuku XpaHeHus JaHHBIX pEKOMEHAYIOTCS?

Kakue meToasl KOHTpOJIS 1ocTyIa npeaoTpamarotT MITM?

Kax MFA 3amumaer or MITM?

Kaxk o0y4yenue nonb3oBaTeneit momoraet npeaoTspatuts MITM?
Kakue pekomenaamnmu mo 6€30macHOCTH MapoJiel CyIeCTBYIOT?
Kaxk 6e3omacHo ucnonb3oBath myonunanbie Wi-Fi?

UYro takoe IDS u kak ona oonapyxxuaer MITM?

Kakwue tpenasl B pazsutuu IDS cymectByror?

Kak Al u ML ynyumaror IDS?

UYro takoe UEBA?

Kakwue Bp130BbI 11 Bo3MoxkHOCTH IDS/IPS cymectBytor?

UYro takoe IPS n uem ona ornuuaercs ot IDS?

Kaxue tumns! IPS cymectBytoT?

Kakue npeumymiectsa uMeroT coBpeMenHsbie [PS?

Kak unrerpuposars IPS B SOC?

Kakue nmporpammusie cpeactsa 3amuthl oT MITM cymectByror?
Kak paboraet Palo Alto Networks amns 3amutst ot MITM?

Kaxk Cisco Umbrella 3amumaer or MITM?

Kakue 6ecrutatapie HHCTpYMEHTHI [t 3auThl oT MITM cymectByioT?
Kak Wireshark momoraer o6napyxuts MITM?

Kak Let's Encrypt noBblmaer 6e30macHOCTh?

Kakue nepcniektuBsbl pa3Butus 3amutbl 0T MITM cymiectByroT?
Kak IoT Bnuser Ha yrpozy MITM?

Kakune HOBBIE TEXHOIOTUH MOABIAIOTCS IS 3alUTEI oT MITM?
Kak Zero Trust apxurekTypa 3amuniaer ot MITM?

Kakue metpuku onenuBaroT 3¢ (HeKTUBHOCTD 3amuThl oT MITM?
Kaxue npaBoBbie acniekTsl cBsi3anbl ¢ MITM-atakamu?

Kaxkue crangapTsl 6€30MacHOCTH TTOMOTAIOT MpeAoTBpatuth MITM?
Kak pearupoBatb Ha oOHapyxenue MITM-araku?

Kakue oprannzannonssie Mepbl peaoTepamarotT MITM?

Kak aynuT 6€30macHOCTH TOMOTaeT BBIABUTH ysA3BUMOCTH K MITM?



59. Kakue pexoMenaaruu no 3ammre KoprnopaTuBHbiX ceteil o MITM cymiectByroT?
60. Kaxkue tennenuuu pazsurus MITM-atak oxunatorcs?

HIIMMUOHCKHUE ITPOI'PAMMBI 1.3
1.1. Knaccu¢ukanus ImMIOMHCKUX MPOTPaMM.
1.2. PacmpocTpaneHre NIMUOHCKUX TPOTPaMM M MX BIIMSHHUE Ha 0€3011aCHOCTh JaHHBIX.
2. Tunsl HIMXOHCKHUX TPOTPaMM
2.1. Kelinorrepsl.
2.2. Spyware.
2.3. [Iporpammei-BeiMoraTenu (Ransomware).
2.4. Adware.
2.5. Pa3HOBUAHOCTH IIMTUOHCKUX TPOSHOB, UCIIOJIb3yEMbIE YIOBKH U CITIOCOOBI TPOHUKHOBEHUSI.
3. Meroasl pacnpoCTpaHEHHUs LIMTMOHCKUX TPOrpamMm
3.1. 3apakeHHbIE CalThl U CCHUIKH.
3.2. 3apakeHHbIe (panIIbI.
3.3. ConmanbHasi HHXKEHEPHS.
3.4. Y3BUMOCTH IPOTPaMMHOTO 00ECTICUSHUSI.
4. Metoibl 0OHApY>KEHUS U 3aIUTHI OT IMIMUOHCKUX MPOTPaMM
4.1. AHTUBHpYCHBIE IPOTPAMMBI.
4.2. ®aepBOJLIIBI.
4.3. Mepbl Ipei0CTOPOKHOCTH.
4.4. TlpoBepka Ha Hasinuue BpeaoHocHoro I10.
Metopl mpoBepkH Ha Hannuue BpegoHocHoro [10.
NHCTpyMEHTHI TPOBEPKH.
5. IIpaBoBbIE aCIIEKThI
5.1. 3aKOHOIaTENIBCTBO O MIMUOHCKHUX MPOrpamMMax.
5.2. 3amura nepcoHalbHbIX JaHHBIX.

1. UYro Takoe HIMMOHCKHE ITPOrpaMMBI (spyware)?

2. Kakue Tumbl MNuoHCKUX IporpaMm CyIeCTBYOT?

3. Yro takoe keiinorreps! (keyloggers)?

4. Kakue nzBecTHble MpUMEpPBI KEHIIOTTEPOB CYIIECTBYIOT?
5. Uro Takoe Information Stealers?

6. KakoBa akTyanbHOCTh YTpO3bl IIITMOHCKUX ITPOrpaMm?

7. Kakue kpynHble yTeuky JaHHBIX CBSI3aHBI CO spyware?

8. Kakue APT-rpynnupoBKu UCHOAB3YyIOT mnuoHckoe [107?
9. Kak pa0GoTaioT mporpaMMsl 111 MOHUTOPHHTA YCTPOUCTB?
10. Kakue pyHkimm uMeroT nmomyisipHbIe Spyware-InpuaoKeHUs ?
11.  Kak spyware nepexBaTbIBaeT COOOIICHNUs?

12. Kak spyware oTciiexuBaet reojokanuio?

13. Kakue ¢pyHkunu 3anmcu umeroT spyware?

14. Kak spyware nosrygaer 1octyn Kk MyiabTumeaua’?

15. Kakue npaBoBbIe 1 3THUECKUE BOIPOCHI CBsi3aHbl ¢ stalkerware?
16. Uto Takoe ransomware U Kak OHO CBSI3aHO CO spyware?
17. Kakas crarucruka ransomware-atak 3a 2024 roa?

18. Urto takoe RAT (Remote Access Trojan)?

19. Kaxue npumeps! nonynsapueix RAT cymectByror?

20. Kak 3ammututbesd ot ransomware?

21. Yo Takoe adware?

22. UYewm adware oTiimuaercs ot spyware?

23.  Kaxkue npumeps! adware CyniecTByroT?

24. Kaxkue pucku coznaer adware?

25. Kaxue TUIIbI TPOSIHCKUX ITPOrpaMM CYIECTBYIOT?



26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
38.
59.
60.

Uro takoe Trojan-Banker?

Yro takoe Trojan-Downloader?

Kak tposnbl pactipoctpanstorces yepe3 SFX-apxuBbr?

Kaxue u3BecTHbIEe TPOSHBI MO’KHO IIPUBECTU B IpUMEp?

Kaxk pa6oraer Emotet?

Kaxue metozas! pactipocTpaHeHUs Spyware CyIEeCTBYIOT?

Kak Bpe1oHOCHBIE BIIOKEHUS UCTIONIB3YIOTCS ISl pPaCIIpOCTPaHEHUS?
Kak nmonnensHbie BeO-CaiiThl pacipoCTpaHsIOT spyware?

Kak 3710yMBbIIIIEHHUKH UCHIOIB3YIOT COLIUATIbHYIO HHKEHEPUIO?
Kakwue Tumbl Bpe1oHOCHBIX (paiiioB Hanbosee onacHbI?

Kaxk pacno3nats (pummHroBoe nmucbmo?

Kakas crarucTika (QUIIMHTOBBIX aTaK CYIECTBYET?

Kakue Mmetroasl 0OHapyXKeHUS Spyware CyIIeCTBYIOT?

Kak anTuBHpYyCH 00HapYXUBaIOT Spyware?

Kaxkue antuBupycs 3 GeKTHBHBI MPOTUB Spyware?

Kak pabGoraet Norton?

Kaxk paboraer Malwarebytes?

Kak ¢aiiepBosbl 3amuimaior ot spyware?

Kaxkue Tumb! ¢aliepBoioB CyIIECTBYIOT?

Kax VPN 3amumiaer ot spyware?

Kakue meroas! ynaneHust spyware CynecTBYrOT?

Kakue npaBoBble aclIEKTHI UCIIOIB30BaHMS Spyware CyIeCTBYOT?
Kakas oTBeTcTBEeHHOCTH NpeaycMoTpeHa no cratse 273 YK PD?
Kaxue MexxayHapoJHble 3aKOHBI PETYIUPYIOT UCIOIb30BAaHUE spyware?
Kak CFAA perynupyeT KOMObIOTEPHBIE TPECTYIICHUSA?

Kakue 3Tnueckue Bopockl CBsI3aHbl co spyware?

Kaxk spyware BiusieT Ha KOH(UIEHIIUATEHOCTH?

Kakue pekomenaanuu o 3amure oT Spyware CyluecTByroT?

Kaxk o0y4yeHue mosbp30BaTenei moMoraeT mpeoTBPATUTh 3apaskeHHE?
Kakue npuzHaku 3apaxeHus spyware CyIiecTBYIOT?

Kak MOHUTOpHUHT CHCTEMBI TOMOTAET OOHAPYKUTH Spyware?
Kakue TeHaeHIM pa3BUTHS Spyware OKUIAr0TCs?

Kak Al Bnusier Ha pa3Butue spyware?

Kakue HOBbIE METO/IbI 3aLIUTHI OT Spyware MOsIBISIOTCS?

Kakue BbIBOJIbI MOKHO CAENIATh O 3alIUTE OT Spyware?



7.2.6 MeToanka BbICTABJIEHHSI OLEHKH NMPHU MPOBEIEHUHN MPOMEKYTOUYHOM
aTrecTanuu
(Hanpumep: 3ader mpoBOAWTCS TO TECT-OMJIETaM, KaXKIbIH U3 KOTOPBIX
conepxuT 10 BompocoB U 3amady. Kakplil mpaBUIBHBIA OTBET Ha BOIPOC B TECTE
oneHuBaercs 1 Oammom, 3amada oreHuBaetcs B 10 OamioB (5 OammoB BepHOE
pelieHre U 5 OaIOB 3a BEpHBIM OTBET). MakCHUMaJIbHOE KOJUYECTBO HAOpaHHBIX
6amos — 20.
1. Ouenka «HeynoBieTBOPUTENBHO» CTABUTCS B CIy4ae, €Clii CTYJIEHT Ha0pa
MeHee 6 0aioB.
2. OneHka «Y 10BJIETBOPUTENBHO» CTABUTCS B ClIydae, €CIM CTYAEHT Ha0pan
ot 6 10 10 6amios
3. Onenka «Xo0poIIo» CTaBUTCA B CiIydae, eciM CTyAeHT Habpan ot 11 mo 15
OaJIoB.
4. Ouenka «OTIMYHO» CTABUTCS, €CIIM CTYACHT HaOpai oT 16 1o 20 6aos.)

7.2.7 IlaciopT OLIEHOYHBIX MAaTEPHAJIOB

No Kontponupyemsie Kon xoutponupyemoii | HaumenoBanue

/n pasaeinbl (Tembl) | KOMIETEHIIMU (WK €€ | OLIEHOYHOTO
JUCHUITIINHBI I-IaCTI/I) cpcacTBa

1 VuebHblii cTangapr u wian | [TK-4.4, TTIK-4.5 TecT
CMEIMAIBHOCTH B YCIOBUSX IH(POBOI
TpaHc(hOpMaluH U CETEBOH OpraHu3aluH
TIPOCTPAHCTBA

2 Ipo6nema obecneuenus Gesomacnoctn | [[K-4.4 TecT
HH(OPMAIIIOHHOHN CHCTEMBI U CETH

3 Monemn  arakyembix — koMnbrotepublX | [TK-4.7 Tect
ceTel

4 DuaeMHUYECKUE MOIEITU KOMITBIOTEPHBIX HK-4_4 TCCT
ceren

5 WndopmarmoHHas 6esomacHocte | [TK-4.5 Tect
KOMITBIOTEPHBIX ceTeit

6 Komnerorephble cetn u nectpyktusublii | [TK-4.5 Tect
KOHTEHT

7 MoHUTOpUHT Gesonacnoctn | [1K-4.4 Tect
KOMITBIOTEPHBIX ceTeit

8 [lepcnexkTrBEI mudposoit | [TK-4.4 Tect
Tpanchopmarm u obecrieyeHust
0€30I1aCHOCTH KOMIIBIOTEPHBIX CeTel u
cHCTeM

9 Kaptorpaduposanne sammiaemoro | [1K-4.5 Tect
KHOep-CceTeBOro MpoCTPaHCTBa

10 Ocobennoctu obecneuenns | [[K-4.4 Tect
0€30I1aCHOCTH HHTEPHETA Bellel

11 Pesynbratsl u nepenektussl peanusauud | [TK-4.5 Tect
npoekra «be3onacHbIi HHTEPHET»

12 PuCK-MOHUTOPHHI MHTEPHET-pecypca T1K-4.4 Tect

7.3. MeToanueckue

MaTepHaJibl,  ONpeleJsONIie  MPoUeayPbI
OlleHMBAHMS 3HAHUI, YMEeHM i, HABBIKOB H (MJIH) ONbITA AeATEJIbHOCTH
TecTupoBaHue OCYyIIECTBISETCS, TUOO MPU MOMOIIU KOMIIBIOTEPHON CUCTEMBI
TECTUPOBaHMS, JUOO C MCIOJIB30BAHMEM BBIJIAHHBIX TECT-33JaHUN Ha OyMa)KHOM
Hocurtene. Bpems tectupoBanusa 30 MuH. 3aT€M OCYIIECTBIISICTCS MPOBEPKA TECTa



HK3aMEHATOPOM U BBICTABIJIAETCSA OLEHKA COTJACHO METOJMKHU BBICTABIICHUS OLICHKU
IIPU [IPOBEJICHUU POMEKYTOUYHOU aTTECTALINH.

Pemenne crangapTHBIX 3a7a4  OCYIIECTBISAETCS, JIMOO TIpH  TMOMOIIU
KOMIBIOTEPHON CHUCTEMBI TECTUPOBAHUS, JIMOO C MCIOIb30BAaHUEM BBIJAHHBIX 3aja4
Ha OymMaxkHoM HocuTtene. Bpems pemenus 3anad 30 MuH. 3aTeM OCYUIECTBIIAETCS
IPOBEpPKa pEIIECHUs 3aJad 3K3aMEHAaTOPOM M BBICTABISAETCS OLIEHKA, COIJIACHO
METOJMKHU BBICTABJICHUS OLICHKH MPU IPOBEACHUH TPOMEKYTOUHON aTTECTALIUU.

Pemenne mnpuKIamHbIX 3aJad  OCYIIECTBISAETCS, JHMOO TMpU  MOMOUIH
KOMITBIOTEPHON CHCTEMBI TECTUPOBAHMS, JIMOO C MCIOJIH30BAHUEM BBIJJAHHBIX 3a7a4
Ha OymaxkHOM Hocutene. Bpemsa pemenus 3agad 30 MuH. 3aTeM OCYILIECTBISETCA
poBEpKa pEIICHMs] 3aJad HK3aMEHATOPOM U BBICTABIISCTCA OLIEHKA, COrJIAcHO
METO/IMKH BBICTaBJICHUS OLICHKU IIPU MPOBEAECHUU IPOMEKYTOUYHOM aTTeCTalUH.

3amuTa KypCcOBOTO IPOEKTa OCYIIECTBISIETCS COIJIACHO TpeOOBaHUSM,
OpeIbsIBIsIEMbIM K paOOTe, ONMMCAaHHBIM B METOAMYECKUX Marepuanax. [IpumepHoe
BpEMs 3allUTHI HA OJJHOTO CTYJEHTa COCTaBIIsIeT 20 MUH.

8 YYUEBHO METOJINUYECKOE U UHOOPMAIIMOHHOE
OBECHHEYEHUE JNCIUIIJINHBI
8.1 Ilepeyenb yueOHOW JMTEpPaTYpPbl, HEOOXOAUMOH /I OCBOCHUA

JTUCIUIIIUHBI
Ne /m | ABTOpPBI, COCTABUTEIN 3ariaBue TI'ogbl wu3paHuA,
BU/ U31aHUA
8.1.1.1 A.I'. Ocranenko, H.M. Panpko, | Teopusi ceTeBbIX BOWH: 2018, neuar.
A.O. Kanamuukos, O.A. | Doupemun B
Ocranenxo, P.K. babamxanos TEJIEKOMMYHHUKAIIMOHHBIX
CEeTAX
8.1.1.2 AT. Ocranenko, JA.I'. | Teopust cereBbix BOMH: | 2018, neuar.
[TnoraukoB, B.b. Illep6akoB, | ATakyembie B3BEIICHHBIC
A.O. Kamamnaukos, O.A. | cetn
OcraneHko
8.1.1.3 A.T'. Ocranenko, A.B. IlapunoB, | Teopusi ceTeBbIX BOWH: 2018, meuar.
A.O. Kamanmaukos, B.b. | conmanbHbie ceTH |
[ep6akoB, A.A. OcraneHko J€CTPYKTUBHBIN KOHTEHT
8.1.1.4 AlT. OcrarieHko, E.1O. | Teopus cereBeix BoWuH: | 2019, neuar.
Yanypun, A.O. Kanamnuxos, | CouuanpHple ceTHU U
O.A. OcraneHko, I''A. | pUCK-MOHUTOPUHT
OcramneHko
8.1.1.5 A.I. Ocranenko E.b. benos, | Teopus cereBbix BoifH: | 2020, meyar.
A.O. Kanammmukos, B.II. Jlocs, | ConmanbHble CeTH |
O.A. OcraneHko TICUXOJIOTHYeCKast
0€30MacHOCTh
8.1.1.6 A.TI. Ocranenuko, E.b. benos, Teopusi cereBbix BoWH: | 2021, meyar
A.O. Kanamnukos, B.II. Jloce, | Cereo-uHdopMarmoHHas
A.A. OcraneHko SIMUAESMHOIOT U
8.1.1.7 AT. OcTarneHko, O.A. | Meroanueckue ykazanus | 2021, mevar
Ocranenko, H.M. JlaHTioX0B, | K KypCOBBIM paboTam IO
N.A. boxkos, /I.A. Hapxos qucuuimHe «BBenenne
B CIICIIMAJIbHOCTB)




8.2 IlepeyeHp HH(POPMALMOHHBIX TEXHOJIOTHH, HCHOJb3yeMbIX IpPH
OCYILECTBJIEHMH 00pa30BaTeJIbHOT0 IMpoLecca Mo JAUCHUIVIMHE (MOIYJII0),
BKJIIOYAsl IepeYeHb JHMIEH3HOHHOI0 INMPOrpaMMHOIr0 o0ecrne4eHusi, pecypcoB
HH(POPMAIMOHHO-TEJICKOMMYHUKAUMOHHOU ceTu «HMHTEepHeT», COBpEeMEHHbIX
Npo(ecCHOHANBHBIX 023 JAHHBIX 1 HHPOPMANMOHHBIX CIIPABOYHBIX CHCTEM

8.2.1 CsugerensctBo No2017610047 o0 rocyaapCTBEHHOW pErucTpaiuu
nporpammsl 17151 OBM 1 «Netepidemicy

9 MATEPUAJIBHO-TEXHUYECKASA BA3A, HEOBXOJIUMAS JIA
OCYHECTBJIEHUA OBPA3OBATEJIBHOI'O ITPOLECCA
Cnenuanu3upoBaHHass  JieKImoHHass  ayautopuss  407/5,  ocHaileHHas
000pyI0BaHUEM /IS JICKITMOHHBIX JEMOHCTPALUN U MPOESKIIMOHHOH anmapaTypo.

10 METOJMYECKHUE YKA3AHUS 1J151 OBYYAIOILIIMXCSI MO
OCBOEHWUIO JUCHUTIIAHBI (MOJIY.JIST)

[lo mucnunnmHe «BBempeHWe B CHEIUATBHOCTBY UYWUTAIOTCS  JICKIIWH,
BBITIOJTHSIETCSI KypcoBas padoTa.

OcHOBOM M3y4eHUs AUCIMILTAHBI SBISIOTCS JCKIIUU, HA KOTOPBIX M3JIararoTcs
Hanbosiee CYIIECTBEHHBIE W TPYAHBIC BOMPOCHI, a TAK)KE€ BOIMPOCHI, HE HAIIICIIINE
OTpaKEHUS B yUEOHOM TUTEepartype.

Bosbioe 3HavYeHHWE MO 3aKPEIUICHUIO W COBEPIICHCTBOBAHUIO 3HAHUN WMeEET
camocTosiTeNlbHas padoTta cTyneHToB. MH(popMalnio o BceX BUIaX CaMOCTOSTETbHON
PabOThI CTYJICHTHI MOTYYAOT HA 3aHATHSX.

MeTonuka BBITIOJIHEHHSI KYPCOBOM paOOTHI U3JI0KEHA B yU€OHO-METOUIECKOM
nocoOuu. BeIMOMHATE 3Tambl KypcoBOW pabOThI JOJKHBI CBOEBPEMEHHO H B
YCTaHOBJICHHBIE CPOKH.

Kontponb ycBoeHuss marepuana JAUCIUIUIMHBI TPOU3BOAUTCS TPOBEPKOU
KypcOBOW  paboThl, 3alMTONM KypcoBOoil paboTel. (OcCBOEHHE UCHUTLIUHBI
OIICHUBAETCA Ha 3a4eTe.

Bun yueOHbIX J1eATenbHOCTh CTYIEHTA
3aHITHU
Jlekus Hanucanne koHcmekTa JEKIHM: KpaTKO, CXEMAaTU4YHO, IOCJIEeI0BATEIbHO

(uKCUpOBaTH OCHOBHBIC IOJIOKEHUS, BBIBOJBI, (POPMYIHUPOBKH, 00OOIICHUS;
MOMeYaTh BaXKHBIE MBICIIH, BBIICNATH KJIIOUYEBBIE ClI0Ba, TepMHUHBL. [IpoBepka
TEPMHUHOB, MOHITUN C MOMOIIBIO YHUUKIONEAUM, CIOBAPEN, CIPABOYHUKOB C
BBIMMCBHIBAHUEM TOJKOBaHUI B TeTpajb. O003HaUE€HHE BOMPOCOB, TEPMUHOB,
MaTepuanga, KOTOpblE  BBI3BIBAIOT  TPYIHOCTH, IIOMCK  OTBETOB B
pexomMeHayemMoi ureparype. Eciu caMmocToATenbHO HE yaaeTcs pa3odpaTbes
B MaTepuasie, HeoO0XxomuMo  copMynmHpoBaTh  BONPOC M 3a1aTh
MPEIoIaBaTelo Ha JEKIMH WX Ha MIPAKTHYECKOM 3aHATHH.

CamocrostenbHas | CamocrosTenbHas paboTa CTYIEHTOB CIIOCOOCTBYET TINIyOOKOMY YCBOCHHS




pabora

ydeOHOTO  MaTepuajga W Pa3BUTHIO  HABBIKOB  camMooOpa3oBaHUSI.
CamocrosTenbHas padoTa MpearnoaraeT CiaeIyrIIne COCTaBISIONINE:

- pabora ¢ TeKCTaMUu: Y4eOHHKAMH, CIPAaBOYHHKAMH, TOTIOJHUTEILHON
JTUTEPATypPOi, a TAaKKe MPOPadOTKA KOHCIIEKTOB JICKIIHIA,

- pa60Ta Haa TEMaMu U1l CaMOCTOATCIIbHOTO U3YYCHUS,

- ydacTue B paboTe CTyIeHYECKUX HAyYHBIX KOH(PEPEHIIHNA, OJTUMITHA]T.

IToaroroBka k

g depeHITupoBaH
HOMY 3a4eTy

[Tpu moAroToBke K 3a4eTy HEOOXOAUMO OPHEHTHUPOBATHCS HA KOHCIEKTHI
JIEKINI, PEKOMEHIYEMYIO JIMTEPATYpPYy M pPELICHUE 33J1a4 Ha MPAKTHYECKUX
3aHATHSIX.
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