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1. HEJU U 3AJAUYN JTUCHUITJINHBI
1.1. Hean pucuMninHbI

HCHBI-O JUCHUIIIINHBI  ABJIACTCSA 06y‘{€HI/I€ [MpUuHOUIIAM IIOCTPOCHUA U
9KCILIyaTallu PAa3JIUYHBbIX TCIICKOMMYHUKAITMOHHBIX CeTel W CHUCTEM 3a CYET
HN3YyUCHUA COBPCMCHHBIX TCICKOMMYHHUKAIIMOHHBIX TEXHOJIOTHUM W TEXHUYECKHUX
CpCACTB.

1.2. 3axaun ocBoOeHNSA TUCHUILIHHBI

1) N3ydeHne Mozenen B3auMOCBSA3U OTKPBITBIX CUCTEM;

2) N3ydeHne COBPEMEHHBIX TEJIEKOMMYHUKAIIMOHHBIX TEXHOJOTHUH H
IIPOTOKOJIOB NMPHUMEHSAEMBIX IIPU ITOCTPOCHUM TEIEKOMMYHHMKALIMOHHBIX CETEU H
CUCTEM;

3) N3ydeHne COBpEMEHHBIX TEXHUYECKHX CPEACTB, MPUMEHSEMBIX NPH
IIOCTPOCHUH TEIEKOMMYHHUKALIMOHHBIX CETEH U CUCTEM;

4) OOydeHne MeToJaM KOMIIBIOTEPHOTO MOJEIMpPOBaHUs pabOThI
TEJIEKOMMYHUKAIUOHHBIX CETEU U CUCTEM.

2. MECTO JUCHUIIYIMHBI B CTPYKTYPE OIIOII

Juctnummmaa «CeTw W CHUCTEMBI Tepenadyd WH(OpMalnum» OTHOCHTCS K
IUCIHHUIUIMHAM 00s3aTeIbHON yacTu Ojioka b1.

3. MHEPEYEHbD IIJNTIAHUPYEMBIX PE3YJIbTATOB OBYYEHUA 11O
JANCIHUIIJIMHE

IIpontecc wum3ydyenus gucuuiuiiabl «CeTH UM CUCTEMBI  Teperayu
uH(pOopMaIum) HarpasJieH Ha (GOPMHUPOBAHUE CIEAYIOIINX KOMITCTCHITUN:

OIIK-14 - CnocobeH MpUMEHSTh TEXHOJOTHU M TEXHUYECKHE CPEJCTBA
CETEU IIEKTPOCBS3H;

Pe3ysabTarsl 00yYeHus1, XapaKTepU3yoLme

KoMnerenuus
chopMHUPOBAHHOCTH KOMIIETEHIIUHN

OHK-14 3HATb COCTaB U OCHOBHBIC XaPAKTCPUCTUKN TCXHUYCCKUX CPCACTB ceten
QJICKTPOCBA3HU

YMeTB 3KCHJ’IyaTI/IpOBaTB nu HaCTpaI/IBaTI: THUITOBBIC TCXHUYCCKUC CPGJICTBa
CeTeﬁ 3J'I€KTpOCB5[3I/I, HpOBOI[I/ITI: I[I/IaFHOCTI/IKy THUITOBBIX HGHCHpaBHOCTCﬁ
B pabOTe CPENICTB CBS3M CETEH IEKTPOCBS3H U UCTIPABIIATH HX

BJIQJIETh KOMaHaM1 HHTepderica KOMaHTHON CTPOKH JIJIst
OTIEPAIIMOHHBIX CUCTEM CETEBBIX YCTPOMCTB

4. ObBBEM JUCHUIIJIMHBI




O6miass TPyAOEMKOCTh JTUCHUIUIMHBI «CeTHh ¢ CHCTEMBl Iepeadyu
uHopmarum» coctapmiset 10 3.e.
Pacnpez:eneHHe TPYAOCMKOCTHU NUCHUILINHEBI 110 BUJIAM 3aHATUN
ouHasi gpopma o0yueHust
. Bcero CemecTpsl
Bunbl yueOHOM paboThI
4acoB 7 8
AyauTOpHBIE 3aHATHS (BCEro) 252 108 144
B Tom unce:
Jlekuun 108 36 12
Jlaboparopusie padboTs (JIP) 144 72 72
CamocrosiTesibHast pa6oTa 72 36 36
KypcoBoii npoekT + +
Yacel Ha KOHTPOJIb 36 - 36
Buasl mpoMeKyTOYHOM aTTECTalMK - SK3AMEH, + + +
3a4eT C OLIEHKOH
OO0m1ast TpyA0€MKOCTb:
aKaJIeMUYECKUE Yachl 360 144 216
3a4.e/1. 10 4 6
5. COAEP KAHUE JUCHUIIITUHBI MOLYJISA)
5.1 Copepxanue pa3aeqoB JIUCUMIVIMHBI W pacnpenejieHue
TPYAOEMKOCTH 110 BUAAM 3aHATHH
o4yHas popma 00ydeHHsI
Ne HaumenoBanue TeMbl Copeprxkanue pazjena Jlekn JLa6. CPC Beero,
/1 3aH. yac
1 | OcHoBslI ceteil u cucTeM | DBONIONMS KOMIBIOTEPHBIX CETEH, OOIIHe TPUHIINIIEI
nepenayd nHPOPMAIHH NOCTPOEHUSI TEJIEKOMMYHHUKALIMOHHBIX CETEH,
KOMMYTalus KaHAaJIOB U ITAaKETOB, apXI/I"‘I‘eKTypa, 18 24 12 54
CTaHJAapTHU3anus 1 KJ'IaCCI/I(bI/IKaHI/ISI CCTCH, CCTCBLIC
XapaKTEPUCTUKU, METOABI o0ecIieueHns KauecTBa
00CITy)KHBaHUS
2 TexHonorun JIuHuy cBsA3M, KOAUPOBAHNE U MYJIBTUINIEKCUPOBAHUE
(bu3UYeCKOro ypoBHS  |JaHHBIX, OECIIPOBO/IHAS TIepeada JaHHbIX, IepBuuHbe| 18 24 12 54
CEeTH
3 TexHomoruu JOKadbHEIX | TeXHOIOTHY JTOKaIBLHBIX CETEH Ha pa3aenﬂeM0171 cpene,
KOMITBIOTEPHBIX ceTeil | kommyTupyemblie cetr Ethernet, oTkazoycToHIHBOCTH 18 24 12 54
u BI/IpTyaJ'll/BaL[I/IS( JIOKAJIbHBIX CETEH
4 | Texnonoruu rinobaibHbIX | Anpecarys B cteke npotokosnoB TCP/IP, mpoTtokois
KOMIIBIOTCPHBIX ceTen MECXKCETEBOI'O BSaHMOﬂel\/'ICTBI/ISI, IIPOTOKOJIbI
tpancnopraoro yposHst TCP u UDP, npotoxoust 18 24 12 54
MapIIpyTH3aIH1, OPTaHU3aNUs U YCIIyTH TII00AIBHBIX
cereit, Texaojoruss MPLS
5 CereBble Nudopmarronusie ciayx0s! [P-cerelt, cereBas
nH(popMaIHOHHbIC ¢aiinoBas ciayx0a, ciryk0a ynpaBlIeHHUsI CETHIO 18 24 12 54
CITY>KOBI
6 BesomacHocth Texuomorun ayTeHTI/I(i)I/IKaL[I/II/I, aBTOpHU3alliu U
KOMITBIOTEPHBIX ceTen YIpaBJI€CHUS JOCTYIIOM, TEXHOJIOTUN 6C3OHaCHOCTH Ha
18 24 12 54
OCHOBE (DHIIBTpAIMU TpaduKa, aTaKU Ha
HH(PACTPyKTYpy




Hroro| 108 | 144 | 72 | 324

5.2 IlepeyeHnb 1adopaTOpHBIX padoT

Jlabopatopnas pabota Nel «Cisco IOS»

Jlabopatopnas pabota Ne2 «Command Line Interface»
JlabopatopHas pabota Ne3 «uTepdeiicel u kabemm»
JlabopatopHas pabota Ned «ARP u CDP»

Jlabopatopnas pabota Ne5 « VLAN 802.1Q»

Jlabopatopnas padota Ne6 « VTP u DTP»

Jlabopatopnas padota Ne7 «STP»

JlabopatopHas pabota Ne8 «ArperupoBaHue»

JlaGoparopnas padota Ne9 «IPv4»

Jlabopatopnas pabota NelO «Mapmpytuzanus mexay VLAN»
JlaGoparopnas pa6ota Nel1 «DHCP»

JIabopatopHas padbota Nel2 «CraTuueckas MapupyTH3aLHs»
Jlabopartopnas padota Nel3 «RIP»

Jlaboparopnas padota Nel4 «EIGRP»

Jlaboparopnas padota Nel5 «OSPF»

Jlaboparopnas padota Nel6 «BGP»

Jlaboparopnas padota Nel7 «DNS»

JlaGoparopnas padota Nel8 «NAT»

JlaGoparopnas padota Nel9 «Wi-Fi»

JlaGoparopnas padota Ne20 «VoIP»

6. IPUMEPHAS TEMATUKA KYPCOBBIX IPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT

B coorBercTBMM ¢  y4eOHBIM IJIAHOM OCBOCHUE  JAUCIUILIMHBI
IpeayCMaTpUBaeT BBIIOJIHEHHE KypCOBOI'O MPOEKTa B / CEMECTpe Il OYHOH
dbopmbl 00yUEeHHUS.

[Ipumepnass TemaTuka KypcoBoro mpoekrta: «Pa3pabotka Mopenu
KOMIIBIOTEPHOM  CETM  C  TNPUMEHEHUEM  TEXHOJIOTMUA  KOMMYTAIlUH,
MapuipyTH3aluu, OECIIPOBOIHOTO TOCTYTIA»

3agaun, pemaeMble MPU BBITIOTHEHUH KYpPCOBOTO MPOEKTA!

* [TocTpoenue rpada KOMIBIOTEPHOU CETH;

* Pa3zpabotka miana [P-mapmpyruzanuu;

» GopmupoBanue TaOIUI] MAPIIPYTHU3AITUY;

* Hactpoiika 6ecripoBOIHOTO JAOCTyMA K CETMEHTY KOMIThIOTEPHOU CETH.

KypcoBoif mpoekT BkiodaeT B cebs rpaduueckyr0 4acTh M pacueTHO-
MOSICHUTEIIBHYIO 3aITHUCKY.

7. OHEHOYHBIE MATEPHUAJIBI VIS ITPOBEJEHUSA
IMPOMEXYTOYHOU ATTECTAIIUU OBYYAIOIIUXCA ITO
JUCHUIIJIMHE



7.1. Onucanue moka3aresjieil ¥ KpUTepreB OLEHUBAHUS KOMIIeTEHIUiA
HA pPa3IHYHBIX ITanax uX ()OPMUPOBAHUS, ONUCAHHE IIKAJ OLlEHUBAHUSA

7.1.1 Tan Tekymero KOHTPOJIf

PCBYJIBTaTBI TCKYIICI'O KOHTPOJIA 3HAHUW M MEXKCECCUOHHOM aTTcCTallun
OLICHUBAKOTCA I10 CJ'ICIIYIOH_Ieﬁ CHUCTCMC:

«aTTCCTOBAHY,

«HE€ aTTCCTOBAH).

PesyabTaTsl
o0yueHusi,
Komme- |X2PAKTEPU3yIom Kpurepun
ue ATTecTOBaH He aTTecroBan
TeHIUA OLICHUBAHMS
chopMHUPOBAHHO
CTh
KOMIIETeHIH U
OIIK-14 |3Hath coctaB u  |[OOy4aromuiics 3HaeT Brinosinenue HeBpimonnenue
OCHOBHBIE COCTaB U OCHOBHBIE paboT B CpOK, paboT B CpOK,
XapaKTEPUCTUKU [XapaKTEPUCTUKU MIPEAYCMOTPEHHBI [ TPEAYCMOTPEHHBI
TEXHUYECKHUX TEXHUYECKUX CPEJICTB il B pabouux il B pabouux
CPEIICTB ceTen ceTel AIIEKTPOCB3H Iporpammax porpammax
AIEKTPOCBS3H
yMETh OOyuarommuiicss ymeer Brimonnenue Hesrimonnenune
AKCIUTYaTUPOBAThH [IKCILIYaTUPOBATH U paboT B CPOK, paboT B CPOK,
Y HACTpamBaTh  [HAacTpamBaTh TUIIOBBIC MIPEAYCMOTPEHHBI [ TPEAYCMOTPEHHBI
TUTIOBbBIE TEXHUYECKUE CPEICTBA il B pabouux il B pabouux
TEXHUYECKHE ceTel AJeKTPOCBA3H, nporpammax nporpammax
CpelCTBa CeTe  |[IPOBOJUTH JUATHOCTUKY
ANEKTPOCBS3H, TUTIOBBIX HEUCTIPABHOCTEN
MPOBOJIUTH B paboTe CPeJNICTB CBSI3U
JTMarHOCTUKY ceTel IEKTPOCBA3U U
TUIIOBBIX UCIIPABIISATh UX
HEHCIIPaBHOCTEN
B paboTe cpescTB
CBSI3U CEeTEeH
3IEKTPOCBS3U U
HCIIPABIISATh UX
BJIAJIETH OOyuarommiics BiaaeeT Brimonaenune Hesrmomnenne
KOMaHJ1aMU KoMaHAaMu uHTepdeiica paboT B CPOK, paboT B CpOK,
uHTepdeiica KOMAaHJITHOM CTPOKH ISt MIPEAYCMOTPEHHBI [ [TPEAYCMOTPEHHBI
KOMaHIHOU OIEpPALIMOHHBIX CUCTEM i B pabounx il B pabounx
CTPOKH JJIs1 CETEBBIX YCTPOWCTB porpammax porpammax
ONePaLMOHHBIX

CUCTEM CETEBBIX
YCTPOMCTB




7.1.2 ITan npoMe:KyTOYHOT0 KOHTPOJISI 3HAHUI

Pe3ynbratel mpoMEXyTOYHOTO KOHTPOJS 3HAHUM OlLeHuBaloTcs B 7, 8
ceMecTpe AJisi OUHOU (HOPMBI 00yUEHUS IO YETHIPEXOAIILHON CUCTEME:

«COTIIUYHO»,
«XOpOoLIO»,

«YOOBJICTBOPUTCIBHO»
«CHCYOOBJICTBOPUTCIIEHO).

Komme-
TeHLUA

Pe3yabTaTsl
o0yueHus,
XapakTepu3
youue
copmupos
aHHOCTh
KOMIIeTeHI]
0

Kpurepun
OlLleHUBAHMS

OT1ianuno

Xopowo

Yaosi.

Heynos.i.

OIIK-14

3HATh COCTaB
1 OCHOBHBIC
XapaKTEPUCT
UK
TCXHUYCCKHUX
CpENCTB
cereit
AIEKTPOCBA3
58

Tect

Brinonanenu
€ TecTa Ha
90- 100%

Brinonuenun
€ TecTa Ha
80- 90%

Brinonnenue
Tecta Ha 70-
80%

B tecte
Mmenee 70%
MIpaBUJIBH
BIX
OTBETOB

yMETh
IKCILTYaTHPO
BaTh U
HacTpamBaTh
THITOBBIE
TEXHUYECKHE
cpencTna
ceTei
AJIEKTPOCBSI3
I/I’
MPOBOJIUTH
JTUAarHOCTHKY
THITOBBIX
HEHUCIIPaBHOC
Teil B pabote
CpEICTB
CBSI3U ceTeH
3JIEKTPOCBS3
A"

Pemenue
CTaHJIapTHBIX
MPaKTUYECKHU
X 3aj1a4

3amaun
pEIICHEI B
IIOJIHOM
o0BeMe U
TIOJTYYEHBI
BEpHBIC
OTBETEI

IIponemoHc
TP UPOBaH
BEPHBIN X0
peuieHus
BCEX, HO HE
MOJIy4EH
BEPHBIN
OTBET BO
BCEX
3aJa4ax

IIponeMoHcT
p UpOBaH
BEPHBIN XO[
pelIeHus B
OOJILIINHCTB
€ 3amaq

3agaun He
pelIeHBI




UCTIPABIISTh
ux
BJIAJIETh Pemenue 3amaun | IIponemonc | IIponemoHncrt | 3amauu He
KOMaH/aMH |TIPUKJIAJHBIX | PEIIeHbI B | Tp UPOBAaH | p UpOBaH | pEIICHBI
uHTepdeiica |3a1a4 B IIOJIHOM | BEPHBIN XOJ | BEpHBIN X0
KOMaH/IHOW |KOHKpPETHOH | OObeMe M | peIIeHHs | pelIeHus B
CTPOKHU IJId HpeI[MeTHOﬁ IMMOJIYYCHBI | BCCX, HO HC OOJIBIINHCTB
OIEpaIoHH |00IacTh BEpHBIC HOJTy4YeH e 3a71a4
bIX CUCTEM OTBCThI BepHBIﬁ
CETEeBBIX OTBET BO
YCTPOMCTB BCEX
3aga4ax
7.2 IlpumepHblii mNepeYeHb OIEHOYHBIX CPeACTB  (THIOBbIE

KOHTPOJIbHbIE 3aIaHUsI WM WHbIE MaTepHaJibl, HEOOXOAUMBbIE
3HAHUI, YMEeHUI, HABBIKOB U (MJIH) ONBITA 1€ATEJILHOCTH)

AJHA OICHKH

3a]aHuM MNOATOTOBKH K

7.2.1 TlpumepHbIii
TECTHPOBAHUIO

nepeyeHb st

1. Kakue u3 cpopMynHpOBaHHBIX CBOWCTB COCTAaBHOI'O KaHajla BCerja
COOTBETCTBYIOT JI€MCTBUTEIbHOCTH:

a) JaHHBIE, TMOCTYNUBIIME B COCTABHOMN
BBI3bIBAEMOMY A00HEHTY 0€3 3a1epKEK U NOTEPD;

0) cocTaBHOW KaHaJ 3aKperuisieTcs 3a JAByMs aOOHEHTaMHU Ha MOCTOSHHOMU
OCHOBE;

B) KOJIMYECTBO 3JEMEHTAPHBIX KaHAJIOB, BXOJAIIMX B COCTAaBHOM KaHal,
MEXy IByMsi aDOHEHTaMH PaBHO KOJMYECTBY MPOMEKYTOUHBIX Y3JIOB ILTIOC 1;

I') COCTaBHOM KaHaJl MMEET MOCTOSHHYIO U (PUKCHUPOBAHHYIO MPOMYCKHYIO
CIIOCOOHOCTB Ha BCEM CBOEM MPOTSHKEHUU.

KaHall, JOCTaBJIAKOTCA

2. Kakoro ypoBHS B uepapxuu ceTel He CylIeCcTByeT?
a) Snpa;

0) Pactipenenenus;

B) [llupoxoBenianus;

r) Jloctyna.

3. Ilpu KakuX ycIOBHUSX B KOMMYTAaTOpax CETH C KOMMYTAIlMEH MaKeTOB
JIOJDKHA OBITH MpeycMoTpeHa oydepuzanms?

a) KOTJa CpemHSAs CKOPOCTh TIOCTYIUICHUS JaHHBIX B KOMMYTAaTOp
IPEBBIIIAET CPEIHIOID CKOPOCTh UX 00paOOTKH KOMMYTAaTOPOM;

0) Bcerna,

B) €CJIM TAKEThl UMEIOT OOJBIIYIO AJINHY;

T') €CJIM MPOIYCKHAsi CIOCOOHOCTh CETH HUXKE CyMMapHON MHTEHCHUBHOCTH
UCTOYHHUKOB TpaduKa.



4. Kakoii u3 yposHeil Mmogenu OSI pa3neneH Ha 1Ba NOLypOBHA?
a) OU3NUeCcKuii;

0) KananbHbli;

B) CereBoii;

r) [IpuknagHoii.

5 Kaxkoit Tum VLAN paboTaeTt TOIbKO B Ipeiesiax KoMMyTaTopa?
a) Ha 6aze MAC-anpecos;

6) Ha 6a3e moptos;

B) Ha ocHOBe MeTOK;

r) Double VLAN.

6 Hcnosip30BaHME KaKOro MeTOJa MOMOTaeT OOHApYKMBAaTh KOJUIU3UHU B
6ecnpoBoanbix ceTsx (IEEE 802.11a, 802.11b u 802.11g)

a) CSMA/CD

0) CSMA/CA

B) JI1000ii U3 MepeynCICHHBIX;

r) Hu oquH U3 nepedyncieHHbIX.

7 Kako#t mpOTOKOJI HE SBJISETCS MPOTOKOJIIOM MapIIpyTU3aIUn?
a) RIP;

0) SNMP;

B) OSPF;

r) IS-IS.

8 Yro o3nauaeT abOpeBuarypa EDR?

A) Epic Delay Reduction (snuueckoe CoOKpalieHue 3aepKKA) —
TEXHOJIOTHsI, YCKOPAOIas Haubosee JUIMTeIbHbIE OTepaliu

B)  Oto Tukep kpunroBamotsel E-Dinar Coin

B) Endpoint Detection and Remediation — oOHapyxeHHe arak Ha
pabouMXx CTAHLHUAX U MPUHATHE KOPPEKTUPYIOIINX MEP

I')  Endpoint Detection and Response — oOHapy»keHHe aTak Ha pabounx
CTaHLMSIX U pearupoBaHUE HA HUX

9 Araka, mpu KOTOpPOW >KE€pPTBAa CUMUTAET, YTO pa0OTAET HAMNPAMYIO C
JOBEPEHHBIM CaliTOM, HO Ha caMOM Jefe TpaduK MPOXOAUT Yepes
MIPOMEKYTOUHBIN y3€J 3JI0yMBIIUIEHHUKA, KOTOPBIM MOJIy4aeT BCE OTIpaBisieMble
M0JIb30BATEJIEM JIaHHBIE, HA3bIBACTCSI:

A) Yenosek mocepeauHe

b) [logmena DNS

B) Ilymunr

I') CounanbHas HHXKEHEPUS

10 Araka, HampaBJIeHHas Ha CO3JAaHHME MOMEX WM MOJHYK OCTaHOBKY
paboThl BeO-caiiTa Win APYyroro CETeBOro pecypca, Ha3bIBaeTCs:
A) Ataka c moameHoit DNS



b) DoS-araka
B) POS-araka
I') Hoax

7.2.2 TlpuMepHbI TepeyeHb 3aJaHMil JJIsl pelIeHHs] CTAHIAAPTHBIX
3a;a4

BriOepuTe TONOJIOTHIO IEpEeavu JAHHBIX:
+3Be3na

[[InpokoBemaTeNbHbIE CETU

Kycer

Cern nepenauu OT y3J1a K y3IIy

KommsroTepHas ceTb He IPUMEHSETCS JIIS:
O6paboTKH OOJBIINX 00BEMOB JAHHBIX
3aImuThl THTCPHET-KaHala CBSI3U
ObecrieueHUs CBSI3H MEXKITY COTPYTHUKAMHU
XpaHeHus nHGopMaIuu

CoBMECTHOTO MCITOJIb30BAaHHUS PECYPCOB
OrpaHHYeHUs JOCTYIIA K CEKPETHRIM (haiiaam
+IToBbIIICHUST HAACKHOCTH PAOOTHI IPOrpaMM
DKOHOMUU CPEICTB

Moaem — 3T10:

BBICOKO-TIPOM3BOIUTEIBHBIN KOMIIBIOTEP C OOIBIIMM 00BEMOM MTAMSITH;

YerpoiicTBo ju1s mpeoOpazoBanus nudppoBoit nHGOpMaIIUKU B aHAJIOTOBYIO;

YcerpoiicTBo [yt mpeoOpa3oBaHus aHAIOTOBOM HH(OpMaIMK B IU(PPOBYIO;

+¥YcTpoiicTBO aiist mpeoOpa3zoBanus UPPoBOH HHOOPMAITUN B aHATIOTOBYIO
U 00paTHO.

Campblii HUKHUN ypoBeHb Moaenn OSI
[lepemaun naHHBIX

+@usnyeckui

YpOBEHBb IIPEICTABICHUS
[TpukiagHon

TpaHcnOpTHBIN

CeaHcoBblit

CereBont

YPOBEHb IPEICTABICHUS 3aHUMAETCS

+CHHTAaKCHCOM U CEMAaHTUKOH NepesaBaeMoil nHdopmanuu
JlocTOBEpPHOM NEpenaden TaHHbIX

CopepxuT HaOOP NPUKIATHBIX IPOTOKOJIOB

Mogaens OSI:



OmnuckIBaeT CIIy)0bI TPOTOKOJIOB, HCTIOIh3YEMbIE Ha KAXKIOM YPOBHE
+OrnpenesieT 4YTo A0MKEH AeJIaTh KaXIblil ypOBEHb

[IInpokoBenaTeIbHbIE CETH

+O0beMHEHBI B MAPKEPHOE KOJIBIIO

CoctoAaTt u3 60JIBIIOT0 KOJIMUECTBA COSAMHEHHBIX TTap MaIlluH

CocToAT M3 HECKOJIBKUX CETeH COCIMHEHHBIX MEXIy CcO00i MocTamMu H
KOMMYTaTOpaMHu

OO0iafaroT eIMHBIM KaHAJI0M CBS3H

KitroueByro posib B TPaHCIIOPTHOM YPOBHE UTPAET
VYrpasiieHue Kagpamu

YnpaBneHre nOTOKOM

+YnpasieHne nakeTamu

[IpukiagHOM YypOBEHB

+IlonnepxxuBaet padory TCP/IP
3aHumaeTcst nepeHocom ¢Gaision
Ilepenaet 3nEKTPOHHYIO OUTY
OcymectBiseT TeaeOHHYIO CBA3b
OOGecrneunBaeT MapuIpPyTU3ALUIO MAKETOB

YpoBeHb nepeaaun JaHHbIX
+Ilepenaer naHHbIE CETEBOMY YPOBHIO 0€3 X U3MEHEHUS
OO0pabatbIBaeT JaHHbIE, UCIIPABIISIS HEOOHAPYKEHHBIE paHee OMIMOKU

Kaxoit ypoBenbp monenu OSI opranusyer ceaHc cBsizu (yCTaHOBJICHHE,
NoJAJIep)KKa ¥ 3aBEpIICHHE ceaHca) Mexay aboHeHTamu uepe3 ceTh. OH
MpelHa3HayeH Il CUHXPOHW3aluh OOMEHa JaHHBIMH Ha YPOBHE KPYITHBIX
nopuuii “HGOpMaIUK, A1 OpraHu3aIuy Juanora (BpIOpaTh OJMH U3 BAPUAHTOB).

+CceaHCOBbIN

KaHaJIbHBIN

bu3uIeCKHiA

IIPUKIIAHON

Kakoi1 yposens moaenu OSI onpeaensier 31EKTpUYECKUE, MEXaHUYECKHUE,
(GyHKIIMOHATBHBIE W TPOILEAYpPHBIE MMapaMeTpbl Mg (U3NYECKOM CBSI3U B
cuctemMax. OH BBIMOJIHIET COMNPSDKEHHE CO CPelod mepeladyd JaHHBIX U
MPE0CTaBIsIeT KaHATLHOMY YPOBHIO BUPTYaJbHBIN KaHa JJIs Tiepefadyu OUTOB
(BBIOpaTh OJTMH U3 BAPUAHTOB).

CEaHCOBBIN

KaHAJIbHBIN

+duznueckuii

IIPUKJIATHON



Kakoii ypoernr Mmoxmenu OSI ompenensier HaObOp MPHUKIAIHBIX 3ajad,
peann3yeMbIX B JAHHOW CETU, U BCE CEPBUCHBIC DJIEMEHTHI IS UX BBIOTHEHUS.
Ha »TOM ypoBHE mMOJB30BATENIO MPEAOCTABISCTCS YXKe mepepadoTaHHas
nH(popMmarus (BEIOpATh OJIMH U3 BAPUAHTOB).

CEaHCOBBIN

KaHaJIbHBIN

buznIecKuit

+TIpuUKIaIHON

Kax Ha3piBaeTCS HaJIEKHBIM MPOTOKOJI C YCTAHOBJICHUEM COCAMHEHUS: OH
yIpaBIsieT JIOTUYECKHMM CEAHCOM CBS3M MEXAY MpoleccaMd M 00ecreynuBacT
HAJCKHYIO JIOCTAaBKy MPUKIAIHBIX JaHHBIX OT MpoIecca K mporeccy (BHIOpATh
OJIMH U3 BapUAHTOB)

+TCP (Transmission Control Protocol - mpoTokos KOHTpOJIs Tiepeaayn)

UDP (User Datagram Protocol, mpoToKoJ1 oiap30BaTeIbCKUX AeHTarpaMm)

ICMP (Internet Control Message Protocol, Ilporokon VYmpamustomux
CooOmenuit UntepHeT)

ARP (Address Resolution Protocol, [Ipotokon pacrio3naBanus aapeca)

Kakoit mnpoTokon wucnoyb3dyercss JuOO0 TPU MEPEChUIKE KOPOTKHUX
COOOIIeHNH, KOTJ]a HaKJIaJHbIEe PAacXoJbl Ha YCTaHOBIIEHHE CeaHCa M TPOBEPKY
YCTIEIIHOW JIOCTaBKM JaHHBIX OKAa3bIBAIOTCS BBINIC PACXOJ0B HAa TOBTOPHYIO
(BBIOpATh OJIMH W3 BAPUAHTOB).

TCP (Transmission Control Protocol - mpoTokos KOHTPOJIS epeIayn)

+UDP (User Datagram Protocol, mnpoTokona m0JIb30BaTEIbCKUX
JerTarpaMm)

ICMP (Internet Control Message Protocol, Ilporokon VYmnpamustomux
CooOmenuit UntepHeT)

ARP (Address Resolution Protocol, [Ipotokon pacrioznaBanus aapeca)

Kakoii mnporokon sBusercss HeoThbeMJeMoM wyactbto IP-momyns. Own
o0OecrieunBaeT OOpaTHYIO CBsi3b B BHUJE JAUATHOCTUYECKUX COOOIICHH,
MOCHIJIAEMBIX OTIPABUTENIO MTPU HEBO3MOXKHOCTH JOCTABKH €T0 JeUTarpaMMbl U B
JIpYruX ciydasx (BbIOpaTh OJIMH U3 BapUAHTOB).

TCP (Transmission Control Protocol - mporokos koHTpoIIs Tiepeaayn)

UDP (User Datagram Protocol, mpoTokoJ moyib30BaTENbCKUX ACUTArpamm)

+ ICMP (Internet Control Message Protocol, Ilporokon Ympasistomux
CooOwenuit UntepHer)

ARP (Address Resolution Protocol, ITpoTokos pacriozHaBanus aapeca)

Kakoii mpoTokon npeanasHaueH s npeodpasobanus [P-anpecos B MAC-
aznpeca (BbIOpaTh OJUH U3 BAPUAHTOB).

TCP (Transmission Control Protocol - mporokon KoHTpoIIs Tiepeaayn)

UDP (User Datagram Protocol, mpoTokoJ mojib30BaTeIbCKUX AeHTarpamm)

ICMP (Internet Control Message Protocol, I[Iporokon Ympasisrommx



Coo6mennii UntepHer)
+ARP (Address Resolution Protocol, [IpoTokon pacro3naBanus aapeca)

Cnyx06a puHamMuueckoro HasHaueHus IP-aapecoB (BeIOpaTh OIWH W3
BApUAHTOB).

+DHCP

DNS

WINS

PROXY

Cnyx6a oOecnieunBaeT BBIXOJ B MHTEpHET HECKOJIBKHX KOMITBIOTEPOB C
olHUM peanbHbIM [P anpecom u kemupoBaHue HHPOPMALHMH, K KOTOPOl OBLIO
oOpaiiieHue.

DHCP

DNS

WINS

+PROXY

7.2.3 IlpumepHblii mnepeyeHb 3aJaHMA JJsl pelleHUs NPHUKJIATHBIX
3ajga4

KopnopatuBnasi cerp wucnoib3dyeT aapeca kiacca B u  Jo/DKHA
obecnieunBath kak MuHUMYM 1000 moxcereit ¢ 60 KOMIbIOTEpaMU B KaxIOM.
Kakast n3 mpuBeAE€HHBIX MACOK JIJIs1 3TOr0 MOAXOIUT?

255.255.128.0.

255.255.240.0.

255.255.255.128.

255.255.255.192.

255.255.255.224.

Kakue Tpu u3 mpuBEIECHHBIX aJpPECOB SBISIOTCS KOPPEKTHBIMH aJlpecaMu
x0cToB (public) mpu UCOIB30BaHUN MAacKH 255.255.255.248?

196.123.44.190;

192.15.24.104;

223.168.10.100;

220.169.100.45;

192.168.01.87.

Mapupytu3atop ~ HOJy4aeT  HAakKeT  C aIpecoM  Ha3HAYCHUS
172.16.59.179/22.

Kakoii mojcetu 3TOT nakeT aapecoBaH?

172.16.56.0/22;

172.16.59.0/22;

172.16.48.0/22;

172.16.32.0/22;



172.16.56.48/22.

Ucnonsiyrorca [Pagpeca kmacca C. Macka MOACETH 3aUMCTBYET JIJIA
NpeCTaBICHUs HoMepa mojcetH 4 Ourta. YKaXuUTe AHana3oH KOPPEKTHBIX
aJ[peCOB XOCTOB, MPUHAJICHKAIINUX IMOCICAHEN TTOJCETH?

¢ .225 mo .239;

¢ .225 o .254;

¢ .241 no .254;

¢ .241 no .255;

¢ .240 mo .255.

Kakyro macky moacern Hy»KHO MCIIOIb30BaTh B ceTH ¢ aapecoMm 172.24.0.0,
yTOOBI 00ecneunTh aapecannio 510 KOMIBIOTEPOB B KaXA0W MOACETH?

255.255.252.0

255.255.255.0

255.255.254.0

255.255.248.0

255.255.255.254

Kakoe u3 mepeuMcieHHBIX JBOMYHBIX 3HAYEHUH COOTBETCTBYET aJpecy
207.209.68.100:

11001111.11010001.01000100.01100100;

11000111.11010001.01000100.01100100;

11001111.11010001.01000100.01101100;

11001110.11010001.01000100.01111100.

Kakas w3  HWXKENepeyucClEeHHBIX  JIECITUYHO-TOUEYHBIX  HOTAIMUI
COOTBETCTBYET ABOoMYHOMY aapecy 11001100 00001010 11001000 00000100:

204.18.200.3;

204.34.202.4,

204.10.200.4;

204.26.200.3.

Kakyro Macky mnoaceru Hajgo HasHauuTh myiy anapecoB 207.46.201.0-
207.46.208.0, uT0OBI OHM OBLIIM BHIHBI KaK OJTHA CETh:

255.255.240.0;

255.255.248.0;

255.255.252.0;

19.

Ceru naznavex aapec 131.107.0.0/16. Kakyro Macky HEOOXOauMO 3aJaTh,
€ciM HajJo npeaycMoTpeTh 25 noacereid nmo 2000 y3710B B KaXI0M:

120;

125;

255.255.248.0;



255.255.240.0.

B kakom nomene Haxoautcs 3anuch pecypca PTR mims kommsroTepa ¢ IP-
anpecom 10.14.28.192:

10.14.28.192.in-addr.arpa;

192.28.14.10.in-addr.arpa;

In-addr.arpa.192.28.14.10;

arpa.in-addr.arpa.192.28.14.10.

7.2.4 IlpuMmepHblii IepevyeHb BONPOCOB /JIsl MOATOTOBKH K 3a4eTy

1. Kommnprorepnsie cetu. OCHOBHBIE MTOHATHSL: COCTaB CETH.

2. Mogenb OSI. ITpoTOKOIBI TPAHCTIOPTHOTO U (PU3UUECKOTO YPOBHEH ISt
ceteit Ethernet: BunbpI 1 Ha3HAUCHME.

3. Buawr anpecannu B cteke TCP/IP B ceTsax cBsa3u CrangapTel Kabenei
JIBC. Crangapt 10Base-2. JIokayipHast ceThb Ha 0a3e Koakcuaa.

4. KiaccoBass anapecanyisi B KOMIBIOTEPHBIX CETSX. THUIBI aapecoB.
Crpyxkrypa IP-agpeca, Cranmaptel kabeneit. Ctangapt 10Base-T. JlokanpHas ceTh
Ha 0a3e BUTO maphl.

5. IlonHocBA3Hasg  TOMOJIOTUSA  BbIUMCIUTENbHOM  cetu.  (Cxema.
[IpenmymiecTBa U HEAOCTATKHU.

6. Cranmaptel kaleneil B KOMIBIOTEPHBIX ceTaX. ONTOBOJIOKOHHBIN
Ethernet.

7. NUntepelic: onpeneneHue, Ha3HaYEHUE.

8. Metonpl mepenaun nanHeix B JIBC crampmapra Token Ring. Meton
JOCTyMa K cpejie epeaadu 1Mo MPUHIIUIY «MAPKEPHOU IIHHBDY.

9. Metongb! pacuera koHpurypanuu cetu Ethernet. PVV. PDV.

10. IIportokon ymnpasnenus jormyeckuM kanaiom JIBC LLC. Tpu tuma
npouenyp LLC. [Ipuniumnsl paboTsl mpoueayp.

11. IIK. CeteBsble agantep. OnpenesieHre, Ha3HAYCHHE.

12. OcHOBHBIE XapaKTepUCTUKU 6a30BoM okansHOU cetu Token Ring.

13. KommbroTepHbie TiobanbHbie ceTr. Buabl ceTeit.

14. OOGopynoBaHWe BBIYUCIUTENBHBIX ceTeid. [IpuHIUTBI  paboThI
pEeNUTEPOB, KOHIICHTPATOPOB, MAPIIPYTU3ATOPHI.

15. Homennsiii Bup anpecanuu. JlomeHbl BepxHero ypoBHs. CBsizp [P-
aZpecaluy ¢ JOMEHHBIMUA UMEHAMHU.

16. OcHoBHas knaccudukanus komnbioTepHbix cereil. LAN. PAN. WAN.
MAN.

17. Cranmaptsl Kabemned JIOKaJIbHBIX BBIYUCIUTEIBHBIX ceTeil. CTaHmapT
10Base-5.

18. Onpenenenve W Ha3HauYe€HUE CTeKa MPOTOKOJOB. [IpuHIMIBI pabOTHI
cteka nporokona TCP/IP.

19. [lepenaya naHHBIX B JIOKanbHOM ceTu cranaapra Token Ring. Merox
MAapKEPHOT0 KOJIbLa. bUTOBBIN PHOPUTET.

20. BeruncnurenbHas ceTb. [loHATHE NPOTOKOIA: HA3HAYEHUE.



21. Meronpl nepenaun gaHHbIX B ceTd Token Ring.®dusndeckuii ypoBeHb.
Tuner kagpos.

22. Texnonorus ATM. Ctek npOTOKOJIOB.

23. [Iporokon LLC(802.2): Onpenenenue, Ha3HaYCHUE.

24. Texnonorust ATM. ®opmart nakera.

25. Crpykrypa mogenu ISO. VYpoBuu moxenu. Ilonsarue ¢usznueckon
Cpenbl Iepeayu JaHHbIX.

26. Ctpykrypa ¢opmaroB IEEE 802.x .Ha3nauenue cranmaptoB 802.1-
802.6.

27. Undpopmarmonnsie pecypcsl Untepuer. WWW.

28. Crpykrypa ¢opmaroB IEEE 802.x .Ha3nauenue cranmaptoB S02.6-
802.12.

29. CereBble aantepbl. BUIbI 1 XapaKTEPUCTUKU CETEBBIX aJalTEPOB.

30. JomeHHbIl BUI aapecaunn. Anpecanusi B UHTepHeT.

31. Texnonoruss ATM. Tunsl Tpaduka. [Tonstue sueiika.

32. Texuomoruss Ethernet. Meton noctyma CSMA/CD. Ilonsitue
KOJUUIEKTUBHOTO JIOCTYTIA.

33. Texnonorusa Ethernet. BosuuknoBenue koyum3uid. [Ipuniiumel. MeTo sl
OOpBHOBI.

7.2.5 TlpumepHblii mnepeyeHb 3aJaHUN JIA pelIeHUs] NPHKJIATHBIX
3aga4

34. Slueuctas TOMONOTHS TIOCTPOCHHUS BBIYUCIUTENBHON ceTu. (Cxema.
[IpenmymiecTBa U HEAOCTATKHU.

35. OOGume mpUHIHUIIBI MApUIPYTU3ALUA BBIUUCIUTENIbHOU ceTh. CeTeBoe
ob6opynoBanue JIBC.

36. Texnonorus FDDI. OcHOBHbIE XapaKTEpUCTHKU

37. Tononorus JIBC muua. Cxema. [IpeumyiiecTsa u HEAOCTATKHU.

38. Haznauenue u GyHKIIMU MOCTA.

39. Mogens OSI. TIpoTOKOJIBI TPAHCIIOPTHOTO YPOBHS BBIYUCIUTEIBHBIX
CEeTeil: Ha3HaYeHUe, IPUMEHEHHE.

40. Hasnmauenme cmyk661 DNS. Tlonstme DNS. HWepapxusi moMeHOB.
Ckpuntbl HacTporku. OOLIMEe TPUHIIUIIBI UCTIOTb30BAHU.

41. Tononorus JIBC koinbio. Cxema. [Ipenmyiiiectsa u HETOCTATKHU.

42. Tononorus JIBC 3Be3ga. Cxema. [IpenmyniecTBa 1 HEIOCTaTKH.

43. Mogens OSI. ITpoTOKOJIBI CETEBOTO YPOBHSI BBIYMCIUTEIBHBIX CETEM.
Haznauenue. [Ipumenenue.

44. Haznauenue ciyx6p1 DHCP. ITonsitue DHCP CxpuntThl HacCTpOWKH.
OO0uue NpUHIKUIIBI UCTIOIBE30BaAHUS.

45. O6opynosanue JIBC. Haznauenue koHIleHTpaTopa, Xxaba, MOBTOPUTEIS.

46. Ctpykrypa mpotokona TCP/IP. O6mme npunnumel. Hasnadenwue.
dopmar kaapa.

47. Mopens OSI. IIpoTOKOJBI MNPUKIATHOTO YPOBHS BBIYMCIATEIBHBIX
cereil. Haznauenue. [Ipumenenne.



48. Texnonorus FDDI. CeteBoe 0060pynoBaHue, akTHBHOE U TACCUBHOE.

49. ApXWUTEKTypa KIHUEHT - CEpBEp B CETAX CBA3M M 0Aa30BBIC CETEBBIC
tornosnioruu. [loHATHE KIMEHTa U cepBepa. Pa3HOBUIHOCTH CEPBEPOB.

50. IP anpecamusa. IloHstue Macok. 3aBUCUMOCTHM OT  KJIaccou
pacrpeneneHHOCTH afpeca.

51. Ilonsitue noacetu. Pactipenenenue IP afpecoB B MOJCETIX, MACKHU.

52. IP-cetb. MapuipyTuzaius ¢ Ucroib3oBaHue Macok. OOIue MpUHIIUIIBI
Y Ha3HAYCHHUE.

53. [IP-cetb. MapmpyTtuzanuss 0e3 wucnoigp3oBaHue macok. OOmue
MPUHIIUTIBI ¥ Ha3HAYEHUE.

54. Anpecanusi B KOMIIBIOTEPHBIX CETsX. 3ape3epBupoBaHHbie [P aapeca.
HaxnanpiBaeMbie OrpaHUYEHUS.

55. Xapakrepuctuka nporokojia SIP. O0nacte npUMEHEHHs, TPUHIUII
nepeaavn CooOIICHH.

56. Xapakrepuctuka nporokosa SIP. IlpuHOMO  ycTaHOBJIEHUS
coenuHenuit. [IpuHIUn nepenayu cooOeHU.

57. Ilporpammubiii komMmyTtaTop. DyHKIMH, 007acTh TPUMEHEHUS,
MPUHLINI A/IPECALINU KJIMEHTOB.

58. Opranuzanusi MyJIbTUCEPBHUCHBIX ceTel. Apxurektypa «KimeHr-
cepBep». OyHKIMU cepBepa — MPOrPaMMHOTO KOMMYTATOpa, PYHKITUU KITUEHTA.

59. Monutopunr cereid. IIporpamma Monutopunra Wireshark. ®@yHkiuu,
OCOOEHHOCTH.

7.2.6. MeToguka BBICTABJIEHUSI OIEHKH TP  NPOBeJIeHUH
NMPOMEKYTOUYHOM aTTeCTAUMN

DK3aMeH MPOBOAUTCS IO TECT-OUeTaM, KaKbIi U3 KOTOPBIX coaepxkuT 10
BOIIPOCOB U 3a1a4y. Kax1plii TpaBUJIBHBIA OTBET HA BOIIPOC B TECTE OLIEHUBACTCS
1 Gamnom, 3amaua ounenmBaercs B 10 GamnoB (5 0OamioB BepHOE pellieHHe H 5
OaJIIOB 3a BEpPHBIM O0TBET). MakcHMalbHOE KOJIMUECTBO HaOpaHHbIX 0amioB — 20.

1. Ouenka «HeynoBneTBOPUTEIHHO» CTABUTCS B CiIy4ae, €CIIA CTYACHT
HaOpas MeHee 6 0asnIoB.

2. Onenka «YIOBIETBOPUTEIBHO» CTAaBUTCS B Clydae, €CIU CTYJEHT
Habpan ot 6 g0 10 GannoB

3. Ouenka «Xopolo» CTaBUTCS B CiIydae, €clid CTyAeHT HaOpai oT 11 mo
15 Gannos.

4. Onenka «OTIWYHO» CTaBUTCS, €CIW CTyAeHT Habpan ot 16 mo 20
OaJLIoB.

7.2.7 IlacnopT OLIEHOYHBIX MATEPHAJIOB

Ko
KonTponupyembie pa3aenb A . |HanMeHoBaHHME OIIECHOYHOTO
Ne /i KOHTPOJIUPYEMOU
(TeMbl) TUCITUTIITUHBI cpencTBa
KOMIIETCHINH
1 OCHOBBI CETEN U CUCTEM OIIK-14 Tecr, 3amuTa 1a00paTOPHBIX




nepeaadn nHpopmanuu pabor

2 TexHonoruu pu3NIEcKOro OIIK-14 Tecr, 3amuTa 1a00paTOPHBIX
YPOBHS pabor

3 TexXHOI0rnu J0KaJIbHbIX OIIK-14 Tecr, 3amuTa 1a00paTOPHBIX
KOMITBIOTEPHBIX CETel pabot

4 TexHomornu riaodaabHbIX OIIK-14 Tecrt, 3amuTa J1a00paTOPHBIX
KOMITBIOTEPHBIX CETel pabot

5 CeteBbie HH(POPMAITMOHHBIE OIIK-14 Tecrt, 3amuTa 1a00paTOPHBIX
CITY>KOBI pabot

6 be3onacHocth komnbsloTepubix  (OITK-14 Tecrt, 3amuTa J1a00paTOPHBIX
cerei pabot

7.3. MeToauyeckue MaTepuajibl, ONpeAesiiOlne MPOUETYyPbl
OLICHMBAHUSA 3HAHUI, YMEHUI1, HABBIKOB U (MJIM) ONBITA AeITeJIbHOCTH

TecTupoBaHue OCYIIECTBISAETCA, JMOO TMPU TOMOIIM KOMIIBIOTEPHOU
CUCTEMbI TECTHUPOBaHUS, JUOO C MCIOJB30BAHUEM BBIJIAHHBIX TECT-33JaHUN Ha
OymaxxHoM Hocutene. Bpemst tectupoBanuss 30 MUH. 3aTeM OCYILECTBISETCS
IpOBEpPKa TECTa 3K3aMEHATOPOM U BBICTABIAETCA OLIEHKA COIVIACHO METOIUKHU
BBICTABJICHUS OLICHKH NPU MPOBEACHUU ITPOMEKYTOUHOM aTTeCTAllUU.

Pemenue craHgapTHBIX 3aJay  OCYIIECTBISETCS, JMOO TpU TOMOIIU
KOMIBIOTEPHOM CHCTEMBbI TECTUPOBAHUS, JTMOO C HCIHOJB30BAHUEM BBIJAHHBIX
3amay Ha OymaxkHoM Hocutene. Bpems pemenus 3amad 30 muH. 3atem
OCYIIIECTBISIETCSl TPOBEpPKA PpEIICHHs 3aJad AIK3aMEHATOPOM W BBICTABIISETCS
OLIEHKA, COTJIACHO METOAWKH BBICTABJICHUS OIEHKA TMPU  MPOBEICHUH
IPOMEKYTOUHOM aTTecTaIuu.

Pemenne mnpuKIamHBIX 3adad  OCYIIECTBISETCS, JUOO0 TMPH TMOMOIIU
KOMIBIOTEPHONH CHCTEMBI TECTHUPOBAHUS, JTUOO C HCHOJB30BAaHHWEM BBIJAHHBIX
3amady Ha OymakHOM Hocutene. Bpems pemenus 3amaa 30 muH. 3aTem
OCYILIECTBIISIETCSl TMPOBEpPKAa PEUICHHs 3aJad HK3aMEHAaTOpPOM U BBICTABIISETCS
OLIEHKA, COIJJaCHO METOAMKM BBICTABJICHUS OLUEHKM TMPU  IPOBEICHUU
IIPOMEKYTOYHOMN aTTECTALUH.

3aiuTa KypcoBOil paboThl, KypCOBOTO MPOEKTa WJIK OTYETa MO0 BCEM BUIAM
NPAKTUK OCYIIECTBISETCS COTJIACHO TPEOOBAaHHUSAM, MpPEIbSABISIEMBIM K padore,
OINKCAaHHBIM B METOJIMYECKUX MaTepuanax. [IlpuMepHoe BpeMs 3allUThl HA OJTHOTO
cTynenTa coctasisieT 20 MuH.

8. YYHEBHO METOJINYECKOE U UTH®OOPMAILIMOHHOE
OBECIIHEYEHUE JUCIUIIJINHBI)

8.1 Ilepeuenb y4eOHOU JMTEpPATypPbl, HEOOXOAUMOW /J OCBOEHMS
TUCHUTITHHBI

OcHoBHas auTEpaTypa:
1. KaranoB B.M. OcHOBBI paiiO3JIEKTPOHUKH U CBSI3H: yueO. mocobue / B.
. Karanos, B. K. buttokoB. - M.: T'opsauas nunusa -Tenekom, 2007. -




542 c. - ISBN 5-93517-236-4: 365-00.

2. TpaBun [I'.A. OCHOBBI CXEMOTEXHUKH YCTPOHCTB PaaUOCBS3H,
paauoBelanus U TelaeBuaeHus: Yueb. nmocooue / I'. A. TpaBun. - 2-¢
u3 ., uctp. - M.: I'opstuas nuaus -Tenexkom, 2009. - 592 c.: un. - ISBN
978-5-9912-0046-2: 467-00.

3. Waxrunpasa B.B. IlpoexktupoBanue paguonepeaaTunukoB: Yueo.
nocobue / B. B. laxrunpasan, M. C. lllymunun, B. b. Ko3sipes; Ilox

pen. B. B. llaxrunpasua. - 4-e usn., nepepad. u gom. - M.: Paguo u
cBs13b, 2000. - 656 c.: un. - ISBN 5-256-01378-5 : 90.00,80.91.

JlononHUTENbHAS IATEPATYPA:

1. Meronuueckue yka3aHusi K J1a00OpaTOpHbIM padbOTaM MO JUCUUIUIMHE
"Cetu u cucrembl nepegaud  uHbopmanmuu' A CTYJEHTOB
cnenpanbHocTet 090301 "Kommbrotepnass ©6e3omacHocTs", 090302
"UndopmarimonHas 6€30MacCHOCTh TEICKOMMYHHUKAIIMOHHBIX CHCTEM",
090303 "HNudopmarmonHass 0€30MacCHOCTb  ABTOMATHU3HPOBAHHBIX
cucteM" o4HOM (opmbl 00yueHust [DnexkTpoHHBIN pecypc] / Kad.
cucteM wuHpopManmonHoit Oe3zonacHoctd; Coctr. WM. B. I'onuapos. -
OnekTpoH. TekcToBbie, Tpad. man. (901 Ko6aiit). - Boponex: ®I'bOY
BITIO "BopoHeXCKuil TroCcyl1apCTBEHHBI TEXHUYECKUI YHUBEPCHUTET',
2014. - 1 ¢aiin. - 00-00.

2. Meroandeckue ykazaHUs K MPAKTHYCCKUM 3aHATHUSAM IO JTUCITUATIIINHE
"Cetu wum cucrembl nepegaud  uHbopmanuu" AJA  CTYJEHTOB
cnenuasnibHocTet 090301 "Kommbrotepnass ©Oe3omacHocTs", 090302
"MudopmanmonHass 6€30MacHOCTh TEIEKOMMYHUKAMOHHBIX CHCTEM",
090303 "HMudopmarimonHas 0€30MacHOCTh  ABTOMATHU3UPOBAHHBIX
cucreM" o4HOM (opmbl 00yueHust [DnexkTpoHHBIN pecypc] / Kad.
cucteM wuHpopManmonHoit Oe3zomacHoctu; Coct. WM. B. T'onuapos. -
OnekTpoH. TekcToBbie, Tpad. maH. (535 Ko6aiit). - Boponex: ®I'BOY
BITIO "BopoHeXCKuil rocy1apCTBEHHbI TEXHUYECKUW YHUBEPCHUTET',
2014. - 1 ¢aiin. - 00-00.

3. T'ornuapor UN.B. IlocTtpoenue cereit u cuctem mepenadud uHGopMmaIuu
[DnexkTponHBI pecypc]: Yueb. mocodue / U. B. 'oruapos. - DnekTpoH.
TEeKCTOBble, rpad. man. (4,28 MO). - Bopouex: OI'BOY BIIO
"BopoHexkcKui rocyJapCTBEHHBIN TEXHUYECKAN yHUBEpcUTET', 2013. -
1 daitn. - 30-00.

8.2 ITlepeyeHb HH(OPMAUMOHHBIX TEXHOJOTHI, MCHOJb3yeMbIX MPH
OCYLLIECTBJICHHMH 00pa30BaTeJBbHOI0 NpoLecca Mo AHCHMILIMHE, BKJIIOYas
nepeYeHb  JMUIEH3MOHHOI0  NPOrpaMMHOro  olecmeYeHHsl, PecypcoB
HH(OPMALMOHHO-TEJIEKOMMYHUKAUNOHHOU ceTH «MHTepHeT», COBPEeMEHHbIX
npogecCHOHAIBHBIX 023 JaHHBIX U HH(POPMALMOHHBIX CIIPABOYHBIX CHCTEM:

He npenycmorpeno.



9. MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJANUMAS JJISA
OCYHECTBJIEHUS OBPA3OBATEJIBHOI'O ITPOLHECCA

KoMmbroTepHBIX KJIacc ¢ KOJIMYECTBOM NEPCOHAIBHBIX KOMITBIOTEPOB U3
pacyeTa 1 mepcoHaNbHBIN KOMIBIOTEP Ha 2 00YYaIOIIUXCSl.

10. METOAUYECKUE YKA3ZAHUSA JJIS1 OBYYAIOIIUXCS 110
OCBOEHMUIO JUCIIUIIJIMHBI (MOY JIs)

[To mucruumae «CeTH W CUCTEMBI Tiepefavyn WHGOPMAIUW) YUTAIOTCS
JICKITUH, TIPOBOJIATCS JIAOOpATOPHBIC PAOOTHI, BBITOIHICTCS KYPCOBOH MPOCKT.

OcHOBOW W3ydeHUs JUCUUIUIMHBI SBJISIOTCS JICKIIMH, Ha KOTOPBIX
U3JIaraloTcs HanboJiee CYIIEeCTBEHHBIC M TPYIHBIC BOIPOCHI, @ TAKXKE BOIPOCHI, HE
HaIIEIINE OTPaXeHHsI B Y9eOHOH TuTeparype.

JIaGopatopHbie pabOTHI BEITIOTHSIOTCS Ha J1aOOPaTOPHOM 00OpPYIOBaHUU B
COOTBETCTBHHM C METOJWKAMH, TPUBEICHHHIMA B YyKa3aHUAX K BBITIOJHCHHIO
pabor.

MeTonuka BBITOJIHEHUSI KYpCOBOTO TPOCKTa W3JIOKEHA B y4eOHO-
METOJMYECKOM TOCOOMH. BBIMONHATE ATambl KypCOBOTO TIPOCKTA JOJKHBI
CBOCBPEMEHHO U B YCTAHOBJICHHBIE CPOKH.

KoHTponb ycBOeHHs MaTepuajiga JUCIMIUIMHBI MPOU3BOIUTCS MPOBEPKOK
KypCOBOT'O TIPOCKTA, 3allIUTON KYpPCOBOTO MPOCKTA.

Bup yueOHbIx
N JlesaTenpHOCTh CTyIEHTa
3aHSATUI
.HCKI_[I/IH Hanucanue kKoHCHEKTa HCKHHﬁZ KpaTKO, CXEMATUYHO, IOCJICIOBATCIILHO

¢ukcupoBaTh ~ OCHOBHBIE  TOJIOXKEHHS,  BBIBOJBL,  (POPMYIHUPOBKH,
000011eHNs; TIOMEYaTh BaXKHbIE MBICIHM, BBLIEIATH KIIOYEBBIE CIIOBA,
TepMuHBI. [IpoBepka TEpMHHOB, MOHATHI C MOMONIBIO IHIMKIOINEIHI,
CJIOBapei, CIPABOYHUKOB C BBIIUCBIBAHUEM TOJIKOBAHUN B TETPalb.
O6o3HaueHue BOINPOCOB, TEPMUHOB, MaTepHajia, KOTOPHIE BBI3BIBAIOT
TPYOHOCTH, TIOUCK OTBETOB B pEKOMEHAyemMoW naureparype. Ecnu
CaMOCTOSITENIbHO HE YyJaeTcss pa3odparbcs B MaTepuane, HeoO0XOIUMO
chopMyIMpOBaTh BOMPOC M 3aJaTh MPENOJaBaTeN0 Ha JIEKIMH WM Ha
IPAKTUYECKOM 3aHSATHH.

JIaGoparopnast  [JlaGopaTopHble pabOThI MO3BOJSIOT HAYYUTHCS MPUMEHSITh TEOPETUYECKHE
pabora 3HaHUS, MOJYYE€HHbIE Ha JICKIIUU MPH PElIeHUU KOHKPETHBIX 3a1a4. UToOb!
HauOosiee palMOHAIBLHO M TMOJHO MCIOJb30BaTh BCE BO3MOXKHOCTHU
7a00paTOPHBIX U TMOATOTOBKHM K HUM HEOOXOIMMO: CIIEAYET pa3o0paTh
JEKIMIO TI0 COOTBETCTBYIOILEH TeMe, O3HAKOMHUTCS C COOTBETCTBYIOLIMM
pa3zenoM y4yeOHHMKa, MpopadOTaTh JOMOJHUTENbHYIO JHUTEpaTypy H
UCTOYHUKH, PEHIUTH 331241 U BBIIIOJHUTH APYrHe MMChbMEHHBIE 3aJJaHUS.

CamocrosarenbHas |CamMoCTOsATENIbHAS PaboTa CTYACHTOB CIIOCOOCTBYET ITyOOKOMY YCBOCHHS
paborta yqeOHOro MaTepuajia W  Pa3BUTHIO HABBIKOB  CaMOOOpa3OBaHUSI.

CamocTtosTenpHas paboTa mpernoaaraeT CleAyIoIIne COCTaBISIONIIE:

- paboTta ¢ TeKkCcTamMH: Y4YeOHUKAMH, CIPAaBOYHHKAMH, TOMOIHUTEIHHON

JUTEPATYPOid, a TaKKe MPOpabOTKa KOHCTIEKTOB JICKIIHA;

- BBIITIOJTHEHUEC JOMAIITHUX 3a;[aH1/1171 1 paCyYCTOB,




- paboTa HaJ TEMaMH JUIsl CAMOCTOSATEIBHOTO N3Y4EHUS;
- yyacTue B paboTe CTyIeHYECKUX HAyYHBIX KOH(EPEHIINHA, OJTMMITHAT;
- IOATOTOBKA K IPOMEKYTOYHON aTTECTALUN.

[ToaroroBka k. [['OTOBUTBCS K NPOMEKYTOUYHOM ATTECTALMU CIEAYET CUCTEMATHYECKH, B
MPOMEXKYTOUYHOM |TeueHue Bcero cemectpa. MIHTEeHCUMBHAs MOJATOTOBKA /IO KHA HA4YaThCA HE
aTTecTaluu MO3/IHEE, YEM 32 MECSI-IIOJITOPA A0 IMIPOMEKYTOUHOM aTTecTanuu. /[aHHbie
mepea 3a4eTOM C OIEHKOM, 3K3aMeHOM TpHu AHS S(QEeKTUBHEE BCETO
WCII0JIb30BATh JIJIsl [IOBTOPEHMS M CUCTEMATU3allMi MaTepraa.
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