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1.OEJUU3A JAYN AU CHUTIJINHBI

1.1.eauancunnjanHbI

@opMHpPOBAaHUE Yy CTYJIEHTOB OCHOB NpPO(ECCHOHANBHBIX 3HAHUU U
OpEJICTaBICHUA  OBO3MOXHOCTAX M HOpUHLOMNAX  (YHKIMOHMPOBAHUS
KOMITBIOTEPHBIX CETE€H, JAUArHOCTUKE KOMIIBIOTEPHBIXTEIEKOMMYHHUKAIMOHHBIX
CUCTEM U CETEM, a TakKe 00 OpraHu3aluy 10CTyIa K paclpeieCHHbIM JaHHbBIM.

1.2.3apa4n0CBOCHUA U CIUIIIHHBI

1) HW3yuenue THUMNOBBIX (U3HMUECKHX ¢ JIOTUYECKHX TOIMOJOTHHA U
pEAU3YIOIIMNX UX TEXHOJIOTHI CETEBOTO B3aUMOACHCTBUA.

2) N3yuyeHue ceTeBOro MporpaMMHOr0o 00OeCIeYeHUs U CETEBBIX CEPBUCOB.

3) MW3ydyenue MeTOOOB oOOECnedYeHHs KadyecTBa OOCIYyXUBAaHHUS B
KOMITBIOTEPHBIX CETSIX

2.MECTOJIUCHUIIVNIMHBIBCTPYKTYPEOIIOII
Juctiumnaa«KoMIbIOTEpHBIECETU» OTHOCUTCAKIUCITUTIMHAMOA30BOMIaCT
nosmokabl.

3.JJEPEYUEHBIIVIAHUPYEMBIXPE3YJ/IbTATOBOBYYEHUAIIOANCIIA
IVIMHE
[TpoueccuzydennsaaucuminHbl« KoMnproTepHbleceTU» HaIIpaBieHHAGOpMU
POBaHUECIIENYIOIUXKOMIIETEHIINN:
OK-5-ciocoOHOCThIOMOHUMATHCOIMATBHY03HAYUMOCTHCBOEHIPOheccHn,0
0J1a1aTbBBICOKOMMOTHBAIIMEHKBBITTOTHEHUIOMTPOPECCUOHATIBHOMAEATENHHOCTUBOO
JacTruobecnedyeHUTMHPOPMAITTOHHO0€30TaCHOCTUN3 AU THIMHTEPECOBIMYHOCTH,
0OLIECTBaNrOCyJapCTBa,COOTI0AaATEHOPMBITPOPECCUOHATBHOMATUKH
ITK-10-cioco6HOCThIOOTICHMBATEA () (PEKTHBHOCTHPEATM3AITUACHCTEM3AIIIHAT
BIMH(DOPMALIMUUIEHCTBYIOIUXTTIOTUTUKOE301TaCHOCTUBKOMITBIOTEPHBIXCUCTEMAX, B
KJTFOYasi3alUIeHHbIEONIEPallHOHHBIECUCTEMbI,CUCTEMBIYTIpaBIeHHUsI0a3aMH JTaHHBIX
,KOMITbIOTEPHBIECETH,CUCTEMbIaHTUBUPYCHOM3AILUTHL, CPEICTBAKPUIITOr pahuIeCK
o3anMThIMH(pOpMAIIUT
[1K-18-crnoco6HOCTHIONPOU3BOIUTEYCTAHOBKY,HAJIAAKY, TECTUPOBAHUEN00C
JTYXKUBaHUECOBPEMEHHBIXITPOrpaMMHO-aIapaTHbIXCPeCTBOOECTIeUeHUSIMHOpMa
IUOHHOI0€30M1aCHOCTUKOMITBIOTEPHBIXCUCTEM, BKITIOUASI3aIUIIEHHBICOTIEPAIIUOHH
BIECHCTEMBI,CUCTEMBIYTIPABIICHUA0a3aMUIAHHBIX, KOMITBIOTEPHBIECETH,CHCTEMbIaH
TUBUPYCHOM3AIINTHI,CPEACTBAKPUNITOTpadUIECKON3AIUTHINH(DOPMALIAN

Pe3yibTaThi00y4YeHUsI, XapaKTePU3yIOLIUe

Komnerenuus
chopMHUPOBAHHOCTHKOMIIETEHUIMH

OK-5 3HATHCONMAIBHYIO 3HAYUMOCTh CBOEH mpodeccun

YMeTbcaMOMOTHBUPOBATHCSAK BHITIOTHEHUIO
po(heCCHOHATTLHOM JESTEIIEHOCTH B 00JIaCTH
obecrnieyeHuss MHPOPMAITMOHHON 6€30MaCHOCTH

Branets HopMamu nnpodecCuoHaIbHON ITUKU

[1K-10 3Hath KpuTepun 3P(HEKTUBHOCTH peaTn3ali CUCTEM
3a1uThl HHHOPMALIMU B KOMIBIOTEPHBIX CETAX




YMeTh YHOPaBJIATh KOMIIBIOTCPHBIMHU CCTAMUA

BJ'I&I[GTL MCTOdaMH oOecIrecueHus KauecTBa
O6CJIY)KI/IB3HHH B KOMIIBIOTCPHBIX CCTAX

[1K-18 3HaTh PYHKIMOHAIbHBIE BOBMOXXHOCTH COBPEMEHHBIX
MIPOrpaMMHO-ANIAPATHBIX CPEACTB OOECIIEUEHUS
MH(OPMAIMOHHOW 0€30ITaCHOCTH KOMIIBIOTEPHBIX
CUCTEM

YMeTbpOn3BOUTH YCTAHOBKY, HAJIAJAKy, TECTUPOBAHUE
U 00CITy>KMBaHHE COBPEMEHHBIX
IPOrpaMMHO-aIIAPATHBIX CPEACTB OOECIICUEHUS
UHGOPMAITMOHHON O€30MTaCHOCTH KOMITBIOTEPHBIX
CUCTEM

Bnagers meTogamMu npOeKTHPOBAHUSI KOMIIBFOTEPHBIX
ceTen

4. OBBEM JUCHUMIIJINHBI
OO01masATPyA0€MKOCTANCIUILTUHBI« KOMIIBIOTEPHBIECETH» COCTABIISAETA3. €.
PacnpenenenneTpy10€MKOCTUAMCIUITIIMHBIITOBAIAM3aHATUI

oyHasipopmaodydeHust
Bunbryue6HoipadoTh Beeroul Cemectpel

acos 6

AyauTOpPHBIE3aHATHS (BCEro) 54 54

B Tomuucie:

Jlexrun 36 36

[Tpaktrueckuezanstus (113) 18 18

CamocrosiTesibHAagApadoTa 90 90

Buapl npoMeKyTOYHOM aTTECTALNU - 3a4ET C + +

OLICHKOW

OO6m1ast TPy 10€MKOCTb:

aKaJeMHUYECKHUE YacChl 144 144

3a4.e]I. 4 4

5.COAEP KAHUEJIUCIHUIIJIMHBI(MO/JYJIS)
5.1Copep:xaHuepa3ie0BAUCHUILIMHbIUPACIIPEIeIEHUETPY/10€MKOCTHIT
OBHAAM3aHATHH

oyHasipopmMaodyueHust
Ne i/t HanmeHnoBaHHETEMBI ConepxaHuepaszena Jlexiy l;[:sk CPC Bzzzo’
1 O6mue [NonsTHE KOMIBIOTEPHON CETH (KOMITBIOTEpHAS
CBEICHHUS O ceTh, CETEBOE B3aHMOCHCTBIE, aBTOHOMHAs
KOMIIBIOTEPHOH cpena, Ha3HAUYCHUE CETH,PECYPCHI CEeTH,
cetn MHTEpaKTUBHAS CBs3b, IHTEpHET).
Knaccuduxanus KOMIbIOTEPHBIX ceTel 1Mo 6 2 14 22
CTENeHH! TePPUTOPHAIIBHOI pacipeenéHHOCTH:
JIOKaIbHEIE, TJI00AIBHBIECETH, CETH MacITaba
ropoza. Knaccudukarus ceteid o ypoBHio
aIIMIHHICTPATUBHON ITOJIIEPKKH: OHOPAHTOBBIE
ceTH,




ceTH Ha ocHOBe cepBepa. Knaccudukarmsa cereit
0 TOTIOJIOTUH.
MeTtozb! AOCTYTA K Cpejie epejadn JaHHBIX.
Krnaccnduxarms MeTonoB gocrymna. Merost
nocryria CSMA /CD,
CSM/CA. MapkepHble METOBI IOCTYIA.
Cetesble Mogenu. IlonsaTue ceTeBoil Mojenu.
Mopens OSI. YpoBuu Mozaenu.
BsaumopeiictBue ypoBHeii. aTepdeiic.
OynxuunypoBHeriMonenu OSI. Monens TCP/IP.

AnmnapatHsie
KOMIIOHEHTBI
KOMITIBIOTEPHBIX
ceTer

dusrdeckue cpelpl mepeaadn JaHHbIX. THIbI
KaOenel 1 uxX xapakrepuctuku. CpaBHEHUS
kabeneii. TUIIBI ceTeM, IMHUI NKaHAJIOB CBSI3H.
CoemMHATENTH, KOHHEKTOPHI JUTS Pa3IMIHBIX
TUTIOB KaleJen.

WHCTpyMEHTHI 11 MOHTaXa U TECTUPOBAHUSA
KaOeTbHBIX CHCTEM.
BecnpoBoaHbIe cpenbl Iepeadn TaHHBIX.
KomMyHHKaIIMOHHOE 000PYI0BaHUE CETCH.
CeteBble agantepbl. OYHKIMA 1
XapaKTEPUCTUKU CETEBBIX a/1allTEPOB.
Krnaccuguxanus ceTeBbIx agantepos. J[paiBepsr
CETEBBIX JaNTEePOB. Y CTAHOBKA U
KOH(HUTYPHUPOBAHUE CETEBOTO afanTepa.
KoHneHTpaTopbl, MOCTBI, KOMMYTHPYIOLIHE
MOCTBI, MapUIPYTHU3ATOPHI, IILTIO36I, UX
Ha3HAYCHUE, OCHOBHBIC (DYHKIIMH HIIAPAMETPHIL.

14

22

[Tepenaua
JIAHHBIXITOCETH

Teopernyeckye OCHOBHI Iepeady JaHHBIX.
[TonsiTue curnana, naHHbIX. MeToabl
KOJIUPOBAHUS JAHHBIX MPH Hepesade.

Monynsanus curaanoB. MeToas! oru(poBKy.
[Nonsitue kommyTtanuu. KomMmyranus kaHanos,
MaKeToB, coobmenuii. [TonsTuenakera.
IIpoTokomns! U ctekn MpoToKooB. CTpyKTypa
crexoB OSlI, IPX/SPX, NetBios/SMB. Crex
npotokosioB TCP/IP. Erococtas u HazHaueHHE
Ka)XJI0To IpoToKoia. Pactipenenenue
IIPOTOKOJIOB ITO0 Ha3HaueHuto B mojenu OSI.
CeTeBble UTPAHCTIOPTHBIE MPOTOKOIBIL.
IIpoTokomns! mpuknagHoro ypoas FTP, HTTP,
Telnet, SMTP, POP3.

Tunsr agpecos creka TCP/IP. Tumsr agpecos
crexa TCP/IP.

JloxanbHele anpeca. CereBble IP-anpeca.
Jlomennbie umena. ®opmar 1 KJ1accel
IP-anpecos. [logceTn n Macku mojaceTel.
Ha3naueHne apecoB aBTOHOMHOI! CETH.
LlenTpanu3oBaHHOE pacIpeneIeHHe aIpecoB.
Otobpaxenne [P-anpecoBHaNOKaNEHBIEAAPECA.
Cucrema DNS.

14

22

CereBble
APXUTEKTYPBI

TexHOMIOTUM JTOKANBHBIX KOMIIBIOTEPHBIX CETEH.
Texunounorust Ethernet. Texuonorun TokenRing u
FDDI. TexHOIOTMHOECIPOBOHBIX JTOKATBHBIX
cereit. Texnomoruu riao0aabHBIX CETEH.
[TpuHIHITEL TOCTPOEHUS TTI00ATBHBIX CETEH.
Oprasu3anusiMeKCETEeBOTOB3aNMOICHCTBHS.

16

26

['1oGanbHBIE CETH U
HepCHeKTHBHbIe CCTECBbIC
TEXHOJIOTHIO. I 100anbpHasCceTh
Internet

[Tonsitue rnobaibHbIX ceTei. [IpHHIMITBI
MEXCETEBOTO B3auMoieiicTBrs. OCHOBHBIC
NPOTOKOJIA ¥ MX MCIIOJIb30BaHUE IS
OpraHu3aly B3aUMOICHCTBHSI OObEKTOB CETH.
CereBoit
YPOBEHbB, KaK CPEJICTBO TIOCTPOCHHS OOJIBIINX
ceren.

T'moGanbHbBIC CETH M IEPCIICKTUBHBIC CETECBEIC
TexHojoruu. Internet u npuHIUIbI
ero ¢pynkuuonuposanus. CTpykrypa
riobanpHOM cetu Internet.

16

26

3amuTa HHpOPMALUH B
JIOKAJIBHBIX CETSIX

Knaccnguxarus yrpos, METoI0B 1 CpencTB
3amuThl nHGpopmanuu. Kpunrorpagust.

16

26




OCHOBHBIC TIOHATHS U OIIpe/IeNieHUsI. MeTo bl
mmdposanus. CTanaapTHbIC
Kpunrorpadudeckie cucreMsl. [IporpaMMHbIe
cpezcTBa 3auuThl HHGOpMaIuu (BCTPOCHHEIC
B OC 1 BHEUTHHE).

Hroro 36 18 90 144

5.2IlepevyeHbadopaTOPHBLIXPAOOT
HenpeaycMoTpeHOy4eOHBIMITIIAHOM

6.IIPUMEPHAATEMATUKAKYPCOBBIXITPOEKTOB(PABOT)
NKOHTPOJIBHBIXPABOT
BcooTBeTcTBHHCYYEOHBIMITTIAHOMOCBOCHHUEIMCIUTIMHBIHENPETyCMaTpHUBa
€TBBIIIOJHEHUEKYPCOBOTONPOEKTA(PAOOTHI ) LIIMKOHTPOJIBHOMPAOOTHI.

7.0HEHOYHBIEMATEPUAJIBIVIAIIPOBEAEHUAIIPOMEXYTOYHO
HWATTECTAIIMUOBYYAIOIUXCANOAUCIUIIJINHE
7.1.0nucannenoka3are/ieiMKPUTEPHEBOLCHNBAHUSIKOMIIETEHIIMTHAPA
3JIHYHBIX3TANIAXUX(OPMHUPOBAHNS, 0NN CAHN CIIKAJIOICHUBAHUS
7.1.19TanTeKyeroKOHTPOJIA
Pe3ynprarhITeKyIErOKOHTPOJISI3HAHUMMMEKCECCUOHHOMATTECTALIMUOLICHUB
aIOTCAIIOCIIENYIOIIEHCUCTEME:

«aTTeCTOBAH»,
«HEATTECTOBaH).
Pe3yabTaThi00yYeHHs, XapaKTep
Kommne- uzyroume Kputepuu
VIOt purep ATTecToBaH HearTecToBan
Te]'[]_[“ﬂ Cq)OpMHpOBaHHOCTI)KOMHeTeHH OueH“BaH"ﬂ
HH
OK-5 3HATh COIMATIBHYIO 3HaeT COIMaIbHYIO Brmmomnsenue pabot B| HebinonneHue
3HAYUMOCTBH CBOEl 3HAYMMOCTh CBOCH CpOK, pa60T B CpOK,
npodeccun npodeccuu NpPeAyCMOTPEHHBIH B | IpeaycMOTpeHHbIH
pabounx B paboumx
porpaMMax porpamMmax
YMmers Ymeer Brmonaenue pabot B| HeBrimonHeHue
CaMOMOTHBHPOBATHCA K CaMOMOTHUBUPOBATLCA K CPOK, pa60T B CpOK,
BEITIONHEHHIO BEITIOJTHCHHTO 3 MIPEyCMOTPEHHBIN B | IPEIyCMOTPEHHBIN
. po¢eCCHOHATBHOM pabounx B paboumx
npogeCcCHOHANTBHOMI
6 JIeATeNIbHOCTH B 001acTn IporpaMmax porpamMmax
JEATENBHOCTH B O0NACTH | Jo0 v o
obecrieueHus MH(OPMALHOHHO
UH(POPMALIMOHHOM 0€3011aCHOCTH
6e3omacHOCTH
BrnagetrsHOpMamunpodecc |Bnaneer Hopmamu Brmonaenue pabot B| HeBreimonHeHue
HOHAIBHOMATHKH npodeccuoHALHOM dTUKH CpOK, paboT B CpoOK,
NIPEAYCMOTPEHHBIN B | IPEAYCMOTPEHHBIN
pabounx B paboumnx
IIpoTrpamMMax porpaMMax
I1K-10 3HaTb KPUTEPHHU 3HaeT KpUuTepuu Bemonnenue pador B| Hesbinonnenne
3(1)(1)3KTI/IBHOCTI/I 3q)q)eKTI/IBHOCTH CpOK, pa60T B CpOK,
peal3aLIH CHCTEM pea3anuy CHCTEM MIPEIyCMOTPEHHBIN B | IPEIYCMOTPEHHBIN
3aIUTHI HHHOPMAIIUY B pabouunx B pabounx
3aIUTH HHOOPMAIIUH B
KOMIIBIOTEPHBIX CETAX ImporpaMMax mporpamMmmax
KOMIIBIOTEPHBIX CETAX
YMeThynpaBIATEKOMITBIOTE | YMEET Brimonnenue pabor B| Hesbinonnenne
PHBIMHCETSMH yIpPaBIATbKOMIBIOTEPHBIM CPOK, paboT B CpoK,
HUCETSIMU TPEyCMOTPEHHBIN B | IPETyCMOTPEHHBIN




pabounx B pabouunx
nporpammax nporpammax
Brnanets meTomamu Braneer meTonamu Beimonnenue pabor B| Hesbinonunenne
o0ecrieueHUsI KauecTBa oOecIieueHHs KauecTBa CpOK, pa60T B CpOK,
06CITyKHBAHNS B 00CITyKMBaHUSA B MIPEAYCMOTPEHHBIH B | IPEXyCMOTPEHHBIN
KOMIBIOTEPHBIX CETAX pabounx B paboumnx
KOMITBIOTEPHBIX CETAX
porpamMmmax MporpaMmmax
I1K-18 3Hath QyHKIHMOHANBHBIE  |3HaeT GyHKUMOHaNbHBE |Bomonnenue pabor B| Hesbimonnenue
BO3MOKHOCTH BO3MOXKHOCTH CpOK, pa60T B CpOK,
COBPEMEHHBIX COBPEMEHHBIX MIPEAYCMOTPEHHBIH B | IPEyCMOTPEHHBIN
MIPOrpaMMHO-aIIapaTHBIX pabounx B pabouunx
MPOrpaMMHO-aIapaTHBIX
5 cpencTB obecnedeHus nporpammax nporpammax
CpelCTB oOeceUeHNs HHhOPMAIHOHHOH
MHDOPMAIOHHOH 6e301macHOCTH
Oe3omacHoCTH KOMITBIOTEPHBIX CHCTEM
KOMITBIOTEPHBIX CHCTEM
YMeTh NpOu3BOIUTD YMeer Ipou3BOAUTH Beinonnenue pabor B| Hesbinonnenue
YCTaHOBKY, HaJaaKy, YCTAHOBKY, HAJIAAKY, CpOK, pa60T B CpOK,
TeCTHpOBAHHUE 1 TECTHPOBAHHE U MIPEAYCMOTPEHHBIH B | IPETyCMOTPEHHBIN
o0cCITy>)KUBaHUE pabounx B paboumx
o0ciry)XxnBaHUE
COBPEMEHHBIX porpammax Tporpammax
COBPCMCHHBIX MIPOTrPaMMHO-aIIIapaTHBIX
MPOrpaMMHO-aNMAPATHBIX  |cpenicTB 06eCedeHNs
CpeICTB 00eCIIeUEeHNS UH(OPMAIMOHHON
nH(OpMaLMOHHOI 0e301acHOCTH
6e30MaCHOCTH KOMITBIOTEPHBIX CUCTEM
KOMITBIOTEPHBIX CUCTEM
Bnanets MeTogamu Bnaneer Mmetonamu Bemmonnenue pabor B| Hesbinonnenne
POEKTHPOBAHHUS HPOEKTUPOBAHUSA CpOK, paboT B CPOK,
KOMITBIOTEPHBIX CeTeit KOMITBIOTEPHBIX ceTel MIPEAYCMOTPEHHBIH B | IPEyCMOTPEHHBIN
pabounx B paboumx
porpammax nporpammax

7.1.29TannpomMeKyTO4YHOTrOKOHTPOJIA3HAHU I

Pe3ynbTaThIimpoMeXyTOUYHOTOKOHTPOJISI3HAHUMOLIEHUBAIOTCABOCEMECTPE IS
O4YHON(OPMBIOOYUEHUATIOUETHIPEXOATUTBHOUCUCTEME:

«OTIUYHON;

«XOPOLIOY;

«YJOBJIETBOPUTEIHHON;

«HEYJOBJIETBOPUTEIBLHOY.

Pe3ybTaTh100yyeHHsI,XapaK
Komme- Tepu3yomue Kpurtepuu
Termust |chopyuposammoctsromnere| onenmBanms Otiau4yHO Xopomo Ynosa. Heynosa.
HIIUHU
OK-5 3HaTh CONUALHYIO Tect Boinonnenu | Beinonnenue | Boimonnenuerec | B tecte
3HAYMMOCTE CBOCH erecrana | tecrana 80- | Ttana 70- 80% | menee 70%
- 0 0
npodeccun 90- 100% 90% TIPaBHIIBHBIX
OTBETOB
YMmers Pemennecrann | 3amaun | IIpogemonct |IIpogemonctpup | 3anaunHepe
CaMOMOTHBUPOBATHCS K APTHBIXMNPAKTH | PCUICHBI B pUpoOBaH OBaH BCpHBIﬁ IIEHBI
BBITOMHEHHIO YyecKux3agau MOJIHOM | BEpHBIH X0 | XOJI peleHus B
N o0beMe u peuieHus OOJBIIMHCTBE
poheCCHOHATBHOM
5 MOJIYYEHBI | BCEX, HO HE 3a1a4
JIeSITeJIbHOCTH B 001acTH BEpHBIE nonyuen
obecrieuenms OTBETHl  |BEpHBI OTBET
nH()OPMAITMOHHOM BO BCEX
6e3omacHOCTH 3ajayax




BnagerpHOpMamunpode [Pemenue 3amgaun | [Ipomemoncrt |IIpogemounctpup | 3agaunnepe
CCHOHATbHOMATHKH TIPUKIIaIHBIX pELIEeHBI B pHUpOBaH OBaH BEpHBIN IICHBI
3amad B MIOJTHOM | BEPHBII X0 | XOX pereHus B
KOHKPETHOU o0BeMe 1 pereHus OOJBIIIHCTBE
TIPEeIMETHOM MONTyYCHEI | Bcex, HO HE 3amadq
oOmacTu BEpHEIC MOJTy9ICH
OTBETHl  |BEPHBIN OTBET
BO BCEX
3aja4ax
[1K-10 3HaTh KPUTEPUU Tect Bemonnenu | Bemmonuenue | Bemmonnenuerec | B Tecte
s dexTnBHOCTH erecraHa | tectana 80- | Ttama 70- 80% | menee 70%
peaNH3aLH CHCTEM 90- 100% 90% NPaBHIBHBIX
3aIIUTHl HHPOPMAIIHH B OTBCTOB
KOMITBIOTEPHBIX CETAX
YmerbynpaBnatekomns |Pemenunectann | 3agmaun | IIpomemonct |IIpoxemoncTpup | 3amaunHepe
FOTEPHBIMUCETSIMHU APTHBIXTIPAKTH | PEUICHEI B pUpOBaH OBaH BEPHBIH IICHBI
YecKux3aaad MOJTHOM | BEPHBII X0 | XOX pelIeHus B
o0BeMe 1 pelIeHus OOJBIIIHCTBE
MONTyYCHEI | BceX, HO HE 3amadq
BEpHBIE MOJIy4eH
OTBETHl  |BEPHBIH OTBET
BO BCEX
3a1adax
Bnaners meTomamu Pemenue 3amaun | [Ipomemoncrt |IIpogemonctpup | 3agaunHepe
oOecrieucHusa KadecTBa |IIPUKIAIHBIX PCUICHBI B pUupoBaH OBaH BeprIﬁ IICHBI
0BCITy/KUBAHNS B samauB MOJIHOM | BEPHBIN X0 | XOJ pelieHus B
KOMITBIOTEPHBIX CETAX KOHKPETHOH o0BeMe 1 penreHus OOJNBIIMHCTBE
MIPEeIMETHOM MONyYCHEI | BceX, HO HE 3amadq
oOnacTu BEpHEIC MOJTy9YCH
OTBETHl  |BEpHBIN OTBET
BO BCEX
3a1agax
[1K-18 3uaTh (yHKIMOHAIBHBIE [Tect Bemonnenu | Bemmonuenue | Bemmonnenuerec | B tecte
BO3MOYKHOCTH erectana | Tecrana 80- | Ttana 70- 80% | menee 70%
COBPEMEHHBIX 90- 100% 90% NpaBHIbHBIX
pOrpaMMHO-arIapaTH OTBETOB
BIX CPE/ICTB
obecrnieueHHs
HHPOPMATMOHHOM
6e30macHOCTH
KOMITBIOTEPHBIX CUCTEM
YMeTs Npou3BOAUTD Pemenunecrann | 3amaun | [Ipomemownct |IIpoaemoncTpup | 3agaunnepe
YCTaHOBKY, HAJIAJIKY, APTHBIXIIPAKTH | PCIICHBI B pyupoBaH OBaH BepHBH\/’I IICHBI
TeCTHPOBAHHE 1 YecKux3amgay MOJIHOM | BEPHBIN X0 | XOJ pelieHus B
obbveme u pernIeHus OONBIIMHCTBE
o0cnyxuBaHue
MOJTyYEHbI | Bcex, HO He 3amadq
COBPEMEHHBIX BepHBIE -
HPOrpaMMHO-alNapaTH OTBETHl  |BEpHBIN OTBET
BIX CPE/CTB BO BCEX
obecrieueHus 3aja4ax
nH}popMannoHHOH
Oe3omacHoCTH
KOMITBIOTEPHBIX CUCTEM
Bnagets meTogamu Pewenune 3amaun | [Ipogemoncrt |[Ipogemonctpup | 3amaunaepe
MIPOCKTHPOBAHUS IIPHUKIIAHBIX peLICHBI B pHUpOBaH OBaH BEPHBIH IICHBI
KOMITbIOTEpHBIX ceTei  [33/41 B MIOJTHOM | BEPHBII X0 | XOX perIeHus B
KOHKPETHOM o0beme u penIeHus OOJBIIMHCTBE




MIpEeIMETHON MOJIy4eHbI | Bcex, HO He 3a1a4
obyactu BEpHBIE MOJIy4eH
OTBETHl  |BEPHBIN OTBET
BO BCEX
3aja4ax

7.2I1puMepHbIiNIepeYeHbOLEHOYHBIXCPEACTB(THIIOBBIEKOHTPOJIbHbIE32
NaAHUSIUJIMUHbIEMATEPUAIBI,He00X0AUMbIeNJIA0IeHKN3HAHUM,YyMeHUil,HABbIK
OBM(HUJIN)ONBITAAEATEIHLHOCTH)

7.2.111pumepHbliiniepevYeHb3aJAHUAJISNIOATOTOBKMKTECTHPOBAHUIO

1. Kakue u3 chopmMyIupoBaHHBIX CBOMCTB COCTAaBHOI'O KaHaja BCerja
COOTBETCTBYIOT JICHCTBUTEIBHOCTH:

a) TaHHBIE, MOCTYIUBIIIKE B COCTABHOW KaHaJ, IOCTABJISIIOTCS BBI3bIBAEMOMY
aboHeHTy 0e3 3aJIep>KeK U MOTEePh;

0) cocTaBHOM KaHaJl 3aKperuisieTca 3a AByMsl aDOHEHTaMH Ha MOCTOSHHOM
OCHOBE;

B) KOJIMYECTBO JJIEMEHTAPHBIX KaHAJIOB, BXOSIIMX B COCTAaBHOM KaHall,
MEXKy AByMsI a0OHEHTAMH PaBHO KOJIMYECTBY MPOMEKYTOUHBIX Y3JI0B ILTIOC 1;

I') COCTaBHOM KaHall UMEET MOCTOSHHYI0 U (DUKCUPOBAHHYIO MPOIYCKHYIO
CIIOCOOHOCTH Ha BCEM CBOEM MPOTSHKEHUHU.

2. Kakoro ypoBHsI B H€papXHUH CETEH HE CYIIeCTBYET?
a) Slnpa;

0) Pactipenenenus;

B) [llupoxosemnianus;

r) Jocryna.

3. Ilpu kakux ycCIOBHSX B KOMMYTaTopax CETH ¢ KOMMYTAalHEW NaKETOB
JIOJKHA OBITh MpeycMoTpeHa Oydepu3zanms?

a) KOrjJa CpeaHsii CKOPOCTh TMOCTYIUIEHUS JaHHBIX B KOMMYTATOp
MPEBBIIIAET CPEAHIOI0 CKOPOCTh UX 00PAOOTKH KOMMYTATOPOM;

0) Bcerna;

B) €CJIM MMAKEThl UMEIOT OOJBIIYIO JUTHHY;

I') €CJIM MPOMYCKHAs CIOCOOHOCTh CETH HUXKE CyMMapHOW MHTEHCHUBHOCTH
WMCTOYHUKOB Tpaduka.

4. Kakoit u3 yposHei mogenu OSI pazneneH Ha qBa Mo ypOBHs?
a) ®U3NUECKuii;

0) KananbHbii;

B) CeTeBol;

r) [IpuknagHoii.

5 Kakoit Tum VLAN paboTaeT TOJIbKO B TIpejiesiax KommyTaTopa?
a) Ha 6aze MAC-anpecos;

0) Ha 6a3e mopToB;

B) Ha ocHOBe MeTOK;

r) Double VLAN.



6 Hcnonp30BaHHE KaKOTO METOAA MOMOraeT OOHapy»XMBaTh KOJUIM3UHU B
oecnpoBoanbix ceTsax (IEEE 802.11a, 802.11b u 802.11g)

a) CSMA/CD

0) CSMA/CA

B) JIt000# 13 MepeUnCICHHBIX;

r) Hu oiuH U3 epedncieHHbIX.

7 Kakoii mpoTOKO HE SIBJSETCS MPOTOKOJIOM MAPLIPYTU3ALIUU?
a) RIP;

0) SNMP;

B) OSPF;

r) IS-IS.

8 Urto o3Hauaet abOpeBuarypa EDR?

A) EpicDelayReduction (smuueckoe  cokpamieHue — 3aJepKKd)  —
TEXHOJIOTHSI, YCKOPSIoNas HanboJiee JJIUTEIbHbIE Olepaluu

B)  Oto TukepkpuntoBamotsl E-DinarCoin

B)  EndpointDetectionandRemediation — oOHapykeHHe aTak Ha pabOYMX
CTAHIIUSAX ¥ MPUHATHE KOPPEKTUPYIOIINX MEP

I')  EndpointDetectionandResponse — oOHapykeHHE aTak Ha pado4mMx
CTaHIUSAX M pearupOBaHUE HA HUX

9 Araka, mpu KOTOpPOW J>KEpPTBa CYHTAET, YTO pabdOTaeT HaMpsIMYIO C
JIOBEpEHHBIM CAaiTOM, HO Ha CaMOM JieJie TpapuK MPOXOAHUT Yepe3 MPOMEKYTOUHBIN
y3eJ 3JI0yMBIIIUIEHHUKA, KOTOPBIA MOJTy4YaeT BCE OTIpPABIIsIEMbIC MOJIh30BaTEIEM
JTaHHbIE, HA3bIBACTCA:

A) Yenosek nocepeanHe

b) ITonmena DNS

B) ITymuur

I') ConmanbHast uHXEHEpUs

10 Araka, HampaBlieHHass Ha CO3JjaHHE MOMEX WM TOJHYIO OCTaHOBKY
paboThl BeO-caiiTa WM APYroro CETeBOro pecypca, Ha3bIBACTCS:

A) Ataka c moamenoit DNS

b) DoS-ataka

B) POS-araka

I') Hoax

7.2.211puMepHbliinepeYeHb3aJaHUHJIAPCICHUSICTAHIAP THBIX3a/1a4

Bri6epuTe TOnmonoruio nepenayn JaHHbIX:

+3Be3na

[IInpokoBemaTENbHbIE CETU

Kycer

Ceru nepenauu oT y3Jia K y3iy



KommbproTepHas ceTh He MPUMEHSIETCS JIJIS:
O6paboTKu 6OJIBIINX 00BEMOB JAHHBIX
3amuThl MHTEPHET-KaHalla CBSI3H
OO0ecnieueHHS CBS3M MEXKTY COTPYTHUKAMHU
XpaHeHus: nHOOpMaIUu

COBMECTHOT'O HCITOJIb30BaHUS PECYPCOB
OrpaHHYeHUs JOCTYIAa K CEKPETHBIM (haiiiam
+1loBbIeHUsT HAZEKHOCTH PAOOTHI MPOTPAMM
DKOHOMUH CPEJICTB

Mogem — 3710:

Bricoko-npon3BOANTENBHBIN KOMITBIOTEP C OOJIBIIUM O0BEMOM MAMSITH;

YerpoiicTBo ju1s mpeoOpazoBaHus HUppoBoit HHGOpPMAIIUK B aHATOTOBYIO;

YcerpolicTBo /it mpeoOpa3oBaHus aHAIOroBor HH(OpMaIuu B IU(PpOBYIO;

+¥YcrpoiicTBO /i ipeoOpazoBanus UGPoBON HHGOPMAIIMK B aHAJIOTOBYIO
1 00paTHO.

Cawmpblil HUKHUN ypoBeHb Moaenu OSI
ITepenaun qaHHBIX

+@usnyecku

YpoBEHb NpeCTaBICHUS
[IpuknagHOM

TpancropTHBINM

CeaHncoBblit

CereBont

YPpOBEHB NPEICTABICHUS 3aHUMAECTCS

+CHHTaKCHCOM U CEMAaHTHUKOM nepeaaBaeMoit nHGopMaIiu
JlocToBepHOI nepenayen TaHHbIX

Conepxut HabOp MPUKIAJAHBIX MPOTOKOJIOB

Mogens OSI:
OmnuckIBaeT Ciry)0bI TPOTOKOJIOB, UCTIOIB3YEMBbIE Ha KAXKIOM YPOBHE
+OmnpenenseT 9To JODKEH JIejaTh KaXIbli YPOBECHb

[IIupokoBemaTeabHbIe CETU

+O0beAMHEHBI B MAPKEPHOE KOJIBIIO

CoctoAat u3 60JIBIIOr0 KOJIMUECTBA COSAMHEHHBIX Tap MaIluH

CocToAT U3 HECKOJBKUX CETeH COCAMHEHHBIX MEXIYy CO0OM MocTamMu u
KOMMYTaTOpaMHu

OO0OiafaroT eIMHBIM KaHAJI0M CBS3H

KitroueByro posib B TPaHCIIOPTHOM YPOBHE UTPAET
VYrpasiieHue Kagpamu
YnpasneHre NTOTOKOM



+¥YmpaBneHue nakeramu

[IpuknagHoW ypOBEHb

+IlonnepxxuBaet padory TCP/IP
3aHumaeTcsi nepeHocoM ¢Gaiiion
Ilepenaer 2NEKTPOHHYIO OUTY
OcymectBiseT TeneOHHYIO CBA3b
ObecnieunBaeT MapIIPyTU3AIUIO MAKETOB

YpoBeHb nepeiadn JaHHbBIX
+1lepenaer 1aHHBIE CETEBOMY YPOBHIO 0€3 UX U3MEHEHHUS
OOpabateIBaeT JaHHbIE, UCIIPABIISI HEOOHAPYKEHHBIE paHEE OIIMOKU

Kaxkoii ypoBenr Momenu OSI opranusyer ceaHc cBsi3u (yCTaHOBJIEHUE,
nmojJiep>kKKa W 3aBEpIICHHE ceaHca) Mexay aboHeHTamu dyepe3 ceTb. OH
npeaHa3HavYeH JIJI1 CHHXPOHHU3AIMK OOMEHA JIAHHBIMHU Ha YPOBHE KPYITHBIX ITOPITUIA
nH(popMaruu, 11 OpraHu3aiyuy guaiora (BeIOpaTh OJMH U3 BAPUAHTOB).

+CceaHCcoBbIN

KaHaJbHBIN

bu3uIeCKUit

MIPUKIIATHON

Kakoi1 yposenp mozaenu OSI onpenensier 3IeKTpUYECKue, MEXaHUYECKUE,
(GyHKIIMOHATBHBIE U MPOLEYPHBIC TTApaMeTPhl 11 PU3NUECKOM CBS3U B CUCTEMAX.
OH BBINOJHAET COMPSDKEHUE CO CPENoW Mepelayd JaHHBIX M TPEJAOCTaBISET
KaHaJIbHOMY YPOBHIO BUPTYaJIbHBIM KaHAJ JIJIs iepeiaund OUTOB (BBIOpATh OJIUH U3
BAPUAHTOB).

CEaHCOBBIN

KaHATbHBIN

+uznueckuii

NPUKIIATHON

Kaxoit ypoBenr momenmu OSI ompenensier HaOoOp TPUKIAAHBIX —3ajad,
peanu3yeMbiX B JaHHOW CE€TH, M BCE CEPBUCHBIE OJJIEMEHTHl I HX
BbITIOTHEHUs. Ha 93ToM  ypoBHE TMOJB30BATENIO0  MPEJOCTABISACTCS  YXKE
nepepadoTanHas nHGopmaius (BbIOpaTh OJJMH U3 BAPUAHTOB).

CEaHCOBBIM

KaHaJIbHBIN

buzndeckuit

+TIpuKIaIHON

Kak HazbiBaeTcs HaJEKHBIA MPOTOKOJ C YCTAHOBJICHHEM COEIUHEHUS: OH
YIpaBISET JIOTUYECKUM CEaHCOM CBSI3M MEXIy IpoleccaMu M OOecreunBaeT
HAJCKHYIO JOCTAaBKYy NMPUKIAJAHBIX JaHHBIX OT Mpolecca K mpoleccy (BbIOpaTh
OJIMH U3 BapUAHTOB)



+TCP (Transmission Control Protocol - mporokonkonTpossinepenayn)

UDP (UserDatagramProtocol, mpoTokos mofib30BaTebCKuX JeHTarpamm)

ICMP  (InternetControlMessageProtocol, IIporokon  Ympamistoumx
CooOmenuit UntepHer)

ARP (AddressResolutionProtocol, [IpoTokos pacrio3zHaBanus ajapeca)

Kakoii mpoToko1 UCHIOIB3yeTCs JIMOO0 TPH MEPECHITKE KOPOTKUX COOOIICHHH,
KOTJla HAKJIaJHBIE PAacXOJbl HA YCTAHOBJCHHE CeaHCa W TPOBEPKY YCIEIIHON
JIOCTaBKH JAHHBIX OKA3BIBAIOTCS BBIIIE PACXOA0B HA TOBTOPHYIO (BRIOpATh OJIMH U3
BAapUAHTOB).

TCP (TransmissionControlProtocol - mpoTokox KOHTpOJIs Tiepeaayn)

+UDP (UserDatagramProtocol, mpoTOKOJI 0JIb30BaTEIbCKUX JEHTarpaMm)

ICMP  (InternetControlMessageProtocol, Ilportokon  Ymnpamistomumx
CooOmenuit UntepHeT)

ARP (AddressResolutionProtocol, IIpoTokon pacno3HaBaHus aapeca)

Kakoii mnportokon sBusiercss HeoTbemsieMod dacTeto [P-monyns. OH
oOecrieunBaeT OOpaTHYIO CBS3b B BHJE JUArHOCTUYECKUX  COOOIICHUH,
MOCHIJIAEMBIX OTIIPABUTEIIO TIPU HEBO3MOXKHOCTH JIOCTaBKU €r0 JeUTarpaMMbl U B
JIPYTUX ciydasx (BeIOpaTh OJIUH U3 BAPUAHTOB).

TCP (Transmission Control Protocol - mpoTokoJIKOHTpoJIsTIepeaayn)

UDP (UserDatagramProtocol, mpoTokos mojib30BaTeNbCKUX JAeUTarpamm)

+ ICMP (InternetControlMessageProtocol, IIpotokon Ympausrommx
CooOwenuit UntepHer)

ARP (AddressResolutionProtocol, [IpoTokos pacrno3naBaHus aapeca)

Kakoit mnpotokon mnpegHazHaueH nisi mpeoOpasoBanusi [P-ampecoB B
MAC-anpeca (BbIOpaTh OIMH U3 BAPUAHTOB).

TCP (Transmission Control Protocol - mporokoskoHTposiTiepeiadn)

UDP (UserDatagramProtocol, mpoTokos mofib30BaTeNbCKUX JedTarpaMmm)

ICMP  (InternetControlMessageProtocol, IIpoTokon  YmnpaBisromumx
CooOmenuit UntepHeT)

+ARP (AddressResolutionProtocol, IIporokon pacno3naBanus aapeca)

Cnyx0a pguHamuyeckoro HazHauenusi [P-ampecoB (BbIOpaTh OIMH U3
BApUAHTOB).

+DHCP

DNS

WINS

PROXY

Cnyx6a obecriednBaeT BbIXOA B MHTEpHET HECKOJIBKHUX KOMIIBIOTEPOB C
onHuM peanbHbiM [P ampecoM u kemmpoBaHue HHPOpPMAIMHM, K KOTOPOM ObLIO

oOparieHue.
DHCP



DNS

WINS

+PROXY
7.2.31IpumepHbliiniepevyeHb3aaHU I PeleHUSINTPUKIATHbIX3a1a4
KopnoparuBhas ceTh HCONB3YET apeca kiacca B u nomkHa obecrieunBaTh

kak MuHUMYM 1000 moxcereit ¢ 60 kommbroTepamu B Kaxjaouh. Kakasa wus
MIPUBEJICHHBIX MACOK JIJI TOTO IMOIX0IUT?

255.255.128.0.
255.255.240.0.
255.255.255.128.
255.255.255.192.
255.255.255.224.

Kaxkwue TPpHU U3 IMPUBCACHHLIX aPCCOB ABJIAIOTCA KOPPCKTHBIMHU aApcCaMH

X0CTOB (public) mpu UCTOB30BaHUM Macku 255.255.255.2487?

196.123.44.190;
192.15.24.104;
223.168.10.100;
220.169.100.45;
192.168.01.87.

MapuipyTr3aTop noay4yaeT MakeT ¢ aapecoM HazHaueHus 172.16.59.179/22.

Kakoi1 noaceTr 3TOT MakeT aapecoBaH?

172.16.56.0/22;
172.16.59.0/22;
172.16.48.0/22;
172.16.32.0/22;
172.16.56.48/22.

Ucnonwiyrorcs [Panpeca kimacca C. Macka mNOACETH 3aMMCTBYET JJIsi

MIPEICTaBIICHUS] HOMepa TojiceTy 4 OuTa. YKaXuTe Auana3oH KOPPEKTHBIX aJpecoB
XOCTOB, IPUHAJICKAIIKUX MTOCTEIHEN TOACETH?

225 mo .239;
225 o .254;
241 no .254;
241 mmo .255;
.240 o .255.

(@]

C
C
C
C

Kakyro macky moacety HyHO MCIIOJIb30BaTh B ceTH ¢ aapecom 172.24.0.0,

9TOOBI 00ecneunTh afpecanuio 510 KOMIBIOTEPOB B KaXA0H moaceTu?

255.255.252.0
255.255.255.0
255.255.254.0
255.255.248.0
255.255.255.254



Kakoe u3 mnepeunciaeHHbIX JBOMYHBIX 3HAYEHUH COOTBETCTBYET aJpecy
207.209.68.100:

11001111.11010001.01000100.01100100;

11000111.11010001.01000100.01100100;

11001111.11010001.01000100.01101100;

11001110.11010001.01000100.01111100.

Kakas w3  HIDKENEPEYUCIICHHBIX  JECATHYHO-TOYCUHBIX  HOTAIHH
COOTBETCTBYET ABoM4YHOMY ajapecy 11001100 00001010 11001000 00000100:

204.18.200.3;

204.34.202.4,

204.10.200.4;

204.26.200.3.

Kakyro  macky  moxaceTu HaJIo Ha3HAYUTh  TyJIy  aJpecoB
207.46.201.0-207.46.208.0, uTOOBI OHM OBUIM BHJHBI KaK OJ{HA CCTh:

255.255.240.0;

255.255.248.0;

255.255.252.0;

19.

Cetu nHaznaueH azapec 131.107.0.0/16. Kakyro macky HE0OXOIMMO 3a1aTh,
€CJIM HAaJI0 peaycMoTpeTh 25 noacereit mo 2000 y3710B B KaKI0M:

120;

125;

255.255.248.0;

255.255.240.0.

B kakoM pomeHe Haxoautcs 3amuch pecypca PTR mma kommbrorepa ¢
IP-anpecom 10.14.28.192:

10.14.28.192.in-addr.arpa;

192.28.14.10.in-addr.arpa;

in-addr.arpa.192.28.14.10;

arpa.in-addr.arpa.192.28.14.10.

7.2.41lpumepHbliiliepe4eHbBONPOCOBJIANOAT0TOBKHK3a4eTy

HenpeaycMoTpeHOYy4eOHBIMITIIAHOM

7.2.51IIpumepHbliiniepevyeHb3aaHUJISPelIeHUSINTPUKIIATHbIX3a/1a4
1. BeuncnouTeNbHBIC MAIMHBIL, CETH M CUCTEMBI TEJIEKOMMYHHUKAITMA KaK BaKHBIA (DakTop

HAayYHO-TEXHUIECKOTO MPOrpecca 1 Mporpecca MUBUITA3AITHH.
2. 3amaum, pemiaeMple COBPEMEHHBIMH BBIUMCIUTEIBHBIMUA CETSAMH: (haiJIOBBI CEpPBHC,
CEpBHUC I1€YaTH, CEPBUC COOOIIEHNH, CEPBUC MPUIIOKEHUI, cepBUC 06a3 TaHHBIX.
3. Knaccuduxanmsua(opMaIioHHO — BEIYUCITUTEIBHBIXCETEH.
4. KommyTanus KaHaJIOB, COOOIIEHHIA, TAKETOB, CETH C YCTAHOBJICHUEM U 0€3 YCTaHOBJICHHS

COEIUHEHNS.



5. DranoHHas MOJIENTb B3aUMOCBSI3U OTKPHITHIX cicTeM (OSI). OTKpBITIE CHCTEMBL. Y POBHHU.
CityOBbI 11 IPOTOKOJIBI YPOBHEH.

6. JluHMM CBs3W M KaHAJIbI Iepeiaun JaHHbIX. [IpomyckHas criocoOHOCTh KaHala, YPOBEHb
OMeX.

7. XapakTepuCTHKa NPOBOJIHBIX JIMHUN CBSI3H, BOJOKOHHO-ONTHMYECKUX JMHUHM CBSI3UM U
paarokaHaioB. Pa3jieneHrexaHaioBIIOBPEMEHN U YaCTOTE.

8. Uudposbie kananb! nepenaun JaHHBIX. COCOOBI KOJMPOBAHMSI.

9. CamocuHxpoHM3UpYyrommecs Koapl. Manuectepckuii koa. Texnomornu XDSL.

10. CrnocoObl KOHTPOJIS MPABUILHOCTH Tepeiad HHPOpMAIU. AJTOPUTMBICKATHSIAHHBIX.

11. JlokanbHble BHIYMCIUTEIbHBIE CETH. MHOXECTBEHHBIM JOCTYI ¢ KOHTPOJIEM HECYIIeH 1
obrapyxearnem koHumkToB. Cetn Ethernet. Ctpykrypakaipa.

12. AmnmapaTHbIe CpeJcTBa — CETEBbIE KOHTPOJUIEPHI, TPUEMOTIEPEAATIYNKH, KOHIICHTPATOPBI,
TIOBTOPUTEIH.

13. Ocob6ennoctu cereit Wi — Fi, WiMax. Texnonorus LTE.

14. Mapkepnbie Meronpl goctyma. Cers TokenRing. Crpykrypa kaapa. Opranusarms
HNpUOpUTETHOTO 1ocTyna. BeicokockopocTthbie JIBC.

15. Ocobennocrucereit FDDI, Fast u Gigabit Ethernet, 100VG-AnyLAN.

16. Opranmszauys KoprmopaTHBHBIX —ceTell. CeTeBble M TPAHCIOPTHBIE MPOTOKOJBL
AJZIMUHHUCTPUPOBAHUEKOPIIOPATUBHBIXCETEN.

17. Mapupyruzanysi. AJITOPUTMBI U IIPOTOKOJIBI MapIIpyTU3ALIUH.

18. MocTbl, KOMMYTATOPBI H MapIIPYTU3aTOPBL. BUPTYanbHbIE TOKATHHBIE CETH.

19. Anpecanusi KoMIbIOTEpoB B ceT. Azpecanust B Internet. Tursr agpecos creka TCP/IP:
armapateele, IP-agpeca, moMeHHple uWMeHa. PacripeneneHHas cimyxk0a JIOMEHHBIX WMEH
(DomainNameSystem, DNS). ®opwmsi 3amucu IP-anpeca. Kiaccbicereii. CiysxeOHbICaipeca.

20. TIporoxon ARP. ITpotokons! ynpasnerus ICMP u SNMP. Oco6ennoctu ceteit SPX/IPX,
X.25, FrameRelay. ITporokomns! u cetu ATM.

7.2.6.MeToANKABbICTABICHUSOLUECHKUIIPUIIPOBEACHUMIIPOMEKY TOYHOH
aTTecTanuu

3auet c
OIICHKOWTIPOBOAUTCATIOTECT-OMIIETaM, KaX IbINU3KOTOPBIXCOACPKUT 1 OBOIpOoCOBH3
amady.Kax1plinpaBuiIbHBIHOTBETHABOIIPOCBTECTEOIIEHUBAETCSI | 0aiioM,3a/1a4a011
enuBaeTcsaB | 00atoB(50amuioBBepHOEPEIICHUENS 0aITOB3aBEPHBINOTBET). Makcum
albHOCKOJIMYecTBOHAOpaHHbIX0am10B—20.

1.Onenka«HeynoBneTBOPUTEITEHO»CTABUTCABCITyYae,eCIUCTYICHTHAOpaIM
eHee60aIoB.

2.0neHka«y 1OBIETBOPUTEIHLHONCTABUTCIBCIIYYae,eCIAUCTYIEHTHAOpAIOTO 1
o1006anoB

3.01enka«Xopomo»CcTaBuTCABCIyYae,ecauctyaeHTnadpanorl 1 1ol 56amios

4.01eHka«OTINYHONCTABUTCSA,ECIUCTYIeHTHAOpanoT16,10200a10B.
7.2.711acIOPpTOLIEHOYHBIXMATEPHATOB

KonTtponmupyemsiepasnensi(temsl)auc | Kogkonrponupye | HammenoBaHnneoneHouHOTo

Nori/nn "
UIUIUHBI MOWKOMITETEHIIUHA CpeJICTBA




1 3HaTh conuanbHy0 3HaUNMOCTh cBoeli|OK-5, T1K-10, Tect, koHTpONIBbHAS paboTa,
npodeccun IIK- 18 3aIuTa 1aopaTOPHBIX
pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY

IPOEKTY....
2 YMeTb caMOMOTHBHUPOBATHCS K OK-5, TIK-10, Tect, kKoHTpOIBHAS paboTa,
BBITIOJTHCHUIO TTPO(EeCCHOHATBHON 1IK- 18 3aiuTa J1abopaTopHbIX

pabor, 3amura pedepara,

NEeSTeIbHOCTH B 00JIACTH 00ECTICYCHHUS
TpeOOBaHUS K KypCOBOMY

MH(POPMALIMOHHOHN 0€30MacHOCTH

MPOCKTY. ...
3 BnagersHopMmamunpodeccuonansuoit (OK-5, I1K-10, Tect, koHTpOIBbHAS paboTa,
STHKH I1K- 18 3alUTa J1adopaTOPHBIX

pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY

IPOCKTY. ...
4 3Hath KpuTepun 3PHEKTUBHOCTH OK-5, TIK-10, Tect, koHTpOBHAS paboTa,
peanu3alyy CUCTEM 3alUThI IIK- 18 3aIuTa Ja00PaTOPHBIX

pabor, 3amura pedepara,

nH(pOPMAIMY B KOMITBIOTEPHBIX CETAX
TpeOOBaHUS K KypCOBOMY

IPOCKTY. ...
5 YmersynpasistekomMmnbioTepHbIMECeT (OK-5, TTK-10, Tect, koHTpONBbHASA paboTa,
MU I1K- 18 3aluTa JJabopaTOpHBIX

pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY

MPOEKTY....
6 Bnaners MmeTomamMu oOecrieueHus OK-5, TIK-10, Tect, koHTpOIBHAS paboTa,
KauecTBa 00CTy/KUBAHHUS B IIK- 18 3aIuTa 1a60PaTOPHBIX

pabor, 3amuTa pedepara,
TpeOOBaHUS K KypCOBOMY
HPOEKTY. ...

KOMITIBIOTCPHBIX CCTAX

7.3.MeToanuecKkueMaTepHabl,oNpeae/sioIuenpoue ypbloeHUBaHUSA
3HAHU,YMEHUH,HABBIKOBH(HWJIH)ONbITAEATESIbHOCTH
TecTupoBaHHEOCYIIECTBISIETCS,JIMOOTPUITOMOIIMKOMIBIOTEPHONCUCTEMBIT
€CTUPOBAHMUS,JINOOCUCTIONBE30BAHNEMBBIIAHHBIXTECT-33JaHUTHA0YMa>KHOMHOCHUTE
ne.BpemsarectupoBanns30MUH.3aTEMOCYILECTBISIETCAPOBEPKATECTAIK3aMEHATOP
OMMBBICTABIISIETCSIOLIEHKACOTIACHOMETOIMKUBBICTABICHUSIOLICHKUITPUIIPOBEICHUN
IIPOMEKYTOYHOMATTECTALINH.
PemenunectanjapTHRIX33/1a40CYILIECTBISETCS,INOOPUITIOMOIIMKOMITBIOTED
HOMCHCTEMBITECTUPOBAHUS, TMOOCUCTIOIB30BaHUEMBBIIAHHBIX 33 JaYHA0yMa>KHOMH
ocutene.Bpemspeniennsnzanau30mMuH.3aTeMOCYIIECTBISETCITPOBEPKAPEIICHUSI3A,T
a43K3aMEHATOPOMHUBBICTABIIETCSOLIEHKA,COTTIACHOMETOAUKHBBICTABIICHUSOLIEHKH
MPUIPOBEICHUUTIPOMEKYTOUHOMATTECTAIIU Y.
PelenuenpukiagHpix3a/1a40CyIIECTBISETCS, TMOOTTPUITOMOIIMKOMITBIOTEPH
OWCHCTEMBITECTUPOBAHUS, TMO0CHUCIIONb30BAHUEMBBIJAHHBIX33Ja4Ha0yMaKHOMHO
cutene.Bpemspemennsasanaa30MuH.3aTeMOCYIECTBIACTCANPOBEPKAPEICHUA3A,1a
Y3K3aMEHATOPOMUBBICTABIISIETCAOLICHKA, COTJIACHOMETOIMKUBBICTABICHUSIOLICHKUIT
PHUIIPOBENCHUUIIPOMEKYTOYHOUATTECTALINAN.




SYYEBHOMETOINYECKOENNH®OPMAIINOHHOE
OBECHHEYHEHUEIUCHUIIJIMHBI)
8.11lepevyenbyueOHOMIUTEPATYPHI,HEOOXOAMM O/ 1J1510CBOEHM SITH CITUATLI
HHBI

OcHoBHas UTEpaTypAa:

OcHoBHas IUTEpaTYpA:

1. Omudep B. Komnbrorepubie ceT: [IpuHIUIIBI, TEXHOIOTHH, TPOTOKOJIBI:
Y4e6. nisa By30B / B. Onmudep, H. A. Omuadep. - 3-¢ uza. - CI16.: [Tutep, 2006. - 958
c.: Wi - (YueOHuku 1 By30B). - ISBN 5-469-00504-6: 363-00.

JlononHuTENbHAS IATEPATYPA:

1. Metoauueckue yka3zaHusi K NPAKTUUECKUM 3aHSATUAM M0 JUCIUILIMHE
"Komnerorepnsie cetn" mis ctyneHToB crnenuanbHocTH 090301 "KommbrotepHas
0e3onacHOCTh" o4yHOU (opmbl 00yueHusa [DnekTpoHHbI pecypc]| / Kad.cucrem
undopmarmonHonr 6ezonacHoct; Coct. E. A. TlomoB. - DIeKTpOH.TEKCTOBBIE,
rpad. nan. (933 K6). - Boponex: ®I'BOY BIIO "Boponexckuit rocyaapcTBeHHBIN
texHuueckuit yausepcurer", 2014. - 1 daiin. - 00-00.

2. Meroanueckue yKa3aHUs K CAaMOCTOSITENIbHBIM paboTaM MO JIUCIUILINHE
«KomneroTepHbie ceTu» sl cTyaeHToB cnennanbHoctd 090301 «KomnbrotepHas
0e30macHOCTh» O4YHOU (opMbl 00ydeHUs1 [DneKTpoHHBIN pecypc] / Kad.cuctem
uHpopmarmonHoir 6e3zonacHoctu; Coct.: E. A. Tlomos, B. H. [lepeBsnko. -
DJIeKTpPOH.TeKCTOBbIe, Tpad. maH. (242 KO6). - Bopouex: OI'BOY BIIO
"BoponexckuiirocyaapcTBeHHbIiTeXHUUeCKuiyHuBepcutet", 2015. - 1 ¢aitn. -
00-00.

3. Ocranenko, I'.A. Heliponusie Moenn oOHapyKeHUs BTOP)KCHUI U aTak Ha
KOMITBIOTEPHBIE CETU [ DNEKTPOHHBIN pecypc]: yued.mocooue / I'. A. Ocranenko, H.
M. Paapko, A. ®. MemkoBa. - Dnektpon.naH. (1 daitn: 2402K06). - BopoHex:
['OVYBIIO "BopoHexckuii rocyaapcTBEHHbIM TexHU4Yeckuil yausepcuret", 2007. -
1 daitn. - 30-00.

8.2l1epeuyeHbMHGOPMAMOHHBIXTEXHOJIOT Ui, HCIIOJIB3YEeMbIXITPHOCYILEC
TBJIEHUNO0PA30BATEIHLHOTONPOLECCANIOAUCHUILIHHE, BKII0YasiNiepeYeHbJanIe
H3HOHHOTONIPOrPaAMMHOTI000€ecneYeHusi,pecypcoBUH(OPMALMOHHO-TEJTEKOMM
YHUKANMOHHOMiceTU«HTEPHET»,COBPEMEHHBIXNIPO(ecCHOHATBLHBIX0A31aHHBI
XUMH(OPMAIHOHHBIXCNIPABOYHBIXCHCTEM:

1) bawk pgaHHBIX yrpo3 Oe3omacHocTH uWHpopmammu — URL:
http://bdu.fstec.ru.

2)  HubopmarmonHO-TIpaBoBas cucTeMa «3aKOHOIATeNLCTBO Poccumy //
OduuuanbHplii  WHTEpHET-mopTan  npaBoBod  uHpopmauumum —  URL:

http://pravo.gov.ru/proxy/ips.

3)  Karanor cranmaptoB // Odunmaneueiii cadt Poccranmapra — URL:
http://www.gost.ru/wps/portal/pages.CatalogOfStandarts.

4)  Odunmansabiii cailtt ®CTOK Poccun — URL: http://fstec.ru.

IMATEPHUAJIBHO-TEXHUYECKASABA3A, HEOBXOANMAAJIAOCY
IECTBJIEHUAOBPA3ZOBATEJIBHOI'OITPOECCA
KoMnploTEpHBIX KJIACC C KOJUYECTBOM INEPCOHANBHBIX KOMIIBIOTEPOB M3



pacueta | mepcoHaNbHBIN KOMIBIOTEP Ha 2 00y4YarOuXCs.

10.METOJANYECKUEYKA3ZAHUSUISIOBYUYAIOLIUXCSIIOOCB
OEHUIO AU CLUMIITUHBI(MOTY.JIST)
HOI[I/ICHHHJII/IHG«KOMHBIOTCpHLICCeTI/I»LII/ITaIOTCSIJ'IGKHI/II/I,HpOBOI[HTCHHpaKT
NUYCCKUC3aHATHSL.
OCHOBOI?IH?)YHeHI/ISII[I/ICIII/II'[JII/IHI)IHBJI}II-OTCSIJIGKHI/II/I,HﬁKOTOpBIXI/IBJIaI‘aIOTCHHa
I/I6OHGCCYHIGCTBCHHBICI/ITPYI[HBIGBOHPOCBI,aTaK)KeBOHpOCBI,HCHaHIeI[HII/IeOTpa)KeHI/I

SABy4eOHOMIUTEpATYpE.
[TpakTrueckre3aHATUSHANPABICHBIHATPHOOPETCHUETIPAKTHIECKUXHABBIKOB
pacyeTaKoJINYeCTBEHHBIX XapaKTePUCTUK KOMITBIOTEPHBIX
ceTel.3aHATUSITPOBOISITCANTY TEMPEIICHUSIKOHKPETHBIX3a/1a4Bay TIUTOPHUU.
BuayueOHbIX3aHITH
i JlesaTenbHOCThCTY AEHTA
HCKI_II/ISI Hammcanne xoHcriekTa HCKHHﬁI KpaTKO, CXEMAaTUYHO, ITOCJICA0BATCIILHO

(uKCUpOBaTh OCHOBHBIC TOJIOKEHHS, BBIBOJBI, (OPMYIHPOBKH,
000011IeHNS; TOMEYaTh Ba)KHBIE MBICIH, BBLIIENSATH KIIIOYEBBIE CJIOBA,
TepMuHBbI. [IpoBEpKa TEPMUHOB, MOHATUIA C TOMOUIBIO YHUMKIONEINH,
CJIOBAapei, CIPAaBOYHUKOB C BBIMMCHIBAHUEM TOJIKOBAHUU B TETPA[b.
O6o03HaueHue BOIIPOCOB, TEPMHUHOB, MaTepuaya, KOTOPbIE BBI3bIBAIOT
TPYJHOCTH, IOMCK OTBETOB B pEKOMEHIyemoil nuteparype. Ecmu
CaMOCTOSITENIbHO HE yAaeTcs pa3o0paThCsi B MaTepuase, He0OXO0AUMO
copMynHpoOBaTh BOIIPOC U 33JaTh NPENoJaBaTeso Ha JIEKIHUN WU Ha
MIPaKTUYECKOM 3aHSITHH.

[IpaxkTHueckoe KoHcnexktupoBaHnue  peKOMEHJyeMbIX  HCTOYHUKOB. PabGora ¢

3aHATHE KOHCIIEKTOM JIEKI[UH, ITOATOTOBKA OTBETOB K KOHTPOJBHBIM BOIIPOCAM,
IIPOCMOTP PEKOMEHyeMoil nuteparypsl. lIpociaymmBanue aynuo- u
BUJIEO3aITUCEN 110 3a/IaHHOM TeMe, BHIIIOJHEHHE PacYeTHO-TpauIecKUX
3a/IaHMI, pelIeHUE 3a1a4 110 aJITOPUTMY.

CamocrosTenbHaspado [CamocTosiTennbHas paboTa CTYAEHTOB CIIOCOOCTBYET TIIYOOKOMY
Ta YCBOGHHUSI ~ y4yeOHOro  Marepuajga M Pa3BUTHIO  HABHIKOB

camMo00pa3zoBaHusl. CamocrosiTenbHas paborta MpeAnoiaracT

CJIETYIOIIIHE COCTaBISIONINE:

- paboTa ¢ TekcTaMu: y4eOHUKaMH, CIIPaBOYHUKAMH, JOMOJTHUTEIHHON

JUTEpaTypou, a TakKke MPOpadOTKa KOHCIIEKTOB JICKITUH;

- BBINOJIHEHUE JOMAIIIHUX 33JJaHUN U PACUETOB;

- paboTa HaJl TeMaMH JIJIsl CAMOCTOSATEIBHOTO N3YUYEeHHUS,;

- ydqacTue B paboTe CTyIeHYECKUX HayYHBIX KOHPEPEHIIUN, OTUMITHAT;

- MOJITOTOBKA K TPOMEKYTOUHOHATTECTAIHH.

HOIIFOTOBKa K I'oToBUTBCH K HpOMC)KyTO‘lHOfI aTTeCTalluu CICAYCT CUCTEMATUYICCKH, B
HpOMe)KyTOqHOﬁaTTeCT TECUYCHHUE BCETO CEMECTpA. HNuTencuBHas IIOATOTOBKA MOJIXKHA Ha4YaTbCA
aln HC MMO3JHCC, YCM 3a MCCAL-TIO0JITOpPa I0 HpOMCXCYTOqHOﬁ aTrTeCTaluu.

JlanHbie Tepen 3aueToM C OIEeHKOW Tpu JHS 3h(EKTUBHEE BCETO
WCIIO0JIb30BATh JJIs1 IOBTOPEHUS U CUCTEMAaTHU3alliu MaTepHalia.




