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1. HEJIN U BAJJAYN JTUCIHHATIJINHBI
1.1. Hean aucuMIUIMHBI (OPMUPOBAHUE Y CTYJIEHTOB OCHOB 3HAaHUU U
npuEMOB pabOThl C COBPEMEHHBIM MPOTPAMMHBIM OOECIEYEHUEM JJIsi MpaKTHYe-
CKOTO OCBOCHHMSI MPUHIUIIOB M METOJOB OOecredyeHus MH(POPMALUOHHON 0e30-
MACHOCTH, a Tak)Ke MPUHIUMIIOB, METOJOJOTUN W MaTTEpHOB Pa3pabOTKU COBpe-
MEHHOTO 0€30MacHOr0 MPOTrpaMMHOT0 OOECIEUEHHsS] Pa3IMYHbIX YPOBHEH WHTE-
rpaluu.

1.2. 3agauu ocBOeHMSA TUCHUILIHHBI

- ¢opMUpOBaHUE 3HAHWA ¥ YMECHHI HCIOJIB30BaHUS MPOTPAMMHBIX U TMPO-
rpaMMHO-AIMapaTHbIE CPEACTBA ISl MOJEIUPOBAHMUS M HMCHBITAHUS CUCTEM 3a-
IUTH TH)OPMAIIUOHHBIX CUCTEM;

- COCOOCTBOBaHWE PA3BUTHUIO HABBIKOB aHAJIM3a 3AIUIICHHOCTH U BEpHU-
(bUKaIUK MPOrpaMMHOTO oOecreueHuss HHGOPMAIIMOHHBIX CHCTEM.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
HMuctnumunaa «IIporpamMmmHoe obecrieueHHe aHaIM3a 3allUIEHHOCTH WH-
(GhopMaIlMOHHBIX CUCTEM U CETEH» OTHOCUTCS K JUCHHUILIMHAM 00s3aTeIbHON YacTh
osoka b1.

3. HEPEYEHD IIVIAHUPYEMBIX PE3YJIbTATOB OBYUEHUS 110
JUCHUIIJIIMHE

[Iponecc m3yuenus aucruiuinabl «lIporpaMmHOoe oOecrieueHne aHaImM3a
3aIUIIEHHOCTH HH(POPMAITMOHHBIX CUCTEM M CETEi HaIlpaBjieH Ha (HOPMUPOBAHHE
CIEAYIOIINX KOMIIETEHIINH:

OIIK-7.1. - CnocobeH W}CHONB30BaTh MPOTPAMMHBICE W IPOTrpamMM-
HO-aImapaTHbIe CPEJCTBA JJII MOJACIUPOBAHUS U UCIIBITAHUS CUCTEM 3alllUThl HH-
(hopMaIlMOHHBIX CUCTEM;

OIIK-7.3. - Cnoco0GeH mpoBOAUThH aHAJIW3 3aIIUIIEHHOCTH U Bepu(uKaIuio
MIPOTrpaMMHOTO o0ecredeHus: MH(HOPMAITMOHHBIX CUCTEM;

Pe3yabTaThl 00yueHUs, XapaKTepUu3yoiue

Komnerenuus
cpopMUPOBAHHOCTH KOMIIETEHLIMH

OIIK-7.1. 3HATh MPUHIIUIIEI OPTAHU3AIMN U CTPYKTYpa CUCTEM
3amuThl HHGOPMAIIMH MPOTPAMMHOTO 00ecTIeueHus
aBTOMATHU3UPOBAHHBIX CHCTEM

YMETh IPOBOJUTH TEXHUKO-3KOHOMHUYECKOE 000CHO-
BAaHUE MPOEKTHBIX PEIICHUIN MporpamMmM-
HO-aMMapaTHbIX CPEACTB 00ECIeYEHUs 3alUThI HH-
dbopmaly B aBTOMaTU3UPOBAHHOM CUCTEME C LIETIBIO
oOecrieyeHus: TpeOyeMOoro YpoBHS 3allIUIIEHHOCTH

OIIK-7.3. 3HATh MIPOTPAMMHBIE CPEJICTBA OOECIICUCHUS 3AIUThI
uHbOpMaIlMU B IPOrPaMMHOM 00€CTIEYeHUH




ABTOMATU3UPOBAHHBIX CUCTEM

YMCTD UCIIOJIB30BATh IIPOIrPaAMMHBIC U IIPOTrpaMM-
HO-aIlIrapaTHbIC CPCACTBA AJIAA MOJACIINPOBAHUA U UC-
IbITaHUA CUCTEM 3aIlIUThI I/IHq)OpMaI_[I/IOHHBIX CHUCTEM

MAaTU3UPOBAHHBIX CUCTCM

BJIQJICTh BJIAJICET METO/IaMH BBISIBIICHUS YSI3BUMOCTH
WH()OPMAITMOHHO-TEXHOJIOTUIECKUX PECYPCOB aBTO-

4. OBPBEM JNCIIUIIJINHBI
OO6mast Tpy10eMKOCTh TUCHUILTUHBL «[IporpamMmmMHoe obecnieyeHune aHaiusa
3aIUIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEM U CeTei» cocTaBisieT 9 3.e.
Pacnpenenenuie TpyJ10eMKOCTH TUCIUIUIMHBI IO BUAAM 3aHSATUN
ouHas ¢popma o0yueHust

. Bcero | Cemectpsl

Bunpl yueOHOM pabOThI HACOB 9 10
AyAHuTOpPHBIE 3aHATHS (BCEro) 144 72 72
B Tom uncre:
Jlexmumn 72 36 36
JlabopaTtopusbie pabotsl (JIP) 72 36 36
CamocrosiTeibHas padbora 144 72 72
KypcoBoii npoexkt + +
Yacel Ha KOHTPOJIb 36 - 36
Bunsl npOMeH(yUTquoﬁ aTTeCTAalLlUM - DK3aMEH, + + +
3a4eT C OIICHKOMU
OO6mmast TPy 10€MKOCTb:
aKaJIeMUYECKHUE Yachl 324 144 | 180
3a4.e]l. 9 4 5

5. COAEP/ KAHUE JUCHUIIVIMHBI MO4YJIS)
5.1 Conep:xanue pa3aejioB THCHUIVIMHBI M pacnpeiejieHHe TPYA0eM-
KOCTH 110 BUAAM 3aHATHI 04YHasi Gopma o0yUueHus

No
n/
I

HaumenoBanue TemMbl

CopnepxaHue paszena

Jlexiy

JIa0.
3aH.

CPC

Bcero,
qac

1

Beszonacnocts B DevOps

Metononorus DevOps u HenpepbIBHAsA
uHTerpanus. HenpeprsiBHas ocTaBka
Wndpactpykrypa Kak cepsuc. Henpe-
pBIBHas Ge3o0macHOCTh. besonacHocTs Ha
OCHOBE TeCTUPOBaHUSA. MOHUTOPHHT H
pearnpoBanue Ha aTaku. OLleHKa PHUCKOB
1 yCHJIeHHEe 0€30IaCHOCTH

12

12

24

48

VYpoBenb 6e3onacHocTH 1: 3a-
IUTa BEO-TIPHITOKEHUI

3amura u TECTUPOBAHUE
BEO-TIPMJIOKCHM: aTakd Ha CaWThl |
0€e30I1aCHOCTh KOHTEHTA;

MEXKCaUTOBBIC CIICHAPUY U TIOJTUTHKA
0e30macHOCTH KOHTEHTA; TIOJ/IETIKA MEK-
CaNTOBBIX 3alIPOCOB; KIIUK/KEKUHT U
3anuTa IIaBarImx Gpeiimos; MeTos

12

12

24

48




ayTeHTU(UKALMK TI0JIb30BaTeNei: 6a30-
Basg HTTP-ayrentudukanus; oocmyxu-
BaHME MapoJieii; IOCTaBIIUKH HICHTU (-
Kalu#; 0e30MacHOCTb CECCHI U
cookie-(haiii1oB; TECTHPOBaHNE ayTEHTH-
¢duxanuy. YnpasieHne 3aBUCHMOCTSIMU:
golang-BeHIOpUHT; cHCTEMa YIIPaBICHUS
nakeramu Node.js

YpoBeHs 6e301macHOCTH 2: 3a-
mTa 00JagHON HHBPACTPYK-

TypHI

YpoBeHb 6€30macHOCTH 2: 3aIIuTa 00-
Jav9HOI MH(PACTPYKTYPHI. 3amuTa U
TECTHPOBaHHE 00JIAYHON HHPPACTPYK-
Typsl: deployer: Hacrtpotika deployer;
Hactpoiika yBegomnennit mexy Docker
Hub u deployer; TectupoBanue nngppa-
CTPYKTYPBI;

OG6HoBIIEHHE cpebl iNvoicer
OrpaHn4eHue CETEBOTO IOCTYIA: TECTH-
poBaHUe TPy 0€30MacHOCTH; HAIAXKU-
BaHHE JOCTyIa MEXIY TpynnaMu 6e3o-
nacHoctu. Co3anue 6e30MacHON TOUKH
noctyna: ['enepupoBanue SSH-kioueit;
co3panue xocta-obactuona B EC2; Bue-
JpeHne AByX(akTOpHOH ayTeHTH(HuKa-
uuu ¢ nomouero SSH; OTnpaBka yBe-
JIOMIIEHMH 0 noctyne; Paccyxaenus o
rpymmnax 6e3onacHoctd; OTKPBITHE T0C-
Tyma JJIsl TPy 0e30MacHOCTH. YTpaB-
JIEHHE JIOCTYIIOM K 0a3e JaHHBIX: AHAIIN3
CTPYKTYpHI 0a3bl TaHHBIX; Ponu u npasa
nmoctyma B PostgreSQL; Onpenenenue
MHUHHUMAJIBHBIX IIPpaB AOCTYyIa A IIpU-
JoXeHus invoicer

Omnpezienenune npas jgoctymna B deployer

12

12

24

48

Yposenb 6e3onacHocTH 3: 3a-
[IUTa KaHAJIOB B3aMOJEHCT-
BUSI

KaHnansl B3anMOIEHCTBUSA: paHHSIS CHM-
METpHUYHAs KpUNTOTpadusi; aIrOpuT™M
Hduddu - Xennmana u RSA"; nadpa-
CTPYKTYpPBI OTKPBITBIX Kiltouer; SSL u
TLS. O630p SSL/TLS: nenouka goBepus;
ycranoBienne TLS-coennHenns; coBep-
LIeHHas NMpsiMast CeKpeTHOCTh. HacTpoiika
npuiokeHuil Ha ucrnons3oBanne HTTPS:
nony4enue ceprudpukara AWS; momyye-
Hue ceptudurara Let's Encrypt; npume-
neane HTTP na AWS ELB. HTTPS:
tectupoBanue TLS; HSTS: crporas 3a-
niuta Tpancriopra; HPKP: 3akperuienne
OTKPBITHIX KIJIFOUEH

12

12

24

48

YpoBeHns 6e3omacHocTH 4: 3a-
IMTa KOHBeWepa MoCTaBKu

Pacnipenenenune nocryna k uHQpacTpyk-
Type YIIPaBJICHUS KOJIOM: YIIPaBICHUE
paBaMu JOCTYIIa B
GitHub-opranusauuu; ynpasieHue mpa-
Bamu nocryna B GitHub u Circle; moamnuce
KOMMMTOB M METOK ¢ moMolbio Git;
YnpaBneHue JOCTYIIOM K XPaHIITUIILY
KOHTCHHEPOB: yIpaBJICHHUE paBaMu
nocrtyma B mpenenax Docker Hub u
CircleCl; noanucanue KOHTEHHEPOB C

12

12

24

48




nomoIsio Docker Content Trust;
Pacrnipenenenune npaB gocTyma s
ynpasieHust ”HQPacTpyKTypoit: Ypas-
JIEHUE TIpaBaMu JOCTYIA ¢ TOMOIIBIO PO-
neit u nomutuk AWS; pactipenenenne
3aKpBITHIX JAHHBIX B CUCTEMAaX CPEIbl

SKCIUTyaTaluu
6 |BbIsgBiIeHHE aHOMAJIUI U 3a- BrisiBneHre aHoMalnii U 3a1UTa CEPBU-
IIMTa CEPBUCOB OT aTak COB OT aTak: cOOp W XpaHEHHE KYPHAJIOB;

COOp JaHHBIX KYPHAIOB H3 CUCTEM H
NPUIIOKEHUIT; COOp )KYpPHAJIOB OT CHCTEM;
COOp KYpHAJIOB TIPHIIOKEHHST; )KyPHAIIH-
poBaHue HHPPACTPYKTyphl; COop KypHa- | 12 | 12 | 24 | 48
noB ot GitHub. TToToxoBas mepemaya
COOBITHI )KYPHAJIOB C TIOMOIIBI0 OpOKe-
poB coobmenuit. O6paboTka coObITHI
MOTPEOUTENSIMU J)KypHAIIOB. XpaHEHUE U
apXUBaIys KypHaAJIOB. AHAJIU3 )KYpHAJIOB.

HToro 72 72 (144 288

5.2 IlepeueHb 1a00paTOPHBIX PadoT

1. DevSecOps — METO10JIOTHS UCTIOIB30BAHMSI HHCTPYMEHTOB 0€30MMacHOCTH
B JKU3HEHHOM LHKje DevOps.

2. 3amyck ¥ OTJliaJiKa KOHTEHHEPOB C UCojab30BaHueM Dev Spaces.

3. [Iporpammuoe obecrnieueHne TECTUPOBAHUS 3aIIAIIEHHOCTH
BEO-TPUIIOKEHUM TPAHCTIOPTHOTO YPOBHSI.
4. IIporpammHOE oOecrieueHue CKaHUPOBAaHUS YA3BUMOCTEN

BEO-TIPUIIOKEHU .
5. BrlisiBiieHME aHOMATUH U 3alllUTa CEPBUCOB OT aTak
6. MexaHN3MBI 3aIUTH PPEHMBOPKOB OOJIBIIMX JaHHBIX

6. MIPUMEPHASI TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT

B cootBercTBHM C Yy4EOHBIM IJIAHOM OCBOCHHME JUCIHUIUIMHBI MpeaycMmaT-
pHUBaET BHINIOJHEHHE KYpPCOBOIO MpoeKkTa B 9 ceMecTpe g ouHOM (hopmbl 00yye-
HUSL.

[IpumepHass TeMaTWKa KypCOBOTO IMPOEKTa: «AJIMHUHUCTPUPOBAHUE IMPO-
rpaMMHO€ 0OecTieyeH sl 3aUIIEHHOCTH KOPIIOPATUBHOM CETH PEIIPUITUS »

3aiayu, permaeMble Py BBIITOJIHEHUH KypPCOBOTO ITPOEKTa:

* AHanu3 UH(POPMALIMOHHBIX PECYPCOB U aAyAUT UH(POPMAIIMOHHBIX PUCKOB
TIPEATPUSTHS

* Hcnonb3oBaHuEe KOHKPETHBIX WHCTPYMEHTOB aHalM3a 3allUIIEHHOCTU
(pa3paboTka, HaCTpoHKa, KOHPUTYPUPOBAHUE)

* (hopMUpOBaHUE MPEIJIOKEHUN IO MOBBIIIECHUIO Y()PEKTUBHOCTH CUCTEM
3aIlMTHI 0 Pe3yJibTaTaM aHaJM3a U YIPABJICHUS 3aUIUIIEHHOCTH KOPIIOPATUBHON
CETH MPEIPUITHS.

KypcoBoit mpoekt Bkmodar B ceOs rpaduyeckyl0 4acTb MU pacyeT-
HO-TIOSICHUTEJIbHYIO 3aIHCKY.




7. OHEHOYHBIE MATEPHUAJIbI VI IPOBEAEHUA IIPOMEXKY-
TOYHOU ATTECTALIMHU OBYYAIOIIIUXCA 110 JTUCIUITJIMHE

7.1. Onucanue mokaszareJieil 1 KpuTepueB OLEHUBAHUS KOMIIETEHIUMH

Ha pa3/iIMYHbIX 3Tallax ux (l)OpMHpOBaHI/Iﬂ, OIIMCAHHUC IKAJ OICHUBAHUA

7.1.1 Tan Tekymero KOHTPOJIA
Pe3ynbTaThl TEKyIIero KOHTPOJS 3HAHUN W MEXKCECCHOHHOW aTTECTAIUU

OLICHUBAIOTCA 110 CJ'IGI[YIOHIGﬁ CHCTCMC:. «aTTCCTOBAH», «HC aTTCCTOBAH).

PesyabTaThl 06y4eHHsi, XapaKTepu3yo-

Komme- Kpurepuu
e AtrecroBan |He arTecroBan
TEHU U] C(l)Ole/IPOBaHHOCTL KOMIIETCHITHH OLCHUBAHUSA
OIIK-7. |3HaTh MPUHUMITEI OPTaHU3AIMHY | [3HAET MPUHLUIIBI OpPraHu- Brimonnenne | Hebimonue-
1. CTPYKTypa CHCTEM 3allUTHI HH- |[3allMX U CTPYKTYypa CUCTEM | paboT B CpOK, | HuE paboT B
(hopMaIuu mporpaMMHOTO 3amuThl THPOpPMAIHH TIPO- | mpemxycMoT- | CpoOK, mpexay-
oOecriedeHus] aBTOMaTH3UPO- IPaMMHOTO 00ecTIieYeHHUs PEHHBII B pa- | CMOTPEHHBIH B
BaHHBIX CHCTEM ABTOMAaTHU3WPOBAHHBIX CHC- 0ounx mpo- | paboumx mpo-
TeM rpaMMax rpaMMax
YMETh MPOBOJIUTH TEXHU- yMEeT MPOBOJIUTH TEXHH- Brimonnenne | Hebimonue-
KO-9KOHOMHYECKOE 000CHOBa-  [KO-3KOHOMHUUYECKOe 000CHO- | padoT B CpPOK, | HHE padoT B
HUE TIPOEKTHBIX PEIIeHHUH MPo- [BaHWE MPOEKTHBIX PEIICHUH | mpeaycMoT- | CpOK, Ipexay-
rpaMMHO-aNMapaTHBIX CPENICTB  MPOTrpaMMHO-aNapaTHBIX PEHHBIH B pa- | CMOTpEeHHBIH B
oOecrnieueHus 3aluThl UHPOP-  |CPEICTB oOeCcIeueHUs 3a- 004MX Npo- | paboumx mpo-
MallfH B aBTOMAaTU3UPOBAHHOW  |IIUTHI MH(pOPMAIIMH B aBTO- rpammax rpammax
CUCTEME C IIeIIbI0 00eCTieUeH!s] |MaTU3UPOBAHHOWU CUCTEME C
TpeOyeMoro ypoBHS 3alllUIIIEH- |[IeNbi0 o0ecreueHus Tpe-
HOCTH OyeMoro ypoBHS 3alllUIICH-
HOCTH
OIIK-7. |3HaTh MpOrpaMMHBIE CPEICTBA  [3HAET MPOrpaMMHBIE Brinonnenne | Hepwimonne-
3. oOecreueHus 3alUThI CpeacTBa o0ecrieYeHHs paboT B CpOK, | Hue paboT B
UH(POPMAIIUK B IPOTPAMMHOM  |3aIMThI HHPOPMALUK B MpEAyeMOT- | CPOK, Mpey-
obecrnieueHn MIPOrpaMMHOM 00ecIieYeHNH PCHHBIM B pa- | CMOTPCHHBIN B
0ounx mpo- | paboumx mpo-
ABTOMATHU3WPOBAHHBIX CHCTEM  |aBTOMAaTH3MPOBAaHHBIX rpaMMax rpaMMax
CUCTEM
YMETb HCHOJb30BaTh MPO- yMEET UCIO0Ib30BaTh MPO- Brimonnenune | Hebimosnne-
TpaMMHBIE U TIPOTpaMM- IpaMMHBIE U POTpaMM- pabot B cpok, | HuUe pabor B
HO-anmnapaTHbIe CPECTBa U1l |HO-ammapaTHbIe CpeacTBa MpeNyCMOT- | CpOK, Ipeny-
MOJICJIMPOBAHMS M UCIIBITAHUS  |IUIsI MOJISTMPOBAHMUS M UC- | PEHHBIH B pa- | CMOTpEHHBIH B
CHUCTEM 3alTuThl HH(pOpMaIH- MBITAHUS] CUCTEM 3alIUThI 0ounx mpo- | paboumx mpo-
OHHBIX CHCTEM WHPOPMAITMOHHBIX CHCTEM rpammax rpammax
BJIaJIeTh BaJeeT METOIaMH BbI- [BlIaieeT METOAaMH BBISIB- Brimonnenune | Hebimosnne-
SIBIICHUS Y3BUMOCTH HH(GOp-  |J1eHus ysi3BUMOcTU MH(pOp- | padot B cpok, | Hue pabot B
MAaIMOHHO-TEXHOJIOTHYECKHX MaIfoH- MPEeIyCcMOT- | CPOK, Mpenry-
pecypcoB aBTOMaTH3UPOBAaHHBIX |HO-TEXHOJIOTHYECKUX pe- PEHHBIN B pa- | CMOTPEHHBIH B
CUCTEM CYpPCOB aBTOMaTH3UPOBaH- 0ounx mpo- | paboumx mpo-
HBIX CUCTEM rpammax rpammax

7.1.2 JTan npoMeKyTOYHOT0 KOHTPOJIS 3HAHU I
Pe3ynbrathl mpoMeXxyTOYHOTO KOHTPOJIS 3HaHUM oueHuBarotes B 9, 10 ce-

MeCTpe AJi OUHOM POopMBbI 00YUEHHUS MO YETHIPEXOATLHOM CUCTEME:
«OTIUYHOY; «XOPOUIO»; «YJOBIETBOPUTEIHHOY; «HEYAOBICTBOPUTEIHLHOY.

Komn
e_

Pe3yibTaThl 00y4eHHs], XapaKTe- Kputepun
pusyomue OTanvHo
copmupoBannocts komnerenuu | OUCHHBAHU

Xopomo

Ynosa.

Heynosi.




TEHI

s
OIIK- (3HaTB MPUHLNINBI OPTaHU- Tect Brimonnenue | Beimonnenue | Beimonnenue | B Tecte
7.1, |3auuu u CTPYKTYpa CHCTEM tecta Ha 90- | Tecta Ha 80- | Tecra Ha 70- [ Menee
3aIUTHI KHPOPMAIUH IIPO- 100% 90% 80% 70% npa-
IPaMMHOT0 00€CIIeYeH s BIJIBHBIX
OTBETOB
aBTOMATU3UPOBAHHBIX CUC-
TEM
YMETh MPOBOANUTDH TEXHU- Permenue 3amaun pe- |[Ipomemonctp| Ilponme- 3amaun He
KO-3KOHOMUYECKOE 0600_ CTaHJapTHBIX IICHBI B ITOJI- | UPOBAH BEP- | MOHCTP UPO- | PCHICHBL
HOBAHHE NPOCKTHBIX pelire- |MPAKTHICCKHX  |HOM oObeMe H| HBIH XOJ pe- | BaH BEPHBI
HHit TIpOrpaMM- 3a1a4 MOJIYYEHBI | IIEHUS BCEX, |XOJ pelIeHUs
HO-AMIAPATHBIX CPEICTR BEpHBIC OT- | HO HE nony: B OOJIBIIMH-
BETBI YeH BEpHBI | CTBe 3amau
o0ecrieueHus 3aIUThl HH- OTBET BO BCEX
(hopMaruu B aBTOMaTH3H- sanagax
POBaHHOMU CHUCTEME C LIENBIO
oOecrieyeHus TpedyeMoro
YPOBHA 3aIIUILIEHHOCTH
OIIK- |3HaTH IPOTPaMMHBIE Tect Brmonnenne | Bemonaenue | Bemmonnenne | B Tecte
7.3. CpescTBa 0GecTIeeHN s Tecta Ha 90- | Tecta Ha 80- | TecTa Ha 70- MCHEe
100% 90% 80% 70% mpa-
3amuThl THPOPMAIIHH B BHITBHBIX
MpOrpaMMHOM 00ecTIiedeHnH OTBETOB
aBTOMaTU3UPOBAHHBIX
CHUCTEM
YMETh UCIIONB30BaTh Mpo- | Pemienue 3amauu pe- [IIpomemonctp| IIpone- 3agaun He
FpaMMHBIe u HporpaMM_ CTaHApTHBIX HICHBI B IIOJI- | UPOBAH BEP- | MOHCTP UPO- PCUICHBI
HO-aIIAPaTHbIE CPEJICTBA MPaKTUYEeCKUX [HOM oOBeme | HBIN XOA pe- | BaH BepHHIi
JUIL MOJIENIHPOBAHHS U HC- 3a7a4 MOJIYYEHBI | IIEHUS BCEX, |XOJ pelIeHus
IEITAHES CHCTEM 3AIITE] BEpHBIE OT- | HO HE nony: B OOJIBIIMH-
BETHI 4YeH BEpHBIN | CTBe 3a/au
MH(GOPMAIUOHHBIX CHCTEM OTBET BO BCEX
3aJauax
BJIAJETH BiageeT merogamu |Pemenne npu- | 3anmauum pe- |IIpomemoncrp| Ilpone- 3amayn He
BBISIBJICHUS yﬂ3BI/IMOCTI/I KIIAAHBIX 3a/1a4 | IICHBI B ITOJI- | UPOBAH BEP- | MOHCTP HUPO- PCHICHBI
HHPOPMAIHOH- B KOHerTH?fI HOM 00BbEMe H| HBIH XOJ pe- | BaH BEPHBIH
HO-TEXHOTOTHUECKHX Pe- MPEeIMETHOM MONMYYCHBl | IICHUS BCEX, |XOJ PEeUICHUS
obnactu BEpHBIC OT- | HO HE MONy- | B OOJBIIWH-
CypCOB aBTOMAaTU3UPOBAaH- .
BETHI YeH BEPHBIA | CTBe 3amad

HBIX CUCTEM

OTBET BO BCEX
3a;a9ax

7.2 TlpuMepHBIil NMepevYeHb OLEHOYHBIX CPeICTB (THMOBbIE KOHTPOJIb-
Hble 33/IaHMS WJIM HHbIe MaTepHaJibl, HeOOXOAMMBbIEC VISl OLEHKHU 3HAHMHU,

YMEHUI, HABBIKOB U (MJIN) ONBITA AeATEJILHOCTH)

CBSI3U HMHGOpPMAILUM, JOCTYIl K KOTOPOH OCYIIECTBISECTCS C KCIOJIb30BAaHHEM

7.2.1 IlpumepHbIii NepevYeHb 3a1aHUI 1JI51 MOATOTOBKH K TECTHPOBAHUIO

1) TexHonoruyeckasi CUCTeMa, MPEAHA3HAYCHHAS JIJIS TIepeavyd 10 JIMHUSAM

CPEJICTB BBIYMCIIMTEIbHON TEXHUKH, - 3TO. ..
nH(pOpMaLMOHHAS CUCTEMA

nH(OpMAITMOHHAS TEXHOIOTHUS
aBTOMAaTU3HPOBAHHAs CUCTEMA
HHG(POPMALMOHHO - TeJIEKOMMYHUKALIMOHHAA CETh
2) UYro 13 HIKEIIePEUNCICHHOTO MPeAHa3HaYeHO It 00pHObI ¢ BUpyCHBIM [10?

MCKCCTCBBIC DKPAHbI




AHTUBHPYCHbIE CUCTEMbI
TEKCTOBBIE PETAKTOPBI
MapuIpyTHU3aTOPbI
3) Yro Takoe pe3uACHTHBIN CTOPOK?
porpamma, KOTopas CJIeIUT 3a U3MEHEHUSIMU (PailioB U JUCKOBBIX CEKTOPOB
Ha KOMIIBIOTEPE
porpaMma, OCyIIeCTBIISAIONIAs HECAHKIIMOHUPOBAHHBIE ICHCTBUS B CHCTEME
NporpaMMa B ONE€PATHBHON MaMATH KOMIbIOTEPA, KOTOPasl OTCJIEXKH-
BaeT AeiCTBUSA O0CTAJILHBIX IPOTPAMM
mporpamma, KoTopasi IpocMaTpuBaeT (Dailiibl ¢ MOMCKAX CUTHATYP
4) Yrto Takoe mporpaMmMa-peBu3op?
NMporpaMmma, KoTopasi CJeAuT 32 U3MeHeHUsIMU (ailjioB M JTMCKOBBIX
CEKTOPOB Ha KOMIIbIOTEpPeE
porpaMma, OCyIIeCTBIISONIAas HECAHKIIMOHUPOBAHHBIE JICHCTBUS B CHCTEME
nporpaMMa B ONEPATHUBHOW MaMsITH KOMIIBIOTEPA, KOTOpas OTCIIEKHBAET
JEUCTBUS OCTAJIBHBIX MPOrPAMM
mporpamma, KoTopasi IpocMaTpuBaeT (haiisibl ¢ MOUCKAX CUTHATYP
5) Ha mpuMeHeHHHM KaKHUX MPOrpaMM OCHOBaH METO]] OOHApYXCHHUS H3Me-
HEHUI?
CKaHEpOB
peBHU30pPOB
PE3UIECHTHBIX CTOPOKEN
MEKCETEBbIX SKPaHOB
6) HenocraTkoM Kakoro meroaa OOHApPY)KEHHUS BUPYCOB SIBIIIETCS OOJIBIIOC
KOJIMYECTBO JIOKHBIX CpabaThIBAHWM aHTUBUPYCHBIX CPEJCTB?
CKaHUPOBAaHUE
IBPUCTUYECKUUA AHAJIH3
oOHapyXeHHe U3MCHEHU I
UCIIOJIb30BaHUE PE3UICHTHBIX CTOPOKEN
7) HemocTaTkOM Kakoro MeTOfAa SIBISICTCS HEBO3MOXKHOCTh OOHAPYKCHHS
BUpYyca B ¢aiiax, KOTOpbIE MOCTYNAIOT B CUCTEMY YK€ 3apa’KeHHBIMU?

CKaHHpPOBaHUE

IBPUCTUYECKUN aHaJIU3

o0Hapy:KeHue U3MEeHeHU il

UCIIOJIb30BAaHUE PE3UACHTHBIX CTOPOKEN

8) Kakoit meTon kpunrtorpaduyeckoro mpeodpa3oBanus WHGOPMAIMU T10-
3BOJISIET HE TOJIBKO COXPAHATh CMBICH XpaHsIIecs Win nepeaaBaeMoil uHpopma-
LMY, HO U caM (DaKT XpaHEHUs WM Mepeadn 3aKpbIToi nHpopmanun?

muQppoBaHue

creraHorpagus

KOJUPOBAHUE

CoKaTHe

9) Yro Takoe x>3m?
pe3yJabTaT npeodpa3oBaHus BXOAHBIX JAHHBIX POU3BOJIbHOM JVIMHBI B



AAHHBIK (UKCUPOBAHHOM IJIMHBI

pe3yabTaT mnpeoOpa3oBaHUs BXOJHBIX JAaHHBIX ITPOM3BOJLHOW JIJIMHBI B
JTaHHBIE TTPOU3BOJILHOM JIJTUHBI

pe3yabTaT MpeoOpa3oBaHUs BXOJHBIX JAaHHBIX (UKCUPOBAHHOM JJIMHBI B
JTaHHBIE TTPOU3BOJILHOM JIJTUHBI

CEKPETHBIN KJTFOY IIPH aCCUMETPUYHOM U (DPOBAHUHT

10) Kak Ha3bIBaeTCs IPOTOKOJI YIIPABIICHUS TPYIIIIOBOM Iepe1adeii JaHHBIX B
CeTsIX, OCHOBAaHHBIX Ha MpoTokoie |P?

DNS

DHCP

OSPF

IGMP

7.2.2 IlpuMepHbIii NepeyeHb 3aJaHUI VIS pellleHus] CTAHAAPTHBIX 32124
10 CUTHATYpPaM BHPYCOB M aTak

0 aJIpecy OTIpaBUTeNs Tpaduka

Ha OCHOBE CTaTHCTHMYCCKOI0 aHAJIM3a

¢ momoIko 1mojst ESP B cocTaBe nmepenaBaeMbIX TaHHBIX

1) Kak Ha3bIBaeTcsi omnpejieieHHble 00pa3ibl BUPYCOB U aTaK, C MCIOIb30-
BaHueM kotopsix |DP oOHapyxuBaeT BTopxkeHus?
cepTU(PUKATHI
npoduin
CUTHATYPbI
ayTeHTU(PUKATOPbI

2) Ha kakoM NpUHIMIIE OCHOBAaHO OOHAPY)XCHHWE HEU3BECTHBIX YIpPO3 B
NetDefendOS IDP?

OHa HE CcIIocOOHa 0OHAPYKMUBATh HEU3BECTHBIC YIPO3bI

HA OCHOBE CTaTUCTUYECKOTO aHaIN3a

Ha UCIOJIb30BAaHUU CEPTU(PUKATOB OTKPBITHIX KITFOUEH

NPy CO3IaHUM BTOPKEHHH 32 OCHOBY 4YacTO Oepercsi HUCMOJIb30BaB-
LIUICH paHee Ko/

3) Kakue curHatypbl 00J1a/1at0T CaMOM BBICOKOW TOYHOCTHIO?
CUTHATYPbI NPeI0TBPAILICHUS] BTOPKEeHU I
CUTHATYpbl OOHApYKEHUSI BTOP>KEHUS
MOJINTUKHU CUTHATYP

4) Kakue curHatypbl OOHapYKHBAIOT pa3jIMYHbIC THUIBI NMPUIOKEHUN Tpa-
¢uKa 1 MOTYT IPUMEHSTHCS ISl OJIOKUPOBKU OMPECIICHHBIX IPUI0KEHU?

CUTHATYPBI IPEAOTBPALLEHUS BTOPKEHNUN

CUTHATypbl OOHAPYKEHUSI BTOPKEHUS

MOJIUTHKH CUTHATYP



5) Kakue curHatypsl criocOOHBI OOHApPYKUBATh COOBITHS, KOTOPHIE MOTYT
OKa3aThCsl BTOPKEHUSIMU, HO HE 0043aTEJIbHO UMH SIBIISIOTCA?

CUTHATYpPBI IPEIOTBPALLEHUS BTOPKEHHM

CUTHATYPbI 00HAPY:KEHUSI BTOP/KEHUS

HOJIUTUKU CUTHATYpP

6) Kakue curnaTypbl MOTYT OOHAPY)KUTh MOTBITKH [IEPEXBaTa YIPaBICHHUS U
CKaHEpbI CETH C MAKCUMaJIbHON TOYHOCTBIO?

CUTHATYPBI Pe0TBPAllleHUs] BTOPKeHMIt

CUTHATypbl OOHAPYKEHUSI BTOPKEHUS

MOJINTUKU CUTHATYP

7) Kakoit Mexanu3M QpuiabTpaniy MHTEpHET-TpaduKa B MEXKCETEBBIX IKPaHAX
NetDefend momoraeT 3amuTuTh MOJIB30BATENCH OT MOTCHIMAIBHO OMACHOTO KOH-
TeHTa BeO-CcTpaHull — 00bekToB ActiveX, Java-cKkpHIToB u T.11.?

padoTa ¢ AKTHBHBIM COAEPKUMBIM

cTaTuueckas GpuiabTpanus

OUHaAMHUUYecKas (pUiIbpTpanus

8) Kaxkoii MexaHu3M (QUIIbTpAllK HHTEPHET-TpaduKa B MEKCETEBBIX SKpaHaX
NetDefend mpenmonaraer To, 4TO aIMHHUACTPATOP BPYYHYIO CO3/a€T «YCPHBIC» U
«Oenbley CIUCKUA CalTOB?

paboTa ¢ aKTUBHBIM COJEPKUMBIM

cTaTH4YecKas (pujabTpanus

IMHAMH4YecKast (GUIbTpanus

9) Kak Ha3biBaeTcs QyHKIUS B MEXKceTeBbIX dKkpaHax D-Link, kotopas as-
TOMATUYECKU M30JUPYET MH(OUIIMPOBAHHBIE KOMITBIOTEPHI JIOKAJIHLHOW CETH U TIpe-
JOTBpAIIaeT paclpoCTpaHeHHE UMHU BPEIOHOCHOTO Tpaduka?

Port Forwarding

Virtual Servers

ZoneDefense

Host Monitoring

7.2.3 IlpumepHbIii nepeyeHb 3aJaHUi 11l pelieHus1 MPUKJIATHBIX 32124
1) Yem cuctemsl IPS otinruarorcst ot cuctem IDS?

OHHU CMOCOOHBI OOHAPY)KUBATh aTaKH Ha CETh

OHHU CTIOCOOHBI CO37aBaTh OMOBEIIECHUS B Cly4yae OOHAPYKEHHUS CETEBOMN
aTaku

OHM CNIOCOOHBI 0JIOKMPOBATH CETEBYI0 aTAKY

OHM CITIOCOOHBI OCYIIECTBIIATH MpeodpazoBanue |P-aapecos

2) Kakue cucteMbl NMpeaHa3HAueHBI i1 OOCCIICUCHHsSI CETEBOTO MOHHTO-
pUHTa, aHaln3a, OMOBEIICHUS B Cllydae OOHApYKCHHs CETEBOM aTakw, a TaKkKe
CIOCOOHBI €€ OJIOKUPOBATH?

IDP
AV
WCF
IPS



3) B deM 3akio4aeTcsi OTJIMYKME BTOP)KEHUH OT BUPYCHBIX aTak?

BTOPKCHUA O0OBIYHO COACPKATCA B OTACIIbBHOM 3arpy304HOM (1)31\/1.]16, KOTO-
pBIﬁ 3dKaUHUBACTCS B CUCTCMY I10JIb30BATCIIA

BTOPZKCHUS 110 XapPAKTCPYy BO3H€ﬁCTBHH Ha aTaKyEMYyI0 CCTb MOI'YT OBITH KaK
HCTAaTUBHBIC, TAK U HGfITp&JILHBIG

BTOP:KeHUS MPOSIBJSIOTCA KaK 00pa3ibl BUPYca, HalleJIeHHbIe HA TONCK
nyTeil mpeoaoJieHusi MeXaHU3MOB oOecneueHnsi 0e30MacHOCTH

BTOPKEHUSI MOTYT OCYIIECTBIISITHCS MOCPEACTBOM CETH
4) Cuctema IDP npennazHadeHa ist OOHapy>KEHUS. . .

I[e(l)eKTOB B IIpOrpaMMHOM ob0ecreyeHuH
criamMa

BTOPKEHUN

HapyImCHUs OCIOCTHOCTHU IMIEPEAABACMBIX JTaHHBIX

5) Kakas nactpoiika B NetDefendOS IDP omnpenenser neicTBre, KOTOpoe

CJIeTyeT MPENPUHATH TPU OOHAPYKEHUU BTOP>KEHUSI BO BXOIIEM Tpaduke?
Pipe Rules

Threshold Rules
IDP Rules
IP Rules

6) Kakoe melicTBHe peKOMEHIyeTCs BHIOpATh Ui CUTHATYP OOHApyKCHHS
BTOPKEHUN?

ignore
audit
protect

BTOPKEHUN?
ignore
audit
protect

7) Kakoe aeiicTBrue peKOMEHAYETCS BRIOPATH JUIsl CATHATYP TPEI0TBPALICHUS

8) KakoBa qIMTEIBHOCTh TPHAIBHOIO MEPHOJA MOAMMCKH IS OMIHOHAb-
HbIX cepucoB IPS, AV u WCF?

30 nHeit
30 nHeit

90 nHei
12 MecseB

9) Kakue cucTeMbl TpEIHA3HAYCHBI IS MPOBEPKH CETEBOrO Tpaduka Ha

BHUPYCHI, TPOSIHCKUE U APYTHUE BPEIOHOCHBIE TPOTPaMMBbI?
IDP

AV
WCF
IPS

10)

Kakass cucrema moMoraer agMUHHCTPATOpPaM OCYIIECTBIATH MOHH-
TOPHUHI, YIIPABJICHUE W KOHTPOJb HMCIIOJIB30BaHUS JOCTYIA IOJb30BaTEIEH JIO-

KaJIbHOM CETH K MHTEPHET-pecypcam, pa3peras/onokupys JOCTYI K TEM HIIK HHBIM



Web-catitam?
IDP
AV
WCF
IPS

7.2.4 TlpuMepHBbIii NepevyeHb BOMPOCOB VISl MOJATOTOBKH K 3a4eTy

He npenycMoTpeHo y4eOHbIM MIIaHOM

7.2.5 TlpumepHblii NepeyeHb 3aJaHU s pellleHns] NPUKIAIHBIX 32124

Metononoruss DevOps u HenpepsiBHas uHTerpanus. HempepsiBHas mo-
CTaBKa

Hudpactpykrypa kak cepBuc. HempepsiBHas GezonacHocTh. besonmacHoCTh
Ha OCHOBE TECTUPOBaHUs. MOHUTOPHUHT U pearnpoBaHue Ha aTaku. OlleHKa PUCKOB
U yCUJIeHHEe 0€30MacCHOCTH

3aiuTa U TECTUpOBaHHUE BEO-NIPUIIOKEHUI: aTaKu Ha CaliThl M 6€30I1aCHOCTh
KOHTEHTA;

MEKCAWTOBBIE CLIEHAPUHM M TOJUTHKA OE30MMACHOCTH KOHTEHTA; IMOJJENKa
MEKCAaUTOBBIX 3alPOCOB; KIMKIKEKUHT U 3allluTa IUIaBaroux ¢peitmo; Metoabl
ayTeHTUPUKauu mnosb3oBateneil: 6azosas HT TP-ayrentudukanus; o0cayKuBa-
HUE TMapoJiel; TMOCTaBIIMKU HWJACHTHUPUKAIUU; O€30MacHOCTh CEecCUd U
cookKie-(haiiyioB; TecTHpoBaHHWE ayTeHTH(UKAIMK. YTPaBJIICHUE 3aBHCHMOCTSIMHU:
golang-BenaopuHr; Cuctema ynpasienus nakeramu Node.js

VYpoBeHb 6e30macHOCTH 2: 3aIuTa 00a4Hol MHGPACTPYKTYpHL. 3aliuTa U
TeCcTUpoBaHue o0auHoi mHppacTpykrypsl: deployer: Hacrtpoiika deployer; Ha-
cTpoiika yBepomieHui mexay Docker Hub wm deployer; TectupoBanue uHbpa-
CTPYKTYPBHI;

OOHoBIIeHHUE cpeibl iINvoicer

OrpanudeHre CeTeBOro JoCTymna: TECTHpOBaHUE Tpymi 0e30MacHOCTH; Ha-
JaXUBaHUE JOCTyMa MeXAy rpynmnamu Oe3omacHoctu. Co3manue Oe30macHOn
Touku noctyna: ['eHepupoBanue SSH-kiroueit; cozmanue xocra-6actuona B EC2;
Buenpenue nByxdakropHoil ayreHTuduKanuu ¢ nmomompbio SSH; OTtnpaBka yBe-
nomiieHu# o poctyne; Paccyxxnenus o rpynnax 6e3omnacHoct; OTKphITHE AOCTYTIA
JUIS TPyTI O0€30MacHOCTU. YIIpaBjiIeHUE TOCTYNOM K 0a3e JaHHbIX: AHAINU3 CTPYK-
Typbl 0a3bl AaHHbIX; Ponu u nmpasa gocryna B PostgreSQL; Onpenenenrie MUHU-
MaJIbHBIX TPaB JIOCTYTIA I NPUIOKEHUs INVOIcer

Onpenenenne npas goctyna B deployer

Kananbl B3aMOICHCTBUSA: PAHHSS CAMMETPUYIHASI KpUTITOTpA(HS; aITOPUTM
Hubdu - Xennmana u RSA"; unppactpykTypbl OTKpBITBIX Kitoueit; SSL u TLS.
O630p SSL/TLS: uenouka noBepusi; ycraHoBiaeHue TLS-coenuneHus; coBepiieH-
Has mpsiMasi cekpeTHocTh. HacTpoiika mpunoxkenuil Ha ucnons3oBanue HTTPS:
nonyuenue ceptudpukata AWS; nomyuenue ceptudukara Let's Encrypt; mpume-
Henne HTTP na AWS ELB. HTTPS: TectupoBanune TLS; HSTS: cTporas 3ammra
tpancnopra; HPKP: 3akpennenune oTKphIThIX KIIFOYEN

Pacnipenenenne noctyna Kk MHPpPaCcTPyKType yIpaBICHHUS KOJIOM: YIpaBiie-
Hue npaBamu goctyna B GitHub-opranusanum; ymnpasieHue mpaBaMu JOCTYIA B



GitHub u Circle; moanuch KoMMUTOB U METOK ¢ oMolbio Git; Ympasienue noc-
TYIIOM K XPaHWIWILY KOHTEHHEpPOB: yMpaBleHHE MpaBaMH TOCTyIa B TMpeaeiax
Docker Hub u CircleCl; moanucanue kouteitnepoB ¢ momoiisio Docker Content
Trust;

Pacnipenenenne npaB gocTyma A yrpaBieHUsS HHOPACTPYKTYpoid: Ympas-
JICHHE TIpaBaMHU JIOCTYyIIa ¢ MOMoIIbo poseld u nonutuk AWS; pactipenencHue 3a-
KPBITHIX JAHHBIX B CUCTEMaX CPEJIbl KCILTyaTalluu

BrisiBneHre anomanuii ¥ 3aliUuTa CEpBUCOB OT aTak: cOOp M XpaHEHHE Kyp-
HAJIOB; COOp JaHHBIX XYPHAJIOB U3 CHUCTEM W IMPHIOKCHHI; COOp KypHAJIOB OT
cucTeM; COOp KYpPHAJIOB NPHUJIOKEHUS; )KYPHAIMPOBaHNE UHPPACTPYKTYPHI; COOp
xypHasioB oT GitHub. IToroxoBas mepemada COOBITHH JXYpHAIOB C ITOMOIIBIO
OpokepoB cooleHnit. O0padoTKa COOBITUI MOTPEOUTEISIMHU )KYPHAIOB. XpaHEHHE
Y apXUBaLKs )KYPHAIOB. AHAIIN3 )KYPHAJIOB. Y KAXKUTE BOIIPOCHI IS dK3aMEHA

7.2.6. MeToguKka BBICTABJEHHUS OLEHKH NPHU NPOBEAEHHU MPOMENKY-
TOYHOM aTTecTaluu

(Hanpumep.: Dk3amen nposooumcs no mecm-ouiemam, Kaxcovli U3 KOmo-
poix cooeporcum 10 sonpocos u 3adauy. Kaosicowiii npasuivHulll omeem Ha 60NPOC 8
mecme oyenusaemcs 1 6annom, 3aoaqa oyenusaemcs 6 10 6annos (5 6annos eeproe
peutenue u 5 6ann06 3a eepruvlil omeem). MaxcumanvrHoe KOAULeCmeo HAOPAHHBIX
bannos — 20.

1. Oyenxa «Heyooenemsopumenvrnoy cmagumcs 8 ciyude, eciu CMyOeHm
Habpan menee 6 ban08.

2. Oyenxa «YoosenemeopumenvHoy cmagumcs 8 ciyuae, eciu CmyoOeHm Ha-
opan om 6 0o 10 6annos

3. Oyenka «Xopowoy cmasumcs 6 ciyuae, eciu cmyoewm Haopanr om 11 0o
15 6annos.

4. Oyenxka «Omauuno» cmaeumcs, eciu cmyoeum nadpan om 16 oo 20
bannos.)

7.2.7 I1acnopT O1llEeHOYHBIX MATEPHAJIOB

Ne KonTponnpyemslie pa3aeinsl (TEMbI) Kon . HaunmenoBanue
n/m TV CLUTIINHBI KOHTPOJMPYEMOH OIIEHOYHOT'O CPEJCTBA
KOMIIETEHIINH
1 Besonacuocts B DevOps OIIK-7.1., OIIK- |Tecr, 3amuTa nabopa-
7.3. TOPHBIX paboT, TpeOO-
BaHUs K KypCOBOMY
MIPOEKTY
2 Vposenn 6e3omacHocTy 1: 3amura OIIK-7.1., OIIK- |Tecr, 3amuTa nabopa-
BEO-NIPUIIOKCHHH 7.3. TOPHBIX pPaboT, Tpebo-
BaHUs K KypCOBOMY
MIPOEKTY
3 Vposenn Oe3omacHocTn 2: 3amura 006naunoi un- |OIIK-7.1., OIIK- |Tecr, 3amuTa nabopa-
pacTpykTypsI 7.3. TOPHBIX paboT, TpeGo-
BaHUs K KypCOBOMY
IIPOEKTY
4 Vposens 6e3onacHocT 3: 3amura kaHanos B3au- |OIIK-7.1., OIIK- |Tecr, 3amuTa nmadbopa-
MOZCHCTBHUS 7.3. TOPHBIX padoT, Tpedo-
BAHMS K KYPCOBOMY




MIPOEKTY

5 Vposens 6e3omacHocTn 4: 3amura konserepa no- |OIIK-7.1., OIIK- |Tecr, 3anuTa nabopa-
CTaBKH 7.3. TOpPHBIX paboT, Tpebo-
BAaHUS K KypCOBOMY
MPOEKTY

6 Brrsapnenne anomanuii u 3ammura cepsucos ot arak|OIIK-7.1., OIIK- |Tecr, 3anuTa nabopa-
7.3. TOPHBIX paboT, TpeOO-
BAaHUS K KypCOBOMY
MPOEKTY

7.3. MeTtoauyeckne MaTepHaJibl, ONpeeJsAl0Nie NMPOLeAyPbl OleHH-
BAHUS 3HAHWH, YMEHHIi, HABBIKOB U (HJIH) ONBITA JAeATeJIbHOCTH

TecTupoBaHue ocCylIecTBISIETCS, JIUOO MPU MOMOIIM KOMIBIOTEPHON CuC-
TE€Mbl TECTUPOBAHHUA, JUOO C MCIOJB30BAaHUEM BBIIAHHBIX TECT-3aJaHuil Ha Oy-
MakHOM Hocutene. Bpems tectupoBanust 30 MuH. 3aTeM OCYIIECTBISETCS MPO-
BEpKa TeCTa SK3aMEHATOPOM W BBICTABISIETCS OIICHKA COTJIACHO METOJUKH BbI-
CTaBJICHUS OIICHKH MPH MPOBEACHUH ITPOMEKYTOYHON aTTECTAIlNH.

Pemenne craHmapTHBIX 3a/1ad OCYIIECTBISETCS, JIMOO MPU MOMOIIH KOM-
NBIOTEPHON CUCTEMBI TECTHPOBAHUS, INOO C UCIOJIB30BaHNEM BBIIAHHBIX 3a/1a4 Ha
OymaxkaoM Hocutene. Bpems pemenus 3amad 30 mMuH. 3aTeM OCYIIECTBISETCS
IpOBEpKa PElICHHs 3a/1ay SK3aMEHATOPOM M BBICTABIISIETCS OIICHKA, COTJIACHO Me-
TOJIMKH BBICTaBJICHUS OIICHKHU MPY MPOBEJICHUH MPOMEKYTOYHON aTTeCTallUH.

Pemenuie npukiaaHbIX 3a/1a4 OCYIIECTBISETCS, TUOO MPU MOMOIIU KOMIIb-
IOTEPHON CHCTEMBbI TECTUPOBAHMSI, JIMOO C MCIOJB30BaHUEM BbIJAHHBIX 334 Ha
OymaxxHoM Hocutene. Bpemsi pemenus 3amad 30 mMuH. 3aTeM OCYIIECTBISETCS
IpOBEpKa peUICHUs 3a/1ay SK3aMEHATOPOM M BBICTABIISIETCS OLIEHKA, COTJIAaCHO Me-
TOJIMKH BBICTaBJICHUS OLICHKHU IPU IPOBEJCHUH MPOMEKYTOUHON aTTeCTalluu.

3aiuTa KypcoBoil paboThl, KypCOBOI'O MPOEKTAa WM OTYETA MO BCEM BHIaM
MPAKTUK OCYIIECTBISIETCS COTJIACHO TPEeOOBaHHSIM, MPEIBSIBISIEMBIM K paboTe,
ONMCAaHHBIM B METOAMYECKHX MaTepuanax. [[pumepHoe Bpems 3amuThl HA OJHOTO
cTyaeHTa coctaBisieT 20 MuH.

8 YYEBHO METOJINYECKOE U HH®OPMAILIMOHHOE
OBECIIEYEHME JUCIUIIJIUHBI)

8.1 Ilepeuennb yueOHOM JIUTEPATYPbl, HEOOXOAMMOM 1JIsI OCBOECHHUS JHC-
HMILINHBI

OcHosHnas numepamypa

Kazapun, O. B. [IporpamMmMmHo-anmapatHbie CpeicTBa 3alIUThl HHOOPMAITUH.
3amra MpOrpaMMHOIO OOECIECYCHHUS . YUYeOHMK W MPAKTHKYM JUIsi BY30B /
O. B. Kazapun, A. C. 3a6abypun. — Mocksa : M3gatensctBo Opaiit, 2022. —
312 ¢. — (Beicmee oopazoBanme). — ISBN 978-5-9916-9043-0. — Texkcer : smek-
TpoHHBI  //  OOpazoBarenbHas  1iatdhopma  FOpait [caitT]. —
URL.: https://urait.ru/bcode/491249

Kpakosckuit, FO. M. MeTob! 3amuTsl nHGOpMaIuy : yueOHoe nmocodue st
By30B / FO. M. KpakoBckuii. — 3-e u3j., nepepad. — Cankt-IlerepOypr : Jlanb,
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9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOANUMAS J1JIs1
OCYHWECTBJIEHUSA OBPASOBATEJIBHOI'O ITPOLECCA
Crnennanvu3upoBaHHas JICKIIMOHHAs ayJUTOpPHs, OCHAIEHHass 000pyio-
BAHUEM JIJISI JIEKIIMOHHBIX JEMOHCTPALMHI U MMPOCKIIMOHHOM anmaparypou
JlucriienHbld KJacc, OCHAIIECHHBIA KOMIIBIOTEPHBIMU IpPOrpaMMaMu s
MIPOBEICHHUS JTAOOPATOPHOTO MPAKTUKYyMa

10. METOAUYECKHUE YKA3AHUSA IJISA OBYYAIKOIIUXCS 11O
OCBOEHMUIO JUCHUIIJIMHBI (MOOY JIS)

[To mucumrmumnue «I[IporpammHoe obecriedeHre aHaiaM3a 3alUIIEHHOCTU
WH(GOPMAITMOHHBIX CHCTEM U CETEH) YUTAIOTCS JICKIIUH, TPOBOASTCS JIaOopaTOpHBIC
paboThI, BBITIOTHIETCSI KypCOBOW MPOEKT.

OcHOBOM HM3y4YeHUS! NUCUUIUIMHBI SIBISIFOTCS JIEKIIMU, Ha KOTOPBIX H3Jara-
I0TCsl HanOoJiee CYHIECTBEHHBIE M TPYJIHbIE BOMPOCHI, a TAKXKE€ BOIMPOCHI, HE Ha-
HIeJIIINE OTPAXXEHUS B YYEOHOM IUTEpaType.

JIaGopatopHbie pabOThI BBHIMOIHIIOTCS Ha J1a0OpaTOPHOM OOOpPY/IOBAaHUU B
COOTBETCTBUH C METOJIMKAMMU, IPUBEICHHBIMH B YKa3aHUSX K BBITIOJHEHHUIO padoT.

Metoauka BBIMOJIHEHHS KYpCOBOTO TPOEKTa H3JIOXKEHa B  y4ued-
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HO-METOJUYECKOM MMOCOOMHU. BBIMOTHATH A3Tambl KypcOBOTO TPOEKTa JJIODKHBI
CBOEBPEMEHHO U B YCTAHOBJICHHBIE CPOKHU.

KoHTposib ycBoeHus marepuana JUCHUIUIMHBI MPOU3BOJUTCS IMPOBEPKOI
KypCOBOTO MPOEKTA, 3aIUTON KypCOBOTO MPOEKTA.

Buy yueOHbIxX
3aHSATHHU

I[GHT@J'ILHOCTB CTYACHTA

Jlexuusa

Hanucanne koHCmekTa JIEKIUH: KpPaTKO, CXEMAaTU4YHO, IOCJEI0Ba-
TENbHO (DPUKCHPOBATH OCHOBHBIC IOJIOKEHUSI, BBIBOJABI, (HOPMYIIHU-
POBKH, 00OOIICHHUS; TOMEYATh BAXKHBIE MBICIIH, BBIICIATH KITFOUYCBHIC
cioBa, TepMUHBL. [IpoBepka TEpMUHOB, TOHATUN C TOMOUIBIO SHIIUK-
JIONIEUI, CIIOBAPEH, CIIPABOYHUKOB C BBINMCHIBAHUEM TOJIKOBAHUM B
teTpaas. O003HAYEHHE BOMPOCOB, TEPMUHOB, MaTepHalia, KOTOpPbIE
BBI3BIBAIOT TPYAHOCTH, TIOUCK OTBETOB B PEKOMEHIyeMOM JIUTEPATYPE.
Ecnu camocTodTensHO HE ynaeTcst pa3oOparbcs B MaTepuaie, HeoO-
XOIUMO C(OpPMYIMPOBATH BOIPOC U 33JaTh IPENOJABATENI0 HA JIEK-
1MUY WJIN HA MPAKTUYECKOM 3aHITHH.

JlaGopaTtopHnast pabota

JIaGopatopHbie pabOTHI MO3BOJISIOT HAYYUTHCS MPUMEHSATH TEOPETH-
YEeCKHE 3HAHUS, TOJYYCHHBIC HA JICKIIUU MPU PEIICHHH KOHKPETHBIX
3amad. UtoObl Hamboisiee paMOHAIIBHO M IOJIHO MCIOJIB30BaTh BCE
BO3MOYKHOCTH JIa0OPATOPHBIX ISl MOATOTOBKH K HUM HEOOXOIUMO:
CIIeAyeT pa300paTh JIEKIHIO IO COOTBETCTBYIOIIEH TeME, 03HAKOMHUTCS
C COOTBETCTBYIOIIMM pa3JeioM Y4eOHHKA, MPOpadOTaTh JOTOJHHU-
TCJIIBHYIO JIUTEPATYPY U HUCTOYHUKH, PCHIMTH 3ada4d W BBIIIOJHUTDH
Jpyryue NucChbMEHHbIC 3aJaHMsl.

CaMocrosTenbHas pa60Ta

CamocTtosTenbHass paboTa CTYIEHTOB CHOCOOCTBYET TITyOOKOMY yc-
BOCHUS YIeOHOT0 MaTepraa U pa3BUTHIO HABBIKOB CaMOOOPa30BaHMUS.
CaMocTosTenbHast paboTa NpeAnonaraeT caeayoIe COCTaBIMIOIINE:
- paboTa ¢ TeKkcTaMu: Y4eOHUKaMU, CIIPaBOYHUKAMH, JOTIOTHUTEIHHOM
TUTEPATypPOH, a TaKkKe MPopadOTKa KOHCIIEKTOB JICKIIHIA;

= BBITIOJTHEHUEC JOMAIITHUX Sa)IaHI/Iﬁ " pacucToOB;

- paboTa HaJl TeMaMH JIJIsl CAMOCTOSATEIHHOTO U3YUCHHUS,

- ydactue B paboTe CTYAEHUECKUX HAYYHbIX KOH(EpEeHIHH, OIuMIn-
an;

- IIOATr0OTOBKA K HpOMe)KYTOLIHOI\/'I aTTeCTalnu.

IloaroroBka k
MIPOMEKYTOUHON
aTTecTaluu

['oToBUTBCS K MPOMEKYTOUHOM aTTECTALIUU CIIETYET CUCTEMATUUECKH,
B TEUYECHHE BCEro cemectpa. MHTEHCHMBHAs MOATOTOBKA JIOJDKHA Ha-
4yaThCsl HE IMO3/IHEE, YeM 3a MECAL-TOATOpa JI0 MPOMEXYTOUHOU aT-
tectanuu. JlaHHBIE TIepe] 3a4€TOM C OILIEHKOM, 9K3aMEHOM TpPH JTHS
s (eKTHBHEE BCEr0 MCIOJB30BaTh IS MMOBTOPEHHS U CHCTEMaTH3a-
UM MaTepuaa.

JIMCT PETUCTPAIIMA U3MEHEHUI




/o

[lepeuenn
BHOCHUMBIX
N3MEHEHUHN

JlaTa BHECEHUS

[

N3MCHCHNU

Iloamuce
3aBeNylo-
IIIero Ka-
enpoi,
OTBETCT-
BEHHOM 3a
peannsa-
ITHIO
OIIOII

4




