MUHHCTEPCTBO HAYKHY U BBICIIEIQ OBPA30OBAHMSA
POCCHHCKOM OENEPAIIAA
DeziepalbHOE roCyJapCTBEHHOE GIOKETHOE 06pa3oBaTeNbHOE yUpexKIeHHE
BEICIIIEro 06pa3oBaHus
«BOpOHEXCKHUI IOCY apCTBEHHEIN TeXHHYIECKHiA YHHUBEPCHUTET

~ VTBEPX]IAIO
Hexan (akynbTera HHPOPMALMOHHEX
TEXHONOTHH ¥ KOMIIBIOTEPHO# 6e30macHoCTH
-/ MLYO. I'yces/
31.08.2021r.

PABOYAS IIPOTPAMMA
AHCHHIIHHBI (MOAYJIf)
«HAudopmanuonnas Ge30nacHOCTL W 3aIuTA HHpOpMAHH»

HanpaBienune nogroroskn (cenmansHOCTE) 09.03.02 Hndopmarmonnsie
CUCTEMEI U TEXHOJIOTUH

IIpoduan (cnemmamuzanus) CucreMsl aBTOMATHU3allUd IIPOEKTHPOBAHHS U
pa3paboTku HHGHOPMAIIMOHHEIX CHCTEM

Kpanupukanus Buimyckanka Gakanasp
HopmaTushblii nepuon o6yuenus 4 rona

Dopma oGyyenns Ounas

I'on navana noarorosxu 2021 r.

ABTOP(BI) IPOrPaMMEI %FM A.B. ITuronun

n&)mlca'

3asemyromuii kadenpoit CucreMmsr
aBTOMAaTHU3HPOBAHHOI'O IIPOEKTUPOBAHUS //
//
¥ UH)OPMaLIMOHHBIE CHCTEMEI M ; SL.E. JIsBOBHY
-3

PyxoBogurens OITOIT / P O.T. SckeBuy

Boponex 2021



1. HEJIN U 3AJJAYH TUCIHHUTIJINHBI

1.1. Hean aucuMninHbl

Ilempro W3y4YeHUS MMCIUILIMHBI SIBISICTCS NPHOOPETEHHE CTyACHTaMU
TCOPETUUYCCKUX 3HAHWKM W TPAKTHUYCCKUX HABBIKOB B OOJACTH  3alllUThHI
nHbopMaIuu W WHPOPMAIMOHHON OE30MacHOCTH, O3HAKOMJIEHHWE CTYACHTOB C
COBPEMEHHBIMH CHCTEeMaMHu WH()OPMAITMOHHONW 0€30IMacCHOCTH, TEXHOJIOTHYECKIUMHU
MpUeMaMH 3alllUThl HMHQPOPMAIIMH; BO3MOXHOCTSMH HCIIOJIb30BaHHUS CPEJCTB
nH(popMarMoHHOM 06€30macHOCTH IIpU paboTe ¢ HHPOPMAITMOHHBIMHU PECYPCAMH.

1.2. 3agauu ocBOeHHS TUCHHUIIJIHHBI

HU3YUYECHHUE TEOPETUYECKUX OCHOB, METOJIOB M CPEJCTB OPTraHU3aIlMOHHO-
MPaBOBOr0O M  TEXHUYECKOTO OOECleueHus 3allMuThl  KOH(PUACHIIMATIbHON
nH(pOpMaIu ¥ IEPCOHANTBHBIX JTAHHBIX;

- TOJIydYCHHUC 3HAHWKW M HABBIKOB B OOJACTH OILCHKU 3allMIICHHOCTH
nH(pOpMaIy B aBBTOMAaTU3HPOBAHHBIX CHCTEMaX;

OCBOCHHUE W MCIIOJIb30BAHUE B MPAKTUYECCKOW ACATEIBHOCTA TEXHOJIOTHM
MH(POpPMAITMOHHON 0€30MaCHOCTU Ha OCHOBE MPUMEHEHUS CIECIUATN3UPOBAHHBIX
aImapaTHRIX M IPOrPAMMHEIX CPEJICTB.

2. MECTO JUCIHHUIIJIMHBI B CTPYKTYPE OIIOII
Hucrumnaa «MHbopmanrionHass 6€30MacHOCTh M 3allluTa UH(POPMAIUN)
OTHOCHUTCS K TUCIUIUIMHAM YacTH, GOPMHUPYEMOI YYaCTHUKAMH 00pa30BaTEIbHBIX
OTHONIEHUH (IUCUUIITHHA TI0 BBIOOPY) Os10Ka b1 ydeOHoro muana.

3. IEPEYEHD IINTAHUPYEMBIX PE3YJIBTATOB OBYYEHUA 110
JAUCIHHHUIIJIMHE

[Ipouecc wuzydyeHus: aucuuiauHbel «MHpoOpManroHHas 0€30MacHOCTh U
3a1uTa HHpOpMaIMmy HampaBiieH Ha (POPMUPOBAHKE CIAEAYIOIIMX KOMIIETEHIIUN:

[1IK-2 - CriocoOeH BBIMONHATh NPOEKTUPOBAHUE MH(DOPMALTMOHHBIX CUCTEM
Y PECYPCOB JJIsl Pa3IMYHbIX MPUKIAIHBIX 00J1acTen

[1K-6 - Cnooco0Oen MPOBOJUTH OLICHKY OCYIIIECTBUMOCTH
(GYHKIMOHUPOBAHUS M CONTPOBOKIECHUS MH(POPMAITMOHHOM CHCTEMBbI

Pe3yabTarhl 00yueHHsl, XapaKTepU3yOIIHe

Komnerenuus
¢pOpMHUPOBAHHOCTH KOMIIETEHIIUH

[1K-2 3HaTh: CYIIHOCTh W  TOHATHE  WHQPOPMAIMOHHOMN
0€e30IaCHOCTH,  XapaKTePUCTUKY €€  COCTABIISIIOLINX;
HUCTOYHUKH yIpo3 HHQPOPMAIIMOHHON O0e30MacHOCTH H
MEpBHI 110 UX MPEIOTBPALIECHUIO.

YMeTh: MOJB30BaThCSI CPEICTBAMH 3aIUTHI MHGOPMAINH
npu IKCILTyaTariu BBIYHUCIIUTEIILHOM TEXHHKH,
nepuepuiiHbIX Y MOOWIBHBIX  yYCTPOWCTB, JPYTHX
TEXHUYECKUX CPEJCTB MH(MOPMATH3AIINN.

BJ'I&,Z[CTBI COBPCMCHHBIMHU cpeacrBamMu )41 MCETOJbI
IOCTPOCHUA KOMIIJICKCHBIX CHUCTEM obecrneueHus




nH()OpPMAITMOHHONW 0E30MaCHOCTH B aBTOMATHU3MPOBAHHBIX
cUCTEMax

[1K-6

3HaTh: YKU3HCHHBIC IUKIBl  KOH(PUACHIIMATBHON
uHpopManMu B TIpoIlecce €€ CO3JaHus, 00paboTKw,
nepeavn; METOIbI OleHKH () (HEKTHBHOCTH PUMEHSIEMBIX
IpOrpaMMHO-aIMapaTHBIX CpEICTB o0ecrniedeHus
nH(OpMaIIMOHHOM 0€30IaCHOCTH

YMeTh: UCIOJIB30BaTh CPEACTBA 3aNTUTHI MHGOPMAITMH OT
HECAaHKIIMOHUPOBAHHOT'O ChEMA U YTEUKHU MO TEXHUYECKUM
KaHajaM; HCIIOJIb30BaTh CpeacTBa  OXpaHbl U
0€30MacHOCTH, WH)KEHEPHOW 3aIuThl W TEXHUYECKOU
0XpaHbl 00BEKTOB, CUCTEM BUICOHAOIIOCHUSI.

BJ'I&I[GTBI COBPCMCHHBIMHU CPCACTBAMU U MCTOAbI
IMOCTPOCHHUA KOMIIJICKCHBIX CHCTCM obecrnieueHus
HH(bOpMaHHOHHOﬁ 0C€301IaCHOCTH B ABTOMATHU3HUPOBAHHBIX
CHCTCMaAxX

4. OBBEM JUCIUIIJIMHBI

OO6mast TpyJ10€eMKOCTh TUCHUIUIMHBI «H(popMalmonHas 0€30MacHOCTh U
3amuTa HHGOPMAaIU» COCTaBIsAET 3 3.¢.

Pacnpenenenuie TpyJ10eMKOCTH TUCIUIUIMHBI IO BUAAM 3aHSATUN

ouyHasi popma o0yueHust

. Bcero | CemecTpbl

Bunpr yue6HOM paboThI HACOB 7
AyAUTOpPHBIE 3aHATHS (BCEro) 72 72
B Tom uucre:
Jlexkn 36 36
JlabopaTtopusbie pabotsl (JIP) 36 36
CamocTosiTesibHast padboTa 36 36
Buapl MpOMEKYTOYHON aTTECTALMH - 3a4ET + +
OO6mmas Tpy10€MKOCTb:
aKaJIeMUYECKHE YaChl 108 108
3a4.e]1. 3 3

5. COAEP KAHUE JUCHUIIVIMHBI MOAYJISA)
5.1 Copep:xxanue pa3genoB JAUCHUIUIMHBI W paclpeesieHue
TPYAOEMKOCTH 110 BUAAM 3aHATHH

ouHasi gopma o0yueHust

Ne

/11

HaunMeHnoBaHue TeMbI

JIab. Bcero,
CopneprxaHue pasziena Jlexn S, CPC ac

1

OcHOBBI HHPOPMAMOHHOK
0e30macHOCTH

[onsarue WHPOPMAITHOHHON 0e30MacHOCTH.
OCHOBHBIC KOHIICITyaJbHBIE TOJOXKEHHUS CHCTEMBI
3anMThl HHQOPMAUH. YTPO3bl KOHOUACHIIHAIEHON
WHPOPMAIHH. JeticTBus, TPUBOJAIINE K 4 6 6 16
HEMpaBOMEPHOMY OBJIAACHUIO KOH(UAECHIMAIBHON
uHpopMaiueir. Mozenb CUCTEeMBbI 0€30MacHOCTH.
Yrpo3sl KOH(HUICHIIHMATbHON nH(pOpMaIUH.




Kiaccuduxanus yrpos.

2 | Hampasnenus obGecnieueHus
MH()OPMAIIMOHHOM
6e3omacHOCTH

HampaBnennst  obecrieuenust  MHPOPMALHOHHON
0e301acHOCTH. OpraHu3anioHHas 3alIuTa.
[IpaBoBsIe OCHOBBI nH(pOpMAITOHHOH
Oe3omacHOCTU. MH)XEHEpHO-TeXHUYECKas 3aIluTa.
@unsnueckne  cpencrsa  3alIMTHl  ATIIapaTHEBIC
cpeAcTBa 3amuThl IIporpaMMHbIe CpeacTBa 3allUThI.
OcHOBHBIE HaIpaBJICHUS HCTIOIb30BaHUS
MIPOrpaMMHOM 3aIUTHI HHPOPMALHH.

20

3 Kpunrorpapuueckue
METO/IBI U CPEJICTBA 3aIIUTHI
uHbopMaIu

Kpunrorpaduyeckue cpeacrBa 3ammrhl. OOmias
TEXHOJIOTHS MHUppoBaHus. MeToapl UPPOBaHUS C
3aKPBITHIM ~ KIIOYOM. AJTOPUTMBI  MIU(PPOBAHUS
DES, AES. Kpunrorpadpuyeckue Xem-(QyHKIHH.
Kpunrorpapuueckue anroput™Mbl ¢  OTKPBITBIM
KIIOYOM M WX HCIIONb30BaHUE. IEKTPOHHAS
mudposas HOJMUCH. HIudposanwue,
NIOMEXOYCTOHYMBOE  KOAMPOBaHME M  CXKaTHe
nHpopmamn

20

4 | CranmapTsl ¥ crienupUKauu
B o0JlacTi
MH(OPMAIIMOHHOM
6e3omacHoCTH

Cranmaptel u  cnenuduxkanud B 00JacTu
MHPOPMAITHOHHON 0e30macHOCTH. Cranmapt
«KpuTepun OIICHKH JOBEPCHHBIX KOMIBIOTECPHBIX
cucteM». MexaHn3mbl  OesomacHocTH.  Kimaccet
6ezonacHocTH. MHpOpMaioHHas 6e30MacHOCTh
pacnpeneneHHbix cucreMm. Pexomenmanuu X.800.
CereBble  cepBuChl  Oe3omacHoctH.  CraHmapt
ISO/IEC  «Kputepuun  OLEHKH  0O€30MacHOCTH
HH(OPMAIIMOHHBIX TEXHOJIOTHII.

16

5 3amuTa HHGOPMAUK OT
YTEUKH 10 TEXHUYECKUM
KaHaJlaM

OCHOBHBIE TIOHATHA B 0OJIaCTH TEXHHYECKOI
3amuTEl MHGOpManuy. 3ammra HHGOPMAluM OT
yTEUKH M0 TeXHWYecKMM KaHaitaMm. CTpykTypa
KaHajga yTeukd wuHpopmanuu. Knaccudukanms
KaHAJIOB ~ yT€YKH  WHPOpMamuu.  ATTecTanus
00BbekTOB  MH(OpMAaTH3aMKM MO  TPeOOBaHHAM
0€3011acHOCTH.

20

6 Wnpopmannonnas
0e301acHOCTH B
KOMIIBIOTEPHBIX CETSIX

WndopmaronHas: 6e30macHOCTh B KOMITBIOTEPHBIX
ceTsax. Pacnpenenenne ¢yHkumii 6e30macHOCTH 1O
ypoBHsM Mojaenu. Kiaccudukanms — ynageHHBIX
Yrpo3 B BBIYUCIUTENBHBIX  CETAX. THIIOBBIC
yIaJeHHblE  aTakl W HMX  XapaKTepPHCTHUKU
KomnbroTepHbie BUPYCBI KaK yrposa
nHpOpMaoOHHOH Oe3omacHocTH. Kiaccnbukanums
KOMITBIOTEPHBIX BUPYCOB. AHTHBHpPYCHBIC
nporpaMMbl. OcoOeHHOCTH (PYHKIMOHUPOBAHUS WU
KITacCU(PHUKALUSL

Hroro

36

36

36

108

5.2 IlepevyeHb J1a00pPaTOPHBIX PadoT
1. AwntuBupycHas 3ammra uHpopmaruu. PaGota ¢ aHTUBUPYCHBIMU

IHak€TaMu.

2. lotounsie mmdpsl. MoaenupoBanue padbotsl 8-mu (16-TH) paspsgHOTO

cKkpemOiepa

3. Ilporpammuas peanuzaisi KOMOWMHHPOBAHHBIX KPUNTOTPaPUIECKUX

aJITOPUTMOB

4. IlporpamMmMmupoBaHue apupMEeTUIECKUX AITOPUTMOB
5. [IporpaMmmupoBaHu€ AITOPUTMOB KPUIITOCUCTEM C OTKPBITHIM KIIFOUOM.

6. Anroputwm mmmdpainuu 18oMHbIM kBagpaToM. [1Iudp Enigma.
7. Anroputmsl mmdpoanus DES u 'OCT 28147-89.

8. Anroputm mudpoBanus RSA

9. Anroputm

mudpoBanus b ['amans.

3amaun U

AJITOPUTMBI




BHCKTPOHHOﬁ IIOAIINCH.

6. IPUMEPHASI TEMATHUKA KYPCOBBIX IIPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT
B coorBerctBUM ¢ y4YeOHBIM ITAHOM OCBOCHHE JHUCIMIUIMHBI HE
MpeIyCMaTpUBaET BBHITIOJHEHNE KypCOBOTO MpOeKTa (paOOThl) MJIM KOHTPOJIBHOU
padoTHL.

7. OHEHOYHbBIE MATEPUAJIBI 1JIA ITPOBEAEHUSA
MPOMEXYTOUYHOM ATTECTAIIMY OBYYAIOIIUXCS IO
JANCIHUIIJIMHE
7.1. Onucanne nmokasarejed M KpUTepHeB OLCHUBAHUA KOMIIETCHUMM

HA Pa3IMYHBbIX dTanax ux GopmMupoBaHusi, ONMUCAHUE KA OLEHNBAHUS
7.1.1 Tan Tekymero KOHTPOJIs
PesynbTarel TEKyImero KOHTPOJS 3HAHWM W MEXKCECCMOHHOM aTTECTaIluU

OLICHUBAIOTCA MO CIEAYIOIIECH CUCTEME:
«aTTECTOBaH»;
«HE aTTECTOBAHY.

PesyabTaTsl 00yuyeHus,
Komne- XapaKTePU3YIONIHe Kpurepun ATTecTOBaH He aTTecToBan
TeHIUst cdopmupoBaHHOCTH OllEHHBAHUS
KOMIIETEHIIUH
I1K-2 3HaTh:  CymHOCTh  U|BrimonmHenue, mnoxarotoBka| Bemmonnenue pabot B| HebimonHeHue
TIOHSITHE oT4yera " 3anmra CPOK, paboT B CPOK,
nHpopMaMOHHOH 7a00paTOpHBIX paboT, ONPOC| MPEeTyCMOTPEHHBIN B |TIPEAyCMOTPEHHBIH B
6e30macHoOCTH, 10 TeMaM CaMOCTOSITEIBHOTO [ pab04MX Mporpammax pabouux
XapaKTEPUCTUKY ee|u3ydeHus mporpaMmmax
COCTaBIIAONINX;
HUCTOYHUKH yrpo3
HHPOPMATMOHHOM
0€30MacHOCTH M MEPHI 110
HX MPEJOTBPALICHHUIO.
YMeTh: MoJIB30BaThCs |BeimmonHeHne,  moarotoBka| BemonHenue pabor B |  HeBrmonHeHue
CpencTBaMu 3aIUTHI [0T9eTa " 3ammra CPOK, paboT B CPOK,
nHpOpMALUH pu | 1abopaTopHBIX paboT, Ompoc| MPeAyCMOTPEHHBIH B |IPeTyCMOTPEHHBIN B
9KCIUTyaTaIiH [0 TeMaM CaMOCTOSITEIBHOTO [ pabo4MX Mporpammax pabounx
BBIYHCITUTENLHON W3YYECHUS mporpaMmax
TeXHUKH, Tepu(epruitHbIx
1 MOOWJIBHBIX YCTPOMCTB,
JIPYyTHX TEXHUYECKHUX
CpeacTB
nHpOpPMATH3AIINH.
Bnagets: coBpeMeHHbIME [BbimoiHEHHEe,  MOATOTOBKA| BhimonmHenne paboT B Hesrinonnenue
cpeAcTBaMH W METOJIbl[oTuera u 3auTa CpOK, paboT B CPOK,
MIOCTPOCHHUS 71a00paTOPHBIX paboT, OMPOC| MPEeITyCMOTPEHHBIN B |TIPETyCMOTPEHHEIH B
KOMIUIEKCHBIX CHCTEM |TI0 TEMaM CaMOCTOSITEIEHOTO | pabodnX MporpaMmax paboumnx
oOecrieucHHs H3Yy4YEeHHUS MporpaMmax
nHpopMannoHHOH
6e30macHOCTH B
ABTOMATHU3UPOBAHHBIX
cHUCTeMax
TTIK-6 3HaTh: JKU3HEHHbIE | BpinonHeHne, moAroToBka BreimonHenue padot B|  HeBremonHeHwe
IIUKITBI oTYeTa ¥ 3aIuTa CPOK, paboT B CPOK,
KOH(HUISHITHATBHON mabopaTOPHBIX paboT, OTIPOC | MPETYCMOTPEHHBIN B |TIPETyCMOTPEHHEIH B
nH(OPMAIUK B TIPOIIECCE (10 TEMaM CaMOCTOSATENBHOTO | pabodrx mporpaMmmax pabouunx
ee co3gaHus, 00pabOTKH, |H3ydeHI TPOrpaMmMax




nepeaaqu; METOZBI
oueHkn 3ddexTHBHOCTH
MPUMEHSCMBIX
POrPaMMHO-aNMapaTHBIX
CpeICTB obecrieucHus
nH}popMaMOHHOH
0e301acHOCTH

YMeTh: UCTIONB30BaATh
CPEIICTBA 3aIHUTHI
nH(OPMAIAN OT
HECAHKIIHOHUPOBAHHOTO
CheMa U YTCUKH 110
TEXHUYECKUM KaHaJlaMm;
HCTIOB30BaTh CPEICTBA
OXpaHbl U 6€30MaCHOCTH,
WH)XEHEPHOM 3alllUThl U
TEXHUYECKOU OXPAaHbL
00BEKTOB, CHCTEM
BHICOHAOJIIOICHMSI.

BrinonHeHue, ToAroToBKa
OTYeTa U 3aIUTa
abopaTopHBIX paboT, ONpoc
M0 TeMaM CaMOCTOSATEIBHOTO
M3yUYCHUS

Beimonaenue padot B
CPOK,
MIPEAyCMOTPEHHBIHN B
pabouux mporpaMmmax

Hesrinonnenue
pabor B cpok,
MpeyCMOTPEHHBIHN B
pabounx
NporpaMmax

BnageTs: cOBpeMEHHBIMU
CpPEeICTBAMH ¥ METOJbI
MTOCTPOCHHUS
KOMIIJIEKCHBIX
obecnieueHus
HH()OPMAITMOHHOM
6e30macHOCTH B
ABTOMATH3UPOBAHHBIX
cucTeEMax

CHCTEM

BrinonHeHue, moaAroToBka
OT4YeTa U 3alluTa
J1a00paTOPHBIX paboT, Ompoc
10 TEMaM CaMOCTOSITEIIHHOTO
U3Yy4YEHHUS

Brimonuenue paboT B
CPOK,
IIPelyCMOTPEHHBIN B
pabodnx mporpamMmax

Hesrinonnenue
paboT B CpoK,
IIPelyCMOTPEHHBIN B
pabouunx
NporpaMmax

7.1.2 JTan NpoMe:KyTOYHOI0 KOHTPOJISI 3HAHUI

Pesynbprarsl

«3a4TCHO»
«HC 3a4TCHO»

NPOMEXKYTOUYHOTO KOHTPOJS 3HAHUU OLIEHWBAIOTCA B
ceMecTpe Il OUHOM (opMbl OOYUEHHS MO ABYXOAIBHOM CHCTEME:

Komme-
TeHIHSs

Pe3yabTaThl 00y4eHus,
XapaKTepu3yomue
copmMupoBanHocTh
KOMITETeHIUU

Kpurepun
OLICHMBAHMS

3aureHo

He 3auteno

IK-2

3Harb:
TIOHSITHE
nHpopMaMOHHOH
0e301acHOCTH,
XapaKTePUCTUKY
COCTAaBJISFOLINX;
HCTOYHHUKH
nH}popMannoHHOH
0€3011aCHOCTH U MEpBHI T10
UX TPeJIOTBPAIICHHUIO.

CYIIHOCTb n

€c

yrpo3

Tect

BrmmonHenue Tecta Ha
70-100%

Bermonnenne Menee
70%

YMerTh: TIOJIb30BaTHCS
cpeacTBaMu 3aIIUTHI
nHdopmannu npu
SKCIITyaTalin
BBIYHMCIIUTEILHOM
TEXHHUKH, nepudepruitHpix
U MOOHMIIBHBIX YCTPOICTB,

Apyrux TEXHUYCCKUX
cpeacTB
nH(OPMATH3AIINH.

Pemenue CTaHAAPTHBIX
MMPaKTUYCCKUX 3aJav

IIponemoncTpHpOBa H
BEPHBII X0 peleHus
B OOJIBIIMHCTBE 33/1a4

3&[[&‘{1/1 HE pCUICHBI

Brnaners: coBpeMeHHBIMU
CpPEeICTBAMH ¥ METOIBI
IIOCTPOCHHUS

Pemrenne nmpukiagHbIX 33124
B KOHKPETHOM MpeIMETHON
o0xacti

[IpopemoncTpupoBa H
BEPHBIN XOJI PEIICHUS
B OOJIBIITMHCTBE 33184

3aauu He pelIeHbI




KOMITJIEKCHBIX CHCTEM
obecreyeHus
nH}popMaMOHHOH
0e30MacHOCTH B
ABTOMATH3MPOBAHHBIX
cucreMax

[1K-6 3HaTh: ’ku3HeHHble | Tect Brimonnenue Tecta Ha| Brinoinenue MeHee
117091051 70-100% 70%
KOH(UICHIIMATBHOM
nH(pOpMaIUK B TIpoIecce
ee co3maHus, oOpabOTKH,
rnepeaayy; METOJIBI
OICHKH 3P (PEKTUBHOCTH
TIPUMEHSIEMBIX
MPOTPaMMHO-aIapaTHBIX
CpEICTB obecrieucHus
nHpopManoOHHOH
0€30I1aCHOCTH

YMeTh: UCTIOIb30BaTh Pemenne crannapTHbIX IIpogeMoHcTpUpoBa H| 3a7aun HE PELICHBI
CpEICTBA 3aIUTHI MPAaKTUYECKUX 3a/1a4 BEPHBIN X0/ pelIeHUs
nHpopmanuu ot B OOJBUTMHCTBE 3a/1a4
HECAHKIIMOHUPOBAHHOTO
ChEMa U YTEUKH 110
TEXHUYECKHM KaHallaM;
HCIONb30BaTh CPENCTBA
OXpaHbI 1 0€30TIaCHOCTH,
HMH)KEHEPHOMW 3aIUTHI U
TEXHUYECKON OXpaHbI
00BEKTOB, CHCTEM
BU/ICOHAOIIOICHUSI.

Brnanets: coBpemeHHbIMH |Pemenne npukiaHeix 3a1a4 | [IporemoHcTpupoBa H| 3agayun He pemieHs!
CpEeACTBaMU U METOJIbl [B KOHKPETHOM NIPEJMETHON | BEpHBIN XOJ] pEeLICHHUS
MIOCTPOCHHUS obiacTu B OOJIBITMHCTBE 3a/1a4
KOMIUIEKCHBIX CHCTEM
obecrieueHus
nHpopMaMOHHOH
0e301acHOCTH B
aBTOMAaTH3HPOBAHHBIX
cucreMax

7.2 IlpumepHbId mNepeYeHb  OLEHOYHBIX CpPeACTB  (THIOBBbIE
KOHTPOJIbHbIE 3aJ]aHUSl WM HWHbIE MATEePUAJbl, HEOOXOAUMBbIE ISl OLEHKH
3HAHUM, YMEHUI, HABBIKOB U (MJIH) ONbITA 1eATEILHOCTH)

7.2.1 IlpumepHblii 1epeYeHb 3aJaHUH IS NOATOTOBKH K
TECTHPOBAHUIO

1. AyrenTudukamuss Ha OCHOBE TMapoJis, TMEPEJaHHOTO TIO0 CETH B
3amr(poBaHHOM BHJIE U CHAOKEHHOTO OTKPBITOH BPEMEHHOW METKOM, IJI0Xa,
MOTOMY 4TO HE 00€CIIeYMBAET 3AIIUTHI OT:

nepexBara
BOCIIPOM3Be/IeHUA
aTaK Ha J0CTYNHOCTh

2. Kpunrorpaduss HeoOXoauma sl peaju3allid CIEAYIOIIMX CEPBHCOB
0€30MacHOCTH:

uaeHTUPUKaIms
DKPaHUPOBAHUE
ayTeHTU(PUKAUA




3. CucreMbl aHaIM3a 3alIUIIEHHOCTH BBISBISIOT YSI3BUMOCTH Ty TEM:
JIAAJIOTOB C MOJIb30BaTEISAMHU
NMACCMBHOI0 aHAJINU3A
AKTHBHOIO ONPO0OBAHMS
4. B yncno BO3MOXKHBIX CTPATETUii HEUTpalIU3allii PUCKOB BXOJISIT:
nepeaapecanus puckKa
JICHOMUHAIIUST PUCKA
JIEKOMIIO3UILIMS PUCKA
5. Jlna obecrnieueHus UHDOPMAIMOHHOM  OE30MACHOCTH  CETEBBIX
KOH(pUrypanuii cieayer pyKkoBOICTBOBATHCS CIIETYIOUUMHU TPUHIUIIAMU:
BbIPA0OTKA M NPOBe/IeHNE B )KM3Hb ¢AMHOM MOJIMTHKHU 0€3011aCHOCTH
yHU(pUKAIUS annapaTHO-IPOrPaMMHBIX TUIaTGopM
MUHUMU3AIUS YUCIIA UCIIOIb3YEMbBIX IPUIIOKEHUM
6. CormacHo pexomeHaanusM X.800, BBIICISIOTCA CICIYIOIIAE CEPBUCHI
0€30MacHOCTH:
yIpaBJieHUE KBOTAMU
yIpaBJieHUE J0CTYIIOM
SKpaHUPOBAHUE
7. Peanmmzamms NOPOTOKONMMPOBAHUS M AYJIHATA TNPECIEAYET CIEAYIOIINe
TJIaBHBIC 1IEJIU:
o0Hapy:KeHHue MOIBITOK HApYLUeHUH UH(POPMALIMOHHOH
0e30macHOCTH
HEIONYyLIEHUE IIOIBITOK HApYLICHUI uHGOPMAITMOHHOMN
0e30macHOCTH
HEJIONYIICHUE aTaK Ha TI0CTYIHOCTh
8. JlyonmupoBaHue cOOOIIEHUH SBISIETCS yTPO30il:
JIOCTYITHOCTH
KOH(PUIECHIIUATIBHOCTH
LHEeJOCTHOCTH
9. NHopmMaimoHHBINA CEPBUC CUUTAETCS HEAOCTYITHBIM, €CIIU:
ero  3¢dexkTUBHOCTL HE  YAOBJETBOPSECT  HAJOMKEHHBIM
OrpaHNYeHUSIM
MOJIKUCKA HA HETO CTOUT CIIUILKOM JOPOTO
HE YJa€TCSl HAUTHU MTOAXOISIIUNA CEPBUC
10. B uyuciao sTamoB KU3HEHHOTO IMKJIA WH(POPMAIMOHHOTO CEpBHUCA
BXOJIST:
3aKyIKAa
npoaaxa
BbIBEJCHUE U3 IKCILTyaTAlNH

7.2.2 IlpumMepHblii NepevYeHb 3aJaHUIN ISl PelIeHUs] CTAHJAAPTHBIX
3a1a4
1. Anroputmbl MWHGPOBAHUS C OTKPBITBIM  KJIIOYOM  MO-IPYrOMY
Ha3bIBAOTCS:
CUMMETPUYHBIMU aITOPUTMaMU MHU(PPOBaHUS



OJIHOCTOPOHHUMHU AITOPUTMaMU MU(PPOBAHUS
MTOMEX0YCTOMYNBBIMHU AITOPUTMAMH U (PPOBAHUS
ACHMMETPUYHBIMHU AJITOPUTMAMU 1M (PPOBAHMS

2. 3ammdpyiTe METOOM MEPECTAHOBKH ¢ (PUKCUPOBAHHBIM MTepro10M d=6
¢ xmodom 436215 coobmenne KPUIITOI'PADU A
IMUOPKT®ASPTU

3. Beruucnure mociaenoBaTeIbHOCTh U3 YETHIPEX YMCE, TEHEPUPYEMYIO T10
MeToay @uOOHaYYM ¢ 3ama3IbIBaHueM, HaurHas C K,, IPH CIIeTyIONNX HCXOTHBIX
manHeIX: a =4, b =2, ko=01; k;=0.7; k,=0.3; k3=0.9

ks=0.8; ks=0.8; ke=0.5; k7=0.1

4. YeMy paBHa CyMMa 110 MOAYJIIO 28 mecTHaanaTepudnsIx yncen 9E u
0A3? BapuaHTBI OTBETOB MPEACTABICHBI B IBOUYHON CUCTEME CUHCIICHUS
[Ipumeyanue: JeCATUYHBIC WX [IECTHAAIIATCPUYHBIC YHCIa HEOOX0JMMO CHavaIa
MEPEBECTU B TBOMYHBIA BU/I

01110110
11101100
10111010
01010011
01000001
11111111

5. Pacmmdpyiite coobiienue, 3ammbppoBaHHOE METOJIOM MEPECTAHOBKH 10
tabnuie 4x4 (CUMBOJN TMOJYEpKUBaHUSA 3aMmeHsieT mpooOen) Kirou ykaspiBaer
MOPSAZOK  CUMUTHIBAaHUS  CTONOmOB mpu  1mmdpoBanuu. OTBET 3amuUIINATE
NPONMHUCHBIMUA PYCCKMMH OyKBamMH; B KadyecTBE MpoOesia UCHOJIb3yWTe CHUMBOJ
noauepkuBanus Coodmenue: HAHIL EOATAMAHH Kurou: 4321

MOIIIHASI AHTEHHA

6. M3BecTHO, YTO I HEKOTOPOTO HMCTOYHHKA COOOIIEHUH KOJIUYECTBO
uHopMaruu o XapTiu, npuxonsmeecs Ha 1 cumBoia, paBHO 6 Ourtam Yemy
PaBHO KOJIMYECTBO CUMBOJIOB B ayipaBUTE UCTOUYHUKA COOOIIICHUI?

12
3

2
32
128
6
64
256

7. OHpCI[eJII/ITe MMoCJaCaA0BAaTCIIbHOCTD M3 IICPBLIX YCTBIPEX YHCECII,
BBIpa6aTI>IBaCMBIX JIMHEHHBIM KOHI'PYOHTHBIM I'CHEPATOPOM HCGBHOCquaﬁHBIX



quces I CIIeIYIOINX apaMeTpoB reueparopa: a =11, b =7 u ¢ = 16 (ko npunaTh
paBHbIM 0)

k1 = 7; k2 = 4; k3:2; k4: 8

ki =7; k: =4; ks=3; ks= 8

k1 = 4; k2:3; k3: 8; k4 =15

k1 = 7; k2 = 4; k3:3; k4: 9

8. Ha ckonbko 6510K0B OyieT pa3outo coodiieHue pazmMepoM 512 6alT mis
mdposanus anropurMoM o 'OCT 28147-89? OTBeT 3anuiuTe B BUJE OJTHOTO

qucia
64

9. Kakue npocreiiiire onepanu He UCIOIb3YIOTCS ISl BBIYMCICHUS XElll-
¢byukiuu o anroputmy 'OCT 3411-94?
BO3Be/leHHE B CTENEHb
nepecTaHoBKa
MOJIyYeHHe OCTATKA OT JeJieHUs Ha 00J1bIII0E NMPOCTOE YHUCJII0
CJI0’KEHUE MO MOAYJIIO 2
CIIBUTU OUT

10. Kakas Hayka pa3pabaTbiBaeT METO/bI «BCKPBITHUS UG POB?
JUHEHas anredpa
KPUNTOAHAJIN3
Kpunrorpadus
TEOPUs YUCEN
TalHONUCH

7.2.3 IlpumepHblii mepeYeHb 3aJaHUN JISl PelIeHUs] MPUKJIATHBIX
3aga4
1. Kakoil opral HCHIOJHUTEIBHOM BJIACTH IPOBOIAUT JIMLIEH3UPOBAHHE
NEeATEIbHOCTH MO OKa3aHUIO YCIIYyT B 00JACTH 3aLIUThI TOCYIAPCTBEHHON TailHBI B
YacTH, Kacalouehcss TPOTUBOACHCTBUS TEXHUYECKUM  pa3BeIKaM  W/WIU
TEXHUYECKOU 3aIUThl HH(OpMaIUu?
®CTIK Poccuu
®Cb Poccun
MB/JI Poccun
Pockomuanzop

2. Kakue nporpaMmbl TO3BOJISIOT peaan3oBaTh DOS-aTaku HECKOIBKUX
TUIOB OJHOBPEMEHHO?
TFN
TFN2K
Smurf
Trinoo



3. Kakoe nporpammHoe o0ecrieueHre B KOMIUIEKTE CKaHUPYIOIIETO
npueMHarka Winradio 1000 siBisieTCss OCHOBHOM IPOTIPaMMO yIIpaBiIeHUS padoToOM
IpUEeMHHKA (yCTaHABIMBACT YaCTOTY HACTPOMKH M PEKHM PaOOTHI IPUEMHHUKA,
3a/1aeT mapamMeTpbl CKAHUPOBAHUS U OTOOPAKAET €ro pe3ybTaThl, 00€CIIeYnBacT
BeJicHHE 0a3bl JaHHBIX I10 pe3yJibTaTaM padoThl)?

0a30Boe MporpaMMHoe odecrneyeHue
JOTIOJIHUTENILHOE MPOrpaMMHOE 00eCIieUeHre
porpaMMHoOe 00ecIieueHre B COOTBETCTBUHM cO crienudukaien XRS

4. Kak Ha3pIBaeTCs MPUHLHI KOHTPOJSI AOCTYIA, KOTOPBIA MPEANOIaract
Ha3HAUYCHUE KaXJIOMYy OOBEKTY CIUCKA KOHTPOJISI JIOCTYyMa, dJIEMEHThI KOTOPOTO
OTIPEJIEIISIIOT TIpaBa A0CTyNa K 00BEKTY KOHKPETHBIX MOJIb30BATEIECH WK TPy ?

KOMOWHUPOBAHHBIN TOCTYTI
AUCKPEIMOHHBIN T0CTYI
PETUCTPUPYEMBIN JOCTYT
MaHJAaTHBIN JIOCTYT

5. KaHanbl, B KOTOpBIX yTeuKka HH(POPMAIIMU HOCUT CIIy4YaiHbIA Pa30BbIi
XapakTep, Ha3bIBAKOTCA:
MTOCTOSIHHBIE
IMU30AMYECKHE
IIEPUOIUYECKUE

6. Kak Ha3zpIBaeTcs MporpaMMHOE WIIM IIPOTpaMMHO-ANNapaTHOE CPEACTBO,
KOTOpOE pa3rpaHnyuBaeT WH(GOPMAIIMOHHBIE TOTOKH HA TPAHMIIEC 3alUIaeMOMN
CUCTEMBI?

MeKCeTeBOM IKPaH
IDS
AHTUBUPYC

CKJT

7. Kak Ha3bpIBaeTCsA BPEAOHOCHAS MPOrpaMma, paclpOCTPaAHSIOMIASCS 10
CETEeBBIM KaHajlaM, CIIOCOOHasi K aBTOHOMHOMY MPEOIOJICHUIO CUCTEM 3aIlIUThI
ABTOMATHU3UPOBAHHBIX U KOMIIBIOTEPHBIX CETEH, a4 TAKKE K CO3JAHUIO U
JaJbHEUIIIEMY PacpOCTPAHEHUIO CBOUX KOMUIA?

TPOSHCKUI KOHb
BUPYC

ceTeBOM YepBb
MaKpOBUPYC

8. Kakuve wu3 TpuUBEAEHHBIX HMXE JOKYMEHTOB MOXHO OTHECTH K
OpraHu3aIMOHHBIM?
benepasibHbIE 3aKOHBI
JOKTPUHBI
YCTaBbI



HHCTPYKIUU
ykassl [Ipe3nnenra
pacnopsbxkenus [Ipe3naenrta

9. Kak Ha3pIBaeTCs aTaka HA CUCTEMY, 1IEJIbI0O KOTOPOU SIBJISIETCS JOBECTH €€
110 OTKaza?
O0TKAa3 B 00C/Iy>KUBAHUH
aTaka Ha YpPOBHE MPUIIOKEHUN
aHaJIu3 CETeBOro Tpaduka
CKaHUPOBAHUE CETU
MoJMEeHa JJOBEPEHHOI'0 00BEKTa B CETH

10. Paccunraiite mpuOIM3uTeIbHOE 3HAUCHUE OCIA0JICHUS aKyCTUYECKOTO
curnana yactoror f=2000 I't1 B crmomtHo# ogHOpOoaHOM cTene maccoi 1000 kr.
78.5 J16
100.5 /16
40.3 16
50.5 J16

11. KakoBa 3peKTUBHOCTH MOMEXOMOAABISAIOIEr0 (PUIIBTPA, €CIIn
HaIpsHKEHUE OMAacHOTo curHaia Ha Bxoje guibrpa 100B, a Ha Beixoge 10B?
10 J16
100 /16
3 116
20 /10

7.2.4 IlpumepHBbIii IepevYeHb BONPOCOB VIS OATOTOBKH K 3a4eTy
[TonsiTue napopmarionHon 6e3onacHocTH. OCHOBHBIE ONPEEIICHHUS.
OcCHOBHBIE KOHIIENTYaJIbHbIE MOJOKEHUS CUCTEMBI 3alIUThl HHPOPMALIUH.
Mogens cucteMpl 0€30aCHOCTH.

Yrpo3sl koH(puaeHunansHoi nHpopmanmu. Knaccudpukanuus yrpos.

JleiicTBUS, IPUBOASAIINE K HETPABOMEPHOMY OBJIAJICHUIO KOH(PUACHIIUATBHON

uHpopmanuen.

Hampasnenus o6ecrieuenus nHOOPMAITMOHHONW 0€30MaCHOCTH.

OpraHu3anroHHas 3alluTa.

NHXeHepHO-TeXHUYECKas 3allNTA.

du3nyecKre CpeICTBA 3alUTHI.

AnmapaTHble CpeCTBA 3AIUTHI.

[Iporpammusbie cpenctBa 3amuThl. OCHOBHBIE HAIIPaBICHUS MCIOJb30BAHUS

POrpaMMHOM 3alUThl HH(OPMAIIH.

12. 3amuTa uHbOpMAaIMK OT HECAHKIIMIOHUPOBAHHOTO AOCTYTIA.

13. Kpunrorpaduyeckue cpeacTna 3amuThl. O0IIas TEXHOIOTUS H(PPOBAHMUSL.

14. IlpaBoBbIE OCHOBBI HH(POPMALIMOHHON OE30MACHOCTH.

15. 3ammra mHpoOpManuM OT YTEUKM IO TEXHHUYECKUM KaHajam. CTpykTypa
KaHaja yTe4ku HH(pOpMaLuH.

Nk

— =29

—_ O



16. Kiaccuduxaiys kaHajaoB yTe4Ku HH(POPMAITUH.

17. CrangapTsl u cnenuuKanmy B 00JacTH HHGOPMAITMOHHON 6€30MacHOCTH.

18. Cranmapt «Kpurepuu OIEHKH JOBEPEHHBIX KOMIBIOTEPHBIX CHCTEM).
Mexanu3mbl 6e3omacHocTH. Kitacchl 6€30macHOCTH.

19. HudpopmammonHas 0e€30IaCHOCTh PacHpeACICHHBIX CHUCTEM. PekoMmeHmanuu
X.800. CeTeBble cepBUCHI 0€30ITaCHOCTH.

20. Crammapt ISO/IEC «Kpurepuu oreHKH 0€30MacHOCTH HH(POPMAIMOHHBIX
TEXHOJIOTHID». OCHOBHBIE MOHATHUS.

21. WudopmanmonHas 6€30MacHOCTb B KOMIIBIOTEPHBIX CETSX.

22. Pacmnpenenenue QyHKIMI 0€30MaCHOCTH MO YPOBHSIM MOJIEIIH.

23. Knaccudukanus y1aneHHbIX YyTPO3 B BBIYUCIUTEIbHBIX CETAX.

24. TunoBble yJaJI€HHBIE aTAKU U UX XapaKTECPUCTUKH.

25. KoMmmbloTepHble BHUPYChl Kak yrpo3a HWH(MOPMAIMOHHOW O€30MacHOCTH.
Knaccuduxaiys KoMIbIOTEPHBIX BUPYCOB.

26. AHTHUBUpPYCHBIE TporpaMmbl. OcoO€HHOCTH  (PYHKUIMOHMPOBAHUS U
KJIaccu(UKaIus.

7.2.5 IlpumepHbIii NepevYeHb 3aJaHUM 1JIsS MOATOTOBKH K IK3aMeHYy
He npegycMoTpeHo yueOHbIM MIaHOM

7.2.6. MeToanka  BBICTABJEHHS  OLEHKM TNPH  IPOBeJACHHH
NMPOMEKYTOYHOM aTTeCTANNHU

3ayeT NpoBOJIUTCS MO OumiieTaM, Kaxabli U3 KOTOPBIX COJAEPKUT 2 BOIpoca
n 10 TecTOBBIX MPAKTUYECKHX TeCT-3alaHuil. Kaxaplii NpaBUIIbHBIA OTBET Ha
BOIpOC oIreHuBaercsa B 5 OawioB. [IpaBuiibHBIM OTBET HA MPAKTUYECKOE TECT-
3ajilanue orieHuBaercs 1 6amuiom. MakcuManbHOE KOJIMYECTBO HAOpaHHBIX OayioB
— 20. Onuenka «He3auTeHO» cTaBUTCS B clly4ae, €CJIM CTYJIEeHT HaOpan meHee 10
O0aioB. O1eHKa «3auTeHO» CTABUTCS B CiIy4ae, €ClM CTyAeHT HaOpan He meHee 10
OaIJIoB.

7.2.7 IlacniopT OLICHOYHBIX MATEPHUAJIOB

KonTponupyemsle pa3aeinsl (TEMBbI) Kon . |HanmeHoBaHue OIIEHOYHOTO
Ne n/mt KOHTPOJINPYEMOU
JUCLIUTUTMHBI CpelcTBa
KOMIETEHINH
1 OcHoBbI HH(GOPMALIMOHHON [IK-2, IIK-6 Tecr, 3anuTa
0€301aCHOCTH 71a00paTOPHBIX PabOT
2 Hamnpasnenus obecrnieuenust IIK-2, TIK-6 Tect, 3amura
MH(GOPMAIIMOHHOM 6€30MacCHOCTH 71a00paTOPHBIX PabOT
3 Kpunrorpadpuueckue metoast u  [I1K-2, I1IK-6 Tecr, 3amura
CpEJCTBA 3aIlIUThl HHPOpMAIIH 71a00pPaTOPHBIX paboT
4 Cranpaptel u cnenupukanuu B |[1K-2, T1K-6 Tecr, 3amura
obnactu MHGOPMaLMOHHON n1abopaTopHbBIX paboT
0€301acHOCTH
5 3amura uapopmanuu oT yreuku 1o [[1K-2, [TK-6 Tecr, 3amuTa
TEXHUUYECKUM KaHajam 71a00paTOPHBIX PabOT
6 Wudbopmanmonnas 6ezonacHoctu B |T1K-2, [TK-6 TecT, 3anmTa




| KOMITBIOTEPHBIX CETSIX | |J13.60paTOpHLIX pabot

7.3. MeToanyeckue MaTepHaJibl, ONpPeAeJsIONIAe NPOUeAyPbI
OlleHMBAHMSA 3HAHUI, YMEHM i, HABHIKOB H (MJIH) ONBITA AeATeIbHOCTH

TecTtupoBaHue OCyIIECTBISETCS, JIMOO TMpPU TOMOIIU KOMIBIOTEPHOU
CUCTEMBbI TECTUPOBAHUS, JMOO C WCIOJIH30BAHMEM BBIJIAHHBIX TECT-33JlaHUN Ha
OymaxkHoM Hocutene. Bpemsi TectupoBanus 30 MHH. 3aTeM OCYIIECTBIISIETCS
IIPOBEPKA TECTa 3K3aMEHATOPOM M BBICTABISETCA OLIEHKA COIVIACHO METOAUKHU
BBICTABJICHUS OIIEHKH MPU MPOBEJACHUU MTPOMEKYTOUHON aTTECTALINHU.

Pemenve craHmapTHBIX 3amad  OCYIIECTBISIETCS, JMOO TPHU TIOMOITH
KOMIBIOTEPHOW CHUCTEMBl TECTHUPOBAHUS, JUOO C HCIOJIb30BAaHUEM BBIJAHHBIX
3ajlay Ha OyMaxkHoM Hocutene. Bpems pemenus 3amad 30 muH. 3arem
OCYILECTBIISIETCS TPOBEpPKA PEIICHUS 3aJa4 3K3aMEHAaTOPOM M BBICTaBIISIETCS
OLICHKA, COIJJaCHO METOAUKH  BBICTABJICHHUS OLEHKHM TNpU  POBEACHUU
MIPOMEKYTOYHOM aTTECTALINHU.

Pemenne mnpukiagHBIX 3adad  OCYIIECTBIAETCS, JMOO TIPU TOMOIIU
KOMITBIOTEPHOM CHUCTEMBbl TECTUPOBAHMS, JIMOO C HCIOJIB30BAHUEM BBIJAHHBIX
3ajlay Ha OyMaxkHoM Hocutene. Bpems pemenus 3amad 30 muH. 3areMm
OCYUIIECTBJISIETCS. MPOBEPKA PpEIICHUs 3aJad HSK3aMEHAaTOpPOM U BBICTaBJISETCSA
OIICHKA, COIJJaCHO METOJMKH  BBICTABJICHHUSI OIECHKM TpPU  TPOBEACHUU
MIPOMEKYTOUYHOMN aTTeCTAIHH.

8 YYHEBHO METOANYECKOE U UH®OPMALIMOHHOE
OBECIHHEYEHUE JUCLHUIIJINHBI)

8.1 Ilepeuenb yueOHOIl JMTEpPaTypbl, HEOOXOAUMOM IS OCBOCHUS
AUCHUNITIHHBI

1. Menbsaukos, B.I1. Nudopmarmonnas 6e3omacHoCTh : Yueb. mocodue
/ mox pen. C. A. Kneiimenosa. - 8-¢ uzn., uctp. - M. : Akagemus, 2013. - 336 c. -
ISBN 978-5-7695-9954-5 : 797-00.

2. Yomnopos O.H. 3amura uHbopMaIuu u uH(MOpMAaIIMOHHAS
0€30MacHOCTh [DNEKTPOHHBIN pecypc] : Yued. mocodbue. - DIEKTPOH. TEKCTOBbIE,
rpap. man. (1,8 MO ). - Boponex: ®I'BOY BIIO "Boponexckuii
roCyJJapCTBEHHBIN TEXHUYECKNW yHUBEpcUTeT", 2012.

3. [Hanbrun, B.®. MndopmanrionHas 0e30MacHOCTh M 3allUTa
uHpopmanuu [DJAEKTpOHHBIM pecypc] : yueOHoe mnocodue / B.®D. Illanbrun. -
Nudopmanmonnass 6e3onacHocTh M 3ammra uH@opmanuu ; 2019-04-19. -

Caparos : [IpodpoOpazopanue, 2017. - 702c. -ISBN 978-5-4488-0070-
2. URL: http://www.iprbookshop.ru/63594.html
4. [NomukoB, A.M. 3amurta uHDOpPMAIUU OT YTEYKUA IO TEXHHUYECKUM

KaHalaM [DNeKTpOHHBIH pecypc] : yueOHoe mocodue / A.M. Tonukos. -
ToMmck : TOMCKMIT TOCYHapCTBEHHBIM YHHUBEPCUTET CHUCTEM YIPABICHUSA W
paguoanekTporukn, 2015. - 256 ¢. URL: http://www.iprbookshop.ru/72090.html

5. [Natuenko, H. A. Kpuntorpaduueckas 3ammura undopmanuu / H.
A. l'atuenko, A. C. Ucaes, A. JI. SAkoBneB. — CII6. : Yuuepcuter U'TMO, 2012.
— 142 c¢. — ISBN 2227-8397. — Tekcrt : 2IeKTpOHHBIH // DNEKTPOHHO-

OnOImoTeUHas crucrema IPR BOOKS : [caitT]. — URL:


http://www.iprbookshop.ru/72090.html

http://www.iprbookshop.ru/68658.html

8.2 Ilepeyenb HMHMOPMANMOHHBIX TEXHOJOIHH, HMCIOJb3yeMbIX HNpPH
OCYyILECTBJIEHMH 00pa30BaTeJILHOIO Ipolecca Mo AUCHUIJIMHE, BKJIKOYaA
nepeyeHb  JIMIEH3MOHHOI0  NMPOrPaMMHOIO  ol0ecme4yeHUsi, PecypcoB
HH(OPMAIMOHHO-TEJIEKOMMYHUKANUOHHOU ceTu «HTepHeT», COBpeMEeHHbIX
Nnpo¢ecCHOHAIBHBIX 0a3 JAHHBIX 1 HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM:

[IporpammHuoe obecrieueHue:

Microsoft Visual C++

Microsoft Visual Studio

Pecypchl nH(pOpMAIMOHHO-TEIEKOMMYHUKAIIMOHHOW ceTr HTepHeT:
http://www.edu.ru/
O6pa3zoBartenbHbiit moptan BI'TY

HNupopmaimonHas cripaBoYHas CUCTEMa
http://window.edu.ru
https://wiki.cchgeu.ru/

CoBpemeHnHbIe TpodeccruOHaNIbHbIEC 0a3bl JAHHBIX

Information Security Mudopmarmonnas 6e30macHOCTb
http://www.itsec.ru/

Securitylab.ru by Positive Technologies
https://www.securitylab.ru/

Anti-Malware.ru

https://www.anti-malware.ru/news

[s027000.ru UckyccTBO ynpaBiaeHus UHPOpMAIMOHHON 0€30MaCHOCThIO
http://www.1s027000.ru/

SecurityPolicy.ru JlokymeHThI 10 HHPOPMAITMOHHOM 6€30TTaCHOCTH
http://securitypolicy.ru/

SearchInform — Unudopmarmonnas 6e30macHOCTh
https://searchinform.ru/informatsionnaya-bezopasnost/

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOANUMAS J1JIs1
OCYHIECTBJIEHUS OBPA30OBATEJIBHOI'O ITPOLECCA
Crnennanvi3upoBaHHas JICKIIMOHHAS ayJIUTOpHs, KOMITBIOTEPHBINH KJjlacc,
OCHAIIIEHHBIN MPOrPaMMHBIM 0OecTIeueHreM JabopaTOPHBIX paboT

10. METOINYECKHUE YKA3ZAHUA JJIA OBYYAIOIUXCA 11O
OCBOEHMIO IUCIUAIIJIMHBI MOAYJIA)
[To mucuunnmne  «MHpopmanronHas  0e30mMacHOCT M 3allUTa
UH(pOpPMaLIMN) YUTAKOTCS JIEKLIUH, IPOBOASITCS Ja0OPATOPHBIE paOOTHI.
OCHOBOM UM3y4YeHUs JUCLUMIUIMHBI SBJSIOTCA JIEKIUH, HA KOTOPBIX
U3JIaraloTcs Haubosee CyLIECTBEHHbIE U TPYAHbBIE BOIPOCHL, a TAKKE BOIPOCHI, HE


http://www.itsec.ru/
https://www.securitylab.ru/
https://www.anti-malware.ru/news
http://www.iso27000.ru/
http://securitypolicy.ru/
https://searchinform.ru/informatsionnaya-bezopasnost/

HaIIeIINE OTPaXeHHsI B y4eOHOH TuTeparype.
JlabopaTopHbie pabOTHI BHIMOTHSAIOTCS Ha JabOpaTOPHOM 00OPYIOBAaHUU B
COOTBETCTBHH C METOJMKAMH, TPUBEICHHBIMHU B YKA3aHMIX K BRIMIOJTHEHUIO PaOOT.

Bup yaeOHbIX
3aHATHN

I[eﬂTeJIBHOCTL CTyACHTa

Jlexknus

Harnucanue koHCHIEKTa JEKIUM: KPAaTKO, CXEMAaTUYHO, ITOCIEI0BATEIBHO
(buKCHpOBaTh OCHOBHBIC TIOJIOKEHHUS, BBIBOJBL, (POPMYIUPOBKH,
0000111eHNs; TOMEYaTh Ba)KHbIE MBICIH, BBIICIATH KIIOYEBBIE CIIOBA,
TepMHHBI. [IpoBepka TEPMUHOB, MOHATHUNA C MOMOIIBIO IHUUKIONEIHM,
CJIOBapel, CIPAaBOYHUKOB C BBINMCHIBAHUEM TOJIKOBAHUN B TETPalb.
O06o3HaueHue BOIPOCOB, TEPMHUHOB, MaTepuana, KOTOPHIC BBI3BIBAIOT
TPYIHOCTH, IIOMCK OTBETOB B pPEKOMEHAyemou iureparype. Ecmam
CaMOCTOSITENIbHO HE yAaercs pa3o0paThCcsi B MaTepuaie, HeoOX0IuMo
chopMyIUpOBaTh BOMPOC U 33/]aTh MPENOJaBaTeN0 Ha JIGKIIMU WIA HA
MPAKTUYECKOM 3aHSITHHU.

JlaGopaTtopHnas pabota

JlabopartopHble ~ pabOTBHl  TO3BOJIAIOT  HAYYUTHCA  MPUMEHSATh
TEOPETHYECKUE 3HAHUS, TOJYyYCHHbIE Ha JICKIUA TIPH PEUICHUU
KOHKpPETHBIX 3amad. UYtoObl Hambonee palMOHAIBHO U IOJIHO

HCIIOJIb30BaTh BCE BO3MOXHOCTH JIAOOPATOPHBIX JUIsl TOJATOTOBKU K HUM
HE00X0IUMO: ClleZlyeT pa300paTh JEKIHUIO 110 COOTBETCTBYIOILEH TeMe,
O3HAKOMUTCSI C COOTBETCTBYIOIIMM pa3ieiaoM ydeOHHKa, MpopaboTaTh

JOTIOTHUTENIbHYI0 JIUTEpaTypy M HWCTOYHUKH, PEHIMTh 3aJaud |

BBITIOJIHUTH JIPYTHUE MMCbMEHHBIC 3a/1aHMUSI.
CamocrosatenpHas |CamocTtodTenbHass paboTa CTYJIEHTOB  CIOCOOCTBYET TiIyOOKOMY
pabora YCBOEHHUS y4eOHOr0 MaTepraia U pa3sBUTHIO HaBBIKOB CaM000pa30oBaHUsl.

CamocrosTenbHas paboTa MpeanoaaraeT ciaelyrolinue COCTapIsoIINeE:

- paboTa ¢ TeKkcTaMu: y4eOHHKaMH, CIPABOYHUKAMHU, JTOMOIHUTEIbHON
JUTEPATypOi, a TaKXKe MPOpadOTKa KOHCIIEKTOB JICKIHUA;

- BBIIIOJIHEHUE JOMAIIIHUX 3aJJaHUN U PACUETOB;

- paboTa HaJl TeMaMH JUIsl CAMOCTOSATEIbHOTO N3Y4EHUS;

- ydqacTue B paboTe CTyJ€HYECKMX HayUYHbIX KOHPEPEHUNH, OJTUMIIHAL;

- IOATOTOBKA K IPOMEKYTOYHON aTTECTALINN.

IToaroTroBka k
MIPOMEKYTOYHOU
aTTeCcTalun

I'oToBUTBCS K MPOMEKYTOYHOU aTTECTALUU CIENAYET CUCTEMATUYECKH, B
TE€YEHUEe BCero cemecrtpa. MIHTeHCHBHas NMOATOTOBKA JOJDKHA HA4aThCs
HE TO3JHEE, YeM 3a MECAL-IIONTOpa IO NPOMEKYTOYHOW aTTECTalUU.
Jannble nepesa 3a4eToM Tpu JIHSA 3PPEeKTUBHEE BCETO UCIOIB30BATh IS
ITIOBTOPEHMS M CUCTEMATU3alUN MaTepraa.

11 IUCT PETUCTPAIIMUA N3SMEHEHUMI

ITonmuce
No Jlarta 3aBEAYIOIIETO
[lepeueHb BHOCUMBIX U3MEHEHUI | BHECEHHs | KaeapoH,
n/n M3MEHEHUH | OTBETCTBEHHOM 32
peanu3zanuio OITOIT
1 AkTyanu3npoBad paszen 8.1 31.08.2020
[Tepedenn yueOHOM TUTEPATYPHI,




HEOOXOMMMOI 111 OCBOCHUS
JTIUCHUTUINHBI

AxTyanu3upoBan paszein 3.2 B
YaCcTHU COCTaBa UCIIOJIb3yEMOTO
JUIEH3UOHHOTO TTPOTPAMMHOTO
o0ecrneveHuns, COBpEMEHHBIX
npodecCHOHANIbHBIX 0a3 JaHHBIX
Y CTIPABOYHBIX WH(HOPMAITMOHHBIX
CUCTEM

31.08.2020

AkTyanu3upoBaH pazzen 8.1
[lepeuenn yueOHOM JTUTEPATYPHI,
HEOO0XOIUMOM 11 OCBOCHHUS
JTUCITUTUTHBI

31.08.2021

AkTyanusnpoBaH paszen 8.1
[lepedyeHb yueOHOW JTUTEPATYPHI,
HEOO0XOIUMOM 11 OCBOCHHUS
TUCIUTLTAHBI

31.01.2025




