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1. HEJIM 4 3AJIAYU TUCHUITJIMHBI
1.1. Hean aucumniaMHbl 00ECTICYUTh YCBOCHHE OYAYIIUMH HWHXXEHEpam,
CTICHIMAIM3UPYIONTMAMCS B 00JacTH OpraHu3alid M TEXHOJOTUM  3alllUThl
uHpopMaly, TOBEICHUYECKUX MOTHBOB, II€JIeH, YCIOBHMM U MEXaHU3MOB
COBEpIIEHUS] KOMITBIOTEPHBIX MPECTYIUICHUH, a TaKKe 3aKOHOAATEIHbHBIX OCHOB MX
pe0TBPAICHHUU.

1.2. 3axaun ocBOECHUsI AUCHUTITIMHBI

v/ NPHUBHTH HABBIKK (OPMHUPOBAHUs TPEOOBAHMH MO 3aIUTE MHPOPMAIHH
B paznuunbix KC.

v 03HAKOMHTH C TpeOOBaHWSAMH K 3al[UTE ABTOMATH3MPOBAHHBIX
nnpopmarmonssix cucteMm (MC) ot HecankimonupoBannoro gocryna (HCJI) na
teppuropun Poccurickon denepanuu.

2. MECTO JUCHOMIIJIMHBI B CTPYKTYPE OIIOII
HucnunnuHa «KoMmbprOTepHbIE TIPECTyIUICHUST B HHQPOPMAIMOHHBIX
CUCTEMaX U CETSIX» OTHOCUTCS K IUCHUIUTMHAM Y9acTH, GOPMHUPYEMOH y9acTHUKAMU
00pa3oBaTeNbHBIX OTHOIICHUH (JIUCIUIUIMHA IO BBIOOPY) Osoka b1.

3. IEPEYEHD IINIAHUPYEMBIX PE3YJIbTATOB OBYUYEHUS 110
JUCHUITJIMHE

[Ipoecc wu3ydenuss aucHUIUIMHBI «KOMIBIOTEpHBIE TIPECTYIJICHUS B
WH()OPMAITMOHHBIX CUCTEMAaX U CETSIX» HalpaBlieH Ha (POPMUPOBAHUE CIIETYFOIINX
KOMITETEHIINM:

[IK-7.5 - CnocobeH y4yacTBOBaTh B pabOTax MO MPOBEACHUIO 3KCIIEPTU3BI
IpU  PaACCIEIOBAHMM KOMIIBIOTEPHBIX MPECTYIUICHUM, MpaBOHAPYLICHUN U
WHIMJEHTOB B KOMITBIOTEPHBIX CHCTEMAaX U CETAX

Pe3yabTarhl 00yyeHnsl, XapaKTepu3ylolue

Komnerenuus
chopMHPOBAHHOCTH KOMIIETEHIIUH
I1K-7.5 3HATh BU/Ibl, TEXHOJIOIUM IMOMCKA U aHAJIM3a CJIEI0B
KOMIIBIOTEPHBIX IIPECTYIUICHUH, IPABOHAPYILICHUN U
WHIIUJICHTOB

3HAET CrocOoOb OOHAPYKEHUSI U HEUTpaTU3aIlun
IIOCJIEACTBAN BTOPKEHUM B KOMITBIOTEPHBIE CUCTEMBI
3HAeT METO/IbI TPOBEACHHUS PACCIEIOBAHUS
KOMITBIOTEPHBIX MPECTYIUVICHUHN, TPAaBOHAPYIICHUH
MHIIUJCHTOB

3HAeT PYKOBOJSAIINE U METOAMYECKUE TOKYMEHTHI
YIIOJIHOMOYEHHBIX (pe/iepaIbHbIX OPTaHOB
MCTIOJIHUTEJILHOM BJIACTH 1O 3aIIuTe HH(pOpMaum u
o0ecrnedyeHno 0€30MaCHOCTH KPUTHUECKOM
nH(GOPMaIIMOHHON HHPPACTPYKTYPHI

YMCETH IIPUMCHATb HOPMATHUBHBIC U ITPABOBLIC aKTHI IIPH
IMPOBCACHUN KpHMHHaHHCTquCKOﬁ 9KCIICPTU3LI U




KPUMHUHAJIUCTUYECKOr0 aHaIN3a B IPOLIECCe
paccie10BaHNs KOMIIBIOTEPHBIX IIPECTYILICHUH,
[IPABOHAPYILIECHUN U UHLUJIEHTOB B KOMIIBIOTEPHBIX
CUCTEMAX U CETSIX;

BBISBJISITH BO3MOKHBIE TPAEKTOPUH U3MEHEHUSA COCTOSTHUN
(GYHKIIMOHUPOBAHUSI KOMITBIOTEPHOU CUCTEMBI U
IIPOTHO3UPOBATh BO3MOKHBIE ITyTH BOSHUKHOBEHU ST HOBBIX
BHJIOB KOMITBIOTEPHBIX NPECTYIJICHUN

BJIaJICET HABBIKAMH OMPEICIICHUS] TPUUYUHBI U YCIOBUS
U3MEHEHHS CBOMCTB UCCIeyeMOi HH(pOpMalIiH,
MEXaHU3M, JUHAMUKY U 00CTOSITENbCTBA COOBITHI IO
umMmerolencs nHpopMaly Ha HOCUTEIIE JaHHBIX UM €€
KOIUSIM

4. OFBEM JUCHUIIJINHBI

OOmiasi TpyJO0eMKOCTh IUCHUILUIMHBI «KOMIBbIOTEpHBIE MPECTYIUICHHUS B
UH(GOPMAIIMOHHBIX CUCTEMaX U CETSIX» COCTaBiseT 16 3.e.

Pacnipenenenue TpyJ0€MKOCTH AUCUUILIIMHBI TIO BUJAM 3aHATUI

ouyHasi popma o0OyueHnust

Bunet yueOHoit paboTh

Bcero CemecTpsl
4acoB 9 10

AyIuTOpHBbIE 3aHATHSA (BCEro) 216 108 108

B ToMm uncie:

Jlexun 72 36 36
JlaGopatopusbie pabotsl (JIP) 144 72 72
CamocrosiTesibHasi padoTa 288 144 144

Yacel Ha KOHTPOJIb

72 36 36

Buibl mpomMeKyTOYHOM aTTECTAUH -

- - +
9K3aMeEH
OO6m1ast TPy 10€MKOCTb:
aKaJeMHUYECKHUE YacChl 576 288 288
3a4.e. 16 8 8

5. COAEP KAHUE JUCHOUIIJIMHBI (MOAYJISA)
5.1 Copaep:xkanue pa3gesioB JAUCHUINIMHBI M pacnpeleieHHe
TPY/10€MKOCTH 10 BUJIaM 3aHATHI

ouyHasi gopma o0yueHust

Ne
/1

HawnmenoBanue Tembl

JIab. Bcero,
Conepxanue pasnena Jlexn Sam CPC ac

1

OCHOBBI KOMIIBIOTEPHBIX
MPECTYILUICHUI

IlonsaTue u Pa3HOBUIHOCTb
KOMIIBIOTEPHBIX
npecTyrieHu.  XapakTepucThka 12 24 48 84
KOMIIBIOTEPHBIX
IIPECTYILUICHUI

PacciaenoBanue
KOMITBIOTEPHBIX IPECTYIICHUH

00630p yrpo3 MOJIUTHKE 0e30macHOCTH

KOMIIBIOTEPHBIX cucteM. [lepeuens moneneit

PackppiTue  u  paccienoBaHue
KOMITbIOTEPHBIX

12 24 48 84




MpeCTyIUICHUH. 3aKoHOAaTeNbHas 0OCHOBA OOPBOBI C
KOMITbIOTEPHBIMHU MPECTYIICHUSIMU
3 |lIporuBoaeiicTBue JleTanpHBIA aHANM3 BPEIOHOCHOTO IPOTrPaMMHOTO
KOMIIBIOTEPHBIM obecnieyeHwsl. Kraccuduxarms BUpycoB.
MPECTYILIEHUAM, OBpHUCTHYECKMH  aHanu3. AHanu3
OCYILIECTBIISIEMBIM pa3pymaroimumx 12 24 48 84
C UCIOJIb30BAHUEM BO3AEHCTBUI MPOrpaMMHOT0 00eCIIeYeHUS
BPEAOHOCHOTO MPOrPaMMHOTO
obecrieyeHus
4 |[IIporuBoxeiicTBue Komnbrorepusie CETEBBIC araku. Y JaJcHHbBIC
KOMIIBIOTEPHBIM KOMIIBIOTCPHBIC CETEBbIE aTAKHU: PACIPEACICHHbBIC
MIPECTYILICHUSAM, noaxoxsl opraHm3anuu. CucteMbl OOHApYKEHUS 12 24 48 g4
peanu3yeMbIM B XOJ€ BTOP>KEHHS U MEXKCETEBOI0 9KPaHUPOBAHMUS.
MPOBEICHUS] KOMITBIOTEPHBIX
CETEBbIX aTaK
5 |lIpotuBoaeiicTBue AHanu3  paspyllalomuX — BO3ICHCTBUH.
KOMIIBIOTEPHBIM Mertonst
NPECTYIUICHUAM  IIyTEM obHapyxenus 1 60psObL. [lomuTHkn Ge30macHOCTH 12 24 48 84
peanu3anuy  HOJIUTUKH KOMIBIOTEpHBIX cucteM.  Opranusanus
0€301acHOCTH CETEeBOM HOJIMTUKH 0€3011aCHOCTH
6 |IIpenoTBpamienue XapakTepuCcTHKa OCHOBHBIX BHJIOB NPECTYIUIEHUH ¢
KOMIBIOTEPHBIX MPECTYIIIEHHH |UCTIONb30BaHNEM OaHKOBCKUX IUIACTHKOBBIX KapT.
B KomnbloTepHble IpecTyIuleHHs Ha couuainbHbie| 12 24 48 84
coLUanbHOI u nadopmarmonnsle cetu. [Iperynpexnenne
0aHKOBCKOI1 chepax KOMIIBIOTEPHBIX IPECTYIICHUI.
Hroro| 72 144 288 504

5.2 Ilepeyenb J1a00PATOPHBIX PadOT

1. JlabopatopHas pabora Ne 1. AHanu3 aTaku, OpUEHTUPOBAHHOU Ha B3JIOM
IPOTrPaMMHOTO O0ecredeHus1, MyTéM 00X0a MPOIeAyPhl aBTOPU3AIIHH.

2. Jlabopatopuass pabora Ne 2. IIpoBeneHuwe aHamm3a COBPEMEHHOTO
aHTUBHPYCHOTO Tporpammuoro obecrieyenust (Avira, Norton AntiVirus, Panda,
Kaspersky, McAfee, NOD32, Avast, Dr.Web).

3. JlabopatopHas pabota Ne 3. [TpoBenenus CpPaBHUTEIHLHOU
XaPaKTEPUCTUKN COBPEMEHHBIX MEKCETEBBIX SKPAHOB.

4. Jlaboparopnass pabora Ne 4. IlpoBeneHue aHamuza padOThl CETEBBIX
ckanepoB. (Tcpdump, Sniffer Pro, NetXray, MS Network Monitor, Novell's
LanAlyzer, Wireshark).

5. JJabopatopnass pabora Ne 5. [IlpoBeneHue aHanmM3a CHCTEMBI
0OHapyKeHHs BTOpKEHUM Snort.

6. JlabGopatopHas pabota Ne 6. [IpoBeneHue aHalIM3a MOJCUCTEMBI
oe3onacHoctu B cemeiictee OC Windows.

7. JlabGopatopHas padota Ne 7.  IlpoBenenue aHaan3a moJACUCTEMbI

6e3omacnoctu B OC Unix.

6. IPUMEPHAS TEMATUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT
B coorBerctBUM ¢ y4eOHBIM IIJIJAHOM OCBOCHHE JHUCHIUIUIMHBI HE
IpeyCMaTPUBAET BBIIIOJIHEHHE KYypCOBOTO MPOEKTa (pabOThl) WM KOHTPOJIHHOM
paboThI.

7. OUEHOYHBIE MATEPHAJIBI JJIsI [IPOBEIEHUS
MPOMEKYTOYHOI ATTECTALIMM OBYYAIOIIMXCS 1O
JTUCHUIIINHE




7.1. Onucanue nmokasarejieii 1 KpuTepueB OLCHUBAHUS KOMIIETEHIUM
HA Pa3/IMYHBIX ITanax ux (pOpMUpPOBaAHUS, ONMCAHUE HIKAJ OLCHUBAHUSA

7.1.1 JTan TeKymero KOHTPOJIs

Pe3ynpraThl TEKyIIEro KOHTPOJIS 3HAHUM M MEKCECCHOHHOM aTTECTAllUU
OLICHUBAIOTCS 110 CIEAYIOLIEH CUCTEME:

«aTTECTOBAHY;

«HE aTTECTOBAH.

Pe3yabTaThl 00y4eHus,

Komme- XapaKTepusyouue Kputepuu
ATTecTOBaH He arTrecTroBan
TEHIHS copmupoBaHHOCTH OllEeHNBaHHSA
KOMIIETCHIMH
TIK-7.5 3HATh BUJIbL, TCXHOJIOTHH [3HAHUE BHJIOB, TeXHOJOTHI |Bhimonuaenue pabot B| HeBbimonHenue

MOWCKA M aHAJIN3a CJICAOB |[TOKMCKA U aHAJIN3a CJICAOB CPOK, paboT B CPOK,
KOMITBFOTEPHBIX KOMITBFOTEPHBIX MIPEYCMOTPEHHBIN B |IPEIyCMOTPCHHBIN B
MPECTYIUICHUH, MPECTYIUICHUH, pabodmx pabodnx
NIPaBOHAPYIICHUH U MIpaBOHAPYIICHUH U IpoTrpamMmMax poTrpamMMax
WHIUJCHTOB WHIIAJCHTOB

3HAET CIOCOOBI 3HAET CIOCOOBI OOHAPYKEHUS

oOHapyXeHHS U 1 HeHTpanu3anuu

HeUTpamm3auuu MOCJIEACTBUI BTOP>KEHU B

MOCJIEICTBUIA BTOPKCHUI |KOMIIBIOTCPHBIC CUCTEMBI

B KOMITBIOTCPHEIC 3HAET METO/IbI IPOBEICHUS

CUCTEMBI paccieioBaHus

3HAET METOIBI KOMITBFOTEPHBIX

MPOBEICHUS MPECTYIUICHUH,

paccienoBaHus MIpaBOHAPYIICHUH U

KOMITBIOTEPHBIX WHIAJCHTOB

TPECTYIUICHUH, 3HAET PyKOBOIAIINE 1

MIPaBOHAPYIICHUH U METOAMYIECCKHE JOKYMEHTHI

WHIUJCHTOB YIOJTHOMOYEHHBIX

3HAET PyKOBOIAIINE 1 (henepasbpHBIX OPTaHOB

METOAMYCCKHE UCIIOJIHUTEIILHON BIIACTH 1O

JIOKYMCHTBI 3ammre HHGOpPMAaIUH U

YIOJTHOMOYCHHBIX obecrieyeHHI0 OE30MaCHOCTH

(henepanpHBIX OPraHOB KPUTHYICCKOM

UCIIOJIHUTEIILHOW BIACTH |MH(POPMAIMOHHOM

10 3aIIuTe HHPOPMAIUU ¥ |[UHPPACTPYKTYPHI

obecrieyeHnIo

Oe3omacHoCTH

KPUTHYECKOU

MHPOPMAITMOHHON

HHQPPACTPYKTYPHI

YMETh IPUMEHATH YMEHHE IPIMEHATh Brmonnenue pador B[ HeBrmonnenue

HOPMATHBHBIC U TIPABOBEIC
aKThI PU NPOBEACHUU
KPUMUHAIHCTUYECKOM
9KCIIEPTU3bI U
KPUMHUHAIUCTUYECKOTO
aHaiM3a B Ipouecce
paccienoBaHus
KOMITBIOTEPHBIX
MPECTYIICHUH,
MpaBOHAPYIIEHUN U
WHIUJICHTOB B
KOMIIBIOTEPHBIX CHCTEMAax
U CeTHX;

BBISIBJISITH BO3MOJKHBIE
TPaeKTOPUHU U3MEHEHUS
COCTOSTHUI
(YHKIIMOHUPOBAHUS
KOMITBIOTEPHON CUCTEMBI

HOPMATHBHBIC U ITPABOBBIC
aKTbI PU NPOBEACHUU
KPUMUHAIUCTUYECKOM
9KCIEPTU3bI U
KPUMUHAIUCTUYECKOTO
aHaiM3a B mpouecce
paccienoBaHus
KOMITBIOTEPHBIX
MPECTYTIICHUH,
MpaBOHAPYIIEHUN U
WHIUJICHTOB B
KOMIIBIOTEPHBIX CHCTEMax 1
CeTAIX;

BBISIBJISITH BO3MOJKHBIE
TPaeKTOPUHU U3MEHEHUS
COCTOSIHUI
(hYHKIIMOHUPOBAHUS
KOMITBIOTEPHON CUCTEMBI U

CPOK,
IIPEeSYyCMOTPEHHBIN B
pabounx
nporpammax

paboT B CPOK,
IIPESYyCMOTPEHHBIN B
pabounx
nporpammax




Y IPOTHO3UPOBATH
BO3MOXHBIE MYTH
BO3HHKHOBEHHS HOBBIX
BUI0B KOMITBIOTEPHBIX
MIPECTYTUICHUI

MIPOrHO3UPOBATH BO3MOKHBIE
MyTH BOZHUKHOBEHHUSI HOBBIX
BUI0B KOMITBIOTEPHBIX
MPECTYTUICHUI

BJIajIeeT HABBIKAMU
OTpe/ieICHUsI TPUYHHBI 1
YCIIOBUSI U3MEHEHHS
CBOWCTB HCCIIEIyeMOI
WHPOPMAIINU, MEXaHU3M,
JMHAMUKY U
00CTOATELCTBA COOBITHI
10 UMeIoLIEeHCs
UH(POPMALIUU HA HOCUTEIC
JTAHHBIX WU €€ KOIHSIM

BJIaJICHYE HAaBBIKAMU
OMpeeIICHUS IPHYNHBI K
YCIIOBHSI H3MEHEHHUS CBOUCTB
HccieryeMoi HHPpOpMaIuH,
MEXaHHU3M, THHAMUKY 1
00CTOATENHLCTBA COOLITHI

10 UMEIOIIEHCs MHpOpMAIU
Ha HOCUTEJIE JAHHBIX MU €€
KOIUAM

Brimosaenue paboT B
CPOK,
MpeyCMOTPEHHBIHN B
pabodmx
poTrpamMMax

Hepbinonnenue
paboT B CPOK,
MpEeyCMOTPEHHBIN B
pabodmx
poTrpamMmMax

7.1.2 dTan npoMeKyTOYHOI0 KOHTPOJISI 3HAHUM
Pe3ynbTaThl MPOMEXKYTOUHOIO KOHTpPOJS 3HaHUM oueHuBarotrcs B 9, 10
ceMecTpe aJisi 04HOM (GopMbl 00YUEHHS IO YETHIPEXOAIITLHOM CUCTEME:

«OTJIMYHO»,
«XOPOoUIO»;

«YZOBJIETBOPUTEIBHOY;
«HEYJOBJIETBOPUTEIBHOY.

Kommne-

Pe3yabTaThl 00y4eHus,
XapaKTepHu3ylolue

Kpurepuu

S— chopMHpPOBAHHOCTE P —— OT1au4HO Xopomio Ynosu. Heynosa.
KOMIIETCHIUH

IIK-7.5 |(3HaTh BUABL, Tect Brmonnenne | Beimonnenne | Beimonnenue B tecte
TEXHOJIOTUH TIOUCKA U tecta Ha 90- | Tecta Ha 80- | Tecra Ha 70- | menee 70%
aHaju3a cleJJ0B 100% 90% 80% MIPaBUJIBHBIX
KOMIBEOTEPHBIX OTBETOB
IpecTyIIeHUl,
MPaBOHAPYIICHUH 1
HMHIIMJICHTOB

3HaeT CIOCOOBI
0oOHapyKeHUS U
HEWTpaIu3auu
MHOCJIEACTBUI
BTOP>KEHUI! B
KOMIBIOTECPHEIC
CHUCTEMBI

3HACT METOIbI
MIPOBEACHUS
paccienoBaHusL
KOMIIBIOTEPHBIX
MPECTYIUICHHUH,
MPaBOHAPYIICHUH 1
HUHIAICHTOB

3HAeT PyKOBOJAIINE U
METOIMYCCKHE
JTOKYMEHTBI
YIIOJTHOMOYEHHBIX
(enepaibHBIX OPraHOB
UCTIOTHATEIILHOU
BJIACTH I10 3aIUTE
nH(pOpMaNnU U
obecreueHHIo
6e3omacHOCTH
KPUTHYECKOMN
nH()OPMAITMOHHOM

HHPPACTPYKTYPHI




YMETb IPUMEHSTH
HOPMAaTUBHBIE U
MIPaBOBBIC aKTHI IIPU
MIPOBEICHUH
KPUMHUHATUCTUYECKON
SKCHEPTHU3HI
KPUMHHAITACTHIECKOTO
aHayM3a B Iporecce
paccienoBaHus
KOMITBIOTEPHBIX
IpecTyIIeHUl,
[IpaBOHAPYIIEHUHN U
HMHUUICHTOB B
KOMITBIOTEPHBIX
CHCTEMaxX U CeTHX;
BBISIBIISITH BOSMOJYKHBIC
TPaeKTOpUH
HM3MEHEHHUS COCTOSIHUI
(YHKITMOHUPOBAHHUS
KOMIIBIOTEPHO U
CHUCTEMBI U
[IPOTHO3UPOBATh
BO3MOXHbBIE TyTH
BO3HUKHOBEHHUS HOBBIX
BHUJIOB KOMIIbIOTEPHBIX
MIPECTYIUICHUI

Pemenne
CTaHAapTHBIX
MIPaKTUIECKHUX
3a71a4

3agaun
pEIICHBI B
[TOJTHOM
o0beMe 1
TOJIyYCHBI
BEPHBIC
OTBETHI

IIpogemoncTp
MUpOBaH
BEPHBIN XO/1
pereHus BCex,
HO HE TIOJTy4eH
BEpPHBIN OTBET
BO BCEX
3agadax

IIpogemoncTp
UpOBaH
BEPHBIN X0]1
pelieHus B
OOJILIIINHCTBE
3a7a4

3amauu He
pelieHbl

BJIaJie€T HaBbIKAMU
OTIpeICIICHUS
MIPUYHMHBI U yCIOBHUS
HM3MEHCHHUS CBOMCTB
HcCIeyeMon
nH(pOpMaINH,
MEXaHU3M, THHAMUKY
1 00CTOATENLCTBA
COOBITUH IO
HMEIOIIeHCs
nHdopmanny Ha
HOCUTEJE NaHHBIX WU
ee KOIHSIM

Pemenne
TIPUKJTATHBIX
3a7a4 B
KOHKPETHOU
MpeaMEeTHON
obnactu

3agaun
pCIICHBI B
MTOJTHOM
o0beME U
TOJTyYCHBI
BEPHBIC
OTBETHI

IIpogemoncTp
UpOBaH
BEPHBIN XO]1
pereHus Beex,
HO HE TIOJTy4eH
BEpPHBIN OTBET
BO BCEX
3amauax

IIpogemoncTp
HUPOBaH
BEPHBIN X0]1
pelieHus B
OOJIBIIINHCTBE
3a7a4

3amauu He
pETICHBI

7.2

IIpumepHbIT

nepeyeHb

OICHOYHBIX

CpeacTB

(TUIIOBBIE

KOHTPOJIbHBIC 33JaHUSI MJIM MHbIe MaTepHuaJbl, HEOOXOAUMBIE /51 OLEHKH
3HAHUM, YMEHUI, HABBIKOB U (MJIH) ONBITA I€ATEILHOCTH)
7.2.1 IlpumepHblii IepevYeHb 3a1aHUI 1JI51 MOJATOTOBKH K TECTUPOBAHUIO
1. Kakue mpecTymieHus OTHOCSTCS K TMPECTyIUIeHUsM B cdepe
KOMITbIOTEpPHOU MH(pOpMaun?
a) CO3/JaHME BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTPAMM;
0) pacmnpocTpaHeHne MOpPHOTPaAhUUECKUX MATEPUATIOB C HCIOIH30BAHUEM
nH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CeTel, B TOM uncie cetn « THTepHeT;
B) MPOBEJICHUE a3apTHBIX urp Cc HCIIOJIb30BaHUEM
nH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CeTel, B TOM uncie cetu « THTepHeT;
') BCE€ OTBETHI TPaBUIbHbIE.

2. PotoBBIM O0BEKTOM IIPECTYIUICHUH B chepe KOMIBIOTEPHON HH(DOpMariu
SIBIISTFOTCS:

a) PKOHOMHUYECKasi 0€30MacHOCTh;

0) oTHOIIEHUS B chepe OXpaHbl aBTOPCKOTO MPaBa;



B) nH(opmarmorHasi 6€30MacHOCTb;
r) o0IIecTBeHHas: 0€30MacHOCTh U OOIIECTBEHHBIN TTOPSIOK.

3. CyObekToM TmpecTyIieHuid B cdepe KOMIBIOTEpHOU HHPOpMAIUU
SIBIISICTCSI:

a) IOpUANYECKOe WM (U3UYECKOE JIMIO, HE MMEIOIINE pa3pelieHus s
paboThI ¢ MHGOPMAITUEH ONIpeIeTICHHON KaTeTOPHH;

0) pusmueckoe, BMeHsIeMOE IO, JocTUrIiee 18-IeTHero Bo3pacra;

B) (hU3MUECKOE, BMEHSIEMOE JIUIIO, JOCTUTIIIeE 16-IeTHEro BO3pacTa;

r) u3mdeckoe JMI0, HE UMEIOIIee MpaBa Ha JIOCTYN K KOMITBIOTEPY WIIH
WH()OPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIM CETSIM.

4. K xoMIproTepHOM HH(OPMALIUK OTHOCSTCS:

a) coOCTBEHHO HH(pOpPMAIMOHHBIE pecypchl (0a3bl JaHHBIX, TEKCTOBBIC,
rpaduyeckue Ghansbl ¥ T.1.), TPEACTaBICHHbIC B JOPME DJICKTPUUECKUX CUTHAJIOB;

0) mporpammbl, oOecrieunBarone (QyHKIIMOHUPOBAHUE KOMIIBIOTEpA WIIU
MH(OPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIX ~ CETeH, XpaHeHue, o0O0padoTKy u
nepeaayvy 1aHHbIX;

B) uHpOpMalMs Ha MAIIMHHOM HOCHUTENE, B KOMIIBIOTEPE WM
UH(OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETAX;

T') BCE OTBETHI IIPABWIIbHBIC.

5. Ilpecrynnenue, npenycmorpenHoe ct. 272 YK P® «HenpaBomepHsblit
JOCTYT K KOMIBIOTEPHOU MH(POPMAIIUNY» CUUTACTCS OKOHUYEHHBIM:

a) C MOMEHTa COBEpIICHHUS HEMPAaBOMEPHOIO JOCTYyMa K OXPaHSIEeMOU
3aKOHOM KOMITbIOTEPHOU HH(POpMAINK;

0) TOJMBKO B Cilyyae YHUYTOXXCHUS, OJIOKHUPOBaHUS, MOIUPHUKAIMU JTHOO
KOIMPOBAaHUS KOMITbIOTEPHOM UH(MOpMAINK;

B) TOJIBKO MPHU HACTYIUICHUH TSHKKUX TMOCJENICTBUM B Cllydae YHUUTOXKECHHUS,
0JIOKUpOBaHUs, MOAU(PUKALIUY TUOO KOMUPOBAHUS KOMITBIOTEPHON MH(DOpMAIUK;

I') BCE OTBETHI PABUIIbHBIE.

6. B ct. 273 YK P® «Co3nanue, UCNOJb30BAaHUE U PACIPOCTPAHECHUE
BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOrpaMm» HE MPEeAyCMOTPEHA YroJoBHAas
OTBETCTBEHHOCTb 3a:

a) BHECEHUE U3MEHEHHUI B CYIIECTBYIOIIUE TPOTPAMMBI;

0) pacnpocTpaHeHHE  MAIIMHHBIX  HOCUTEIEH C  BPEIOHOCHBIMH
nporpaMMamus;

B)  HECAaHKIMOHMPOBAHHOE  KOIMHUPOBAHHE  OXPAHSIEMOH  3aKOHOM
KOMITbIOTEPHON MH(DOpMAIY;

I') HET MPaBUJILHOTO OTBETA.

7. llpecrymienue, npeaxycmorpeHHoe c1. 273 YK P® «Co3nanue,
UCIIOJIb30BAaHUE U PACTIPOCTPAHEHHE BPEAOHOCHBIX KOMIBIOTEPHBIX MPOrPAMM,
CUMTAETCS] OKOHYEHHBIM:



a) TOJIbKO MPH HACTYTUICHUH TSKKHUX MOCIIEICTBUM;

0) TOJBKO B CIydyae HECAHKIIMOHUPOBAHHOT'O YHUUTOXKEHHUS, OJJOKUPOBAHMS,
MOAU(PUKALIMK TUOO KOMPOBAHUS KOMITbIOTEPHOU UHPOpMALINK;

B) C MOMEHTAa WCIOJb30BAHUS WM PACHpPOCTPaHEHUs BPEAOHOCHOM
MIPOTPaMMBbl;

r) C MOMEHTa CO3[laHUs, MCIOJb30BaHUS WM PACIPOCTPAHCHHUS
BPEIOHOCHOM IPOTrPaMMBl.

8. CyObeKkTOM MpecTyIUleHHus, npeaycMoTpenHoro cr. 273 YK PO
«Co3anue, WCMOIB30BAHNE U PACTIPOCTPAHEHHE BPEIOHOCHBIX KOMITBIOTEPHBIX
IPOTPAMM, SIBIISETCS:

a) pusznueckoe, BMEHIEMOgE JIUI0, TOCTHTIIEE 16-IeTHETO BO3PACTa;

0) pusnueckoe, BMeHsIEMOE JIHII0, JocTUrIee 18-IeTHero Bo3pacra;

B) JMIIO, HWMEIOIIEe TMpaBO HAa JOCTYII K KOMIIBIOTEPY WM
UH(OPMAIMOHHO-TEIICKOMMYHHKAIIMOHHBIM CETSIM;

r) JIMIO, HE UMEIoNee TMpaBa Ha JOCTYI K KOMIBIOTEPY WIH
UH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIM CETSIM.

9. B wuucne kBamuduiupyronmx npusHakoB B cT. 273 YK PO
MPEAYCMOTPEHO COBEPILIECHHUE TAHHOTO MPECTYIUICHUS:

a) C LEJbIO CKPBITh APYTO€ MPECTYIUICHUE UIH OOJIETYNUTh €r0 COBEPIICHHUE;

0) U3 KOPBICTHOW 3aMHTEPECOBAHHOCTH;

B) U3 XYJIMTAHCKUX MOOYXACHUI;

r) IO MOTUBaM MOJUTUYECKOH, UIEOTOTUUECKOM, PacOBOM, HAIMOHAIBHOU
WIA PEMTHMO3HONM HEHABHCTU WJIM BPaXIbl JUOO MO MOTHBAM HEHABHCTHU WU
BpPaX/bl B OTHOLICHUH KaKON-TMO0 COLMaIbHON TPYIIIHI.

10. Ilpectynnenue, npegycmorpeHHoe cT. 274 YK P® «Hapyuienue npaBui
AKCIUTyaTallMM CPEACTB XpaHEHHs, OOpabOTKM WM Mepesayd KOMITbIOTEPHOU
uHdopmanuu U UHGOPMAIIMOHHO-TEICKOMMYHUKAIMOHHBIX CETeil», cuuTaercs
OKOHYEHHBIM:

a) C MOMEHTa HapyIllEeHUs TMPaBUJ HKCIUIyaTalluk CPEICTB XpaHEHWS,
00paboTKH WIn nepeaayu KOMIIBIOTEPHOU uHpopmaru u
UH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CETEH;

0) Cc MOMEHTa YHHYTOXXEHHUS, OJOKHUPOBaHUS, MOAHPHUKAIUU JTUOO
KOITMPOBAHUS KOMITBIOTEPHON WH(MOPMAITNH;

B) €CJIM 3TO JICSTHUE MPUYUHUIIO KPYITHBIN yIIIepO;

I') TOJIBKO MPU HACTYIUICHUH TSDKKUX TTOCTIEACTBUH.

7.2.2 IlpuMepHbIii NepeveHb 3aJaHNH VIS pellleHUs] CTAHAAPTHBIX 3a/1a4

1. Konkperuzanmein wmoaenau beagna-Jlallagyna saBasercss Mojaesb
MOJIMTHKH 0€30IACHOCTH
LWM+
Ha ocHoBe ananu3za yrpo3
C noJIHBIM NIEPEKPHITUEM
Jlenasepa



2. Meroa ympaBiieHMSI JOCTYIIOM, NPH KOTOPOM KAaXKIAOMY O0BEKTY
CHCTeMbl NMPHCBAUBAECTCH METKA KPUTHYHOCTH, OINPeEAeSIONIas LEeHHOCTh
HH(pOPMAIMU, HA3LIBACTCH
MaHJIaTHbIM+
MIPUBUIIETUPOBAHHBIM
UJEHTU(OULIUPYEMBIM
n30UpaTEIbHBIM

3. Ha MHOromnoJib30BateibCKie CUCTeMbI ¢ HH(OpMaLHell 0JHOT0 YPOBHS
KOH(PUICHUHAJIBHOCTH COIJIACHO «OpaHKeBOM KHUIe» PACCUMTAH KJIACC
Cl+
B2
C2
Bl
4. HaumeHee 3aTpaTHBIN KPUNITOAHAJN3 sl KpunToajaropurma DES
nepedop Mo BceMmy KIH0UEeBOMY IIPOCTPAHCTBY+
PAa3JI0KEHHE YNCIIAa HA CIIOKHBIE MHOKHUTENH
PAa3JI0)KEHHE YHCIIa HA IPOCTHIE MHOKUTEIN
nepedop Mo BHIOOPOUYHOMY KITHOUEBOMY IMPOCTPAHCTBY

5. Haykou, uzyvamwuein MaTreMaTu4ecKiue MeTOAbl 3alMThl HHGOpMauu
IyTeM ee npeodpa3oBaHus, ABJIACTCH
KPHUIITOJIOT U+
KPUINITOAHAIN3
cTeranorpagus
KpunTorpadus

6. HegocTaTkoM MOJ€JIM KOHEYHBIX COCTOSIHUI MOJUTHKH 0€30MacCHOCTH
SIBJISIETCS
CJI0’KHOCTb peajin3auuu+
V3MEHEHHUE JINHUM CBSA3U
CTaTUYHOCTh
HU3Kasl CTENEHb HAJIE)KHOCTH

7. HepoctaTok cucTteM MIMPPOBAHUSA € OTKPBITHIM KJIHYOM
OTHOCHUTEIBHO HU3Kasl MPOU3BOAUTEIBHOCThT
HEO0OXOAMMOCTh PACIIPOCTPAHEHUS! CEKPETHBIX KIIIOUen
IIPU UCIOJIb30BAHUM MPOCTOM 3aMEHBI JIETKO MPOU3BECTH ITOJMEHY OIHOIO
G POBAHHOTO TEKCTA APYTUM
Ha OJHOM M TOM K€ KJF0U€ OJMHAKOBBIE 64-OMTHBIE OJIOKM OTKPBITOTO TEKCTa
nepenyT B OIMHAKOBbIE OJIOKH MU(POBAHHOTO TEKCTA

8. OcHOBY MOIMTHKYU 0€30IIACHOCTH COCTABJISIET
croco0 ynpaBlieHUs JOCTYIIOM +
porpaMmMHOe 0OecrieueHue
yIPABICHUE PUCKOM
BBIOOp KaHAJIOB CBA3U

9. ITo noxymentam I'TK kosmnvectBo Kiaaccos 3amumenHoctu AC ot HC/{
9 +



6
8
7
10. ITo nokymenTam I'TK camplii BbIcOKHI Kiaace 3amuineHHocTd CBT ot
HC/I x undgopmannu
1+
9
7
6
11. Tlo3BoJsieT moJy4YaTh AOCTYNI K HMHGOPMAIMH, IepeXBAYeHHOU
APYTMMH NMPOTrPAMMHBIMH 3aKJIAJKaAMH, MOJeJIb BO3IeHCTBUS NMPOrPaAMMHBIX
3aKJIA0K THIIA
KOMIpPOMETAaIUs
ybopka mycopa
HaOIr0IEHNE
nepexsar
12. Ilpu u30uparebHON MOJUTHKE 0€30MIACHOCTH B MATPHIle JOCTYINA HA
nepecevYeHnd CTOJI0A U CTPOKH YKa3bIBAETCS
THUII Pa3pelIeHHOr0 AOCTyMa +
00BEKT CUCTEMBI
CyOBEKT CHCTEMBI
dakT mocTymna

7.2.3 llpumepHBbIii IepeYeHb 3aJaHNI /151 pelleHUs] NPUKJIAIHbIX 3a/1a4

1. Kakue cuctembl mnpeaHa3HAYeHbl [JJIs1 OOECIEUEHUs CETEBOTO
MOHHMTOPHHIA, aHAJN3a U OMOBEIIECHUS B CIIy4ae OOHAPY>KEHUsI CETEBOW aTaku?

IDP +

AV

WCF

IPS

2. Kakue cucremMpl npelHa3HaYeHbl s OOECHEYEHUsT CETEBOrO
MOHMTOpPHHIA, AHAJIN3a, OIOBEIIEHUS B Cilydyae OOHapyXEHHUs CETEeBOH aTaku, a
TaKXe CIIOCOOHBI €e OJIOKUPOBAThH?

IDP

AV

WCF

IPS +

3. B ueM 3akito4yaeTcs OTIMYUE BTOPKEHUN OT BUPYCHBIX aTaK?

BTOpKEHUSI OOBIYHO COJEp)KaTcsi B OTACIBHOM 3arpy30ouHoMm (aiiie,
KOTOpPBIN 3aKauMBAETCS B CUCTEMY I10JIb30BATEIS

BTOPKEHUS 110 XapaKTepy BO3ICHCTBUS Ha aTAKyEMYIO CETh MOTYT OBbITh KaK
HETraTUBHBIE, TAK U HEUTpaIbHbIE

+ BTOpXEHUS MPOSIBISIOTCS Kak oOpas3lbl BUpYca, HAllEJEHHbIE HAa MOUCK
nyTel IpeoA0ICHHUsI MEXaHU3MOB O00ecrieueHus1 0€30MacCHOCTH

BTOPKEHHSI MOT'YT OCYILECTBIISATHCS OCPENCTBOM CETH



4. Kak cucrema IDP B NetDefend o6HapyxuBaeT BTOpKeHUs?
110 CUTHATYypaM BUPYCOB U aTak +

0 ajjpecy OTIpaBUTENs Tpaduka

Ha OCHOBE CTaTUCTHUYECKOTO aHAJIN3a

¢ momotbto oyt ESP B coctaBe nepenaBaeMbIX JaHHBIX

5. B 2016 roxgy Obutn ykpaaeHsl gaHHble 412 MUIUIMOHOB aKKayHTOB caiTa
s «B3pocabix»  3HakoMcTB  AdultFriendFinder (AFF). 3noywmbinuienHuku
Bocnosib3oBauch LFI — local file inclusion — Ha ogHOM M3 cepBepoB. A 9TO ATO
Takoe?

B03MOXHOCTh M3MEHEHHSI M BBITIOJTHEHHUSI JIOKAJTLHBIX (haliJIOB HA CEPBEPHOM
CTOpOHE. T

VS3BUMOCTh, B TMpollecCe€ KOMUPOBAHMS TPHU 3alUCH, U3-3a KOTOPOM
M0JIb30BATENb MOT TIOBBICUTH CBOU MTPUBUJIETHUH.

AnmnapaTtHass omuMOKa MpoIeccopa, MO3BOJSIONIAS MOJYYUTh JIOCTYN K
BUPTYaJIbHOM NTAMATH CEpBeEpa.

6. Bumenkoii Ha TopTe B31oma AdultFriendFinder okazanace He Tosibko BJ] ¢
JUYHBIMUA JAHHBIMH MOJIb30BaTeNiel, HO U CaMU MapoJid, KOTOpbIE ObLJIO HE TaK
CJIOKHO BOCCTAaHOBHUTHh M3 XdIIa. A KakoW ajiroOpuTM MCHOJB30BAJICA ISl HX
XEIIHUPOBaHUA?

SHA-3

SHA-2

SHA-1+

MD5

7. B 2017 rogy oaHOW W3 caMbIX YyBCTBHUTEJBHBIX YTEYEK CTal B3JIOM
kpenutHoro 6ropo Equifax. Toraa Obln ykpaieHsl TMYHBIE U ((UHAHCOBBIC JIAHHBIC
149 MUIUIMOHOB aMepUKaHIEB: JaTa POXKACHHs, aJpeca MpOXKUBAHUA, HOMEpa
CTPaxOBOK M BOJUTENLCKHUX ynocToBepeHuil. B3nom Equifax nmeer He TOJBKO
HKOHOMHUYECKHUE TIOCIECTBUSA: B COBOKYITHOCTH C JJAHHBIMH U3 IPYTUX UCTOYHUKOB
OH MpeJICTaBISIET cO00M MaTepual il aHanu3a ¢ moMoiisio Al i ML u moxer
ObITh MCMOJIb30BaH B IIMHOHCKUX HesX. K yreuke mpuBena ysi3BUMas BEpCHs
Apache Struts Ha ogHOoM U3 cepBepoB. Kak mymaere, CKOJBKO BpPEMEHU €€ HE
0OHOBIISITN?

Henens

Mecsn

2,5 mecsma

4,5 Mecs1eB +

8. B aToM romy Ob110 HECKOJIBKO MPUMEPOB aTaK Ha LEMb MOCTaBOK (Supply
chain attack), xorma 370yMBINUICHHUKH JACHCTBOBAIM HE HANpsIMylo, a dYepes
NOBEpeHHbIX mapTHEpoB. CBexuil mnpuMep — araka Ha HHIUHUCKOIO
ayrcopc-ruranta Wipro, YbM COTPYJHUKH HMMEIOT JOCTYIl BO BHYTPEHHHE CETH
€BPOIEUCKUX U aMepUKaHCKUX KoMmmaHuil. Yepe3 Wipro npecTynHUKY BHEAPUITUCH
K €ro KJIMEeHTaM M YCTaHOBUJIM Ha KOMIIBIOTEpaX MpOrpaMmy

TSl yAAN€HHOTO TOCTYIAa. A BbI 1I0raiaeTech, KAKyt0 UMEHHO?



TeamViewer

Ammyy Admin

ScreenConnect+

RDP

9.Eme o/1HO# rosI0BHOW 0OJIBbIO CTIELHAIMCTOB MO 0€30MaCHOCTHU SIBIISIOTCS
obyiaunbie cepBuchl. B 2017 romy B oOnauyHoM XpaHwiuine Amazon Oblia
oOHapyxeHa OTKphITass 0aza gaHHbIX 200 MIH aMepUKaHCKHX W30MpaTelsiei.
Nudopmanus Obuta OepeXHO TMOATOTOBICHA W CHCTEMAaTU3WpPOBaHA IS
aHaIMTUYEeCKoW padoThl U npuHaanexana komnanuu Deep Root Analitics, koTopas
obOpabaTeiBasia MX MO 3aka3y PecmyOnmkanckoi maptuu. [[ns qoctymna K Hei ObLIo
JOCTaTOYHO....

3uare URL unum mepeiitu Ha BHyTpeHHUil cyoaomen dra-dw (Deep Root
Analytics Data Warehouse)+

Hcnonb30BaTh CTaHAAPTHYIO CBS3KY JIOTUH/TIapotib: administrator/qwerty

brith ktuenToM Deep Root Analytics u 3aiiTu o cBoei y4eTHOM 3aIUChIO.

Ckauatb 1o cchlike ¢ opuiuanbHoro caiita Deep Root Analytics B paznene
TEXHUYECKas MOAJIePKKa

10.{a>xe HeOosblIas ommMOKa C MpaBaMU JOCTYIla MOYKET INPUBECTH K
HENPUATHBIM HOCIEACTBUIM. B 3TOM rony ¢ atum crosiknyiacek [louroBas ciayxba
CIIA. JIro60ii skenaroniiii MOr MOTY4YHTh AOCTYII K JaHHBIM 60 MJTH IOJIb30BaTENeH
¥ MH(POPMAIMH O ABIKEHUN KOMMEPUYECKUX TPpy30B. JlJist 3TOro ObLJI0 JOCTATOYHO:

Ucnonb3oBate SQL-uHbeKkMM Ha caliTe TMNOpU TMOUCKE MOYTOBOIO
OTIIPABJICHHUS.

3uarp URL wunm BHyTpeHHuii cy6aomen dra-dw oOmauHoro cepsepa
[TouTOBO# CITYKOBI

Hcnonb3yst cCBOM y4eTHBIE JaHHbIE, MOAKIIOUUTECA K cepBucam USPS mo
APIL+

11. Yenoeueckuil pakTop A0 CUX MOP OCTAETCA OJHUM U3 CaMbIX CIaObIX
MecT B uH(popManmonHoit 6e3onacHoctu. B 2016 roxy B aTom yoeawics Uber, y
KOTOPOT0 YKpaJiu JaHHbIE 57 MIIH BoauTenen u kimenToB. Komnanus norepsina 200
MJIH JOJIJIapOB Ha KOMIIEHCALMSAX W IMOJY4YHJIa OTPOMHBIA yJaap MO pemyTalud,
KOTJIa MOSIBUJIach MH(OpPMAIKs, 4TO OHA 3aruiaTiia 3noymbinuieHHHKaM 100 0008 u
LEJNbIi To/ cKpbIBaia (akT B3iaoma. Jloragaiteck, Kak Xakepbl MOTYyUUIIH TOCTYI K
YUETHBIM JaHHBIM coTpynHukam Uber?

310yMBIIIIJIEHHUKAM MIPojiajia JaHHbIe yOopIuiia, KOTopas 3aMeTuiIa Hapoiu
Ha CTHUKEpax BO3JI€ MOHUTOPOB.

OauH u3 cUCTeMHBIX aAMUHUCTpatopoB Uber BbUIOXKHI HAa OJHOM U3
dbopyMoB Paitn koHpuUrypanuu cereBoro kKommyraropa Cisco o CBOMMH yUETHBIMU
JAHHBIMU JIJIs1 BX0J1a BO BHYTPEHHIOIO CETb.

VY onHOTO U3 pazpaboTYMKOB YKpalid cMapTHOH, I/1€ XPAHWIUCH JaHHBIE JIs
BX0J1a BO BHyTpeHHIo10 ceTb Uber.



JIBa pa3paboTurKa BBIJIOKUIU JIOTUH U MAPOJIb JJI BX0/1a BO BHYTPEHHIOKO
ceth Uber B xoxe nHa GitHub.+

12. Kubepyrpo3bl MOryT ObITh HAalpaBlIeHbl HE TOJILKO Ha MH(GOPMALIHIO, HO
U Ha pu3nuecKkyro uHdpacTpykTypy. Jlo BbKUranust Mo3ra, kak y I mbcona, moka He
JOIILTM, HO BOT mnepenporpammupoBath padoty I[IJIK (mporpammupyembie
JIOTUYECKUE KOHTPOJIIEphl) BpenoHocHoe [1O cMmoxkeT. A KTO yMen 3TO JenaTh:

WannaCry

Stuxnet+

Bad Rabbit

Regin

7.2.4 IlpumepHbIii IepevYeHb BOMPOCOB /ISl MOJATOTOBKH K 3a4eTy

He npenycMoTpeHO yueOHBIM TIAaHOM

7.2.5 IlpumepHbIi NIepevYeHb 3aaHUI JJI5 MOATOTOBKH K IK3aMeHY

1. TloHATHE «KOMITBIOTEPHBIE NPECTYIUICHH». [[Ba OCHOBHBIX MOAXO/A.

2. KpHMHHaIMCTUYECKOE TOIKOBAHUE KOMITBIOTEPHBIX MPECTYIICHU.

3. CocTaB KOMITBIOTEPHBIX NMPECTYIJICHUMN.

4. Knaccudukamusi KOMIBIOTEPHBIX TNpecTymuieHuit B Poccuiickoi
denepaunm.

5. 3akoHomatenbHas 0a3a B 00JAaCTM KOMIBIOTEPHBIX MPECTYIJICHUM
Poccun. OTBETCTBEHHOCTh 32 COBEPUICHHME KOMIBIOTEPHBIX IPECTYILICHUN
pPa3IMYHOro Xapakrepa.

6. MexnyHapoaHblil KOIu(UKATOP KOMITBIOTEPHBIX MPECTYIIICHU.

7. HezakoHHBIE BO3ICHCTBUS HA KOMITBIOTEPHYIO HHPOPMAIIHIO.

8. Cuctema obecrieueHus ONepPaTUBHO-PO3BICKHBIX MEPOMPUSITHA.

9. 3apy0OexHoe 3aKOHO/IaTEIBCTBO B 00JACTH KOMITBIOTEPHBIX
MPECTYIICHUU.

10. IMonutuka 6e3omacHOCTH. JKU3HEHHBIN IUKII KOMITBIOTEPHOU CUCTEMBI.
YTpo3bl KOMIIBFOTEPHOU CUCTEME.

11. Kanan yreuku. Buibl KaHaIOB yTEUKHU.

12. Onucanue mojeneit 6e30MacHOCTU € UCIIOJIb30BAHUEM CYOBEKTOB U
00BEKTOB.

13. JIuckpeTHble MOJEIN OE30MaCHOCTH.

14. Mopens Anenr.

15. IlpoctpancTBo XapTCTOHA.

16. Marpuua gocryna.

17. Monens Xappucona, Py330 u Yibmana.

18. Monens Take Grant.

19. Mogaens ynpaBieHUs: JOCTYIIOM.

20. Mojenu Ha OCHOBE aHAJIN3a YTPO3 CUCTEME.

21. HrpoBas Moaemb.

22. Mopaenb cucteMbl 0€30MaCHOCTHU € TIOJHBIM MEPEKPHITUEM.

23. Mojaenu KOHEUHBIX COCTOSHUM.

24. Mopenb ypOBHEM CEKPETHOCTH.



25. Monens benna-Jlananyna.

26. Mopaenb KUTaUCKOU CTEHEIL.

27. Mopnens Low-Water-Mark (bu6a).

28. Mopens Jlenasepa.

29. Mopenbs Knapka-Buiicona.

30. Mogaens JIuninepa.

31. IIpu3Haku, MO0 KOTOPHIM MOKHO KJIACCU(DUIIMPOBATH BUPYCHI.

32. Knaccuduxarus BUpyCcOB IO cpeie OOUTaHUS.

33. Kuaccel BpeIoHOCHOIO MPOrpaMMHOI0 00€CTIeUEHUS.

34. 3arpy3ounsble BUpychl. [Ipuniun paboTsl.

35. Texnonoruu BcTpauBanus supyca B MBR u BR.

36. @ailnoBbIE BUPYCHI.

37. Ilepe3amnucheIBaromuye, Napa3uTUIECKUE, BUPYCHl 0€3 TOUKU BXO/A.

38. KomnaHboH-BUpYCHI, ¢aiioBbie 4epBu, Link-BUpycHI.

39. OBJ-, LIB-Bupychl ¥ BUPYChI B UCXOJIHBIX TEKCTaX.

40. Bupycol cemeiictBa Macro. XapakTepHble NpUMEPHI IMPOSBICHUSIMU
BHUPYCOB CEMeMCcTBa macro.

41. TIonmumopduk BUpychl. YpOBHHU MOIUMOphuU3Ma.

42. Crenc-BUPYCHI: 3arpy304HbIe, (paliIoBbIe, MaKpPO.

43. Pe3upeHTHBIC BUPYChl. XapaKTEPUCTUKU PE3UICHTHBIX BUPYCOB.

44. YTUAUTBI CKPBITOTO aIMUHUCTPUPOBAHUS.

45. TposiHCcKuit KoHB. Jlornueckas Gomoa.

46. Ilomumopdusie reHepaTopbl. CeTeBble BUPYCHI.

47. Metonbl OOHapYKEHHUS U YAAICHHUSI KOMIIBIOTEPHBIX BUPYCOB.

48. Tunbl aHTUBUPYCOB.

49. Ckanepsl, CRC-ckanepsl, biokuposmyiky, IMMyHU3aTOPBI.

50. JloxHoe cpabarbiBanue. CkaHupoBaHue 1o 3anpocy. CkaHHUpOBaHUE Ha
JeTy.

51. O6napyxeHue Heu3BeCTHOTo BHUpyca. [IpoHMKHOBEHHE B TaOIUILY
BEKTOPOB npepbiBanuii. Becrpananue B DOS. Jpyrue cnocoObl MPpOHUKHOBEHHUS.

52. OOGHapyXeHHe 3arpy304HOTO BHpYCa.

53. OOGHapyXxeHHe MaKpo-BUpYyca.

54. [lpodpunaktuka BHUPYCHOTO 3apakeHHs Kommbiorepa. OCHOBHbBIE
npaBuia 3alUThL.

55. BoccranoBieHne NopakeHHbIX BUPYycaMUi OOBEKTOB.

56. VYsa3BumocTts. Yrpo3a. Ataka. KOMIOHEHTHI CETEBOM aTakH.

57. Knaccugukanus ceTeBbIX aTak Mo COCTaBy.

58. Mogenu TpaAuIIMOHHBIX aTakK.

59. Knaccuduxamms cereBbix arak mo mnpumeHeHuto. KommyTtupyemas
uHppacTpykTypa. AHTH-CHUDDEPHI.

60. IP-spoofing. IlpotuBoxeiictBue crydunry. OTka3z B 0OCITyKHBaHUHU.
[IpotuBOAEHCTBUE.

61. Ataku Tuna Main-in-the-Middle.

62. ATtaku Ha ypoBHE npuioxeHuil. [TIpotuBoaeiicTeue.

63. CereBas pa3Bejaka. 3110ynoTpeOIeHHE T0BEPUEM.



64. Ilepeanpecaiusi HOPTOB NPHU CETEBOM B3aUMO/ICHCTBUMU.

65. Yposuu monenu [ISO/OSI.

66. Knaccuduxanus yAAJIEHHBIX aTak Ha pacnpeneieHHbIe
BBIYMCIIUTEIbHBIE CUCTEMBI.

67. Ananu3 cereBoro Tpaduka.

68. CrnocoObl aTaku TUIIA aHAJIU3 CETEBOrO Tpaduka.

69. IloameHa T0BepEHHOr0 OOBEKTA WU CyOBEKTA paclpeieIEHHON CeTH.

70. BHenmpenue B pacmpelnelieHHYI0 CETh JIOKHOTO OO0BEKTa IMyTeM
HaBS3bIBAHUS JIOKHOTO MapuIpyTa.

71. Araka tuna «JIoxneiii ARP-cepBep». Cuenapuii peanusanuu.

72. Peanuzaums araku Tuna JokHbIA DNS-cepBep. Cuenapuii  1:
3JIOYMBIIUICHHUK B OJHOM cerMeHre cetu ¢ DNS-cepBepoM, HO B pa3HBIX
CEerMEHTax C arakyeMbiM oObekToM. CueHapuii 2: 3J0YMBIIUIEHHUK B OIHOM
CErMEHTE CETH C aTaKyeMbIM XOCTOM, HO B pa3HbIX cerMeHTax ¢ DNS-cepBepom.
[IITopm DNS-3ampocos.

73. HaBsi3pIBaHHE XOCTY JOKHOTO MapIIpyTa C HCIOJIb30BAHUEM IPOTOKOJIA
ICMP c nenpto co3nanus JIOKHOTO MapuIpyTU3aTopa.

74. Ilpunnun moameHbl ogHoro u3 cyowrekroB TCP-coenuHeHus B ceTu
Internet.

75. IDS-cucrtemsl.

76. Tpu OCHOBHBIX TMOAXOAAa K OOHApYXEHUI0 aTak C MOMOUIbIO
IDS-cucrem.

77. HenocTtaTku COBPEMEHHBIX CUCTEM OOHAPYKEHHUS.

78. XoctoBas u cereBas IDS. XapakrepucTuku.

79. Ataku na IDS (Fragmentation Reassembly Timeoutattacks, TTL
Basedattacks, OverlappingFragments).

80. Curnatypnsble u noseaeHueckue [DS.

81. Pacmpenenénubie cucTeMbl 0OHAPYKEHUSI BTOP>KCHUI.

82. Cucremsl NpeAOTBPALICHUS] BTOPKEHUH.

83. OmnpenesieHUE HOBBIX METOJOB CETEBBIX BTOPKEHHUIA.

84. BapuaHTbl peakiivii Ha 0OOHapyXKEHHYIO aTaKy ¢ momoiisio IDS.

85. BreisiBiieHMEe  3JI0ynoTpeOJieHW TpU  aHaliM3e  CETEeBBIX  aTak.
OBPUCTUYECKUI aHAJIU3.

86. CocTaB U CTPYKTypa amnmapaTHOW peanu3allid CHCTEMbI OOHAPYKEHUS
BTOPKEHUU.

87. IlpecTyruieHusi, COBEPIIAEMBIE C UCIIOJIH30BAHUEM OAHKOBCKHUX KapT.

88. Krnaccudukarus 6aHKOBCKUX KapT.

89. Vs3BumMocTn MexaHu3Ma (YHKIIMOHUPOBAHMS OaHKOBCKUX KapT B
NPUBSI3KE K MPOLIECCUHTOBOMY LIEHTPY, OaHKaM SMUTEHTa U SKBaipepa.

90. Ananu3 cocrtossHUM HMHPOPMALMOHHON Oe30macHOCTH B padoTe
MIPOLIECCUHTOBOTO LIEHTPA.

91. JIMYHOCTH KOMIIBIOTEPHOIO NMPECTYITHUKA.

92. JIBa moaxoja K ONPEIEICHUIO JUYHOCTH MPECTYITHUKA.

93. PackpeITHE U paccie0BaHUE KOMIIbIOTEPHBIX PECTYIUICHUA.

TumoBble  CIEACTBEHHBIE  CUTyalldd  [EPBOHAYAIBHOIO 3Tama H



CJIEICTBEHHBIC JIEHCTBUS B 00JIACTH PACKPBITHS KOMIBIOTEPHBIX MPECTYTUICHU.

7.2.6. MeToauKka  BBICTABJIEHHUSA  OLEHKH TPH  TPOBEACHUU
MPOMEKYTOUYHOM aTTeCTAUU

IK3ameH npo8oOUMCcs N0 mecm-ouiemam, Kaxcowlll U3 KOMOPbIX COOEPHCUM
10 eonpocos u 3aoauy. Kaowcowiii npasunvhulli omeem Ha 60Npoc 8 mecme
oyenusaemcs 1 o6annom, sadaua oyenusaemcs 6 10 6annos (5 6annoe eephoe
peuieHue u 5 6annos sa eepHuiti omeem). MaxcumanvHoe Koauuecmeo HaAOPAHHbLIX
oannos — 20.

1. Oyenxa «Heyooenemeopumenvrnoy cmasumcs 6 ciyyae, eciu CmyoeHnm
Habpan menee 6 6aL108.

2. Oyenka «Yooeremeopumenvnoy cmasumcs 8 ciyuae, eciu CmyOeHm
Habpan om 6 0o 10 6annos

3. Oyenka «Xopowoy cmasumcs 6 ciyuae, eciu cmyoenm Haopanr om 11 0o
15 6annos.

4. Oyenka «Omauunoy cmaeumcs, eciu cmyoenm Habpanr om 16 0o 20
bannos.)

7.2.7 IIacopT OLIEHOYHBIX MATEPUAJIOB

Kon
Kontpompyemsbie pa3aensl (TeMbl) . HanmenoBanmue
Ne n/m KOHTPOJIMPYEMOI
JTUCIUTUTAHBI OLIEHOYHOT'O CPEJICTBA
KOMIIETEHIINH

1 OCHOBBI KOMITBIOTEPHBIX [1K-7.5 TecTt, kOHTpOIBHAS paboTa,

NPECTYIUICHU I 3alUTa J1abopaTOPHBIX
pabor, 3amura pedepara,
TpeOOBaHUS K KYPCOBOMY
MIPOEKTY. ...

2 PaccnenoBanue KOMIIBIOTEPHBIX I1K-7.5 Tecrt, koHTpONIBHAS paboTa,

MpeCTyIUIeHU ! 3aIuTa J1abopaToOpHBIX
pa0or, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY
MPOEKTY. ...

3 . I1K-7.5 TecTt, koHTpOIBHAS paboTa,

[IpoTuBoaelicTBHE KOMIBIOTEPHBIM

3aluTa J1abopaTOPHBIX
MPECTYIUICHUSM, OCYIIECTBISIEMBIM C

pabor, 3amura pedepara,
MCIOJIb30BaHUEM BPEIOHOCHOTO

TpeOOBaHUS K KYPCOBOMY
MPOrPaMMHOTO 0OecreueHus

MIPOEKTY. ...

4 . IK-7.5 TecTt, koHTpOIBHAS paboTa,

[TpoTHBOAEHCTBHE KOMITBIOTEPHBIM

3aluTa J1abopaTOPHBIX
MPECTYIUICHUSM, peaTn3yeMbIM BXOJIE

pabor, 3amura pedepara,
MIPOBE/ICHUS KOMITBIOTEPHBIX CETEBBIX

TpeOOBaHUS K KYPCOBOMY
aTax

MIPOEKTY. ...

5 . I1K-7.5 Tecrt, koHTpONIBHAS paboTa,

[IpoTuBoaeiicTBHE KOMIIBIOTEPHBIM
N 3aIuTa J1abopaToOpHBIX

MPECTYIUICHUAM myTéM

pa0or, 3amura pedepara,
peaiv3allii  MOJUTUKU

TpeOOBaHUs K KypCOBOMY
0e30macHOCTH

MPOEKTY. ...

6 [IpenoTBpaienne komnbroTepabix  |[1K-7.5 TecTt, koHTpOIBHAS paboTa,
IPECTYIUICHUI B 3alUTa J1abopaTOPHBIX
COIIMAIBHOU U pabor, 3amura pedepara,
0aHKOBCKOM cepax TpeOOBaHUS K KYPCOBOMY




| | [mpoexry....

7.3. Mertoauyeckue MaTepHaJbl, OINpeleJAlIHe NPOUeAyPbI
OLICHMBAHUSA 3HAHUI, YMEHUI, HABBIKOB U (MJIM) ONBITA AeATEJIbHOCTH

TecTupoBanne OCyIIECTBISETCS, JUOO TPU TOMOIMA KOMIIBIOTEPHOU
CHUCTEMbI TECTHPOBaHHUA, JUOO C HMCIOJIb30BAHUEM BBIJIAHHBIX TECT-33JIaHUM Ha
OymaxxHoM Hocutene. Bpems tectupoBanHusi 30 MuH. 3aTeM OCYIIECTBIISETCS
MIPOBEPKA TECTa 3K3aMEHATOPOM M BBICTABIISIETCS OLIEHKA COTJIACHO METOAUKHU
BBICTABJICHUS OLIEHKH MPU MPOBEACHUU TPOMEKYTOUYHOM aTTECTALINH.

Pemenne craHmapTHBIX 3a/lad  OCYUIECTBIISIETCS, JUOO TPU TMOMOIIH
KOMITbIOTEPHOM CUCTEMbI TECTUPOBAHUS, JINOO C UCIOIB30BAHUEM BhIJJAHHBIX 3a7a4
Ha OyMakHOM HocuTene. Bpems pemenus 3agad 30 MmuH. 3aTeM OCYIIECTBISETCS
MpOBEpPKA PEHICHUS 3a/lady 3K3aMEHATOPOM M BBICTABIISIETCA OIIEHKA, COIJIACHO
METOJMKH BBICTABJICHHS OLICHKH MPU MPOBEICHUHN TPOMEXKYTOUHOM aTTECTAlIUH.

Pemenne mnpukiagHBIX 3amad  OCYMIECTBISACTCS, JUOO TPHU TOMOIIH
KOMITBIOTEPHON CUCTEMBI TECTHPOBAHUSA, INOO C UCTIOIH30BAHNEM BBITAHHBIX 33144
Ha OyMakHOM HocuTene. Bpems pemenus 3agad 30 muH. 3aTeM OCYIIECTBISETCS
MpOBEpPKA PEHICHUS 3a/lad 3K3aMEHATOPOM M BBICTABIISIETCA OIEHKA, COIJIACHO
METOJMKH BBICTABIICHUS OLICHKH IPU MMPOBEICHUH IPOMEKYTOYHON aTTECTALIUH.

8 YYHEBHO METOANYECKOE U HTH®OPMALIMOHHOE
OBECIHEYEHUME JUCIUIIJIMHBI)

8.1 IlepeyeHb y4eOHOIl JUTepaTypbl, HEOOXOAMMOW /JISI OCBOEHMS
AUCHUIJIMHBI

1. Dnunemun B TEIEKOMMYHUKAITMOHHBIX ceTsx [Tekcr] / mox pen. 1. A.
HoBukosa. - Mocksa : ['opsiuast nunus - Tenexkom, 2018. - 282 c. : uin. - (Teopus
CeTEeBbIX BOMH. No 1). - bubmuorp.: c. 231-245 (244 nazs.). - ISBN
978-5-9912-0682-2 : 736-00.

2. Arakyemble B3BemieHHbIe ceTH [Tekct] / mox pen. JI. A. HoBukosa. -
Mockga : I'opsiuast munus - Tenekom, 2018. - 247 c. : un. - (Teopus ceTeBbIX BOIH.
Ne 2). - bubnumorp.: c. 201-213 (214 nHa3B.). - ISBN 978-5-9912-0684-6 : 708-00.

3. ConuanbHble CETU U JeCTPYKTUBHBIN KOHTEHT [ Tekct] / mox pex. . A.
HoBuxkosa. - Mocksa : 'opsiuas nuaus - Tenekom, 2018. - 274 c. : wi. - (Teopus
ceTeBbIX BOMH. No 3). - bubmuorp.: c. 224-239 (278 nazg.). - ISBN
978-5-9912-0686-0 : 719-00.

4. Meroaudeckoe oOecrniedeHUe OIEHKA M PEryJupoBaHUsl PUCKOB
pacrpeiesieHHbIX HHQOPMAIMOHHBIX cucTeM: Yuel. mocodue / I'. A. Ocrarnenko [u
ap.]. - Boponex: ®I'BOY BIIO "BopoHekcKuil TocyAapCTBEHHbIA TEXHUYECKUN
yauBepcutet", 2011. - 178 c. - 182-77; 250 3k3.

5. Ocranenko A.I'. Merogosnorus puck-aHaianu3a U MOAEIUPOBAHUS
KHOCPHETUYECKUX  CHCTEM,  aTaKyeMbIX  BPEJOHOCHBIM  MPOTPAMMHBIM
obecrieuenneM [DnekTpoHHBINA pecypc]: Yueb. mocodue / A. I'. Ocranenxo, /1. T
[Tnotaukos, C. B. Mamun. - DnektpoH. TekctoBbie, rpad. man. (112 K6). -
Boponex: ®PI'BOY BIIO "BopoHekckuil rocy1apCTBEHHBIN TEXHUYECKUN
yauBepcutet", 2012. - 1 daitn. - 30-00.



JlonmonHuTenbHasa JUTEpaTypa:

1. OOHapyXeHUe CETEBbIX BTOPXKEHUHU [DJEeKTpoHHBIM pecypc]| : Yueo.
nocoowue. - DNEKTPOH. TeKCTOBLIE, rpad. naH. (423 KO ). - Boponex : ®I'bOY BIIO
"BopoHexxckuii Tocy1apCTBEHHBIN TexHU4Yeckuil yuusepcutet”, 2013. - 1 daiin. -
30-00.

2. Monenu oOHapy»EHUsI CETEBbIX BTOPXKEHUM [DJIEKTPOHHBIA pecypc] :
VYueb. nocobue. - IIEKTPOH. TEKCTOBLIE, rpad. naH. (652 K6 ). - Boponex : ®I'bOY
BIIO "BopoHexckuil rocyaapCTBEHHbIM TexHU4Yeckuil yHusepcurer', 2013. - 1
daiin. - 30-00.

3. MeTtoanueckre yKka3aHusi K KypcOBOMY MPOEKTUPOBAHUIO MO JUCHUILINHE
«KommproTepHBbIE MPECTYIUICHHSI B PACTIPEEICHHBIX KOMITBIOTEPHBIX CHCTEMAaX)»
st ctynentoB crnenuanbHocTH 090301 «KommbroTepHas 6€301macHOCThY OYHOU
dbopmbl 00yueHus [DmextpoHHbI pecypc] / Kad. cucrem wuHbOpManmoHHON
oesonacnoctu; Cocrt.: I'. A. Ocranenko, A. E. JlemuHa. - DJIeKTPOH. TEKCTOBbIE,
rpad. nad. (820 K6). - Boponex : ®I'6OY BIIO "BopoHnexckuii rocy1apcTBeHHbBIN
texHuueckuit yausepcuret", 2015. - 1 daitn. - 00-00.

4. MeTtonuyeckue yka3aHUsl K CaMOCTOATENbHBIM paboTaM MO AUCLMILIMHE
«KomnploTepHble MPECTYIUICHHUS] B PaclpeeIeHHbIX KOMIIBIOTEPHBIX CHCTEMAax»
s crynaentoB cnenuanbHocT 090301 «KommbroTepHass 0€30macHOCTE» OYHOM
dbopmbl 00yueHust [DnekTpoHHbI pecypc] / Kad. cucrtem wuHbopManuoHHON
oe3omacHoctr; Coct.: I'. A. Ocrtanenko, A. E. [lemuHa. - D1eKTPOH. TEKCTOBHIE,
rpad. nas. (427 Ko6). - Boponex : ®I'bOY BIIO "Boponexckuii rocyaapCcTBEHHBIH
TexHnuecku yuusepcutet", 2015. - 1 daiin. - 00-00.

5. Ocranenko, [I'.A. JlormKo-IMHIBHCTHYECKHE MOJEIM aTak Ha
KOMITBIOTEPHBIE CUCTEMBI [ DIIEKTPOHHBIN pecypc] : Yueb. mocobue / mox pea. A. T
OctaneHko. - DIEeKTpOH. TeKCTOBbIC, Tpad. maH. (8452435 OGaiit ). - BopoHex :
['OYBIIO "BopoHexckuii Tocy1apCTBEHHbIN TeXHUYeCKUui yHuBepcuTet', 2008. -
1 daiin. - 30-00.

6. Komnbiorepusle mpectyiuieHuss B cepe rocyqapCTBEHHOTO U
MmyHununansHoro ynpasienus / B. I'. Kynakos, A. K. ConoBbes, B. I'. Ko6s1110B;
nox. pena. A. I'. Ocranenko. - Boponex: BU MBJI Poccun, 2002. - 116 c. - ISBN
5-88591-002-4: 20.00.

7. Ocranenko, I'.A. KoMnbloTepHbI€ NPECTYIICHUS [ DJIEKTPOHHBINA pecypc]
: Y4ueb. mocobue. - DeKTpoH. TekcToBbie, rpad. aaH. ( 1,37 M6 ). - Boponex :
®I'bOY BIIO "BopoHeXCKHIl TOCyJapCTBEHHBIM TEXHUYECKUN YHHBEPCHUTET',
2013. - 1 daiitn. - 30-00.

8. ypo  B.IL.  IlporpammHuo-ammapatHas  3amura  WHGOPMAIIH
[DnmexkTpoHHBI pecypc] : yueb. mocobue. - DnekTpoH. naH. (1 daiin :6681088 Oaiir).
- Boponex : T'OYBIIO "BOpOHEXCKHII TOCYyIapCTBEHHBIH TEXHUYECKUI
yauBepcutet"”, 2006. - 1 daiin. - 30-00.

9. MonenupoBanue MHGOPMAIIMOHHBIX OlNepauuidi W atak B cdepe
roCyIapCTBEHHOTO M MYHUILIMITAJILHOTO ypasieHus: Monorpadus / noxg pen. B.U.
bopucoga. - Boponex: BU MB/] Poccuu, 2004. - 144 c. - 100-00.

10. OnTuManbHBIi CUHTE3 M aHAIU3 d(PPEKTUBHOCTU KOMIUIEKCOB 3allUThI
uHdopmaruu: Monorpadwusi / B. I'. Kymnakos [u ap.]. - Boponex: BI'TY, 2006. - 137



c. - 30-00

11. Ocranenko, I".A. HelipoHHbie Mojenn 0OHApYKEHHUSI BTOPKEHUM U aTak
Ha KOMITBIOTEPHBIE CETH [ DJEKTPOHHBIN pecypc] : yuel. mocodue. - DNEKTPOH. J1aH.
(1 daiin : 2402K06). - Boponex : TOYBIIO "BopoHexckuii rocyaapCTBEHHbBIN
texHuueckuit yausepcuret", 2007. - 1 daiin. - 30-00.

12. lllep6akoB, B.b. OOHapyxeHue BTOpPKEHHWM Ha OCHOBE aHajau3a
(GbparMeHTOB YHUTApHOTO Koja [DJeKTpoHHBIA pecypc] : yueO. mocobue. -
OnextpoH. gaH. (1 ¢aiin : 1454 KO6). - Boponex : 'OYBIIO "Boponexckuit
rocyaapcTBeHHbIN TexHnyeckuit yuusepcurer”, 2007. - 1 daiin. - 30-00.

13. [Tapxomenko, A.Il. OcHoBHble NpoOIAEMBI U OCOOEHHOCTH 3aIUTHI
nHpopMmaruu B OAHKOBCKHMX CHCTEMax: MOJICIH HapyIIHTeNeH [DIEeKTPOHHBIN
pecypc] / mon pen. I'. C. OctaneHko. - DIeKTpoH. TeKCTOBBIC, Tpad. maH. ( 1245435
Oaiit ). - Boponex : 'OYBIIO "BopoHexckuil rocyAapCTBEHHbIA TEXHUYECKUI
yauBepcutet", 2008. - 1 daitn. - 30-00

14.KoMnblOTEpHBIE NPECTYIUIEHUS [ DNEKTPOHHBIN pecypc] : MeToauueckue
yKa3aHUs K BBINOJIHEHUIO MPAKTUYECKUX 3aHSATUH 1O Yy4eOHOM JMCLMIUIMHE
"KommnbloTepHble  MPECTYIJIEHWS B PaCHpeNesUTeIbHbIX  KOMITBIOTEPHBIX
cucrtemax" s ctyneHToB crenranbHocTu 090301 "KoMmbroTepHast 6€301acHOCTh"
ouHo hopmbl 00yuenust / Kad. cucrem nndopmanrontoit 6ezonacaoctu; Coct.: I'.
A. Ocranenko, K. B. CumoHOB. - DnekTpoH. TekcToBble, rpad. naH. ( 3478 Ko). -
Boponex : ®I'BOY BIIO "BopoHeXCKHMH TOCYJapCTBEHHBIA TEXHUYECKUN
yauBepeutet"”, 2012. - 1 ¢aitn. - 00-00.

15. TOCT P UCO/M3K TO 18044-2007. NudopmMalimoHHast TEXHOJIOTHUS.
Metonsl u cpeacTBa obecrieueHus: 0€30MacHOCTH. MEHEKMEHT WHLUCHTOB
uH(GOPMaIIMOHHON 06€30MacCHOCTH

16. TOCT P UCO/MBK 27007-2014. WudpopmanmoHHas TEXHOJOTHUS.
MeTtonb! u cpeacTBa obecnieueHus 0e30macHocTU. PykoBOJCTBa 10 ayAUTY CUCTEM
MEHeKMEHTa MHPOPMAIIMOHHON 0€30MacHOCTH

8.2 Ilepeyenr MHPOPMANMOHHBIX TEXHOJIOTHI, HCIOJb3yeMbIX NPHU
OCYILIECTBJIECHMN O00pa30BaTeJLHOI0 MNpolecca MO JUCHUIJIMHE, BKJIIOYAS
nepeyeHb  JIMIEH3HMOHHOr0  TPOrPaMMHOro0  olecmedyeHusl, PecypcoB
UH(POPMAIMOHHO-TEJIEKOMMYHUKAUUOHHOU ceTu «HTepHeT», COBpEeMEeHHbIX
npogeccHOHAIbHBIX 023 JaHHBIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM:

1. http://www.edu.ru — moptan MunucrepcrBa oOpa3oBanus u Hayku PD

2. http://www.ict.eduru — cucrema ¢denepanbHpiIx 00pa3z0BaTENbHBIX
noptanoB «MKT B oOpazoBaHum»

3. http://www.openet.ru - Poccuiickuii mopTasi OTKpbITOro 00pa3oBaHUs

4. http://www.mon.gov.ru - MuUHUCTEPCTBO 00pa3oBaHUS W HAYKH
Poccuniickon @enepanun

5. http://www fasi.gov.ru - denepanbHOE areHTCTBO MO HAYKE U MHHOBALIUSIM

http://www.consultant.ru/document/cons_doc LAW_ 220885/

6. denepanbuplii 3akoH "O 0€30MaCHOCTH KPUTUUYECKOW MH(OPMAIIMOHHON
uHppactpyktypsl Poccurickoit deaeparuu" ot 26.07.2017 N 187-D3

7. Tpynootii koaekc P®. 'masa 14.  https:/www.msu.rw/info/is/docs/1/197fz.pdf

8. Yka3 IIpesunenta Poccuiickoit @enepannu ot 02.07.2021 r. Ne 400



http://www.consultant.ru/document/cons_doc_LAW_220885/
https://www.msu.ru/info/is/docs/1/197fz.pdf

«O Crpareruu HanoHajabHoOU 6e3omacHocT Poccuiickoit denepannm

http://www.consultant.ru/document/cons_doc LAW 389271/

9. Caiit banka nannbix yrpo3 6e3omacHocTd nHopmannun ®CTIK Poccun.

https://fstec.ru/

10. Omnepaunonnas cucrema Kali Linux, coxepxamas cpeacTsa
JEMOHCTPALIMA KOMIIBIOTEPHBIX aTakK, a TAKXKE CPEJICTBA KOHTPOJISI 3alIUIIEHHOCTH
MH(OPMAIMOHHBIX CUCTEM METOJIOM TECTUPOBAHUS HA MPOHUKHOBEHUE

https://www.kali.org/

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJAUMASA IJIAA
OCYHECTBJIEHUSA OBPA3OBATEJIBHOT'O ITPOLHECCA

1. Kommiekr [eHCTBYIOIIMX HOPMATUBHBIX JOKYMEHTOB B 00JacTH
KOMITBIOTEPHBIX TIPECTYIUICHUH 1 obecriedeHnst 6€30macHOCTH WH(POPMAITMOHHBIX
CHUCTEM.

2. KoMIbIOTEpHBIN KIIACC M KOMIBIOTEPHBIE MPOTPAMMBI JJIs1 IEMOHCTPALIUU
KOMITBIOTEPHBIX CETEBBIX aTaK U MEp 3aLIUThI OT HUX.

[IpoexTop 1 HOYTOYK.

10. METOAUYECKUE YKA3ZAHUSA IJIAA OBYYAIOHIUXCS 11O
OCBOEHHIO JUCIIUIIJIMHBI MOY JIs1)

[To mucummmuae «KommblOTepHBIE MPECTYIUICHUS B WH(OOPMAITMOHHBIX
CUCTEMAaX M CETAX» YUTAIOTCS JIEKIIUU, IPOBOAATCA Ja00paTopHbIe pabOTHI.

OCHOBOIl M3y4YeHMS JUCUMUIUIMHBI SIBJISIOTCA JIEKIMM, Ha KOTOPBIX
U3JIaratoTcs HauOoJiee CyIIECTBEHHbIE U TPYAHbIE BONPOCHI, & TAKXKE BOIPOCHI, HE
HAIIEIINE OTpaXXeHHs B yueOHOI TuTeparype.

JlabopaTopHbie pabOThI BBIMOJHSAIOTCS HA JaOOPATOPHOM OOOPYIOBAHUU B
COOTBETCTBUU C METOJIMKAMMU, PUBEJICHHBIMU B YKA3aHUSIX K BBITIOJHEHUIO PadoT.

Bup yueOHbIX

o JleATenbHOCTh CTyIeHTa
3aHATUN

Jlexkuuns Hanucanne koHcnekTa JEKUM: KPaTKO, CXEMATUYHO, MOCIIEI0BATEIBHO
¢buKcUpoBaTh OCHOBHBIE  TIOJIOKEHUS, BBIBOABL,  (OPMYIHUPOBKH,
00001IeHNs; MOMEYaTh BAKHBIC MBICIH, BBIICISTH KIIOUEBBIC CIIOBA,
TepMuHBbl. [IpoBepka TEpMHHOB, MOHITUN C MOMOIIBIO ASHUMKIONEIUN,
CJIOBaped, CIPAaBOYHUKOB C BBHINMCHIBAHUEM TOJKOBAaHUN B TETPA[b.
O6o3HaueHue BOMPOCOB, TEPMUHOB, MaTepuana, KOTOPHIE BHI3BIBAIOT
TPYZHOCTH, IIOMCK OTBETOB B pPEKOMEHAyemou mureparype. Ecnu
CaMOCTOSITENILHO HE yJaeTcsl pa3o0parbcs B MaTepuaie, HE0OXOAUMO
chopMyIUpOBaTh BOMPOC U 3a7aTh MPEMOJABATENI0 HA JISKIMHA WIH Ha
MIPAKTUYECKOM 3aHSATHUU.

JlaGopatopnas pabora|J/laGopaTopHble ~ pa®OTBl ~ TO3BOJSAIOT ~ HAYYUTHCS  NPUMEHSTH
TEOpPETHUYECKHE 3HAHUS, IIOJIydeHHbIE HA JIGKIUH NpU PEHICHUH
KOHKpETHBIX 3afad. YToObl Hamboyee palMOHAIBLHO W  IOJHO
HCTIOJIF30BAaTh BCE BO3MOKHOCTH JIAOOPATOPHBIX JJISI MMOJTOTOBKH K HUM
HE0OXOIMMO: CIeAyeT pa3o0parh JEKIUIO0 MO COOTBETCTBYIOIICH TeMme,
O3HAaKOMHUTCSI C COOTBETCTBYIOIIMM pa3/enoM ydeOHHKa, mpopaboTaTh
JOTOJIHUTEIBHYIO JINTEPaTypy M HCTOYHUKH, PEIIUTh 33Ja4d WU
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BBIITOJIHUTH APYTUEC IMMCbMCHHBIC 3aIaHU .

CamMocTosTenpHast
paborta

CamocrosrenbHas paboTa CTyI€HTOB CIIOCOOCTBYET IITyOOKOMY YCBOCHUS
y4eOHOro Marepuajga ¢ Pa3BUTHIO HABBIKOB CcaMOOOpa3OBaHMS.
CamocrodrenbHas paboTa MpeanoaaraeT ciaeIyloIue COCTaBIsI0IINeE:

- paboTa ¢ TekcTamMu: y4eOHMKAaMH, CHPaBOYHHKAMHM, JOTIOJHUTEIbHON
JUTEPaTypOi, a TakKe NMpopaboTKa KOHCIIEKTOB JICKLIUH;

- BBIITOJTHEHUE JOMAITHHUX 3a/IJaHAN U PAcueTOB;

- paboTa HaJl TEeMaMU JIJIsl CAMOCTOSTEIBHOTO U3YUCHUS;

- ydacTie B paboTe CTy/I€HUYECKIX HAyYHBIX KOH()EPEHIINH, ONMMITHAT;

- TOJITOTOBKA K MMPOMEKYTOYHOH aTTECTAIUH.

ITonroroBka K
IIPOMEKYTOUHON
aTTecTaluu

['OTOBUTBCS K MPOMEXKYTOYHOW aTTECTALUU CIEIYeT CUCTEMATUYECKH, B
TeueHue Bcero cemectpa. MHTeHCHBHAsS OJATOTOBKA J0JKHA HAYAThCSI HE
MO37HEe, YeM 3a MECAL-MOJITOpa 10 MPOMEKYTOUHOM aTTeCTallUU.
JlanHBIE TIEpeN SK3aMEHOM, DK3aMEHOM Tpu IHA d()QeKTuBHEE BCEro
WCIOJIb30BAaTh I MOBTOPEHHS M CHUCTEMAaTH3allui MaTepraa.
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