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1 OEJAU U 3AJJAYU JUCHUTTJIMHBI

1.1. Hean aucuuninHbI

ObecnieunTh yCBOGHHE OYIYIIMMHM WHXEHEpaM, CHEUUATU3UPYIOMIMMCS B
0o0JaCTH OpraHu3alid M TEXHOJOTUU 3allUThl MH(OpMAIUHU, MOBEICHYECKUX
MOTHBOB, II€JIe, YCIOBUA H MEXAaHU3MOB COBEPUICHUS KOMIIbIOTEPHBIX
MPECTYIJICHUH, a TaKKe 3aKOHOAATEIIbHBIX OCHOB UX MPEJOTBPALLIEHUN

1.2. 3agauu ocBOeHUSA JUCHUIIINHBI

1.2.1. TIlpuButh HaBbIKU (GOPMUPOBAHUA TpeOOBAaHUI MO  3aIUTE
uHpopmaruu B pa3anaabix KC.

1.2.2. O3HakoMuTh ¢ TpeOOBaHUSAMU K 3alllUTe aBTOMATU3UPOBAHHBIX
uHpopmarnmonnsix cucreM (MC) ot HecankimonupoBannoro aocryna (HCJI) na
teppuropun Poccurickonn denepanuu.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII
Hucuuminaa «KoMIbIOTEpHBIE PECTYIUICHUSI B KOMITBIOTEPHBIX CHUCTEMaX
U CETSIX» OTHOCUTCA K JUCHUIUIMHAM 4YacTu, (QOpMHUPYEeMOW Y4YaCTHUKAMHU
o0Opa3zoBaTeIbHBIX OTHOUIEHUN (IMCHMILIMHA 0 BBIOOPY) O10Ka B1.

3. IEPEYEHDb IIVTAHUPYEMBIX PE3YJIBTATOB OBYYEHMUSI 110
JUCHHUITIMHE
[Ipouecc w3yyeHunss aUCUUIUIMHBI «KOMIBIOTEpHBIE MPECTYIUIEHUS B
KOMIIBIOTEPHBIX CHUCTEMaX U CETSIX» HampamieH Ha (GOPMUPOBAHUE CIICAYIOIIMX
KOMIICTCHITU:

[1K-4.4 - CmnocoOeH yd4acTBOBaTh B TMPOBEJIECHUU OKCHEPTU3BI TPHU
paccieloBaHuU KOMITbIOTEPHBIX MPECTYIUICHU, TPAaBOHAPYIIICHUI 1 MHIIUIEHTOB
[IK-4.7 - CmnocobeH yd4acTBOBaTh B pabOTax IO MPOTHUBOJICUCTBUIO

WHOOPMAIIMOHHBIM aTakaM W ONepalusaM, peau3yeMbIM B KOMITBIOTEPHBIX
CUCTEMAX U CETSIX

KoMuerenmist Pe3ynbTaThl 00y4eHusi, XapaKTepu3youue
c¢opMHPOBAHHOCTH KOMIIETCHIIUH
I1K-4.4 3HATh
yMETh
BIIAJIETh
I1K-4.7 3HATh
yMETh
BIIAJIETh

4. OBBEM JUCIUITJINHBI
OO6miast TpyA0€MKOCTb AUCHUIIINHBI « KOMIIBIOTEpHBIE MIPECTYIUICHUS B
KOMITBIOTEPHBIX CUCTEMAX U CETAX» COCTaBsieT 12 3.e.
Pacnpenenenne TpyJ0€MKOCTH JTUCIUIUIMHBI 10 BUIaM 3aHATHIA
o4Hasi popma o0yueHust



Bunet yueOHO# paboThI

Bcero

Cemectpsl

qacCcoB

9 10

AyauTopHble 3aHATHS (BCEro)

180

72 108

B TtoMm uuncie:

Jlexnun

72

36 36

JlabopaTtophsbie padotsl (JIP)

108

36 72

CamocrosiTesibHasi padoTa

216

36 180

KypcosBoii npoexkr + +
Yackl Ha KOHTPOJIb 36 - 36
Bunbl npoMexyTOYHOM aTTecTanuu - + + +

9K3aMCH, 3a4CT C OHGHKOI?I

OO6m1ast TpPyJ10€MKOCTb:
aKaJeMUIYECKHUE YaChI

3a4.eq.

432
12

108 324
3 9

5. COAEPKAHME JUCHUILTAHBI (MOIYJIST)

5.1 Copnep:xxanue pa3aejioB JUCHUIVIMHBI W pacnpejejieHHe
TPYAOEMKOCTH 110 BHAAM 3aHATHHA
ouHas ¢popma 00y4eHus
r{\i HaumenoBanue tembl Cogepxanue pasjena Jlexiy J;I;If.' CPC B:ZI;O’
1 |OcHoBel kommbroTepHBIX |[lOHSTHE W pa3HOBHAHOCTH KOMITBFOTEPHBIX
MIPECTYIUICHUH NpecTyiuieHuid.  XapaKTepucTHKa  KOMIBIOTepHBIX| 12 12 12 36
NIPECTYIICHUH
2 |PaccnenoBanue 0O030p yrpo3 MOJUTHKE 0E30TTACHOCTH KOMITBIOTEPHBIX
KOMITBIOTEPHBIX cucteMm. [lepeuenn mozaeneit
MIPeCTyIUICHNIT PackpeiThe W paccieoBaHHE  KOMIBIOTEpHBIX| 12 12 12 36
TpecTyIUieHni. 3aKkOHOaTeIbHAsT OCHOBAa OOPBOBI C
KOMITBIOTEPHBIMHU IPECTYIUICHHAMI
3 |[poTtuBoneiicTBue JeranbHbll  aHAIM3 BPEIOHOCHOTO IMPOrpaMMHOIO
KOMITBIOTEPHBIM obecrieyeHusI. Knaccuduxauus BHPYCOB.
MPECTYILUICHUSM, OBpHUCTHYECKUH ~ aHANM3. AHaIM3  pa3pyIIAOLINX
OCYIIECTBICMBIM ¢| BO3/1eHCTBHI IPOrPaMMHOTO 00ECTICYEeHHUS 12 12 12 36
HCTIOJIb30BaHHEM
BPEIOHOCHOTO
MIPOrPaMMHOTI0
obecreueHus
4 |IIpotuBoneiicTBue Komnerorepubie CeTeBbIe aTaKu. YV nanexHsle
KOMITBIOTEPHBIM KOMIIBIOTEpHBIE ~ CETEBBIC aTaKH: pacIpeeleHHbIe
MPECTYILUICHUSM, noaxoapl  opranmsanud. CHcCTeMbl  OOHapyKeHHs
peamm3yeMbBIM B XOJ€|BTOPKEHHS U MEKCETEBOTO IKPAHHPOBAHHSI. 12 24 60 96
IIPOBEIECHUS
KOMIIBIOTEPHBIX CETCBBIX
aTak
5 |IlpotuBosaeiicTBre AHanu3  pa3pyllaloIiuX — BO3ICHCTBHIL. MeTtoanl
KOMITBIOTEPHBIM oOHapyxeHuss u 0opbObl. [lomuTukm Ge3omacHOCTH
NPECTYIUNIeHHAM  NyTéM|kommbroTepHbIX — cucteM. OpraHusanus — cerepoi| 12 24 60 96
peaM3alud  MOJIUTHKH | TIOJIMTHKH O€30MaCHOCTH
6€30MaCHOCTH
6 |IIpenotBpamicHne XapaKkTepuCTHKa OCHOBHBIX BMJIOB NPECTYIUIEHHH C
KOMITBIOTEPHBIX HCIIONB30BaHMEM OaHKOBCKHX IUIACTHKOBBIX — KapT.
MIPECTYILUICHUI B| KommbroTepHBIE TIpECTyIUIEHUS Ha COLMATILHEIC 12 24 60 96
COLMATILHOM u| nHpOpMALMOHHBIE CeTH. IpenynpexneHue
6aHKOBCKOI1 chepax KOMIIBIOTEPHBIX MPECTYIUICHUH.
Utoro| 72 108 216 396




5.2 IlepeveHb 1a00pPaTOPHBIX padoT

1. JTaboparopHas padota No 1. AHanu3 ataku, OpUEHTUPOBAHHON Ha B3JIOM
MPOrPaMMHOT0 OOecreueHus, yTEM 00X0/1a MPOoLEAyphl aBTOPU3ALIHH.

2. JJaboparopnast pabora No 2. IlpoBeneHue aHamu3a COBPEMEHHOTO
aHTUBUPYCHOIO TporpamMmHoro obecnedyenus: (Avira, Norton AntiVirus, Panda,
Kaspersky, McAfee, NOD32, Avast, Dr.Web).

3. JJaboparopnast pabota Ne 3. [IpoBenenus CpPaBHUTEIbHON
XapaKTEPUCTHKU COBPEMEHHBIX MEKCETEBBIX SKPAHOB.

4. JIaboparopras padota Ne 4. IlpoBenaeHuwe aHamm3a pabOTHI CETEBBIX
ckanepoB. (Tcpdump, Sniffer Pro, NetXray, MS Network Monitor, Novell's
LanAlyzer, Wireshark).

5. JJabopaTtopnas padota Ne 5. [TpoBeeHre aHanu3a CUCTEMbI OOHAPYKEHUS
BTOpKEHUI Snort.

6. JJaboparopnas pabota Ne 6.  IlpoBenenue  aHanm3a  IMOACHCTEMBI
6e3onacHoctu B cemeiictBe OC Windows.
7. JJaboparopnas pa6ota Ne 7. IlpoBenenue  aHaiam3a  IMOJACHCTEMBI

oe3omacuoctu B OC Unix.

6. IPUMEPHAS TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT)
N KOHTPOJIBHBIX PABOT

B cootBeTcTBUM ¢  Y4eOHBIM IUJJAHOM  OCBOCHHUE  JIUCIUILIMHBI
MPElyCMaTPUBAET BBIMIOJHEHUE KYpPCOBBIX MPOEKTOB B 10 cemecTpax s O4HOM
dbopmbI 0O0yUEeHUSI.

[TpumepHas TeMaTHKa KYpPCOBOTO MPOEKTA! «PaccnenoBanue
KOMIIBIOTEPHBIX npecTyiuieHnit B PKC, oCyIecTBIIEMBIX ¢ HCITOJIb30BaHKEM WeD-
TEXHOJIOTUI»

3agauu, peruaeMble IPU BBIOJIHEHUU KYyPCOBOTO MTPOEKTA:

* 3aKpPENUTh 3HAHUE OCHOBHBIX MPUHIMMNOB NOCTpoeHus 3amumenHbIx PKC;

* 3aKpENUTh 3HAHMS OCOOCHHOCTEW 3aluThl HMHPOpPMAlUA Ha Yy3Jax
KOMITBIOTEPHOW CETH, OCHOBHBIC KaTerOpuu TpeOOBaHWN K MPOrPaMMHOW U
MpOTpaMMHO-aNnapaTHON peain3aluu CPpeICTB 3alUThl THHOPMALIUH.

KypcoBoii mpoekT BkiIoYar B ce0s rpauyeckyr0 4acTb U PaCUYETHO-
MOSICHUTEIIBHYIO 3aAIKUCKY.

7. OHUEHOYHBIE MATEPHUAJIBI U151 TPOBEJIEHUSA
MPOMEXYTOUYHOM ATTECTAIIMA OBYYAIOIIIUXCS 1O
JUCHUTIJIMHE

7.1. Onucanue moka3zaresieil 1 KpuTepHeB OLEHMBAHUA KOMIIeTEHIIMIA
HA Pa3/IMYHbIX ITanax ux (pOpMHUPOBAHNS, ONUCAHNE IKAJ OLleHMBAHUSA

7.1.1 ITan Tekymero KOHTPOJisi

Pe3ynpTarsl TEKYIIETr0 KOHTPOJISI 3HAHUA U MEXKCECCUOHHOW aTTECTALIUU
OLICHUBAIOTCS I10 CIEIYIOUIEN CUCTEME:

«aTTECTOBAH»;

«HE aTTECTOBAH.



Pe3yabTaThl 00y4enus,

Kowne- FapaRTCPISVIOIe Kputrepun ATTecToBaH He aTrecToBan
TeHIHs chopMHPOBaHHOCTH OLlCHUBAHUSA
KOMIIETCHITUU
I1K-4.4 3HaTh (IEPEHOCUTCA | yKajKuTe KpUTepui Brimonnenue pador B|  HeBbimonHeHue
u3 pasgena 3 paboueit CPOK, paboT B CPOK,
IIPOrPaMMBbI) HPEIyCMOTPEHHBIN B | IPEeIyCMOTPEHHBIN B
pabounx nmporpammax | pabouux mporpamMmmax
YMETb (MIEPEHOCUTCS | YKaXKUTE KPUTCPHUHA Brmonaenne padot B Hesbimonnenue
u3 pasnena 3 paboueit CPOK, paboT B CpOK,
IIPOrPaMMBbI) MPEeIyCMOTPEHHBIN B |IIPeAYCMOTPEHHBIH B
pabounx rnporpammax | pabouux nmporpamMmmax
BIIAACTh YKaKUTE KPUTEPU Brmmonaenne pabor B Hesbimonnenue
(mepeHocurcs U3 CpOK, paboT B CPOK,
pasnena 3 paboueit [IPELYCMOTPEHHBIH B | IPEAYCMOTPEHHBI B
IIPOrpaMMBbl) pabounx nporpamMmax |pabo4ux nporpammax
I1K-4.7 3HaTh (IEPEHOCUTCA | yKajKuTe KpUTepui Brimonnenue pador B|  HeBbimonHeHue

u3 pasaena 3 paboueit
IIPOTpaMMBbI)

CPOK,
IPeyCMOTPEHHBIN B
pabouux mporpammax

paboT B CPOK,
IIPEyCMOTPEHHBIN B
pabounx mporpaMmax

yYMeTb (IepeHOCHUTCS
u3 pasgena 3 paboueit

YKa)KUTE KpUTEPHI

Brmmonnenue padot B
CPOK,

HeBrimonnenune
paboT B CpoOK,

IIPOTPaMMBI) MPEAyCMOTPEHHBIH B |[TIPEyCMOTPCHHBIN B
pabounx nporpammax | pabouux nporpammax
BIAJICTh YKa)KUTE KpUTEPHI Brmonnenue pador 8|  HebimonaeHue

(mepenocurcs u3
paznena 3 paboueit
TIPOTPaMMBEI)

CPOK,
IPeyCMOTPEHHBIN B
pabounx mporpammax

paboT B CPOK,
IIPEelyCMOTPEHHBIN B
pabounx mporpaMmax

7.1.2 ITan npoMe;KyTOYHOT0 KOHTPOJISI 3HAHUI
Pe3ynpTaThl MPOMEXYTOUHOTO KOHTPOJISl 3HaHUM onieHuBatotcs B 9, 10
ceMecTpe Il OUHOU PopMbI 0O0yUEHHUS 10 YEThIPEXO0aIbHON CUCTEME:
COTJIIMYHOY;
«XOPOIIOY;
«YZIOBJIETBOPUTEIHHOY;
«HEYIOBJICTBOPUTEIILHOY.

PesynbTaTsl
Komme- 00yuemns, Kpurepuu
XapaKTepH3yomue OTJIHYHO Xopowo YnoBa. Heynos.
TEHUMH | cqopmmposanmocts, | OUEHHBAHMS
KOMIIETCHIIMH
I1IK-4.4 |3HaTh Tecr Brimonnenue | Beimonnenue | BeimonHeHue B Tecte
(nepenocuTcs U3 tecta Ha 90- | Tecra Ha 80- tectaHa 70- | menee 70%
pasnena 3 100% 90% 80% MIPaBUIIBHBIX
paboueit OTBETOB
TIPOTPaMMBI)
YMETh Pewenue 3amaun IMponemonctp | Ilpogemonctp | 3amaum He
(mepeHOCUTCS U3 | cTaHTAPTHBIX peIICHBI B HpOBaH HUPOBAH BEPHBIN [  pereHsl
pasznena 3 MIPAKTUICCKUX TTOJTHOM BEPHBIA X0 | X0J pemieHus B
paboueit 3a/1a4 o0beMe u pelieHus BceX, | OOJBIIMHCTBE
MIPOTPaMMBEI) MTOJYYCHBI | HO HE MOJTyUYeH 3a7a4
BEPHEBIC BEPHEI OTBET
OTBETHI BO BCEX
3amavgax
BJIAJIETh Pemenne 3agaun [ponemonctp | IlpopemoHcTp 3amaun He
(mepeHoCUTCA U3 | IPUKIIAHBIX peuieHsl B HUpOBaH HWPOBaH BEPHBINA |  PEIICHBI
pasaena 3 3a/1a4 B ITOJIHOM BEPHBIH X0 | XOm perieHus B
paboueit KOHKpETHOU o0BeMe 1 peleHns Bcex, [ OONBIIMHCTBE
MIPOrPaMMBbl) MpeAMETHO M TOJIy4EHBI | HO HE MOJTy4YeH 3amaq
obmacTu BEpHBIC BEPHBIH OTBET
OTBETHI BO BCEX
3a;adax




[IK-4.7 |3nHaTH Tect Bemonnenue | Beimonnenne | Beimonnenue B Tecre
(mepenocuTcs U3 tecta Ha 90- | Tecra Ha 80- tecta Ha 7/0- | meHee 70%
paszmena 3 100% 90% 80% MIPAaBUIBHBIX
paboueii OTBETOB
IIPOrpaMMBbl)

YMETh Pewenne 3agaun [ponemonctp | Ilponemonctp | 3amauu He
(IepeHoCHTCS M3 |CTaHAAPTHBIX pELIEeHHI B HUpOBaH UPOBaH BEpPHBII |  pelIeHbI
paszzena 3 MIPaKTHYECKUX TIOJTHOM BEPHBIN X0 XOJI pelIeHHs B
paboueii 3a1a4 o0beMe U | perIeHus Bcex, | OONBIIMHCTBE
IIPOrPaMMBbI) HOJIy4eHBl | HO HE IOJIy4eH 3amad
BEpHBIE BEPHBII OTBET
OTBETHI BO BCEX
3agadax
BIALETH Pemenne 3amaun ponemonctp | IIpogemonctp | 3amaum He
(IepeHoCHTCS U3 |IPUKIIAHBIX pELIEeHHI B HUpOBaH UPOBaH BEpPHBII |  pelIeHbI
paszzena 3 3a1a4 B TIOJTHOM BEPHBIN X0 XOJI pelIeHHs B
paboueit KOHKPETHOH o0beMe U | perieHus BceX, | OONBIIMHCTBE
HpOrpaMMBbl) IpeIMeTHOH MOJy4YeHbl | HO HE TOJIy4YeH 3agaq
obyactu BEpHbIE BEpPHBIIT OTBET
OTBCTHI BO BCCX
3aj1a9ax
7.2 IlpumepHblii mNepedYeHb  ONEHOYHBIX CpeacTB  (THIOBbIE

KOHTPOJIbHBbIC 32JaHUSl MJIM HHbIE MATEepHAJbl, HEOOXOAUMbIE IJIf OLEHKH
3HAHUI, YME€HHUI, HABBIKOB U (MJIM) ONbITA J€ATEJILHOCTH)

7.2.1 llpumepHbIii NepevyeHb 3a1aHUI 1J151 NOATOTOBKH K TECTUPOBAHUIO

He npenycMoTpeHO yueOHBIM IIJIaHOM

7.2.2 llpumepHbIii NepeveHb 3aJaHU IJIA pellleHus] CTAHIaPTHBIX 32124

He npenycMoTpeHo yueOHBIM IIJIaHOM

7.2.3 IlpumMepHbIii IepeYeHb 3aJaHN 11l PellleHUsl MPUKJIAAHBIX 32124

He npenycMoTpeHo yueOHbBIM MIJIaHOM

7.2.4 TIpuMepHbIii IepevYeHb BONMPOCOB /1JIs1 MOJATOTOBKH K 3a4eTy

1. [ToHsiTHE KKOMIBIOTEPHBIEC MPECTYTUICHUS». J[Ba OCHOBHBIX MOAXO/A.

2. KpuMmuHanmucTHaeckoe TOJIKOBaHNE KOMITBIOTEPHBIX TIPECTYIIICHUH.

3. CocTaB KOMIBIOTEPHBIX MTPECTYIICHUH.

4. Knaccuukanusi  KOMIBIOTEPHBIX  MPECTYIJIEHUH B
denepanum.

5. 3akoHozAaTenbHast 0a3a B 00J1aCTH KOMIIBIOTEPHBIX MpecTymieHuid Poccun.
OTBETCTBEHHOCTh 3a COBEPIIECHHWE KOMIIBIOTEPHBIX MPECTYIJIEHUH Pa3IuYHOrO
XapakTepa.

6. MexxayHapoaHbIid KOAU(PUKATOP KOMIBIOTEPHBIX MTPECTYIIIICHUH.

7. He3akoHHBIE BO3ACHCTBUS HA KOMIIBIOTEPHYIO HH(OPMAITHIO.

8. CucreMa obecrieueHus: OnepaTUBHO-PO3BICKHBIX MEPOTIPUATHH.

9. 3apyOexHOE  3aKOHOJATENBCTBO B O0OJACTH  KOMIIBIOTEPHBIX
IIPECTYIUICHU M.

10. [TonuTuka 6e3omacHOCTH. JKU3HEHHBIN MK KOMIBIOTEPHON CHUCTEMBI.
YTpo3bl KOMIIBIOTEPHOU CUCTEME.

11. Kanan yreuku. Buasl kananoB yreuku. Kanan Bo3aeiictBuda. Onucanue
Mojiesielt 6€30MacHOCTH C UCIIOJIb30BAHUEM CYOBEKTOB U OOBEKTOB.

12. TuckpetHsie Moaenn O0ezonacHocTH. Mogaens Anent. [IpoctpaHcTBO
XaprcroHa. Marpuia qocryra.

13. Mopenp ynpaBieHHus JOCTYIIOM.

Poccuiickon



14. Monenu Ha OCHOBE aHanu3a yrpo3 cucreme. Urposas monens. Mojenb
CUCTEMBI 0€30IMIaCHOCTHU C TIOJTHBIM MEPEKPHITHEM.

15. Mopenu KOHEUHBIX COCTOSTHUN. MoJienb ypoBHEH ceKpeTHOCTH. Mojieinb
benna-Jlanamayna. Moaens kutaiickoi crensl. Mojaens Low-Water-Mark (bu6a).

16. ITpu3Haku MO KOTOPHIM MOKHO KJIacCU(UIIUPOBATH BUPYCHI.

17. Knaccuduxaiysi BApyCoB IO cpejie OOUTaHUS.

18. Kiaccel BpeToHOCHOTO TTPOTPaMMHOTO 00eCTICUCHHUSI.

19. 3arpy3ounsie Bupychl. [Ipuniun padotsl. BerpaunBanue B MBR u BR.

20. Qaitnossie Bupychl. [lepezanuceiBaroniye, napa3uTHUIECKUe, BUPYCHl 0e3
TOYKM BXOJla, KOMIAHbOH-BUPYCHI, (haiiioBeie yepBu, Link-supycer, OBJ-, LIB-
BUPYCHI U BUPYCHI B NCXOTHBIX TEKCTaX.

21. Bupycol cemeiictBa Macro. XapaktepHble TpUMEpbl MPOSBICHUSIMH
BHPYCOB CEMENCTBA MACrO0.

22. [Tonumopduk BUPYCHl. YPOBHU OJIUMOPPU3MA.

23. Ctelnc-BUpYCHI: 3arpy304HbIe, (haitIoBbIe, MaKpO.

24. Pe3usieHTHBIC BUPYCHl. XapaKTEPUCTUKHU PE3UJACHTHBIX BUPYCOB.

25. YTUIUTBI CKPBITOTO aIMUHUCTpUpOBaHUs. TpossHCKUi KOHB. Jlornyeckas
oomo0a. [Tomumopdubie renepatopsl. CeTeBbIE BUPYCHI.

26. MeTtoabl OOHapyKEHUS U yJIaJICHUSI KOMIIBIOTEPHBIX BUPYCOB. THIIbI
aHTUBUPYCOB.

27. Ckanepsl, CRC-ckanepsi, briokupoBmuku, UMmmyrmnzaTopsl. JloxHOE
cpabateiBanue. CkanHupoBanue 1o 3amnpocy. CKaHupOBaHHUE Ha JIETY.

28. ObHapykeHHe HEW3BeCTHOrO BHUpyca. [IpOHMKHOBEHHE B TaOIHILY
BEKTOpOB npepriBanuii. BetpanBanue B DOS. J[pyrue crmocoObl MpOHUKHOBEHHS.

29. OGHapy>KeHue 3arpy304Horo Bupyca. OOHapy)eHue Makpo-BUpyca.

30. IIpodunakTrka BUPYCHOTO 3apakeHust KoMibiorepa. OCHOBHBIE TIPaBHIIa
3aIUTHI.

31. BoccraHoBneHne mopaxeHHbIX BUPyCaMu OOBEKTOB.

32. Ya3BuMocTh. YTpo3a. Ataka. KOMIIOHEHTHI CeTEeBOM aTaku.

33. Kinaccudukanus ceTeBbIX aTak Mo COCTaBy.

34. Monenu TpaauIIMOHHBIX aTaK.

35. Knaccudukanust cereBbIXx arak mo mpuMmeHeHuto. Kommytupyemas
uHppacTpykrypa. AHTU-CHUDDEPHI.

36. IP-spoofing. [IpotuBoaeiicTBue criypunry. OTkas B 00CITyKUBAHHH.
IIpoTtuBoaeuncTBue.

37. Araku tuma Main-in-the-Middle.

38. Ataku Ha ypoBHe npuiioxxkeHuit. [IpotuBoaeiicTeue.

39. CereBast pasBenka. 3noynoTpebiieHne jgoBepueM. llepeaapecarus
TIOPTOB.

40. Knaccudukanus yaaJleHHBIX aTak Ha pacrpeIe/IeHHbIC BEIYUCITUTEIIbHbBIC
CUCTEMBI.

41. Ananu3 ceteBoro Tpaduka. CriocoObl peanr3aiuu.

42. TlommeHna 10BepeHHOTO 00BEKTa WU CYOBEKTa pacpe/IeICHHOM CETH.

43. BHeapenue B pacmlpeleleHHYI CEeTh JIOKHOTO OOBEeKTa IyTeM
HABSI3bIBAHUS JIOKHOTO MapIIpyTa.



44. HaBsi3pIBaHHE XOCTY JIOXKHOTO MapuipyTa ¢ UCIOIb30BaHUEM IIPOTOKOJIA
ICMP ¢ nienpio co3anus J0KHOTO MapIIpyTH3aTOPA.

45. TTpuHIUIT TOAMEHBI OJTHOTO U3 cyObekToB T CP-coequnenus B cetu
Internet.

46. IDS-cuctremsbl. Tpu OCHOBHBIX MOJIX0/1a K OOHAPYKEHHUIO aTakK.

47. HenocTaTKu COBPEMEHHBIX CUCTEM OOHAPYKEHUS.

48. Curnatypusie 1 moBeaeHueckue IDS.

49. CocTaB M CTPYKTypa amnmapaTHOW peayn3alliid CUCTEMBbI OOHApPYKCHUS
BTOPKEHUMU.

50. [Ipectymiienus, coBepIiiaemMbie ¢ UCIIOJIb30BaHMEM OAHKOBCKHUX KapT.

51. Knaccudukaius 6aHKOBCKHX KapT.

52. Ysa3BuMocTn MexaHu3Ma (PYHKITMOHMPOBAHUS OAHKOBCKMX KapT B
MIPUBSI3KE K MMPOIIECCHHTOBOMY IIEHTPY, OaHKaM SMHUTEHTA U dKBaiipepa.

53. JInyHOCTH KOMITBIOTEPHOTO MPECTYMHUKA. J[Ba MOX0Aa K ONPEACTICHUIO
JUYHOCTH TIPECTYITHHUKA.

54. PackppITHE U pacciaeI0BaHNE KOMITBIOTEPHBIX TPECTYIUICHUH.

55. TumoBble  CIIEACTBEHHBIE CHUTYallUd TEPBOHAYAIBHOTO JTama W
CJICICTBCHHBIC JCHCTBUS B 00JIACTH PACKPBITHS KOMITBIOTEPHBIX MPECTYIUICHHH.

7.2.5 IlpumepHbIii IepeYeHb 3aJaHNI 11l PellleHUsl MPUKJIAAHBIX 32124

1. [ToHsATHE KKOMIBIOTEPHBIC MPECTYIUICHUS». J[Ba OCHOBHBIX MTOAXO0A.

2. KpuMuHanucTuueckoe ToJIKOBaHUE KOMITBIOTEPHBIX MPECTYIIICHUH.

3. CocTaB KOMIIBIOTEPHBIX MPECTYTICHUN.

4. Knaccudukanusi  KOMIBIOTEPHBIX  MpecTymyieHuid B Poccuiickoit
denepanum.

5. 3akoHozAaTenbHast 0a3a B 00J1aCTH KOMIIBIOTEPHBIX MpecTymieHuid Poccun.
OTBETCTBEHHOCTh 3a COBEPIICHUE KOMIBIOTEPHBIX MPECTYIUICHUN Pa3InuyHOIO
XapakTepa.

6. MexnyHapoaHbIi KOau(pUKaTOp KOMIBIOTEPHBIX MTPECTYIUICHUH.

7. He3akoHHBIE BO3ICHCTBUS HA KOMIIBIOTEPHYIO HH(GOPMAITHIO.

8. CucremMa obecrieueHus: OnepaTuBHO-PO3BICKHBIX MEPOTIPUATHH.

9. 3apyOexxHOE  3aKOHOAATEIBCTBO B 0O0OJACTH  KOMITBIOTEPHBIX
IIPECTYILICHUMN.

10. [TomuTuka 6e3omacHOCTH. JKH3HEHHBIH ITUKII KOMITBIOTEPHONH CHUCTEMEI.
YTpo3bl KOMIIBIOTEPHOW CUCTEME.

11. Kanan yreuku. Buibl KaHAJIOB YTEUKH.

12. Onucanue Mojened 0e30MacHOCTH C HCIOJIb30BaHUEM CYOBEKTOB U
O0OBEKTOB.

13. JIuckpeTHbIe MOACIIN OE30MaCHOCTH.

14. Mopnens Anenr.

15. IIpocTpaHcTBO XapTCTOHA.

16. Martpuiia nocTyra.

17. Monens Xappucona, Py33o u Ynbemana.

18. Monens Take Grant.

19. Mopens ynpaBieHus: JOCTYIIOM.



20.
21,
22,
23.
24,
25.
26.
217,
28.
29.
30.
31.
32,
33.
34,
35.
36.
37.
38.
39.
40.

BHUPYCOB

41.
42.
43,
44,
45,
46.
47.
48.
49.
50.

JeTy.

51,

Mopenu Ha OCHOBE aHaln3a yrpo3 CUCTEME.

Hrposas Moznens.

Mojenb cucteMbl 6€30MaCHOCTH € TIOITHBIM MEPEKPBITHEM.

Mopnenu KOHEUHBIX COCTOSTHUM.

Mojenb ypoBHEN CEKPETHOCTH.

Mogens benna-Jlanamgyna.

Moenb KUTaICKOU CTCHBEI.

Monens Low-Water-Mark (bu6a).

Mogens Jlennsepa.

Mopens Knapka-Buncona.

Mogens Jlunnepa.

[Tpu3Haku, MO KOTOPBIM MOXHO KJIACCU(UITUPOBATH BUPYCHI.

Krnaccudukanus BUpycoB 1o cpese 0OUTaHus.

Kiacchbl BpeIoHOCHOTO TPOrpaMMHOTO 00€CTIEYEHUS.

3arpy3ouHblie BUpYyChI. [IpuHImn paboThI.

Texnonoruu BctpauBanus supyca B MBR u BR.

DalIIOBbIE BUPYCHI.

[lepe3anuceiBaromye, napa3uTUIECKUEe, BUPYChl 0€3 TOUKH BXOJA.

KommanboH-BUpYCHI, (aiinoBeie yepBu, Link-Bupyckr.

OBJ-, LIB-BupychI 1 BUPYCHI B UICXO/IHBIX TEKCTaX.

Bupycsl cemeiictBa Macro. XapakTepHble IpUMEPHI MPOSIBICHUSAMU
cemMencTBa Macro.

[Tonmumopduk Bupychl. YpoBHU OJIUMOPU3MA.

Crenc-BUpychl: 3arpy30uHble, (haillIoBbIE, MAKPO.

Pe3unenTHble BUpYChl. XapaKTEPUCTUKU PE3UICHTHBIX BUPYCOB.

Y TUIUTBI CKPBITOTO 3 IMUHUCTPUPOBAHHUS.

TposiHckuit KoHb. Jlornueckas 6omoa.

[TomumopdHubie reHepaTopbl. CeTeBbIE BUPYCHI.

MeTop1 0OOHapyKEHUSI U yIaIeHNUs KOMIIBIOTEPHBIX BUPYCOB.

Turnbl aHTUBUPYCOB.

Ckanepsl, CRC-ckanepsl, biokuposiuku, UMMyHU3aTOPHI.

JloxxHoe cpabateiBanue. CkanupoBanue 1o 3amnpocy. CKaHUpOBaHHE Ha

OOnapyxeHue Heus3BecTHOro Bupyca. [IpoHMKHOBeHHE B TaONIUILY

BEKTOPOB npepriBanuii. Bctpausanue B DOS. [[pyrue cnocoObl MPOHUKHOBEHUS.

52
53
54
3aIUThI.
55
56
57
58
59

. OOHapyKeHHe 3arpy309HOTr0 BUpYcCa.
. OOHapyxeHHne MaKpo-BUpyca.
. [Ipodunaktrka BUpyCHOTO 3apaxkeHusi KommnbioTepa. OCHOBHBIE ITpaBuia

. BoccTanoBieHre MOPaKEHHbBIX BUPyCaMu OOBEKTOB.

. Ya3BuUMOCTb. Yrpo3a. Ataka. KOMITIOHEHTBI CETEBOM aTaku.

. Knaccugukanus cereBbix aTak Mo COCTaBy.

. Mozenu TpaguIMOHHBIX aTaK.

. Knaccugukanus cereBpix arak mo mnpuMmeHeHuo. KommyTtupyemas

uHppacTpykTypa. AHTU-CHU(PEPHI.



60. IP-spoofing. IlpotuBonetictBue crydpunry. OTkas B 00CITy)KHBaHHH.
[IpoTuBOAEHCTBHE.

61. Araku Tuna Main-in-the-Middle.

62. Ataku Ha ypoBHe nIpuiokeHui. [IpotuBoaeiicTBue.

63. CeTeBas pa3Benka. 310yHIOTPEOICHHE TOBEPUEM.

64. Ilepeanpecariys TOPTOB MPHU CETEBOM B3aUMOJICHCTBUU.

65. Yposuu moaemu ISO/OSI.

66. Knaccudukaius yJaneHHbIX aTak Ha pacripee/ieHHbIC BEIYUCIUTENIbHbIC
CUCTEMBI.

67. Ananu3 ceteBoro Tpaduka.

68. CriocoObI aTakul TUIIA aHATU3 CETEBOro TpaduKa.

69. IlonmeHna noBepeHHOro 00BEKTA WITH CYOBEKTa paclpeIeICHHON CEeTH.

70. BHenpenue B pacnpeneneHHYl0 CEeTh JIOKHOTO OObEeKTa MyTeM
HaBSI3bIBAHUS JIOKHOTO MapIuipyTa.

71. Araka tuna «Jloxusiiit ARP-cepBep». CiieHapuii peain3aium.

72. Peammzarust  ataku  Tuma  JoxkHeIM  DNS-cepep. Cuenapmit 1.
3JIOYMBITIUICHHAK B OJHOM cermMeHTe ceth ¢ DNS-cepsepom, HO B pasHBIX
CETMEHTaX C arakyeMbiM 0OBekTOM. CrieHapuii 2. 3JIOYMBINIUICHHHK B OJHOM
CErMEHTE CETH C aTaKyeMbIM XOCTOM, HO B pa3HbIX cerMeHTax ¢ DNS-cepepom.
[ropm DNS-3ampocos.

73. HaBsi3piBaHME XOCTY JIOKHOTO MapHipyTa ¢ UCIOJIb30BaHUEM POTOKOJIA
ICMP c nienpro co3ganus J0KHOTO MapIIpyTH3aTopa.

74. [lpuntun moaMeHsl ofgHoro u3 cyobekToB TCP-coenunenus B cetu
Internet.

75. IDS-cuctemsl.

76. Tpu OCHOBHBIX MMOAXO/a K OOHAPYKEHUIO aTak ¢ moMoIibio |DS-cuctem.

77. HegocTaTku COBpEMEHHBIX CUCTEM OOHAPYKEHUS.

78. XocrtoBas u cereBas IDS. Xapakrepuctuku.

79. Ataku Ha IDS (Fragmentation Reassembly Timeoutattacks, TTL
Basedattacks, OverlappingFragments).

80. Curnarypssie u oBeaeHueckue 1DS.

81. Pacnipenenénnble cucTeMbl 0OHAPYKEHUS BTOPKEHUH.

82. Cuctembl Ipe0TBpAIEHUSI BTOP>KEHUM.

83. OnpeesieHre HOBBIX METO0B CETEBBIX BTOP>KCHUIA.

84. BapuanTsl peakiuii Ha OOHapy>KEHHYIO0 aTaky ¢ nmomouisko 1DS.

85. BrisiBnenre  310ynoTpeOsieHHid  MpU  aHAM3€  CETEeBBIX  aTak.
OBPUCTUYECKUI aHAJIU3.

86. CocTaB M CTpyKTypa alapaTHOW peaau3aliu CUCTeMbl OOHAPYKECHUS
BTOP)KCHUM.

87. IIpectymienus, coBepIiaeMbie ¢ HCTIOIb30BaHNEM OAHKOBCKHUX KapT.

88. Kimaccudukaimsi 6aHKOBCKUX KapT.

89. Vsa3BuMocTn MexaHu3Ma (PYHKIIMOHHUPOBAHUS OaHKOBCKMX KapT B
MPUBS3KE K MPOIIECCHHTOBOMY LIEHTPY, OaHKaM SMHUTEHTA U dKBaiipepa.

90. Ananu3 coctosiHUM HMH(pOPMAIMOHHOM Oe3omacHOCTH B pabote
MPOLIECCUHTOBOTO IIEHTPA.



91. JIMYHOCTH KOMITBIOTEPHOTO MPECTYITHHKA.

92. JIBa moaxoa K OoNpeAeeHUI0 JMYHOCTH MPECTYIMHUKA.

93. PackpsITue U pacciiejoBaHie KOMIBIOTEPHBIX MPECTYIUICHUN.

94. TunoBble  CIENCTBCHHBIC CHUTyallMd IIEPBOHAYAIBHOTO dTama W
CIICZICTBEHHBIC ICHCTBHSI B 00IaCTH PACKPHITHS KOMIIBIOTEPHBIX MTPECTYTLICHHIA.

7.2.6. Mertoauka  BbICTABJIEHHS] OIEHKH TIpM  NPOBeJAEHUH
MPOMEKYTOYHOM aTTeCTAUN

3a4€T MPOBOAUTCS MO OMIIETaM, KaX bl U3 KOTOPBIX COJIEPKHUT 2 BOMpPOCA.
[Ipn ngocTaTOYHO IMMOJHOM TIPAaBWJIBHOM OTBETE HE MEHee 4eM Ha 1 Bompoc,
BBITIOJIHEHUH KYPCOBOTO MPOEKTA U CJlaue €ro Ha MOJI0KUTEIbHYIO OIIEHKY CTYICHT
MOJy4aeT OLEHKY «3a4TeHO.

[Ipr OTCYTCTBMM NPaBWIBHOIO OTBETa HAa BOIPOCH], HE BBINOJIHEHUU
KYpPCOBOTO MPOEKTA WJIK HE C/Ia4€ €ro CTYJICHT NoyydaeT olieHKy «He 3aureHo».

DK3aMeH TPOBOAMTCS MO OwiieTaM, KaKIbIii W3 KOTOPBIX COACPKUT 2
BOIIpOCA.

1. Onenka «HeynoBIeTBOPUTENHHO» CTAaBUTCS B Clly4ae, €Clid CTYJICHT HE
OTBETWJI WJIM OTBETHJI HEBEPHO Ha BCE BOMPOCHI OMIIETA.

2. OmneHka «YIOBJIETBOPHUTEIBHO» CTAaBUTCSI B Cllydae, €CIH CTYACHT
MPOJAEMOHCTPUPOBATT BEPHBIA XOJ PACCYKICHUW IpH OTBETE Ha BOIPOCHI, HO
MIPaBUJIbHBIC OTBETHI ITOTYUEHBI HE OBLIH.

3. OmeHka «Xopomo» CTaBUTCA B  Cilydae, €CJIH  CTYJACHT
MIPOJIEMOHCTPUPOBAJ BEPHBIN X0 PACCYKIAECHUM, HO HE B TIOJTHOM MEPE OTBETHUJI Ha
BCE BOIPOCHI.

4, Onenka «OTIMYHO» CTaBUTCS, €CIIM CTYACHT B TIOJITHOM 00BEME M BEPHO
OTBETHUJI Ha BCE BOMPOCHI OMIIeTA.

7.2.7 TlacnmopT OleHOYHBIX MATEPUAJIOB

Kontponupyemsie pa3aeins Kox . | HammeHoBaHME O1IEHOYHOTO
Ne /i KOHTPOJIUPYEMOI
(TeMbl) IUCUHUITIIHBI cpencTaa
KOMIIETECHITIH

1 OcHoBBI komnbroTepHbIX|[1K-4.4, TTK-4.7 3amura 1ab0paTopHBIX
MpeCTyIUIEHU ! paborT, 3a4éT, 3K3aMeH

2 PaccnenoBanue  xommnbroTepHbix|I1K-4.4, ITK-4.7 3amuTa 1a00paTOPHBIX
MPECTYIUIEHU I pabor, 3a4éT, FIK3aMeH

3 [IpoTuBoaeiicTBUE [1K-4.4, TIK-4.7 3ammTa 1a00paTOPHBIX
KOMITBIOTEPHBIM  TIPECTYIUICHHSIM, pabor, 3a4éT, FIK3aMeH
OCYIIECTBIISIEMBIM c
WCTIOJB30BAHUEM  BPEIOHOCHOTO
MPOrpaMMHOT0 0OecreueHus!

4 [IpotuBoneiicTBue [1K-4.4, TIK-4.7 3amuTa 1ab0paToOpHBIX
KOMIIBIOTEPHBIM  NPECTYIIICHUSIM, pabor, 3ammTa KypcoBOTo
peann3yeMbIM B XOJI€ TIPOBEICHHSI MPOEKTa, 3a4€T, SK3aMEH
KOMIIBIOTEPHBIX CETEBBIX aTaK

5 [IpoTtuBoaeiicTBue [1K-4.4, TIK-4.7 3amuTa 1a00opaTOPHBIX
KOMITBIOTEPHBIM  MTPECTYIUICHUSIM pabor, 3amuTa KypcoBOro
NyTéM  pealu3aluu  IOJUTUKU IIpOEKTa, 3a4€T, IK3aMEH




0€30MacHOCTH

6 [Ipenorpamenne komnsrorepusix |11K-4.4, ITK-4.7 3amuTa 1ab0paToOpHBIX
MPECTYIUICHUH B COIMAIBHON U pabor, 3ammTa KypcoBOro
0aHKOBCKOM chepax MPOEKTAa, 3a4€T, IK3aAMEH

7.3. MeToanueckue MaTepHaJibl, ONpeleJsOlMe NPOHeTyPbI
OlleHMBAHMS 3HAHUI, yMeHMi, HABHIKOB U (WJIH) ONBITA 1eATEJIbHOCTH

TecTtupoBaHue OCyHIECTBISIETCS, JUOO TPU TIOMOILIM KOMIIbIOTEPHOM
CUCTEMBI TECTUPOBAHUs, JHOO C HMCIOJIB30BAHMEM BBIJIAHHBIX TECT-3a/IaHU Ha
Oymaxxnom Hocutene. Bpemss tectupoBanus 30 mMuH. 3areM OCYIIECTBISAETCS
MpoBepKa TeCcTa JK3aMEHATOPOM M BBICTABISECTCS OILICHKA COIVIACHO METOJUKH
BBICTABJICHUS OLICHKU TP MPOBEACHUU IPOMEKYTOUYHOM aTTECTALIMH.

Pemenne craHgapTHBIX 3aJad OCYHIECTBISETCSA, JHUOO MpU IMOMOIIU
KOMITBIOTEPHON CUCTEMBI TECTUPOBAHUS, JTUOO C UCIIOJIb30BAHUEM BbIJJAHHBIX 33124
Ha OyMa)xHOM HocuTelsie. Bpems pemenus 3agad 30 MuH. 3aTeM OCYIIECTBISETCA
IIpOBEpKa pelIeHUs 3a7ad 3K3aMEHATOPOM U BBICTABISETCS OLIEHKA, COTJIACHO
METO/IMKH BBICTaBJICHHS OLIEHKHU MPU MIPOBEACHUH MPOMEKYTOUHON aTTECTAI[UU.

Pemenne npukiagHeIX 3adad  OCYIIECTBISIETCS, JHOO TMpU OMOIIU
KOMIIBIOTEPHON CUCTEMBI TECTUPOBAHMSL, TUOO C MCIOJIb30BAHNEM BbIJaHHBIX 33124
Ha OymaxHoM Hocutene. Bpems pemenus 3agad 30 MuH. 3aTeM OCYyILECTBISAETCS
IIPOBEpKAa pEUIeHUs 3a7ad 3K3aMEHAaTOPOM M BBICTABJISETCS OLIEHKA, COTJIACHO
METOJIMKH BBICTABJIICHMS OLIEHKH IPU IIPOBEICHUH ITPOMEKYTOUHON aTTECTALUU.

3amuTa KypcoBoil paboThl, KypCOBOIO MPOEKTAa UM OTYETa IO BCEM BHJIaM
IPAKTUK OCYILIECTBIISIETCS COIJIACHO TpeOOBaHUSAM, NPEIbSBISEMBbIM K padoTe,
ONMKMCAHHBIM B METOJIMYECKHUX MaTepuanax. [I[pumepHoe BpeMs 3aluThl Ha OJJTHOTO
CTyAeHTa cocTaBigeT 20 MUH.

8 YYUEBHO METOJIUYECKOE U HH®OPMAIIMOHHOE
OBECIIEYEHME JUCIUIIJIUHBI)

8.1 IlepeueHb y4eOHOIi JuTEpaTypbl, HEOOXOAMMOH /JIA OCBOEHUS
TUCHUTITIHHBI

OcHoBHas nuTeparypa:

1. DnugeMun B TEJIEKOMMYHUKAIMOHHBIX ceTsx [Tekct] / mox pen. . A.
HoBukoBa. - MockBa : ['opsiuast nunus - Tenekom, 2018. - 282 c. : wi. - (Teopus
cereBbIX BOWH. No 1). - buGmumorp.: c. 231-245 (244 nass.). - ISBN 978-5-9912-
0682-2 : 736-00.

2. Atakyembie B3BeleHHble cetu [Tekct] / mox pen. /. A. HoBukosa. -
Mockaga : I'opstuas munust - Temekom, 2018. — 247 c. : ui. - (Teopust ceTeBbIX BOWH.
Ne 2). - bubsmorp.: ¢. 201-213 (214 na3s.). - ISBN 978-5-9912-0684-6 : 708-00.

3. ComnmanbHble CETU U JIECTPYKTUBHBIN KOHTEHT [Tekcrt] / mox pen. 1. A.
HosukoBa. - Mocksa : ['opsiuast nunus - Tenexkom, 2018. - 274 c. : un. - (Teopus
cereBbIX BOWH. Ne 3). - bubmuorp.: c. 224-239 (278 na3B.). - ISBN 978-5-9912-
0686-0 : 719-00.

4. Metomuyeckoe O0O€CTieYeHHe OICHKH U PETYJIUPOBAHMS  PHUCKOB
pacrpeeIeHHbIX HHPOPMAIIHOHHBIX cucTeM: YueO. mocodue / I'. A. OcraneHko [u




ap.]. - Boponex: ®I'bOY BIIO "BopoHeXCKuii rocyJapCTBEHHbIM TEXHUYECKHUI
yauBepcutet”, 2011. - 178 c. - 182-77; 250 »xk3.

5. Ocranenko A.I'. Metononorusi puck-aHanu3a W MOACIUPOBAHUS
KHUOEPHETUYECKUX  CHCTEM,  aTaKyeMbIX  BpPEIOHOCHBIM  IPOrpPaMMHBIM
obecrieueHueM [IneKkTpoHHBINA pecypc]: Yueb. mocodue / A. I'. Ocranenko, /1. T.
[TnotaukoB, C. B. MamuH. - DnekTpoH. TekcToBble, rpad. mad. (112 KO). -
Boponex: ®I'bBOY BIIO "BopoHexckuil TrocyJapCTBEHHBI TEXHUYECKHI
yauBepcutet", 2012. - 1 ¢aitn. - 30-00.

JlononHuTeNnbHAA IATEPATYPA:

1. OGHapyeHue CEeTeBbIX BTOpXKEHUU [DNeKTpoHHBIM pecypce] @ Yued.
nocoOue. - DJIEKTPOH. TeKCTOBbIE, Tpad. aaH. (423 K6 ). - Boponex : ®I'BOY BIIO
"BopoHexckuii rocynapcTBeHHbIN TexHuueckuii yausepcuret”, 2013. - 1 ¢aiin. -
30-00.

2. Monenu oOHapy>KE€HHS CETEBBIX BTOPXKEHHM [DJIEKTpOHHBIN pecypc]
Y4e0. mocodue. - DNEKTPOH. TEKCTOBEIE, Tpad. naH. (652 K6 ). - Boponex : ®I'bOY
BIIO "BopoHexckuid rocyJapCTBEHHBIM TexHuueckuil ynusepcurer", 2013. — 1
daiin. - 30-00.

3. Meroauueckue ykazaHusi K KypcOBOMY IPOEKTHPOBAHUIO 11O JUCITUTUIMHE
«KoMIbroTepHbIe MPECTYIUICHUS B PACHPEACIICHHBIX KOMIBIOTEPHBIX CHUCTEMaX»
st crynentoB cnenuanbHoct 090301 «KommbroTepHasi 0€30MacHOCTE» OYHOM
dopMbl 0o0yueHust [Dnektponnbiii pecypc] / Kad. cmcrem wuHpopmammoHHON
oeszonacHoctu; Cocrt.: I'. A. Ocranenko, A. E. JlemuHa. - D1€KTPOH. TEKCTOBBIE,
rpad. nan. (820 K0). - Boponex : ®I'bOY BIIO "BopoHexckuii rocyaapcTBeHHBIH
texanueckuit yausepcutet", 2015. — 1 ¢aiin. - 00-00.

4. MeTtoauyeckue yKa3zaHus K CAMOCTOSITENIbHBIM Pa0OTaM IO JUCIUTIIIMHE
«KoMIbroTepHBIE TIPECTYIUIEHUSI B PACHPEICIICHHBIX KOMIBIOTEPHBIX CHCTEMAax»
st crynentoB cnenuanbHoct 090301 «KommbroTepHasi 0€30MacHOCTE» OYHOM
dopMbl  00yuenus [Dnektponnsiii pecypc] / Kad. cucrem wuHpopmanmoHHOM
oeszonacHoctu; Cocrt.: I'. A. Ocranenko, A. E. JlemuHa. - D1€KTpOH. TEKCTOBBIE,
rpad. nan. (427 Ko). - Boponex : ®I'bOY BIIO "BopoHexckuii rocy1apcTBEHHBIH
texanueckuit yausepcutet", 2015. — 1 ¢aiin. - 00-00.

5. Ocranenko, [I.A. JIorMKO-IMHIBUCTHYECKHE MOJEIM aTraKk Ha
KOMITBIOTEPHBIE CHCTEMBI [ DNIeKTpOHHBIN pecypc] : Yueb. mocodue / mox pen. A. T
OcraneHko. - DJIEeKTpOH. TeKCTOBbIE, rpad. maH. (8452435 Gaiit ). - BopoHex :
["OYBIIO "BopoHexckuil rocyaapCTBEHHbIA TeXHUYECKU yHuBepcuTeT' , 2008. —
1 ¢atin. - 30-00.

6. Komnbrorepubie  mpecTymiieHuss B cdepe  TOCYyJAapCTBEHHOTO U
myHununaigbHoro ynpasienus / B. I'. Kynakos, A. K. Conosses, B. I'. Ko6s110B;
noAd. pea. A. I'. Ocranenko. - Boponex: BU MBJI Poccun, 2002. - 116 c. - ISBN
5-88591-002-4: 20.00.

7. Ocranenko, I'.A. KomnbroTepHbie pecTyIieHus [ IeKTPOHHbIN pecypc] :
VYueb. mocobue. - DeKTpoH. TekcToBble, Tpad. maaH. ( 1,37 MO ). - BopoHex :

®I'bOY BIIO "BOpoHEXCKHIl TOCYyIapCTBEHHBIH TEXHHUYECKHIl YHUBEpPCUTET',
2013. - 1 daiin. - 30-00.



8. lypo  B.II.  IlporpammHo-anmapaTtHass  3amura  HHOOpPMaILUH
[DnexTpoHHBIH pecypce] : yue. mocodue. - DnekTpoH. aaH. (1 ¢aitr :6681088 6aiit).
- Boponex : T'OYBIIO "BoOpoHEXCKHI TOCYHAapCTBEHHBIA TEXHUYECKUM
yauBepcutet", 2006. — 1 ¢aitn. - 30-00.

9. MonenupoBanue UWH(MOPMALMOHHBIX oOMepauii u arak B cdepe
rOCy/apCTBEHHOTO ¥ MyHHIIMIIAILHOTO ypasienus: Monorpadus / moxa pea. B.U.
Bbopucoga. - Boponex: BU MB/] Poccun, 2004. - 144 c. - 100-00.

10. OnTumanbHBIA CHHTE3 U aHaJdU3 3(PPEKTUBHOCTH KOMILIEKCOB 3allIUTHI
uHpopmanuu: Monorpadusi / B. I'. Kynakos [u ap.]. - Boponex: BI'TY, 2006. - 137
c. - 30-00

11. Ocranenko, I'.A. HeliponHsie Mojienn 0OHapyEHUsI BTOPKEHUN U aTak
Ha KOMIIBIOTEPHBIE CETH [ DNEKTPOHHBIN pecypc] : yued. mocobue. - DIeKTPOH. JaH.
(1 daitn : 2402K0). - Boponex : 'OYBIIO "BopoHexckuil rocyaapcTBEeHHBIN
texuuueckuit yausepcutet", 2007. - 1 daiin. - 30-00.

12. llepbakoB, B.b. OOnHapyxeHue BTOpKEHHMI Ha OCHOBE aHalW3a
bparMeHTOB YHUTApHOTO KoJa [DNEeKTpOHHBIA pecypc] @ yueb. mocobue. -
Onektpon. nmaH. (1 daitn @ 1454 K6). - Boponex : 'OYBIIO "Boponexckuii
rocyaapcTBeHHbIN TexHnueckuit yausepcuretr”, 2007. - 1 daiin. - 30-00.

13. TTapxomenko, A.Il. OcHoBHble TPOOIEMBI U OCOOCHHOCTH 3aIUTHI
uH(popMauu B OAHKOBCKMX CHUCTEMax: MOJEIW HapylIuTeNnel [DIEeKTPOHHBIN
pecypce] / mox pen. I'. C. OcTanenko. - DIeKTpoH. TeKcToBbIe, Tpad. naH. ( 1245435
0aiiT ). - Boponex : TOYBIIO "BopoHexckuil rocyJapCTBEHHBIN TEXHUYECKUN
yauBepcutet", 2008. - 1 daiin. - 30-00

14. KoMmbloTepHbIE MPECTYIUICHHS [ DNEeKTPOHHBIN pecypc] : MeTonnueckue
yKa3aHUs K BBITIOJIHEHUIO TMPAKTUYECKUX 3aHATUNA MO0 Y4YEOHOW JUCIUTUIMHE
"KommbroTepHble  TPECTYIJICHHUS B PACMIPEACIMTENbHBIX  KOMIBIOTEPHBIX
cuctemax" st cryaentoB cnerumanbHocTr 090301 "KoMmmbroTepHast 6€30macHOCTh"
ouHo# hopmbl 00yuenus / Kad. cucrem nnpopmarmonHoit 6ezomacuoctu; Cocr.: I
A. Ocranenko, K. B. CumoHOB. - D1ekTpoH. TekcToBble, rpad. gaH. ( 3478 KO). -
Boponex : ®I'BOY BIIO "BopoHeXCKHil TOCYJapCTBEHHBIN TEXHUYECKUI
yauBepeutet", 2012. - 1 daiin. - 00-00.

8.2 Ilepeuenbr HH(POPMANMOHHBLIX TEXHOJOTHH, HCHOJb3yeMbIX NpH
OCYILIECTBJIECHMH O00pPa30BaTeJbLHOI0 IMpouecca Mo IMCUMILVINHE, BKJIIOYasi
nepevyeHb  JUIEH3MOHHOT0  NPOrPaMMHOIO  obecriedyeHUsi, PecypcoB
HH(OPMALMOHHO-TEJIEKOMMYHUKANMOHHOI ceTH «AHTEepHET», COBPEMEHHBIX
npogeccHOHAIbHBIX 023 TaHHBIX M1 HH(POPMALMOHHBIX CIPABOYHBIX CHCTEM:

1. Caiit xadenpsr CUB.

2. Caitt banka nanubix yrpo3 6e3omnacHoctu nnpopmaruu @CTIOK Poccun.

3. Uadpopmammonnbie kaptel «Hayunbple mnyOnukamuu 10 IUCHUTIIINHE
"KomnbroTepusie mpectyruieHus'"», «llybnukanuu wHQOpMaIMOHHOTO pecypca
Xabp, uMeronye oTHomeHne K auciuiuinHe "KommnbloTepHbie MpecTyrieHus 'y,

«CpencTBa TeCTUPOBaHUS HA TPOHUKHOBEHHUEY.

4. MexnaynapoaHas cucrema « THTepHET».

5. bank naHHbIX yrpo3 6e30nacHOCTH HHPOpPMAIMH. DJIEKTPOH. JaH. - Pexxum
nocryna: http://www.bdu.fstec.ru

6. Crammaptr Common Vulnerabilities and Exposures. DiekTpoH. naH. - Pexxum



noctyna: http://cve.mitre.org

7. baza maHHBIX ¢ HHGOPMAIIMOHHBIME OrosuteTeHsiMu (Secunia Advisories),
COJIEp>KaIMMHK CBEJIEHUSI 00 0OHApyKEHHBIX yrpo3ax u ysa3Bumoctax 110 Secunia
Advisory and Vulnerability Database DmnexkTpon. mas. - Pexxum gocryna:
https://secuniaresearch.flexerasoftware.com/community/advisories

8. baza ysa3sumocTteit VND (Vulnerability Notes Database DnekTpon. naH. -
Pexxum nocryma: https://www.kb.cert.org/vuls

9. baza cuenapueB 3kcrutyaranuu ysi3BuMocteit Exploit Database DnekTpoH. gaH.
- Pexxum moctyma: https://www.exploit-db.com

10. Arperatop undopmaruu o6 yszsumoctax CVEDetails. Dnektpon. naH. -
Pexxum nocrtyma: https://www.cvedetails.com

11. Information Security Uudopmarnmonnas 6€30macHOCTb. DIEKTPOH. JIaH. -
Pexxum noctyna: http://www.itsec.ru

12. Securitylab.ru by Positive Technologies. DnekTpon. nan. - Pexxum nocryna:
https://www.securitylab.ru/

13. Anti-Malware.ru. DnekTpoH. naH. - Pexxum nocryna: https://www.anti-
malware.ru/news

14. Is027000.ru MckyccTBO yripaBieHus HHPOPMAMOHHOW 0€30MaCHOCTBIO.
DneKTpoH. JaH. - Pexxum nocryna: http:// www.1s027000.ru/

15. SecurityPolicy.ru JokymeHTbI 110 HHGOPMAIIMOHHON 6€30TaCHOCTH.
DneKkTpoH. JaH. - Pexxum nocryna: http://securitypolicy.ru/

16. SearchInform — UudopmarronHast 6€30macHOCTb. DIEKTPOH. JaH. - Pexxum
noctyna: https://searchinform.ru/informatsionnaya-bezopasnost/

17. Uudopmarmonnass 6€30MacHOCTh MPEANPHUATHS. DJIEKTPOH. AaH. - Pexum
noctyna: Ekrost.ru

18. OnepanonHass ~ cucreMa Kali Linux, comepskaras CpecTBa
JIEMOHCTpAIlMA KOMIBIOTEPHBIX aTaK, a TaKXKe CPEeICTBa KOHTPOJS 3aIIUIIEHHOCTH
WH(OPMAITMOHHBIX CHCTEM METOJIOM TECTHPOBAHUS Ha TPOHUKHOBEHUE.

9 MATEPUAJIBHO-TEXHHUUYECKAS BA3ZA, HEOBXOJIUMAS J1JI51
OCYHIECTBJIEHUSI OBPA3OBATEJIBHOI'O IMTPOLIECCA

1. Kommiekr JeWCTBYIOIIMX HOPMATHUBHBIX JOKYMEHTOB B  00JacTu
KOMITBIOTEPHBIX MPECTYIUICHUH B obecrieueHus: 0€30MacHOCTH MH(POPMAITMOHHBIX
CUCTEM.

2. KoMImproTepHBIN KJIacC M KOMITBIOTEPHBIC MPOTPAMMBI IS JICMOHCTPAITUH
KOMITBIOTEPHBIX CETEBBIX aTaK M MEp 3allUThI OT HUX.

3. IIpoekTop 1 HOYTOYK.

10. METOANYECKHUE YKA3ZAHUSA JJS OBYYAIOIIIUXCS 11O
OCBOEHMUIO JUCHUIIJIMHBI (MOAY JIA)

[To muctunimae «KoMmbploTepHble TMPECTYIUIGHHS B KOMITBIOTEPHBIX
CHUCTEeMax M CeTAX» YHTAIOTCA JICKIUH, MPOBOIATCS JabopaTopHbIE padOTHI,
BBITIOJIHAETCS KYPCOBOU IPOEKT.

OcHOBOM W3y4YeHHS JUCHUIUIMHBI SBJSIOTCS JIGKIIUM, HAa KOTOPBIX
U3JaraloTcs Haubosee CyIeCTBEHHbIE U TPYIHbIE BOIPOCHI, a TAKXKE BOIPOCHI, HE
HAIIEIINE OTPAXKEHUsI B y4eOHOM muTepatype.

JIaGopatopHbie pabOThI BBIIOJHAIOTCS HA J1a00OpaTOpHOM O00OpYTOBAaHUH B

COOTBETCTBUH C METOJIMKAMHU, PUBEIECHHBIMU B YKa3aHUSAX K BBIIOJIHEHUIO PaldoT.



MeToauka BBIMOJHEHHS KYpCOBOTO TIPOEKTa U3JOXKEHa B y4eOHO-
METOJMYECKOM TMOCOONH. BBIMOMHATE STambl KypcOBOTO TPOEKTa JIOJKHBI
CBOEBPEMEHHO U B YCTAHOBJICHHBIE CPOKHU.

KoHTposp ycBOeHHs MaTepuaia JUCUUILIMHBI TPOU3BOAMUTCS MPOBEPKOU
KypPCOBOTO MPOEKTA, 3alUTON KypCOBOTO ITPOEKTA.

Bup yueOHbIx
3aHATHHU

J_IGSITGJH)HOCTB CTYACHTA

Jlekusa

Hanucanue KOHCHEKTa JIEKLMH: KpaTKO, CXEMAaTW4HO, IOCIEeI0BaTEIbHO
(uKCUpOBaTH OCHOBHBIE MTOJIOKEHHSI, BBIBOIBI, (POPMYITHUPOBKH, 0000IICHUS;
[IOMEYaTh BaXKHbIE MBICIIH, BBIJIEIATH KIIIOUEBBIE CJI0BA, TepMUHBIL. [IpoBepka
TEPMHUHOB, IOHATUI C IOMOILBIO SHIUKJIONEANM, CIIOBAPEM, CIIPABOYHUKOB C
BBINKMCHIBAHNEM TOJIKOBaHUH B TeTpaib. O003HaUEHHE BOIIPOCOB, TEPMUHOB,
MaTepuaga, KOTOPbIE BBI3BIBAIOT TPYJHOCTH, TIOUCK OTBETOB B
pekoMeHayemMol surepatype. Eciin caMOCTOATENbHO HE yaaercs
pa3o0parbcsi B Marepuaie, Heo0XoauMo cHOpMyITUPOBATh BOIIPOC U 33/1aTh
IIPEIo/IaBaTeli0 Ha JEKIMH WIKM Ha IPAKTUYECKOM 3aHSITHH.

JlaGopaTopHas
pabora

Ha60paT0pHHe pa6OTLI IMMO3BOJIIOT HAYUUTHCA NMPHUMCEHATH TCOPCTUYUCCKUC
3HAHWA, MMOJIYYCHHBIC Ha JICKIUUW TP PCIICHHUU KOHKPCETHBIX 3a/1a4. YT1o0OBI
HanOoJjee palluOHAJIbBHO W IIOJHO HCIIOJb30BaTb BCC BO3MOXKHOCTHU
na60paTopHHx JJIs1 IIOATOTOBKM K HHM HeO6XOI[I/IMOZ cieayer pa306paTL
JCKIHUIO II0 COOTBCTCTB}’IOHIGI\/JI TEMC, O3HAKOMHUTCA C COOTBCTCTBYHOIIUM
pasaciiom y‘IC6HI/IKa, npopa60TaTL AOIOJIHUTCIIBHYIO JIUTCpATypy U
HUCTOYHUKH, PCIIUTD 3aJa4U U BBIIIOJIHUTL APYI'UC MNCbMCHHBIC 3a/IaHUS.

CamocTrosTenbHas
pabora

CamocrosiTenbHass padoTa CTyI€HTOB CIIOCOOCTBYET INIyOOKOMY YCBOEHMUS
y4eOHOrO  MaTepuaia ¥  Pa3BUTHIO  HAaBBIKOB  CaM0OOpa3oBaHUSI.




CamocrosiTenbHas padoTa IpeAroaraeT caeIyonHe COCTaBIIAIOINeE:

- paboTa ¢ TEeKCTaMH: Y4€OHHKaMH, CHPAaBOYHUKAMH, JONOJTHUTEIBHOM
JUTEPATYPOH, a TaKKe MPOPadOTKa KOHCIIEKTOB JICKITHIA;

- BBITIOJIHEHHUE IOMAIIHUX 3aJIJaHUH U PacueTOB;

- paboTa HaJl TEeMaMu JUIS CAMOCTOSATEIILHOTO H3YUCHHS;

- ydacTHe B paboTe CTYJACHYECKIX HayYHbIX KOH(EepeHLINH, ONTMMITHA/T;

- MOATOTOBKA K MPOMEKYTOUHOM aTTECTAIIH.

[ToaroroBka k' |['OTOBUTBCS K MPOMEKYTOUHOM aTTECTALMU CIEAYET CHUCTEMATHUYECKH, B
MPOMEXKYTOUHOU |Te4eHue Bcero cemectpa. HTEHCHMBHAs MOArOTOBKA JOJKHA HAYaThCs HE
aTTecTaluu MO3JHEE, YEM 33 MECSAL-TIOJITOPa A0 MPOMEKYTOYHOM arrecTtanuu. JlaHHbIe
nepea 3a4eToM C OIICHKOH, 3K3aMEHOM TpH JHsS dS(deKkThuBHEE BCEro
KCIMOJIb30BATh /Ui IOBTOPEHMS U CUCTEMATU3alluy MaTepHraa.




