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YIIPABJIEHUE THOOPMALIMOHHBIMHU PUCKAMU
W OBECIIEYEHME BE30IIACHOCTH COIMAJIBHBIX CETEM

HU.H. Bacuabe, E.1O. Toukux, I1.P. CorHukoB

Lens mccenoBaHusl COCTOUT B pa3pabOTKE aBTOMATH3MPOBAHHOTO KOMIUIEKCA YIIPABICHHS
MH()OPMAIMOHHBIMA PHUCKAMH COLMAIbHBIX ceTeid. OOOCHOBAaHBI TEMAaTHKM KOHTCHTA, IPEMJIONKEH
IrOpuUT™M pabOoThl MHCTPYMEHTapus, NPEAHA3HAYEHHOrO JJIS BBIABICHUS TEeMaTHK KOHTEHTA.
IIpennoxkeHpl IyTH aBTOMAaTU3allMUd IIPOLIECCA BBIABICHUS TEMATHK IIOCTOB B IOMYJIAPHBIX
pPETHOHANBHBIX OHJIAMH-cOOOIIecCTBaX COLMANBHBIX ceTe. Pa3paboTaHsl anropurMuyeckoe H
NporpaMMHOE OOecIeYeHHe Ha OCHOBe TexHojoruii BigData m mammuHOTO 0Oy4eHUs, BKJIIOYas
KiaccU(UKaIMIO CAaliTOB M IIOCTOB 32 BHIOPaHHBII POMEXYTOK BPEMEHH LIS OTPEJIENICHNs] TEMaTHK,
TEMaTHYECKOE MOJEIMpOBaHue, neMMartu3auuio. IlodyueHHOe mporpaMMHoe oOecredeHHE MOXKET
NPUMEHATHCS  [UII  CKAaHHUPOBAaHWS pPErMOHANIBHBIX COOOIIECTB, OXBATHIBAIOUINX a0COJIOTHOE
OOJIBIIMHCTBO Ay IUTOPUH VIHTEpHET-110Ip30BaTeNeH PETHOHA Ha IIPEAMET BBISBICHHS IECTPYKTHBHBIX
KOHTeHTOB. CO31aHHBI HHCTPYMEHTAPHI NPEACTABIAET IPAKTUIECKYIO LIEHHOCTD A7l aBTOMAaTU3aLUH
BBISIBIICHHSI TEMaTHK TEKCTOBBIX IIOCTOB B 0a3e MJaHHBIX peecTpa KOHTCHTOB C IOCIEIYIOIIUM

pacmripeHreM 0a3bl TaHHBIX HH(POpMAaIiei 0 TeMaTHKe KOHKPETHOTO KOHTCHTA.
KiroueBbie croBa: JeCTpyKTUBHBIM KOHTEHT, COLMATbHBIE CETH, MTaOIUKU, MOHUTOPHUHT CETEBOM

CTPYKTYPBI, Tpa(HK.

BBeaenue
Pa3zpaboTka CpEICTB YIPaBJICHUS
WH(POPMAIMOHHBIMA PUCKAMH  COOTBETCTBYET

IIPUOPUTETAM HAy4YHO-TEXHOJIOTHUYECKOTO
pa3BUTUA Poccuiickoi denepanny,
OINPEIEICHHBIX Crpareruen Hay4yHO-
TEXHOJIOTMYECKOro  pa3BuTus  Poccuiickoit
@enepanun B 00JIaCTM  NPOTUBOJICHCTBUS
TEXHOT€HHBIM, OMOTE€HHBIM, COLIMOKYJIBTYPHBIM
yrpo3aM,  TE€ppOpU3MY,  HJEOIOTUYECKOMY
JKCTpEMHM3MY,  KHOepyrpo3aM U HHBIM
UCTOYHHMKAM  OMAacHOCTH  Juig  OOIIecTBa,

SKOHOMUKHM U rOCYJ1apCTBa.

B Hacrosmee BpeMs OCTpO HEOOXOIUM
MHCTpYMEHTapui, KOTOpbII oOmnepaTuBHO (110
BO3MOKHOCTH, B peaJlbHOM MacIluTabe BpeMEHN)
OyZeT pearupoBaTh Ha KOHTEHT-aTaku. B Bumgy
o0wIns W W3OLIPEHHOCTH  TOCIEAHUX,
OCYLIECTBJIATh BBIIIEU3JI0KEHHOE TOJIBKO B
PYYHOM DPEKHMME CTAaHOBUTCS BCE CIIOXKHEE U B
Onmkaiiiiee BpeMsi CTaHET HEBO3MOXKHBIM. OTy

IpoUeaypy  HpHAETCS  aBTOMAaTU3HPOBATh,
IPOrpaMMHBIM My TeM, uaeHTUUIUpys
BPEIOHOCHl U OIIEHHWBAas HUX OIACHOCTH B
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pernoHanbHOM HMHTepHeT-nipocTpancTBe. Ilpu
3TOM  HMCKJIIOYUTEIBHO OpraHU3aIMOHHO-
[IpaBOBOE pearupoBaHHE JaeT 3HAYUTEIbHOE
oTcTaBaHue B MH(opMamoHHoi 6oproe. B 3Tom
KOHTEKCTE€  LIEH3ypa  uepe3  MOJEpalHio
COLIMAJIbHBIX CETEH HMMEET SBHO BBIPAKEHHBIC
HEJ0CTaTKU YeJI0BEUYECKOI0 (axTopa:
CyOBEKTUBU3M CYKICHHUU " OLICHOK,
OTPaHMYEHHOCTh OBICTPOAEHCTBUS 00pabOTKU
JAHHBIX W TIPUHATHSA peIIeHUs B clyyae
JaBUHOOOpa3HOTrO  BOpoca  JACCTPYKTHUBHOTO
KOHTEHTA. 3JeChb HY)KHa OIE€paTUBHAas KOHTp-

Iporarassa B WNuTepHer-coobiecTBax
(TeneBUIEHMs,  KOTOpPOE  Majo  CMOTPHT
MOJIOACKD, TyT SIBHO HEJI0OCTaTOYHO),

ONMUPAIONIASICS Ha MPeIaraeMblil IPOrpaMMHBIN
MHCTPYMEHT, B KaXJ0oM cyOobekTe Poccuiickoit
denepauuu.

Paccmorpum HauOosiee momyssipHblE B
HaCTOSIIIUHA MOMEHT CUCTEMbl MOHUTOPHUHIA M
aHaynM3a couuanbHbIX cereil. Cucrema Radian 6
npeAHa3HaueHa JJisg OTCIICKUBAHUS B PEaTbHOM
BPEMEHH YINOMUHAHUII OpEeHIOB C Yy4YeTOM
TOHAJBHOCTH B COLMAIBHBIX CETAX W IS
y4acTHs B IPOUCXOAIIHNX 00Cy)aeHus X [1].
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INFORMATION RISK MANAGEMENT AND SOCIAL NETWORK SECURITY

R.V. Ivanov, V.N. Brusnikin, E. Thelwall

The purpose of the study is to develop an automated complex for managing information risks of
social networks. Substantiated content topics, proposed an algorithm for the operation of tools designed
to identify content topics. Ways are proposed to automate the process of identifying topics of posts in
popular regional online communities of the social network of the city of Voronezh. Algorithmic and
software PTC based on BigData and machine learning technologies have been developed. Methods:
classification of sites and posts for a selected period of time to determine topics, machine learning,
thematic modeling, lemmatization. The resulting software can be used to scan regional communities,
covering the vast majority of the audience of regional Internet users to identify destructive content. The
created toolkit is of practical value for automating the identification of topics of text posts in the database
of the content registry, followed by the expansion of the database with information on the subject of
specific content.
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