_ ®I'bOY BO _
«BOPOHEKCKHUU I'OCYJAPCTBEHHBIM TEXHUYECKHUU YHUBEPCUTET»

PETMOHAJIBHBIN Y‘IEBHO-HAY‘!'HI)II?'I HEHTP
O NPOBJIEMAM UH®OPMALNOHHOU BE3OITACHOCTH

NHOOPMAILIUA U BE3OITACHOCTD

Tom 27, Beinyck 4, 2024

Boponex



NHOPOPMAIINA U BE3OITACHOCTD
Tom 27, Buinyck 4 2024

Peoaxkuyuonnan konnezusn

I'maBusIit pegakTop — A.I'. Octanenko (Boponex), 3aBemyromuii kadeapoit cucteM HHPOPMAIIMOHHONW 6€30TTacHOCTH
BopoHexcKkoro rocy1apcTBEHHOTO TEXHHIECKOTO YHHBEPCHTETA, TOKTOP TEXHMUECKUX HAyK, ITpodeccop.

OrtsercTBeHHbIH cexkperapb — A.O. Kanammmnkos (Mocksa), 3amMecturesb upexTopa IHCTUTYTa po0ieM yrpaBieH s
PAH, 1oKTOp TEXHHUYECKUX HayK.

Ynenvt pe0aKyuoHHoli Konnecuu

B.A. ABepuenkoB (bpsack) — mpodeccop BpsHCKOTO rocynapcTBEHHOTO TEXHHUYECKOTO YHHUBEPCUTETA, JOKTOP
TEXHUYECKHUX HaAYK, IIpodeccop.

FO.1O. I'pomoB (Tam60B) — aupexTop MHCTHTYTa aBTOMAaTHKH ¥ WH(POPMAIMOHHBIX TeXHOJOTHi TamMOOBCKOTO
TOCYAapCTBEHHOT'O TEXHMUYECKOTO YHUBEPCHUTETA, TIOKTOP TEXHMYECKNX HAyK, mpodeccop.

B.I1. Jlocs (MockBa) — T1aBHBII HAYIHBIH COTPYIHUK Poccriickoro rocytapcTBEHHOTO TYMaHUTApHOTO YHHBEPCUTETA,
JIOKTOp BOCHHBIX HayK, mpodeccop.

A.A. Mamiok (Mockpa) — nipodeccop HarmoHansHOTo HCCIeI0BATENBLCKOTO sAepHOro yHIBepcuTera "MUDU",
KaHIUIAT TESXHUYECKUX HAYK, Ipodeccop.

P.B. MemepsikoB (MockBa) — INIaBHBIH Hay4HbIH coTpyaHMK MHcTuTyTa mpobiiem ympasieHus Poccuiickoit
aKaJIeMHHU HayK, JIOKTOpP TEXHUYECKHUX HayK, podeccop.

B.A. MunaeB (MockBa) — mpodeccop kadeapbl crienualbHbIX HHOOPMAIMOHHBIX TEXHOJIOTHH MOCKOBCKOTO
yauBepcutera MBJl Poccuun umenu B.S1. KukoTsi, J0KTOp TEXHUYECKHUX HAYK, mpodeccop.

A.A. CrpeabuoB (MockBa) — 3aMECTHTENb NUPEKTOpa MHCTUTYTa MpoOJieM WH(POPMannOHHOH O€30MmacHOCTH
MOCKOBCKOTO TOCYAapCTBEHHOTO yHHBepcuTera mMeHM M.B. JloMoHOCOBa, JOKTOpP TEXHWYECKMX HAyK, IOKTOD
IOPHANYIECKUX HayK, Ipogdeccop.

A.A. IeaynanoB (Tomck) — mpe3uaeHT TOMCKOTO rocyAapCTBEHHOTO YHHBEPCHUTETa CHCTEM YINPABICHUS H
PaIfodIEKTPOHHUKH, TOKTOP TEXHUIECKUX HayK, pogeccop.

B.b. llep6axoB (MockBa) — IepBBIii 3aMeCTUTENb HavyalbHUKA TiaBHOTO yrpasieans OCTOK Poccun, kanmunat
TEXHUYECKHUX HayK, TOLEHT.

JKypHai BEIXOAMT YeTHIpE pa3a B TOA
JKypnan 3apeructpupoBan B @enepanbHOi ciryx0e 1o Haa30py B cdepe
CBA3H, HH(bOpMaL[I/IOHHBIX TEXHOJIOTHH M MaCCOBBIX KOMMyHI/IKaHI/Iﬁ
Per. Homep TN Ned®C77-74426 ot 23 HOs6ps 2018 1.

INonnucHoit naaexc B O0wenuHeHHoM Kartanore «IIpecca Poccum» — 41255
Odopmuts noanucky Ha xypHaisl BITY na 2025 rox moxHO Ha caiite https://www.pressa-rf.ru/

KypHas BXOJUT B 1IepedeHb PeleH3NPYyEeMbIX HAyYHBIX W3IaHHH,
B KOTOPBIX JI0JDKHBI OBITH OITyOJIMKOBaHBI OCHOBHBIE HAYYHBIE PE3YJIbTaThl ANCCEPTALINN
Ha COMCKaHUE yYeHOW CTEIeH! KaHANATa HayK, HA CONCKaHHE YUEHO CTEIeHN JTOKTOpa HayK

AJIPEC PEJAKLINU: YUYPEAUTEJb U U3JIATEJIb:
394049, r. Boporex, yn. Barytuna, 1. | OI'bOY BO «BopoHexckuil rocyapcTBEHHbIN
tein./dakc: (473) 252-34-20 TEXHUYECKUN YHUBEPCUTET

AJZIPEC YUYPEJJUTEJIA N U3JJATEJIA:

e-mail: alexanderostapenkoias@gmail.com
394006, r. Boponex, yin. 20-netust Oxts16ps, 84

© ©I'bOY BO «BopoHexckuii TocyIapCTBEHHBINA
TeXHUYECKUI YHUBEpCUTET», 2024


mailto:mnac@comch.ru

INFORMATION & SECURITY
Vol 27, Part 4 2024

Editorial board

Chief editor — A.G. Ostapenko (Voronezh), head of the department of information security systems of the Voronezh
State Technical University, doctor of technical sciences, professor.

Executive Secretary — A.O. Kalashnikov (Moscow), deputy director of the Institute for Management Problems of the
Russian Academy of Sciences, doctor of technical sciences.

Members of the editorial board

V.I. Averchenkov (Bryansk) — Professor of Bryansk State Technical University, Doctor of Technical Sciences.

Yu.Yu. Gromov (Tambov) — Director of the Institute of Automation and Information Technologies of Tambov State
Technical University, Doctor of Technical Sciences, Professor.

V.P. Los (Moscow) — Professor of MIREA — Chief Researcher of Russian State Humanitarian University, Doctor
of Military Sciences, Professor.

A.A. Malyuk (Moscow) — Professor of the National Nuclear Research University "MEPI", Candidat of Technical
Sciences, Professor.

R.V. Meshcheryakov (Moscow) — Chief Researcher of V.A. Trapeznikov Institute of Control Sciences of Russian
Academy of Sciences, Doctor of Technical Sciences, Professor.

V.A. Minaev (Moscow) — Professor of the Department of the Special Information Technologies Department of V.Ya.
Kikot Moscow University of the Internal Affairs Ministry of Russia, Doctor of Technical Sciences, Professor.

A.A. Streltsov (Moscow) — Deputy Director of the Institute for Information Security Problems of Moscow State
University named after M.V. Lomonosov, Doctor of Technical Sciences, Professor, Doctor of Law, Professor.

A.A. Shelupanov (Tomsk) — President of Tomsk University of Control Systems and Radioelectronics, Doctor of
Technical Sciences, Professor.

V.B. Shcherbakov (Moscow) — First Deputy Head of the Main Directorate of the FSTEC of Russia, Candidate of
Technical Sciences, Associate Professor.

The magazine is published four times a year
The journal is registered in the Federal service for supervision of communications,
information technology and mass communications
Reg. number of PI No. FS77-74426 dated November 23, 2018

Subscription index in the United Catalogue "Press of Russia" — 41255
You can subscribe to VSTU journals for 2025 on the website https://www.pressa-rf.ru/

The journal is included in the list of peer-reviewed scientific publications in which the main scientific results
of dissertations should be published for the degree of candidate of science, for the degree of doctor of science

ADDRESS EDITORIAL: FOUNDER AND PUBLISHER:

394049, Voronezh, ul. Vatutina, 1 Federal State State-Financed Comprehensive Institution
tel./fax: (473) 252-34-20 of High Education «Voronezh State Technical University»
e-mail: alexanderostapenkoias@gmail.com ADRESS FOUNDER AND PUBLISHER:

394006, Voronezh, 20-letiya Oktyabrya str., 84

© Voronezh State Technical University, 2024



COJEPKAHUE

MPOBJEMBI KAJIPOBOI'O OBECHEYEHHMA OBJACTH HWH®OPMAIIMOHHOM
BE3OITACHOCTH

E.B. benos, B.I1. Jlocv, O.A. Pamees, E.J]. Touuyk, I'.A. lllesyosa, E.A. Mockanesa.................... 459

BBISIBJIEHUE n THUITOJIOT N3 AL UA KPUMUWHAJIBHBIX CYBBEKTOB
B COIUAJIBHBIX MEJIUA

B.A. Munaes, A.C. Tonnvicut, K. A. KYZOMUHA ...........ooeeeeiiiiieeiiiieeeeiiieeeeeiee e eeee e esveee e e eanee e 469

HEUPOCETEBOM CEPBUC PEIJIAMEHTAIIMM MEP IPOTHUBOJENCTBHUSA
KUBEPATAKAM (YACTH III)

I'A. Ocmanenko, A.Il. Bacunvuenxo, A.A. Ocmanenxo, C.B. bezbopoowvix, A.I'. Ocmanenxo,
LI JKYKOB ..ottt ettt ettt e ettt e et e e et e e e at e e s st e e ensteeensaeenaseeennseesnsseesnnseas 477

HEWPOCETEBOM CEPBUC PEIJIAMEHTAIIMM MEP TIPOTUBOJENCTBUS
KUBEPATAKAM (YACTbD 1IV)

I''A. Ocmanenxo, A.Il. Bacunvuenxo, A.A. Ocmanenxo, C.B. Be36opoowvix, A.I. Ocmanenko,
L TT DKPKOB ...ttt ettt et ettt e s e et e et e st e sbteesaeees 489

NHO®OPMALIMOHHBIE B3AMMO/JIEHCTBUS n IMPOTUBOBOPCTBO
B IOJINTUYECKOM JEATEJIBHOCTH

A.C. O8UUHCKULL, K. K. BODZVHOB . ......cccueeeeiieeeiie ettt eteesaaeesaee e s aae e snseesnaseesnseesnseeeneee 509

OIIEHKA KPUTHYHOCTHU YSI3BUMOCTEH C HCHOJb30BAHHUEM JAHHBIX
MHOXECTBA PUCK-KAJIBKYJIATOPOB

A.A. Ocmanenxo, B.Il. [lenaxun, E.C. Kopomkosa, A.C. Kpusoweun, /].A. Manvyesa,
11.A. Mepxynos, HJ]. Huxumun, M.O. TUMAPEHKO ............ccccuereuieniiaiieiiinieeniieieeseeeeeeesee e 521

AKTYAJIBHBIE 3AJJAYU U HEKOTOPBIE HMX PEHIEHUSA B YACTHU PUCK-
KAJIBKYJIAIIUHU YCHEITHOCTHU PEAJIM3AIIMU EJUHNYHbBIX KUBEPATAK

A A, OCIANCHKO .. ceeeeeeeeeeeeeee et e e et ee e e e e e e ae e e e e e s e e e e e e e aae e e eaaaeeeraaeeeranaeeeranaeeennnns 543

KHUBEPBE3OIIACHOCTD BECITMJIOTHBIX ABHUAIIMOHHBIX CUCTEM
MOHHWUTOPHHTI A JIECHBIX TEPPUTOPUI

B.A. Munaes, A.C. Tonnvieut, K.M. BOHOAPD ...........ccccueecueeiieeiiieeiieieesie et 553

METO/JI CTATUCTUYECKOI'O AHAJIM3A JIOKAJBHON CETHU H BbIABJIEHU S
KOMIIBIOTEPHBIX ATAK HA ITAKETHBIX BBIBOPKAX OIITUMAJIBHOU JJIMHbBI

A.A. Benoyc, M.A. MACTOBA .........cc..uuueeeieiieeeeiiie et e eeieeeeeste e e ttee e s saeee e e saaeeessnseeessennaeesenns 561

456 HUHDPOPMALIHA 1 BE3OIIACHOCTbD. 2024. T. 27. Buin. 4



PABPABOTKA MW  PEAIM3AIMA 1OAXOIJA  ABTOMATHU3UPOBAHHOI'O
COINIOCTABJIEHU A BEPCUM n HAUMEHOBAHUM ITPOI'PAMMHOI'O
OBECIHIEYEHUSA MEXAY ®OPMATAMHU COMMON PLATFORM ENUMERATION
N BAHKA JAHHBIX YI'PO3 BE3OIIACHOCTH UH®OPMALIUU ®CTIK POCCUHN

A.A. T'onuapos, M.A. Tapenkut, J[.A. HAPXOB ...........cccueevcueeeiiieeiiieeiieeeiieeeieeesieeesieesnvee s 571
TEXHOJIOI'NA MOUCKA JIMCKPEIUTUPYIOIIEN NH®OPMALIUN
B COLMAJIBHBIX MEJUA

B.A. Munaes, K. M. 5on0apt, A.C. KOTOMUHA.............coeveeeeaiiieaiiieeiieeeiieeeiieeeeeesieeesveessveesnaeees 591

Ilpasuna ogopmnenuss u npedcmaesienus pykonucet 0as nyorukayuu 8 dxcyprane «Mupopmayus
U DC30TIACHOCIIIDY «.eeeeeeeeeeeeeee e e e e e e e et e e e e e e e e e e e e e e e e e e e e e e e e e aaeee e e e e e e e aeeeeeeeaaaanaaaeeeeeeneenennaas 599

HUHDOPMALIHA 1 BE3OIIACHOCTbD. 2024. T. 27. Buin. 4 457



CONTENS

PROBLEMS OF STAFFING IN THE FIELD OF INFORMATION SECURITY

E.B. Belov, V.P. Los, O.A. Rameev, E.D. Tyschuk, G.A. Shevtsova, E.A. Moskaleva...................... 459
IDENTIFICATION  AND TYPOLOGIZATION OF CRIMINAL ACTORS
IN SOCIAL MEDIA

V.A. Minaev, A.S. Tolpygin, K. A. KUZIMIRQ............cccccoeiuiieiiiiniiieeiieeeiieeeieeesieeeeieessveeessee s ens 469
NEURAL NETWORK SERVICE FOR REGULATING MEASURES TO COUNTER
CYBERATTACKS (PART III)

G.A. Ostapenko, A.P. Vasilchenko, A.A. Ostapenko, S.V. Bezborodykh, A.G. Ostapenko, N.P. Zhukov..477
NEURAL NETWORK SERVICE FOR REGULATING MEASURES TO COUNTER
CYBERATTACKS (PART IV)

G.A. Ostapenko, A.P. Vasilchenko, A.A. Ostapenko, S.V. Bezborodykh, A.G. Ostapenko, N.P. Zhukov.. 489

INFORMATION INTERACTIONS AND CONFRONTATION IN POLITICAL ACTIVITY
A.S. OVChinsky, K.K. BOFZUNOV ...........ccueeecueeeeiiieesiieeeieeesieeesiaeesisaeessaeessseeesseeessseeesssesssssessnssessnnns 509
VULNERABILITY CRITICALITY ASSESSMENT USING DATA FROM A VARIETY OF
RISK CALCULATORS

A.A. Ostapenko, V.P. Shelykin, E.S. Korotkova, A.S. Krivoshein, D.A. Maltseva, P.A. Merkulov,
N.D. Nikiting M.O. TitQrenko ...............oooooouiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 521
CURRENT PROBLEMS AND SOME OF THEIR SOLUTIONS IN PART OF RISK
CALCULATION OF THE SUCCESS OF IMPLEMENTING SINGLE CYBER-ATTACKS
A A. OSIAPENKO. .........eeeeeeeeiieeeie e eette e ete et e et e e tteeaabeeetaeeesteessseeessseeessseeessseesnsseessseessseesnnes 543
CYBERSECURITY OF UNMANNED AERCRAFT SYSTEMS FOR MONITORING
FOREST AREAS

V.A. Minaev, A.S. Tolpygin, K-IM. BORAAF ..................ccovoeviiniiiniiniinicniereentes ettt 553
A METHOD FOR STATISTICAL ANALYSIS OF A LOCAL NETWORK

AND DETECTION OF COMPUTER ATTACKS ON PACKET SAMPLES
OF OPTIMAL LENGTH

A A. BELOUS, MLA. MASIOVA .eeoeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeereeseeseesseesteseessessesseeseessesssensessessesssestensessesnsessens 561
DEVELOPMENT AND IMPLEMENTATION OF AN APPROACH FOR AUTOMATED
MAPPING OF SOFTWARE VERSIONS AND NAMES BETWEEN COMMON PLATFORM

ENUMERATION AND THE RUSSIAN FSTEC INFORMATION SECURITY THREAT
DATABASE FORMATS

A.A. Goncharov, M.A. Tarelking D.A. NAFROV ..........eeeeeeeeeeeeeeeeeeee e eeeeereee e e e eeeeeas 571
TECHNOLOGIES FOR DEFAMATORY INFORMATION SEARCHING
IN SOCIAL MEDIA

V.A. Minaev, K.M. Bondar, A.S. KOLIOMUT . ...........o..ueeeeeeeeeeeeeeeeeeee e eeeeeeeeee e eeeeeaaas 591

Rules for the design and submission of manuscript for publication in the journal «Information
AR SCCUTTEY Y et ete et e e et e e st e e ttee e steeasseeesaaesasseeassseeasseeessseeeasseesasseesnssaesnnseessseenns 599

458 HUHDPOPMALIHA 1 BE3OIIACHOCTbD. 2024. T. 27. Buin. 4



