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In researching the design quality of this edition, the editorial board requires that source materials
come from the texture of the design:

1. A manuscript with a total volume of at least 8 and not more than 20 full pages (even number of pages)
for a scientific article (abstracts of a plenary report), 4 full pages for an article (abstracts of a report)
are printed on one side of an A4 sheet in Times New Roman Cyr 12 points with 1 interval and sent to
the journal mnac@comch.ru (in the Word for Windows editor). Formatting an article for publication
in the Journal should be done in a form similar to that adopted by the International Academic
Publishing Company “Nauka” (see, for example, “Journal of Inorganic Chemistry” of the Russian
Academy of Sciences, etc.).

2. Manuscript pages should have the following margins: top - 2 cm, bottom - 2, left - 2 cm, right —
2 cm.

On the first page of the text, the DOI is placed (the number is filled in in the editorial office),
the next line is the UDC (in the left corner of the sheet from the field, font size 12), the title of the
article (in capital letters, font size 12), the initials and surname of the author (authors) (font size
12), abstract (100-150 words) and key words (three to five words or phrases). For the abstract and
keywords, font size 10, left and right indents - 1.25 cm, paragraph indentation - 0.8 cm. On the
first page in the left column at the bottom of the footnote is the copyright sign (©), authors (initials
after surnames); year; the names of foreign authors are written in Russian. This is followed by the
text of the manuscript (font size 12) and the list of references (font size 12). The text of the
manuscript and the list of references are presented on a sheet in two columns 8.25 cm wide each
(column spacing 0.5 cm).

Both columns of text must be filled evenly and completely!
Page numbers are not included! Signatures of all authors must be on the back of the last

page.

Information about the authors is given after the list of references in Russian and English. First,
the full name of the institutions in which the study was carried out, indicating which institution
each of the authors works in, the traditional names of academic and educational institutions without
characteristics of the form of the institution, then the country for foreign authors (font size 12) in
Russian and English. Further information about the authors in 10 font in Russian: last name, first
name, patronymic (if any) in full, through a dash academic degree, position, name of the institution
(place of work), e-mail. Title of the article in English (font size 12), initials and surnames of
authors in English (font size 12), abstract and keywords in English (font size 10), information
about authors in English (formatting is the same as on Russian).

An example of text formatting:

Eciu mnpuxomut cnepyrommii  (Jiimt1)-#  MOMEHTa BpEMEHH C HEKOTOPOH BEPOSITHOCTHIO
MAKEeT C 3alPOCOM Ha COEAMHEHUE, TO ITOT MaKeT Py U €€ pa3BUTHE OJIOKUPYETCS, TO BEPOSATHOCTD
oTOpachIBaeTCsl. peau3anuy aTaku MOXKET OBITh PacCUMTaHA 10

Ecnu araka oOHapykxuBaetrcst 10 5Toro  Qgopmye:



(-t );(1_Pde|)

O I (o A Ny 5

A Tu—(=Py) =702, -(1-P,)
1€ Pder— BEPOSITHOCTh OOHAPYKCHUS aTaKH, orBeToB" (Smurf) [3]. CyTh aTtaku 3akitodaeTcs
fo — BpeMs OXHJIaHUs MOATBEPXKACHUA B MOCBUIKE "3x0-3ampoca’ no nporokony ICMP
ceaHca CBSI3U. M0 IIUPOKOBEUIATEILHOMY a/IpeCy C YKa3aHHEM
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KOTOPLIC MOKCT MHOKCCTBO KOMIILIOTCPOB.

. An expert opinion on the possibility of its publication in the open press must be attached to the

manuscript.

. On a separate sheet, you should attach official and home addresses (with postal code), phone

numbers and e-mails of the authors of the article.

. Tables are arranged according to the text. Each element of the table must be a separate cell. It is

not allowed to place a column or row with data in one cell! If there is one table in the
manuscript, then the word “Table” is not written in the title. If there are several tables in the article,
then before the name of the table on the right they write “Table 1 (2, 3, etc.)”. The link to the table
is formatted as follows: “table. 1 (2, 3, etc.)”. The heading of the table is placed in the next line
after the word "Table", in the center.

. Drawings that are not embedded in a Word document are formatted in TIFF format. Figure

captions are not included in the figures, but are placed in a separate text with a font size of 10
under the figures. Letters and numbers in the figure must be legible. Tone photographs are
presented in two copies on white matte photographic paper, explanatory inscriptions on one of
these photographs should be absent. If there are several drawings in the manuscript, then before
the title they write “Fig. 1 (2, 3, etc.)”. The link to the figure is formatted as follows “fig. 1 (2, 3,
etc.)”. If there is one figure in the article, then the word “Fig.” do not write in the caption. Figures
must be clearly reproduced in black and white!

. Paragraph indent equal to 0.8 cm should start after entering (automatically). It is not allowed to

form a paragraph indent using spaces and tabs!

. The terms used in the work, units of measurement and symbols should be generally accepted. All

notations used by the authors (with the exception of well-known constants) and abbreviations
should be defined at their first mention in the text.
Formulas are numbered in parentheses (2), along the right border of the text, literary references -
in direct lines [2], footnotes - in Arabic numerals.

10.Bibliographic references are given according to the following samples (GOST R 7.05-2008
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For books - surname, initials of the author; book title; initials, surname of the author; place of
publication; the name of the publisher; the year of publishing; volume number; volume. If there
are more than one and less than four authors - the surname, initials of the first author; book title;
initials, surname of all authors (including the first one); place of publication; name of the
publisher, year of publication; volume number; volume. Examples:
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work; the name of the academic degree; place of writing; year of writing; volume. Examples:
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3. 3asBka 1095735 Poccuiickas ®enepauus, MIIK B 64 G 1/00. Onnopa3oBast pakeTa-
Hocutenb [Tekcr] / Teprep O. B. (CIIIA) ; 3asButens Cretic Cucrems/Jlopan, WHK. ; mart.
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(I'g.) ; mpuopuret 09.04.99, N 09/289,037 (CIIIA). - 5 c. : wi.

e For electronic resources, it is mandatory to indicate the date of access, and the date should be
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YIPABJJEHUE UHOOPMALIMOHHBIMHA PUCKAMHA
N OBECHHEYEHHUE BE3OITACHOCTH COLHUAJIBHBIX CETEHN

HN.H. Bacuabes, E.JO. Toukux, I1.P. CoTHnkosB

Lenp uccienoBaHusi cOCTOUT B pa3pabOTKE aBTOMATH3WPOBAHHOIO KOMIUIEKCA YIPaBICHHS
MH(QOPMAaMOHHBIMA PUCKAMHU COLMANBHBIX ceTeid. OOOCHOBaHBI TEMAaTHKW KOHTEHTA, NPEIJIONKEH
IrOpuT™M paboThl MHCTPYMEHTapus, NPEAHA3HAUEHHOrO JJS BBIABIGHUS TEeMaTHK KOHTEHTA.
[IpennmoxeHsl MyTH aBTOMAaTH3alMM IIpoOIlEcCa BBIABICHHS TEMATHK IIOCTOB B IOIYJISPHBIX
PETHOHANBHBIX OHJIAHH-COOOIIECTBaX CONMANBHBIX ceTei. Pa3paboTaHBl anroOpUTMHYECKOe W
IporpaMMHOE OOecledeHHe Ha OCHOBe TexHojornii BigData m mammuHOTO 00y4eHUs, BKIIOUas
KIacCH(UKAIMIO CAaliTOB M IIOCTOB 3a BHIOPAHHBII POMEKYTOK BPEMEHH JUIS OTPEIENICHNS TEMATHK,
TEMaTHYECKOE MOJICTIMpOBaHKe, JeMMaTu3anuio. IloxydeHHOE IporpaMMHOe OOecre4eHHE MOXKET
NPUMEHATHCS Ul CKAaHUPOBAaHWS pPErMOHAIBHBIX COOOIIECTB, OXBATBHIBAIOIIMX a0OCOJIIOTHOE
60BIIMHCTBO ayquTOpuu VIHTepHET-N0Ip30BaTeNIel peruoHa Ha IPEeIMET BBIIBICHUS AeCTPYKTUBHBIX
KOHTCHTOB. CO3ILaHHLII>II I/IHCprMeHTapI/Iﬁ OpeACTaBJIACT MPAKTUYCCKYIO LICHHOCTD I aBTOMAaTHU3aliuu
BBISBJICHHS TEMaTHK TEKCTOBBIX IIOCTOB B 0a3e MJaHHBIX peecTpa KOHTEHTOB C IOCJIEAYIOIIMM

pacuupeHreM 0a3bl JaHHBIX HH(POPMAIHeH 0 TeMaTHKE KOHKPETHOTO KOHTCHTA.
KiroueBbie cioBa: JeCTpyKTUBHBIM KOHTEHT, COLIMATIbHBIE CETH, MTaOIUKU, MOHUTOPHUHT CETEBOM

CTPYKTYpBI, Tpa(uK.

BBenenue
Pa3pabotka CpEICTB yIIpaBJICHUS
MHGOPMALIMOHHBIMM PUCKAMHM  COOTBETCTBYET

MIPUOPUTETAM Hay4YHO-TEXHOJIOTUYECKOTO
pa3BUTHUA Poccuiickoii ®denepanuu,
OIPEIEIECHHBIX Crparerueit Hay4HO-
TEXHOJIOTMYECKOro  pa3Butus  Poccuiickon
@enepaui B 00JaCTH  MPOTUBOJAEHUCTBUS
TEXHOTEHHBIM, OMOTEHHBIM, COLMOKYIbTYPHBIM
yrpo3am, TEPPOPU3MY, UJICOJIOTUYECKOMY
3KCTPEMU3MY, kubepyrpo3am H WHBIM
HCTOYHUKAM  ONACHOCTH  JUI1  OOIIECTBa,

SKOHOMHMKH U IOCy1apCTBa.

B Hacrosmiee BpeMs OCTpO HEOOXOAUM
MHCTPYMEHTAapHUil, KOTOpBIM OmepaTuBHO (110
BO3MOXXHOCTH, B peaJbHOM MaciuTabe BpeMEHH)
OyzeT pearupoBaTh Ha KOHTEHT-aTaku. B Buny
oOMiIMsT YU M3OLIPEHHOCTH  TOCIEIHUX,
OCYILECTBIATh BBILIEU3I0KEHHOE TOJIBKO B
PYYHOM DPEKMME CTAaHOBUTCS BCE CIIOXKHEE U B
Omkaiiiiee BpeMs CTaHET HEBO3MOXKHBIM. DTy

NpoUeaypy  HpHUIETCS  aBTOMAaTU3HPOBATh,
IPOrpaMMHBIM nyTeM, UACHTUDUIUPYS
BPEIOHOCHI U OIIEHHWBash HUX ONAacCHOCTh B

© Bacunses U.H., Tonkux E.}O., Cornuxos I1.P., 2019

peruoHanbHOM HWHTepHeT-ipocTpancTee. [lpu
9TOM  HCKJIIOYUTEIBHO  OpPraHU3allMOHHO-
NPaBOBOE pearupoBaHUE JAeT 3HAYUTEIHLHOE
OTCTaBaHWE B MHPOPMAITMOHHOHN OoproOe. B aToM
KOHTEKCTE€  IIeH3ypa  uepe3  MOJepaluio
COIIMAIIBHBIX CETEeH MMEET SIBHO BBIPAKCHHBIC
HE/I0CTaTKU YeJI0BEYECKOT 0 ¢axTopa:
CyObEKTHBU3M CYXKIICHUI " OIICHOK,
OTPaHUYEHHOCTh OBICTPOAEUCTBUS 00pabOTKH
JaHHBIX W TIPUHATHAS pEIIeHUS B clydae
JAaBUHOOOpPa3HOro  BOpoca  JIeCTPYKTHBHOTO
KOHTEHTa. 3JleCb HY)KHa OIepaTWBHAsh KOHTP-

Mporarasia B HuTepHer-coobmecTBax
(TeneBuaeHHUS, KOTOPOE€  Majo  CMOTpPHUT
MOJIOJEXKb,  TYyT  SBHO  HEJOCTAaTOYHO),

ONMPAIOIIASICS Ha MPEUIaraeMbli IPOrpaMMHBIN
UHCTPYMEHT, B Kax/a0M cyObekTe Poccuiickoit
denepanuu.

PaccmoTpum Hambornee moOmyJsipHbIE B
HACTOSAIIMNA MOMEHT CHUCTEMbl MOHUTOPHHIA U
aHanu3a colMaibHbIX cereil. Cuctema Radian 6
MpeAHa3HAYEHA I OTCIICKUBAHMS B PEATbHOM
BPEMEHU YIIOMHHAHUH OpEHIOB C Y4YEeTOM
TOHAJIBHOCTU B COLMAIBHBIX CETSIX M U
y4acTHs B IPOUCXOAIMINX 00cykaeHusx [1].
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Boponexcknii rocyjapCTBEHHbI TEXHUYECKUN YHUBEPCUTET
Voronezh State Technical University

Anmapart yroJIHOMOYSHHOTO TI0 TIpaBaM desioBeka B BopoHeskckoii obmactu
Office of the Commissioner for Human Rights in the Voronezh District

CuHranypckuii yHUBEpCUTET TEXHOJIOTHH U au3aiiHa, CuHramyp
Singapore University of Technology and Design, Singapore

[Toctynuia B penakuuto
HNudpopmanus 006 apTopax

HNBanoB Poman BacuibeBU4 — KaHI. TEXH. HayK, [OLEHT, BOpOHEXKCKUH TroCyAapCTBEHHBIA TEXHUYECKHI
yHuBepcureT, e-mail: sfist@mail.ru

Bpycaukna Baagmvup HukosiaeBHMY — 1-p TEXH. HayK, PyKOBOAWTEIb, AMMapar YyHOJHOMOYECHHOTO IO IpaBaM
yenoBeka B BopoHexckoii oonactu, e-mail: abc@eandex.ru

Teasania EBrenmii — kau. HayK, IOLEHT, AekaH, CHHranmypckuil yHUBEPCUTET TEXHOJIOTUH U nu3aitHa (CuHramyp), e-
mail: euruz@panerouni.com

INFORMATION RISK MANAGEMENT AND SOCIAL NETWORK SECURITY

R.V. Ivanov, V.N. Brusnikin, E. Thelwall

The purpose of the study is to develop an automated complex for managing information risks of
social networks. Substantiated content topics, proposed an algorithm for the operation of tools designed
to identify content topics. Ways are proposed to automate the process of identifying topics of posts in
popular regional online communities of the social network of the city of Voronezh. Algorithmic and
software PTC based on BigData and machine learning technologies have been developed. Methods:
classification of sites and posts for a selected period of time to determine topics, machine learning,
thematic modeling, lemmatization. The resulting software can be used to scan regional communities,
covering the vast majority of the audience of regional Internet users to identify destructive content. The
created toolkit is of practical value for automating the identification of topics of text posts in the database
of the content registry, followed by the expansion of the database with information on the subject of
specific content.

Key words: destructive content, social networks, public, network structure monitoring, traffic.
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