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KAPTOI'PA®HUYECKOE UCCJEJOBAHUE BLOCKCHAIN-TPAH3AKIIAM
N CMAPT-KOHTPAKTOB KUBEPIIPECTYIIHUKOB, ATAKYIOLIUX
ABTOMATHU3UNPOBAHHBIE UH®OPMAIIMOHHBIE CUCTEMBI,

N OLIEHKA YHIEPBOB OT PEAJIM3AIINU UX ATAK

AJL Cepaeunsiii, /I.A. Croropesna, E.I1. [lnunnsii, T.Y. Jle, I.B. Ubey

Ilenpr0o HacTOALIMX HCCIENOBAaHUM CIEAyeT CUYUTaThb NPOTHBOAEIHCTBUE KOMIIBIOTEPHOU
MPECTYMHOCTH 3a CUYET COBEPIICHCTBOBAHMS METOJOB aHaNIMW3a WX (UHAHCOBBIX TPaH3AKLHUH,
OCYILIECTBIIIEMBIX B paMKax oOIepanuii C KPUNTOBAIIOTAMH, ITOCTPOCHHBIMH IO TEXHOJOTHHU
Blockchain. B pamkax wuccinemoBaHmit pa3paboTaHa TporpaMMHasi cucrema cbopa u
KapTorpauyeckoro aHaim3a cBeleHHWH o Bitcoin-TpaH3akmiusix W cMapT-KOHTPAKTaxX, a Takke
pa3paboraHa MeToAnka e NPUMEHEHWS Uil PEIICHHWs 3a/ad, CBS3aHHBIX C IPOTHBOACHCTBHEM
KOMITBIOTEpPHOW IpecTynHocTH. Ha mpumepe aHannza AesTeIbHOCTH KPUITOBBIMOTATENIeH IMOKa3aHa
BO3MOXHOCTb HCIIOJIB30BAHHUA MCTOJAUKU IJIA OLCHKU PUCKOB, CBA3AHHBIX C COOTBETCTBYIHOLIIMMMH
yrpo3amu. Ha ocHOBaHHMHM MOJy4E€HHBIX OIEHOK OBUIM pa3paboTaHbl PEKOMEHJALWHU MO CHUKEHHIO
PHCKOB OT yrpo3 Bo3JeicTBUS KpunroBbiMoratenei. IlodyueHHble pe3ynbTaThl MOTYT OBITH
MMPUMCHCHBI JJIsL HpOTHBOHeﬁCTBHﬂ KOMIIBIOTCPHBIM MpECTYJICHUAM Ha KOpIIOpaTuBHLIC
MH()OpPMALMOHHbBIE CHCTEMBI, & TAKXKE IS OLEHKH PUCKOB PEaM3allii IPYTHUX yIpo3, CBS3AHHBIX C
TPYINHAPOBKAMH, HCIIOIB3YIOIIMMH KPHUIITOBAIIOTHI JUIS OCYLIECTBICHHUS CBOEH NPECTYITHOMH
JeATEIILHOCTH.

KimoueBbie cmoBa: kaptorpadudeckuit meron, Blockchain, cmapr-koHTpakThl, Bitcoin,
KPHUIITOBBIMOTATEIH, PUCK, yIIepo.

CARTOGRAPHIC STUDY OF BLOCKCHAIN TRANSACTIONS AND SMART
CONTRACTS OF CYBERCRIMINALS IN THE CONTEXT OF IMPLEMENTING
ATTACKS ON AUTOMATED INFORMATION SYSTEMS AND ASSESSING THE

DAMAGE TO THEIR IMPLEMENTATION

A.L. Serdechnyy, D.A. Skogoreva, E.P. Dlinnyy, T.Ch. Le, D.V. Cheu

The purpose of this study should be considered to counteract computer crime by improving the
methods of analyzing their financial transactions carried out as part of operations with cryptocurrencies
built on Blockchain technology.As part of the research, a software system for collecting and
cartographic analysis of information about Bitcoin transactions and smart contracts has been developed,
and a methodology for its application has been developed to solve problems related to countering
computer crime. Using the example of the analysis of the activities of crypto ransomware, the possibility
of using the methodology to assess the risks associated with the corresponding threats is shown. Based
on the estimates obtained, recommendations were developed to reduce the risks from the threats of the
impact of ransomware. The obtained results can be applied to counteract computer crimes on corporate
information systems, as well as to assess the risks of implementing other threats associated with groups
using cryptocurrencies to carry out their criminal activities.

Keywords: cartographic method, Blockchain, smart contracts, bitcoin, ransomware, risk, damage.
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AJI'OPUTMHYECKOE U AHTAPATHOE OBECHIEYEHHE U151 PUCK-AHAJIM3A
ABTOMATHU3NPOBAHHOU NTHOOPMAIIMOHHOU CUCTEMbI «YMHBIU J1OM»

C.A. Epmakos, K.H. Ilerpyxnenko, A.A. boaros, A.H. baprenes

B pabote mnpoBoAWTCS CpPaBHHUTEIbHBIH aHAIW3 CYIIECTBYIOIIMX METOAMK OLEHKH U
PETYIHNPOBAHMUS PUCKOB, a TAKXKE H3y4aeTCsl BOSMOYKHOCTh UX IPUMEHEHHS B YCIOBHUSIX UCTIOIb30BAHUS
ceTeil yCTpOCTB YMHOTO [0Ma B KOHTEKCTE WX WCIIOJIB30BAaHHS IIPU IPOBEACHHM OLEHKH W
perynupoBaHusl pucKoB. [Ipenmaraercsi opurHHaNbHAsE METOJWKA PHCK-aHAIHM3a B CETAX yCTPOWCTB
YMHOTO JOMa, IOBBIMIAIONIAs CTENEHb 3aIIMINEHHOCTH TAKHX CHCTEM, KOTOpas OCHOBaHa KaK Ha
UCIIONb30BaHUN HamOojee TOAXOAAIIMX TPOLENYp W3 PAaCCMOTPEHHBIX METOAMK, TaK M Ha
UCIIOJIb30BAaHMU amiapara Hedy€Tkux uncen. [IpousBeneHa nepBoHavanbHas KiacCu(UKaus yrpo3 s
cucTeM yYMHOro noma. Pa3paboTaHa moOcCieOBaTeNbHOCTh BBIYMCICHMH JJISI THIOBBIX CHCTEM U
crcTeMa BBOJA JaHHBIX, MO3BOJISIONIAsl MOJH30BATEII0 CAMOCTOSTENBHO 331aBaTh MapamMeTphl Ui
MOJIEIIM CETH, 4TO o0ecrieunBaeT HanOOoIIBbIIYI0 TOYHOCTh IIPH MPOBEICHUN OLEHKU U PEryJIMpOBAaHUN
pucko. IIpemioxkeHHass MoOJedb peald30BaHa IIPH IOMOIIM pa3pabOTaHHOIO IMPOrPaMMHOIO
KOMIUIEKCA.

KnroueBble croBa: pHUCK, MHTEPHET BEIICH, YMHBIH JOM, HEUETKHME UHCIIA, CETeBas aTaka,
YSI3BEMOCTb.

ALGORITHM AND HARDWARE FOR RISK ANALYSIS OF THE SMART HOME
AUTOMATED INFORMATION SYSTEM

S.A. Ermakov, K.N. Petrukhnenko, A.A. Bolgov, A.N. Bartenev

The work provides a comparative analysis of existing risk assessment and management
techniques, as well as a study of their application in the context of smart home networks in the context
of their use in risk assessment and management. We propose our own methodology for assessing and
managing risks in networks of smart home devices by analyzing the security of such systems, which is
based both on the use of the most suitable items from the methods considered, and on the use of a device
of fuzzy numbers. The initial classification of threats for smart home systems has been made. A model
of calculations for typical systems and a data input system have been developed, allowing the user to
independently set parameters for the network model, which ensures the greatest accuracy in conducting
risk assessment and management. The proposed model is implemented using the developed software
complex.

Keywords: risk, Internet of things, smart home, fuzzy numbers, network attack, vulnerability.
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OIEHKA U PET'YJIMPOBAHUE PUCKOB PEAJIM3ALIMU YI'PO3
HECAHKIIMOHUPOBAHHOI'O JOCTYIIA K JAHHbIM
ABTOMATHU3WUPOBAHHOM HH®OPMAIIMOHHON CUCTEMBI
«YMHBIA TIOM»: METOJIUYECKOE OBECIIEYEHUE

B.E. KynaBun, C.A. Epmakos, A.A. boaros, C.B. JIuxo6adun

B pabore mpoBomuTcs pa3zpaboTka METOIMYECKOTO TOAXOJa M MPOTPAaMMHOTO OOECTICYEeHUS
OLICHKHM M PETYIHMPOBAHUS PHCKOB pEaln3alii Yrpo3 HECAaHKIMOHHPOBAHHOTO JOCTYyNa K JaHHBIM
ABTOMATH3MPOBAHHOW WH(POPMAIMOHHOW CHUCTEMBI «YMHBIA ToM». IIpemmaraercss OpUrHHAIBHBIIN
MOAXOA K aHaTW3y 3allUIICHHOCTH TaKUX CHUCTEM, OCHOBAHHBIH Ha NMPUMEHEHHH ammapaTta TEOpHU
PUCKOB M HEUYETKOM JOrWKW. IIpoM3BEeNEH aHaIM3 CYIIECTBYIOIIMX IOAXOJOB K 0OECIEeUeHHIO
Oe3omacHOCTH WH(OPMANMOHHBIX CHcTeM. llocTpoeHa wMeroamdeckas Oa3a OLEHKHM PHCKOB U
PEKOMEHAAIMKA O HMX peryJupoBaHuio. [IpeiokeHHBIH METOJMYECKUH IOJIXO0Jl pPEeal30BaH C
MOMOIIBI0 HUMUTALMOHHOTO IPOrpaMMHOro Komiuiekca. [IpeasiokeHa MeETOIUKa peryJIHpOBaHUS
PUCKOB, OCHOBaHHas Ha aHAJIMU3€ COCTOSAHUA MCKMAIIUHHOI'O B3aHMOILeﬁCTBHH BHYTpHU CCTU C
TeueHneM BpeMeHH. [IpousBeneHa orieHka S(GQEKTUBHOCTH METOAMYECKOTO MOAXO0Ja K OLEHKE M
YIPaBJICHUIO PUCKAMU.

KnroueBble ciioBa: pucK, MHTEPHET BEIEH, YMHBIN 10M, HEUETKAs JTIOTHKA, CETeBast aTaka.

ASSESSMENT AND REGULATION OF THE RISKS OF THE REALIZATION
OF THREATS OF UNAUTHORIZED ACCESS TO THE DATA
OF THE AUTOMATED INFORMATION SYSTEM "SMART HOME":
METHODOLOGICAL BASE AND SOFTWARE

V.E. Kunavin, S.A. Ermakov, A.A. Bolgov, S.V. Likhobabin

The work contains a methodological approach and software for assessing and regulating the risks
of the implementation of threats of unauthorized access to the data of the automated information system
"Smart House". An original approach to the analysis of the security of such systems is proposed, based
on the use of the theory of risks and fuzzy logic. The analysis of existing approaches to ensuring the
security of information systems has been carried out. A methodological basis for assessing risks and
recommendations for their regulation has been built. The proposed methodological approach is
implemented using a simulation software package. A risk management methodology based on the
analysis of the state of machine-to-machine interaction within the network over time is proposed. The
effectiveness of the methodological approach to risk assessment and management was assessed.

Keywords: risk, internet of things, smart home, fuzzy logic, network attack.
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MATEMATHYECKAS MOJAEJIb KOBUI-UH®OJAEMHUN

N.B. llletununa, E.A. MockajeBa, M.E. Boakosa, B.K. Biiacos

Lenp uccienoBaHusi COCTOMT B pa3pabdOTKe METOAMKH W MOUCKE 3()(EKTHBHOTO aJropuTMa
Wudonemus npencrapiser co0ol CTpeMHUTENFHOE U HEKOHTPOJIUPYEMOE PaclpoCTpaHeHHE B MEAHa
HEOOOCHOBAaHHOW M JIO)KHOH MH(MOpPMALMM O KPU3HCHBIX COOBITHAX. Bo Bpems mnaHnemMuu
KOpOHaBHpyCa BO3HHMKJIAa HOBas pa3sHOBUIHOCTb CeTEeBOM Je3uH(opManuy, CBs3aHHas C
pacnpocTpaHeHHEM pa3iIMYHbIX CIyXOB O 3a00J€BaHMH, BaKIMHALWYU U T. 1., KOTOpPasi CTPEMHUTEIBHO
pa3BHBasiCh, OXBaTHJIa BCE CTPAHbI, CTaB TAKUM 00pa3oM KoBHI-HH(poxemuend. MHponemus HaHOCUT
6outbIIION Bpex paboTe CHCTEM 3APaBOXPAaHEHNUS, IPABUTENBCTB CTPaH, CYIIECTBEHHO CHIUXKAasl YPOBEHb
JOBepysl K HUM TpakiaH. B craTee mpeacraBieHa MaTeMaTniecKkast MOJIENb HH(OIEMUH, OCHOBAHHAS
Ha JaHHBIX MO CTATHCTHKE O CIIyXaX, IOCBAIICHHBIX KOPOHABUPYCHOW MAaHAEMHH. 32 OCHOBY B3STHI
smunemudeckue SEIR u SEIR-D mopmenn. PesymbraTel MomenupoBaHHS TOKa3add MPUMEHHMOCTH
npenmaraeMeix  mogpeneil. I[Ipeanmaraemple B CTaTb€ MOJETM MOXHO —HCIIONB30BaTh UL
MPOTHO3UPOBAHMS PA3BUTHSA M MOIEIMPOBAHUS Yrpo3 KOBUA-MH(DOIEMHH, B 3a/adaxX OIpPEACICHHS
yiep6a, HAHOCUMOT'O KOBUI-MH(POJEMHUEH S5KOHOMHKE H 3[[paBOXPAHEHHIO.

KintoueBsle cnoBa: uHboOAeMHs, >dNUAEMUUYECKas MOAENb, HHGOPMaNUOHHAs O€30IacHOCTb,
KOpOHaBHpYCHasi HHPOIEMUsL.

COVID-INFODEMY MATHEMATICAL MODEL

L.V. Shetinina, E.A. Moskaleva, M.E. Volkova, V.K. Vlasov

Infodemia is the rapid and uncontrolled dissemination of unreasonable and false information about
crisis events in the media. During the coronavirus pandemic, a new type of online misinformation has
emerged, associated with the spread of various rumors about the disease, vaccinations, etc., which is
rapidly developing, spreading across all countries, thus becoming a covid infodemic. Infodemia causes
great harm to the work of health care systems, governments of countries, significantly reducing the level
of citizens' trust in them. The article presents a mathematical model of infodemic, based on statistics on
rumors about the coronavirus pandemic. Epidemic SEIR and SEIR-D models are taken as a basis. The
simulation results showed the applicability of the proposed models. The models proposed in the article
can be used to predict the development and modeling of the threats of covid-infodemia, in the tasks of
determining the damage caused by covid-infodemy to the economy and health care.

Keywords: infodemic, epidemic model, information security, coronavirus infodemic.
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PAZPABOTKA ABTOMATHU3UPOBAHHOI'O IPOTPAMMHOI'O MOAYJISAA
PEITMTOHAJIBHOT'O UHTEPHET-ITOJIB30BATEJIA

A.I0. Kayman, A.B. Ilo3nnukuna, A.I'. Ocranenko, A.C. [laxomoBa, U.A. bokos

B crathe paccmoTpeHa Koppemsinus (aKTOpOB BIMSIHHS Ha YSI3BHMOCTh K JECTPYKTHBHOMY
KOHTCHTY B COIMAIBHBIX CETSIX M MApaMeTpOB HHTEPHET-NONb30BaTels. B 3Toi cBs3m aBTOpamu
IpeaaraeTcs METOJOJNOTH, a TakkKe IpOorpaMMHAas peanu3anysi, MO3BOJSIOMAs ONPEACIITh
MOABEPKCHHBIE JIECTPYKTHBHOMY BO3JICHCTBHIO B cetn CTpaTsl PETHOHAIBHBIX
WHTEpHeTIob30BaTenel. [IpakTudecknii CMBICT TpemaraeMoil paboThl 3aKIIFOYaeTcss B TOM, UTO
Omaromapst MaHHOM METOAOJIOTMH MOSBWJIACH BO3MOXHOCTh HA OCHOBE COLMAIBHOIO OIpOca
MOJIb30BaTeNEN MHTEPHET MPOCTPAHCTBA C MOMOIIBIO CTATUCTUYECKON BEPOSATHOCTH OLEHUTH IIAHC
NOMNa JaHus M0/l HeraTHBHOE BO3JEHCTBHE JAECTPYKTHBHOTO KOHTeHTa. [Ipu mocraTodHol oOLIHOCTH
npeJIaraeéMoil METOJMKH aKLIEHT CZeJIaH Ha perMOHalIbHbIN acnieKkT. Bee 3To B COBOKYIHOCTH 00pasyet
MOJIHYI0 METOAOJIOTHIO, KOTOpas MOXET CIYXHTh OCHOBOWM Ui JalbHEHWIIMX HCCIEeIOBAHUMH,
MMpOBOAUMBIX B ﬂaHHOﬁ C(bepe, a TaKXC HUCIIOJIb30BaThCA IJIs BI)Ipa6OTKI/I PECKOMEHAANHU MO0 CHUKECHUIO
YSI3BUMOCTH I0JIb30BaTeIel PErHOHAIbHOTO MHTEPHET-IPOCTPAHCTBA OT BIMSHHSA JECTPYKTUBHOTO
KOHTCHTA.

KnroueBsle ciioBa: conpanbHast CeTh, IECTPYKTUBHBIN KOHTEHT, O€30aCHBII HHTEPHET.

DEVELOPMENT OF AN AUTOMATED SOFTWARE MODULE
FOR A REGIONAL INTERNET USER

A.Y. Kaushan, A.V. Pozdnikina, A.G. Ostapenko, A.S. Pahomova, [.A. Bokov

The paper studies the correlation of factors of influence on the vulnerability to destructive content
in social networks from the parameters of the Internet user. In this regard, the authors propose a
methodology, as well as a software implementation, which makes it possible to identify vulnerable strata
of regional Internet users. The practical meaning of the proposed work lies in the fact that thanks to this
methodology, it became possible, based on a survey of Internet users, using the statistical probability of
the chance of falling under the negative impact of destructive content. With sufficient generality of the
proposed methodology, the emphasis is placed on the regional aspect. All this taken together forms a
complete methodology, which can serve as a basis for further research in this area, and also be used to
develop recommendations for reducing the vulnerability of users of the regional Internet space from the
influence of destructive content.

Keywords: social network, destructive content, safe internet.
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PUCK-MOHUTOPUHI' KOMMEHTAPHUEB
B ABTOMATHU3NPOBAHHBIX COHUAJIBHBIX CETAX
C UCIIOJIB3OBAHUMEM CPEACTB HCKYCCTBEHHOI'O HHTEJIVIEKTA

A.I'. Ocranenko, A.C. IlaxomoBa, M.B. JlonaTuenko,
E.1O. Yanypun, T.FO. MupomHu4eHkKo

Lenp wccnenoBaHWs — 3aKIIOYaeTCss B IOBBIMICHHM — 3aIUIIGHHOCTH  IOJb30BaTelei
aBTOMATH3UPOBAHHOW counuansHOW cetTn «BKoHTakTe» 3a c4eT HCHONB30BaHUS —alrOPUTMaA
IPOBENICHUS] PHCK-MOHHTOPDHHIa KOMMEHTAPHEB, OCTABICHHBIX Ha IYOJIMKYeMbIH KOHTEHT
JNECTPYKTHBHOM HANPaBICHHOCTH, C HCIIONb30BAHHEM CPEINCTB HCKYCCTBEHHOTO HHTEIUICKTA.
Pa3pabotaH BO3MOXHBIH aNrOPUTM PHCK-MOHUTOPHHIa KOMMEHTapHEB C HCIIONB30BAaHHEM CPEICTB
HCKYCCTBEHHOTO MHTEJUICKTA, ITO3BOJLIOIINI CaMOCTOSATENEHO ONPEAeIITh KOMMEHTApUH, HMEIOIIIe
JIECTPYKTUBHYIO HANpaBJICHHOCTb. AJTOPUTM pa3paboTaH C LENbI0 MOBBIMICHHS 3allHIIEHHOCTH
TMOJIB30BATENS OT BIMSIHHS KOHTEHTA JIECTPYKTHBHON HANPaBICHHOCTH B OHJIaHH-COODIIECTBaX ropoa
BopoHex, a Taxoke 115t TalbHEeHIIero ero BHeApeH s B porpaMMHbINA NpoayKT «Netepidemic-CMSN».
Jns ero peanmsanuu ObLIM ONpeseNeHbl HauOojee MOIXOISIINEe METOIbl MAIIMHHOTO O0YydeHHs
aIropuT™Ma, pa3paboTaHa METpPOJIOTUS KOMMEHTapHeB B aBTOMATH3MPOBAHHOW COIMANBHOM CETH, a
TaKkKe Mporecc OOpabOTKM NaHHBIX, ONATOMPUATHBIN IS 3PQPEKTHBHOTO OOyYCHHS alropuTMa
UCKYCCTBEHHOTO HHTEIUIEKTa. Takke MNpeACTaBICHO HH(GOPMAMOHHOE U  aJrOPUTMHYECKOE
obecredeHne pa3paboTaHHOTO METOIA.

KiroueBple cioBa: aBTOMATH3UPOBAHHAs COLMANBHAS CETh, OHJIAHH-COOOINECTBA, PHUCK-
MOHHTOPHHT, HCKYCCTBCHHBIH HHTEIICKT, KOHTCHT.

RISK MONITORING OF COMMENTS IN AUTOMATED SOCIAL NETWORKS USING
ARTIFICIAL INTELLIGENCE

A.G. Ostapenko, A.S. Pakhomova, M.V. Lopatchenko, E.Yu. Chapurin, T.Yu.
Miroshnichenko

The purpose of the study is to increase the security of users of the automated social network
VKontakte by using an algorithm for risk monitoring of comments left on published content of a
destructive nature using artificial intelligence. A possible algorithm for risk monitoring of comments
using artificial intelligence has been developed, which allows one to independently determine comments
with a destructive orientation. The algorithm was developed with the aim of increasing the user's
protection against the influence of destructive content in the online communities of the city of Voronezh,
as well as for its further implementation in the software product "Netepidemic-CMSN". For its
implementation, the most suitable methods of machine learning of the algorithm were determined,
metrology of comments in an automated social network was developed, as well as a data processing
process favorable for effective training of an artificial intelligence algorithm. The informational and
algorithmic support of the developed method is also presented.

Keywords: automated social network, online communities, risk monitoring, artificial intelligence,
content.
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MATEMATHYECKOE OBECIIEYEHUE KOMIIVIEKCA MOJAEJIMPOBAHUSA
SIMUAEMHUYECKHUX NPOUHECCOB C YYETOM JO3UPOBKH BUPYCOB:
MOJEJIb « BAXYUNCAPAUCKHUHU ®OHTAH»

A.I'. Ocranenko, E.A. llIBapukong, A.A. Ocranenko,
B.B. Cagponona, K.B. Cudupko, E.A. boarosa

B pabore npeiaraeTcsi IpUHIUIHAAIEHO HOBBIN MOAXOA K OMHCAHHUIO CETEBBIX SMHICMHUIECKUX
MPOLECCOB. ABTOPHI NMPEAIAraoT MPU MOAEIMPOBAHUH Tporecca Muddy3un BpeqoHOCa YIUTHIBATH
€r0 I03UPOBKY B JJIEMEHTAX HCCIEAYEMOH CeTH. B 3TOM CBSI3M BBOAATCSI COOTBETCTBYIOIIHE TAPAMETPHI
(cKOpOCTh pPa3MHOXKEHHS BHpYCa, MOPOTHM KOHIEHTPAIlMM BHPYCa B Y3/1aX CETH IO COCTOSHUSAM
pacmpocTpaHEeHHUsT BpEIOHOCA W YTpaTel PabOTOCTIOCOOHOCTH, IPOMOPIHSA JO3MPOBKH BHpYCa B
CEeTeBBIX TpadHKax), KOTOPBIC Yepe3 3aJaHHBIE MATPHIBI PECYpPCOB B3BEUICHHON CETH ITO3BOJISIOT
MOJICTIMPOBATh IIPOLECC pacHpoCTpaHeHUss WH(EKIUH 10 CeTeBOW WHUUICHUMH (BIUIOTH M0
IporpaMMHOM peanu3aiun). Hapsaay ¢ BBIIIEN3I0XKEHHBIM pacCMaTPUBAIOTCS IPUEMBI PETyJINPOBAHUS
SMMUIEMHYECKOI0 TIpoliecca B IpelaraéMoM aBTOpaMU IIPOUYTECHUH.

KnroueBsle cnoBa: ceTh, BUPYC, SIUINPOIIECC, pecypc, MOTEHIHAN, BEpPIINHA U AyTa CETH.

MATHEMATICAL SUPPORT OF THE COMPLEX OF MODELING OF EPIDEMIC
PROCESSES TAKING INTO ACCOUNT THE DOSAGE OF VIRUSES:
THE MODEL «BAKHCHISARAI FOUNTAIN»

A.G. Ostapenko, E.A. Shvartskopf, A.A. Ostapenko,
V.V. Safronova, K.V. Sibirko, E.A. Bolgova

The paper proposes a fundamentally new approach to the description of network epidemic
processes. The authors suggest that when modeling the process of diffusion of destructive content, its
dosage in the elements of the network under study should be taken into account. In this regard, the
corresponding parameters are introduced (the rate of virus reproduction, the thresholds of virus
concentration in the network nodes according to the states of spread of the pest and loss of operability,
the proportion of the dosage of the virus in network traffic), which, through the given matrices of
weighted network resources, allow you to simulate the process of infection spread by a network incident
(up to software implementation). Along with the above, the methods of regulating the epidemic process
are considered in the article proposed by the authors.

Keywords: network, virus, epidemiological process, resource, potential, vertex and arc of the
network.
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OBECIIEYEHUE HH®OPMAIIMOHHOM BE30IMACHOCTH
C IOMOIIBIO UHCTPYMEHTAJIBHBIX CPEJICTB UHBEHTAPU3ALIUN
NHOOPMAIIMOHHbBIX AKTUBOB

ILIO. ®uasik, C.B. KopoJses, H.B. Te6enbkoB

PaccmaTpuBaeTcs monxon kK obecnedeHuio MH(QOPMalMOHHON 0e30MacHOCTH OpraHM3ald C
MO3UIMIA CUCTEMHOTO H TPOIECCHOTO MOAXO0/I0B, OTPAKECHHBIX B CEPUH TOCYJapCTBEHHBIX CTAHAAPTOB,
MOCBSILIEHHBIX MEHEDKMEHTY (ymnpaBiieHHI0) B cdepe nHpopMannmoHHOH Oe30macHOCTH, B OCHOBE
KOTOPOTO HAaXOAMTCS IOJUTHKA WH(OpMANMOHHON Oe30MacHOCTH M, COOTBETCTBEHHO, IIOJHTHKA
JIOCTyNa K MHOPMAIMH, pean3alys KOTOpOl HauMHAETCsl TPEXK/IE BCEro C OLIEHKH HH(POPMAIIOHHBIX
akTHBOB (Asset), MH(OpManMOHHBIX pecypcoB (Assets), a 3areM M ympaBieHus uMH (Asset
Management) ¢ mosurnuii mHGOpMammoHHOH Oe3omacHocTH. OreHKa HH()OPMAITMOHHBIX AaKTHBOB
HAYMHACTCS TIPEXAE BCEr0 C WX HMHBCHTapU3alMH, IS KOTOPOH HEOOXOIUMBI IPOTrPaMMHO-
amnmapatHble CpeAcTBa (MHCTPYMEHTANBHBIE CPENCTBA), aleKBATHO M A(P(GEKTHBHO BBHIMOIHSIONIUC
yKa3aHHyI0 (yHKIU0. K TakoBBIM MHCTpYMEHTaM MOXHO, B 4acTHOCTH, oTHecTH Total Network
Inventory 5 (TNI) - 6pIcTpast HHBEHTapH3aLKs CETEBBIX KOMITBIOTEPOB, 000PYI0BAHHS, IPOTPAMMHOTO
obecrieueHnsl U KOMIUIEKCHBIH MporpaMMHbIA nmpoaykT Algorius Net Viewer - 1is MOHUTOpUHTA M
MHBEHTapU3alluH, BU3yaJIN3allil, aAMUHICTPUPOBAHUS, KOMIBIOTEPHOI CeTH JTI000T0 YPOBHS.

KnroueBbie croBa: uH(popmaius, uHGOpMAIMOHHAS 0E30MaCHOCTh, MOJUTHKA OE30MacHOCTH,
MOJUTHKH JIOCTYNA, HWHBEHTapu3alys, WH(QOPMALMOHHBIN aKTHB, HWH()OPMAIMOHHBIE PECYPCHI,
unrepdeiic, nporokon, [P — mapuipyTuzanus, TpaccupoBKa MapupyTa, CKaHUPOBaHUE TIOPTOB, OMPOC
YCTPOICTB.

ENSURING THE INFORMATION SECURITY WITH THE HELP OF TOOLS FOR THE
INVENTORY OF INFORMATION ASSETS

P.Yu. Filyak, S.V. Korolev, N.V. Tebenkov

The approach to ensuring the information security of an organization is considered from the
position of systems’s and process approaches reflected in a series of management information security
standards, for the policy of information security and, accordingly, the policy of access to information,
the implementation of which begins primarily with the assessment of information assets (Asset),
information resources (Assets), and then their management (Asset Management) from the standpoint of
information security. Evaluation of information assets begins primarily with their inventory, which
requires software and hardware (tools) that adequately and effectively perform this function. These tools
include, in particular, Total Network Inventory 5 (TNI) - a quick inventory of network computers,
equipment, software and the Algorithius Net Viewer - a comprehensive software product for
visualization, administration, monitoring and inventory of a computer network of any level.

Keywords: information, information security, security policy, access policies, inventory,
information asset, information resources, interface, protocol, IP routing, route tracing, port scanning,
device polling.
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OBECIEYEHUE HH®OPMAIIMOHHOM BE30IACHOCTH
C UCIIOJIB3OBAHUEM MHCTPYMEHTAJIBHbBIX CPEJICTB ®OPEH3UKHU

IL.IO. ®uask, C.B. Kopoaes, H.B. TedbenbkoB

IIpencraBner moaxon K obecredeHnio HH(popMarmoHHONW Oe3omacHocTH [l] ¢ MOMOIIBIO
NPUMEHCHUS HHCTPYMEHTAIBHBIX CPEACTB NPHUKIATHON HAYKH O pAcCICIOBAaHWM U PACKPBITHU
NPECTYIUICHHH, CBS3aHHBIX ¢ KOMITBFOTEPHOH 0€301aCHOCTHI0, H3BECTHOH IO/ Ha3BaHUEM (OpPECH3HKA.
PaccmarpuBaroTcsi KpaTKO TEPMUHOJIOT U, TCOPETHIECKHUE OCHOBBI M IIOIXO/IbI JAHHON HAYKH, A TaK¥Ke
npencTaBieH Ha0op KOHKPETHBIX HHCTPYMEHTOB IS pealu3alvi GOPEeH3NKH B paMKax IporpaMMHO-
almapaTHbIX KOMIUIEKCOB, KOTOPBIE MOXKHO NPHMEHATh Ha MpaKTUKe B ILEIIX 00CCIEeUCHHS
HH(POPMAMOHHON 0E30IaCHOCTH KOMMEPUYECKUX M HE KOMMEPUYECKUX OpraHHM3allMil, a TaKkKe MHBIX
CyOBEKTOB 9KOHOMUYECKOM eaTebHOCTH. [Ipe/icTaBieHb! Tpu nporpaMMHbIX poaykra: OSForensics
- KOMIUTGKT YTHIIUT JAJIS MPOBEACHHUS] KOMIBIOTEPHOM IKCIEPTU3BI, BHIMOJHIIOMIMI MOUCK M aHaIn3
pa3IMYHBIX JaHHBIX B CHCTEME, BOCCTAHABIHBAIOIIMN TaHHbBIC, MPEIOCTABISIONMN BO3MOXKHOCTD
MPOCMOTpa CIIeIOB aKTUBHOCTH mouib3oBatelsi; Belkasoft Evidence Center - umHCTpyMeHT uis
KOMIUICKCHOH IU(POBOH KPUMHHAJIMCTHYCCKOH BKCIEPTU3Bl M PACCICIOBAHHUA KOPIOPATHBHBIX
uHIMAeHToB U Passware Kit Forensic — HHCTpyMeHT JUIs mouCKa BceX 3amrupoBaHHBIX (ailioB Ha
HOCHTEJIAX HHPOPMALUH.

KiroueBble cnoBa: mH(opMaims, HHPOpPMaHOHHAs OC30MACHOCTB, IOJMTHKA OE30IMaCcCHOCTH,
HOJIUTUKH JOCTYIa, HHTepdelc, naeHTHDHUKAIHs, ayTeHTHHUKaIHs, (OpEeH3HKa, IpaiBep, yTUIIUTA,
JaMIl, aHaJn3, HapoJik, CTOMKOCTh Mapojiel, coObITHE MH)OPMAIMOHHON 0E30MacHOCTH, MHIMACHT
nHpopmanmoHHoit 6e3onacHocTH, handshake.

ENSURING THE INFORMATION SECURITY WITH THE USE
OF TOOLS OF FORENSICS

P.Yu. Filyak, S.V. Korolev, N.V. Tebenkov

The paper presents an approach to ensuring information security through the use of tools of the
applied science of investigation and disclosure of crimes related to computer security, known as
forensics. The terminology, theoretical foundations and approaches of this science are briefly
considered, as well as a set of specific tools for the implementation of forensis within the framework of
software and hardware complexes that can be applied in practice in order to ensure information security
of commercial and non-commercial organizations, as well as other subjects of economic activity. Three
software products are presented: OSForensics - a set of utilities for conducting computer expertise,
performing search and analysis of various data in the system, restoring data, providing the ability to
view traces of user activity; Belkasoft Evidence Center - a tool for complex digital forensic examination
and investigation of corporate incidents and Passware Kit Forensic -a tool for searching all encrypted
files on data carriers.

Keywords: information, information security, security policy, access policies, interface,
identification, authentication, forensics, driver, utility, dump, analysis, passwords, password strength,
information security event, information security incident, handshake.
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AHAJIN3 JOBEPUA K CUCTEME 3AIIUTHBI THPOPMALIMOHHOI'O PECYPCA
ABTOMOBWJISA HA OCHOBE HABUT'AIIMOHHOI'O KJIFOYA

T.3. Apauaoaes, P.P. I'anumos, A.H. Capaiikun

B crarpe omperneneHa akTyaJdbHOCTH 3amaull obOecrieueHHs WHPOPMAIMOHHONW O0e30IMacHOCTH
nHpopmannonHoro pecypca (UP) aBromoOmisHBIX TpaHcmopTHEIX cpeactB (ATC), oOycnoBneHHas
YBEIMYCHUEM  CTCHICHH  HCIONB30BAaHMSA HH(DOPMALMOHHBIX TEXHOJIOTMH B  COBPEMEHHBIX
TPAHCIIOPTHBIX CPEACTBAX M HAINYUEM YSI3BUMOCTEH B IITATHBIX CPEICTBAX 3aluThl. IIpoBeneH 0630p
JUTEPATyPHI ¥ BBIABICHBI HEAOCTATKA CYIIECTBYIONINX PelIeHHH cucTeM 3amuThl goctyma (C31) x P
ATC. Ompenenena mepcreKTHBHOCTh moaxofga k 3amute VP ATC, ydguThIBaiomero B3aWMHOE
pacnionoxxenne cyobekta U oObekra noctyna. [Ipeanoxkena dopmanuzoBaHHas HpoLEnypa OLEHKH
JIOBEpUs K MHOTOYPOBHEBOH cucTeMe 3amuThl goctyna k P ATC Ha ocHOBe HaBUTallMOHHOTO KJII0Ya,
YUHUTHIBAIOIIAs XapaKTEPUCTHKH M YCIOBUSI HKCILTyaTallil MHOOPMALMOHHON CHCTEMBI, TpeOOBaHUS
3aIIMTHI, TEKYIYI0 KOHQUTYPALHIO MEP U CPE/ICTB 3aIUThI. [IpescTaBieHsl anropuTMuiecKkast MOaeib
U METOH OLCHKH AOBCPUA K CHUCTEME 3alllUThl Ha OCHOBC CHUCTEMbI NPHU3HAKOB W KOJOB 3alllUThI.
[IpuBeneHbI pacueThl OLIEHKH JOBEpUs K cucteMe 3amuTel P aBroMo0mis.

KiroueBble  cioBa: CHCTeMa  pasTpaHWYCHHs JOCTyma, HHGOPMAaLMOHHBIN  pecypc,
ABTOMOOMIIBHOE TPAHCIIOPTHOE CPENICTBO, HABHTAIIMOHHBIN KITFOY, CHCTEMAa NPH3HAKOB, KO 3AILHTHI.

ANALYSIS OF TRUST IN THE PROTECTION SYSTEM OF THE INFORMATION
RESOURCE OF THE VEHICLE BASED ON THE NAVIGATION KEY

T.Z. Aralbaev, R.R.Galimov, A.l. Saraikin

The article proposes a method for assessing the quality of an access protection system (APS) to
information resources (IR) of a motor vehicle (MV) using a navigation key. The urgency of the tasks of
ensuring the information security of IR MV is determined, due to the increase in the degree of use of
information technologies in modern vehicles and the presence of vulnerabilities in the standard means
of protection. The conducted literature review revealed the shortcomings of existing APS solutions to
information resources of motor vehicle. The prospect of an approach to the protection of IR MV, taking
into account the mutual location of the subject and the object of access, has been revealed. A model is
proposed for assessing confidence in a multi-level security system for access to the IR of a motor vehicle
based on a navigation key, which takes into account the characteristics and operating conditions of the
MYV information system, security requirements and the current configuration of security measures and
means. An algorithmic model and a method for assessing the effectiveness of access protection based
on a system of signs and protection codes are presented. Calculations of the quality assessment of the
access protection system to IR are presented.

Keywords: access control system, information resource, automobile vehicle, navigation key,
system of signs, security code.
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AHAJIN3 COBPEMEHHBIX TOYEK JOCTYIIA
BECITPOBOJHBIX KAHAJIOB ITIPEAIIPUATUA

10.10. I'pomos, I1.1. Kapaces, B.B. KyJemos

B craree pmaerca XxapakTepuCTHKa OCCIIPOBONHBIX CeTel, HMCIONIMX 3HA4YCHHE I
ABTOMAaTHU3aLIH POU3BOACTBA, H YCIOBHUS T UX IPUMEHEeHUs. PaccMOTpeHo nprMeHeHne IPOBOTHON
ceru Ethernet, mockonbky 6ecripoBoiHAsl C€Th MOKHO C JIETKOCTBIO B Hee HHTEIpHpoBaThes. [IpoBeneH
AQHAIM3 TaKUX PACIpPOCTPAHCHHBIX B aBTOMATH3ALMH IPEINPHUATHI TUIIOB CTaHIAPTOB CBS3H, Kak
ZigBee u Wi-Fi. Y neneno BHIMaHUe TIpo0IeMe B3aUMOJCHCTBHUS y3JI0B B IPOBOTHBIX M OECIIPOBOTHBIX
CeTsIX M BO3MOXKHOCTH €€ PCIUCHHUS C HCHOJIb30BAaHUEM TEXHOJOTHH KOJUIEKTHBHOTO JOCTyNa C
OII03HaBaHMEM HeCyIlel U OOHapyKeHneM KOHQIHMKTOB. ONpeaeneHo, 4TO TOYKH JIOCTyNa SIBISIOTCS
yCTpoHcTBaMu, OONAAaIOMIUMK ONEPAlIMOHHBIME CHUCTEMaMH, B KOTOPBIX COJEPXHTCS OOJbIIoe
KOJIMYECTBO OIIMOOK, Ye€M MOTIYT BOCIIOJb30BAThCS 3JIOYMBINUICHHUKH. PacCMOTpPEHBI OCHOBHBIC
NpUYUHBEI B3JloMa Ha mpumepe Wi-Fi u oxapakrepn3oBaHbl MeTObl B3JIOMa OECIIPOBOJIHONW TOYKH
Joctyna. YkazaHbl crmocoObl, KOTOpbIe MOTYT NPUMEHSATHCS JJISl 3aIlIUThl OSCIPOBOJHON TOUYKH
nocryna. Takxke MPOBENCH aHAIHM3 TEXHOJIOTUIl, KOTOPbIE MOI'YT HCIIOJB30BAThCSA AJSL TOTO, YTOOBI
3aIUTUTH KOPIOPATUBHEIE CETH.

KiroueBrie cioBa: 6eCIpOBOAHBIC KaHAIBI, TOYKH JOCTYIA, XSHIIIEHK; METO C CIIOIb30BaHHEM
(UIIMHIOBOM TOYKM JOCTyma; MeTox noxbopa WPS kona, crocoObl 3amuThl OSCPOBOJHONW TOYKH
JOCTyma.

ANALYSIS OF MODERN ACCESS POINTS FOR ENTERPRISE WIRELESS CHANNELS

Yu.Yu. Gromov, P.I. Karasev, V.V. Kuleshov

The article describes the characteristics of wireless networks that are important for the automation
of production, and the conditions for their use. The application of a wired Ethernet network is
considered, since a wireless network can be easily integrated into it. The analysis of such types of
communication standards common in enterprise automation as ZigBee and Wi-Fi is carried out.
Attention is paid to the problem of interaction of nodes in wired and wireless networks and the
possibility of solving it using the technology of collective access with carrier identification and conflict
detection. It is determined that access points are devices with operating systems that contain a large
number of errors, which can be used by attackers. The main reasons for hacking on the example of Wi-
Fi are considered and methods of hacking a wireless access point are described. The methods that can
be used to protect the wireless access point are indicated, you can use the following methods. The
analysis of technologies that can be used to protect corporate networks is also carried out.

Keywords: wireless channels, access points, types of communication standards, handshake
interception method and its decryption; method using a phishing access point; WPS code selection
method, methods of protecting a wireless access point.
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K BOITPOCY O CO3JAHUU IVIAT®OPMbI KAPTOI'PA®UPOBAHUA PUCKOB
SAIMIMAEMOI'O KUBEPITPOCTPAHCTBA

AJL Cepaeunslii, A.A. I'onuapoB, M.A. ByJibiues, A.B. Konomiums,
0O.C. I'a3uzsinos, P.O. [Abixun, JI.C. Hecrepos, JI.A. Hapxos

CraThss MOCBSAIICHA MEPCHEKTHBAM CO3AaHMs IIAaTGOPMBI  KapTOrpadHpOBaHHS PHCKOB
3alIMIIAeMOT0  KHOepIpOCTpaHCTBA, MOTPEOHOCT, B KOTOPOH  OOYCIIOBJIEHAa HapacTaHWUEM
HEONpeeIEHHOCTH B OTHOIICHWH IPOLECCOB, MPOTEKAIOIMX B KuOeprpoctpaHcTBe. HarmsmHoe
NPE/ICTaBICHUE TaKUX MPOLIECCOB IO3BOJSET CBOCBPEMEHHO BBISBIISATH M IIPOBECTH HCCIIEOBAaHHE
ONACHBIX TEHACHIMH Ui 0€30MacHOCTH JIMYHOCTH, OOIlecTBa M rocyaapcTBa. B nmaHHOW pabote
(bopMyIUpYIOTCS LIeNH, 33a4d U (YHKIHOHAIBHBIC TpeOoBaHus K MaTGopme KapTorpadupoBaHus
puckoB. [IpencTaBieHHbIC pe3yIbTaThl OCHOBAHBI Ha IPAKTHYECKOM ONBITE Pa3pabOTKH M IPUMEHEHUS
METOIOJIOT UM KapTorpadUpOBaHU 3aLIUIAEMOT0 KHOSPIIPOCTPAHCTBA, KOTOPHII OB ITOTyYeH B X0
pa3pabOTKN CHCTEMBI KapTorpadUpOBaHMS PUCKOB 3aIUINAEMOr0 KHOEPIPOCTpaHCTBA (TIPOTOTUI
pazpabatbiBaeMoil 1aTdopmbl). Llenbro co3manus miatdopMel SBISETCS OOBEIMHEHHE YCHIUI
MHOJKECTBA HCCIIeNOBaTeliell KHOepIpoCTpaHCTBa Giarofapss 00ECIIeYCHUI0 COBMECTHOH paboTHI MO
€T0 NPEACTAaBJICHUIO B BUAC CUCTCMbI B3AUMOCBA3aHHBIX HH(bOpMaL[HOHHLIX KapT. Buaumanuio Hay‘lHOﬁ
OOILECTBEHHOCTH TpejuiaraeTcsi OONMK IUaThopMbl KapTorpadupoBaHus PUCKOB 3allUIAEMOI0
KI/I6epHpOCTpaHCTBa 1 BO3MOXKHBIC PEIICHUA, KOTOPBIC MOT'YT OBITh MCII0JIb30BaHbI JUJIA eé BOIUIOIICHUSA
B BHJIE TOTOBOT'O MPOJIYKTA.

Kintouessle CIIOBa: KuOepIpoCTpaHCTBO, KapTorpadupoBaHue 3aIUIaeMOT0
KHOEepIpocTpaHCcTBa, aTdopma KaprorpadupoBaHUs PUCKOB.

TOWARDS THE PROTECTED CYBERSPACE RISK MAPPING PLATFORM

A.L. Serdechnyy, A.A. Goncharov, M.A. Bulychev., A.V. Konoplin, O.S. Gazizyanov, R.O.
Dykin, D.S. Nesterov, D.A. Narkhov

The article deals with the prospects of creating the platform for risk mapping of protected
cyberspace, the need for which is due to increasing uncertainty about the processes occurring in
cyberspace. A visual representation of such processes allows timely identification and investigation of
dangerous trends for the security of individuals, society and the state. This paper formulates the goals,
objectives and functional requirements for a risk mapping platform. The results presented are based on
practical experience in the development and application of a protected cyberspace mapping
methodology, which was obtained during the development of a protected cyberspace risk mapping
system (prototype of the platform). The purpose of developing the platform is to bring together multiple
researchers of cyberspace by enabling them to work together to represent it as a system of interconnected
information maps. The scientific community is offered the appearance of the platform for risk mapping
of protected cyberspace and possible solutions, which can be used for its implementation in the form of
a finished product.

Keywords: cyberspace, protected cyberspace mapping, risk mapping platform.
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AHAJIN3 PUCKOB IIPY IOMOIIA HH®OPMAIIMOHHOMN KAPTHI
MY3BIKAJBHBIX ITPEJIMNOYTEHAN

AJL Cepaeunsiii, /I.I'. Konennena, A.A. Ilerequn, A.A. Jlememko, B.E. Pyxenko

Pounb konrdyecTBEHHOH OLIEHKH PUCKOB SBIIICTCS KIFOUEBOM B 000CHOBaHHOM NIPHHATHH PEIICHU
B OTHOMIICHHH pa3pabOTKu Mep 3amuThl. OZHAKO OJHOTO JIMIIb WHTETPAIbHOTO 3HAYEHHS, KOTOpOe
XapaKTepu3yeT YPOBEHb OIACHOCTM T€X WM HHBIX BHIOB YIrpo3, HEAOCTATOYHO A IOJHOTO
MOHVMaHHS MPOLECCOB, CBI3aHHBIX C HETAaTHBHBIMH BO3ACHCTBUSIMH Ha 3alIMINAEMble OOBEKTHI.
OTtoOpaxeHne 3HAUCHNI PUCKaA C TIOMOIIBI0 HHPOPMAIIMOHHON KapThl TO3BOJIET HE TOJIBKO OLCHUTD,
HO U «YBHIETH» YPOBEHb ONACHOCTH C yIETOM OCOOEHHOCTEH «IaHIma(Tay 3alIHIIaeMON CHCTEMBI.
B Hacrosimieit pabore neMOHCTpUpYyeTCS peanu3alus TaHHOM MJeW Ha IpHUMepe aHanu3a pHUcKa
BOBJICUCHUS I10JIb30BaTEICl COIMANBHBIX CeTeil B Ipymnmbl equHoW Temaruku. s pacuyéra pucka
UCIIONIB3YIOTCS CBEJCHUS O MY3BIKAIBHBIX MCIOJHUTENSAX, KOTOPHIX CIYIIAIOT MOJIb30BaTENIN
conuanpHol Tulardopmsl BKoHTakTe, cocrosimye B Trpynmax €IuHON TeMaTuku. i HariisgHoro
MpCaACTaBJICHUSA 3HAYCHU I PUCKa BOBJICUCHUA ITOJIB30BATECIIA B IPYyHITY e}lHHOfI TEMAaTUKHU B OTHOIICHUH
Ka)KJJOTO MY3BIKaJIbHOTO HCIIOJHUTENS MPOBOIUTCS PACUET YaCTHBIX IOKas3aTeseil pucka, KOTOpbIe
oToOpakaroTcss Ha WH()OPMALMOHHOM KapTe MY3BIKUIBHBIX INpenmouTeHuil. s e€ mocTpoeHus
HCIIONIb30BaHbI JaHHBIC PEKOMEHATEILHOM CHCTEMBI MY3BIKJIBHOTO cepBrca SHaekc.My3bika. Takxe
B CTaTh€ NPOJEMOHCTPHPOBAHA BO3MOXKHOCTD MCIIOJIb30BAHMS HH()POPMALIMOHHBIX KapT My3bIKaJIbHBIX
MPEANOYTEHUHN [T COCTABICHHS U aHalu3a npoduiieil moap3oBaTeneii ConnaabHBIX MIaT(OpM.

Kirouessle coBa: mHpopMannoHHas KapTa My3bIKaJbHBIX MPENNOoYTeHHH, MH(pOpMannoHHas
0e30macHOCTh, KapTorpadupoBaHHe PUCKOB, NPO(HUIIb T0JIb30BATENS, KHOEPIIPOCTPAHCTBO.

RISK ANALYSIS BY MEANS OF A MUSICAL PREFERENCE INFORMATION MAP

A.L. Serdechnyy, N.G. Kodentseva, A.A. Petelin, A.A. Lemeshko, V.E. Ruzhenko

The role of quantitative risk assessment is key in informed decision-making regarding the
development of protective measures. However, the integral value alone, which characterizes the danger
level of any type threats, is not enough to fully understand the processes associated with negative
impacts on protected objects. Imaging risk values using an information map allows not only to assess,
but also to "see" the danger level, taking into account the features of the protected system landscape.
This paper demonstrates the implementation of this idea by analyzing the risk of involving social
network users in groups of the single theme. To calculate the risk, information is used about musical
artists who are listened to by users of the VK social platform who are in groups of the single theme. In
order to visually represent the values of the risk of involving the user in a group of the single theme, for
each musical artist, the calculation of private risk indicators is carried out, which are displayed on the
music map. To build it, data from the recommendation system of the Yandex.Music music service were
used. The article also demonstrates the possibility of using a music map for compiling and analyzing
users profiles of social platforms. Keywords: music map, information map, information security, risk
mapping, user profile, cyberspace.



