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KHUBEPIIPOCTPAHCTBO KAK OBBEKT HCCJIEAJOBAHUSA U 3AIIUTBI. YACTD 1

AJL Cepaednbiid

PaboTa mocasiieHa onMcaHUI0 KHOSpIpOCTpaHCTBA KaK 3alMIIaeMoro o0beKTa, 00JIaaronero
YHUKQJIBHBIMH CBOMCTBaMM IO CPAaBHEHUIO C JAPYTMMH BHJIAMH TPOCTPAHCTB (BOAHBIM, 3€MHBIM,
BO3JYLIHBIM W KOCMHUYECKUM). B pamkax NpoBeAEHHBIX HCCIEJOBAaHMH PACCMOTPEHBI pa3lIMuHbIC
ONpeZIeJIeHUsl JaHHOTO TIOHATHS M BBIJCICHBl €ro OCHOBHBIE acIeKThl. PaccMorpeHue
KHOEpIIpOCTPaHCTBA B ATUX aCHEKTaX MO3BOJIMIIO BEISIBUTH OCHOBHBIE 3aKOHOMEPHOCTH €ro I'eHe3nca u
9BOJIIOLIMM O KOTOPBIX TaKXKE pacCcKas3blBacTCsi B HAcTosLIeH cTaThe. Tarke ObUIO NMOKa3aHO, 4TO
CIIO)KHOCTP W pa3Mep KHOEpIpOCTPaHCTB TpeOyeT OCOOBIX IOAXOJOB €ro H300pakeHUs u
HCCJICIOBAHMS, B TOM YHCIIE, Yepe3 aHAIIN3 CYOBEKTOB, KOTOPBIE €ro IOPOXKAAIOT, a TAKXKE ACHCTBYIOT
B HEM. DaKTHYECKH MpeUIaracTcsi HOBBIM B3MIIAA Ha crenuduueckoe MPOCTPAHCTBO, MOPOXKIACHHOE
YeJI0BEYECTBOM, KOTOPOE CETOIHS MPOHUKIO BO Bce Cephl OOIECTBEHHOW NEATENFHOCTH H OCTPO
HYK/TaeTCsI B 3alllUTe M ITyOOKOM HCCIICIOBAaHNH (B TOM YHCIE M KapTOrpapUIeCKUMHI METOIaMM).

KiroueBsle  cioBa:  KHOSpHPOCTPAaHCTBO,  TEHE3UC  KHOEPIPOCTPAHCTBA,  DBOJFOLUS
KHOEepIPOCTapHCTBA, IIPEICTaBICHUE KHOEPIIPOCTAPHCTBA.

CYBERSPACE AS AN OBJECT OF RESEARCH AND PROTECTION. PART 1

A.L. Serdechnyy

The paper focuses on describing cyberspace as a protected object that has unique properties
compared to other types of space (aquatic, terrestrial, air and space). Within the framework of the
conducted research different definitions of this concept have been considered and its main aspects have
been highlighted. Consideration of cyberspace in these aspects allowed us to identify the main patterns
of its genesis and evolution, which are also described in this article. It was also shown that the
complexity and size of cyberspaces requires special approaches to its portrayal and study, including
through the analysis of the actors that generate it as well as act in it. In fact, it offers a new perspective
on the specific space generated by mankind, which has now penetrated all spheres of social activity and
is in dire need of protection and in-depth study (including by mapping methods).

Keywords: cyberspace, genesis of cyberspace, evolution of cyberspace, representation of
cyberspace.
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KHUBEPIIPOCTPAHCTBO KAK OBBEKT HCCJIEJOBAHUA U 3AIUTLI. YACTD 2

AJL. CepaedHbiid

B cratbe paccMaTpUBAlOTCSI OCHOBHBIE AaCHEKTBl HCCIENOBaHHS KHOEPIPOCTPAHCTBA:
TEPPUTOPUS], CETEBOE IPEACTABICHUE M PACCTOSHUE MEXKIY PACIIOJIOKEHHBIMH B HEM OOBEKTaMHU.
[TokazaHa BO3MOXHOCTh MHOTOKOMITOHEHTHOT'O TIPEJICTABICHHS KHOEPIPOCTPAHCTBA B BU/IE CHCTEMBI
YPOBHEH B3aMMOCBSI3aHHBIX OOBEKTOB: (hu3mueckoro, HWHGPOPMALMOHHOTO M  COLUAIBHOTO.
OO0Cy>X1a0TCsl BO3MOXKHOCTH PEryIMpOBAaHHA 3alUIIAeMOro KHOEpPIpOCTPAHCTBA CO CTOPOHBI €T0
pa3NMuHbIX CyOBEKTOB. YaenseTcs BHHMaHuWEe OOJIBIIMM  JaHHBIM, LUPKYJUPYIOIIMM B
KubeprpocTpaHcTBe. PaccMaTpuBaioTCs BO3MOXHBIE IOIXOJBI K HCCIEIOBAHHIO 3alHIAEMOTO
KAOCpPIPOCTPAHCTBA, BKIIOYas IIAOJOHHO-OHTOJOTHYECKHH, TEOPETHKO-UTPOBOM, CETEBOH U
TEONPOCTPAHCTBEHHBIM MOAXOMBI. [IpHBOIATCA NPEMMYIIECTBA M OTPAHUUCHHS KaKAOTO W3 HHX.
Ocoboe BHHMaHHE yAemseTca KapTorpadu4eckoil METOIONOTHH HWCCIICIOBAHUS 3alIUIIaeMOTo
KHOEpIIPOCTPAaHCTBA, B CBSI3U C YEM B Ka4ECTBE MIUTIOCTPALIMH €T0 OCHOBHBIX MJEH paccMaTpHBacTCs
nH(pOpManMOHHAs KapTa IOWCKAa HAay4HBIX IyOnmkamuidi mo Teme «Kaprorpadwus 3samumaemoro
kubepnpocTpaHcTBay. B 3axmoyeHuu  GopMHPYIOTCS — 3afaud  pa3pabOTKM  peaau3aluu
KapTorpau4eckoil MeToR0I0THH HCCIeJOBAHUS 3alHIIAeMOr0 KHOEePIPOCTPAHCTRA.

KiroueBble ciioBa: 3alllMIaceMOE KHOEPIPOCTPAaHCTBO, TEPPUTOPUSl KHOEPIPOCTPAHCTBA,
Oousibive NaHHble, HHQOPMAIOHHAS KapTa.

CYBERSPACE AS AN OBJECT OF RESEARCH AND PROTECTION. PART 2

A.L. Serdechnyy

The article discusses the main aspects of cyberspace research: area, the network representation
and the distance between the objects located in it. The possibility of multi-component representation of
cyberspace as a system of levels of interconnected objects is shown: physical, informational and social.
Possibilities of regulating protected cyberspace by its various actors are discussed. Attention is paid to
the big data circulating in cyberspace. Possible approaches to the study of defensible cyberspace,
including template-ontological, game-theoretic, network and geospatial approaches, are examined. The
advantages and limitations of each are given. Particular attention is paid to the cartographic
methodology of protected cyberspace research, and in this regard, an information map of research
publications search on “Mapping of Protected Cyberspace” is considered as an illustration of its main
ideas. The conclusion formulates the objectives of developing the implementation of a mapping
methodology for the study of protected cyberspace.

Keywords: protected cyberspace, cyberspace territory, big data, information map.
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UMHUTALNUA ©YHKIUOHUPOBAHUS
HEHTPA HHOOPMALIMOHHOU BE3OITACHOCTH
B YCJIOBUAX PEAJIM3ALIMU KUBEPATAK

B.A. Munaes, E.C. Iloaiukapnos

Cratbs MocBsiieHa npodaeMe MoJeIMPOBaHUs padOTHI IEHTPa HHPOPMAIIMOHHOH 6€3011acHOCTH
npexanpusitus (L{IUIIB) B ycnoBusix peanuzanuu knoeparak. IMUTaIiioHHast MOJIENb [TO3BOJISIET PEeNIaTh
IMIMPOKUH CIIEKTpP 3a/ad, B YAaCTHOCTH, 3a/1a4 YNpaBJICHHUsS BpeMeHeM 00paboTKu cooOmieHuil 00
MHIUIEHTaX 0€30[aCHOCTH, ONTHMHU3AINU PECYPCHOT0 obecnedeHns HHPOPMALMOHHON O6€301acHOCTH
HpeANpUsITHs, ee NPorHo3upoBanusd. Iloka3aHo, 4TO A peIleHUs YKa3aHHBIX XOPOILIO NPUMEHHUMBI
METOJIbI AMCKPETHO-COOBITHHHOTO MOienupoBanust. JluckperHo-coobTuiinas moaens LIVBIT orpaxaer
COBpPEMEHHBIC TPEH/IBI B OOJIACTH TEXHOJOTHYECKOro oOecTedeHnsT HH(PpOpMaIOHHOH 0e3011acHOCTH
NPeANpPUSATHH W OpraHM3alMi; YYUTHIBACT HaWOOJice CYIIECTBCHHBIC (DAKTOPBI, BIHMAIOMNX Ha
XapaKTepUCTHKH HH()OPMAIIOHHON O0€30MacHOCTH TPENNpPHUATHI; oOecreunBaeT OalaHC MEXIy
TpeOyeMoil TOYHOCTBHIO pE3YJIbTAaTOB MOJCIUPOBAHUS W CIOXXHOCTHIO MOJICNH; OTIMYACTCS
YHHUBEPCAIbHOCTBIO, aJalTHBHOCTBIO AJISI PEIICHHWS MHOTHX 3aJad yNpaBieHUs HWH()OPMAMOHHOH
6e30MacHOCTBI0, THOKOCTBIO Pa3paboOTKM Mofelel B COBpPEMEHHOM cpele HMMUTALMOHHOTO
MOJIeIUpoBaHua. B kadecTBe cpelpl HMMMTAIMOHHOTO MOJEIMPOBAHUS BBIOPAaHO NPOTpPaMMHOE
obecrieueHne OTEYECTBEHHOI'O Npou3BojcTBAa Anylogic, MO3BOJMBIIEE NPOMUIPHIBATH PAa3IHYHBIC
cueHapun kubeparak Ha [[MBII, momoraromiee KadeCTBEHHO WHTEPIPETHPOBATh pPE3yIbTATOB
peanu3anuy Mojeneil, MpoBecTH pa3INyHbIe BUIbl UMUTALMOHHBIX 3KCIIEPUMEHTOB, B TOM YHCIIE — IO
BapHallil MapaMeTpoB MOJAENeH, aHadu3y HX YYBCTBUTEIBHOCTH, ONTHMM3ALUU PECYpPCHOTO
obecrieueHnst ”HPOPMAMOHHOH 3amuThl. CenaH BBIBOJ, YTO JATBHEHIINM Pa3BUTHEM UCCICIOBAHUS
OUBIl npennpusaTHil SBISAETCS YTOYHCHWE W JETalU3aIlMsl MOJENH, CTPYKTYpHI €€ OJOKOB W
COJIeprKaHUs COOOIIEHUH 0 KOMITBIOTEPHBIX HHIMACHTAX.

KiroueBsle cnoBa: kubepaTaka, MpeanpusTHe, WHGpOpMannoHHAs O€30MacHOCTh, AUCKPETHO-
coOprTuitHOe MoenupoBanue, SIEM-cuctema, SOC-1ieHTp, IMUTAIIHS.

SIMULATION OF INFORMATION SECURITY CENTER
FUNCTIONING IN THE CONTEXT OF CYBER ATTACKS REALIZATION

V.A. Minaev, E.S. Polikarpov

The article is devoted to the problem of modeling the functioning of the Enterprise Information
Security Center (EISC) in the context of the realization of cyber attacks. The simulation model allows
you to solve a wide range of tasks, in particular, the tasks of managing the processing time of security
incident reports, optimizing the resource support of enterprise information security, and forecasting it.
It is shown that the methods of discrete-event modeling are applicable for solving these problems. The
discrete-event model of EISC reflects modern trends in the field of technological support of information
security of enterprises and organizations; takes into account the most significant factors that affect the
characteristics of information security of enterprises; provides a balance between the required accuracy
of modeling results and the complexity of the model; is characterized by versatility, adaptability to solve
many problems of information security management, flexibility of model development in the modern
environment of simulation modeling. As a simulation environment, Anylogic software of domestic
production was chosen, which made it possible to play various scenarios of cyber attacks on the EISC,
which helps to qualitatively interpret the results of the implementation of models, to conduct various
types of simulation experiments, including the variation of model parameters, the analysis of their
sensitivity, and the optimization of the resource provision of information protection. It is concluded that
the further development of the study of the EISC of enterprises is the refinement and detailing of the
model, the structure of its blocks and the content of messages about computer incidents.

Keywords: cyber attack, enterprise, information security, discrete-event modeling, SIEM-system,
SOC-center, simulation.
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MNPUMEHEHME I''TYBUHHBIX HEVPOHHBIX CETEM U1 BBISIBJIEHUS
JECTPYKTUBHOTI'O KOHTEHTA B COHUAJIBHBIX MEJIUA

B.A. Munaes, E.C. Iloankapnos, A.B. CumoHoB

Lenp mcciaemoBaHns COCTOWT B Pa3pabOTKe METOAWKH M TOUCKE 3(P(PEKTHBHOTO aIrOpUTMa
BBIBJIICHUS JIECTPYKTHBHOTO KOHTCHTa B KPATKMX IyOJMKAnMsAX W KOMMEHTapusIX B COIMAIbHBIX
menua. IlpoBeneH 0030p CyIIECTBYIOUIMX PpEIICHHWH AT BBIBICHHSA JECTPYKTUBHOTO KOHTEHTA,
OTIMCaHBI UX NPEHMYIIECTBA H HEOCTATKN B KOHTEKCTE permaeMoii 3agaun. C(hopMHUPOBaHBI COCTABHBIE
9KCIIEPUMEHTAIbHbIC KOpIyca TEKCTOB IO TeMaM: peadWIMTanus Hanu3Ma, AaHTHCEMHTH3M,
panukanbHeli ucnaM. IIpoBeneHa HopMmanusaluss KOPIYCOB, HCIONB3ysl METOABI CTEMMHUHTa WU
nemMatuzaiuy. OcyllecTBIEHa ONepalys BEKTOPU3aLMU HOPMAIW30BaHHBIX KOPIIYCOB METOAAMU
Mmemka cioB (BoW), TF-IDF u crnoem wuckyccrBeHHbIx HeiponHbIx ceteit (MHC). IToctpoenst
apxutektypsl riryounHeix MHC: cBeprounoii HeiiponHoii cetrt (CNN), pekyppeHTHOI HEHPOHHOH ceTn
¢ nonroi kpatkocpoyHoit namsateio (LSTM), pexyppeHTHOM HEHPOHHON ceTH C MEXaHU3MOM BEHTHIICH
(GRU). IIpoBeneHsl SKCIEpUMEHTHI MO KiaccuduKanuu cHOPMUPOBAHHBIX KOPIYCOB TEKCTOB C
ucronbp3oBaHueM co3anHelx MHC U TpaanMoOHHBIX METOOB MAlIMHHOTO o0ydeHus. [IpomsBeneHa
MHTEPIPETALHS TTOTYICHHBIX PE3YIbTaTOB SKCHEPHUMEHTOB M OOOCHOBAHO IPUMEHEHHE TIIyOWHHBIX
WHC npu pemeHnn noctaBaeHHON 3amadyd. ChenaH BBIBOJ O ILIEJIECOOOPa3HOCTH HCIIOJIB30BAHUSA
MOIYYEHHBIX PE3ylbTaTOB CTPYKTypaMH, 3aHATBIMU BBISBICHHEM H yJAJ€eHHEM JIECTPYKTHBHOIO
KOHTEHTA.

KaroueBble cjoBa: mHpOpMAaIMOHHass O€30MaCHOCTb, CONMAIBHBIE MEANA, AECTPYKTHBHBINA
KOHTEHT, HEHPOHHBIE CETH, TITy00oKoe 00ydeHue, KiacCu(UKaIUs TEKCTa.

APPLICATION OF DEEP NEURAL NETWORKS TO IDENTIFY
DESTRUCTIVE CONTENT IN SOCIAL MEDIA

V.A. Minaev, E.S. Polikarpov, A.V. Simonov

The purpose of the research is to develop a methodology and search for an effective algorithm for
identifying destructive content in short publications and comments in social media. The review of
existing solutions for identifying destructive content is carried out, their advantages and disadvantages
are described in the context of the problem being solved. Composite experimental corpuses of texts on
the following topics were formed: rehabilitation of Nazism, anti-Semitism, and radical Islam. The
normalization of the cases was carried out using the methods of stemming and lemmatization. The
operation of vectorization of normalized corpora by the methods of a bag of words (BoW), TF-IDF and
a layer of artificial neural networks (INS) is carried out. The architectures of deep INS are constructed:
convolutional neural network (CNN), recurrent neural network with long short-term memory (LSTM),
recurrent neural network with a gate mechanism (GRU). Experiments were conducted on the
classification of the generated text corpora using the created INS and traditional machine learning
methods. The interpretation of the obtained experimental results is made and the use of deep INS in
solving the problem is justified. The conclusion is made about the expediency of using the obtained
results by structures engaged in identifying and removing destructive content.

Keywords: information security, social media, destructive content, neural networks, deep
learning, text classification.
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KOHIEIITYAJIbBHBIE OCHOBBI KAPTOI'PA®UU 3AHIUINAEMOI'O
KUBEPIIPOCTPAHCTBA. YACTbH 1

A.JL. Cepaeunblii

Jnst onpeneneHus NOHATHSA «HHPOPMALOHHAs KapTa) OCYILECTBICH 0030p OCHOBHBIX ITAIlOB
pa3BUTHS KapTorpauu B KayeCcTBE WHCTPYMEHTApHs, HCIIOIB3YEMOrO Ui OpUEHTAllMd B
OKpY’)KalolleM IPOCTPAHCTBE, MO3HAHWSA W IUIAHUPOBAHUS DA3NIUYHBIX IPOLECCOB, CBSA3AHHBIX C
IPOCTPAHCTBEHHBIMU JaHHBIMH. C ydeToM JaHHOTrO 0030pa MH(OpPMAalMOHHAS KapTa OnpenesseTcs
Kak I(poBoil O0OBEKT, MPEICTABIAIONMNA B MPOCTPAHCTBE HCCIEIyeMOE MHOXECTBO OOBEKTOB,
CYOBEKTOB M IPOLECCOB MHOTOMEPHOT0 KHOSPIPOCTPAHCTBA HA OCHOBE IPHHIIMIIOB: H3MEPHUMOCTH
CXOJCTBA  OOBEKTOB;  ONM30CTH  W300pakeHHH  OOBEKTOB,  HM300pa)KEHUS  KOHTEKCTa,
BOCIIPOM3BOJMMOCTH  ONepauuii MocTpoeHust KapThl. [IpuBOASTCS pa3sHOIUIAHOBBIE IMPHUMEPHI
UCIIONIb30BaHMUsI MH(QOPMAIMOHHOH KapThl B OHOJIOTHM, MEIUIWHE, XHMHH, COLMOJIOTHH,
MHTEJUIEKTYyaIbHOM COTPYJIHMYECTBE M MCTOpPUYECKOW Hayke. TeM cambIM 0OOOCHOBBIBaeTCS
11e71eCO00Pa3HOCTh HH(POPMAIIMOHHOTO KapTorpadupoBaHus 3alIUIaeMOTr0 KHOEpPIIPOCTPAaHCTBA.

KiroueBsle  cioBa:  mHQoOpManuMoHHas — Kapra,  KHOEpIPOCTPAHCTBO,  KapTorpadus
KUOEepIPOCTpaHCTBA.

CONCEPTUAL FRAMEWORK FOR PROTECTED CYBERSPACE MAPPING. PART 1

A.L. Serdechnyy

To define the concept of "information map", an overview of the main stages in the development
of cartography as a tool used for orientation in the surrounding space, cognition and planning of various
processes associated with spatial data is carried out. Taking into account this review, an information
map is defined as a digital object representing in space the studied set of objects, subjects and processes
of multidimensional cyberspace based on the principles: measurability of the similarity of objects;
proximity of object images, context images, reproducibility of map building operations. Various
examples of the use of the information card in biology, medicine, chemistry, sociology, intellectual
cooperation and historical science are given. Thus, the expediency of information mapping of the
protected cyberspace is substantiated.

Keywords: information map, cyberspace, cyberspace mapping.



DOI110.36622/VSTU.2021.24.3.006
YK 004.492.2

KOHIEIITYAJIbBHBIE OCHOBBI KAPTOI'PA®UU 3AHIUINAEMOI'O
KUBEPIIPOCTPAHCTBA. YACTD 2

A.JL. Cepaeunblii

B pabore THIM3HPOBaHbI 331a4H, IS PEIICHUST KOTOPHIX MOTYT 3()(EKTUBHO MCIOJIB30BATHCS
MHGOPMAMOHHBIE KapThl, BKIIOYAs: pasBeIKy (UCCIENOBAaHHWE HOBBIX TEPPUTOPUIl, BBLIBICHHE
CKPBITBIX 3JEMEHTOB, YCTAHOBJICHHE NPOTHBOOOPCTBYIOIIMX CTOPOH); IUIAHMUPOBAHHE OIepalii
(aHanm3 pecypcoB CTOPOH KOH(MIMKTOB, MPOKJIAIKa MapLIpyTa, NMPOTHO3UPOBAHHE IIOCIEACTBUH);
MOHHUTOPHHI OOCTaHOBKM (KOODAMHALWS B3aUMOJICHCTBHUS, BBISBICHHE H3MEHEHHH OOCTaHOBKH,
BCKPBITHE OIMMOOK W Ae3WH(pOpMaIim); NpeicTaBieHne 3HaHWK (00ydeHHe, CTPYKTypHpPOBAaHHOE
XpaHeHHe 3HaHWW, TOoHCK wuHpopManmu). PaccmarpuBaercs BepOajbHas MOZAENb Ipollecca
MH()OPMALMOHHO-KapTOTPpaueCcKOro  HCCIJICTOBAHUSL. OOcykparoTcst ~ METOAWYECKHe |
MHCTPYMEHTAJIbHBIE aCHEeKThl MH(POPMaIMOHHOTO KapTorpadupoBanus. GopMHUpYIOTCS 3a1add Ui
peanuzany KapTorpapuyeckoro Noaxoja, BKIIoUYas: 00OCHOBaHWE NpaBHJI MOCTPOSHHS W aHAIU3a
MH(QOpPMALMOHHBIX KapT; OOOCHOBaHHE COCTaBa M CTPYKTYPhl CHCTEMBI KapTorpadMpOBaHHS;
pa3paboTKy MacIITabupyeMoil HHPOPMALMOHHOMN KapThl 3aIIHIIaeMOro KHOepIPOCTPaHCTBA.

KiroueBple cnoBa: kapTorpaduueckas pasBenka, HHGOpPMalMOHHAs KapTa, KapTorpadus
KUOEepIPOCTpaHCTBA.

CONCEPTUAL FRAMEWORK FOR PROTECTED CYBERSPACE MAPPING. PART 2

A.L. Serdechnyy

In the work, tasks are typified, for the solution of which information maps can be effectively used,
including: reconnaissance (exploration of new territories, revealing hidden elements, establishing
opposing sides); planning of operations (analysis of the resources of the parties to conflicts, laying a
route, forecasting events); monitoring the situation (coordinating interaction, identifying changes in the
situation, revealing errors and misinformation); knowledge representation (training, structured
knowledge storage, information retrieval). A verbal model of the information-cartographic research
process is considered. Methodological and instrumental aspects of information mapping are discussed.
The tasks for the implementation of the cartographic approach are formed, including: substantiation of
the rules for the construction and analysis of information maps; substantiation of the composition and
structure of the mapping system; development of a scalable information map of the protected
cyberspace.

Keywords: mapping intelligence, information map, cyberspace mapping.
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OBECIIEYEHUE HH®OPMAIIMOHHOM BE30OIMACHOCTH
UH®OPMAIIMOHHON CUCTEMBI C IOMOIIBIO HCKYCCTBEHHOI'O
HHTEJUIEKTA - ITIOAXO/AbI, TEXHOJIOI'HA (HACTD 1)

ILIO. ®unsk, U.A. 3axapenkos, U.C. IlepeBe3enuen

B craTtbe paccmarpuBaeTcs Moxo/ K odecrnedeHuo NHHOPMaMOHHOM 0€30MaCHOCTH C O3UIMN
HOBOT'O TEXHOJIOTHYECKOTO YKNaJa, OCHOBAHHOTO Ha LIMPOKOM HCIIOJIb30BaHHU IEJIOTO CIIEKTpa
COBPEMEHHBIX METO/IOB M HHCTPYMEHTOB, XapaKTepHBIX Ui HH(GOpManMoHHOTO 001iecTBa He B (aze
ero (pOpMHUpPOBAaHMH, a Ha JTalle WHTEHCHBHOTO pPa3BUTHS. BceMUpHBIH SkoHOMHYecKuid (Gopym B
HaBoce B 2016 rony B IOKIanax Y4acTHUKOB M MTOTOBBIX JOKyMEHTaX 0003HAYMI M MPOBO3IJIACHII
YETBEPTHIH TEXHOJOTHUECKUH yKJIaJl, MJ¥ WHHOBALIMOHHYIO 3KOHOMHMKY, TaKKe IIUPOKO U3BECTHYIO
nmon 6pennoM Mumyctpus 4.0. B TexHOJIOrHYecKOM IIaHE 3TO O3HAYACT IIHPOKOE HCIIONB30BAaHUE
OHOTO W3 OCHOBHBIX HAayYHO-TEXHHUYCCKHX HAIPABICHWH MAHHOTO YKJIaAa — HCKYCCTBEHHOTO
unteuekta (MU, Artificial Intelligence (Al)). KommurekcHas nngpoBas TpanchopManus SJKOHOMUKH U
COIIMANBHON c(hephl MpeyCMOTPeHa HAIlMOHANBHBIM IpoekToM «LluppoBas sxoHOMEKA Poccuiickoit
Denepanui», OTAETHHBIM Pa3IEIOM KOTOPOH SIBIIsIETCS obecnieyeHne HHPOPMAIMOHHON 6€30I1acHOCTH
(poBOH IKOHOMHKH, YTO TAKXKE MPEAyCMaTPUBAET IPUMEHEHHE HOBBIX MOJX0JJ0B 1 HHCTPYMEHTOB
JUISL PelIeHHs JaHHBIX 33/1a4, CPEAM KOTOPBIX IMPETYCMOTPEHO HCIOJIb30BAaHUE HCKYCCTBEHHOTO
HUHTCIIJICKTA.

KitoueBble cioBa: 1m¢poBas 3KOHOMHKA, ImppoBas TpaHchopMmanus, HHPOpMALUS,
uHdopmanmoHHoe oO0mecTBo, WH(pOpMaNMOHHAs 0€30MacHOCTh, HMCKYCCTBEHHBIH WHTEIUICKT,
uHTepdeiic, NoNnTHKa O0E30IaCHOCTH, TOJUTHKU MAOCTYyNa, HACHTH(UKAIMs, ayTeHTH(UKanms,
pacro3HaBaHUE PEUH, paclio3HaBaHNUE 00Pa30B, aBTOPU3ALINS.

ENSURING INFORMATION SECURITY OF AN INFORMATION SYSTEM USING
ARTIFICIAL INTELLIGENCE-APPROACHES, TECHNOLOGY (PARTI)

P.Yu. Filyak, I.A. Zakharenkov, I.S. Perevezentsev

The article considers the approach to ensuring information security from the standpoint of a new
technological structure based on the wide use of a whole range of modern methods and tools that are
characteristic of the information society not in the phase of its formation, but at the stage of intensive
development. The World Economic Forum in Davos in 2016, in the reports of the participants and the
final documents, identified and proclaimed the fourth technological order, or innovative economy, also
widely known under the brand Industry 4.0. In technological terms, this means the widespread use of
one of the main scientific and technical directions of this way of life-artificial intelligence (Al). A
comprehensive digital transformation of the economy and social sphere is provided for by the national
project "Digital Economy of the Russian Federation", a separate section of which is to ensure the
information security of the digital economy, which also provides for the use of new approaches and
tools to solve these problems, among which the use of artificial intelligence is provided.

Keywords: digital economy, digital transformation, information, information society, information
security, artificial intelligence, interface, security policy, access policies, identification, authentication,
speech recognition, image recognition, authorization.
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OBECHEYEHUE HH®OPMAIIMOHHOM BE30ITACHOCTHU NTH®OPMAIIMOHHON
CUCTEMBI C IOMOIbIO HCKYCCTBEHHOI'O UHTEJUUIEKTA —
INPAKTUYECKASA PEAJIM3AIUA (HACTD 2)

ILIO. ®unsk, U.A. 3axapenkos, U.C. IlepeBe3enuen

[Ipennoxkena mnpakTH4eckass peajquzanus I10AX0oAa K oOecrnedeHHio HMH(POPMAIOHHOW
0e3omacHOCTH MH(GOPMAIIMOHHOW CHCTEMBI Ha OCHOBE HCIIOJIb30BAHUS MOJHTHK HH(POPMAIMOHHON
Oe3omacHocTH, 0a3UpYIOMIKMXCS HAa NMPUMEHEHUH Pa3MYHBIX BAapUAHTOB BCEX W3BECTHBIX IOJHMTHK
JocTyna K HHGOpMaLuK, KOTOPBIE, B CBOIO OUYEPElb, PEATU3YIOTCS MyTeM UMIUIEMEHTANH I1aThOopM
CaMbIX COBPEMEHHBIX MHTep(EeHCOB ¢ MOMOIIBI0 HcKyccTBeHHOro uHreiniekra (M/ Al). Jlannbie
uHTepdECh peanoNaraloT 0ECKOHTAKTHYIO HICHTH(HKAIMIO ¥ ayTeHTH()UKALMIO TT0JIb30BaTENs, B
3aBUCUMOCTH OT 3aJIaHHBIX YCJIOBHII IIOJIMTHK JOCTYIIA, CHCTEMBI, IPAaBHJI U CPEICTB pasrpaHHICHHS
Joctyna K HHGOpPMamMOHHOW cucTeMe. B wacTHOCTH, mpemycmarpuBaeTcs HACHTH(GUKALUSA H
ayTEHTU(HKALHS ¢ HCIIOJIb30BAHMEM CHCTEMbI BU3YalM3all{ M PAacIIO3HABAHHUS 3PHTEIBHBIX 00pa3oB,
a TaKXKe ¢ IOMOIIBIO PACIO3HABAHUS PEUH, C YIETOM TeMOpPABbHBIX H MOIYJISILIMOHHBIX XapaKTePHCTHK
roJioca, 4To OOECIIeYMBACT BHICOKYIO TOYHOCTh HICHTU(HKALMU M AyTCHTU(QHKAIWH W CTCICHb
JOCTOBEPHOCTHU IMPH BBINIOJTHCHUU NPOLCAYpa aBTOpU3allMU, ITOCKOJIbKY IIpOTrpaMMHas U alliapaTHas
cocraBisomas QyHkuuid MM mo3BoiseT ocylecTBIATh MHOTO(AKTOPHBI MOHHTOPHHI 32
JISWCTBHUSIMH MOJIb30BATENEil 1 COPTHPOBATh COOBITUS B pexkume online.

Knrouessie cnoBa: nahopMarlius, vHGHOPMAIIMOHHOE 00IIECTBO, MHPOPMALIMOHHAS OE30MaCHOCTD,
U(pPOBasi SKOHOMHKA, UCKYCCTBCHHBIN MHTEIUICKT, HHTEp(EC, MOTUTHKA OC30MaCHOCTH, TOIUTHKU
JOCTyNa, WICHTUQUKAIMs, ayTeHTU(UKalKs, paclo3HaBaHUE pe4yH, pacro3HaBaHHEe o00Opa3oB,
ABTOPH3AIINSL.

ENSURING INFORMATION SECURITY OF AN INFORMATION SYSTEM USING
ARTIFICIAL INTELLIGENCE - PRACTICAL IMPLEMENTATION (PART 2)

P.Yu. Filyak, I.A. Zakharenkov, I.S. Perevezentsev

The practical implementation of an approach to ensuring the information security of an
information system is proposed based on the use of information security policies based on the
application of various variants of all known information access policies, which, in turn, are implemented
by implementing the most modern interface platforms using artificial intelligence (Al/ AI). These
interfaces assume contactless identification and authentication of the user, depending on the specified
conditions of access policies, system, rules and means of access control to the information system. In
particular, it provides for identification and authentication using a visual image visualization and
recognition system, as well as using speech recognition, taking into account the timbral and modulation
characteristics of the voice, which ensures high accuracy of identification and authentication and a
degree of reliability when performing the authorization procedure, since the software and hardware
component of the Al functions allows for multi-factor monitoring of user actions and sorting events
online.

Keywords: information, information society, information security, digital economy, artificial
intelligence, interface, security policy, access policies, identification, authentication, speech
recognition, image recognition, authorization.
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METOJAUKA ONPEAEJEHHUSI HEHHOCTH 3AHIMIAEMbIX AKTHBOB
A AYIATA OBECHEYEHWSI THOOPMAIIMOHHOU BE3OITACHOCTH
KOMMEPYECKOHU OPTAHU3ALIUN

O.M. I'onnemOuoBckas, K.E. lllunakos, E.B. Konapamosa, A.I1. ’KosHepos

B crarbe paccMaTpuBaeTCs METOIMKA, CBSI3aHHASI C OTIPEIEIICHUEM LICHHOCTH aKTUBOB JIJIS ayAUTa
obecrieueHns: MH(POPMAIMOHHONH OE30IMaCHOCTH KOMMepuYeckod opraHuszanuu. [lomMumo 3toroO,
NpeIoKEH TOAXOA Ul IMPOTHO3UPOBAHUSI HAHECEHHs BO3MOXKHOIO YyIepOa paccMaTphBacMbIM
akTuBaMm. [IpeiaraeMyro METOAMKY 11€1ec000pa3HO MPUMEHSTh CITy>)KOaM 0€30I1aCHOCTH NPEANPUSITHS
C [eNbI0 BBUIBICHHUS HEJZOCTATKOB CHCTEMBl 3alllUThl M BBHIIOJHEHHIO pPAa3IMYHBIX Mep IO
HEeWTpalM3alMd WX MHHUMM3AIUH BEPOSTHOCTH peaji3allii BO3MOXHBIX yrpo3. OnpeneneHue
[ICHHOCTH aKTHBOB OpraHW3allMM SBISETCS BAXKHBIM JTanmoM ayanTa. OCHOBHBIMH aKTHBaMHU
KOMMEpYECKOH OpraHm3aldyd ¢ TOYKH 3peHHs obOecredeHus HWHPOPMAIMOHHONW Oe301acHOCTH
SBIIIOTCS: MH(POPMALOHHAs CHCTeMa, CepBep, KOMIBIOTEPHl M HHOE 00OpyIOBaHUE IS paOOTHI
COTPYZHHUKOB, BHYTpeHHHE 0a3bl maHHBIX. [Ipolenypa ompeielicHUs LIEHHOCTH aKTHBOB OITMCAaHA
OT/ICNIBHO JJISL K&XKAOTO U3 HUX.

KnrodeBble ciioBa: kKoMMepUeckasi OpraHu3anus, akTHB, yIiepo, MHPOopMaMoHHas 0€30MaCHOCTb,
3amuTa nHQopmanum.

METHODOLOGY FOR DETERMINING THE VALUE OF PROTECTED ASSETS
FOR THE AUDIT OF PROVIDING THE INFORMATION SECURITY
OF A COMMERCIAL ORGANIZATION

O.M. Golembiovskaya, K.E. Shinakov, E.V. Kondrashova, A.P. Zholnerov

The article discusses the methodology associated with determining the value of assets for auditing
information security of a commercial organization. In addition, an approach is proposed to predict the
possible damage to the assets under consideration. It is advisable to apply the proposed methodology to
the security services of the enterprise in order to identify the shortcomings of the protection system and
implement various measures to neutralize or minimize the likelihood of possible threats. Determining
the value of an organization's assets is an important stage of the audit. The main assets of a commercial
organization from the point of view of ensuring information security are: an information system, a
server, computers and other equipment for the work of employees, internal databases. The procedure
for determining the value of assets is described separately for each of them.

Keywords: commercial organization, asset, damage, information security, information protection.
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MATEMATHUYECKOE OBECIIEYEHME JIBYX3TAITHOM MOJEJH
SQIMMNIEMUYECKUX ITPOHECCOB CETEBBIX ABTOMATU3NPOBAHHBIX
CTPYKTYP

AMN. llenmmn, E.A. lIBapukondg, K.A. Pazunkun

B mocnenHue TOABI OTMEUYACTCS CTPEMUTEIBHBIN POCT KOJMYECTBA aTak Ha WHPOPMAIMOHHBIC
CHCTEMBI U PECYPCHI C UCIIOJIb30BAHUEM BPEJOHOCHOIO KOJIa M KOHTeHTa. Hapsny ¢ 3tum, npoucxoaut
HETIPEPHIBHOS COBCPIICHCTBOBAHUE (DYHKIMOHAIBHBIX BO3MOXKHOCTEH BHPYCOB, ITO3BOJISIOIINX
CKpBIBaThb CBOE TNPUCYTCTBHE B cucTeMe. K coXalleHHto, CYHIECTBYIOLIUN apceHan Mojaeneit
SMUIEMUYCCKUX MPOIECCOB HE TMO3BOJISICT J(PQPEKTHBHO  YYHTHIBATH MEPUOJ  CKPBITOTO
pacnpoCTpaHeHUsT HHPEKIMH C MOCICIYIONMM PEarupOBAaHUEM CHCTEM 3allUThl MPU MPAKTUICCKOM
MOJEIUPOBAHUU CETEBBIX OHNHIEMUH. B mpeacraBieHHOM MCCIENOBAHUMM NPOBEAEH aHAIIU3
CYIIECTBYIOIIETO METOAMYECKOTO oOecredeH st B 00IacTH CETEeBOM SMUAEMHUOIIOTHHA U TIPEII0KECHO
omrcanue (BKJIIOYAas HAYyYHO-METOAWYECKOe OOOCHOBaHWME) MTUCKPETHOH IBYXATAITHOW MOIEIH
SMUIEMHYECKOTO MPOoIiecca, MPU3BAHHON Pa3pelInTh yKa3aHHOE IIPOTUBOPEYNE, a TAKXKE - pa3padoTaHa
METOJIMKa MOCTPOEHUS 3TOM MOJEIH, BKIIOYAIOUIasi COOTBETCTBYIOIINE aHAIUTUUYECKUE BBIPAXKEHUS
JUJISL TapaMeTpOB MOJIETUPOBAHMUS.

KiroueBbie cnoBa: BpeJOHOCHBINH KOJI, BPEIOHOCHBIA KOHTEHT, CETh, MUIEMUYECKHUI mpoI1iece,
HH(POPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIC CETH, IBYXITAITHbIC MOJICIH, PHCK.

MATHEMATICAL PROVISION OF TWO-STAGE MODEL OF EPIDEMIC PROCESSES
OF NETWORKED AUTOMATED STRUCTURES

A.L Shenshin, E.A. Shvartskopf, K.A. Razinkin

In recent years there is a rapid increase of number of attacks on information systems and resources
using malicious code and content. Along with this, continuous improvement of self-presence hiding
functionality of malware are taking place. Unfortunately, existing arsenal of epidemic process models
does not provide an ability to effectively take into account a latent spread period of infection and
following reaction of protection systems in cases of practical modeling of network epidemics. In
presented research was carried out an analysis of the existing methodological works in the field of
network epidemiology and was proposed a description (including scientific-methodological
justification) of a discrete two-stage epidemic process model, which is designed to resolve said
contradiction, and a methodology for constructing this model was developed, including the
corresponding analytical expressions for the modeling parameters.

Keywords: malicious code, malicious content, network, epidemic process, information and
telecommunication networks, two-stage models, risk.
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PA3PABOTKA IPO'PAMMHOI'O OBECHEYEHUSI
JJIsA AHAJIN3A SAIIMINEHHOCTU HH®OPMAIIMOHHBIX CUCTEM
HA OCHOBE CHEHAPHEB KOMIIBIOTEPHBIX ATAK

C.C. Kyauxos, H.H. Myp3unoB

B naHHO¥ craThe NMpeACTaBICHO ONMKMCAHHWE NMPUHIMIOB MOCTPOCHUS M (YHKIIMOHUPOBAHUS, a
TaK)ke HEKOTOPBIE aAPXUTEKTYPHBIE 0COOEHHOCTH CIIEIHAIBLHOTO IPOrPaMMHOTO 00eCTIeUeHHUs, KOTOPOE
MOXET HCIOJIb30BaThC IS aHauu3a 3alUIIEHHOCTH MH(OPMAMOHHBIX CHCTEM Ha OCHOBE 0a3bl
JAHHBIX TATTEPHOB (I1A0JOHOB) KOMIIBIOTEPHBIX aTaK, XapaKTEPHBIX JJIsl ONpENEeJICHHBIX THIIOB
HapymuTeaed W MX rpymi. 3ajada aHaiu3a 3allUIIeHHOCTH SBIISIETCS BaXKHBIM 3TanoM padoT Mo
3amuTe MHPOPMAIMU KaK Ipu (OPMUPOBAHUH TPeOOBaHUI 110 3amuTe HHPOPMAIMH, TAK U IIPU OLICHKE
3 (EKTUBHOCTH YK€ pealr30BaHHBIX Mep. BBUIY HETpUBHAIBHOrO, a B KaKOH-TO Mepe M Jaxe
TBOPYECKOT'0 XapaKkTepa, pellieHne JTaHHOW 3aJauu TpeOyeT BEICOKOM KBaIN(UKAUK OT CIICHUAJIHCTA,
3HaYMMBIX BPEMEHHBIX M MaTepHAIBHBIX 3aTpaT. BenlencTBue 3To Bo3HHKaeT OOBEKTUBHAS 3aa4a 110
ABTOMATH3aLMH TaKOH NeATeJIBHOCTH. B paboTe omucaHa MONBITKA PEIICHUS YKa3aHHOW 3a/Jadd Ha
OCHOBE Pa3pabOTKH IPOrpaMMHOI0 00ECIIeUEHHS, HCIIOJIB3YIOIIETO JAHHBIE H3 OTKPBITHIX HCTOYHHKOB,
0000IAONIMX ONBIT U KBATH(HUKALUIO CIEHUAIUCTOB HHPOPMAIIMOHHON 0€30IacHOCTH U3 pasHbIX
CTpaH.

KiroueBrlie ciioBa: aHANIN3 3alIMIICHHOCTH, HHPOPMALOHHAS CUCTEMa, OTKPBITHIC JAHHBIC.

DEVELOPMENT OF SOFTWARE
TO ANALYZE THE SECURITY OF INFORMATION SYSTEMS
BASED ON COMPUTER ATTACK PATTERNS

S.S. Kulikov, N.N. Murzinov

This article provides a description of the principles of construction and operation, as well as some
architectural features of special software that can be used to analyze the security of information systems
based on a database of patterns (patterns) of computer attacks typical for certain types of violators and
their groups. The task of analyzing security is an important stage in information security work both in
the formation of information security requirements and in assessing the effectiveness of measures
already implemented. Due to the non-trivial, and to some extent even creative nature, the solution of
this problem requires high qualifications from a specialist, significant time and material costs. As a
result, an objective task arises to automate such activities. This paper describes an attempt to solve this
problem on the basis of software development using data from open sources, summarizing the
experience and qualifications of information security specialists from different countries.

Keywords: security analysis, information system, open data.



