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PACIIUPEHHASI MOJEJb OTKPBITBIX CHCTEM
(YACTH 1)

K.A. Byraiickuii, I.C. bupun, b.0O. lepsaoun, C.O. Llenenaa

B mepBoiif wacTu cTaThbu HAa OCHOBaHWH WH(OpPMAIHH, WU3JI0KEHHOW B TPHIIATaeMOM CITUCKE
JUTEPATypHI ITOKa3aHO, YTO OCHOBHBIE MPHUHIHITEI peepeHCHON MOoJeml OTKPHITEIX cucteM OSR/RM
MO-TIPEXKHEMY aKTyalbHbl HECMOTPSI Ha «3aKPBITHE» JAHHON MOJIETIM M OTKa3 OT €€ Pa3BUTHA. JTO JaeT
OCHOBAHUS TPEUIOKUTH, 9TO Ha ocHoBe mpuHINTIOB OSE/RM MoryT OBITH OIMCAHBI COBPEMEHHBIE
MHPOPMAMOHHBIE CHCTEMBI. B paMKkax 3Tol rHIoTe3s! mpeaioxkeno pacmmperne moaean OSE/RM 3a
cuer no0OaBIEHUS IBYX YPOBHEH: MAaHHBIX M IONIb30BaTelei. [ yueTa COBpEMEHHBIX TEHACHIIUIT
MOCTPOCHHMSI BBIYUCIHUTENIBLHBIX CHUCTEM KaXKIblii ypOBEHb paccMaTpHBaeTCs Kak HaOOp ypoBHEH
abcTpakIMii, KOTOpbIe MOTYT TPYIIUPOBATHCS B IOJCUCTEMBI. B paMkax MoJienu, KpoMe MIOCKOCTEH,
CIIOEB M YPOBHEH aOCTPaKIMM OIpeNesIeHbl OCHOBHBIE KOMIIOHEHTBI: IPOrPaMMHBIE CYIIHOCTH,
nH(OpMaLMOHHbIE IMHULIBI, KOHQUTYpAIlMK 1 MEXaHU3Mbl KOMMYHHKAIHH.

KitoueBble  ciioBa:  OTKPBITBIE CHCTEMbI, HMH(pOpPMAalHOHHAs 0e30MacHOCTb, MOJEJb,
nH(pOpMaLMOHHAS CHCTEMA.

EXTENDED MODEL OF OPEN SYSTEMS
(PART 1)

K.A. Bugayskiy, D.S. Birin, B.O. Deryabin, S.0O. Tsependa

In the first part of the article, based on the information provided in the attached list of references,
it is shown that the basic principles of the reference model of open OSR/RM systems are still relevant
despite the "closure" of this model and the rejection of its development. This gives grounds to suggest
that modern information systems can be described based on the principles of OSE/RM. Within the
framework of this hypothesis, an extension of the OSI/RM model is proposed by adding two levels:
data and users. To take into account current trends in the construction of computing systems, each level
is considered as a set of abstraction levels that can be grouped into subsystems. Within the framework
of the model, in addition to planes, layers and levels of abstraction, the main components are defined:
program entities, information units, configurations and communication mechanisms.

Key words: open systems, information security, model, information system.
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METO/AbI CHUKEHUS ITYMOBBIX PAKTOPOB
ITPU BBISIBJIEHUHN KOHTEHTA S9KCTPEMUCTCKOI'O XAPAKTEPA
B COOUAJIBHBIX MEJIHUA

B.A. Munaes, E.C. Iloaiukapnos, A.B. Cumonosn

Lens nccneoBaHUS COCTOUT B MOMCKE METOIOB CHIDKCHHUS BIMSHUS IIyMOBBIX 3((EKTOB Ipu
BBIIBJICHHH TEKCTOBOTO KOHTEHTA SKCTPEMHUCTCKOTO XapaKTepa B COIHMAIBbHBIX Menaua. OCyIecTBIeH
0030p METO0B, IPUMEHIEMBIX AJISI BBIABICHUS SKCTPEMUCTCKOTO KOHTEHTA, IPOaHAIN3UPOBAHBI HX
npeuMyniecTBa M HegocTatkd. ChopMHpOBaH — SKCIIEPUMEHTANbHBIH  TEKCTOBBIH  KOPIIyC,
MOJICIUPYIOIIUN CTPYKTYpPY PEaJbHBIX TEKCTOBBIX NAHHBIX M3 COLMAJIBHBIX MEAMA M COIepKaluil
KOHTEHT SKCTPEMHUCTCKOTO XapakTepa O paaukajibHOM wuciame. OmucaH mpouecc npenoopadoTku
kopryca. [IpoananusupoBaHbl MeTonbl Kiaccudukamuu Tekcra. IlpencraBiena pabora Moneneii-
TpaHcdopmepoB Ha npumepe TpaHchopmepa BERT. PazpaboTansl apXUTeKTyphl KilacCH()UKATOPOB Ha
ocHoBe BERT, ucnonb3ysi pasnuuHble METOAbI MHOTOKJIACCOBOM W OMHApHOW KIlacCU(HUKALUH.
[IpoBeneHBI 3KCIEPUMEHTHI N0 BBIABICHUIO W KIAcCH(HKAIMKM TEKCTOBBIX JAHHBIX, COAEPIKAIINX
9KCTPEMUCTCKUI KOHTEHT. OneHeHa TouHOCTh U F-Mepa kimaccudpukaTopoB B KasKAOM IKCIEPUMEHTE,
000cHOBaH BEIOOP HanboJIee Ka4eCTBEHHOTO KIIacCH(pUKaTOpa ISl CHIKEHHS IITYMOBBIX (haKTOPOB IIPU
BBISIBJICHNH KOHTEHTa SKCTPEMHUCTCKOTO Xapakrepa. Pe3ynpraTsl paboThl KilaccuuKaTopa Ha OCHOBE
BERT npeBocxomsT pe3ylibTaThl HCIOIh30BaHUS TITyOUHHBIX HelpoHHBIX ceTeid (GRU, LSTM, CNN).
[lomydeHHyro Monenb KiaccUpUKaTOpa M MOAXOA K CHIKCHHIO BIHMSHHS IIyMOBBIX (aKTOpPOB
1e7Iec000pa3Ho NPUMEHATh NPU pa3pabOTKe CHUCTEM MOHHMTOPHHIA WM BBISBICHHS JECTPYKTHBHOU
nH(OpMaLUK B COIIMANBHBIX ME/Ha.

KnroueBble cioBa: CHMKEHHE IIyMa, TEKCTOBBIM KOHTEHT, 3KCTPEMH3M, COLIMAIBHBIE MEIHa,
tpancopmep BERT, rinybokoe oOy4yenue, knaccupukanms.

METHODS OF REDUCING NOISE FACTORS
IN THE PROCESS OF IDENTIFICATION EXTREMIST CONTENT
IN SOCIAL MEDIA

V.A. Minaev, E.S. Polikarpov, A.V. Simonov

The aim of the study is to find methods to reduce the impact of noise effects when identifying
extremist text content in social media. A review of the methods used to identify extremist content is
carried out, their advantages and disadvantages are analyzed. An experimental text corpus has been
formed that simulates the structure of real text data from social media and contains extremist content
about radical Islam. The process of preprocessing the case is described. The methods of text
classification are analyzed. The work of transformer models is presented on the example of the BERT
transformer. BERT-based classifier architectures have been developed using various methods of
multiclass and binary classification. Experiments were conducted to identify and classify text data
containing extremist content. The results of the BERT-based classifier are superior to the results of
using deep neural networks (GRU, LSTM, CNN). The resulting classifier model and approach to
reducing the influence of noise factors should be used when developing monitoring systems and
identifying destructive information in social media

Keywords: noise reduction, text content, extremism, social media, transformer BERT, deep
learning, classification.
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OIEHKA 29O®EKTUBHOCTU CUCTEM 3AIIUTHI THOOPMALIUU U AHAJIN3
PACKOB HH®OPMAIIMOHHOM BE3OITACHOCTHU B OPTAHU3AIIN

10.10. I'pomos, I1.U. Kapaces, }0.A. I'yockos, B.O. KoTiokoBa

Ha ceronusmawii 1eHb pUCKH HHYOPMAITMOHHOM 0€30TTaCHOCTH SBJIAIOTCS OOJIBIION YTrpo30i IS
pa3nUuYHBIX OpraHu3anuii. 3amura WHGOpMALMK CTAHOBHUTCS OJHOW M3 CaMbIX TNIABHBIX 3aj1a4. B
JIAHHOW CTaThe OMMCHIBACTCSI aHAIIU3 PUCKOB M OLEHKA 3((HEKTUBHOCTH 3aIUThl HH(MOPMAIOHHON
CHCTEMBI U e 0€30MacHOCTH OPTraHM3alMU C LENbI0 MPEAYIPENKIASHNUS U OLICHKU MOCIEACTBHN yrpo3
Ha cucTeMy. B Hallle Bpemsi 3Ta TeMa akTyallbHasi B CHJIY TOT0, YTO MHIMACHTHI XUIICHUS HHpOpMAInH,
B LIENsAX HAHECEHHs Bpela aKTUBaM OpPraHU3allMH, JOCTATOYHO YacTO MPOHCXOMAAT. B mHTepecax
Ka)KJJOM OpraHHU3aliy 3al1IIaTh aKTHBbI OT Pa3IMYHBIX YTPO3, 00ecreunBas TeM CaMbIM COXPaHHOCTb
CBOMM HH(OpPMaIMOHHBIM pecypcaM. B nmaHHON crarbe omucaHbl MpoOJeMbl COXPAHEHHs! CBOMCTB
HaJIEKHOCTH U 3(GQPEKTUBHOCTH 3alIMTHl WHPOPMAIMOHHBIX CHUCTEM, OT Yrpo3, KOTOPHIE MOTYT
HETaTUBHO MOBJUSTH Ha pa00TOCIIOCOOHOCTh CUCTEMBI.

KiroueBble cioBa: nH(pOpMaloHHasT 0€30MaCHOCTh, aHAIN3 PUCKOB, OIIGHKA CUCTEMBI 3alMThI, 3aIInuTa
nHpOopManuH, 3PPEKTHBHOCTD 3aIHUTHL

EVALUATION OF THE EFFECTIVENESS OF INFORMATION SECURITY SYSTEMS
AND ANALYSIS OF INFORMATION SECURITY RISKS IN THE ORGANIZATION

Y.Y. Gromov, P.I. Karasev, Y.A. Gubskov, V.O. Kotyukova

Today, information security risks are a big threat to various organizations. Information protection
is becoming one of the most important tasks. This article describes the risk analysis and evaluation of
the effectiveness of the protection of the information system and its security of the organization in order
to prevent and assess the consequences of threats to the system. Nowadays, this topic is relevant due to
the fact that incidents of information theft, in order to harm the assets of the organization, quite often
occur. It is in the interests of each organization to protect assets from various threats, thereby ensuring
the safety of its information resources. This article describes the problems of preserving the properties
of reliability and effectiveness of protecting information systems from threats that can negatively affect
the performance of the system.

Keywords: information security, risk analysis, security system assessment, information security,
protection efficiency.
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CIHEHUAJIMTET «<MHO®OPMAIIMOHHASA BE3OITACHOCTDb»:
KPATKHE HAYYHO-METOANMYECKHUE PEKOMEHJALIIUHA JIUIA TIOAT'OTOBKH
BbIITYCKHbIX KBAJIM®GUKAIIMOHHBIX PABOT

K.A. Pazunkun, B.H. KocrpoBa, B.M. IluTto.ux,
E.C. CokouaioBa, /I.A. Hapxos, A.E. IIpoxopoBa

B cratee ommcaHBl OCHOBHBIE HAyYHO-METOAWYECKHE PEKOMEHJAIUH JUIA IOATOTOBKH
BBIITYCKHBIX KBAJIM(HUKAIIMOHHBIX paboT. O3By4eHa OCHOBHASI TEPMUHOJIOTHSI, KOTOPAsk IPUMEHAETCS B
XOA€  JUIUIOMHOTO  TPOCKTHPOBAHUS M  OCOOCHHOCTH  KJIACCH(HIMPOBAHHOTO  JIEpeBa,
CIOCOOCTBYIOIIETO (DyHAAMEHTAIFHOMY aHAJIN3y yrpo3 M pHucKoB. [lepeumcneHsl (B KOHTEKCTE
UCCIICIOBaHNS) NyHKTHI, OCHOBHOM MBICIBIO KOTOPBIX SIBJISIETCS HEAOMYCTHUMOCTb HCIIOJNb30BaHUS
nH(opManuy, He UIMEIOIIEH 0 COOO0H OCTAaTOYHO MOIIHYIO TEOPETHYECKYIO U JJOKa3aTeIbHYI0 0a3y.
[Tporucanbl peKOMEHJAIMU 110 IIOATOTOBKE BBHITYCKHOW KBaNIM(HUKALMOHHON paboTsl. Pabota
OpHEHTHpOBaHAa Ha crnenuanbHocTH «HpOpManroHHas Oe30MacHOCTh TEIEKOMMYHHKAIMOHHBIX
cucrem», «MHpopmaimonHas 0e30MacCHOCTh aBTOMAaTHU3UPOBAaHHBIX cHucTeM» U «KommbroTepHas
6e3omacHocThy. [Ipemnoxenus, chopMyIupoBaHHbIE B HEll, yYUTHIBAIOT ONBIT MOATOTOBKH U 3aLUTHI
BKP 1o BbImeyka3aHHBIM CHEIUAIBHOCTSIM, CIIOKHMBIIMHCS B BOpOHEKCKOM rocynapcTBEHHOM
TEXHHYECKOM  yHuBepcureTre.  CTpeMHTENbHOE  HApacTaHHE  MHOXKECTBA W OIIACHOCTH
MH()OPMALMOHHBIX PUCKOB, IIOPOKAAEMbIX PEBOJIONMOHHON IU(POBOI TpaHChOpPMaIel TUIHOCTH,
obmecTBa M TrocygapcTBa, OOYCIaBIMBACT IMPAKTHYECKYIO aKTyalbHOCTh HAyYHO-METOJMIECCKUX
peKOMEHAAIMK HacTosAmel paboThl Al TUIDIOMHUKOB, UX PYKOBOJHTENICH M BBITYCKHUKOB Kadeap
cnermanurera «MHbOopManoHHas 0€3011aCHOCTHY.

KitoueBble ciioBa: pHUCK, Yrpo3bl, BBIMYCKHAs KBaJIM(HKAIMOHHAS paboOTa, aHAINTHYECKas
OIIEHKA, 0OBEKT U MPEIMET HUCCIIeI0BaHNS, IPOTUBOPEUNS, pe3yIbTATHI.

SPECIALTY "INFORMATION SECURITY":
BRIEF SCIENTIFIC AND METHODOLOGICAL RECOMMENDATIONS
FOR THE PREPARATION OF FINAL QUALIFYING WORKS

K.A. Razinkin, V.N. Kostrova, V.M. Pitolin,
E.S. Sokolova, D. A. Narhov, A.E. Prokhorova

The article describes the main scientific and methodological recommendations for the preparation
of final qualifying papers. The basic terminology that is used during the diploma design and the features
of'the classified tree that contributes to the fundamental analysis of threats and risks are announced. The
points are listed (in the context of the study), the main idea of which is the inadmissibility of using
information that does not have a sufficiently powerful theoretical and evidence base. Recommendations
for the preparation of the final qualifying work are prescribed. The work is focused on the specialties
"Information security of telecommunication systems", "Information security of automated systems" and
"Computer security". The proposals formulated in it take into account the experience of preparing and
defending the final qualifying work in the above specialties, which has developed at the Voronezh State
Technical University. The rapid increase in the multitude and danger of information risks generated by
the revolutionary digital transformation of the individual, society and the state determines the practical
relevance of the scientific and methodological recommendations of this work for graduate students,
their supervisors and graduates of the departments of the specialty "Information Security".

Keywords: risk, threats, final qualifying work, analytical assessment, object and subject of
research, contradictions, results.
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NOoAXO0JAbl K OBHAPYKEHHNIO CONHUAJIBHBIX HHTEPHET-BOTOB

A.O. JlorunoBa

B nanHOI1 cTaTke npezcTaBiieH 0030p MMOIX0/I0B K OOHAPYKEHHIO COIIMAIBHBIX HHTEPHET-00TOB.
PaccmarpuBaloTcsT ~ METOAMKH,  OCHOBAaHHBIE  Ha  BBISBJICHMM  aBTOMaTH4YeCKUX  WIH
ABTOMATH3MPOBAHHBIX COIMAJbHBIX aKTOPOB II0 CIEAYIOUIMM TIpyIaM IMPHU3HAKOB: METaJaHHBIC
KOHTPOJIMPYEMOTO OOTOM aKKayHTa, aKTHBHOCTh aKKayHTa, - TaK)KE PacCMaTPUBAIOTCS MOAXOABI K
0oOHapy)XeHHI0O OOTOB II0 COBOKYITHOCTH IPU3HAKOB, B OCHOBE KOTOPBHIX 3aJI0KEHO MAaIIMHHOE
o0yueHme (MICKYCCTBEHHBIN MHTEIIEKT). [IpecTaBneHHbIH 0030p MO3BOIUT BBISIBUTH IPEUMYILECTBA U
HEJOCTaTK! CYIIECTBYIOIIMX Ha CETOAHAIIHUI ICHb MMOJIXO0M0B K OOHAPYKEHHIO COLHANBHBIX OOTOB,
OLICHUTh BO3MOXKHOCTb HCIIOJIb30BAHMS KOHKPETHOTO IIOAXOJa B MPOSKTHPOBAHHU CHCTEMBI
oOHapyxeHHs1 OOTOB JUI ONpPENeNEHHOTO0 MHTEPHET-CPEICTBA MAcCOBOH KOMMYHHKAIMH, OLCHHUTH
NEePCHEeKTHBEl Pa3BUTHSA HPOU3BOJACTBA TOTOBBIX OTCUECTBEHHBIX pEHICHHMH MO OOHapyKEHHIO
coluanbHEIX 00TOB. CTaThs IOATrOTOBICHA INpPU HOAJEPKKe MHHHCTEpCTBA HAyKW M BBICIIETO
obpasoBanus Poccuiickoii dexepanny B paMKax BBIIOJHEHHS TOCYJapCTBEHHOrO 3aiaHMs B cdepe
Hayku Ne FSFU-2020-0020.

KitoueBble  cinoBa:  colMajbHbBIE  HMHTEPHET-OOTHI, METOAWMKAa OOHapyxeHus  OOTOB,
MH(OPMALMOHHO-TICUXO0JIOTHYECKast 0€301aCHOCTh, UHTEPHET-CPEICTBA MAaCCOBOM KOMMYHHUKAIINH.

APPROACHES TO DETECTING SOCIAL INTERNET BOTS

A.O. Loginova

This article provides an overview of existing approaches to detecting social Internet bots. The
methods based on identification of automatic or automated social actors by the following groups of
signs: metadata of an account controlled by a bot, account activity; approaches to detecting bots by a
set of signs based on machine learning (artificial intelligence) are also considered. This review reveals
advantages and disadvantages of existing approaches to social bots detection, promotes a possibility to
assess using a specific approach to design a bot detection system for a certain social net, a possibility to
assess prospects for the development of production of solutions for social bots detection.

Keywords: social bots, methods of detecting bots, information-psychological security, Internet
mass media.
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WHCTPYMEHTAJIbHBIN OJAXO0/I K OIEHKE PUCKOB
WH®OPMAIIMOHHOM BE3OITACHOCTH

M.A. MacJioBa

Onenka pUCKOB B HMH(OpMAanMoOHHON O0€30MacHOCTH, KaKk M B IJIFO0OH 00NacTH SBISAETCS
HETIPEPHIBHBIM  IIPOLECCOM, KOTOPBIH HEOOXOIUMO TIOCTOSSHHO MOHHWTOPHTbH, BHIOU3MEHSTH,
YCOBEpIICHCTBOBaTh, TaK Kak OBICTPO pAaCTYIIM W  TIOCTOSHHO  BHIOW3MEHSIOMIMICS
MH()OPMALMOHHBIA TOTOK, MOSBISIOIIMECS HOBBIC HEraTHBHBIE (DAaKTOPHI, a TakKe BHYTPCHHHE H
BHEITHWE KOHTEKCTHI C HOBBIMH YIPO3aMH MOTYT BHECTH OOJBIINE MOTEPH I MPEANpHATHA. B
YCIOBUSIX IOCTOSTHHBIX H3MEHEHHH B 9KOHOMHUYECKOH chepe, He0OOXOJMMO CBOEBPEMEHHO PEarnpoBaTh
Ha HOSIBIISIIOIINECS HETaTUBHbIC TEHACHIIMU M ONIEPaTUBHO MPUHUMATh COOTBETCTBYIOIINE MEPHI 10 UX
UCIIPABJICHUIO, T.€. YIIPABIITh BO3MOKHBIMU PUCKaMU B JaHHOH obxactu [1]. HeoOxomumo co3naBath
HOBBIE TIPOTPAMMBI, KOTOpBIE OyIyT COOTBETCTBOBATh COBPEMEHHBIM TPEOOBAHMSIM, 3aKOHOIATEIbHON
0a3e u ObITh THOKMMH K TIOCTOSIHHBIM M3MEHEHHUSIM BO BPEMEHU M HOBBIM IOSIBIISIIOIIMMCS (haKTopam,
pUCKaM " YA3BUMOCTIM. Taxxe oHH JOJI?KHBI 6I)ICTpO N JICTKO BHAOU3SMCHATHBCA U HMCETh
penakTupyemyo 0a3y naHHbIX. B maHHOM cTaThbe OyaeT pacCMOTpeHa 3HAYUMOCTD YIaJICHHOH padoTHI,
CTAaTHCTHKA U MPUBEICHO ONMMCAHUE OJHOTO U3 OJIOKOB pa3padaThIBAIOIIEHCS MPOTrPaMMBbl UL OLIEHKH
pHCKOB MH(YOPMALMOHHON 0€30IaCHOCTH, KOTOPAs CONEPKUT OONBIIyI0 0a3y BXOIHBIX M BBIXOIHBIX
DataSet cymecTByOImUX METOJUK.

KnroueBsle cnoBa: mH(pOpManMOHHAs O€30MacHOCTh, PHCKH, BBIXOAHBIC AaHHBIE, DataSet,
ynaneHHas pabora.

INSTRUMENTAL APPROACH
TO INFORMATION SECURITY RISK ASSESSMENT

M.A. Maslova

Risk assessment in information security, as in any field, is a continuous process that needs to be
constantly monitored, modified, improved, since the rapidly growing and constantly changing
information flow, emerging new negative factors, as well as internal and external contexts with new
threats can cause great losses for enterprises. In the conditions of constant changes in the economic
sphere, it is necessary to respond in a timely manner to emerging negative trends and promptly take
appropriate measures to correct them, i.e. to manage possible risks in this area [1]. It is necessary to
create new programs that will meet modern requirements, the legislative framework and be flexible to
constant changes over time and new emerging factors, risks and vulnerabilities. They should also be
modified quickly and easily and have an editable database. This article will consider the importance of
remote work, statistics and a description of one of the blocks of the program being developed for
assessing information security risks, which contains a large database of input and output datasets of
existing techniques.

Key words: information security, risks, input data, output data, DataSet, remote work.
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KOMILITEKCHBIA AHAJIN3 CUCTEM MHTEPHETA BEIIEN
AJI51 BBISIBJIEHW S YSI3BUMOCTEHN B KOHTEKCTE OBECIHIEYEHMSA
NHO®POPMALNMOHHOMU BE3OITACHOCTH

C.A. Epmakos, A.A. boaros, 10.A. I'ycapeBa

B paboTe mpoBoauTCs KOMIUIEKCHBIH aHann3 cucTeM MHTepHeTa Beleil ¢ TOYKM 3peHHs UX
MHOT'OYPOBHEBOM apXHUTEKTyphl, a Takk€ OTMEUEHBI MX KIIOYEBBIE XapPaKTEPHUCTUKU M OCHOBHBIE
o0J1acTh 1 BUABI IPUMEHEHUS. J{eTaIbHO aHAIM3UPYIOTCS ATAIIBI CO3JJaHUS U Pa3BUTHS HEOJHOPOTHBIX
cereil lHrepHera Bemeid. IIpoBeaeH aHanM3 CTaTUCTHKM U TIPOTHO30B pa3sBUTHUA IpeAMeTa
uccinefoBanusd. IIpuBeneHO omucaHME COOTBETCTBYIOUIMX YPOBHEM MOJENH B3aUMOACHCTBUS
OTKPBITBIX CHCTEM IpPUMEHHTENBHO K cucteMaM MHTepHera Bemed. CdopmupoBaH Habop oOIIuX
XapaKTepUCTHK, a TakKe OTIMYUTEIBHBIX OCOOCHHOCTeH mnsi cucteM VHTepHEeTa BeIIeH.
IIpoananu3upoBaHbl Hanboee pacHpOoCTpaHEHHBIE O0NACTH NpPUMEHEHHs ycTpoiictB HHTepHera
Bemelt. CpopmupoBaHBl TpeOOBaHMSA K OE30MACHOCTH HAa KaXKIOM YPOBHE apXHUTEKTYpPHI CHCTEM,
MIOCTPOCHHBIX Ha 0aze MHTepHera Bemield. [IpoBeneH neTanbHBIN aHATN3 aKTyaldbHBIX JUIS PEIICHUS
npo6uieM B 00acTi obecrieueHnss HHYOPMAMOHHOM Oe30macHoCcTH cucteM MHTepHEeTa BeeH.

KitoueBble cioBa: MHTEPHET Bellleidl, HEOJHOPOIHOCTb, CE€Th, KOH(UICHIHAIBHOCTD,
ayTeHTI/I(I)I/IKaHI/IH, HEJIOCTHOCTDH, JOCTYITHOCTb.

COMPREHENSIVE ANALYSIS OF INTERNET OF THINGS SYSTEMS TO IDENTIFY
VULNERABILITIES IN THE CONTEXT OF INFORMATION SECURITY

S.A. Ermakov, A.A. Bolgov, Ju.A. Gusareva

The paper provides a comprehensive analysis of the Internet of Things systems from the point of
view of their multilevel architecture, as well as their key characteristics and main areas and application.
The stages of creation and development of heterogeneous Internet of Things networks are analyzed in
detail. The analysis of statistics and forecasts of the development of the subject of research is carried
out, the description of the corresponding levels of the open systems interaction model in relation to the
Internet of Things systems is given. A set of common characteristics, as well as distinctive features for
the Internet of Things systems, has been formed. The most common applications of Internet of Things
devices are analyzed. Security requirements have been formed at each level of the architecture of
systems built on the basis of the Internet of Things. A detailed analysis of the problems relevant to
solving in the field of information security of Internet of Things systems has been carried out.

Keywords: Internet of Things, heterogeneity, network, confidentiality, authentication, integrity,
availability.
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OB30P CYIECTBYIOIIIUX ITPOLHEAYP KOHTPOJIA JOCTVYIIA
B KOHTEKCTE OBECHEYEHUA BE3OITACHOCTH CUCTEM MHTEPHETA BEIIEN

C.A. EpmakoBs, A.A. boJaros

Pabora mocsimeHa 0030py CYLIECTBYIOIMX MOAXOAOB K pealu3alldd KOHTPOJIS AOCTYIA,
NPOM3BEACH aHaJIM3 M3BECTHBIX MPOLEAYp KOHTPOJII JOCTyNa W BBINOJHEHO WX CpaBHEHHE
IPUMEHUTENBHO K obecreueHuto OezonacHocTu cucteM MuTepHera Bemteil. [loapoOHO paccMOTpeHsl
Tpu cnoco0a peanu3aliii KOHTPOJS MOCTyna B cucremax VHTepHeTta Bemel. IIpoBenmeH aHanms u
CpaBHEHHE CTAaTHUECKHX W [AWHAMHYECKHX MPOLEAYpP KOHTpPOIs JocTyma. IIpoaHann3npoBaHbI
Hanbosee pacrpocTpaHEHHBIE NMPOIEAYPhl KOHTPONISA AOCTyma. PaccMoTpeHa mporenypa KOHTPOIS
JOCTyMa II0 KPUTEPHIO JOIMYCTHMOCTH OIIGHKHM pPHCKa OE30IIacHOCTH aBTOPU3YyEeMOro OOBEKTa.
[IpoBeneH aHamM3 CyIIECTBYIONIMX MPOLEIyp-aHAJIOrOB Ui KOHTPOJSl JOCTyNa IO KPHTEPHIO
BEJINUMHBI prcka. OnrcaHbl OCHOBHBIE MTapaMeTPhl OLIEHKH PHCKA JUIs IIPOLETypbl KOHTPOJIS IOCTYIIA.
BI)I[[GJ'IGHI)I NMPpEUMYyHICCTBA U HEAOCTATKMW U3BECTHBIX IMpOHEAYP U METOAUK KOHTPOJIA AOCTyINa B
KOHTEKCTe Oe30macHoCTH cucteM MHTepHeTa Belei.

KitoueBble  cnoBa:  KOHTpOJNb  JIOCTYIA, WHTEPHET  Bellel, KOH(HMICHIMaIbHOCTD,
ayTeHTH(]UKAIHs, LIEITOCTHOCTb, TOCTYITHOCTh, PUCK, TapaMETpPhl PUCKa, 0€30MaCHOCTb.

OVERVIEW OF EXISTING ACCESS CONTROL PROCEDURES IN THE CONTEXT OF
ENSURING THE SECURITY OF INTERNET OF THINGS SYSTEMS

S.A. Ermakov, A.A. Bolgov

The work is devoted to the review of existing approaches to the implementation of access control,
the analysis of known access control procedures and their comparison in relation to the security of
Internet of Things systems. Three ways of implementing access control in Internet of Things systems
are considered in detail. Static and dynamic access control procedures are analyzed and compared. The
most common access control procedures are analyzed. The procedure of access control according to the
criterion of the admissibility of the assessment of the security risk of the authorized object is considered.
The analysis of existing analogous procedures for access control according to the criterion of risk
magnitude is carried out. The main risk assessment parameters for the access control procedure are
described. The advantages and disadvantages of well-known access control procedures and techniques
in the context of the security of Internet of Things systems are highlighted.

Keywords: access control, Internet of Things, confidentiality, authentication, integrity,
availability, risk, risk factors, security.
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HEYETKAS JIOI'NKA HA OCHOBE 3KCIHEPTHBIX OHEHOK
KAK AJIbTEPHATUBHBIN MHCTPYMEHT
AJIsA OHEHKHW PUCKA B YCJIOBUA HEOINIPEJAEJEHHOCTH

C.A. Epmakos, A.A. boJaros, A.I'. Yypcun

B pa6oTe paccMaTpuBaeTCs TEOpHUs HEUETKO# JIOTHKH Ha OCHOBE KCIIPTHBIX OLICHOK. [IpoBeaeH
aHAIIN3 TCOPUH HEYCTKUX MHOXXECTB M CpaBHEHHE C OyineBOM JOrukoit. [1ompoOHO M3ydYeHBI ITarbl
tbasubukanun, QyHKIHNA TPHHAISKHOCTH, HCYSTKHE MPaBHJIa, arperanus npasii, nedasuduKarus.
JeTaipHO paccMOTPEHbI pasinvHble QYHKIMH MPUHAAICKHOCTHA IPUMEHHTEIILHO K TEOPHU HEUSTKUX
MHOXeCTB. [IpoaHaIu3UpOBaHbI IPHUIOKCHHUS, B KOTOPBIX HUCIOJIB3YETCS CUCTEMa HEYSTKOW JIOTHUKH.
PaccMOTpeHbI SKCTIEpTHBIE OIICHKH, KAKUMU OHH OBIBAIOT M OT YEro 3aBUCST. BbIIEICHBI OCHOBHBIC
KPUTEPHH Ui BBIOOpa HKCHEPTa W3 YHCIAa KaHIWAATOB. BBUIBICHBI OCOOEHHOCTH IIPOBEACHUS
cobeceoBaHMS € DKCIIEpTaMU. PacCMOTPEHBI 3Tambl IOJTyYCHHs] SKCIEPTHHIX OLCHOK. [IpuBeneHa
cpaBHHUTENbHAs TabJIMIIa METOZIOB cOOpa SKCIEPTHBIX OLCHOK. B 3akitoueHin paboThl, CIeIaH BBIBOA
O TOM, YTO CHCTEMa HEYETKOW JIOTMKH HA OCHOBE OKCIEPTHON OIEHKH SIBISIETCS MOIIHBIM
HHCTPYMEHTOB B aHAJIM3¢ PUCKOB.

KitoueBble cioBa: He4eTKas JOTHKA, PUCK, KOJUYECTBCHHAs OLICHKA, KAYECTBEHHAs OIICHKA,
($yHKIMS NPUHAJIEKHOCTH, 6€30MaCHOCTb.

FUZZY LOGIC BASED ON EXPERT ASSESSMENTS AS AN ALTERNATIVE TOOL
FOR RISK ASSESSMENT IN CONDITIONS OF UNCERTAINTY

A.A. Bolgov, S.A. Ermakov, A.G. Chursin

The paper considers the theory of fuzzy logic based on expert assessments. The theory of fuzzy
sets is analyzed and compared with Boolean logic. The stages of fuzzification, membership functions,
fuzzy rules, rule aggregation, and defuzzification are studied in detail. Various membership functions
are considered in detail in relation to the theory of fuzzy sets. The applications in which the fuzzy logic
system is used are analyzed. Expert assessments are considered, what they are and what they depend
on. The main criteria for selecting an expert from among the candidates are highlighted. The
peculiarities of conducting interviews with experts are revealed. The stages of obtaining expert
assessments are considered. A comparative table of methods for collecting expert assessments is given.
In conclusion, it is concluded that the fuzzy logic system based on expert evaluation is a powerful tool
in risk analysis.

Keywords: fuzzy logic, risk, quantitative assessment, qualitative assessment, membership
function, security.
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OB30P METOJOB JIsA IOCTPOEHUA PI/ICK-OPI/IEHTI/IPOBAHHOI‘/JIUMOI[EJII/I
KOHTPOJIA JOCTYHHA B CUCTEMAX UHTEPHETA BEIIEU

C.A. Epmakos, A.A. boaros

B pabote paccMatpuBaeTcs MOHIATHE PHUCKa OE30MACHOCTH U CIIOCOOBI ero oreHKH. [IpoBoaurcs
MOAPOOHBI 0030p METOIOB KOJMYECTBEHHOW M KAUeCTBEHHON OIEHKH pPHCKOB M aHAU3 WX
MPEUMYIIECTB U HeocTaTKOB. [IpoBeneH AeTanbHbIH aHaNN3 MPUMEHCHNH METOIOB OLIEHKH PHUCKOB B
Pa3IUYHBIX PUCK-OPUEHTHPOBAHHBIX MOAEIAX KOHTPOIS JOCTYIIA, C BBIICICHHEM UX MPEUMYIIECTB U
HEJOCTAaTKOB. [IpWBeAeHBI pe3yNbTaThl CPABHUTEIBHOIO AaHAIN3a MPEUMYIIECTB M OTPaHHYCHHI
MPUMEHUMOCTH PA3IMYHBIX METOIOB OLICHKH PUCKA. PaccMOTpeH moaxo/1 Ha OCHOBE HEYETKON JIOTHKU
Ha OCHOBE JKCIEPTHHIX OLEHOK. Ha OCHOBAaHMU MPOBEAECHHOIO aHANIM3a U PE3yJbTaTOB CPABHEHUS
BBIOpaH METO]] HEUETKOI JIOTMKH C SKCHEPTHBIM OIIEHKAMH B KaueCTBE IOJAXOJSIIEro METojAa Ui
peanuzalyy pucK-OpHEHTUPOBAHHON MOJIETH KOHTPOJIS I0CTYIIa JJIsl CHCTEM Ha MMOCTPOCHHBIX Ha 0a3e
TexHonoruu MurepHera Belei.

KnroueBble cioBa: KOHTPOJb JOCTyNa, MHTEPHET BeIlled, HedeTKas JIOTMKa, OLIEHKa pPHCKa,
KOJIMYECTBCHHAs OIICHKA, KAaUEeCTBEHHAs! OIICHKA, PUCK, O€30I1aCHOCTD.

OVERVIEVW OF METHODS FOR BUILDING A RISK-BASED ACCESS CONTROL
MODEL IN INTERNET OF THINGS SYSTEMS

S.A. Ermakov, A.A. Bolgov

The paper discusses the concept of security risk and ways to assess it. A detailed review of
methods of quantitative and qualitative risk assessment and analysis of their advantages and
disadvantages is carried out. A detailed analysis of the applications of risk assessment methods in
various risk-oriented access control models has been carried out, highlighting their advantages and
disadvantages. The results of a comparative analysis of the advantages and limitations of the
applicability of various risk assessment methods are presented. An approach based on fuzzy logic based
on expert assessments is considered. Based on the analysis and comparison results, the fuzzy logic
method with expert assessments was chosen as a suitable method for implementing a risk-based access
control model for systems based on Internet of Things technology.

Keywords: access control, Internet of Things, fuzzy logic, risk assessment, quantitative
assessment, qualitative assessment, risk, security.
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OCHOBAHHAS HA PUCKAX AJAIITUBHAA ITPOUEAYPA KOHTPOJISI JOCTYIIA
JJIs1 CACTEM UHTEPHETA BEILIEN

C.A. Epmakos, A.A. boaros

B pabote mpemnokeHa ajanTHBHAsA MPOIEAypa KOHTPOIS JOCTyNa HAa OCHOBE PHCKOB IS
cucteMbl VHTepHeTa Bemield. BBIABICHBI OrpaHHYEHHS CYMIECTBYIOIINX CTATHYECKHX HPOLERYP
KOHTPOJISI IOCTyNa NMPHUMEHUTEIBHO K cuctemaM MHTepHeTa Bemeil. OmpenencHa HEOOXOIMMOCTh
WCTIONIb30BaHMs TUHAMHUYECKOH MpOLeaypsl KOHTPOJIS OCTyId, OCHOBAaHHOM Ha puckax. B pabote
MPOAHAIM3UPOBAHbl CYNIECTBYIOIINE HAa CETONHSIIHWN NOEHb MPOOJIEMBl B JAHHOM HAalpaBICHUM.
CdopmynupoBaHbl 3aa91 ¥ METOABI I PEIICHNS BBIIBICHHBIX ITPY aHAIIM3€E PA3JINIHBIX HCTOYHHUKOB
npo6uiem. [IpeanorxeHa anantuBHas npoueaypa KOHTPOIIS TOCTyIa, OCHOBaHHas Ha puckax. [lonpoOHO
OIMCaHBl €e OCHOBHBIC 3JIEMEHTHI U IIPEACTaBIIeHA OJIOK-CXeMa paboThl aITOPUTMA TOI HPOLETypHI.
[IpencraBneHsl METOJBI HWCCIEAOBAaHMS, KOTOPbIE HEOOXOAMMO MCIONB30BAaTh JUISl PELICHUS
MOCTAaBJICHHBIX 33Jla4 UCCIIeIOBaHMs. B 3axioueHny, NpeacTaBIeHO KPaTKOe M3JI0KEHHE OCHOBHBIX
pe3yIbTaToB, NOTYYEHHBIX B TaHHOM CTaThe.

KiroueBble croBa: HedyeTKast JOTHKA, PHCK, KOJMYCCTBEHHAS OLICHKA, Ka4eCTBEHHAs OIICHKa,
OLICHKA PUCKA, IKCIICPTHAS OICHKA.

RISK-BASED ADAPTIVE ACCESS CONTROL PROCEDURE
FOR INTERNET OF THINGS SYSTEMS

S.A. Ermakov, A.A. Bolgov

The paper proposes an adaptive access control procedure based on risks for the Internet of Things
system. The limitations of the existing static access control procedures in relation to the Internet of
Things systems are revealed. The necessity of using a dynamic access control procedure based on risks
is determined. The paper analyzes the current problems in this direction. The tasks and methods for
solving the problems identified in the analysis of various sources are formulated. An adaptive access
control procedure based on risks is proposed. Its main elements are described in detail and a flowchart
of the algorithm of this procedure is presented. The research methods that need to be used to solve the
research tasks are presented. In conclusion, a summary of the main results obtained in this article is
presented.

Keywords: fuzzy logic, risk, quantitative assessment, qualitative assessment, risk assessment,
expert assessment.
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NoAXOA K OPTAHU3AIIUU EJUHOTI'O HEHTPA MOHUTOPHUHTI A
C COXPAHEHUEM CBOVCTBA ®U3NYECKON N30 CEI'MEHTOB
JJISA U3HAYAJIBHO HEITEPECEKAIOIIUXCSA CETEU

10.10O. I'pomos, I1.1. Kapaces, }0./l. 3a6aayeBa, /{.J{. MajanbuH

Ha ceronusmnuii neHb 3amada KOHTPOJsS (YHKIMOHMPOBAHUS HMH(PACTPYKTYPbI SIBISETCS
aKTyalbHOH Ui MHOTMX opraHm3anuil. OcyIiecTBI€HUE LEHTPAIN30BAaHHOTO KOHTPOJISA MO3BOJISET
YIYYIIUTh MOKa3aTeId peardpoBaHWsl Ha WHIMICHTHI M CHU3UTH NMOTEHIMAJIbHBIA ymiep0. 3amava
COXpaHeHMs1 0e30macHOCTH MH(PACTPYKTYPHI SBJISICTCS Ba)KHBIM aCHEKTOM, KOTOPBIX HEOOXOAMMO
YUYUTHIBATh NIPH BHEJPEHUN HOBBIX 3JIEMEHTOB B (DYHKIMOHUPYIOIIYIO HHPOPMAIIMOHHYIO cHCTeEMY. B
Halie BpeMs 9Ta TeMa UMeeT OOJBIIYI0 3HAYMMOCTh B CHITY IOCTOSIHHO Pa3BHBAIOIINXCS CIIOCOOOB aTak
Ha HWH(PACTPYKTYypy OpraHM3anMd. B 1[aHHOW cCTaThe OMMCAaHBI METOABI COXPAHEHHWS YPOBHA
6e3omacHOCTH HMHQPACTPYKTYPhl Ha TPEXHEM YpPOBHE TIIOCIE€ BHEIPEHHS €IWHOTO LEHTpa
MOHHUTOPHHT'A, HCIIOJIb30BAHUE KOTOPOTO MO3BOJIAET YCKOPUTH PEarnpoBaHNe HA MHIUCHTHL.

Kirouessle cnoBa: nH(OpMaIMoOHHAS 0€30IT1aCHOCTh, CHCTEMA MOHUTOPHHTA, HETIEPECEKAIOIINECS
CeTH, OTHOHAIIPABJICHHbIN KaHaJ IIepelayn.

AN APPROACH TO ORGANIZING A SINGLE MONITORING CENTER WHILE
MAINTAINING THE PROPERTY OF PHYSICAL ISOLATION OF SEGMENTS FOR
INITIALLY NON-OVERLAPPING NETWORKS

Y.Y. Gromov, P.I. Karasev, Y.D. Zabalueva, D.D. Malanin

Today, the task of monitoring the functioning of the infrastructure is relevant for many
organizations. Implementation of centralized control allows you to improve incident response rates and
reduce potential damage. The task of maintaining infrastructure security is an important aspect that must
be taken into account when introducing new elements into a functioning information system. In our
time, this topic is of great importance due to the constantly evolving methods of attacks on the
infrastructure of the organization. This article describes methods for maintaining the security level of
the infrastructure at the same level after the implementation of a single monitoring center, the use of
which allows you to accelerate incident response.

Keywords: information security, monitoring system, non-overlapping networks, unidirectional
transmission channel.
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CUCTEMATHU3ALIUS CBEJJEHUI OB OILIMEKAX ITIPOTPAMMHOI'O
OBECIIEYEHUS C UCITIOJIb30BAHUEM WTH®OPMAIIMOHHOMN KAPTHI
N OHEHKA UX 3HAYUMOCTHU

A.A. T'onuapoB, M.A. Tapeakun, A.JI. Cepaeunnblii

B cratbe mpencTaBiSIOTCS pPe3yJbTaThl MOCTPOSHHMS M aHann3a HWHPOPMAIMOHHOM KapThl,
CHCTEeMaTH3MPYIOIIEH CBeleHnsT 00 omMOKax MporpaMMHOro obecreyeHus. B kauecTBe HCXOIHBIX
JaHHBIX OblIa paccMOTpeHa HMH(OpMAaIMs, colepkamascs B 0a3ze NaHHBIX ysa3BUMocTeil National
Vulnerability Database. VHpopmaimoHHas kapTa IO3BOJMIA YCTaHOBUTHCS B3aHMMOCBSI3U MEXKIY
KJIaccaMy IPOTrpaMMHOT0 oOecrieueH sl U XapaKTePHBIMH JUIsl HUX TUIaMu omubok. Cucremarusanus
CBelleHHH 00 omuOKax MpOrpaMMHOro oOecredyeHHs B BHAE WH(POPMANMOHHON KapThl MO3BOJISIET
OIICHUTH POJIb COOTBETCTBYIOWIETO (haKTOpa IpH ONpeNeIeHUN IPHOPHTETa 00padOTKH CBEICHUH O
COOTBETCTBYIOIINX ySI3BUMOCTSX C yU4ETOM MX ypPOBHS ONACHOCTH. Pe3ynpTaToM siBisieTcst pa3paboTka
pPEKOMEHAANMI [0 TPHUOPUTH3ALMHU VSI3BUMOCTEH B IIENMAX HUX IIEPBOOYEpETHONH 00paboTKH u
MPUMEHEHUS Mep 3alUThl A1 MUHIMHU3aIuH yiepoa oT ux sKciuryaranud. HpopMannoHHast kapTa
CBEJICHHH 00 ommOKax IPOTPaMMHOTO OOECIICUCHMSI MOJKET SIBIATHCS OCHOBOW JUIS HArJIAHOTO
0TOOpaKEHHsI PUCKOB IKCIUTyaTalluK ySI3BUMOCTEW IPOrPaMMHOTO 00eCTIeUeHHMSI.

KitoueBble cioBa: MH(OpPMALMOHHAs KapTa, YS3BUMOCTh IPOTPAaMMHOTO OOECIIEUEHHsl, THIl
omuOKH nporpammHoro obecrneyenus, CWE.

SYSTEMATIZATION OF DATA ABOUT SOFTWARE WEAKNESSES USING
AN INFORMATION MAP AND ASSESSMENT OF THEIR SIGNIFICANCE

A.A. Goncharov, M.A. Tarelkin, A.L. Serdechnyy

The article presents the results of the construction and analysis of an information map
systematizing information about software weaknesses. The information contained in the vulnerability
database National Vulnerability Database was considered as the source data. The information map made
it possible to establish the relationship between the classes of software and the types of weaknesses
characteristic of them. The systematization of information about software weaknesses in the form of
an information map allows us to assess the role of the relevant factor in determining the priority of
processing information about the relevant vulnerabilities, taking into account their level of danger. The
result is the development of recommendations on prioritizing vulnerabilities in order to process them as
a priority and apply protection measures to minimize damage from their exploitation. The information
map of software weaknesses can be the basis for a visual display of the risks of exploiting software
vulnerabilities

Keywords: information map, software vulnerability, type of software weakness, CWE.



