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PUCK-AHAJIN3 1 ITPOI'HO3UPOBAHUE YACTOTBI 1 YIHEPBHOCTH
KOMIIBIOTEPHBIX ATAK

AJL Cepaeunslii, A.C. ManukoBa, A.I'. Ocranenko, M.E. Boakosa,
J.A. Hapxos, A.H. baprenen

PaccmaTpuBaeTcs CTaTUCTHKA YacTOTHI U YIIEPOHOCTH KOMIBIOTEPHBIX aTaK JUIsl Pa3iIMYHbIX UX
pasHoBugHocTedl. [Ipemmaraerca COOTBETCTBYIOIEE METOAMYECKOE OOECIeUeHHE, U INPUBOAATCA
pe3yJbTaThl €ro NPaKTHYECKOTO IPUMEHEHHs Ui NPOTHO3UPOBaHHA KHOEPIPECTYMHOCTH IO
OTJENBHBIM €ro BHIAM U TunaM. [IpMBOAWTCA aHANMTUKA OXHUIAEMBIX INEPCIEKTUB M TPEHIOB
MOMYJISIPHOCTH HanOoJiee ONAacHBIX BHJOB aTak IO CTpaHaM M B MHUpoBoM MmaciuTtabe. C ydeTtom
OCYIIECTBJICHHOTO MPOTHO3UPOBAHMS BEIPAaOOTaHbl PEKOMEHALUH 110 COBEPLICHCTBOBAHUIO CHCTEMBI
MPOTHUBOAEHCTBHUS KOMITBIOTEPHBIM aTaKaM.

KiroueBble cnoBa: pUCK-aHaINW3, KOMIBIOTEpPHAs aTaka, HOPMUPOBAHHBIA PUCK, YCPEAHEHHBIN
PHCK, CTAaTUCTHKA.

RISK ANALYSIS AND FORECASTING TRENDS IN CRIMINAL
TELECOMMUNICATIONS ATTACKS

A.L. Serdechnyy, A.S. Malikova, A.G. Ostapenko, M.E. Volkova,
D.A. Narkhov, A.N. Bartenev

Statistics of frequency and damage of telecommunication attacks for their various varieties are
considered. The corresponding methodological support is proposed, and the results of its practical
application for predicting cybercrime by its individual types and types are presented. An analysis of the
expected prospects and trends of popularity of the most dangerous types of crimes by countries and on
a global scale is given. Taking into account the carried out forecasting, recommendations were made to
improve the system of countering cybercrime.

Keywords: risk-analysis, telecommunication attack, normalized risk, averaged risk, statistics.
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MO/JIEJIMPOBAHUE, AHAJIN3 U TIPOTUBOJIEMCTBUE CIIEHAPUSM
PEAJIMBALINN YI'PO3 BE3OITACHOCTH HHO®OPMALINA
JJI51 MOBHJIBHBIX YCTPOUCTB

AJL. Cepaeunsii, I'.B. Ctopoxen, M.A. Tapeakun, A.C. IlaxomoBa

B cratbe mpoBeneH aHAIM3 HOPMATHBHBIX aKTOB [0 OpraHU3aluy oOpaboTku M 3ammre B
HACTOsIIIEH CTaThe MPE/ICTABICHBI PE3YJIbTAThl MOJCIUPOBAHHUS CIIOCOO0B peaii3allii KOMITBIOTEPHBIX
aTaKk Ha MOOMJIbHBIE YCTPOHCTBA. AKTYaJIbHOCTh JAHHOM CTaThH 00yCJIOBIEHA OTCYTCTBHEM HApaOOTOK
no (OPMUPOBAHUIO METOJUYECKOTO OOeCledeHHs, Kacalollerocs MOEINPOBaHUS CIIOCOOOB
peanu3ali KOMIBIOTEPHBIX aTaKk Ha MOOMJIBHBIC YCTPOICTBA, YYMTHIBAIOLIETO HMX CIEHU(HUKY.
[MpensoxxeHHBIE MOJIENIN CLIOCOOOB MpeAHa3HAYSHBI IS (POPMHUPOBAHHUS METOINYECKOT0 00ecTIeueHH s
pacdera pHUCKOB M BBISBICHHS OLICHKH 3aIIUIICHHOCTH TAaKUX CHUCTEM OT aKTyalbHBIX CIICHAPHEB
peanm3anuu yrpo3 0e30macHOCTH HH(POpMAIH, KOTOpoe JaéT BO3SMOXHOCTh 0O0CHOBAaHHOTO BEIOOpa
Mmep 3ammThl. [TocTpoeHne Mozeneil crnoco6oB peanu3anuy KOMIBIOTEPHBIX aTaK OCYIIECTBISIIOCH C
HCIIONIb30BaHUEM ammapaTa cereid [leTpu Ha OCHOBaHMM CBEICHUH, colep)kamuxcsi B 0a3e MaHHBIX
MITRE ATT&CK. Pa3paboTaHHBle MOAETH B3aUMOCBS3aHBI II0 YCIOBHAM H TIOCIEACTBUSAM
peanu3allid OCHOBHBIX TEXHHYECKHUX MPHEMOB, ompenenéHHbIx B 0Oase npaHHbIx ATT&CK n
aKTyaJbHBIX JJI1 MOOMJIBHBIX YCTPONCTB (YCJIOBHS U MOCIEICTBHS MOACIUPYIOTCS MO3ULUSAMH CETH
Iletpu, a camu TexHHYecKHe NMPHUEMBI — nepexomgaMu cetu Ilerpu). Takxke B cTaThe 3aTparuBaroOTCs
BONPOCHl aBTOMATH3aIlMM M COBMECTHOH pa3paboTku TOAO0OHBIX Mojeneidl. IIpoBoautcs
CPaBHHTEJbHBIH aHAU3 Pa3IM4YHbIX (JOPM NPENCTaBICHHUS YY4acTKOB Mojeiaupyemoi cetu Iletpu B
KOHTEKCTe ya00cTBa mpolecca e pa3paboTku

Kimouessie cnoBa: cern Iletpun, ATT&CK, araku Ha MOOWIBHBIE YCTpPOWCTBA, aHANMW3,
BU3yaIn3aIys.

MODELING, ANALYSIS, AND COUNTERACTION MEASURES FOR
IMPLEMENTATION SCENARIOS OF INFORMATION SECURITY THREATS ON
MOBILE DEVICES

A.L. Serdechnyy, G.V. Storozhev, M.A. Tarelkin, A.S. Pahomova

This article presents the results of modeling methods for implementing computer attacks on
mobile devices. The relevance of this article is due to the lack of developments in the formation of
methodological support for modeling methods for implementing computer attacks on mobile devices,
taking into account their specifics. These models are intended for the formation of methodological
support for calculating risks and identifying the assessment of the security of such systems from
current scenarios of information security threats, which makes it possible to make an informed choice
of security measures. The construction of models of ways to implement computer attacks was carried
out using the device of Petri nets based on the information contained in the MITRE ATT&CK database.
These models are interconnected by the conditions and consequences of the implementation of the main
techniques defined in the ATT&CK database and relevant for mobile devices (conditions and
consequences are modeled by the positions of the Petri net, and the techniques themselves are modeled
by the transitions of the Petri net). In article also addresses the issues of automation and joint
development of such models. A comparative analysis of various forms of representation of the sections
of the simulated Petri net in the context of the convenience of its development process is carried out.

Keywords: Petri nets, ATT&CK, attacks on mobile devices, analysis, visualization.
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MO/JIEJIMPOBAHUE, AHAJIN3 U TIPOTUBOJIEMCTBUE CIIEHAPUSM
HOAI'OTOBKHU KOMIIBIOTEPHBIX ATAK B PACIIPEJAEJIEHHBIX
KOMIIBIOTEPHbBIX CUCTEMAX

AJL Cepaeunsbiii, H.C. IlycToBanoB, M.A. Tapeakun, A.E. lemuna

Ienp mpoBeAGHHBIX HMCCICNOBAHUI 3aKIIOYANach B (hopMalu3aliy JCHCTBUN HAPYIIMTEINS,
COBEPIIAEMBIX B XOJI€ MOATOTOBKH KOMITBIOTEPHON aTaKu KaK OCHOBHOTO 3Tamna, Ha KOTOPOM MO>KHO
OKa3aTh MPOTHUBOJICHCTBHE HAPYIIIUTEIIIO IO TOT0, KaK 3allMIaeMOil cucTeMe Oynet HaHecEH yiiepo. B
HACTOSIIEH CTaThe MPEICTABICHBI Pe3yJIbTaThl pa3padoTKu Mojaeu cetu [leTpu /i 3Tana NoAroTOBKU
K KOMITBIOTEPHO aTake B pacHpeIeIeHHBIX KOMIIBIOTEPHBIX cCUCTeMax. MoJienb yYUThIBaeT MPUUUHHO-
CJIC/ICTBEHHBIE CBSI3M MEXKAY NEHCTBUSAMHU HapyLIUTENs, a TaKXKe YCIOBUSMU M MOCIEACTBHUIMH
peanuzauuy Takux AedcTBuil. Hanuuue Takux cBsA3ei MO3BOJISAET ONPEAEIATh CLIEHAPUU IOArOTOBKU
KOMIIBPIOTEPHBIX aTaK B 3aBHCHMOCTH OT CTPYKTYPHBIX M (PYHKIIMOHAIBHBIX 0COOEHHOCTEH 0OBeKTa
3Tl U MOJENW HapymuTens. PazpaboTraHHas MOZENs MOXKET OBITH HCIIONB30BaHA B KadecTBE
HCXONHBIX MaHHBIX MPU MOJCIHPOBAHUH yrpo3 0e30macHOCTH MHGOPMAIMHA B YACTH ONpEACICHUS
croco0OB, HCIIONB3YEMBIX HApYIIHUTENEM IIPH BEIOOpE OOBEKTa aTak, a TAaKXKE B XOJE TOyYCHHS
HEOOXOIUMBIX PECYpCcOB Ui ¢€ COBepIICHMs. Takke B HACTOSIICH CTaThe MPOJAEMOHCTPHUPOBAHA
BO3MOYXHOCTh MOJIEIUPOBAHUSI MEP 3aIIUTHI, 3aTPYIHSAIONINX PEATM3AINIO CLICHAPHSI K aTake.

Knrouessie cnoBa: cets Ilerpu, ATT&CK, noaroroBka KOMIBIOTEpPHON aTaky, MOJEIUPOBAHHUE.

MODELING, ANALYSIS AND COUNTERING THE SCENARIOS OF PREPARING
COMPUTER ATTACKS IN DISTRIBUTED COMPUTER SYSTEMS

A.L. Serdechnyy, N.S. Pustovalov, M.A. Tarelkin, A.E. Deshina

The purpose of the research was to formalize the actions of the violator committed during the
preparation of a computer attack as the main stage at which it is possible to counteract the violator
before the protected system is damaged. This article presents the results of the development of a Petri
net model for the preparation stage for a computer attack in distributed computer systems. The model
takes into account the causal relationships between the actions of the violator, as well as the conditions
and consequences of the implementation of such actions. The presence of such links allows you to
determine the scenarios for preparing computer attacks, depending on the structural and functional
features of the object of protection and the model of the intruder. The developed model can be used as
a source data for modeling information security threats in terms of determining the methods used by the
violator when choosing the object of the attack, as well as in the course of obtaining the necessary
resources for its commission. This article also demonstrates the possibility of modeling security
measures that make it difficult to implement a scenario for an attack.

Keywords: Petri net, ATT&CK, computer attack preparation, simulation.
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CETEBAJ BUPYCOJIOI'U: IPOT'HO3UPOBAHUE PA3ZBUTHUA IBYBHUPYCHBIX
QIIUJAEMUYECKHUX ITPOLHECCOB B CETAX

A.I'. Ocranenko, E.B. 3apounnuesn, O.A. Ocranenko, K.B. Cuéupko,
B.B. Cadponosa, I1./I. Pexopos

Ienbto uccnenoBanuil sBIsETCS MOBBIIICHNE 3AIUIIEHHOCTH PACHIPEAETICHHBIX KOMIIBIOTEPHBIX
cereil 3a cueT (QoOpMaNM3ALMU TONMBUPYCHBIX SHHIEMHUYECKHUX MPOLECCOB B HUX Ha OCHOBE
CHEHUATIBHO CO3/IaHHOTO METO/NYECKOTO TOJIMBHPYCHOTO O0ECHEYEeHUs! OLEHKH U pEeryJMpOBaHUS
puckoB. B paboTe npoaeMOHCTPHUPOBAHBI IOJUBHPYCHBIE MOJIENH, MO3BOJISIONINE MOJCIHPOBAThH
MOJIMBUPYCHOE BO3JICWCTBHE HA KOMITBIOTEPHYIO ceThb. [Ipy moMomy npeicTaBiIeHHbIX MozeIel OblIo
MPOU3BEICHO MOJEIUPOBAaHHUE INOJUBUPYCHOTO BO3JACHCTBUSA Ha CETEBYIO CTPYKTYpy. IlomydeHHbIe
Pe3yNbTaTHI MOT'YT OBITH HCIIOIb30BaHbI HCCIIEIOBATEISIMU B 00IACTH MOAETHPOBAHMUS STUAEMIIECKIX
MPOLIECCOB, AAaHHbIE MOJETHM IO3BOMAT OoJice TOYHO M KAUECTBEHHO OICHWBATh IIPOTEKAHHE
MONMBUPYCHBIX SMHUIEMHUYECKUX IPOIECCOB B PACHpPEACIEHHBIX KOMIIBIOTEPHBIX CETSIX, a TaKXKe
CTEIUAINCTAMU 110 3aIuTe MH(GOopManuu npu pa3paboTke Mep MPOTUBOACHCTBUS PacIpOCTPAHEHUS
KOMITBIOTEPHBIX BHPYCOB W DPEAM30BaTh 3aJell K PACCMOTPEHHIO CKOPOCTHBIX M KadyeCTBEHHBIX
0CcOOEHHOCTE! MPOTEKAHUSI MOJIMBUPYCHBIX AMUAEMHYECKUX MPOLECCOB B KOMITBIOTEPHBIX CETSIX.

KiroueBble clioBa: MOJNMBUPYCHOE BO3/EICTBHE, MUIEMUYIECKUI IPoLIecC, MOJIENb.

NETWORK VIROLOGY: PREDICTION AND REGULATION
OF MULTIVIRUS EPIDEMIC PROCESSES

A.G. Ostapenko, E.V. Zarochentsev, O.A. Ostapenko, K.V. Sibirko,
V.V. Safronova, P.D. Fedorov

The purpose of the research is to increase the security of distributed computer networks by
formalizing the multivirus epidemic processes in them on the basis of a specially created methodological
multivirus support for risk assessment and management. The work demonstrates polyviral models that
allow simulating a polyviral effect on a computer network. The presented models were used to simulate
the polyviral effect on the network structure. The results obtained can be used by researchers in the field
of modeling epidemic processes, these models will allow for a more accurate and high-quality
assessment of the course of polyviral epidemic processes in distributed computer networks, as well as
information security specialists in the development of measures to counter the spread of computer
viruses, and features of the course of polyviral epidemic processes in computer networks.

Keywords: multivirus exposure, epidemic process, model.
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AHAJIA3 ITPOTOKOJIOB 3AIIUTHI 1 ONEHKA PUCKA
WX IIPUMEHEHUSA B CETSIX UHTEPHETA BEIIEH

C.A. Epmakos, A.C. Tyannos, A.A. boaros, B.K. Baacos

B nmaHHOI cTaThe mpenyaracTcsi METOAMKA IMOBBIIICHUS 3aIIUIICHHOCTH CETEH M KOHEYHBIX
YCTPOWCTB MHTEpPHETa BEINEH OT aTak, HaNpaBICHHBIX Ha HapyImIEeHHWE KOH(HICHIMATbHOCTH
uH(pOpMALUK U TPOLEXYPhl ayTeHTH(HUKALNH, 332 CUCT BHEAPEHHS HOBBIX HECEPTU(HIUPOBAHHBIX
MPOTOKOJIOB OOecTedeHNss Oe30MacHOCTH W CO3JAaHUs METOAWYECKOTO oOOecTedeHHs Ul OLCHKH
PHCKOB YCIICIIHOW pealu3aliy aTtak. B paboTe ObUIM CMOAENMPOBAHBI M MPOAHATH3HPOBAHBI
MPOTOKOJIBI O€30MacCHOCTH TEXHOJIOTMH HHTEPHETa BEIIEH C IOMONIBIO CHEHHATH3HPOBAHHOTO
UHCTpYMEHTa MojenupoBanusd. Ilpu ucnons30BaHUM pe3ylbTaTOB MOJENMPOBAHUSA AN BCEX
MPOTOKOJIOB, TPEJICTABICHHBIX B JaHHOW padoTe, ObLI MOCUYHUTAH PUCK YCICIIHOW peaju3aliy aTak,
HaIpaBjeHHBIX HA HapylIeHUEe KOH(HICHINATHLHOCTH NHQOpMAUK ¥ NPOLEIyphl ayTeHTU(PHUKALIIH.
Ha ocHOBe mony4eHHBIX 3HAYECHWH OBUIO BBINOJIHEHO CPAaBHEHHE IIPOTOKOJOB OE30MACHOCTH.
Pe3ysbrarhl nponenaHHoN pabOThI TO3BOJISIT YIPOCTHTh pa3paboTKy U BHEAPEHUE HOBBIX MMPOTOKOJIOB
6€301acHOCTH JUIsl TEXHOJIOTHH HHTEPHETA BEIIEH.

KnroueBsle cioBa: HHTEpHET BELIEH, TPOTOKOI, MOJICINPOBAHHUE, YIIEPO, PUCK, aTaKa.

ANALYSIS OF PROTECTION PROTOCOLS AND RISK ASSESSMENT
OF THEIR USE IN INTERNET NETWORKS

S.A. Ermakov, A.S. Tulinov, A.A. Bolgov, V.K. Vlasov

This article proposes a method for improving the security of the networks and end devices of the
Internet of Things from attacks aimed at violating the confidentiality of information and authentication
procedures by introducing new uncertified security protocols and creating methodological support for
assessing the risks of successful implementation of attacks. The security protocols of the Internet of
Things technology were modeled and analyzed using a specialized modeling tool. When using the
simulation results for all the protocols presented in this work, the risk of successful implementation of
attacks aimed at violating the confidentiality of information and the authentication procedure was
calculated. Based on the obtained values, a comparison of security protocols was performed. The results
of'this work will simplify the development and implementation of new security protocols for the Internet
of Things technology.

Keywords: Internet of Things, protocol, modeling, damage, risk, attack.
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HEJEBASI KOMILVIEKCHOCTb HPOI'PAMMBI HOBBIITEHUA
OCBEJOMJIEHHOCTH COTPYJHUKOB Ob TH®OPMAIIMOHHOHU
BE30OITACHOCTH OPITAHU3ALIMU

JI.B. AcraxoBa, C.A. becuacTHoB

IToBsITIeHHUE OCBEJOMIICHHOCTH COTPYAHUKOB OpraHu3anu 00 HHGOPMAIIMOHHOM 6€30MacHOCTH
3aHMMACT YCTONYMBOE MECTO B YHCJIC OOBEKTOB MCCIICIOBAHUS HAYKU U MPAKTHKH, YTO OOYCIOBICHO
OOBCKTHBHBIMH (paKTOpaMu. Pe3ynbTaThl WCCICHOBAHWI IMOKA3bIBAIOT, YTO B OpraHU3alUix
MPUCYTCTBYIOT MPOOJIEMHBIC 00JIacTU yrpaBlieHHss HHG)OPMAIIMOHHON 0€30TaCHOCTBIO, CBSI3aHHBIC C
OTCYTCTBUEM IICJICHATIPABICHHO TPUMCHIEMOW METOMOJOTHU OO0y4YeHUs H MpoeCCHOHATHLHOTO
pa3BUTHS MOJB30BaTEICH WH(POPMALMOHHBIX CHCTEM. JTO BBIPaXaeTCs B POCTE YHCIIA YTECYCK
3amuiiaeMoi HHGOpMaIuK, CIPOBOLIMPOBAHHBIX BHYTPEHHUMU MOJIb30BaTeIIMU. [1J1s1 pemieHust 3To
npobiieMbl B CTaThe OOOCHOBaHA CYIIHOCTh MNPUHIMIA [EICBOH KOMIUIEKCHOCTH MPOTrpaMMBbl
MOBBIIICHHUS OCBEJJOMIICHHOCTH COTPYIHUKOB 00 HH(GOPMAIIHOHHOW 6€30MaCHOCTH OPraHU3alUH, €ro
JOMHHHUPYIOIIAas pOJIb B MPOIECCe MPOCKTUPOBAHUS CTPYKTYPhl U COJICPIKAHUS MPOTPAMMBL.
OxapakTepu30BaHO pa3pabOTaHHOE HA OCHOBE JTOT0 MPHUHIMIIA HPOrPAMMHOE CPEICTBO LIS
TMOBBIIIECHUA OCBCAOMIICHHOCTU COTPYAHUKOB, €TI0 TEXHUYCCKHUC IapaMETphIl, q)yHKL[I/IOHaJ'ILHI)Ie
BO3MOXHOCTHU U OTJIUYUSA OT APYTUX IMPOAYKTOB.

KiroueBble ciioBa: 1ieieBasi KOMIUIEKCHOCTb, MOBBIIIEHHE OCBEJIOMJICHHOCTH, IIpOrpamma,
COTPYAHUK, HH(DOpMAIHOHHAS 0€30MaCHOCTb.

TARGETED COMPREHENSION OF THE PROGRAM OF INCREASING AWARENESS
OF EMPLOYEES ON INFORMATION SECURITY OF THE ORGANIZATION

L.V. Astakhova, S.A. Beschastnov

Raising the awareness of employees of the organization about information security takes a stable
place among the objects of research in science and practice, which is due to objective factors. Research
results show that organizations have problem areas of information security management associated with
the lack of a purposefully applied methodology for training and professional development of
information system users. This leads to an increasing number of information leaks through the fault of
users. To solve this problem, the article substantiates the essence of the principle of the target complexity
of the program for raising the awareness of employees about the information security of an organization,
its dominant role in the process of designing the structure and content of the program. A software tool
developed based on this principle for raising employee awareness, its technical parameters,
functionality, and differences from other products is characterized.

Keywords: target complexity, awareness raising, program, employee, information security.
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UMUTAIMOHHOE MOJAEJINPOBAHUE
OYHKIIMOHUPOBAHUA SOC-UEHTPA ITPEAIIPUATUSA
B YCJIOBUAX MACHITABHBIX KOMIIBIOTEPHbBIX ATAK

B.A. Munaes, E.C. Iloaiukapnos

OOcyxXnaroTcsi  CTPYKTypa COBPEMEHHBIX IIGHTPOB  MOHUTOPUHra  HWH(OPMAIMOHHOMN
6ezomacnoctu (LIMUB) u cxema npoxosxaeHus coobuienuit uepes ook SIEM (Security Information
and Event Management). /[ano orpannuenue Ha BpeMsi 00paboTku cooOmieHus o coobiTusx B SIEM.
W3ydeHsl pe3ynbTaThl HEKOTOPBIX HMUTALMOHHBIX SKCIEPHUMEHTOB C YIPaBICHUEM KaJpPOBBIMU
pecypcamu  SOC-Llentpa. Ilokazano, 4TO A1 ONTHMH3ALMHM YHPABICHHS peCypcaMH IIEHTPOB
obecrnieueHnst ”HPOpMaLMOHHOIT 0€301TaCHOCTH COBPEMEHHBIX NpeAnpusITHii 3P HEKTHBHO IPUMEHUMBI
METOHBl  JUCKPETHO-COOBITHHHOIO  MOAenupoBaHus. Pa3zpaboTaHHas aBTOpaMH  JUCKPETHO-
coOprtuitHas Mogens SOC-1eHTpa MO3BOISAET pelIaTh 3a1a4y yIIPABICHIS U ONTUMH3ALINHN KaJIPOBOTO
pecypca, MPOrHO3UPOBAaHMS M aHAJIHM3a MOBEICHUS LIEHTPa NPU Pa3INYHBIX IITAaTHBIX U BHELITATHBIX
CHUTYaLHUsIX.

BriOpaHHOEe B KayecTBe cpeabl UMUTAIIMOHHOTO MOJCIHMPOBAHMS NMPOTrpaMMHOE OOecIedeHue
Anylogic 103BOJISIET BOCHPOW3BOJUTH PA3IMYHbIE CLEHAPHU C MOMOIIBIO JTHCKPETHO-COOBITHITHBIX
MoJiesiel, MPOM3BOANTL HHTEPIPETAIMIO PE3yJIbTaTOB MOJEIMPOBAHUS M YNPaBIATh (DAKTOPHBIM
KOMIIJICKCOM MO[[eﬂeﬁ BO BpEMA HUX pa60T1>1, MNpoBOAUTH pa3IMUHbBIC BUABlI HWMHUTALIMOHHBIX
9KCIICPUMEHTOB, B TOM YHUCJIC — 10 Baprualuyu nNapamMeTpoB MOﬂeHeﬁ, OINITUMHU3AU U MHOT'OC APYTrocC.

SKCHepI/IMeHTbI MOATBCPpANIIN yCTOfI‘-IHBOCTL n aACKBATHOCTb MaTeMaTHYECKOMU MOACIN
ONTUMM3ALMM YIPABJIEHUSA KaJpOBBIMU pecypcamu. IIpu mpoBeneHMM HMCCIENOBAaHUN JUCKPETHO-
coObITHiiHOM Mogenmn SOC-LeHTpa oKa3aHo, YTO OpraHu3alus OOPbHObI C KOMITBIOTEPHBIMH aTaKaMH
ocymectisiercss 3pdeKTHBHee MPU ONTHMAIbHOM paclpelelieHHH KaJpoBBIX pecypcoB. B xome
9KCIIEPHMEHTA 110 OPTraHU3alUK LICJICHATPABICHHON KOMITBIOTCPHOW aTaKW BBISABJICHO, YTO MOJENb C
ONITUMAJBHBIM PACIpPEACICHHEM KaJpOBOr0 pecypca yCTOWYMBA K aTakaM pa3lIM4HOrO Macmitaba,
BKJIIOYAsi MacCOBBIC.

KiroueBrie cnoBa: HHpOpMaMOHHas 6€30MacHOCTh, IPEANPHUATHE, MOHUTOPUHT, KOMITBIOTEpHAS
aTaka, UMHTAI[HOHHOE MOJICITUPOBaHue, kKaapoBoe obecrnedenrue SOC-1eHTpa, ONTHMHU3AIHUS.

SIMULATION OF ENTERPRISE SOC-CENTER FUNCTIONING
AT THE LARGE-SCALE COMPUTER ATTACKS

V. A. Minaeyv, E. S. Polikarpov

The structure of modern Information Security Monitoring Centers (ISMC) and the scheme of
passing messages through the SIEM (Security Information and Event Management) block are discussed.
The time limit for processing the event message in SIEM is given. The results of some simulation
experiments with the human resources of the SOC-center are investigated. It is shown that the methods
of discrete-event modeling are effectively applied to optimize the resource management of information
security centers of modern enterprises. The discrete-event model of the SOC-center developed by the
authors allows solving the problems of managing and optimizing the human resource, predicting and
analyzing the behavior of the center in various regular and emergency situations.

The Anylogic software chosen as the simulation environment allows you to reproduce various
scenarios using discrete-event models, interpret the simulation results and manage the factor complex
of models during their operation, conduct various types of simulation experiments, including model
parameter variations, optimization, and much more.

The experiments confirmed the stability and adequacy of the mathematical model for optimizing
human resource management. When conducting studies of the discrete-event model of the SOC-center,
it is shown that the organization of the fight against computer attacks is carried out more efficiently with
an optimal distribution of human resources. During the experiment on the organization of a targeted
computer attack, it was revealed that the model with the optimal distribution of human resources is
resistant to attacks of various scales, including mass ones.

Keywords: information security, enterprise, monitoring, computer attack, simulation modeling,
SOC center staffing, optimization.
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METOIAUKA OITUMUM3AIIUU JIEMEHTOB UHTEI'PAJIBHO-OIITHYECKOI'O
MOAYJIA AYTEHTUOUKALIUN

O.A. Kyanm

B xozxe nHGOpPMaIMOHHOTO OOMEHA MEXKIY JIOKAIbHBIMH BBIYUCITUTEIEHBIMU CETSMH II0JIb30BaTENeH
nepenaBaeMas MH(OpPMaUWs NPOXOAUT Yepe3 He 3allMIICHHYI0 CeTh IpoBaiinepa cBs3u. OTCyTcTBHE
ayTeHTU(UKAIUN KOMMYTATOPOB IMO3BOJIACT 3JOYMBINUICHHHKAM OCYLICCTBISITH CETEBbIE aTakd Ha
KOMMYTaTtopel BTOoporo ypoBHsS wmomenun OSI. Jlng ycrpaneHuss mpoOieMbl ayTeHTH(PHKAINN
KOMMYTAIIHOHHOTO O0OPYIOBaHUS KaHAJIBHOTO YPOBHS MOXKHO HCIIOJIB30BAaTh MOXYJb ayTCHTH(HUKALHH,
BCTPOCHHBIH B KOMMyTaTop. B paboTe npuBeneHa cxema HHTETPaIbHO-ONTHYECKOT0 HHTEphepoMeTpa Uit
YCTPOMCTBA YIPaBJICHUS! ONTHYECKUM M3ITy4eHUEeM MOyl ayreHTHduKkanuu. Tak Kak Ui nepegady Kozaa
ayTeHTHU(UKAIMKA TPUMEHSETCS OCNabJIeHHOE JIa3epHOe H3IIyYeHHE, TO aKTYAJIbHBIM SIBJISIETCS pacyer
MOTeph ONTHYECKOr0 CHTHaja B HMHTepdepomerpe. Bricokne moTepH ONTHYECKOTO H3IYYEHHUsS MOTYT
MPOUCXOJUTh BO BHYTPEHHEM JBOWHOM H3rHO€ CIUpanid M BO BXOJHOM M BBIXOJHOM pa3BETBUTEIIX
unreppepomerpa. Paspaborana MeToquKka ONTHMHU3AIMU OSTHX JJIEMEHTOB HWHTepdepoMeTpa Ui
YMEHBIICHHUS IIOTEPh ONTHYSCKOr0 CHUrHaANA. MeToMKa OCHOBaHa Ha METO/IE PACIIPOCTPAHSIONIErocs MyKa,
Merone 3(GEKTUBHOrO TOKa3aTeds MPEJIOMIICHUS M KOHEYHO-IJIEMEHTHOM aHaim3e. Ha ocHoBe
pa3paboTaHHON METOIVKHM MOXKHO OLCHHTh ONTHUMAIBHOEC CMELICHHE BOJHOBOJOB B TOYKE Iepernda
BHYTPEHHETO S-u3ruba CIupay, TeoMeTpHYeCKUe apaMeTphl BXOIHOTO U BHIXOIHOTO Pa3BETBUTEINCH.

KiroueBble clioBa: ONTHYECKAs CBA3b, ayTCHTU(HKALNA, KOMMYTaTOPbI, HHTErpajbHasi ONTHKA,
UHTEP(YEPOMETp, YHCICHHBIC METOBI, SHEPIETHYCSCKHIE TIOTEPH.

METHOD OF OPTIMIZING ELEMENTS OF INTEGRATED OPTICAL
AUTHENTICATION MODULE

O.A. Kulish

During information exchange between local computer networks of users, the transmitted
information passes through an unprotected network of a communication provider. The lack of switch
authentication allows attackers to carry out network attacks on Layer 2 switches of the OSI model. You
can use the authentication module built into the switch to resolve the link layer switching equipment
authentication problem. The work shows the integrated optical interferometer circuit for the optical
radiation control device of the authentication module. Since attenuated laser light is used to transmit the
authentication code, the calculation of optical signal losses in the interferometer is relevant. High losses
of optical radiation can occur in the inner double bend of the spiral and in the input and output splitters
of the interferometer. A technique has been developed to optimize these interferometer elements to
reduce optical signal losses. The technique is based on the propagating beam method, the effective
refractive index method, and finite element analysis. Based on the developed technique, the optimal
displacement of waveguides at the inflection point of the internal S-bend of the spiral, the geometric
parameters of the input and output splitters can be estimated.

Keywords: optical communication, authentication, switches, integrated optics, interferometer,
numerical methods, energy losses.
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INPUMEHEHUE MEXAHU3MA MHOTI'OYPOBHEBOM CITPABEIJIMBOM OYEPEIN
JJIsA CHUKEHUSA YILEPBA OT ATAK OTKA3A B OBCJIY KUBAHUU
B IPOT'PAMMHO-KOHOUI'YPUPYEMbIX CETAX

M.IO. PoiTOB, P.1O. Kajamnukos, A.A. I'opesioB

Konuenuust mporpammuo-koHdurypupyemsix cereii  (SDN)  crpemurtensHo  HaOupaer
HOMYJAPHOCTh B YIPABICHUN CETEBON MH(PACTPYKTYPOIl IEHTPOB 00pabOTKN AaHHBIX U ONEPATOPOB
cBs3u. K e€ kimoueBbIM (YHKIMAM OTHOCSTCS MOHHTOPHHT, NETAIBHOE YIpaBICHHE, THOKOCTh U
Mmacmrabupyemocts. Ho BMecTe ¢ Tem, nieHTpanu3oBaHHOe ynpasieHne SDN nenaet ero ys3BUMBIM
JUIA Pa3NUYHBIX THIIOB aTaK, TaKUX KakK CIyGuHr M oTka3z B obcmyxkuBanuu (DoS). DoS-arakn
OKa3bIBAIOT HanOOJee Cepbe3HOE BO3/EIHCTBIE, TOCKOIbKY OHH CHI)KAIOT MPOHU3BOIUTEINBHOCT CETH
U3-33 MEPErpy3KH €€ Pa3INYHBIX KOMIIOHEHTOB, TO €CTh KOHTpOIUIEpa, KOMMYTaTopa M KaHaja
ynpasienus. CyliecTBymoomye Moaxoasl copaBisitorcss ¢ DoS-arakamu B SDN  nubo myrtem
OT6paCI:IBaHI/I$I BPCIOHOCHBIX IMAaKETOB, 0o ImyTeM O6'])€[[I/IHCHI/ISI IpaBUJI MMOTOKA, YTO MPUBOAUT K
MOTEepsIM JIETUTUMHOTO Tpaduka. Jns yMmeHplieHus nocneactBuii DoS-atak B 3Toil craThe
[IPEeNJIaraeTcsl HUCIOJb30BaHUE MEXaHU3Ma MHOIOYPOBHEBOW CIIPaBEAJIMBOM OYEpend, KOTOPBIH
o0ecreunBaeT COBMECTHOE HCIIONIB30BAHHE PECYPCOB KOHTPONIEpa C HECKOJIBKUMH YPOBHAMU
Oqepeneﬁ, KOTOPbIC MOI'YT JUHAMHUYCCKH PACIIUPATHCA W arpe€rupoBaTrbCsi B 3aBUCUMOCTH OT
3arpyXeHHOCTH ceTH. llpemmaraemplii MOAXOJ OIEHMBAETCA IIyTEM CpaBHEHHS €ro ¢ 0a30BBIM
koHTpomiepoM SDN. PesynpTaTel MOJAENUpOBaHMSA IOKA3bIBAKOT, YTO NPEAJAracMblii IMOIXOX
YBEIMYMBACT MPON3BOIUTENEHOCTh SDN ¢ TOUKM 3pEHHMS HCIIOJIB30BAaHMS MPOMYCKHOH CIIOCOOHOCTH
KaHaJa yIpaBICHHUS.

KnroueBsle crmoBa: cereBast 0€30IIacCHOCTb, OTKa3 B OOCIYy)XMBaHHWH, IPOTPAMMHO-
KOH(UTYypHpYEMBIE CETH.

APPLICATION OF MULTI-LEVEL FAIR QUEUE MECHANISM FOR MITIGATING
DENIAL-OF-SERVICE ATTACKS ON SOFTWARE-DEFINED NETWORKS

M.Y. Rytov, R.Y. Kalashnikov, A.A. Gorelov

The concept of Software Defined Networking (SDN) is rapidly gaining popularity in the
management of the network infrastructure of data centers and telecom operators. Its key functions
include monitoring, granular control, flexibility and scalability. But at the same time, the centralized
management of SDN makes it vulnerable to various types of attacks, such as spoofing and denial of
service (DoS). DoS attacks have the most serious impact because they degrade network performance
by overloading various components such as the controller, switch, and control channel. Existing
approaches deal with SDN DoS attacks either by dropping malicious packets or by combining flow
rules, which leads to the loss of legitimate traffic. To mitigate the impact of DoS attacks, this article
proposes the use of a tiered fair queuing mechanism, which allows the sharing of controller resources
with multiple queue tiers that can dynamically expand and aggregate based on network congestion. The
proposed approach is evaluated by comparing it to a basic SDN controller. Simulation results show that
the proposed approach increases SDN performance in terms of control channel bandwidth utilization.

Keywords: network security, denial of service, software defined networks.
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AHAJIN3 BE3OITACHOCTHU 3AINNINEHHBIX U AHOHUMHBIX BPAY3EPOB

1O.1O. I'pomos, O.B. Tpyouenko, II.1. Kapaces, K.A. /Ke100eHko

Wunyctpust Opay3epoB CyIIECTBYeT B OCHOBHOM 3a CYET KOCBEHHBIX HMCTOYHHKOB
(uHAaHCHPOBaHUS, TOATOMY CO3JaTeNu Opay3epoB MOJDKHBI 3a00THUTBCS O IIPHUBJIEKATEIHLHOCTH
npejiaraemMoro npoaykra. Ilpu Beibope Opaysepa HOJb30BaTellb PyKOBOACTBYETCS COOOpaKEeHUSIMHU
KpacoThl, yI00CTBa M CKOPOCTH pabOTHl. BOJNBIIMHCTBO IMOJb30BaTeNeil B COBPEMEHHOM MHpE HE
SIBJISIFOTCSl TEXHUYECKU IIOJTOTOBJICHHBIMHU, 3TO OOBIYHBIC JIIOAM, KOTOpBIE MOJOHMPAIOT TOBApHI B
MarasMHax WiId oOm@armTcs B conceTsXx W T. 1. OHM HUMEIOT CMYTHBIE TpeJCTaBieHus 00
MHPOPMAIMOHHOW OE30MaCHOCTH W YacTo IpeHeOperaroT e 1ubo, HaoOOPOT, HAUWHAIOT OOATHCS
BMEIIATEIBCTBA B YACTHYIO JKM3Hb M HE 3HAIOT, Kak cebs 00e30IacuTh WM Kak MPOBEPUTH ee
obecrnieuerne. [103TOMy OCHOBHAsI OTBETCTBEHHOCTh oOecnedeHNsI NH(POPMAIMOHHONH 0e30TacHOCTH
JIeKUT Ha co3JaTelisix Opay3epa U 3aBHCHT OT MX JOOPOCOBECTHOCTH M KoMieTeHIMU. OnHa U3 3amad
CIICIIMATIICTOB N0 NH()OPMAIIMOHHOW 0E30MAaCHOCTH — MOMOTATh YIydIlaTh CEPBHCHI ¢ TOYKH 3PCHHS
ux GesomacHocTH. C 3TOW LieNbi0 B pabOTe MPOBENCH aHAM3 O0E30MACHOCTH YETBIpeX Opay3epos,
KOTOpblE OBUIM H3HAYaJIbHO MPEACTaBICHBl Kak Opay3epbl g 0e30HacHOro ¥ aHOHUMHOTO
nosib30BaHus. 3ajada o030pa M aHaiM3a 3aKI0YaeTcsi B OINpeAeieHHH Haubojee Oe30MacHOro u
KOH(bI/IZ[CHHI/IaJ'H)HOFO HWHCTpYMECHTa IJId Be6—cep¢)MHra, a TaKXX€ BBIABJICHUA COACPIKAHHUA B ITHUX
Opay3epax BpelOHOCHBIX KOJIOB.

KnroueBsie ciioBa: Oe3omacHbie Opay3epbl, aHOHUMHOCTbD, KOH(DHUICHIINAIEHOCTh B CETH.

SECURITY ANALYSIS OF PROTECTED AND ANONYMOUS BROWSERS

Y.Y. Gromov, O.V. Trubienko., P.I. Karasev, K.A. Gelobenko

The browser industry is largely driven by indirect funding, so browser makers should be concerned
about the attractiveness of the product they offer. When choosing a browser, the user is guided by
considerations of beauty, convenience and speed of work. Most users in the modern world are not
technically trained, they are ordinary people who pick up products in stores or communicate on social
networks, etc. They have a vague idea of information security, and often neglect it, or, on the contrary,
begin to fear interference with their privacy and do not know how to protect themselves or how to check
its provision. Therefore, the main responsibility for ensuring information security lies with the creators
of the browser and depends on their integrity and competence. One of the tasks of information security
professionals is to help improve services in terms of their security. To this end, the work carried out a
security analysis of four browsers that were originally presented as browsers for safe and anonymous
use. The task of the survey and analysis is to determine the most secure and confidential tool for web
surfing, as well as to identify the content of malicious codes in these browsers.

Keywords: secure browsers, anonymity, online privacy.
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KOJUYECTBEHHASA OHEHKA JECTPYKTHUBHOCTH
BOJIbHINX TEKCTOBBIX MACCHUBOB
B COIUAJIBHBIX MEJIUA

B.A. Munaesn, A.B. CumoHoB

Lenp wuccnenoBaHWss COCTOMT B pa3pabOTKe METOJMKH, IO3BOJISIOIICH  BBISIBISTH
JIECTPYKTUBHOCTD OOJIBIIMX TEKCTOBBIX MAacCCHBOB B COIMaNbHBIX Meaua. [IpoBeneH aHamu3
CYIIECTBYIOIIMX IOJXOJIOB K OINpPEICICHUI0 JECTPYKTUBHOTO XapaKkTepa TEKCTOBBIX JaHHBIX, JaHO
OIMCaHNe UX NMPEUMYILECTB U HeJOCTaTKOB. OTMCaH METO/ ONpE/CICHUs IECTPYKTHBHOCTH TEKCTa C
UCIIOJIb30BAaHUEM BEKTOPHBIX MpeACTaBleHUi cioB. PaccMoTpeHo QopMHpOBaHMS BEKTOPHBIX
NPE/ICTABJICHUH CJIOB M OLIEHEHA BO3MOXKHOCTh MX IIPUMEHEHUs [TPU PEIICHUHN 33/1a4 UACHTH(UKANT
TeKCcTOBOTr0 KOoHTeHTa. OO0ocHOBaHO mpuMeHeHne anroputmoB Word2vec u FastText. IIpemmoskeHsr
KITIOYEBBIE CJI0BA U BHIPa)KEHUSI BEKTOPHBIX IPEICTABICHHH CIIOB, ONPEACIIAIONINX TPHU KJIacca TEKCTOB:
peabunuranys Halu3Ma, paJuKaJIbHBIA HCIaM, aHTHCEMHUTH3M. Pealn30BaHBI MOJAENH BBIABICHUS
JNECTPYKTHBHOCTH KOHTEHTa OOJIBIIMX TEKCTOBBIX MAacCHBOB C HCIOJIb30BAaHUEM HEHTpPAIbHBIX
HOBOCTHBIX KOPITyCOB TEKCTOB M TEKCTOB, COIEPIKAIlMX BO3MOJMKHBIH HECTPYKTUBHBIH KOHTEHT.
[IpousBeneHa MHTEpIpeTala Pe3yIbTaTOB aHAM3a TEKCTOBBIX MAacCUBOB M 0O0ocHoBaHa Word2vec
KaK Han0oJee NOAXOIAIIas MOJeIb BEKTOPHOTO IPEACTaBIeHUS ClI0B. C/eslaH BBIBOJ] O HAIPABICHUAX
HCIOJIb30BaHUA TIOJYUCHHBIX PpE3YJILTATOB B aHAJIMTHYECKOMN JACATCIBHOCTU TOCYAapCTBECHHBIX
OpraHos, 06IlIeCTBeHHbIX opraHmauHﬁ U COLHAJIBHBIX ME€Iua I BBIABJICHHUA HNPOTUBOIPABHOIO
KOHTEHTA.

KiroueBpie cnoBa: MH(pOpManHOHHAs 0€30MacHOCTh, COLMAIbHBIC MeOua, ACCTPYKTUBHBIN

KOHTCHT, MOHUTOPUHT, I/I,IleHTI/Iq)I/IKaL[I/IFI.

QUANTIFICATION OF LARGE TEXT
ARRAYS DESTRUCTIVENESS IN SOCIAL MEDIA

V.A. Minaev, A.V. Simonov

The aim of the study is to develop a method that allows us to identify the destructiveness of large
text arrays in social media. The analysis of existing approaches to determining the destructive nature of
text data is carried out, and their advantages and disadvantages are described. A method for determining
the destructiveness of a text using vector representations of words is described. The formation of vector
representations of words is considered and the possibility of their application in solving problems of
identifying text content is evaluated. The application of the Word2vec and FastText algorithms is
justified. Keywords and expressions of vector representations of words defining three classes of texts
are proposed: rehabilitation of Nazism, radical Islam, and anti-Semitism. Models are implemented to
identify the destructiveness of the content of large text arrays using neutral news text corpora and texts
containing possible destructive content. The results of the analysis of text arrays are interpreted and
Word2vec is justified as the most suitable model for the vector representation of words. The conclusion
is made about the directions of using the obtained results in the analytical activities of state authorities,
public organizations and social media to identify illegal content.

Keywords: information security, social media, destructive content, monitoring, identification.
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KAPTOI'PAOUYECKHE MOJAEJIA NTIPOECCOB JU®®Y3UU BPEJTOHOCOB
B CETEBOM KUBEPITPOCTPAHCTBE

A.I'. Ocranenko, A.JI. Cepaeunsniii, A.A. Ocranenko, C.C. Kyankos

PaccmarpmBaercss BecbMa akTyanbHas mpoOjeMa MoOIeNupoBaHHUA Tmporecca auddysun
BPEIOHOCHBIX KONOB M IECTPYKTUBHBIX KOHTEHTOB B KHOCPHIPOCTPAHCTBE, KOTOPOE B COBPEMEHHBIX
YCIIOBHAX HOCHT Bce Ooiee BBIpaXCHHBIM CETEBOW XapakTep. B omimmamm OT paHee IIMPOKO
HCIIONb3YEMbIX AHAJIOTOBBIX M JAaXXC PA3BUBAIOLIMX HX IUCKPETHBIX SMUAEMHUYCCKHX MOAENeH, B
HacTOSIEeH paboTe YYWUTHIBAIOTCS CTaTHYECKWH (HAKOIUIGHHYI0 HH()OPMAINIO) M JAWHAMITYCCKHIHA
(mabOpManOHHBIN TpaduK) pecypchl y3IOoB W BeTBeil cetn. Hapsmy ¢ 3TUM TIpHUHEMaeTcs BO
BHHMaHHE JIO3MPOBKA BPEAOHOCA, BHEAPSIEMOro B CETh AUl HapyleHus eé paborocnocobHocTH. Bee
9TO HO3BOJISIET OCYLIECTBUTH CETEBOE KapTorpadupoBaHUe SMHIEMUYECKOT0 POLECcca, ITIOPOKIAEMOTO
B pe3ynbTare Audpy3uu BpefoHOCHOH nHBeKIMH. [Ipearaemast MoJIesIb OTKPBIBAET HOBYIO CTPAHHUILY
B ONHMCAaHUU MH(OPMALMOHHBIX SMHJIEMUIl (M HE TOJBKO) BO B3BEIICHHBIX CETSX, I'/le MpejlaracMas
aBTOpamu (opManuzalys Macmrabupyer H3o0pakaemble pa3Mepbl Y3JI0B M BETBEW MoAenu B
COOTBETCTBHHM CO 3HAYCHUSIMH PECYPCOB WM MOTECHIHMAIOB €€ 31eMeHTOB. DaKkTHUECKH MOITydaeTcst
rpad (kapTa) UCCIEAYEeMOTO CEeTeBOro JaHAmadTa, B KOTOPOM HUPKynmupyeT nHdopmanus. B ciyqae
BHEJIPEHHS BPEIOHOCA KOMIIOHEHTHI KapThl OKPAIIUBAIOTCS C YYETOM JIO3HPOBKH €0 IPUCYTCTBHS B
HUX, TJI€ TOMOJIOTUYECKON OCHOBOM BBICTYNAIOT “3BE3/bl” CETH. JlJIsl 3TOr0 aBTOpamMH MpeAararoTcs
COOTBETCTBYIOIINE aHAJUTHIECKHE BBIPAKCHHUS.

Knrouessle cnoBa: kapTorpaduiaeckue MoJeIH, KHOEpIPOCTPAaHCTBO, BPEJOHOCH!, aITOPUTMBI.

CARTOGRAPHIC MODELS OF PEST DIFFUSION PROCESSES
IN NETWORK CYBERSPACE

A.G. Ostapenko, A.L. Serdechnyy, A.A. Ostapenko, S.S. Kulikov

The article deals with a very relevant problem of modeling the process of diffusion of malicious
codes and destructive content in cyberspace, which in modern conditions has an increasingly
pronounced network character. In contrast to the previously widely used analog and even developing
discrete epidemic models, this paper takes into account the static (accumulated information) and
dynamic (information traffic) resources of nodes and branches of the network. Along with this, the
dosage of the malware introduced into the network to disrupt its performance is taken into account. All
this makes it possible to carry out network mapping of the epidemic process generated as a result of the
diffusion of malicious injection. The proposed model opens a new page in the description of information
epidemics (and not only) in weighted networks, where the formalization proposed by the authors scales
the depicted sizes of nodes and branches of the model in accordance with the values of resources or
potentials of its elements. In fact, a graph (map) of the network landscape under study is obtained, in
which information circulates. In the case of the introduction of the malware, the map components are
colored taking into account the dosage of its presence in them, where the topological basis is the “stars”
of the network. For this purpose, the authors propose the corresponding analytical expressions.

Keywords: cartographic models, cyberspace, malware, algorithms.
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HAYYHO-TEXHUYECKMUE PE3YJ/IbTATHI U IEPCIIEKTUBBI PEAJIN3ALIUU
MMPOEKTA «BE3OIIACHBII UHTEPHET»

A.I'. Ocranenko, U.A. bokoB, A.A. Octanenko, H.M. JIanTioxos,
T.JO. Mupominnyenko, C.B. JIuxo0aoun, C.Jl. TpyOouubia

PaccmarpuBaroTes 1neny, 3aaud U TeKyIlue pe3yiabTaTsl mpoekTa «besonacHslil UHTepHET». B
9TOH CBsI3U POPMYIIHPYETCSI MOTHBALIMSI CO3aHHS IPOSKTA B YCIIOBUSX T€ONOJIMTHIECKON M IUPPOBOH
TpaHcopmanuu riI00aIbHOr0 HMH(OPMAMOHHOrO obmecTtBa. Kpome TOro, WUIIOCTPUPYIOTCS
OCHOBHBIE pe3yJbTaThl, MOJIYYEHHBIC B XOJ€ pealu3auuy npoexra. [Ipu aTom, aBTOpamMu (C y4eTomM
(yTypoJIOTHYECKHX TPOTHO30B) JaeTcs KpaTKui 0030p BapHaHTOB pa3BUTHUS IIOJUTUYECKOW U
mudpoBoii TpaHchopMannu, a TaKkKe — MpeUIaraloTcss TOPU30HTHI Pa3BUTHS MPEIMETHON obnacTtu
Hacrosmei paboTsl u npoekra «bezonacHsii HTEpHET». PaKTHUECKN TEMOHCTPHUPYIOTCS TEKYIIHE
JOCTHKEHHUS TPOCKTa W HAMEYAIOTCS ITyTH €T0 COBEPIICHCTBOBAHMSI B COBPEMEHHBIX YCIIOBHSIX
COCTOSIHMS M ANHAMUKH TJI00aJIBHOTO MH()OPMAMOHHOTO IPOCTPAHCTBA.

KnroueBsle coBa: KOHTEHT, LU(poBas TpaHchopManus, HaHIEMUSL.

SCIENTIFIC AND TECHNICAL RESULTS AND PROSPECTS
OF THE "SECURE INTERNET" PROJECT IMPLEMENTATION

A. G. Ostapenko, I. A. Bokov, A. A. Ostapenko, N. M. Lantyukhov,
T. Yu. Miroshnichenko, S. V. Likhobabin, S. D. Trubitsyn

The goals, objectives and current results of the "Secure Internet"project are considered. In this
regard, the motivation for the creation of the project in the context of the geopolitical and digital
transformation of the global information society is formulated. In addition, the main results obtained
during the implementation of the project are illustrated. At the same time, the authors (taking into
account futurological forecasts) give a brief overview of the options for the development of political
and digital transformation, as well as suggest the development horizons of the subject area of this work
and the project "Safe Internet". In fact, it demonstrates the current achievements of the project and
outlines ways to improve it in the current conditions of the state and dynamics of the global information
space.

Keywords: content, digital transformation, pandemic.



