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CUCTEMA METOJOB KAPTOI'PA®UPOBAHUA
SAIMIMAEMOI'O KUBEPITPOCTPAHCTBA

A.JL. Cepaeunblii

Hacrosmas pabota CTpyKTypHpyeT METOMOJOTHIO IIOCTPOCHHUS W aHAIN3a WH()OPMAINOHHBIX
kapT. [IpemymoxeHo MmoapoOHOE OMHMCAHWE CHUCTEMBI METOJOB, HEOOXOOWMBIX IS IMOCTPOCHHA H
aHanu3a NHPOPMAIMOHHBIX KapT. B KauecTBE OCHOBHBIX IPYIII METOJOB PaCCMATPUBAIOTCS: METOMBI
MOATOTOBKHU JAHHBIX JUI HH()OPMAMOHHONW KapThl (MOAEINPOBAHUE JAHHBIX HA OCHOBE HCTOYHHKOB,
BEO-CKpANuHT W [Ip.), METOIBl BU3yaIH3aluy HWHOOPMAIIMOHHON KapThl (METOABl YKIAAKH Tpados,
MIOCTPOCHHE TEIUIOBOW KapThl M [Ip.), METOABl aKTyasJu3anud HWHGOPMANMOHHON KapTel (METOX
coBMereHus rpadoB, meron TpaHchopMmanuM JaHAmadra), TpaJULMOHHBIE KapTorpaduueckue
MeToJbl (rpaduyeckuii oBepie, pa3MeTka odsiacTeil KapThl U p.), CETeBbIe METOABI (METObI pacuéra
MeTpHK rpada, Meronsl Knacrepusanuu rpada u np.). Ilpemnaraemas cucreMa METOJOB SIBISCTCS
JOCTaTOYHOW ISl TIPOBEJICHHS BCECTOPOHHUX KapTOorpaMyeckux HCCIEeOBaHUH 3aIlUIAaeMOTro
KHOEepIpOCTPaHCTBA, TaK U JPYTUX CETEBBIX CTPYKTYP, MOJACIHUPYIOIINX NPeIMETHYI0 061acTb. Takxke
JIOIYCKAaeTCsl PACIIMpPEHNE AAHHOW CHUCTEMBI IOIOJHHUTEIBHBIMH METOIAaMH, HAIPaBICHHBIMH Ha
MOBBIIIEHHE 3()(HEKTHBHOCTH MPOLECCOB ITOCTPOSHHS M aHAIN3a HHOOPMALMOHHBIX KapT.

Knrouessle cnoBa: MeTo[, HHGpOpMannoHHas KapTa, KHOEpIPOCTPaHCTBO, Tpad.

SYSTEM OF PROTECTED CYBERSPACE MAPPING METHODS

A.L. Serdechnyy

This paper structures a methodology for the construction and analysis of information maps. A
detailed description of the system of methods required for the construction and analysis of information
maps is offered. The main groups of methods considered are: data preparation methods for information
map (source-based data modeling, web scraping, etc.), information map visualization methods (graph
layout methods, heat map, etc.), information map updating methods (graph matching method, landscape
transformation method), traditional cartographic methods (graphic overlay, map area markup, etc.),
network methods (graph ranking, graph clustering etc.) The proposed system of methods is sufficient
to conduct comprehensive mapping studies of the protected cyberspace, as well as other network
structures modeling the subject area. It is also possible to extend this system with additional methods
aimed at increasing the efficiency of information map construction and analysis processes.

Keywords: method, cyberspace, information map, graph.
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IMPOBJIEMBI ! ITIEPCIIEKTUBbI UMITIOPTO3AMEINEHUSA ITPOT'PAMMHOI'O
OBECIIEYEHMUA B PO

FO.10. I'pomos, IL.IO. Ilymkun, II.U. Kapaces, A.I'. UBanos

B pabotre paccmarpmBaeTcsi TOHATHE CBOOOJHOTO WPOTPAMMHOTO OOECIIEYCHHUS, €ro
XapaKTepHBIE YepPThl, 0COOCHHOCTH, a TaKKe NPEUMYIIECTBA U HenocTaTKu. ONHCHIBAIOTCS MPUYUHBI
3aUHTEPECOBAaHHOCTH TOCYIApPCTBEHHBIX OPIaHOB B OCYIIECTBJICHUM IIOJMTHKH, HANPABICHHOW Ha
pa3BUTHE CBOOOIHOTO IIPOTPAMMHOTO 00ECIICYEHHUSI BMECTO YCTOSIBILMXCS IIPOIIPUETAPHBIX CPencTB. B
XPOHOJIOTUYECKOM TOPSIIKE MPUBOJATCS PACHOPSHKEHUsT M TPHUKa3bl T'OCYAapCTBEHHBIX OPraHOB,
KOTOpBIE 3aJaf0T TpeOOBaHUS II0 pealn3allMd MEPONPHITHI, HalpaBIEHHBIX Ha OCYLIECTBIICHHE
MOJIMTHKHA UMIIOPTO3aMEIleHUs TporpaMMHOro obecrieuenust B Poccuiickoit denepanny, a Takke uUx
pe3ynbTathl. [IpOBOAMTCS CTAaTUCTUYECKUH aHaNW3 MWCIOJNB30BaHUS HEKOTOPBIX MPOrPaMMHBIX
MPOJIYKTOB, OTHOCSIIMXCS K CBOOOJHOMY INpOTrpaMMHOMY obecnedyeHuto. Ha ocHoBaHMM JaHHOTO
WCCJIEJIOBaHMS BBIJBUTAIOTCS TIPEIIIOJIOKEHUSI O IPUYMHAX YCTAHOBJIEHHOH 3aMHTEPECOBAHHOCTH
KOHEYHBIX MOJIb30BATENICH B IPUMEHEHHH CBOOOIHOTO IIPOrPaMMHOT0 00CCIIeUeHHUS IS €XKEeTHEBHBIX
HyXJ. B 3aBepiueHnn Jenaetcs 3aKII0YCHHE O TIEPCIIEKTHBAX BHEAPEHHS CBOOOIHOTO MIPOrPaMMHOIO
o0ecrieueHns] BMECTO MMCIOLIMXCS M HCIOJB3YEMBIX Ha JAHHBIA MOMEHT NPOIPHETAPHBIX
NPOrPaMMHBIX CPEACTB.

KiroueBple cioBa: cBOOOJHOE MpPOrpaMMHOE OOECIIeueHHe, HMIIOPTO3aMeLICHHEe, aHaJu3,
CTATUCTHKA.

PROBLEMS AND PROSPECTS OF IMPORT SUBSTITUTION OF SOFTWARE
IN THE RUSSIAN FEDERATION

Y.Y. Gromov, P.Y. Pushkin, P.I. Karasev, A.G. Ivanov

The paper deals with the concept of free software, its characteristic features, features, as well as
advantages and disadvantages. The reasons for the interest of government agencies in the
implementation of policies aimed at the development of free software for the place of established
proprietary tools are described. In chronological order, orders and orders of state bodies are given, which
set the requirements for the implementation of measures aimed at implementing the software import
substitution policy in the Russian Federation, as well as their results. A statistical analysis of the use of
some software products related to free software is carried out. Based on this study, it is hypothesized
about the reasons for the established interest of end users in the use of free software for daily needs. In
the end, a conclusion is made about the prospects for introducing free software instead of the proprietary
software that is currently available and used at the moment.

Keywords: free software, import substitution, analysis, statistics.
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CIIOCOBbBI IOCTPOEHUA U AHAJIN3A HHOOPMAIIMOHHBIX KAPT
SAIMIMAEMOI'O KUBEPITPOCTPAHCTBA

A.JL. Cepaeunblii

B cratee paccMaTpuBalOTCS THIOBBIE KOMOMHAIMM CIIOCOOOB IOCTPOCHHS M aHAIN3a
MHOOPMAIMOHHON KapThl. B 9YacTHOCTH, NPOMJUIFOCTPHPOBaHA KOMOHMHALMS TaKHX CIIOCOOOB Ha
npuMepe ONOIMOMETPUIEeCKHUX ceTeil. PaccMOTpeHB 0COOEHHOCTH peann3annuil CIIocOO0B ITOCTPOCHUS
1 aHann3a HHGOPMAIIMOHHBIX KapT, ONpeAeIIeMbIX HX MaciTaboM (KPYyITHBIM, CPEIHUM U MEJTIKUM),
OJJHUM U3 KOTOPBIX ABISETCS 3(PQEKT COBMEIICHHS HECBS3aHHBIX KIACTEPOB, OOYCIOBICHHBIH
ommOKaMHy MOHIDKEHUS pa3MepHOCTH. Takke mokaszana cnenuduka peaau3aniy cioco0oB, CBsI3aHHAsS
C HMCIOJIb30BaHUEM MOJIENM JaHHBIX Ha mpuMepe rpada cBszeld. MHpopMaIMOHHBIE KapThl 10 THILY
CYIIHOCTEW MOJIENIN Pa3JIeNstOTCsl Ha OOBEKTHBIE U CyObEeKTHBIE. B cBOIO 0Uepe b THITBI CBSI3eH MEXIY
CYIIHOCTSIMU  ONPEJECNSIOT BO3MOXKHOCTH OTOOpaXEHUs CTPYKTYpHBIX U (PYHKIHMOHAJIBHBIX
B3aUMOJICHCTBUI MEXAy CyObeKTaMH W OOBEKTaMH. BEIIIen3IoKeHHOe NPOMUIIOCTPUPOBAHO Ha
npumepe rpadoB TEPMHUHOB M CBsI3eH MyOJIHMKALMA W KIIOYEBBIX CJIOB JUIA y4eOHOM MUCLUIUIMHBI
«KoMIbIOTepHBIE TpeCTyIUICHH». PaccMOTpeHHbIe KOMOMHALMK CIOCOOOB MOCTPOCHUS M aHAIH3a
MHOOPMALMOHHBIX KapT SBISIFOTCS THIOBBIMH JUIS TPOBEICHUS KapTOrpadHYecKoro aHaimza
OONBIIMHCTBA CETEBBIX CTPYKTYP M MOTYT OBITh UCIOJIB30BAHBI B XOJE PELICHHS LIMPOKOTO CIIEKTpa
3amad B obnactu obecriedeHrss MHPOPMAITHOHHON 0€30IaCHOCTH | 3allIUTH HHPOPMALIHH.

KitoueBsle cioBa: crioco0bl, HHGOPMaMOHHAs KapTa, HaydHas IKoJia, Tpad, MOJIeIb JaHHBIX.

TECHNIQUES FOR CONSTRUCTING AND ANALYSIS OF PROTECTED
CYBERSPACE INFORMATION MAPS

A.L. Serdechnyy

The article discusses typical combinations of techniques for building and analyzing an information
card. In particular, a combination of such techniques is illustrated by the example of bibliometric
networks. The features of the technique implementation for constructing and analyzing information
maps determined by its scale (large, medium and small). One of the feature is an effect of combining
unbound clusters, due to errors of a dimension lowering. Also shows the specifics of the implementation
of techniques associated with using the data model, on the example of the bond graph. Information maps
by type of entity of the model are divided into object and subject maps. In turn, the types of ties between
entities determine the possibilities of displaying structural and functional interactions between the
subjects and objects. The above is illustrated by the example of the graphs of terms and links of
publications and keywords for the educational discipline "Computer crimes". The considered
combinations of methods for building and analyzing information cards are typical for making a
cartographic analysis of most network structures and can be used during solving a wide range of tasks
in the field of information security and information protection

Keywords: techniques, information map, scientific school, graph, data model.
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PACIIO3HABAHME JIUII C UCHIOJIb30BAHUEM HEMPOCETEBBIX TEXHOJIOT Ui
IPU IOCTPOEHUU CUCTEM UH®OPMAIIMOHHOM BE3OITACHOCTH

FO.10. I'pomos, I1.1. Kapaces, FO.A. I'y0ckoB

PacriozHaBaHue Il - 3TO MPOLECC WACHTU(GHUKALUK OJHOTO MM HECKOJbKHX JIOJeH Ha
M300pKCHUAX WIIM BHIEO. DTO BakKHAS YaCTh OMOMETPHUYECKHX CHUCTEM, CHCTEM Oe30IacHOCTH H
HaOMIOZICHUSI, a TAaK)KE CHUCTEM HHACKCAllMKd H300paxkeHuil. B nureparype ObLIM IPEAIOKEHBI
pas3nUyHbIe METO/BI PACIIO3HABAHUS JIUII, TAKHE KaK COOCTBEHHBIE BEKTOPHI, METO/IbI, OCHOBAHHBIEC HA
BBIJICJICHUM MPU3HAKOB, CKPBITAs MOJEIh MapkoBa W METONbI, OCHOBAHHBIC Ha HEHPOHHBIX CETSX.
[epBbic Tpu MeTONa B OCHOBHOM BKIIOYAIOT (ha3y W3BICUCHHS WIH MPEABAPUTEIBHON 00pabOTKH
OOBCKTOB, TECHO CBS3aHHYK C THUIIOM pacro3HaBaeMoro wusoOpaxenus. C Apyrod CTOPOHEI,
TEXHOJIOTHS HCHPOHHBIX CeTeH He TPeOYeT KOHKPETHBIX JAHHBIX O TUIIC H300paXKCHUS, TOITOMY MOXKET
OBITh IPUMEHCHA K JIFOOOMY THUITY U300paXKCHUS U B TO K€ BpeMsi 00CCIIeYHBACT YUY TOYHOCTh. B
JTOW CTaThe ObUIA MPEINPUHATA TMOMBITKA OOBEIUHUTH TEXHOJOTMH HEHPOHHOHN CETH C HEYSTKOU
JIOTUKOW. DKCHEPUMEHTAIBHBIA PE3ylbTaT MOKA3bIBAET, YTO COYCTAHHE OTHX JIBYX METOJOB
obecreynBaeT Jy4IIy0 TOYHOCTh 110 CPABHEHHUIO C IPYTUMH METOJJAMHU, YIIOMSIHYTHIMH BBIIIIE.

KnroueBble ciioBa: pacno3HaBaHKe JIUI, HeWPOHHAS CETh, HEYETKAsl JTOTUKa

FACE RECOGNITION USING NEURAL NETWORK TECHNOLOGIES IN THE
CONSTRUCTION OF INFORMATION SECURITY SYSTEMS

Y.Y. Gromov, P.I. Karasev, Y.A. Gubskov

Face recognition is the process of identifying one or more people in images or videos. It is an
important part of biometric systems, security and surveillance systems, and image indexing systems.
Various face recognition methods have been proposed in the literature, such as: eigenvectors, feature-
based methods, hidden Markov model, and neural network-based methods. The first three methods
mainly include an object extraction or pre-processing phase, closely related to the type of image being
recognized. On the other hand, neural network technology does not require specific data about the image
type, so it can be applied to any type of image and at the same time provides better accuracy. In this
article, an attempt was made to combine neural network technologies with fuzzy logic. The
experimental result shows that the combination of these two methods provides better accuracy compared
to the other methods mentioned above.

Keywords: face recognition, neural network, fuzzy logic.
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MEPCHEKTUBBI IOCTPOEHUSA T'EHEPAJIbHOM KAPTBI 3ALIIUIIIAEMOTI'O
KUBEPITPOCTPAHCTBA

A.JL. Cepaeunblii

B cratee paccMaTpuBaeTCs NMPEACTAaBICHNUE T€HEPATBHOW KapThl KMOEPIPOCTPAHCTBA HA €TO
¢usmueckoM, MHYOPMAITIOHHOM M COILMATBHOM YPOBHAX. [IpIMEHHUTENBHO K (DU3HUECKOMY YPOBHIO
0003HaueHBl JNaHAMAa(TE OIEPaToOpoB, 30H B3AMMOACUCTBHS YCTPOHCTB WHTEPHETAa BeIIEH,
pacrtioyioxxeHust Knoeppu3nIecknux cucteM. B HoMeHKIaTypy JaHamadToB HHPOPMAIHOHHOTO YPOBHS
BKJIIOUCHBL: J[AHHBIE O JIOTMYECKMX MapHIpyTax C YYeTOM pa3IHYHbIX CETEBBIX IPOTOKOJIOB;
JIbTEPHATHBHBIC MPOTOKOJIBI, OPraHM3YIOIIHE paboTy 000COONEHHBIX BUPTYAIBHBIX IMIPOCTPAHCTB;
KapThl COJEP)KUMOT0 MH()OPMALMOHHBIX PECYPCOB, OHTOJOIMI M OaHKOB JaHHBIX. Ha conuanbHOM
YpOBHE OTMeuaeTcsi oOmnne OOBEKTOB C MHOXKECTBEHHBIMH MEKCIIOWHBIMH TEpEeCEeUCHHUIMHU.
PaccmarpuBaloTcss Takke KOOPAMHATHL OOBEKTOB KHOEPIPOCTPAHCTBA 4Yepe3 HACHTU(HUKATOPHI
YPOBHSI, TUIIOBOTO CJIOsI, HA0Opa AaHHBIX, AJITOPUTMA NPOCLUPOBAHHMS CIIOSI, U300paKEHUsI O0BEKTa B
pamkax ciod. Crnou KHOEMpOCTpaHCTBA MpelularaeTcs ONpefeliaTh C YYEeTOM BO3MOXKHOCTH
Macmrtabuposanus. [Ipoekun c10eB KHOEpPIPOCTPAHCTBA MO3BOJIAIOT pacCMaTpUBaTh OJHU H TE JKe
00BEKTHl B Pa3lINYHBIX BapHaHTaX PACIIOJIOKEHUS HA IUIOCKOCTH WM B TPEXMEPHOM MPOCTPAHCTBE.
MacmrabupoBaHue cI0eB KHOEpIpOCTpaHCTBA TO3BOJSIET OPraHU30BBIBATh HAIIPABICHHYIO padoTy ¢
OoNBIIMMM ~ [aHHBIMH. BHHMaHMIO dYHTaTeNdsl NPEUIaraloTcs MHOTOYHCIICHHBIE IPHMEPHI,
WUTIOCTPUPYIOIINE BHIIIEH3IIOKEHHBIE METOJMUECKHE PEKOMCHJAIINH.

KnroueBble cioBa: reHepanbHas KapTa, YPOBHH, WICHTH()HUKATOPBL, CIIOH, OOBEKTHI,
MacimTaOupoBaHKE, TPOEKIIUH.

PROSPECTS FOR BUILDING THE GENERAL MAP OF PROTECTED
CYBERSPACE MAPS

A.L. Serdechnyy

The article discusses the presentation of a general map of cyberspace at its physical, informational
and social levels. With regard to the physical layer, the landscapes of operators, zones of interaction of
IoT devices, and the location of cyber-physical systems are indicated. The nomenclature of information-
level landscapes includes: data on logical routes, taking into account various network protocols;
alternative protocols organizing the work of isolated virtual spaces; content maps of information
resources, ontologies and data banks. At the social level, there is an abundance of objects with multiple
interlayer intersections. The coordinates of objects in cyberspace are also considered through the
identifiers of a level, a typical layer, a dataset, a layer projection algorithm, an object image within a
layer. Cyberspace layers are proposed to be defined taking into account the scalability. Cyberspace layer
projections allow viewing the same objects in different layouts on a plane or in three-dimensional space.
Scaling the layers of cyberspace allows you to organize directed work with big data. The reader is
offered numerous examples illustrating the above guidelines.

Keywords: general map, levels, identifiers, layers, objects, scaling, projections.



DOI10.36622/VSTU.2022.25.1.006
YK 378:004.056.57

COLNUOTEXHUYECKOE TECTUPOBAHHME B YCJIOBUSIX HOAIOTOBKHA
BYAYIIUX CHEIUAIMCTOB COEPBI HTHOOPMAIIMOHHOMU BE3OITACHOCTMU:
ITAIIbI TPOBEJEHUSA U CHEHAPUHN ATAK

3.B. CemenoBa, H.A. MouceeBa, E.B. Toaka4deBa, /I.A. buduk

B craTbe npezcTaBiieH aHAIN3 COBPEMEHHOTO COCTOSIHUSI IIPOOJIEMBI aTaK Ha OCHOBE COLIMAJIbHON
uHKeHepuu. PaccmarpuBaroTcss MeToAbl W cpeiacTBa (OpMHpOBaHMS HMMMYHHTETa K arakam
COLMAIbHOW WH)KCHEpUH BOOOINEe M (UIIMHIOBHIM aTakaM, B YacTHOCTH. [IpoBeaeH aHaim3
COBPEMCHHBIX  TIO/IXO/IOB,  OTP@KAIOIIUX OCHOBHBIE OTalbl M  CLHEHAPUM  IMPOBEICHHUS
COLIMOTEXHNYECKOT0 TECTUPOBAHNSI, @ TAK)KE aHAJIM3 TEPMUHOJIOTHH B 3TO# 001acti. OOOCHOBBIBaeTCS
HEeoOX0IMMOCTb ITPOBEICHNUS COLMOTeXHNIecKuX yueHuit (Social Engineering Penetration Testing) muist
100% cTyneHTOB BBICIINX YYEOHBIX 3aBEACHHH. BbIIBICHBI 0COOCHHOCTH y4eOHOTO Ipolecca,
KOTOpBIC CYIICCTBEHHBIM O0pa3oM BIMSIOT Ha MOATOTOBKY W IPOBEACHHE COLMOTEXHUYECKOTO
TeCTHpOBaHUA. [IpemsIokeHsl TEXHUYECKas M HPOrpaMMHas MHQPACTPYKTYPHl COLHMOTEXHHYECKOTO
tectHpoBaHus. [10ApoOHO OMMKCaHBI AT CLICHAPUEB, KOTOPBIE MPEAIaracTcs peaan3oBaTh B paMKax
COLIMOTEXHUYECKOTO TECTUPOBaHMS. Kpome TOro, NpeacTaBICHBl psiJi OrpaHHYCHHI NPUMEHEHHS
CIIEHapHeB, COBOKYITHOCTh CO3/IaHHBIX CEPBHCOB, OOECIIEYMBAIOIIUX pPEAU3aLHUI0 MPEJIOKESHHBIX
CIICHApUEB COMOTEXHUYCCKOI'O TECTUPOBAHUA U YCJIIOBUA IPOBEACHUA NOATOTOBUTCILHBIX pa60T.

Knrouerbie cnoBa: uapopmanmonHas 6e30macHOCTh, KMOepaTaka, aTaka COIMAIbLHON HHKCHEPUH,
COLIMOTEXHUYECKOE TECTUPOBAHUE, TECTHPOBAHUE HA TPOHUKHOBEHHE B COLIMATIBHYIO HHIKEHEPHIO.

SOCIO-TECHNICAL TESTING UNDER FUTURE INFORMATION SECURITY
SPECIALISTS’ TRAINING: STAGES AND ATTACK SCENARIOS

Z.V. Semenova, N.A. Moiseeva, E.V. Tolkacheva, D.A. Bibik

The article presents the analysis of the current state of the problem of attacks based on social
engineering. Methods and means of forming immunity to social engineering attacks in general and phishing
attacks in particular are considered. The paper presents the analysis of modern approaches reflecting the main
stages and scenarios of conducting socio-technical testing, as well as the analysis of terminology in this area.
The necessity of Social Engineering Penetration Testing for 100% of higher educational institutions students
is justified. The features of the educational process that significantly affect the preparation and conducting
Social Engineering Penetration Testing are described. The technical and software infrastructure of socio-
technical testing is proposed. Five scenarios that are suggested to be implemented within the framework of
socio-technical testing are described in detail. In addition, a number of restrictions on the use of the described
scenarios are presented. The description of the created services that ensure the implementation of the
proposed scenarios of socio-technical testing and the conditions for conducting preparatory work is presented.

Keywords: Information Security, Cyberattack, Social Engineering Attack, Socio-technical Testing,
Social Engineering Penetration Testing.
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KAPTOI'PA®UPOBAHUE KUBEPITPOCTPAHCTBA U 3AIIIUTA HHPOPMALIUHN

A.I'. Ocranenko, A.JI. Cepaeunsiii, C./I. Tpyouusin, [I.A. Hapxos, B.FO. Ocranenko

B cratbe paccMmaTtpuBaercs oOOecI€YeHHE CUTYalMOHHOH OCBEIOMIIEHHOCTH 00 yrposax
6e3omacHocTH HH(OPMALMK M KOMITBIOTEPHBIX aTaKkaxX C MCIOJIb30BAHUEM LIEHTPOB pearupoBaHus Ha
WHIUOCHTEL ¥ HMHQOPMALMOHHBIX KapT, BKJIIOYAs CHTYallMOHHBIE IEHTPHl  YIpaBICHHSA
kubepOe30nacHOCThI0. BrlmeykazaHHas OCBEJOMIICHHOCTh WILTIOCTPHUPYETCS HH(POPMALOHHBIMU
kaptamu APT-rpynnupoBoK, OTpakarolMMU COCTaB KEPTB U 3aMHTEPECOBAHHBIX B HUX aTake CTPOK;
apTeakTl B KOJE BPEIOHOCHOTO HPOrPaMMHOIO OOECIICYECHUs; AaTPHOYLHMIO TPYNIUPOBKU Ha
OCHOBAaHHH ABTOPCKOT'O CTHJIS HAIMCAHHS NMPOTPAMMHBIX CPEICTB Peal3allii KOMIBIOTEPHBIX aTakK.
B oaroii cBA3M mpencraBieHbl oOmMe IUIAHBI MHPOPMAIMOHHBIX KapT Uil pasHooOpasHbix APT-
rpynnupoBok. [Ipu sToM oOcykaaeTcs NpOTUBOAEHUCTBHE KHUOEPHPECTYIMHOCTH C HCIOJIb30BaHUEM
nHpOpManMOHHBIX KapT. OOcyxkmaeTcss aHanW3 (UHAHCOBBIX OIEPAalNil 3TOYMBIIUICHHHKOB B
BUPTYaIFHOM IIPOCTPAHCTBE 3a CYET HCIOJIB30BaHHs KpunToBamoT. Ha mpumepax Blockchain u
Bitcoin-TpaH3akuuii paccMaTpuBaeTCs ONpelelieHHe NPUHAIJISKHOCTH KpHUNTOKOmenbkoB. C
NOMOIIBI0 rpada CBs3el WUTIOCTPUPYIOTCS BBINICYNOMSHYTBIC TpaH3akUuu. lIpemnaraercs Takke
aHAJIM3 BPEIOHOCHOIO MPOrpaMMHOr0 oOeclieyeHHs Kak HHCTpyMeHTa Kubeparak. B aToil cBs3m
paccmarpuBaercsi UHQOpMaLMOHHAsI KapTa CBs3eil CIIOCOOOB peann3allii KOMITBIOTEPHBIX aTak M
00BEKTOB BOSﬂeﬁCTBHﬂ, IMOCTPOCHHAsd Ha OCHOBAHWU OHTOJIOT'UH.

KiroueBple  croBa:  CHTyalMOHHAas  OCBEJIOMIICHHOCTb,  MH(GOpPMalMOHHAs  KapTa,
krOep0Oe30MmacHOCTh, KPUNTOBAIOTA, TPAH3AKIIUU.

CYBERSPACE MAPPING AND INFORMATION PROTECTION

A.G. Ostapenko, A.L. Serdechnyy, S.D. Trubitsyn, D.A. Narkhov, V.Yu. Ostapenko

The article discusses the provision of situational awareness of information security threats and
computer attacks using incident response centers and information maps, including situational
cybersecurity control centers. The aforementioned awareness is illustrated by information maps of the
ART groups, reflecting: the composition of the victims and those interested in them in the attack of
strings; artifacts in the code of malicious software; attribution of a grouping based on the author's style
of writing software for implementing computer attacks. In this regard, general plans of information
cards for various ART groups are presented. At the same time, countering cybercrime using information
cards is discussed. The analysis of financial transactions of cybercriminals in the virtual space through
the use of cryptocurrencies is discussed. Using the examples of Blockchain and Bitcoin transactions, he
considers the determination of the ownership of crypto wallets. With the help of a link graph, the above
transactions are illustrated. Analysis of malware as a cyber attack tool is also proposed. In this regard,
an information map of connections between methods of implementing computer attacks and objects of
influence, built on the basis of an ontology, is considered.

Keywords: situational awareness, information map, cybersecurity, cryptocurrency, transactions.
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METO/bI OBPABOTKH JAHHBIX B CHCTEMAX UTH®OPMAIIMOHHOM
BE30OITACHOCTHU IIPH OPTAHU3AIIMA YMHOI'O BUAEOHABJIIOJAEHUSA

10.10. I'pomos, I1.U. Kapaces, }0.A. I'yockos, B.O. KoTiokoBa

B Hae Bpems BHACOHAOIIOICHUE SBISIETCS HEOOXOIMMOM YaCThIO CHCTEM, KOTOPBIC MOBBIILIAIOT
YPOBEHb o0OecreueHns] 6e30IacHOCTH TEPPUTOPHUH, UMYIIECTBA, NMEPCOHAIBHBIX JAHHBIX U B LEJIOM
obecreunBaer Oe3zomacHOCTs Ou3Heca. Pacrmo3sHaBanme o00pa3oB Ha H300pakeHHMH C KaMep
BU/ICOHAOIIOICHUS TTIOMOTAl0T aBTOMAaTH3UPOBATh JIaHHBIN mporiecc. OCHOBHAs LieJIb pacliO3HaBaHMUs
00pa3oB COCTOMT B TOM, 4YTOObI aBTOMAaTWYECKH aHAIM3UPOBAaTh HM300paKEHHWE C Kamep
BU/ICOHAOIIONICHUS. U M3BJIEKAaTh M3 HUX HEOOXOoAMMYIO MH(pOpMainioo. MHOXECTBO METOJOB OBLIO
pa3paboTaHo Juisi OOJBIIOTO KOJMYECTBA CHCTEM, OCOOEHHO Uil CTATHYECKOTO pPacIo3HaBaHHS
o6pazoB. [lockonbky uH(OpManus 0 MHOTHX Hpoleccax MOXET ObITh He pa3oOpaHa B TedeHHE
MPOJIOJDKUTENIFHOTO TIEPHOJIa BPEMEHH, JUIsl PELICHUsI 3TOW 3aJa4l MOKET OBITh NPHUMEHEH HEYEeTKUI
noxxon. B oToit pabore Oymer peaiam3oBaH HEYETKMH IMOAXOX K METOJaM ONTHUMH3ALUH B
pacIo3HaBaHUHM ¢ N300paXkeHUs BUICOKaMep. B HeM Oyner mokasaHa HeyeTKasi MOJIEeNb KJIacTepHU3aluy
JNaHHBIX W M3BICYCHHS IPH3HAKOB, KOTOpas HAWIy4IIUM o0O0pa3soM MOIXOAUT IJs mpolecca
pacro3HaBaHUs OOBEKTOB Ha HM300paXCHHH, B YCJIOBHSAX IUIOXOH OCBEHICHHOCTH HWJIM NOMEX Ha
N300paKCHHN.

KiroueBrbie ciioBa: HeyeTKast KIacTepH3alys, BUACOHAOIIOICHIE, HeUeTKas JIOTHKa

DATA PROCESSING METHODS IN INFORMATION SECURITY SYSTEMS IN
ORGANIZING SMART VIDEO SURVEILLANCE

Y.Y. Gromov, P.I. Karasev, Y.A. Gubskov, V.O. Kotyukova

Today, video surveillance is a necessary part of systems that increase the level of security of the
territory, property, personal data and, in general, ensures business security. Pattern recognition on the
image from CCTV cameras helps to automate this process. The main goal of pattern recognition is to
automatically analyze the image from CCTV cameras and extract the necessary information from them.
Many methods have been developed for a large number of systems, especially for static pattern
recognition. Since information about many processes may not be parsed for a long period of time, a
fuzzy approach can be applied to solve this problem. In this work, a fuzzy approach to optimization
methods in video camera image recognition will be implemented. It will show a fuzzy data clustering
and feature extraction model that is best suited for the process of recognizing objects in an image, under
conditions of poor lighting or noise in the image.

Keywords: fuzzy clustering, video surveillance, fuzzy logic.
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KAPTOI'PA®UPOBAHUE KUBEPITPOCTPAHCTBA U OBECIIEYEHHUE
NH®OPMAIIMOHHON BE3OITACHOCTH

A.I'. Ocranenko, A.JI. Cepaeunsniii, C.J{. Tpyounsin, /[.A. Hapxos, B.IO. OcTranenko

B crarbe npuBeeHbI IPUMEpPHI 33184 o0ecriedeHrss HHPOPMAIIMOHHOHN 0€30MaCHOCTH, PeLIaeMbIX
C UCMONb30BaHMEM HWH(POpMANMOHHBIX KapT. McciaeayroTcs 9ieMeHThl  HH(POPMAIMOHHOTO
NPOTUBOOOPCTBA B KOHTEKCTAaX pPACHPOCTpaHEHHS WH(POPMAIMOHHON TMOBECTKH, BBITOJHOMN
pacnpoCTpaHUTeNo, U OJOKMPOBaHUS HH(POPMAIMOHHOTO BIHSHUS MPOTUBHHKA. B 3To#l CBs3M
MpE/ICTaBICHBl CBEJACHUS 00 HHOOPMALMOHHOW KapTe OOMEHa KOHTEHTOM MEXAy KPYIMHBIMU
Cpe/ICTBAMHU MacCOBO# HHPOPMAIIHH, a TAK)KE IEMOHCTPUPYETCs caMa KapTa JaHHoro oomeHa. B csere
MPOTHBOACUCTBHSI  PACHPOCTPAHCHUIO JECCTPYKTUBHOTO KOHTCHTA MPUBEACHBI CBEICHHUS 00
HHPOPMAMOHHON KapTe MU(QPYy3Un JAHHOTO KOHTCHTA B COOOIIECTBAX CIUHOW TEMATHKH, a TAKXKe
CBEJICHUS O Crmoco0ax pealu3aliil  KOHTCHT-aTaK, HCHoNb3yeMbiXx APT-rpynmupoBkamu.
Pa3pabotanHyro MH()OPMAIMOHHYIO KapTy MpeIaracTcs MCIOIb30BAaTh IS aHANIHW3a IMHAMHUKU
mpoliecca PaclpoCTPaHEHUsI KOHTCHTOB BHYTPH COOOIIECTB, B TOM YHCIIC W JUIsi pacueTa PUCKOB
quddy3un AeCTpyKTUBHOTO KOHTEHTA. PaccMmarpuBaercsl Takke obOecredeHue WH(OPMAIMOHHO-
MICUXOJIOTHYECKOH 6e30MacHOCTH (B BUPTYaJIbHBIX CpPE/iaX) C MOMOIIBIO HHPOPMAIIMOHHBIX KapT. J[is
npuMepa, aHajau3y ObUTH IOJBEPXKEHBI MY3bIKAbHBIC MPEMOYTeHUs. B 3Tol CBA3UM MOCTpOEHa
uH(popMaMOHHAsT KapTa, OCHOBAaHHAS HAa JAaHHBIX cepBuca «SIHaekc.My3bikay, a TaKKe ONpeeICHbI
npoduII My3bIKAIBHBIX TPESIIOYTCHUIA.

KnroueBbie crnoBa: uHGOpMAIMOHHAS KapTa, CBEJICHHS, KOHTCHT, COOOIIECTRA, MPEANOYTCHHS,
0€30IaCHOCTb.

CYBERSPACE MAPPING AND INFORMATION SECURITY

A.G. Ostapenko, A.L. Serdechnyy, S.D. Trubitsyn, D.A. Narkhov, V.Yu. Ostapenko

The article provides examples of information security tasks that can be solved using information
cards. The article examines the elements of information warfare in the context of the dissemination of
the information agenda, beneficial to the distributor, and blocking the information influence of the
adversary. In this regard, information about the information card for the exchange of content between
major media is presented, and the card of this exchange itself is also shown. In the light of countering
the spread of destructive content, information is provided on the information map of the diffusion of
this content in communities of a single topic, as well as information on the methods of implementing
content attacks used by ART groups. The developed information map is proposed to be used to analyze
the dynamics of the content distribution process within communities, including for calculating the risks
of diffusion of destructive content. Providing informational and psychological security (in virtual
environments) with the help of information cards is also considered. For example, musical preferences
were analyzed. In this regard, an information map based on data from the Yandex.Music service has
been drawn up, and profiles of musical preferences have been determined.

Keywords: information card, information, content, communities, preferences, security.
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HUCITOJIB3OBAHUE METOJA AYTEHTHYHOI'O HIM®POBAHUA
JJIAA HOBBIIWEHUSA 3AHIMINEHHOCTHU OBJTAYHOTI'O XPAHUJINIIA JAHHBIX

O.B. Tpyouenko, B.B. ®uaunos, I1.U. Kapaces, /[.A. I'o;10BUeHKO

AyTteHTHuHOe mHU(ppPOBaHHUA (KOrAa IPOBOJUTCS OXHOBPEMEHHOC BBIIOJHEHHE (GYHKLIUH
mmdpoBaHUSA W B3aMMO3aBHCHMOCTEH) IpeHa3HaueHo mis obecnedeHHWs KOH(HUICHINAIFHOCTH,
KOHTPOJIS LIETIOCTHOCTH U JOCTOBEPHOCTH TaHHBIX. CTOPOHBI, KOTOPBIE MMEIOT OOLIHE KIIFOYH, MOTYT
OpraHu30BaTh HE TONBKO MIM(PPOBAHHBII OOMEH COOOLIEHHWSMH, HO ¥ OCYLIECTBILTH KOHTPOJIb
IeJIOCTHOCTH ITyTeM J00aBIICHHS HMHTOBCTABOK 1O COOOLICHHMS, YTO ITO3BOJIIET yOXKaThCs B IIPHEME
JIOCTOBEPHOTO  COOOMICHMS.  AYTEHTHYHOE  IIHU(QpOBaHHE  O0ECHEeYHnBacT  OINpPECICHHYIO
(YHKIIMOHAJIBHYIO HUTH: KIIOYM MOTYT OOHOBJATBCS B Tporecce 00pabOTKM JaHHBIX; €CTh
BO3MOXKHOCTb HIM(POBATh TOJBKO OTJEJBHBIE YacTH COOOIICHHUS MM YepeloBaTh IMU(POBaHHBIE U
OTKpBITBIE COOOIIEHHSI; UMHUTOBCTABKH MOT'YT OTCYTCTBOBaTh WJIHM, HA00OPOT, CIIy4yaThCsi HECKOIBKO
pa3. IlperMyIIeCTBEHHO aJIrOpUTMBbl AayTEHTUYHOTO IH(pOBaHMs CTPOST Ha Oaze OJIOYHBIX
KPHUIITOCHCTEM, HEKOTOpBIE U3 HUX CUMYJIMPYIOT KJIACCHYECKHH MOAXOM, UCKII0Yasi UCIOJIb30BaHHE
JBYX KIIFOYEH, IPYTUE SBISIFOTCS OPUTUHAIBEHBIMU KOHCTPYKIUSMU.

KiroueBsle cnoBa: mmppoBaHHe, 3allMINCHHOCTh, OOJayHOe XpaHWIHUINE, AyTCHTUYHOE
mmdpoBaHUE.

USING THE AUTHENTIC ENCRYPTION METHOD TO INCREASE
THE SECURITY OF CLOUD DATA STORAGE

0O.V. Trubienko, V.V. Filinov, P.I. Karasev, D.A. Golovchenko

Authentic encryption (the simultaneous execution of encryption functions and mutual
dependencies is carried out) is designed to ensure confidentiality, control the integrity and reliability of
data. The parties who have shared keys can organize not only an encrypted message exchange, but also
carry out integrity control by adding imits before the message, which allows you to make sure that a
reliable message is received. Authentic encryption provides a certain functional thread: keys can be
updated during data processing; it is possible to encrypt only individual parts of the message or alternate
encrypted and open messages; there may be no extensions or, conversely, occur several times. Mostly
authentic encryption algorithms are built on the basis of block cryptosystems: some of them simulate
the classical approach, excluding the use of two keys, others are original designs.

Keywords: encryption, security, cloud storage, authentic encryption.
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AHAJIN3 YT'PO3 UH®OPMAIIMOHHOM BE3OINACHOCTH,
CBSA3AHHBIX C ATAKAMMU HA LEIIN TIOCTABOK

C.C. Kyauxkos, B.!. beronoxkun, H.A. FOwokun

B nanHO# cTaThe MpEICTaBICH aHAIHW3 yrpo3 HH(OOPMAIMOHHON 0e30MIaCHOCTH, CBSI3aHHBIX C
aTakaMH Ha IETIH IIOCTABOK, KOTOPBIE MOTYT HCIIOJIB30BATHCS UIS HAapYIICHHS WH(POPMAIMOHHOMN
6e30macHOCTH OpraHM3aly 0e3 MPSAMBIX BO3ACHCTBHII Ha ee MH(POPMANNOHHO-TEXHOJIOTHIECKYIO
HHPpacTpyKTypy. B KOHTekcTe WH(POPMALMOHHOW OE30MaCHOCTH, aTraka Ha IeMb IOCTaBKH
MpEAIoaraeT NeJICHANPABICHHbIEC 3JI0yMBIIIJICHHBIE BO3ACHCTBUS HA aKTHUBBI IOCTABIINKA C LENBIO
MOCTIEIYIOMIET0 HapyIIeHUsI HHPOPMAINOHHONW 0€30IacHOCTH MOTPEOUTENI. DTOT THI aTaK CETOIHS
npuobperaer 0co0yl0 aKTyaJIbHOCTh Kak HanOonee 3(h(EeKTHBHBIH Cpely BCEr0 MHOMKECTBa YIpo3
nHQOpMAaMOHHOM  0e30macHOCTH  BBHJY  HPUHLUIIMAIBHBIX  OCOOCHHOCTEH, CYIIECTBEHHO
3aTPYIHSIONIMX MPOTUBOAEHCTBUE HM: BO3MOMKHOCTH 3JIOYMBIIUICHHHMKA IO BBIOOpY Haumbojee
HE3alMIIEHHOTO »JJIeMEHTa Uil aTakd, HEeOOXOJMMOCTb KOOpJAMHAIMM JIEHCTBUH HECKOJIBKUX
OpPraHMU3aliMOHHBIX CTPYKTYD IAJIA HpOTI/IBO}ICI‘/’ICTBI/Iﬂ TaKuUM aTakaM, YCTpaHCHUA HOCHG}ICTBI/Iﬁ OT ux
peanu3anuy W paccieJOBaHMsA WX NpUYMH. TakkKe MPHBEINCH aHAJIN3 HAYYHOW, METOAWYECKON H
TEXHUYECKOH JIMTEpaTyphl, OIMWCHIBAIONICH CIIEHAPHMHM W3BECTHBIX aTaK Ha [ENH IOCTaBOK
MPOTPAaMMHOT'0 U allllapaTHOTO 00eCIIeYCHUS.

Kirouessle cioBa: yrpo3sl MHOOPMAMOHHOW 0€30MacHOCTH, LM MOCTABOK, aTakd Ha LETH
MIOCTABOK, PUCKH NH(OpMAMOHHOH 6e30nacHOCTH

ANALYSIS OF INFORMATION SECURITY THREATS,
ASSOCIATED WITH SUPPLY CHAIN ATTACKS

S.S. Kulikov, V.I. Belonozhkin, N.A. Yuyukin

This article presents an analysis of information security threats associated with attacks on the
supply chain, which can be used to violate the information security of an organization without direct
impacts on its information technology infrastructure. In the context of information security, an attack
on the supply chain involves targeted malicious impacts on the supplier's assets with the aim of further
violating the consumer's information security. This type of attacks is becoming particularly relevant
today as the most effective among all the many threats to information security due to the fundamental
features that significantly complicate countering them: the possibility of choosing the most unprotected
element of the chain for an attack, the need to coordinate the actions of several organizational structures
to counter such attacks, eliminate the consequences of their implementation and investigate their causes.
The analysis of scientific, methodological and technical literature describing scenarios of known attacks
on the supply chain of software and hardware is also given.

Keywords: information security threats, supply chains, supply chain attacks, information security
risks.
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MOJEJIb AJAOTHBHOI'O KOHTPOJIA CUCTEMbI OBHAPYIKEHUA,
NPEAYIIPEXJAEHUA U IMKBUIALIMU ITOCJIEACTBUHN
KOMIIBIOTEPHBIX ATAK

C.A. KonoBajienko

B memsax nosblmeHust 3G(eKTHBHOCTH CUCTEMBI OOHAPYKEHHsI, TPEAYNPEKICHUS U JIMKBUIAIMU
nociezcTBui koMnbtoTepHbIx atak (COIIKA) B crathe paspaboTaHa MoeNb aJallTUBHOTO KOHTPOJS e
CTPYKTYpHBIX 3nieMeHTOB. [IpoBeneHa mocnenoBaTenbHasi MHOTOdTAaNHAs —NPOLEAypa  ajanTaluu
HCCIIelyeMoro — mporiecca, oOecreurBaromas BO3MOXKHOCT  KoHTpoisi rereporeHHoil  COITKA,
9KCIUTYaTHPYEMOH B YCIIOBHUSIX YacTO MOSBIISIOLIUXCS (PaKTOB HEYCTOMUMBBIX CETEBBIX B3aHMOJICHCTBHIA C
CHCTEMOH aJIaNTHBHOTO KOHTPOJIS, C MHHUMAIBHBIM YPOBHEM pacxojia ONEpalMOHHBIX PECYpPCOB BCEX
BUI0B. ONpeenieHo MHOXKECTBO (DYHKIHH, peaTi3yeMbIX CHCTEMOH aIallTHBHOTO KOHTPOJIS TETEPOTeHHOM
COITKA v mo3BOJISIOMNX HEUTPATH30BaTh YTPO36I OE30MIaCHOCTH MH(OPMAIINH, CBSI3aHHBIE ¢ TIOAMECHON
€e CTPYKTYPHBIX JJIEMEHTOB, OOECIEYNTh KOHTPOIb €€ MOOMIBHBIX CTPYKTYPHBIX 3JIEMEHTOB, CHH3UTh
PECYpPCOEMKOCTb, BO3MOXKHYIO HM30BITOYHOCTE M MEPY HEONPENCNCHHOCTH PE3YIbTaTOB aNallTHBHOTO
KOHTPOJSA, a TaKKe MOBBICUTH HX IOCTOBEPHOCTh M WH(popMaTHBHOCTh. Pa3paboTaHa CTPYKTYpHO-
(hyHKIMOHATIBHASI MOJICITh IalITUBHOTO KOHTPOJIs rereporeHHoit COITKA, onuchiBarommas HTepaioHHbIN
nporecc cBoero (YHKUMOHHPOBaHHMS W OOJerdaromiass BO3MOXKHOCTD IPAaKTUYECKOH —peann3aiuu
npeaimaraMblX HAYYHO-TEXHUYCCKUX pemeHMﬁ, TMO3BOJIAIOIUX JOCTUYb CHUHEPIECTUYCCKOTO 3(b(beKTa
MOCPE/ICTBOM 33JIaHUsI MIOCJIE0BATENIbHOCTH PEATM3AlMK CYILIECTBYIOIINX METOZOB KOHTPOJSI C Y4ETOM
Pa3IMUHBIX YCIOBHI SKcIuTyaTanuu rereporenHoit COITKA.

KiroueBble ciioBa: aJJanTHBHBIA KOHTPOJIb, CUCTEMa OOHAPYKEHHUS, IPELYIPERICHNS U JIMKBUIAIIAH
TIOCJIE/ICTBHI KOMIIBIOTEPHBIX aTakK.

MODEL OF ADAPTIVE CONTROL OF A SYSTEM OF DETECTING, PREVENTING AND
ELIMINATING THE CONSEQUENCES OF COMPUTER ATTACKS

S.A. Konovalenko

In order to improve the efficiency of the system for detecting, preventing and eliminating the
consequences of computer attacks (SOPKA), the article has developed a model for adaptive control of its
structural elements. A sequential multi-stage procedure for adapting the process under study has been carried
out, which provides the ability to control a heterogencous SOPKA, operated in conditions of frequent
occurrences of unstable network interactions with the adaptive control system, with a minimum level of
consumption of all types of operating resources. The set of functions implemented by the adaptive control
system of heterogeneous SOPKA and allowing to neutralize threats to information security associated with
the substitution of its structural elements, to ensure control of its mobile structural elements, to reduce
resource consumption, possible redundancy and uncertainty of the results of adaptive control, and also to
increase their reliability and information content have been determined. A structural and functional model of
adaptive control of a heterogeneous SOPKA has been developed, which describes the iterative process of its
functioning and facilitates the possibility of practical implementation of the proposed scientific and technical
solutions that allowing to achieve a synergistic effect by setting a sequence for the implementation of existing
control methods, taking into account various operating conditions of a heterogeneous SOPKA.

Key words: adaptive control, a system of detecting, preventing and eliminating the consequences of
computer attacks.
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CIHEOUAJIMTET «MH®OPMAIIMOHHAS BE3OITACHOCTDb»:
KPATKHE HAYYHO-METOANYECKHUE PEKOMEHJIALIMHA 110 BBIITIOJIHEHUIO
KYPCOBOI'O 3AJAHUA JJIA JUCHUIIJIMHBI «BBEAEHUE B CIIEHUAJIBHOCTDb»

K.A. Pazunkun, B.H. Kocrposa, B.M. IIutoaun, H.M. JlanTioxos, /[.A. Hapxos

PaccmatpuBaroTCsi Hay4HO-METOANYCCKHE PEKOMEHIAIMHU, MOJE3HbIC ISl TIEPBOKYPCHHUKOB B
paMKax BBIMOJHEHHS WMH WHAMBHIYaJbHBIX KYPCOBBIX 3aJaHuil mo mucHuIuiHHe «BBemeHue B
CrenHanbHOCTE). CUHTas HMCKIIOYUTENBHO TOJIC3HBIM OCBOCHHE CTYICHTAMH METOJOJNIOTHH PHUCK-
MOHHUTOPHHIA MOMYJSIPHBIX HHTEPHET-PECYPCOB, ABTOPBI MPEIIAral0T MOAXOAbl K MOCTAHOBKE
COOTBETCTBYIOIIHX 3a][a4, CIIOCOOOB HX PEIICHUS U CTPYKTYPHU3ALMU KypcoBOi paboTel. OpueHTaIHs
Ha aKTyaJlbHbIC MPOTPaMMHBIC CPEACTBA OTKPHIBACT MEPCIEKTUBBI IS KAXKAOTO MEPBOKYPCHHKA U
BBIMTyCKAIOIeH Ka(eapsl B LEJIOM MOMYYCHHUsS eMKHX, aKTyaJbHbIX U HAYYHO-TEXHHYCCKU 3HAYUMBIX
pe3yJibTaTOB O COLMO-WH(POPMAIMOHHBIX pPHCKaX, MOPOXKAAEMbIX B HWHTEpHET-pecypcax Mpu
pacnpocTpaHeHUH U BOCIIPUATHH KOHTEHTOB € IPU3HAKAMU JISCTPYKTHBHOCTH. PaboTa opueHTHpOBaHa
Ha crenuansHocTh rpymibl «MHdopmannonuas 6e3omacHoCThY. [Ipeanoxenus, chopMyIHupOBaHHBIE
B HEll, YYUTHIBAIOT OIBIT MOJrOTOBKM M 3al[UThl KYpPCOBBIX pabOT IO BBIICYKA3aHHBIM
CIICHHUAJIBHOCTSAM, CIIOKUBIINNICS B BOpOHe)KCKOM ToCyaAapCTBEHHOM TEXHUYCCKOM YHUBCPCUTCTC.
CTpeMuTeNIbHOEC HapacTaHHE MHOXKECTBA M OMACHOCTH HH()OPMAIMOHHBIX PHCKOB, MOPOKIAEMBIX
PEBOJIOIMOHHON 1M(POBOH TpaHchopMaIMell JIUIHOCTH, OOIIECTBA U IOCYIApCTBa, 00YCIaBINBACT
MPAaKTUYECKYI0 AaKTYaJIbHOCTh HAayYHO-METOJUUYECKHUX PEKOMEHJAIMM HacTosmed paboTsl Amst
CTyZIeHTOB HamnpasieHus «HpopmaoHHas 6€301acHOCTbY.

KitoueBble C0Ba: KOHTCHT, PHCK, YIPO3bl, AHATUTHYCCKAsl OIEHKA, OOBEKT M TMpeaMeT
MCCIIE/IOBaHMUS, IPOTUBOPEUHSI, PE3YIIbTATHI.

SPECIALTY "INFORMATION SECURITY": BRIEF SCIENTIFIC
AND METHODOLOGICAL RECOMMENDATIONS

FOR THE IMPLEMENTATION OF THE COURSE ASSIGNMENT

FOR THE DISCIPLINE "INTRODUCTION TO THE SPECIALTY"

K.A. Razinkin, V.N. Kostrova, V.M. Pitolin, N.M. Lantyukhov, D.A. Narhov

Scientific and methodological recommendations useful for first-year students in the framework of
their individual course assignments in the discipline "Introduction to the specialty" are considered.
Considering it extremely useful for students to master the methodology of risk monitoring of popular
Internet resources, the authors propose approaches to setting appropriate tasks, ways to solve them and
structuring course work. Orientation to current software tools opens up prospects for each freshman and
the graduating department as a whole to obtain capacious, relevant and scientifically and technically
significant results on socio-informational risks generated in Internet resources when distributing and
perceiving content with signs of destructiveness. The work is focused on the specialties of the
Information Security group. The proposals formulated in it take into account the experience of preparing
and defending term papers in the above-mentioned specialties that has developed at the Voronezh State
Technical University. The rapid increase in the multitude and danger of information risks generated by
the revolutionary digital transformation of the individual, society and the state determines the practical
relevance of the scientific and methodological recommendations of this work for students of the
direction "Information Security".

Keywords: content, risk, threats, analytical assessment, object and subject of research,
contradictions, results.



