DOI10.36622/VSTU.2021.24.1.001
YK 004.415.538

BBIABJIEHUE JECTPYKTUBHOI'O KOHTEHTA B COIIMAJIBHbBIX ME/IUA
HA OCHOBE MOJIEJIEM MAIIIMHHOT' O OBYUYEHUA

B.A. Munaes, A./l. PeopoBa, A.B. CumonoB

B crartee 0OCyXIaroTcsi MOIENH KIACCH(HUKANNH TEKCTOBOTO KOHTEHTA M METOJIBI €Tro
IpeBapUTEIbHON 00pabOTKM C IENbI0 BBIABICHUS NECTPYKTHBHBIX BO3ACHCTBHH B COIMAIBHBIX
menua. IlokazaHO, YTO OCHOBHBIM HCTOYHHKOM JECTPYKTMBHOTO KOHTEHTa BBICTYHAaeT Hpo(miIb
MOJTB30BATENICH, XapaKTEpU3YIOUIMHCS HAO0OpPOM JMYHBIM JAHHBIX, COJEPKAHHEM IyOJIHKAIlUH,
mapamMeTpamMu CcooOIecTBa, aKKayHTOB CETH, COOOMmEeHHWH M 4aToB. ['0BOpHTCS 00 aKTyalbHOCTH
aBTOMATH3MPOBAaHHOTO cOOpa W aHaiW3a [JaHHBIX C TIOMOINBI0 MOJENEH MpEeNeNeHTHOTO ¢
JIeTlyKTUBHOTO 00yueHus1. PaccMaTpuBaloTCst UX OCHOBHBIE Pa3HOBHIHOCTH U 3a1a4H, pelIaeMble Ha UX
OCHOBE, BKJIIOYAIOIINE IPOTHO3UPOBAHUE U TUIIOJOTU3AIMIO B ACIEKTe IECTPYKTUBHOTO COAEPIKAHUS
TEKCTOB, CHIDKCHHE Pa3sMEpPHOCTH NMPHU3HAKOB UX omMcaHus. VcciaenoBaHbl U MPUMEHEHb OCHOBHBIE
Mmetonsl Bekropusauuu Tekcro: Bag of Words, TF IDF, Word2vec. Ha npaktnueckux koprycax
TEKCTOB U3 couuanbHON cetn BKoHTakTe pelieHsl 3a1aun BBIABICHHUSA JECTPYKTHBHOI'O KOHTEHTA,
CBSI3aHHOTO C PaJUKalbHBIM HcaaMoM. I1oka3aHo, 4TO ¢ MOMOIBIO TPUMEHEHHBIX MOJENEN U METOIOB
BCE TEKCTHI, BKIIIOYAIOIIHE ASCTPYKTUBHBIA KOHTEHT, Kaccu(puunupoBans! BepHo. Hanbonee BbICOKyIO
toyHocTh (0,97) mpu pemieHuu 3a7ady paclio3HABAHUS JECTPYKTUBHOTO KOHTEHTA JAeT CHCTEMHAs
MHTETpaLysl alroputMa Bekropusanun Bag of Words, MeTosa riaBHBIX KOMIOHEHT AJISI CHYDKEHHS
MPOCTPAHCTBA MPHU3HAKOB OMHMCAHUS TEKCTOB U JIOTHCTUYECKOI PErpeCcCHU MM CITy4ailHOTo Jeca Kak
mozaenelr oOydeHus. CpenaH BBIBOJ, 4YTO HAOOpBl [aHHBIX, HMMCIONINE CBA3b C HCIAMCKHM
pafuKaIu3MOM, XapaKTepU3yI0TCs JOCTATOYHO YeTKUMHU IPU3HAKaMH, KOTOPBIE XOPOIIO BEIYUCIISIEMbI
C TMOMOIIBIO COBPEMEHHBIX MOJIeJIeld, METOIOB U aITOPUTMOB, U MOTYT 3((EKTUBHO MPUMEHSTHCS IS
ABTOMATH3MPOBAHHOW KJIaCCHU(UKAIMH TEKCTOBBIX MACCHBOB C LIEJBIO BBISBICHUS HX JIECTPYKTHBHOU
HaIPaBJICHHOCTU. Pa3BuTue HampaBiieHHs, IPEICTABICHHOTO B CTaTbe, CBSA3aHO C YBEIUYCHHEM
HCCIIelyeMbIX KOPILyCOB JOKYMEHTOB, Oojiee NETaJbHBIM aHAJIM30M TEKCTOB HAa OCHOBE CIIOXKHBIX
MOJIEJIEH pacno3HaBaHMs JIATCHTHOW 9KCTPEMUCTCKOM IIPOIIaraHjibl, B TOM YUCJIE — IPEICTABICHHON B
(oto, ayamo- u BuEeopopmarax.

KiroueBble cnoBa: IeCTPYKTHBHBIA TEKCTOBBIA KOHTEHT, HCIAMCKHI paJgUKalN3M, COLUAIBHBIE
Meua, paclo3HaBaHHe HETaTHBHOTO MH(OPMALMOHHOTO BO3JICHCTBHS, MOAEIb MAIIMHHOTO OOyYEHUSL.

DETECTION DESTRUCTIVE CONTENT IN SOCIAL MEDIA BASED ON MACHINE
LEARNING MODELS
V.A. Minaev, A.D. Rebrova, A.V. Simonov

The article discusses models of classification of text content and methods of its pre-processing in
order to identify destructive influences in social media. It is shown that the main source of destructive
content is the user profile, which is characterized by a set of personal data, the content of publications,
community parameters, network accounts, messages and chats. Automated data collection and analysis
using case-based and deductive learning models is discussed. We consider their main varieties and the
tasks solved on their basis, including forecasting and typology in the aspect of the destructive content
of texts, reducing the dimension of the features of their description. The main methods of text
vectorization are investigated and applied: Bag of Words, TF_IDF, Word2vec. The tasks of identifying
destructive content related to Islamic radicalism are solved on the practical corpus of texts from the
social network VKontakte. It is shown that using the applied models and methods, all texts that include
destructive content are classified correctly. The highest accuracy (0.97) in solving the problem of
recognizing destructive content is provided by the system integration of the Bag of Words vectorization
algorithm, the principal component method for reducing the feature space of text descriptions, and
logistic regression or random forest as learning models. It is concluded that the data sets associated with
Islamic radicalism are characterized by sufficiently clear features that are well calculated using modern
models, methods and algorithms, and can be effectively used for automated classification of text arrays
in order to identify their destructive orientation. The development of the direction presented in the article
is associated with an increase in the studied corpus of documents, a more detailed analysis of texts based
on complex models for recognizing latent extremist propaganda, including those presented in photo,
audio and video formats.

Keywords: destructive text content, Islamic radicalism, social media, recognition of negative
information impact, machine learning model.
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OCOBEHHOCTHU PASMEIIEHUSA BA3 IIEPCOHAJIBHBIX JAHHbBIX
WH®OPMAIIMOHHBIX CUCTEM HAYYHO-OBPA3OBATEJBHBIX YUPEXKJIEHAM

ILIO. Ilymxun

B crathe mpoBeneH aHamM3 HOPMATHBHBIX AKTOB II0 OpPraHM3alMM OOpabOTKM W 3aInuTe
MIEPCOHATBHBIX JaHHBIX Ha MPEAMET pa3MEIIeHHs 0a3 AaHHbBIX, HCIIOJIB3YEMBIX B HH()OPMAIMOHHBIX
CHUCTeMaX pPOCCHHMCKHX YyUYpeXIeHHH HaydHO-oOpazoBaTenmbHOM cdeper. C 2015 roma
3aKOHOMATEeNHCTBOM Poccuifckoit ®emepannm ompeneneHa HEOOXOAUMOCTh pa3MeIlieHus 0a3
MEPCOHATBHBIX JaHHBIX Ha TEPPUTOpPHH Hameill crpaHbl. OZHAaKO €CTh CIydau, KOTJa XpaHEHHE
MEPCOHATBHBIX JaHHBIX BO3MOJXKHO M 3a IpelellaMu Hamied cTpaHel. B pabore paccMOTpeHBI Takne
UCKIIIOYEHHS, NPUMEHUMBIE K cepe NesATeNbHOCTH Hay4dyHO-0Opa3oBaTeNbHBIX YupexiaeHuid. Ha
OCHOBE aBTOMAaTH3MPOBAHHOI'O aHANM3a peecTpa ONEepPaTOPOB IMEPCOHAIBHBIX IAHHBIX ONPEAEIECHO
COOTHOILIEHHE BBICHIMX YUEOHBIX 3aBeJCHHUH, MPeJCTABUBIINX CBEJCHHUS O MECTE HAX0XKJICHHUS CBOUX
0a3 maHHBIX B COOTBETCTBMU ¢ PoccuiickuM 3akoHopaTenbcTBOM. bonee 24% Bplcmmx y4deOHBIX
3aBe11eH1/1171 TaKHW€ CBCIACHUA HE MPEAOCTAaBUIIM, YTO MOXKCT TIOBOPHUTH O HeO6XO,HI/IMOCTI/I OKa3aHusda
YHHUBEPCUTETCKOMY OIIEPATOPCKOMY COOOIIECTBY METOJMUYECKON ITOMOIIM IO BOIPOCAM MOPSAAKA
00paboTKH M 3aLIUTHI IEPCOHAIBHBIX JaHHBIX. B X0/1€ MpoBeIeHNsT KOHTPOJIS 33 TIOPSAAKOM 00paboTKH
MEpCOHATBHBIX JAHHBIX 1O TpeboBaHMIO PockoMHan30pa HEOOXOAMMO NPEACTABUTH, B TOM UHCIIE,
JOKYMEHTBI, TOJTBEPKIAIOIIHE PacIloIoKeHHe 0a3 MepCOHANBHbIX JAHHBIX HH(POPMAMOHHBIX CHCTEM
B nipenenax rpanu Poccuiickoit dexeparm. B paboTe pazpaboTaHbl peKOMEHAALNH 110 Pa3MEIICHHIO
M JTOKYMEHTaJbHOMY OGOPMIICHHIO MECTOHAaXOXAEHHS 0a3 [aHHBIX, HCIOJB3YIOMNXCS B
MH(QOPMALMOHHBIX CHCTEMax Hay4yHO-00pa30BaTelbHBIX YUYPEKACHHH, IPH HCIOJIb30BaHUU
cOOCTBEHHOH U NpenocTaBisieMoil TpeTbumu uiiaMu U T-uHppacTpyKTyphI.

KnroueBble citoBa: 3amiuTa MepCOHAIbHBIX TAHHBIX, 3al[UTa 0a3 JaHHBIX, IEPCOHATBHBIC JAHHBIC,
peecTp OIepaTopoB NEPCOHANBHBIX JaHHBIX.

FEATURES OF POSITIONING PERSONAL DATABASES OF INFORMATION
SYSTEMS OF SCIENTIFIC AND EDUCATIONAL INSTITUTIONS

P.Yu. Pushkin

The article analyzes normative acts on the organization of processing and protection of personal
data for the location of databases used in information systems of Russian institutions of the scientific
and educational sphere. Since 2015, Russian legislation has provided for the placement of personal data
bases on the territory of our state. However, there are cases when the storage of personal data is possible
outside our country. The paper considers such exceptions applicable to the field of activities of scientific
and educational institutions. On the basis of an automated analysis of the register of personal data
operators, the ratio of higher educational institutions that provided information about the location of
their databases in accordance with the legislation of the Russian Federation was determined. More than
24% of higher educational institutions did not provide such information, which may indicate the need
to provide the university operator community with methodological assistance on organizing the
processing and protection of personal data. In the course of state control over the organization of
personal data processing, it is required to submit, among other things, documents confirming the
placement of databases of personal data of information systems on the territory of the Russian
Federation. Recommendations have been developed for placing and documenting the location of
databases, when processing them in the information systems of research and educational institutions
using their own and provided by third parties IT infrastructure.

Keywords: personal information, personal data protection, register of personal information
operators.
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OOPMAJIMBALMUA NIOAXOJA K OITPEJEJTEHAIO
YPOBHA MOTUBALIMN HAPYIIUTEJIA

O.M. I'onemOunoBckas, E.B. Konapamosa, M.IO. PoiToB, M.M. I'oieMOnoBCcKMii

B craTthe paccmaTpuBaeTCs MOIX0/, CBSI3aHHBIH C ONPEECICHNE YPOBHS MOTHBAIMH HAPYIIUTEIS
K COBEPIICHMIO TOTO WM MHOTO NPOTHBONPABHOTO NESHUSI OTHOCHTEIHFHO PECYPCOB OpPTaHH3ALUH.
[Ipennaraemslii MoaX01, BO3MOXHO, IPUMEHSTH CITy’k0aM 6€30I1acHOCTH MPENNPHUSITHS OTHOCUTEIHHO
pabOTHHMKOB KakK IIpU MpHeMe Ha paboTy, Tak U B NpOIEcCe padOTHI C HENbIO BBIIBICHUS BBICOKOTO
YPOBHSI MOTHBALMH K COBEPIICHUIO IMPOTHUBOIPABHOTO JIESHHS W BBHINOJHEHUIO PA3IMYHBIX MEp IO
HEWTpaNM3aluy WM MUHUMHU3AIHMH JAHHOTO YpPOBHS. YPOBEHb MOTHBAIMM HANpPSMYIO BIWSECT Ha
MOTEHIMA HapyIIUTeIs U Ha BEPOSITHOCTh peay3allii UM YIpo3bl, TaKk Kak He TOJIbKO HaJIW4ME Ha
00BEKTEe CPENCTB 3alIMTHl WINM HalM4Yhe Yy HapYIIUTENs COBPEMEHHBIX CPEJICTB aTak NMPUBOAMT K
peanu3anuy yrpossl. B nepByto ouepeas kK Hell IPUBOAUT 3aMHTEPECOBAHHOCTh B COBEPIICHUH JAHHOTO
JIesTHUS, MOTHBHPYEMOCTD U L[eJIH, KOTOPBIE NpeciieyeT HapyIIUTeNb.

KitoueBble cinoBa: MoOJENb HApyLIMTENs, MOTHBALUS, JIOSUIBHOCTh, HH(OPMALOHHASL
6e301acHOCTB, 3amuTa HHPOPManH.

FORMALIZATION OF THE DEFINITION APPROACH
THE LEVEL OF MOTIVATION OF THE VIOLATOR

O.M. Golembiovskaya, E.V. Kondrashova, M.Y. Rytov, M.M. Golembiovsky

The article considers an approach related to determining the level of motivation of the violator to
commit a particular illegal act with respect to the resources of the organization. The proposed approach
can be applied by the security services of the enterprise in relation to employees both when hiring and
in the process of work in order to identify a high level of motivation to commit an illegal act and to
implement various measures to neutralize or minimize this level. The level of motivation directly affects
the potential of the violator and the probability of the threat implementation, since not only the presence
of protective equipment on the object or the presence of modern means of attack on the violator leads
to the implementation of the threat. First of all, it leads to the interest in the commission of this act, the
motivation and goals that the violator pursues.

Keywords: intruder model, motivation, loyalty, information security, information protection.
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MO/JIEJIMPOBAHUE, AHAJIN3 U ITIPOTUBOJIEMCTBUE CIIEHAPUSM
KOMIIBIOTEPHBIX ATAK, PEAJIM3YEMBIX I'PYIIIIUPOBKOM APT3
B PACIIPEJEJIEHHBIX KOMIIBIOTEPHBIX CUCTEMAX

AJL Cepaeunbliii, A.B. Aiinapkun, M.A. Tapeakun, A.E. /lemuna

B pabote npencraBieHsl pe3ysibTaThl MOJECIHMPOBAHHS CIOCOOOB PEeaNIU3alNH JT0JITOBPEMEHHBIX
L[eJICHANPaBJICHHBIX aTaK Ha KOPIOPATUBHBIE pacIpeaeIéHHbIC KOMIIBIOTEPHbIE CUCTEMBI CO CTOPOHBI
OJTHOI M3 omacHbIX KuOepnpecTymHbIX rpynnupoBkok — Advanced Persistent Threat 3 (APT3).
OcylecTBICHO  MOJeNUpoBaHMe crocoboB, peanu3dyemblx APT3. Iloctpoenne moneneit
OCYILECTBJISIOCH C MCIIOJIb30BaHUEM ammapara ceteil IleTpu Ha OCHOBaHUU CBEAECHUI O TEXHUYECKUX
npuémax, conepxkammuxcs B 6aze nanapix MITRE ATT&CK. Pa3paboTanHbie MOICTH B3aUMOCBSI3aHbI
[0 YCJIOBHUSM M IOCIEICTBUSAM pEAIM3ALUUA OCHOBHBIX TEXHUUYECKMX NPHUEMOB, aKTyaJbHBIX I
KOPIOPAaTUBHBIX PACIIpEAEIEHHBIX KOMIIBIOTEPHBIX CETEH. Peann30BaHHbIN NOIX0 TaKKe MO3BOJISIET
MOJEIUPOBATh MEPHI 3aILUTHI, PETIAMEHTUPYEMbIE HOPMATUBHBIMU U METOIUYECKUM JTOKYMEHTAMH,
YTO JACT BO3MOXXHOCTH MPHUHATHS OOOCHOBaHHBIX PEUICHHUH NPH MOCTPOCHUH CHCTEMBI 3aIlUTHI C
YIETOM CIIeIU(UKH 3aITUIAEMOT0 00BEKTA.

Knrouessie ciopa: kubepnpectynssle rpynnupoBku, APT-ataku, cetu Iletpu, ATT&CK, APT 3,
pactpe/ie/IeHHbIE KOMIIBIOTEPHBIE CUCTEMBI.

MODELING, ANALYSIS AND COUNTERING SCENARIOS OF PREPARING
COMPUTER ATTACKS REALIZED BY THE GROUP APT3 IN DISTRIBUTED
COMPUTER SYSTEMS

A.L. Serdechnyy, A.V. Aydarkin, M.A. Tarelkin, A.E. Deshina

The paper presents the results of modeling methods for implementing APT-attacks on corporate
distributed computer systems by one of the most dangerous cybercrime groups — Advanced Persistent
Threat 3 (APT3). The methods implemented by APT3 are modeled. The models were constructed using
the Petri nets apparatus based on the information about technical techniques contained in the MITRE
ATT&CK database. The developed models are interrelated in terms of the conditions and consequences
of the implementation of the main technical techniques relevant for corporate distributed computer
networks. The implemented approach also allows to model the protection measures from regulatory and
methodological documents, which will make it possible to make informed decisions when building a
protection system, taking into account the specifics of the protected object.

Keywords: cybercrime groups, APT attacks, Petri nets, ATT&CK, APT 3, distributed computer
systems.



DOI10.36622/VSTU.2021.24.1.005
YK 004.052.2:003.26

OIIEHKA CTOMKOCTHU NOTOYHBIX KPUIITOI PAOUYECKUX CUCTEM
SJAIUTBI THO®OPMAIIUU, ®PYHKINIMOHUPYIOIIINX B COCTABE
TEJEKOMMYHHUKAIIMOHHBIX CUCTEM YIIPABJIEHUSA

H.M. Paagbko, C.C. Tuxonona, A.H. MokpoycoB

Ienbto uccnenoBaHus SIBISETCS MOBBIIICHHE 3AIIUIIEHHOCTH TeIEKOMMYHHUKAIIMOHHBIX CUCTEM
YIPaBJICHUsI B KOHTEKCTE KPUNTOrpaMuecKoil 3alllUThl C HCIIOJIb30BAaHHEM MaTeMaTHYECKOTO
amnmapara pUCK-aHajIM3a AN OLEHKM CTOMKOCTH MOTOUYHBIX KpunrocucteM. CTOHKOCT MOTOYHOI
KPHUIITOCUCTEMBl B PabdOTEe pacCMOTpeHa KaK COBOKYIHOCTh PUCKOB Pa3sHOPOAHBIX KOMIIOHEHTOB
MOTOYHON KPHUIITOCUCTEMBI, YS3BUMBIX K JECTPYKTUBHOMY BoO37eiicTBuio. B Xozme wuccrnemoBaHus
MPOaHAM3UPOBaHbl YSI3BUMOCTH KOMIIOHEHTOB IIOTOYHOH KPHIITOCHCTEMBI, OCOOEHHOCTH CpElbl
(YyHKIIMOHMPOBAHUS, MOCTPOEHBI MOJETb YILPO3 M PUCK-MOJENh AaTaKyeMOHl MOTOYHOH
KPHUIITOCUCTEMBI, IPEIUIOKEHBI MEPOIPHUSITHSI 10 CHIDKCHHIO PUCKOB MOTOYHBIX KPHUIITOCHCTEM.
[lomydeHHBIE pe3ynbTaThl MOTYT OBITH HCIIOJIB30BAaHBl WIJIM aJalTUPOBAHBI MPU HEOOXOANMOCTH
MOBBIIIEHUS CTOMKOCTH MOTOYHBIX KPHITOCHCTEM HA 3Talax MPOEKTUPOBAHUS M MOJCPHM3AIMNH, a
TaKke TIPH HEOOXOJMMOCTH BOCCTAHOBICHUS A(P(PEKTUBHOCTH (YHKIHOHHPOBAHMSA IOCTE
KOMIIpOMETalluy UM B3JoMa. Ha ocHOBe mpennoxKeHHOW pUCK-MOJEIN MOTOYHOW KPUITOCUCTEMBI B
JlanbHEHNIIeM BO3MOXHA pealln3alysl MPOrpaMMHOT0 oOecrieueHH st JJisi OLEHKH CTOWKOCTH MOTOYHBIX
KPHIITOCHCTEM.

KnroueBble cnoBa: MOTOYHAs KPUNTOCUCTEMA, YSI3BUMOCTD, YTP0O3a, PUCK.

EVALUATION OF PERSISTENCE OF STREAMING CRYPTOSYSTEMS OPERATING
AS PART OF TELECOMMUNICATIONS MANAGEMENT NETWORK SYSTEM

N.M. Radko, S.S. Tikhonova, A.N. Mokrousov

The aim of the article consists in increasing of security level of telecommunications management
network system due to cryptographic security methods. Risk analysis is used as an instrument of
evaluation of persistence of streaming cryptosystems. The vulnerabilities of components and features
of environment are analyzed. The threat model and the risk model of the stream cryptosystem are built.
Measures of reducing the risks of stream cryptosystems are proposed. The obtained results can be used
or adapted if it is necessary to increase the persistence of streaming cryptosystems during the design
and modernization stages, as well as if it is necessary to restore operational efficiency after
compromising or hacking. Based on the proposed risk model of a stream cryptosystem, it is further
possible to implement software to assess the persistence of stream cryptosystems.

Keywords: streaming cryptosystem, vulnerability, threat, risk.
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MO/JIEJIMPOBAHUE, AHAJIN3 U TIPOTUBOJIEMCTBUE CIIEHAPUSM
PEAJIM3AIIMU YI'PO3 BE3OITACHOCTU NTH®OPMAILIUN HA KOPIIOPATHUBHBIE
PACIIPEJAEJIEHHBIE KOMIIBIOTEPHBIE CUCTEMBbI

AJL Cepaeunbliii, A.A. llleBentoxun, M.A. Tapeakun, A.B. babypun

B HacTosme# craTbe MNpeACTaBlICHbI DPE3yJbTaThl MOJEIMPOBAHMS CIOCOOOB pealn3aliu
KOMIIBIOTEPHBIX aTaK Ha KOPIOPATUBHBIE pacIpeieIeHHbIe KOMIIBIOTEpHBIE cCUCTeMBI. [IpeioskeHHbIe
MOJIeJH CrIoco00B NpeHa3HaYeHBb! Ut (POPMUPOBAHUSI METOIUUECKOTO 00eCTIeUeHHs pacueTa pUCKOB
U BBISBJICHUSI OLICHKH 3aIlUIIEHHOCTH TAKUX CHUCTEM OT aKTYyaJIbHBIX CIIEHApHUEB peau3allid yrpo3s
Oe3omacHocTH MH(MOPMAIMH, KOTOpPOE AT BO3MOMKHOCTH OOOCHOBAaHHOTO BHIOOpa Mep 3aIliuTHI.
Iloctpoenue Mogenedl cHoco0OB peanu3allid  KOMIBIOTEPHBIX aTaK  OCYIIECTBISIIOCH  C
WCIIONB30BAaHUEM ammapara cereit IleTpi Ha OCHOBaHWW CBEINCHHH, CONEpXKAIIUXCs B 0a3e MaHHBIX
MITRE ATT&CK. Pa3paboTaHHBle MOAETH B3aUMOCBS3aHBI II0 YCIOBHAM H IIOCIEACTBUSAM
peanu3alid OCHOBHBIX TEXHHYECKHX TPHEMOB, ompenenéHHbIXx B 0Oase maHHBIX ATT&CK m
aKTyaJIbHBIX JUI KOPIIOPATUBHBIX PacTpeleNEHHBIX KOMIIBIOTEPHBIX ceTeil (YCIIOBHS M MOCICICTBHS
MOJETHPYIOTCs o3unusaMHK cetd Iletpu, a camu TexHUUIecKkne MpuéMel — nepexogamu cetu llerpn).
Taxoke B cTaThe MPOACMOHCTPUPOBAHA BO3MOKHOCTh HapalliuBaHWA MOJCIIN 3a CU€T BKIIFOUCHHS B HEE
MoJIeJIelt Mep 3alUThl, UCIIOJIb3yEeMbIX B HOPMaTUBHBIX U MeToaudeckux gokymeHTax PCTOK Poccun.

KitoueBble ciioBa: KOpPHOPaTHBHBIE paclpeleNéHHble KOMIBIOTEPHBIE CHUCTEM, CIOCOOBI
peanu3anuu koMmneloTepHbIX atak, ATT&CK, cetu Iletpu, MogenupoBaHue Mep 3allUThI.

MODELING, ANALYSIS AND COUNTERING SCENARIOS OF INFORMATION
SECURITY THREATS ON CORPORATE DISTRIBUTED COMPUTER SYSTEMS

A.L. Serdechnyy, A.A. Sheveliukhin, M.A. Tarelkin, A.V. Baburin

This article presents the results of modeling computer attack methods on corporate distributed
computer systems. The proposed models of methods are intended for the formation of methodological
support for calculating risks and identifying the assessment of the security of such systems from current
scenarios of information security threats, which makes it possible to choice of informed security
measures. The model development of ways to implement computer attacks was carried out using the
Petri nets approach based on the information contained in the MITRE ATT&CK database. The
developed model is interconnected on the conditions and consequence of the basic techniques defined
in the database ATT&CK and relevant for enterprise distributed computer networks (conditions and
consequence are simulated positions Petri nets themselves and techniques — transitions Petri nets). In
addition, the article demonstrates the possibility of increasing the model by including models of
protection measures against the considered methods of implementing computer attacks, defined in the
regulatory and methodological documents of the FSTEC of Russia

Key words: corporate distributed computer systems, model of computer attacks methods,
ATT&CK, Petri nets, modeling of security measures.
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PA3PABOTKA CPEJICTB MACKHPOBAHUSA ITA®POBOM WHO®OPMALIUMU
B TEJJEKOMMYHUKAINIHOHHBIX CETAX IIOJABUKHOU HUPPOBOU
SAIMIMEHHOU CBA3U

H.M. Paagbko, A.A. KapaxanoBa

Lenbto MccneaoBaHus SBIISIETCS NOBBIICHHUE 3aIIMIIIEHHOCTH IIM(POBBIX JaHHBIX, IEpe1aBaeMbIX
B TEJIEKOMMYHHUKAIMOHHBIX CETSIX IMOJBIKHOM LM(POBON 3alMIIEHHO!N CBS3U OT aTak, HalleJIeHHBIX
Ha HapylleHHe KOH(HICHIMAIbHOCTH OTHX MJaHHBIX, 3a CUET CO3JaHUsi COOTBETCTBYIOIIETO
METOJIMYECKOTO 00ECIICYCHNUS OLICHKH U PETyIMPOBaHUS PUCKOB YCIIEIIHOCTH BBIIICYITOMSHYTHIX aTakK.
B pabote nmpoBoauTCs aHAaIU3 aIrOPUTMOB M METOJ0B, HCHOJIB3YEMBIX 3JI0YMBIIIJICHHUKAMH B XOJIE
OpraHM3allii ¥ IMPOBEJICHUS aTak Ha 3aluinacMele HGpoBble NaHHBbC. [lomydeHHBIE pe3yibTaThl
MOTYT OBITP HMCIOJB30BAaHBI Kak A Oojee 3¢ddexTnBHON MHPOPMAITMOHHON 3amIUTH TUPPOBBIX
JAHHBIX B TEIEKOMMYHHKAIMOHHBIX CETSX IOABIKHON HU(POBOI 3alIMINEHHONW CBSI3H, TaK M Kak
0asuc I JaIBHENIIINX UCCIIEJOBAHNMN.

KnroueBble cnoBa: TelNEKOMMYHUKAallMOHHas CeTh, HU(POBEIE HaHHBIE, WH(pOpMannoHHAS
0e30MacHOCTb.

DEVELOPMENT OF MASKING MEANS OF DIGITAL INFORMATION IN
TELECOMMUNICATION NETWORKS OF MOBILE DIGITAL SECURED
COMMUNICATIONS

N.M. Radko, A.A. Karakhanova

The aim of the study is to increase the security of digital data transmitted in the
telecommunications system of mobile digital secure communications from attacks aimed at violating
the confidentiality of these data, by creating an appropriate methodological support for assessing and
regulating the risks of success of the above attacks. The paper analyzes the algorithms and methods
used by cybercriminals in the course of organizing and carrying out attacks on protected digital data.
The results obtained can be used both for more effective information protection of digital data in
telecommunication systems of mobile digital secure communications, and as a basis for further research.

Keywords: telecommunication network, digital data, information security.
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MO/JIEJIMPOBAHUE, AHAJIN3 U ITIPOTUBOJIEMCTBUE CIIEHAPUSM
KOMITBIOTEPHBIX ATAK, PEAJIU3YEMBIX I'PYIIIIUPOBKOM APT29
B PACIIPEJEJIEHHBIX KOMIIBIOTEPHBIX CUCTEMAX

AJL Cepaeunsiid, I1.C. Kpawmxkun, M.A. Tapeaxkun, 10.K. 51308

CraTbst MOCBSIIEHa MOJICIUPOBAaHUIO KOMIIBIOTEPHBIX aTaK Ha pacrlpeenEéHHble KOPIOPATUBHBIE
KOMITBIOTEPHBIE CHCTEMbI, Ha mnpumepe neiictBuii rpynnupoBkn Advanced Persistent Threat 29
(APT29). B crarbe mpemyaraercsi NOAXOZ MOJEIUPOBAHUS CIIOCOOOB, PEANN3yeMbIX YKa3aHHOU
TPYIIIUPOBKOM, a TaKKe Mep 3allUThl OT HUX. 1I01X0 OCHOBaH Ha MCIIOJIB30BAHUHU alllapara CeTeil
Ilerpu, a Taxke CBEACHUN O TEXHMYECKUX IPHUEMAX, IPEJOCTaBIsIEMbIX B paMkax npoekra MITRE
ATT&CK. Pa3zpaboTaHHble MOJEIHM YYHTHIBAIOT CBSI3U IO YCJIOBUSM U MOCICICTBHUSIM JCHCTBHIA,
coBepiaeMbIX rpynnupoBkoii APT29 B xone atak Ha pacnpeneléHHble KOPIOPATUBHBIE CUCTEMBI.
Taxke B CTaThe MPOAECMOHCTPHPOBAHA BOZMOKHOCTh HAPALIMBAHUSA MOJEIH 32 CUET BKIIOUEHHS B HEE
MoJIeTIel Mep 3aIUThI OT PACCMOTPEHHBIX CIIOCOOOB peann3auy KOMIIBIOTEPHBIX aTak. [Ipemiaraemere
MOJIETTM MOTYT OBITh MOTOJHEHBI 3a CYET MOJAEIMPOBAHMS HOBBIX CIOCOOOB peann3anun
KOMITBIOTEPHBIX aTak, MCIONb3YEMBIX APYTMMH KHOeprpymnmupoBkaMu. Kpome Toro, Momenu mMoryt
OBITH pacuIMpeHsl 10 Mozaenel cetu Ilerpu-MapkoBa myTéM peanu3allii YaCTHBIM METOAMK pacuéra
BEPOSITHOCTHO-BPEMEHHBIX XapaKTePUCTHK [UIsl pparMeHTOB MpeylaraeMbIX MOJIENEH.

KitoueBble cnoBa: kubOeprpectynssle rpynnupoBku, APT-araku, cetn Ilerpu, ATT&CK,
APT 29, pacnpesienieHHbIe KOMIIBIOTEPHBIE CUCTEMBI.

MODELING, ANALYSIS AND COUNTERING SCENARIOS OF PREPARING
COMPUTER ATTACKS REALIZED BY THE GROUP APT29 IN
DISTRIBUTED COMPUTER SYSTEMS

A.L. Serdechnyy, P.S. Krayushkin, M.A. Tarelkin, Y. K. Yazov

The article is devoted to modeling computer attacks on distributed corporate computer systems,
using the example of the actions of the Advanced Persistent Threat 29 (APT29) group. The article
proposes an approach to modeling the methods implemented by this grouping, as well as measures to
protect against them. The approach is based on Petri nets and information about the techniques (MITRE
ATT&CK project). The developed models take into account the relationship between the conditions
and consequences of actions committed by the APT29 group during attacks on distributed enterprise
systems. The article also demonstrates the possibility of increasing the model by including models of
protection measures against the considered methods of implementing computer attacks. The proposed
models can be supplemented by modeling new ways of implementing computer attacks used by other
cyber groups. In addition, the models can be extended to Petri-Markov network models by
implementing special methods for calculating probabilistic-time characteristics for fragments of the
proposed models.

Keywords: cybercrime groups, APT attacks, Petri nets, ATT&CK, APT 29, distributed computer
systems.
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PACYET PUCKOB 1 OHEHKA YI'PO3 UCI1IOJIb3OBAHUA CUCTEM I'OJIOCOBOI'O
YIIPABJIEHUSA B JOBEPEHHBIX PACIIPEAEJIEHHBIX KOMIIBIOTEPHBIX
CUCTEMAX

A.A. Xaiigapos, A.C. [llluuuios, H.H. Tosactbix

Ilens wnccnemoBaHMs COCTOMT B IOBBINICHUM 3aINMIIEHHOCTH 3JIEMEHTOB paclpeeneHHON
KOMIIBIOTEPHOI CHCTEMBI aBTOMAaTHYECKOTO DPACHO3HABAHUS TOJOCOBBIX KOMaHJI OT BO3MOXHOIO
HEBEPHOTO OIpE/eNICHNs] KOMaH/bl 32 CYET CO3JaHus aJrOPUTMHYECKOTO OOECIEYEHHs OLEHKU U
pEryIupoBaHus pUCKOB HEBEPHOU MAECHTU(HUKALMK IOJIOCOBOW KOMaH/IbI ISl CPAaBHEHHSI peaIn3alliu
JIBYX aJITOPUTMOB: allTOPUTM JAWHAMUYECKOH TpaHC(OpMalMU BPEMEHHOH NIKajibl U ajJrOpUTM Ha
OCHOBE CKpBITBIX MapKoBckuX mporieccoB.llonydeHHbIe pe3yabTaThl MOTYT OBITh HCIOJB30BaHbl WIIN
a/IalITHPOBAHBI IPU HEOOXOIMMOCTH ITOBBIIICHNS CTOMKOCTH CHCTEM aBTOMAaTHYECKOTO PAaCcIIO3HABAHUS
TOJIOCOBBIX KOMAaHJ Ha 3Tamax NPOEKTHPOBAHWSA W MOJECPHM3AIMHU, a TAKXKE NPH HEOOXOAMMOCTH
BOCCTaHOBJIEHUS 3 (PEKTUBHOCTH (PyHKIMOHUPOBAHMS TIOCIE KOMIIPOMETAIINH MM B3JIOMA.

KiroueBble ci10Ba: MCKYCCTBEHHBIH HHTEIJIEKT, PAaclIO3HABaHNE PEUH, YA3BUMOCTD, YTP03a, PUCK.

A.A. Khaidarov, A.S. Shishlov, N.N. Tolstykh

RISK CALCULATION AND THREAT ASSESSMENT OF THE USE OF VOICE
CONTROL SYSTEMS IN TRUSTED DISTRIBUTED COMPUTER SYSTEMS

The aim of the study is to increase the security of the elements of a distributed computer system
for automatic recognition of voice commands from possible incorrect identification of the command by
creating algorithmic support for assessing and managing the risks of incorrect identification of the voice
command to compare the implementation of two algorithms: the algorithm for dynamic transformation
of the timeline and the algorithm based on hidden Markov processes.The obtained results can be used
or adapted if it is necessary to increase the stability of automatic voice recognition systems at the design
and modernization stages, as well as if it is necessary to restore the efficiency of functioning after a
compromise or hacking.

Keywords: artificial intelligence, speech recognition, vulnerability, threat, risk.
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PABPABOTKA METOJAUYECKOI'O AIIIMAPATA BHEJIPEHUSI 3ALLIUTHBIX
®YHKIW B OTEYECTBEHHBIX MUKPOKOHTPOJIJIEPAX
TEJEKOMMYHUKALIMOHHBIX CUCTEM IOJABUKHOM [IN®POBOMN
SALIUIIEHHOM CBSI3U

A.U. Mopnosumn, JI.C. XoxsioBa

Lemo mcciaenoBaHmil SBIAETCS MOBBIMICHHE 3alIMIIEHHOCTH AAHHBIX M MPOrPAMMHOTO KoJa
Flash — mamsaTi oTedecTBEHHBIX MHKPOKOHTPOJUIEPOB B TEIEKOMMYHHKAaIMOHHBIX cucTteMax (TKC)
IUQpPOBOH  TOABIDKHOW  3alIMIICHHOW CBA3M OT aTaKWk  IPOTPAMMHOTO  oOecredeHUs
(HEeCaHKIIMOHUPOBAHHOTO JOCTYIE M KOIMPOBAHME) 3a CYET PEryJHUPOBAHHS PUCKOB YCIICIIHOCTH
BBIIICYKA3aHHON aTakd IIyTeM pa3pabOTKH METOAWYECKOrO amlmapaTa 3alluThl Koja IporpamMMm. B
paboTe MPOAEMOHCTPHPOBAH NPOTPaMMHBI METOJ C HWCHOJb30BaHHEM bootloader — 3arpys3ku
nporpamMMsbl 13 BHenIHei namsity. [IpoBenen aHanus cienudukanuii Ha OTeUeCTBEHHBIE U 3apyOeKHbIE
MHUKpPOKOHTpOJUIephL. [ToaydeHHbIe pe3ynbTaThl paboThl MOTYT HOCITYXHT 00ecIieueHHIO 6€30MacCHOCTH
OTCUYCCTBCHHBIX MUKPOKOHTPOJUJIEPOB U ﬂaﬂbHeﬁIHeMy Pa3BUTHIO croco0oB HpOTI/IBO}IeﬁCTBI/IH
yrpo3aM.  Pa3pa0oTaHHBIi ~ METOAMYECKWH  ammapar  3allMThl  KOJa  HpOrpaMM  OT
HCCAHKIIMOHUPOBAHHOI'O0 JOCTYyIa IMO3BOJUT BBIBECTU OTCUCCTBCHHOC 060py[[OBaHI/Ie Ha JIOJ'DKHI)Iﬁ
YPOBEHb MPUMEHEHHS, YTO MO3BOJIUT MIPOBECTH MOJIUTHKY UMIIOPTO3aMEIIECHHS B YaCTH 3AIIUTHI KO
MPOTPaMM.

KiroueBble coBa: MHUKPOKOHTPOJUIED, 3AIUTHBIC (YHKIMH, MHKPOCXEMa INaMsTH, JOCTYH K
BHELTHNM nHTepdeiicam.

DEVELOPMENT OF METODOLOGYCAL APPARATUS FOR IMPLEMENTATION OF
PROTECTIVE FUNCTIONS IN DOMESTIC MICROCONTROLLERS IN MOBILE
DIGITAL PROTECTED COMMUNICATION

A.L. Mordovin, D.S. Khokhlova

The purpose of research is to increase the security of data and Flash program code - the memory
of domestic microcontrollers in the digital mobile communication system from software attacks
(unauthorized access and copying) due to the management of the risks of success of the above attack by
developing a methodological device for protecting program code. The work demonstrates a software
method using bootloader - loading a program from external memory. Analysis of specifications for
domestic and foreign microcontrollers. The results of the work can serve to ensure the safety of domestic
microcontrollers and the further development of ways to counter threats. The developed methodological
apparatus for protecting program code from unauthorized access will bring domestic equipment to the
proper level of application, which will allow for an import substitution policy regarding program code
protection.

Keywords: microcontroller, security function, memory chip, access to external interfaces.
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OIIEHKA PUCKOB YCHEIITHOM PEAJIN3AIIMU CITY®HUHI-ATAK
HA DJIEMEHTBI TOJIOCOBOM AYTEHTU®UKAIIAU
B PACIIPEJEJTEHHBIX KOMIIBIOTEPHBIX CUCTEMAX

A. A. Xaiinapos, C. A. boassueBcknii, H. H. ToJscThIx

Ienp nccnenoBaHus 3aKII0YAEeTCS B PEKOMEHJALUAX M0 YIYYLIEHUIO MEp 3alUThl FOJOCOBBIX
CHCTEM ayTeHTU(QHKALMH OT pealn3alyu ciypuHr-arak. B pabore paccMoTpeHb! pa3HOOOpa3HbIE BUIIBI
cnyuHT-aTak M BBIJIECNICHBI caMble OIlacHble Ha JaHHBIH MOMeHT. Pa3paboraHa MeToaMKa OLEHKU
3aIIMIIEHHOCTH FOJIOCOBBIX CHCTEM ayTeHTH(UKAIINK, YYUTHIBAIOIIAs BO3AEHCTBHE Pa3IMUHbIX BHJIOB
crnyQur-aTak Ha CUCTEMBbI FOJIOCOBOM ayTeHTH(HKamu. [IpoBeaeHb! KOJINYeCTBEHHbIE SKCIIEPUMEHTBI,
MOKa3bIBAIOIIME TPEUMYIIECTBO pa3pabOTaHHOW METONMKH, B CPaBHEHHUH C CYIIECTBYIOIIMMHU
aHanoramMu. OmnucaH KOMIUIEKC NPOTPAMMHBIX CPEACTB OLEHKH 3aIIUIICHHOCTH CHCTEM TOJIOCOBOH
ayTeHTH(UKAIMK, KOTOPHIM IO3BOJIICT aBTOMATHU3UPOBATH IPOIECC OLEHKH IPH MPOBEICHUH
TEXHOJIOTHYECKUX HCTIBITaHHH. [1orydeHHbIe PEe3yIbTaThl MOTYT OBITH MCHOIB30BAHBI HE TOJIBKO JUIS
OLICHKW 3alIMIIEHHOCTH CHCTEM TOJOCOBOH ayTeHTH(UKammm, HO U I TNPOBEICHHSA
(hyHKIIMOHAJIBHOTO WM HArpy304HOTO TecTHpoBaHWA. [IpHMEHEHHE NpeIIOKEHHOTO KOMIUIEKCa M
METOJIUKH OLEHKH B JajJbHEHIIEM MOXET IOMOYb B pa3paboTKe TEXHUYECKHX PELICHUH II0
YBEJIMYCHHUIO 3aLIMIIEHHOCTH TOJIOCOBBIX OMOMETPHUECKHX CHCTEM OT peaiu3alliy CITyHHI-aTaK.

KiroueBsle ciioBa: OLIEHKA PUCKOB, CITy(DMHT-aTaKH, TOJIOCOBAs ayTCHTU(HUKALIHSL.

RISK ASSESSMENT OF SUCCESSFUL IMPLEMENTATION OF SPOOFING ATTACKS
ON VOICE AUTHENTICATION ELEMENTS IN DISTRIBUTED COMPUTER SYSTEMS

A.A. Khaidarov, S.A. Bodyachevskiy, N.N. Tolstykh

The purpose of the study is to provide recommendations for improving the protection of voice
authentication systems against spoofing attacks. The paper considers various types of spoofing attacks
and identifies the most dangerous ones at the moment. A method for assessing the security of voice
authentication systems has been developed, taking into account the impact of various types of spoofing
attacks on voice authentication systems. Quantitative experiments were carried out, showing the
advantage of the developed method in comparison with existing analogues. A set of software tools for
assessing the security of voice authentication systems is described, which allows you to automate the
evaluation process during technological tests. The results obtained can be used not only to assess the
security of voice authentication systems, but also to conduct functional and load testing. The use of the
proposed complex and evaluation methodology in the future can help in the development of technical
solutions to increase the security of voice biometric systems from spoofing attacks.

Keywords: risk assessment, spoofing attacks, voice authentication.
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OIIEHKA Y PEI'YJIMPOBAHUE PUCKOB CETEM ITPOMBIIIIJIEHHOI'O
UHTEPHETA BEIIEN HA PA3ZHBIX DTATIAX )KM3HEHHOI' O ITUKJIA CUCTEM
B YCJIIOBUAX OTCYTCTBUA CTATUCTHUKU YIIEPBA

C.A. Epmakos, C.IO. I'pomoBukoB, A.A. boaros, E.A. MockaJjieBa

B nanHOIl craThe mpejaraeTcsi METOJMKAa KOJUYECTBEHHOM OIIGHKM pPHUCKOB YCHEIIHOH
peanu3anuy aTaKk, HANpPaBICHHBIX Ha HApyNICHHE KOH(QHUICHIMAIbHOCTH [aHHBIX Ha JTare
IIPOEKTUPOBAHUS CHCTEM, OCHOBAaHHas Ha NPHUMEHEHUM HeHpo-HeueTkux cered. IlpencraBinen
MPOTPAMMHBI HMHCTPYMEHTapuii, A BbIOOpa ONTHMANbHOW KOH(MUTYpPAIMU CHCTEMBI, KOTOPBIH
MO3BOJISIET BHIOMPATh U CPABHUBATH Pa3INYHbIC KOH(PUTYpary BEIOPAHHBIX YCTPOMCTB, U KaK WTOT,
BEIOpaTh HamboJee ONTHMANBHYIO 1A ce0s KoHpuryparuio. [loryueHa MeToauKa KOJTHIECTBEHHON
OLICHKH PHCKA Ha 3Tale Hadayua dKCIUIyaTalli CHCTEM B YCIOBHAX OTCYTCTBHUSI CTATHCTHKH yIepoOa,
HECMOTpPS Ha KauyeCTBCHHBIMN XapakTe€p BXOJAHBIX MNapaMETPOB, OICHCHHBLIX OJSKCIIEPTAMMU. HaHHaH
METOJMKa OCHOBaHa Ha MHOTOKAcKaIHOM IIPUMEHEHUH JIOTHYeCKoro uHTepdelica MampaHu.
I[CKOMHOSI/IHI/ISI OIICHMBACMBIX IMapaMCTPOB MO3BOJIACT YMCHBIINTL BJIMAHUC Cy6'beKTI/IBHI>IX OLICHOK
OKCIIEPTOB Ha HUcciegyeMblii 00bekT. IlpeanoxeHHas MeTOAMKA pealu30BaHa C  IOMOILBIO
HMHUTAIIMOHHOT'O IPOIrpaMMHOTI'0 KOMIIJICKCA.

KiroueBsbie ciioBa: MpOMBIIIIEHHBIA HHTEPHET BEIIEH, CeTh, PUCK, SKCIIEPTHHIE OIICHKHU, HEUETKHE
MHOXXECTBa, 3(PEKTUBHOCTD, 3aLIUIICHHOCTb.

ASSESSMENT AND MANAGEMENT OF RISKS OF INDUSTRIAL INTERNET OF
THINGS NETWORKS AT DIFFERENT STAGES OF THE SYSTEM LIFE CYCLE IN
THE ABSENCE OF DAMAGE STATISTICS

S.A. Ermakov, S.U. Gromovikov, A.A. Bolgov, E.A. Moskaleva

This article proposes a method for quantifying the risks of successful implementation of attacks
aimed at violating data confidentiality at the system design stage, based on the use of neuro-fuzzy
networks. The software toolkit for selecting the optimal system configuration is presented, which allows
you to select and compare different configurations of selected devices, and as a result, choose the most
optimal configuration for yourself. A method for quantifying the risk at the start-up stage of systems
operation in the absence of damage statistics is obtained, despite the qualitative nature of the input
parameters evaluated by experts. This technique is based on the multi-stage application of the Mamdani
logic interface. The decomposition of the estimated parameters makes it possible to reduce the influence
of subjective expert assessments on the object under study. The proposed method is implemented using
a simulation software package.

Keywords: industrial Internet of Things, network, risk, expert assessments, fuzzy sets, efficiency,
security.
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IMPUHIMIIbBI YIIPABJIEHUA COUUAJIBHO-9KOHOMHNYECKUMHU CTPYKTYPAMU
MNP UHO®OPMAIINOHHBIX PECTPUKIIUAX B YCJIOBUAX TAHAEMHUHN

B.A. Munaes, K.M. bouaaps

B crathe paccMaTpuBaeTcsi NPUMEHEHHE MEHTAIBHBIX KapT VIS pEeLIeHNUs po0eM obecriedeHns
B cratee paccMaTpuBaeTCs HOBBIM CETEHEHTPUYECKHH IMOIXOJ K YNPABICHUIO COLMANBHBIMH H
SKOHOMHYECKHMHU CTPYKTYpaMH B YCIIOBHSAX MaHICMHYECKHX OTPAaHMUYCHMH, Oasupyromuiics Ha
NPUMEHCHUH  COBPEMEHHBIX  MH()OpPMANMOHHBIX  TEXHOJOTHH W  CETEBOH  OpraHM3aIun
nH(popManmoHHOr0 0OMeHa. PaccmarpuBaroTcst HHGOPMAMOHHO CBSI3aHHBIE CTPYKTYPBI, COCTOSIIHE
W3 MalbIX M CPEAHUX MNPEANPHATHHA, a TaKKe PasIMdHBIX COOOIIECTB (MOJOAEKb, MEHCHOHEPHI,
npodeccroHaNbHBIE U HHBIE OpraHu3anuu). O0CyKaaeTcs IPUHIUIT CAMOCHHXPOHU3AIMN U BBOJIUTCS
MOHATHE “‘aTTPaKTOp” MpPU CETELEHTPUYECKOM IIOCTPOCHUHU YIPABICHUS TAaKUMHU CTPYKTYpaMHu.
OO00CHOBBIBAaETCSl MPUOPUTET CTPATEIUH ‘3aMMCTBOBAHUS NPU MPUMEHEHUH MEXaHU3MOB AU dy3un
MHHOBAIMH B 3KOHOMUKY U COLMANIbHYIO *KU3Hb peruoHoB Poccuu. [Ipennaraercs nonuceresas cxema
MHHOBAI[MOHHOTO Pa3BUTHs COLUAIBHO-IKOHOMHYECKOH ceprl. OHa aeT BO3MOXKHOCTh TIOCTPOUTH
WHHOBAIIMOHHYIO HH(PAcTPyKTypy C NPHUMEHEHHEM JOCTH)KEHHH B pa3paboTke OM3Hec-ceTer
COTPYJHHYECTBA, a TaKXE MOJENe aKTHBHOTO BO3/ICHCTBUS Ha OOINECTBEHHOE CO3HAaHHE B
COIMANBHBIX ceTsX. IllokazaHa BakHas pOJIb MaTEMaTHYECKHX MOJENEeH pachpoCTpaHEeHHS
uH(pOpMAaLMK B COLMANBHBIX CETAX C YYETOM TEPPUTOPHUAIBHBIX Pasiuduil id 3¢ (HEeKTHBHOTO
YIIPaBIICHUS COIMATBHO-?)KOHOMHUUYECKUMH CTPYKTYpPaMH B perHoHax Poccuu B yCIOBHUAX NMaHIEMUH.
Haiinensr nuHamuueckne (yHKIMOHAIBHBIE 3aBUCUMOCTH, TIO3BOJISIONINE OTACISTE OJHH TTOCEICHUS
OT JIPYTHX IO CTENIEHN BOCHIPUMMYHMBOCTH HAaCEIeHHs K NHPOPMAIMOHHOMY BO3ICHCTBUIO COLMAIBHO-
HKOHOMMYECKOI'0 XapaKTepa B COIMANBHBIX CETAX, YTO JAeT BO3MOYKHOCTH II€JICHAIIPABIICHHO CTPOUTH
U pPeaJM30BbIBATh KaK YKOHOMHUYECKHE, TaK M COLHAIIBHBIC MPOTPaMMBbl, OM3HEC-TIOJUTUKY B TOM HIIH
uHoM Kknactepe. [lonydeHHOE reorpaduuecku KOMIAKTHOE paclpesielieHue MOCeIeHUH 10 KiacTepaMm
JlaeT BO3MOKHOCTb YIUIyOJIGHHOTO HCCJIEJOBAaHMSI TNPHYMH PErMOHANBHBIX pa3lIMuuil CKOPOCTH
pacnpocTpaHeHuss WH(OpMalLWK, 4YTO OTKPHIBAET CIOCOOBI ONTUMAJIBHOTO HWH()OPMALMOHHOTO
BO3JICHCTBHSI Ha pPETHOHAIBHYI0O SKOHOMHKY, OOpa30BaTENbHYI0 CHCTEMY, OW3HEC-CTPYKTYpBHI,
CoIlMaNbHBIe 00pa3oBaHMs (COOOLIECTBA IEHCHOHEPOB, MOJIOJCKHBIE CTPYKTYpHI, KIyOBI IIO
MHTEpecaM U T. 1) C LEJISIMH HMX KOHCOJIMJAIMM, IIEPEBOJAa HAa MHHOBAIIMOHHBIC IYTH Pa3BHTHA,
BBIPA0OTKH MEPCIEKTUBHBIX CPEJCTB M METO/OB BEICHHS OM3HECA, CTUMYJIHPOBAHHS SKOHOMUKH B
CJIOKHBIX YCJIOBHSIX TTAHAEMHUYECKOM CUTYyaIlNH.

KiroueBble cioBa: COIMaiIbHBIE M 3KOHOMHYECKHE CTPYKTYPBI, CETEHEHTpUUYECKas MOJIENb
yIpaBJICHUsI, NaHIeMusl, THPOPMAIMOHHBIE TEXHOJIOTHH, CAMOCHHXPOHHU3AIINS, aTTPAKTOP, CTPATETHs
“3aMMCTBOBaHMSA’, 00pa30BATENbHBIM CETMEHT, KIIacTep.

PRINCIPLES OF SOCIO-ECONOMIC STRUCTURES MANAGING
FOR INFORMATION RESTRICTIONS IN THE PANDEMIC CONDITIONS

V.A. Minaev, K.M. Bondar

The article discusses the theoretical and applied aspects of a new network-centric approach to
managing social and economic structures under pandemic restrictions. The model is based on the use
of modern information technologies and the network organization of information exchange. Networks
are considered as aggregations of information-related structures consisting of small and medium-sized
enterprises, as well as various communities (youth, pensioners, professional and other organizations.
The principle of self-synchronization in the network-centric construction of management of such
structures is considered. The concept of “attractor” is introduced. The strategy of “borrowing” in the
application of innovations diffusion mechanisms in the economy and social life of the Russia regions is
justified. A multi-network scheme of innovative development of the socio-economic sphere is proposed,
including the educational segment, among them — the development of electronic forms of education. It
provides an opportunity to create an innovative infrastructure in our country using achievements in the
development of business cooperation networks, as well as models of active influence on public
consciousness in social networks. The article shows the important role of mathematical models of
information propagation in social networks, taking into account territorial differences, for the effective
management of socio-economic structures in the regions of Russia in the context of a pandemic.



Dynamic functional dependencies are found that allow separating some settlements from others
according to the degree of susceptibility of the population to the information influences of a socio-
economic nature in social networks, which makes it possible to purposefully create and implement both
economic and social programs, business policies in a particular cluster. Received geographically
compact allocation of settlements across clusters allows in-depth to explore the causes of regional
differences in the speed of information propagation, which opens the ways of informational influence
on the regional economy, educational system, businesses, social formation (community of pensioners,
youth structures, clubs of interest, etc.) with the purpose of their consolidation, formation of promising
means and methods of doing business, stimulating the economy in the difficult conditions of the
pandemic situation.

Keywords: social and economic structures, network-centric management model, pandemic,
information technologies, self-synchronization, attractor, “borrowing " strategy, educational segment,
cluster.



