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BE3OINACHOCTH UHTEPHETA BEIIEI: OCHOBHBIE PEIIIEHUA

B.A. Munaes, b.A. llIBbipes, T.P. Pomamkun

OpmHO#l M3 OCHOBHBIX MpobieM mnpu obecneueHnn OezomacHoctn WHTepHera Bemeit (IoT)
ABJISIETCS, C OJHOW CTOPOHBI, OTPOMHOE KOJIHYIECTBO YCTPOICTB, MacIITaOMPYIOIIEee YIPO3bl M PUCKH
0e30MaCHOCTH WX HCIIONIB30BAaHMA, a C JIPYyroil — ciabas pa3paboOTaHHOCTh WM Jake OTCYTCTBUE
CTaHIAPTU3UPOBAHHBIX MPOTOKOJIOB Oe3onmacHOCcTH. Hepenko ycrpoiictBa IoT MMer0T orpaHH4eHHYIO
BBIYHMCIINTEIbHYI0O MOIIHOCT M MaMSATh B YTroXy LI€HE M KOMMEPUYECKOH BBITOJE, YTO 3aTPyAHSET
peanu3alMi0O HaAeXkHBIX Mep OesomacHoctH. Pacmmupenwe IoT pmocturio  Kputudeckoit
MHQPACTPYKTYpBl - CHCTEMBI 31PaBOOXPAaHEHHMS, TPAHCIOPTa M JAPYTUX 0CO00 BaKHBIX OTpAaCIeEil.
[Tockonbky coBpeMmeHHbIe ycTpoiicTBa 0T MMeOT mOCTyn K NMEpcOHAJIbHOW M KOH(HICHINAIHHOH
nHopManuy, HapylIeHUs MX HHPOPMAIMOHHON OE€30HMacHOCTH MOTYT MUMETh BECbMa CEpbE3HbIC
MOCJIC/ICTBHS, TOITOMY KpaliHe Ba)KHO 0OOCHOBATh U PEaIM30BaTh HAJIC)KHBIE MEPHI 0E30IIaCHOCTH IS
HX 3aluThl OT KOMIIBIOTCPHBIX arTak. HpOBO[[I/ITCH CpaBHHTeJ’ILHbeI aHaJIu3 OCHOBHBIX CCTCBBIC
npotokonoB [oT. Breimensrorcs Hanbonee BepOSTHBIE KOMITBIOTEPHBIE aTakh Ha ycrpoiictBa [oT:
HapyIIeHHe OE30MacCHOCTH CEeTH, HapylIeHHe Oe30MacHOCTH YCTpOMCTBa, (pU3MYECKHH IOCTyH K
YCTpOHCTBY, cOoM B paboTe yCTpoiicTBa, TEXHOJOTMU COLMANbHONH HH)KEHEpHH. PaccMaTpHBaroOTCS
CJIETyTOIIIE MEPHI U1 o0ecieueHns 6e30macHocTH ycTpoicTs [oT: coBepIeHCTBOBaHIE HOPMATHBHO-
IpaBOBOH 0a3bl; 00yUCHHE ¥ TTOBBILICHNE KBATU(PHUKAIINH COTPYIHUKOB; PA3BUTHE B3aMMOJICHCTBHS C
npouspogutenssMu [oT; ynyumenue moHuTopuHra loT-yCTpoOHCTB; yiydllleHHE METONOB aHaJIHU3a
JIAHHBIX, CBs3aHHBIX ¢ (QyHKUMOHHpoBaHueM loT. [lyis peanu3anyu npeanoKeHHbIX Mep MPHUBOISATCS
MpOrpaMMHBIE U armaparHble penieHus 3a1a4 oezonacHoctu loT-ycrpoiicTs.

KiroueBbie cioBa: MHTepHeT Bemied, yrpo3sl HMH(OPMALMOHHOW 0O€30MacHOCTH, MPOTOKOJ
6e3omacHoCTH.

INTERNET OF THINGS SECURITY: KEY SOLUTIONS

Minaev V.A., Shvyrev B.A., Romashkin T.R.

One of the main problems in ensuring the security of the Internet of Things (IoT) is, on the one
hand, a huge number of devices that scale the threats and security risks of their use, and on the other
hand, weak development or even lack of standardized security protocols. Often, IoT devices have
limited computing power and memory for the sake of price and commercial benefits, which makes it
difficult to implement reliable security measures. The expansion of IoT has reached critical
infrastructure - healthcare, transport and other particularly important areas. Since modern IoT devices
have access to personal and confidential information, violations of their information security can have
very serious consequences, therefore it is extremely important to justify and implement reliable security
measures to protect them from computer attacks. A comparative analysis of the main IoT network
protocols is carried out. The most likely computer attacks on IoT devices are highlighted: network
security violation, device security violation, physical access to the device, device malfunctions, social
engineering technologies. The following measures to ensure the security of IoT devices are considered:
improvement of the regulatory and legal framework; training and professional development of
employees; development of interaction with [oT manufacturers; improvement of monitoring of IoT
devices; improvement of data analysis methods related to the functioning of IoT. To implement the
proposed measures, software and hardware solutions to the security problems of IoT devices are
provided.

Keywords: Internet of Things, information security threats, security protocol.
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METOANUYECKHUE OCHOBBI HPOEISTHOfI JAEATEJBHOCTHU ITPU BBINTIOJIHEHUN
HAYYHO-UCCIIEAOBATEJIbBCKOU PABOTBI CTYAEHTAMMU CIIEHUAJIUTETA
B COEPE OBECIIEYEHUS WHO®OPMAIIMOHHOMN BE3OITACHOCTH

A.I'. Ocranenko, A.C. [laxomoBa, /I.A. HapxoB, A.A. Ocranenko, A.U. lllenmnn

B cratbe paccMarpuBalOTCSd ~ HAayYHO-METOAWYECKHE OCHOBBI  pEAIM3alMHd  HAay4HO-
HCCIIeIOBATEIbCKON pabOTHl CTYACHTAMH CIENHATBHOCTEH B cdepe obecnedeHuss HHPOPMAIHOHHONT
Oe3omacHocTH. B 9701 cBA3M npeiaraTes madioHs GOPMYIHPOBKH NPOTHBOPEUHIT H aKTYaJIbHOCTH
NPOBOAMMOTO HccienoBanus. IlpencraBieHsl Hay4HO-OOOCHOBAHHBIE METOAMKH LEeJICHONaraHus,
BKJIIOYAs IIOCTAHOBKY OOBEKTa M MpeAMeTa MCCICIOBAHMA, LIENU M 33a1a4 UCCICAOBaHHSA B 00JacTH
obecrieuennst mHQpopMannoHHO#H Oe3omacHocTH. K TOMy e mpeanaratorcsi peKOMEHJIAlWu II0
PELICHUI0 TIOCTAHOBJICHHBIX 3a]a4 B YCIOBUSIX COBPEMEHHOT0 MH(MOPMAIIOHHOTO MPOTHBOOOPCTBA
TOCYJIapcTB W  TpPaHCHALMOHAIBHBIX  Kopnopanuid. HayuHo-meroguyeckne peKOMEHIAIWH,
npejajaraeMble B CTaThe, OOMJIBHO TPOMUIIOCTPHPOBAHBI B BHAE COOTBETCTBYIOIIMX TAaONHUI U
PUCYHKOB, IMO3BOJIAIOIINUX UCCICAOBATCIIO HAIVIAJAHO IO aHAJIOTUU C YIIOMAHYTBIM WJIIIOCTPATUBHBIM
MaTepHalioM OCYIIECTBIATh LICNICTIONaraHus JUId CBOGH TeMaTHKe. PaccMaTpUBalOTCs —Takke
NEePCHEKTHBEl COBEPIICHCTBOBAHMS PE3YJIbTATOB HACTOAIICH pPAabOTHl B YacTH BBIABICHHUS Yrpo3,
NPOBENICHUS PUCK-aHAIN3a M YIIPABICHUS HHPOPMALOHHBIMU PUCKAMH B XOJI¢ pean3alii HayqHO-
HCCIIeIOBATENBCKOMH pabOTHI CTYAICHTOB.

KiroueBple cloBa: HCCIEOBaHHE, PHUCK, 0E30MAaCHOCTb, LeNb, 3a7a4d, OOBEKT U MpeIMeT
HCCIICIOBAHUSL.

METHODOLOGICAL FOUNDATIONS OF PROJECT ACTIVITY
WHEN PERFORMING RESEARCH WORK BY STUDENTS OF THE SPECIALTY
IN THE FIELD OF INFORMATION SECURITY

A.G. Ostapenko, A.S. Pakhomova, D.A. Narkhov, A.A. Ostapenko, A.lI. Shenshin

The article discusses the scientific and methodological foundations of the implementation of
research work by students of specialties in the field of information security. In this regard, templates for
the formulation of contradictions and the relevance of the study are proposed. The article presents
scientifically-based methods of goal-setting, including the formulation of the object and subject of
research, goals and objectives of research in the field of information security. In addition,
recommendations are proposed for solving the tasks set in the conditions of modern information warfare
between states and transnational corporations. The scientific and methodological recommendations
proposed in the article are abundantly illustrated in the form of appropriate tables and figures, allowing
the researcher to visually, by analogy with the above-mentioned illustrative material, carry out goal-
setting for his subject. The prospects of improving the results of this work in terms of identifying threats,
conducting risk analysis and managing information risks during the implementation of students'
research work are also considered.

Keywords: research, risk, safety, purpose, objectives, object and subject of research
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CO3JAHME KUBEPIIOJIMI'OHA: BJIOK HABUI'AIIUU 110 CPEJCTBAM
TECTUPOBAHUSA HA IPOHUKHOBEHUE

A.JL. Ceppneunsbiii, A.A. Kapnanos, A.T. Tpypanos

B craTpe mpencTaBiIeHB pe3yIbTaTH pa3paboTKH 0I0Ka HABUTAIIMU IO TEXHOJIOTHAM CPEACTBAM
TECTHPOBAaHUS Ha MPOHWKHOBEHHE, BBHIIIOJHCHHOW B paMKax CO3[daHWs KuOepmoiwuroHa. biox
Oa3upyercss Ha MPOTPaMMHOW pealu3allii HHTCPAKTUBHOW HHGOpMAIMOHHOW KapThl «Cpeactsa
TECTHPOBaHUS Ha MPOHHKHOBEHUs». MH(popMaIMoHHas kapTa oObETUHSIET CBEACHUS O Ooyice ueM
6 TBIC. CPEICTB TCCTUPOBAHMS HAa MPOHUKHOBEHHE, COACPKAIIUXCA B 40 pa3IMYHBIX HCTOYHUKAX
(cenuanu3npoOBaHHBIX OMEPAIOHHBIX chcTeMax, Takux kak Kali Linux u BlackArch, Hay4HBIX 1
AHATUTHYCCKHUX CTAThAX O CPEACTBAX OICHKH 3alUINIEHHOCTH HHGOPMAIIMOHHBIX CUCTEM aKTUBHBIMHU
MeTojaMu, telegram-kaHanax W Apyrux WHGOPMAIMOHHBIX pecypcax). B ocHOBe mHMOpMAIMOHHOMN
KapThl JIGKHUT rpad CBs3ed MEXAYy CPEICTBAMH TECTHPOBAHHUS Ha TNPOHWKHOBEHHWE M WX THUIIAMHU.
HaBurammoHubslii ONMOK 1aéT BO3MOXKHOCTh O3HAKOMHTBCS C IIMPOKHM COCTaBOM CpEICTB,
HCIIONB3YEMBIX JUIS OLICHKH 3aIMUIIEHHOCTH HHPOPMAMOHHBIX cucTeM. CHCTeMaTH3alus CBEICHUH B
BUIe MHPOPMALIMOHHON KapThHI IIO3BOJISET ITOKA3aTh CXOACTBO M PA3IIMINSA MEKIY Pa3HBIMH KIIACCAMU
CPEINCTB TECTUPOBAHWS HAa NPOHUKHOBCHHE W WX OTHCNBHBIMU TIPEICTABUTEIAMH C YYETOM
CYIIECTBOBAHMS MHOXECTBA PA3JIMYHBIX BAPUAHTOB HAMMEHOBAHUI, BCTPEUYAIOIIUXCS B AKCIICPTHOHN U
Hay4YHOH cpenme. BiIOK HaBHWramuu MOCTPOCH C HCIOJB30BAaHMEM Web-TEXHOJOrHHA U JOCTYICH B
TECTOBOM pexkume Ha mopraiie CyberMaps.ru.

KitoueBble  cnmoBa:  kuOeprmonuroH,  uH(opMmanmoHHas — KapTa,  WH(QOpMalUOHHOE
KapTorpadupoBaHue, TECTUPOBAaHKUE HA IPOHUKHOBEHHE, pentest.

CREATING A CYBERPOLYGON: PENETRATION TESTING TOOLS NAVIGATION
BLOCK

A.L. Serdechnyi, A.T. Trufanov, A.A. Kardanov

The article presents the results of developing a navigation block for penetration testing
technologies as part of creating a cyber polygon. The block is based on software that implements an
interactive information card called "Penetration Testing Tools". This information card combines
information from over 6,000 penetration testing tools contained in 46 different sources, including
specialized operating systems like Kali Linux and BlackArch, scientific and analytical articles on
information system security assessment tools, and various other informational resources such as
Telegram channels. The information map is designed based on the graph with relationships between the
different types of penetration testing tools. The navigation block provides an opportunity to familiarize
oneself with a wide range of tools used to assess the security of information systems. The
systematization of information in the form of an information map allows readers to understand the
similarities and differences between different classes of penetration testing tools and their individual
representatives, considering the existence of many different names that are used in expert and scientific
environments.

Keywords: cyber polygon, information map, information mapping, penetration testing, pentest.
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OLEHKA U PET'YJIMPOBAHUE PUCKOB HAPYIIEHMSI KPUIITOCTOMKOCTH
KAHAJIA CBSI3U BECITPOBOJIHBIX CETEN C IPUMEHEHUEM
TEXHOJIOI'MH VPN

H.M. Pagbko, 1O.C. Xupbsanosa, A.H. Moxkpoycos, E.A. MockasieBa

B pabote npeacraBieHbl METOIMUECKHE U aITOPUTMHIECKUE CIIOCOOBI OLIEHKH M PETryTHPOBaHUS
PUCKOB HapyUICHHWsS KPHUITOYCTOMYMBOCTH KaHama OecrpoBogHON  cBs3H. OCOOEHHOCTBIO
paccMaTpuBaeMoOil cpenbl SBISETCS IIOBCEMECTHOE MpuMeHeHue yciayr VPN — mnpoTokonos,
000pynOBaHUs, aNlrOpUTMOB MM(ppoBaHUs. KpUNTOCTOWKOCTS KaHana CBS3H OECIPOBOIHBIX CETEH C
npuMeHeHneM TexHonoruit VPN B pabore paccMoTpeHa Kak CHOCOOHOCTH NAHHOTO KaHajla CBSI3H
COXPaHATh KOH(UACHINAIBFHOCTD IEPEAaBaeMbIX JaHHBIX IIPH HAJTMYUH OTSHIHAIbHBIX YIPO3 U aTaKk
CO CTOPOHBI 3JIOYMBIIUICHHUKOB, MCHOJB3YIOIIUX pa3luuHble METOABI B3joMa M muppoBanus. B
Hay4HOH IyOJNMKalMy NpOBeIeH aHaiu3 Kpunrorpaduiyeckux ocobeHHocteH, ¢yHkiuoHanta VPN-
cepBucoB. Ha 0cHOBE IMPOBEICHHOT0 UCCIIE0BAHHSI IOCTPOEHA MaTeMaTuuecKas MOJIEIb CTOMKOCTH U
6€3011acHOCTU BBIIICONUCAHHOIN TEXHOJIOTUH, MPEAToKeHa PUCK-MOJEIb aTaKyeMOro KaHaja CBS3H,
KOTOpBIi comepxut B cebe kommoneHTs! VPN. [ToMumo 3Toro, BelpaboTaHa KinaccuuKanms aTak Ha
KaHall CBS3U, IIOCTpOEHa pHCK-Mozaenb TexHoiorun VPN. [lomydeHHbIe B XO0J€ HCCIEIOBAaHHA
pe3ynbTaTel MOTYT OBITh HCIIONB30BAHBI JJSI TIOBBIICHHS KPHUITOCTOMKOCTH KaHajda CBA3H
6ecrpoBOIHBIX ceTel Ha Tanax MPOSKTUPOBAHUS, a TAKXKE KaK 0a3HC U1 JaTbHEHIINX NCCIIeIOBAHUN
CIEIUAINCTOB B 001aCTH HH(POPMALIMOHHON 0€30MacHOCTH.

Kirouessie cnoBa: VPN, kaHal CBSA3H, ysI3BUMOCTb, PUCK, YTPO3a.

RISK ASSESSMENT AND MANAGEMENT COMMUNICATION CHANNEL BREACH
WIRELESS NETWORKS USING VPN TECHNOLOGIES

N.M. Radko, Yu.S. Khiryanova, A.N. Mokrousov, E.A. Moskaleva

The paper presents methodological and algorithmic methods for assessing and regulating the risks
of violating the cryptographic stability of a wireless communication channel. A feature of the considered
environment is the widespread use of VPN protocol services, equipment, encryption algorithms. The
cryptographic strength of the communication channel of wireless networks using VPN technologies is
considered in the work as the ability of this communication channel to maintain the confidentiality of
transmitted data in the presence of potential threats and attacks from intruders using various methods of
hacking and encryption. The scientific publication analyzes the cryptographic features and functionality
of VPN services. Based on the conducted research, a mathematical model of the durability and security
of the above-described technology is constructed, a risk model of the attacked communication channel
is proposed, which contains VPN components. In addition, a classification of attacks on the
communication channel has been developed, a risk model of VPN technology has been built.

The results obtained in the course of the study can be used to increase the cryptographic strength
of the communication channel of wireless networks at the design stages, as well as basis for further
research by specialists in the field of information security.

Keywords: VPN, communication channel, vulnerability, risk, threat.
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COBEPHIEHCTBOBAHHUE OPTAHM3AITMOHHO-ITPABOBOI'O OBECIIEYEHMSI
NHO®OPMAIMOHHOMU BE3OITACHOCTHU ITPEAIIPUATHUA:
O®OPMUPOBAHUE PUCK-TAHAITAD®TA CETEBBIX ATAK

I''A. Ocranenko, /I.B. lllep6akoBa, T.FO. Mupomnanuenko, A.A. Ocranenko, A.FO. [lekio

B paborte paccmarpuBaroTcs 0cOoOEHHOCTH (DOPMHPOBAHUS PHUCK-NTAaHAMA(PTa Kak OCHOBA
COBEPIICHCTBOBAHMS OPTAaHH3AIMOHHO-TIPABOBOTO O0ECIIeYeHnsl Oe30MacHOCTH KOPIMOPATHBHBIX
cereil. B 3Toil CBS3M OCYILECTBIEHO COOTBETCTBYIOLIEE LEJICTIONAraHUE M HAaMEYEHbl OCHOBHBIC
HaIpaBJICHUS  HCCIeNOBaHUA. [IpUMEHHTENPHO K PHCK-aHAIHM3Y pealn30BaHa MaTpUYHAS
(hopManm3arys OTHOIICHUH BEKTOPOB aTaK M MCIIONB3yEeMbIX HMHU YSI3BUMOCTEH AJIS 3aJaHHOTO BHAA
CETEBOTO BO3JICHCTBUS Ha 3allUINacMbli 00BEKT. B pesyipraTe mpejiaraercs pucK-laHamadr,
MO3BOJISIFOINUI BBISIBUTH HaWOOJIEE OMACHBIC COYCTAHHS BEKTOP-YSA3BUMOCTH, IJISI MPOTHBOICHCTBUS
KOTOPBIM HE0OXOIMMO (POPMHUPOBATH COOTBETCTBYIOIICE OPraHU3AIMOHHO-IIPABOBOE 00CCIICUCHUE B
BUJIC YACTHBIX MOJUTHK OE30MAaCHOCTH, PErJIAMEHTOB M MHCTPYKIHMH 110 3aliuTe HHPOpMAIHU
KOpHOpaTHBHOﬁ CCTHU OT CCTCBBIX aTakK. Hpe}lHO)KeHLI AHAJIUTUYCCKHUEC Bpra)KeHI/ISI JJIs1 OUCHKU pI/ICKa
YCIICIITHOM pean3aiy BEKTOPOB aTaK depe3 CETEBhIC YSI3BUMOCTH.

KiroueBple citoBa: KOpPHOpaTHUBHAs CETh, BEKTOpP aTaK, YA3BHMOCTh, NMOJHUTHKA, PETJIAMEHT,
HHCTPYKIHS.

IMPROVING THE ORGANIZATIONAL AND LEGAL SUPPORT
OF THE INFORMATION SECURITY OF THE ENTERPRISE:
FORMING THE RISK LANDSCAPE OF NETWORK ATTACKS

G.A. Ostapenko, D.V. Shcherbakova, T.Yu. Miroshnichenko, A.A. Ostapenko, A.Yu. Peklo

The paper discusses the features of risk landscape formation as a basis for improving the
organizational and legal security of corporate networks. In this regard, the appropriate goal-setting has
been carried out and the main directions of research have been outlined. With regard to risk analysis, a
matrix formalization of the ratios of attack vectors and the vulnerabilities used by them for a given type
of network impact on the protected object is implemented. As a result, a risk landscape is proposed that
makes it possible to identify the most dangerous vector-vulnerability combinations, to counter which it
is necessary to form appropriate organizational and legal support in the form of private security policies,
regulations and instructions for protecting corporate network information from network attacks.
Analytical expressions are proposed to assess the risk of successful implementation of attack vectors
through network vulnerabilities.

Keywords: corporate network, attack vector, vulnerability, policy, regulation, instruction.
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CO3JAHME KUBEPIIOJIMI'OHA: BJIOK HABUT'ALIUUA 110 TEXHOJIOI'MAM
NCKYCCTBEHHOI'O UHTEJIVIEKTA U MAIIMHHOI'O OBYYEHUA

A.JL. Ceppneunsiii, A.T. Tpypanos, A.A. Kapaanos

B crartee mpencTaBieHBI pe3ynbTaThl Pa3pabOTKH OJIOKA HABHTAUM MO TEXHOJIOTHAM
HCKYCCTBEHHOTO MWHTEJICKTa W MAIIMHHOTO OOYYEHHs, BBHIIOJHEHHON B paMKax CO3JaHHA
kubeprnonurona. biok 6azupyercs Ha MporpaMMHOI peanu3anuy UHTEPAKTUBHOW MH(POPMAIIMOHHON
KapThl « T€XHOIOTUH UCKYCCTBEHHOTO MHTEIUICKTa ¥ MalIMHHOTO 00y4eHus». MHpopMarmonHas kapTa
CHCTEeMaTH3HUPYET CBEJCHNUS O 3aJlauax, METOAaX U MOJIEIIsIX, MAalIMHHOTO 00Yy4eHHs, a TaKkKke Habopax
JIAaHHBIX M HAYYHBIX MyOJIMKALMIX, KOTOPBIE pa3MelaroTcst Ha MHpopMaIimoHHOM pecypcee Papers With
Code.

WHdopmanmonHas KapTa pacKphIBaeT CJIOXHYIO CTPYKTYPY B3auMOCBsi3ell Mexay Oojee uem 3
TBIC. 33/1a4 MAaIIMHHOTO 0Oy4YeHus, 34 ThIC. HAYYHBIX IyOJIMKAIMH, MOCBSIMEHHBIX UX PELICHHIO, a
Taroke 7 TbIC. HAOOPOB NAHHBIX, 2 THIC. METOIOB H aITOPUTMOB MAIlIMHHOTO 00Yy4EHHs, 8 ThIC. MOJETICH,
YIOMHHAEMBIX B TAaKHX CTaTbsiX. B Xone wmccinenoBaHUs MHGOPMAIMOHHOW KapThl MOTYT OBITH
MOJIYYEHBI 3HAHUSAM O COBPEMEHHOM COCTOSIHUH Pa3BUTHS TEXHOJIOTUI UCKYCCTBEHHOIO UHTEIIEKTA,
YTO CIIOcOOCTBYET Oosee TITyOOKOMY MOHUMAHHIO OCHOBHBIX TEHACHIWH B JAHHON 00JIaCTH, a TaKkKe
NOBBIIIAET A3PPEKTUBHOCTH MOUCKA 110 PACCMATPUBAEMON TEME.

Takke BaXHBIM NPaKTHYECKUM 3HAUCHHEM Pa3pabOTaHHON WHPOPMAIMOHHOMN KapThl SIBISETCS
BO3MOKHOCTh HCIIOJIb30BaHUSA €€ AN COBMECTHOH paboThl MO TeMaM B OOJAaCTH HCKYCCTBEHHOTO
UHTEJIeKTa. B kauecTBe mpumepa MOCTPOEH CIIOH, Ha KOTOPOM IIOKa3aHbl 00NAcTH pa3sMEIleHHs U
B3aUMOCBSI3H MEXy 3aJa4aMi, MOJEISIMA U HaOOpaMH JIaHHBIX, UCIIOJIB3YEMbIX IIpU 00eCleueHUH
nH(OpPMaLMOHHO 6€30MaCHOCTH U 3aIUTe HHPOPMAIHH.

Bnok HaBUranmy NOCTPOCH C MCIOIb30BAaHNEM WEb-TEXHOJIOTHH B IOCTYIIEH B TECTOBOM PEXHUME
Ha ropranie CyberMaps.ru.

KnroueBsle  cioBa:  KuOepnonmron,  HWHQOpPMAlMOHHAas  KapTa,  HHGOPMAIMOHHOE
KapTorpa(upoBaHne, HICKyCCTBCHHBIH HHTEIIEKT, MAIIMHHOE 00y4ICHHE.

CREATING A CYBERPOLYGON: A NAVIGATION BLOCK ON TECHNOLOGIES
OF ARTIFICIAL INTELLIGENCE AND MACHINE LEARNING

A.L. Serdechnyi, A.T. Trufanov, A.A. Kardanov

The article presents the results of the development of the navigation block on artificial intelligence
and machine learning technologies, carried out as part of the creation of a cyber polygon. The block is
based on the software implementation of the interactive information map "Artificial Intelligence and
Machine Learning Technologies". The information map systematizes information about tasks, methods
and models, machine learning, as well as data sets and scientific publications, which are placed on the
information resource Papers With Code.

The information map reveals the complex structure of relationships between more than 3,000
machine learning problems, 34,000 scientific publications devoted to their solution, as well as 7,000
datasets, 2,000 machine learning methods and algorithms, and 8,000 models mentioned in such articles.
During research of an information map it is possible to receive knowledge of a current condition of
development of technologies of an artificial intellect that promotes deeper understanding of the basic
tendencies in the given area, and also raises efficiency of search on the considered subject.

Also an important practical value of the developed information map is the possibility of its use for
crowdsourcing work in the field of artificial intelligence. As an example the layer is built, which shows
the areas of placement and relationships between tasks, models and data sets used in information
security and information protection.

Navigation block is built using web-technology and is available in test mode on the portal
CyberMaps.ru.

Keywords: cyber polygon, information map, information mapping, artificial intelligence, machine
learning.
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3BOJIIOIUSI TH®OPMAIIMOHHOM BE3OITACHOCTH OT 3AILIUTBI JAHHBIX
N UHOOPMAIUU K BAHIUTE 3HAHUU - HAYKOMETPUYECKHUE ACITEKTbBI
(Yacts II)

I1.1IO. ®uasak

[Ipobnema mHbOPMATHOHHOW 0E30IACHOCTH HUKOTJA HE yTpaduBalia CBOCH aKTyallbHOCTH IO
Mepe Ppa3BUTHSA COBPEMEHHOTO OOINECTBAa, a B YCJIOBHAX DNOOANM3alliM CTaHOBICHHS U
pacmpocTpaHeHns] HH(GOPMAIIMOHHOTO OOIIECTBA M BBIXOZA €T0 Ha HOBBIN KaueCTBEHHBIH ypOBEHb
CTaHOBUTCS OCOOCHHO OcTpoil. Tem Oomee, ¢ yueToM Takoro oOBEKTHBHOTO (pakTopa Kak OypHOe,
JVUHAMHYHOE M TOBCEMECTHOE BHEIPEHHE BO BCEX cdepax JKU3HH TaKOTO, OTHOCHTEIHBHO HOBOTO
SBJIEHHS, KaK MCKYCCTBEHHBI WHTEIUIEKT, KOTOPBI CTAHOBUTCS HEMNPEJIOKHBIM YCIIOBUEM
TEXHUYECKOTO M TEXHOJOIMUYECKOro Iporpecca uenoBedecTBa. Kak M3BECTHO, dYeJoBedecKas
UBWJINM3AIMS HAaXOJUTCS Ha IIOpPOre HOBOIO TEXHOJOTMYECKOTO CKaykKa M OCTPO HYXKAaeTcs B
MOJYYCHUN KAUYCCTBECHHO HOBBIX 3HaHHI7[, BbIXOJa Ha HOBBIM Kauy€CTBEHHBIN YPOBE€Hb, 4YTO
MOZIpa3yMeBaeT U Mpe/Ioiaraet MosBICHHUE B OivbKaiilliee BpeMsi OTKPBITHI B pa3HBIX HayuHBIX cepax
U TIpEeXK/ie BCETO B (yHIAMEHTAJIbHOW HayKe, TOYHBIX M €CTECTBCHHBIX HayKax. 3ajada CKopeiImiero
MOJyYCHNSI HOBBIX 3HAHUH M, 0COOCHHO, NMPHHILMNNAIGHO HOBBIX 3HAHHHM HA HACTOSIIMA MOMEHT
BCTaJla HEOOBIKHOBEHHO OCTpO. I MOTyueHNsI HOBBIX 3HAHMI HEOOXOAMMO HCIIOIb30BaHHE HOBBIX
MIO/IXOZ0B ¥ MHCTPYMEHTOB, K KAKOBBIM OTHOCHUTCSI 1 HCKYCCTBEHHBIH MHTEIUIEKT, - MHOTOIUIAHOBBIN H
3¢ PEKTUBHBIN, HO ¥ Ha HACTOSIINI MOMEHT OTHOCHTEIBHO HEN3YUICHHBII C TOYKH 3PEHHS BO3MOXKHBIX
HETaTUBHBIX IIOCIEACTBUI OECKOHTPOJBHOTO €ro mnpuMeHeHHs. [losTomy 3amada obecnedeHHs
nH(OpMAIMOHHONW 0e30MaCHOCTH TEPEeXOAUT U3 IUIOCKOCTH CBOEH aKTyalbHOCTH Ha HOBBIW
Ka4eCTBCHHBIN YPOBEHb.

Knrouersie ciioBa: nHpOpMAIWs, TaHHBIC, 3HAHUS, MyIpPOCTh, KoHrenus DIKW, naykomerpus,
HayKOBCJCHHUC, HCKyCCTBeHHLIﬁ HUHTCIIJICKT, I/IH(bOpMaHI/IOHHaH 6e3OHaCHOCTL, HWHBECTULMU B HAYKY,
4aT-00TBI, TIIATPOPMBI HCKYCCTBEHHOTO MHTEIIICKTA.

THE EVOLUTION OF INFORMATION SECURITY - FROM DATA AND
INFORMATION PROTECTION TO KNOWLEDGE PROTECTION -
SCIENTOMETRIC ASPECTS
(Part II)

P.Yu. Filyak

The problem of information security has never lost its relevance with the development of modern
society, and in the context of globalization, the formation and spread of the information society and its
entry into a new qualitative level becomes especially acute. Moreover, taking into account such an
objective factor as the rapid, dynamic and widespread introduction in all spheres of life of such a
relatively new phenomenon as artificial intelligence, which becomes an indispensable condition for the
technical and technological progress of mankind. As you know, human civilization is on the threshold
of a new technological leap and is in urgent need of obtaining qualitatively new knowledge, reaching a
new qualitative level, which implies and assumes the appearance in the near future of discoveries in
various scientific fields and, above all, in fundamental science, exact and natural sciences. The task of
obtaining new knowledge as soon as possible and, especially, fundamentally new knowledge has
become extremely acute at the moment. To gain new knowledge, it is necessary to use new approaches
and tools, which include artificial intelligence, which is multifaceted and effective, but also relatively
unexplored at the moment in terms of possible negative consequences of its uncontrolled use. Therefore,
the task of ensuring information security is moving from the plane of its relevance to a new qualitative
level.

Keywords: information, data, knowledge, wisdom, DIKW concept, scientometrics, science
studies, artificial intelligence, information security, investments in science, chatbots, artificial
intelligence platforms.
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ATAKH THIIA «CETEBAS PA3BEJIKA»: PUACK-JIAHAIIA®T U YHACTHAA
INOJIMTUKA UHOOPMAIIMOHHOMU BE3OITACHOCTHU ITPEAIIPUATHUA

A.1O. IIekao, I'.A. Ocranenxo, /[.B. lllep6akoBa, A.A. OcTaneHko

B pabote paccmarpuBaercsi crienn(rKa IOCTPOSHUS YaCTHOM MOJHUTHKH B YaCTH 3aIIUTHI CETH
NPEANPUSITHS OT CETEBOM pa3BeJKM B COOTBETCTBHMHU ¢ pHcK-naHamapToM. CHopMUPOBAaHO MOTHOE
MHOXECTBO CLICHAPHEB U ySI3BUMOCTEHl ceTeBoll pa3Beaku. Ha ocHOBaHMM CTaTHCTUKHU, YacTOTHI U
yIIEpOHOCTH aTak BBIBJIECHBI HauOoyee ONacHble COYETaHMs CILEHApUEB M YS3BUMOCTEH 3a/JlaHHOTO
Tuna araku. [loctpoeH puck-naHamadT peaau3alnuy ceTeBoil pa3BeAkH. B pesynbrare mpeanaraercs
crerdrka JacTHOW MOJIWTHKH 3alUThl CETH OPTAaHHW3AIMH OT CETEBOW DPA3BEIKH, yUHTHIBAIOIIAS
Hanbosiee OMacHbBIE COYETAHUS BEKTOPOB M YSI3BUMOCTEH 3aJaHHOTO THIA aTakd. lIpenymoxeHHas
crerdrka MOXET OBITh MCIONIB30BaHa I pa3pabOTKM BHYTPEHHHX JOKYMEHTOB OpPraHM3aIWHd, B
KOTOPBIX COJIEpKATCS JETalbHbIC Pa3bsSCHEHHS IOJIOKEHHH IO 3aIUTE CETH OT Pa3BEAbIBATEIIHLHBIX
JEUCTBHI CO CTOPOHBI KHOEP3TI0yMBIIIIICHHHUKA.

KitoueBsle croBa: ceTeBas pa3BeiKa, ys3BUMOCTb, CLICHAPHUH aTakW, pUCK-TaHAmA(T, YacTHAs
MOJIUTHKA.

ATTACKS SUCH AS «NETWORK RECONNAISSANCE»:
RISK LANDSCAPE AND PRIVATE INFORMATION SECURITY POLICY

A.Yu. Peklo, G.A. Ostapenko, D.V. Shcherbakova, A.A. Ostapenko

The article considers the specifics of building a private policy in terms of protecting the enterprise
network from network exploration in accordance with the risk landscape. A complete set of network
intelligence scenarios and vulnerabilities has been formed. Based on statistics, frequency and flaw, the
most dangerous combinations of scenarios and vulnerabilities of a given type of attack were identified.
A risk landscape for the implementation of network intelligence has been built. As a result, the specifics
of private policy are proposed in terms of protecting an enterprise's network from network intelligence,
taking into account the most dangerous combinations of vectors and vulnerabilities of a given type of
attack. The proposed specifics can be used to develop internal documents of the organization, which
contain detailed explanations of the provisions for the protection of the network from intelligence
actions by a cyber attacker.

Keywords: network reconnaissance, vulnerability, attack scenario, risk landscape private
enterprise security policy.
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BA3A JAHHBIX KOHTEHTOB C IIPUBHAKAMMU JECTPYKTUBHOCTHU

E.1O. Yanypun, H.M. JlauTiox0B, I1./I. ®enopoB, A.O. ®eoktucros, A.10. Eropos

CraThs MOCBSLICHA CO3MaHUIO 0a3bl MAaHHBIX Ul XPAaHCHUS HH(GOPMAIMU O BBIIBICHHBIX
JNECTPYKTHBHBIX KOHTEHTAX, CO3JAHUIO MAaTeMaTHYECKOTO OOECIIeUeHHMs VIS IOUCKA, aHAJTHTHKU H
BU3YaJM3aI[A PE3yNIbTAaTOB paboOTHl ¢ CO3MaHHOM 0a3oi maHHBIX. [Ipm momMomu pa3paboTaHHOTO
MaTeMaTHYecKoro ammapara JId CO3MaHHOW 0a3bl NaHHBIX CYLIECTBYeT BO3MOXKHOCTH IOHCKa H
aHAIM3a KOHTEGHTOB C IPHU3HAKAMM JASCTPYKTUBHOCTH Ha JIIOOBIX HH(MOPMALMOHHBIX DPECypcax.
CrpykTrypa 0a3bl JaHHBIX, TO3BOJISIET XPAaHUTh MH(POPMAIMIO O KOHTEHTE JIto0oro tuna. Paspadborano
nporpaMMHOe oOecrieueHre, I03BOJIAIONIee aBTOMATH3MPOBaTh pabOTy C CHHTE3MPOBAHHOW 0a30i
JaHHBIX. Pa3paboTaHHBIA MPOrpaMMHBIA KOMILIEKC NMPUMEHHM JJisl OpraHu3aldy Ipolecca PUCK-
aHaJIM3a U MO3BOJISIET MUHUMHU3MPOBATh 3aTpadnBacMOe BpEMsl, aBTOMAaTU3UPOBATh HEKOTOPBIE YacTH
JTAHHOTO TIpOIlecca, a TaK)Ke OpPraHu30BaTh MPOCTOE M MOHATHOE B3aUMOJEHCTBUE MOJB30BATEls C
3alIMIIEHHOM 0a30ii JaHHBIX KOHTEHTOB JECTPYKTUBHOTO Xapakrtepa. [lonyueHHbIe pe3ybTaThl MOTYT
OBITh HWCIIOJB30BaHbl IS IPOBEACHUS IONPOOHOrO MpolLecca pHUCK-aHalu3a KOHTEHTOB H
TI0JIb30BaTENILCKUX KOMMEHTAPHEB, YTO IIOMOXKET CO3JaTh OoJiee NeTalbHble MEXaHH3MBbI 00ecIeYeHH s
0e30MacHOCTH KOHKPETHOTO MOJIb30BaTeNsl M MPO(UIAKTUKH SMUASMUIl B COLHMANBHBIX ceTaxX. Ha
OCHOBE MPEIIOKEHHOT0 IPOrPAMMHOT0 KOMILIEKCa CYIECTBYET BO3MOKHOCTh PEaTn30BaTh MEXaHH3M
MOJZICpallii KOHTEHTA JI0 ero (haKTHYEeCKOU Iy OIMKaIMi Ha HHPOPMALMOHHBIX pecypcax.

KiroueBble ciioBa: 6a3a JaHHBIX, IECTPYKTHBHBINA KOHTEHT, COLIMANIbHASL CETh.

DATABASE OF CONTENT WITH SIGNS OF DESTRUCTIVENESS

E.Yu. Chapurin, N.M. Lantyukhov, P.D. Fedorov, A.O. Feoktistov, A.Yu. Egorov

The article is devoted to the creation of a database for storing information about the identified
destructive content, the creation of mathematical software for search, analytics and visualization of the
results of work with the created database. With the help of the developed mathematical apparatus for
the created database, it is possible to search and analyze content with signs of destructiveness on any
information resources. The database structure allows you to store information about any type of content.
The software allowing to automate work with the synthesized database is developed. The developed
software package is applicable to the organization of the risk analysis process and allows you to
minimize the time spent, automate some parts of this process, as well as organize a simple and
understandable user interaction with a secure database of destructive content. The results obtained can
be used to conduct a detailed process of risk analysis of content and user comments, which will help
create more detailed mechanisms to ensure the safety of a particular user and prevent epidemics in social
networks. Based on the proposed software package, it is possible to implement a mechanism for content
moderation before its actual publication on information resources.

Keywords: database, destructive content, social networks.



DOI 10.36622/VSTU.2023.26.2.010
VJIK 004.056.57

CETEBBIE ATAKHU HA YPOBHE HPI/I.JIO?JKEHI/II‘/'I: PUCK-JIAHAIMA®T U YACTHASA
INOJIMTUKA THOOPMAIIMOHHOMU BE3OITACHOCTHU ITPEAIIPUATUA

C.A. Xpompbix, I'.A. Ocranenxo, /I.B. lllep6akoBa, A.A. OcTanenko

PaccmoTpena mpoOinema ceTeBBIX arak Ha YPOBHE IPWIOKEHWH M 0OOCHOBBIBaeTcsl €€
aKTyaJlbHOCTh. [I[pHUBeIeHbI BEKTOPHI M YS3BUMOCTH CETEBBIX aTak Ha YpOBHE NpuiiokeHud. Onrcana u
peann3oBaHa METOJMKAa PUCK-OIIEHKH Ha OCHOBE JaHHBIX IO aTakaM M ys3BUMocTsM B 2022 rogy.
[TocTpoeHsl MaTpuIa ySI3BUMOCTEH U PUCK-JIAaH AT 110 TaHHBIM PUCK-OIICHOK B YKa3aHHOM IIEpPHO/IE.
Ha ocHoBe puck-nanamadra npoBejieHa OLEHKA CTEIIEHU OITACHOCTH BEKTOPOB aTak M YS3BUMOCTEH.
Broimenensl HambOonlee OIMAcHBIE COYETAHWS BEKTOPOB W ysa3BUMOCTeH. g Takmx codeTaHWit
NpPENTIOKEHHE COOTBETCTBYIOIIME (parMEeHTHl YAaCTHOW MOJHMTHKH  3alIUTHl  HH()OPMALUH.
AKIIeHTHpYeTCS BHIMaHHE Ha BAXHOCTH pa3pabOTKM YaCTHBIX MOJUTHK Oe30macHOCTH HH(OopManud,
YVYHATHIBAIOMINX OCOOCHHOCTH MAEATSIFHOCTH KOHKPETHBIX HpeAnpHsTHil mist Oonee 3¢ dexTuBHON
3alIUTHI OT aTaK Ha yPOBHE MPWJIOKEHNH U HE TOJIBKO.

KitroueBble clioBa: KOPIOpaTuBHAsI CETh, BEKTOPHI aTaKH, ySI3BUMOCTH, pUCK-TaHAmadT, yacTHas
IIOJIMTHKA.

NETWORK ATTACKS AT THE APPLICATION LEVEL: RISK LANDSCAPE
AND PRIVATE INFORMATION SECURITY POLICY OF THE ENTERPRISE

S.A. Khromykh, G.A. Ostapenko, D.V. Shcherbakova, A.A. Ostapenko

The problem of network attacks at the application level is considered and its relevance to this
problem is substantiated. Vectors and vulnerabilities of network attacks at the application level are
given. A risk assessment methodology based on data on attacks and vulnerabilities in 2022 is described
and implemented. A vulnerability matrix and a risk landscape are built based on risk assessment data in
the specified period. Based on the risk landscape, the degree of danger of attack vectors and
vulnerabilities is assessed. The most dangerous combinations of vectors and vulnerabilities are
highlighted. For such combinations, corresponding fragments of a private information protection policy
are proposed. Attention is focused on the importance of developing private information security policies
that take into account the specifics of the activities of specific enterprises for more effective protection
against attacks at the application level and beyond.

Keywords: attack vectors, vulnerabilities, risk landscape, private policy.
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BUOMETPUSA TAPOJIBHOI'O BBOJA: HOBASI MOJEJIb AYTEHTU®UKALIUN

B.A. Munaes, U.C. CtpyukosB

B cratee paccmarpuBaeTcss BO3MOXKHOCTH YCHIICHHMS METOJA ayTEHTH(UKAIUU COYETaHHEM
Mapoisd W KIaBHATypHOTO IIOYEpKa IIOJIb30BATENS Ha BXOAE B KOMIIBIOTEPHYIO cucteMmy. Jlms
000CHOBaHMS HOBOH OMOMETPHUYECKON MOJENN ayTCHTU(HKAIMH pPAacCMaTPHBAIOTCS PE3YJIbTATHI
9KCIIEPUMEHTOB MO 3amepaM 3a0biBaHMA HH(DOpManuw, mosydeHHble B XIX Beke HEMEIKHM
ncuxojoroM [. D00mHray3om. BeimBuraeTcst W mpoBepseTcs THIIOTE3a, YTO MPOIECC BBOAA
MIOJTE30BATENIEM MApOJIsl ¢ KIABHATYphl XapaKTEPH3yeTCs] KPUBOM SKCHOHEHIIMAIBHOTO THIIA, KOTAA
BHaJaJe BpeMs CKOpOCTh BBOJIa MUHMMaJIbHa, COOTBETCTBEHHO, BPEMsI BBOJ]a — MAKCHMAIIBHO, @ 3aTEM
10 Mepe HOBBIX MOBTOPEHUI CKOPOCTh BBOAA YBEIMUUBACTCA, a BpEMsI BBOAA YMEHBIIIAETCs, CTPEMSICh
K HEKoTopoMy npeneny. IIpu 3ToM 1l KaXJ0ro MoJIb30BaTeNs HaOMIOAAI0TCS XapaKTepHbIE TOJIBKO
€My MapaMeTpbl SKCIIOHEHIIUAIbHON KpUBOH. J[J1s1 HOCTpOEeHUs MOJIeN KiaBHaTypHOro noudepka c¢ 30
Y4aCTHUKAMU TPOBEJCHBI SKCIIEPUMEHTHI M0 H3YYEHHIO €ro AMHAMHYECKHX IapaMmeTpoB. Mepoii
COOTBETCTBUS MEKJY TCOPETUUECKOM M DKCIEPUMEHTAIbHOM KpHUBOM, a TaKkKe KpUTEpPHEM
ayTeHTU(HKAIMKU TI0JIb30BATENsS CIY)XUT 3HadeHue koddpduuuenrta aerepmuHamud R Ananuz
pe3yNbTaTOB MOJCIMPOBAHHUS IIOKa3al, YTO YYacCTHUKHM OKCIEPHMEHTa JAENATCS Ha TpH
THUITOJIOTHIECKNE TPYMNIBI B MPOCTPAHCTBE MapaMeTpOB KJIABHATYPHOTO IMOYepKa. [ pymmsl 3HaYnMO
pa3NMyaroTCsl TEHAEPHBIMH M TICHUXOJOTHYECKHMMH NPU3HAKAMH, OTPAKAIOUIMMH THIIOXapaKTep
TIOJTE30BATEIS.

KaroueBble c1oBa: OGnoMeTpudeckuii MeToA, ayTeHTH(UKAINSA, KIaBUATYyPHBIH MOYEPK, KPUBas
3a0BIBaHNS, MAaTEMAaTHIECKAst MOAENb, TUIIOJIOTHSL.

PASSWORD ENTRY BIOMETRICS: NEW AUTHENTICATION MODEL

V.A. Minaeyv, 1.S. Struchkov

The article discusses the possibility of strengthening the authentication method by combining a
password and a user's keyboard handwriting at the entrance to a computer system. To substantiate the
new biometric authentication model, the results of experiments on measurements of forgetting
information obtained in the XIX century by the German psychologist G. Ebbinghaus are considered.
The hypothesis is put forward and tested that the process of entering a password by the user from the
keyboard is characterized by an exponential curve, when at first the input speed is minimal, respectively,
the input time is maximal, and then as new repetitions occur, the input speed increases and the input
time decreases, tending to a certain limit. At the same time, for each user, the exponential curve
parameters characteristic only of him are observed. To build a model of keyboard handwriting,
experiments were conducted with 30 participants to study its dynamic parameters. The value of the
determination coefficient R2 serves as a measure of the correspondence between the theoretical and
experimental curve, as well as the user authentication criterion. Analysis of the simulation results
showed that the participants of the experiment are divided into three typological groups in the space of
keyboard handwriting parameters. The groups differ significantly in gender and psychological
characteristics reflecting the type of character of the user.

Keywords: biometric method, authentication, keyboard handwriting, information forgetting curve,
mathematical model, typology.
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CO3JAHME KUBEPITIOJIMT'OHA: ®OPMHUPOBAHUE BJIOKA OMYJISALIUNA
N CKAHUPOBAHUSA UHO®PACTPYKTYPbI

C.C. Kyauxkos, A.U. Caymikun

B pabore mpeanaraercs BapHaHT peasid3aldy MporpaMMHoO-TexHnyeckoro kommiekca (I1TK),
ABIISIOMIETOCST OJOKOM aHanmu3a Oe30macHOCTH KHOEepIoNNroHa. bBilok 1mo3BonseT »MyiIHpoOBaTh
MH(PACTPYKTypy 3aKa3uhKa M MPOBOAUTH €€ CKAHMPOBAHUE HA MPEIMET HAINYUS YSI3BUMOCTEH.
KommoneHT smymsamum WHGPACTPYKTYpbl oOecHednBaeT €¢ OBICTPYI0 WHHUIMAIU3ALMI0 WU, TPH
HEOOXOANMOCTH, OIEPAaTHBHOE BOCCTAHOBJIEHHE. 3a CYET HCIHOJB30BAHUS ~ TEXHOJIOTHH,
obecrieunBarOIuX OBICTPOE pa3BepTHIBaHUE, HHPPACTPYKTYpa MOXKET OBITh MOAHATA Ha Pa3THIHBIX
BBIYHCIINTEIBHBIX pecypcax. KOMIIOHEHT aHan3a 3aIUIEHHOCTH ITO3BOJIAET MOIB30BATEII0 IPOBECTH
CKaHMpOBaHUE MH(QPACTPYKTYPHI Ha HAIMYHE YS3BUMOCTEH M MOJIYYHUTh HOAPOOHYI0 MH(POPMAIHIO O
HUX. UT0OBI 00ecneynTh NPO3pavHyIo AJIsl T0JIb30BATENsI HHTETPAIMIO KOMIIOHEHTOB OJIOKA M ITPOCTOTY
€r0 UCIIONb30BaHUS PEATU30BaHO CIICIUANbHOE IPUIIOKEHHE, BEITIOIHAIONIEE POJIb 0JIb30BATEILCKOTO
unrep¢eiica. [ITK no3sosnsier peanu3oBars pa3inuHble CIOCOOBI pa3MELIEHHs €r0 KOMIOHEHTOB JIaXe
Ha MEHee pecypcoo0ecIedeHHbIX aThopMax 3a C4eT UCTIOIb30BaHHs TEXHOJIOTUH KOHTeHHepU3aLl .

KnroueBsle cnoBa: KuOepmonwuroH, WH(GOPMAIMOHHAS O€301acHOCTh, 3MYJLIIUS, TEXHOJIOTHS
OBICTPOTO Pa3BEPTHIBAHMS.

CREATION OF A CYBERPOLYGON: FORMATION OF THE UNIT OF EMULATION
AND SCANNING OF INFRASTRUCTURE

S.S. Kulikov, A.I. Saushkin

The paper proposes an implementation option for a software and hardware complex (SHC), which
is a block for analyzing the security of a cyberpolygon. The block allows you to emulate the customer's
infrastructure and scan it for vulnerabilities. The infrastructure emulation component ensures its quick
initialization and, if necessary, quick recovery. Through the use of technologies that provide rapid
deployment, the infrastructure can be raised on various computing resources. The security analysis
component allows the user to scan the infrastructure for vulnerabilities and obtain detailed information
about them. To ensure transparent integration of the block components for the user and ease of use, a
special application has been implemented that acts as a user interface. SHC allows you to implement
various ways of placing its components even on less resource-provided platforms through the use of
containerization technologies

Keywords: cyberpolygon, information security, emulation, rapid deployment technology.
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CO3JAHUE KUBEPIIOJIMT'OHA: ®OPMUPOBAHUE BJIOKA CUMYJISALIUN

C.C. Kyauxkos, B.K. ®exopos

B Hacrosmieii craTbe OMUCAHBI OCOOCHHOCTH Pa3pabOTKH W pealn3aliy OJI0Ka CUMYIIIIUU
KHOEpIIONINroHa, MpeIHa3HAYEHHOTO IS MIPOBEICHNSI TPEHUPOBOK M ayauTa kubepOezomacHocTH. B
paMKax paOOThI OBUTH MPOAHATM3UPOBAHBI CYIIECTBYIOMINE PEeaIN3alni KHOSPIOINTOHOB, OCHOBHBIC
NPUHLOUIEI UX (QYHKIMOHUPOBAHMSA, HA OCHOBE 4YETo OBLI OMpeAeseH MOAXOA K MOICIHPOBAHUIO U
pean3oBaH COOTBETCTBYIOUIMHA MPOTPAMMHBEIA OJIOK CHMYJSIHA. Peani30BaHHBIA IpPOTrpaMMHO-
texHndecknit kommeke (I[1TK) nmo3Bossier AuHaAMUUECKH HATOJIHATH HHQPACTPYKTYpy, OTOOpakaTh
CeTeBbIC TOIOJIOTUH B BHJE AMHaMU4eckoro rpaga. Takxke npeaycMoTpeHo (popMUpOBaHHE OTYETOB
N0 HaWJEHHBIM YS3BUMOCTAM M OJKCIUIOHTaM. PaboTa c OJOKOM CHMYJSIIMM OCYLIECTBISIETCS
MOCPE/ICTBOM HCIIOJIb30BaHUsl BEO-CTPaHUIIBl, (PyHKIHOHAI KOTOPOW IO3BOJISIET: OOABIATH Y3JIBI,
M3MEHSTH TOIIOJIOTHIO CETH, 3aIlyCKaTh CETeBOEe CKaHUpOBaHHE U (opMHUPOBaTh OTYET OE30MACHOCTH.
I'm6xocts IITK nocturaercs mpuMeHeHHEM MUKPOCEPBUCHOM apXUTEKTYpPhl COBMECTHO C TEXHOJIOTHEH
KOHTeHHEepH3annu. OJKCHEPUMEHTAIBHBIE PE3YJIbTAThl ITOKa3bIBAIOT, YTO AaKIEHT Ha CHMYJIIIHIO
MPOLIECCOB, a TakXke IpadoBoe NpeAcTaBICHUE MHPPACTPYKTYPHI MO3BOJISIET HE TOJBKO IOBBICHTH
YPOBEHb OCBEJIOMIICHHOCTH B cdepe uHpopMmanuonHoit OezomacHoctu (MB), HO u 3ddexTrBHO
BBIBIIATh W AHAJIM3UPOBATH YSA3BHMOCTH, IPOTHO3MPOBATH NOTEHLIMAIBHBIE YIPO3BI OT IEHCTBHH
3JI0yMBIIICHHUKOB ¥ IPUHUMATh COOTBETCTBYIOIHE MEPHI TS 3aIUTHl HH()OPMAMOHHBIX CHCTEM.

KiroueBble ciioBa: KHOEpHONUToH, Tpad, YI3BUMOCTh, IKCILIOHT.

CREATING A CYBER POLYGONE: GENERATING A SIMULATION BLOCK

S.S. Kulikov, V.K. Fedorov

This article describes the development and implementation of a cyber-polygon simulation unit
designed for cybersecurity training and testing. As part of the work, the following were considered: a
set of domestic implementations of cyber polygons, the basic principles of their functioning, an
approach to its modeling was chosen, and an appropriate simulation software block was implemented.
The implemented software and hardware complex allows you to dynamically fill the infrastructure,
display network topologies in the form of a graph. It also provides for the generation of reports on found
vulnerabilities and exploits. Working with the simulation block is carried out through the use of a web
page where you can: add nodes, change the network topology, run a network scan and analyze the
security report. The flexibility of the software and hardware complex is achieved by using a
microservice architecture coupled with containerization technology. Experimental results have shown
that the emphasis on process simulation, as well as graph manipulation, allows not only to increase the
level of information security awareness, but also to effectively identify and analyze vulnerabilities,
predict potential threats from the actions of intruders and take appropriate countermeasures to protect
information systems.

Keywords: cyber polygons, graphs, vulnerabilities, exploits.



