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HEJIEINOJIAT AHAE ITPOEKTHOM JEATEJbHOCTH
1O CO3JAHUIO HHCTPYMEHTAPUA ABTOMATHU3NPOBAHHOI'O BBIABJIEHUSA
N PUCK-AHAJIM3A JECTPYKTUBHBIX KOHTEHTOB, AO®PUJINPOBAHHbBIX
C IIEPCOHAJIOM KOPIIOPAIIUI

A.I'. Ocranenko, U.A. boxos, C.B. JInxo0adoun,
I.C. SAcenko, E.IO. Yanypun

PaccmaTpuBaroTcs BHIEO, ayIuo M TpaduuecKkre KOHTEHTHI COIMAIBHBIX CeTell Kak (hakTop
obecrieueHnss MHPOPMAIMOHHONW Oe30macHOCTH Koproparui. OCyIIecTBIsSeTCS IelenojaraHue
MPOEKTHOH JIESTENFHOCTH MO CO3JaHUIO aBTOMAaTH3MPOBAHHOTO HMHCTPYMEHTAPHSI BBISIBICHUS M PHCK-
aHaIM3a BBIIICYKA3aHHBIX KOHTEHTOB, BKIIIOYAsl MTAPCHHT PECYPCOB COIICETEH, CENEKINI0 COOPaHHBIX
KOHTCHTOB II0 MPU3HAKAM JECTPYKTUBHOCTH W HMX PUCK-aHAIHU3 AJISI BBIPAOOTKH PEKOMEHIAIMH MO
pa3rpaHHYEHUIO JIOCTyNa K KOopropaTtuBHOW MH(popmanuu. OLEeHUBAeTCsl aKTyallbHOCTh MPOSKTHOW
JIeSITETIBHOCTH, HCCIICAYIOTCSl aHAJIOTH, MpeAiaraloTcsl apXUTEKTypa M alrOpHUTMBI CO3/1aBaeMOIo
uHCTpyMeHTapus. DOpMyJIUpPYIOTCS HUMEIOIIMECS IPOTUBOPEUMs, BBITEKAOLUE U3 HUX 3a]a4d
HCCJICIOBAHUSL M OXKUAAEMbIE pE3YyJbTaTbl C COOTBETCTBYIOIEH UM HOBU3HOH, NPaKTUYECKOU
LEHHOCTBIO M TEOPETUUECKOI 3HAUMMOCTBI0. OOCYKAAIOTCS IEPCIEKTUBBI OPraHU3aluK PUCK-aHATN3a
HCCIEIyeMbIX KOHTEHTOB M HCIOJIb30BAaHHE €T0 PE3yNbTaTOB Ul BHIPAOOTKHM PEKOMEHIALUH IO
pa3rpaHUYECHUIO KOPIOPATHBHOTO AOCTYTa K HH(pOpManum.

KiroueBsle cioBa: KOHTEHT, COLICETh, PUCK, TAPCHHT, TIEPCOHAI, KOPIIOPALHSL, OCTYII.

GOAL-SETTING OF PROJECT ACTIVITIES TO CREATE TOOLS FOR AUTOMATED
IDENTIFICATION AND RISK ANALYSIS OF DESTRUCTIVE CONTENT AFFILIATED
WITH CORPORATE PERSONNEL

A.G. Ostapenko, I.A. Bokov, S.V. Likhobabin,
D.S. Yasenko, E.Y. Chapurin

Video, audio and graphic content of social networks are considered as a factor in ensuring
information security of corporations. The goal-setting of project activities is carried out to create
automated tools for identifying and risk analysis of the above-mentioned content, including parsing of
social network resources, selection of collected content based on signs of destructiveness and their risk
analysis to develop recommendations for delimiting access to corporate information. The relevance of
the project activity is evaluated, analogues are investigated, architecture and algorithms of the created
tools are proposed. The existing contradictions are formulated, the research tasks arising from them and
the expected results with their corresponding novelty, practical value and theoretical significance. The
prospects of organizing a risk analysis of the studied content and the use of its results to develop
recommendations on the differentiation of corporate access to information are discussed.

Keywords: content, social network, risk, parsing, personnel, corporation, access.
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HEJENOJATAHUE MIPOEKTHOM JEATEJBHOCTH IO CO3JAHUIO
MHCTPYMEHTAPUA ABTOMATU3ALIMU BbISAABJIEHUSA U PEI'Y IMPOBAHMAA
PUCKOB JEBUAHTHOI'O TIOBEJAEHUA COTPYJHUKOB KOPIIOPALIUU

A.I'. Ocranenko, A.I'. 3umanukuii, E.A. MockaJjieBa

Ha ocHOBe BCECTOPOHHEro HCCIENOBaHHMA MPEAMETHOH 00IacTH OOOCHOBaHA aKTyaJbHOCTB
CO3JaHUSI WHCTPYMEHTapHs BBIIBICHUS W PETYIHPOBAHUS PHCKOB JEBHAHTHOTO IIOBEICHHUS
COTPYIHHKOB KOPIIOpalMM B KOHTEKCTE 0OecmedeHus uX Oe3omacHOCTH. PaccMOTpeHHe aHaloroB
MO3BOJIMJIO  OCYIIECTBUTH IIENENOJNIATAaHHE IPOSKTHOW [EATENbHOCTH M0 JIMHEHKE B3aMMHO
OJTHO3HAYHOTO COOTBETCTBHS BBIIBICHHBIX INPOTHBOPEUYMH, IOCTABICHHBIX 3aJad, OXHIAEMBIX
PEe3yNbTaToB, UX HOBU3HBI, IPAKTUYECKON LICHHOCTH U TEOPETUYECKON 3HaUMMOCTH. B cooTBeTCTBHY C
BBILIEU3JIOKCHHBIM TIPEJJIAraeTcsi apXUTEKTypa CO374aBaeMOro HWHCTPYMEHTAapHsi, BKIIOYAIOIIAs
pa3HOoOOpa3Hble OMOJIMOTEKH M MOJYJH, OCYILECTBISIETCS JEMOHCTpalMs WX MCIOJIB30BaHUS Ha
MPaKTHYECKUX MPUMEpPax aBTOMaTU3UPOBAHHOTO aHAJIM3a MUMHYECKUX 3MOLIUH (3J10CTh, OTBpAILICHUE,
CTpax, paJiocTb, IPYCTh, yAUBICHUE U Jp.) YEIOBEKA.

Kirouessle coBa: puck, I€BUAHTHOE MTOBEACHHUE, KOPIIOpaNus, IeJIeToIaraHue, YMOLHH.

GOAL-SETTING OF THE PROJECT ACTIVITY ON CREATION
OF TOOLS FOR AUTOMATING THE DETECTION AND REGULATION
RISKS OF DEVIANT BEHAVIOR OF CORPORATE EMPLOYEES

A.G. Ostapenko, A.G. Zimnitsky, E.A. Moskaleva

Based on a comprehensive study of the subject area, the relevance of creating tools for identifying
and regulating the risks of deviant behavior of corporate employees in the context of ensuring their
safety is substantiated. Consideration of analogues allowed to realize the goal-setting of project
activities according to the line of mutually one-valued correspondence of the revealed contradictions,
set tasks, expected results, their novelty, practical value and theoretical significance. In accordance with
the above, the architecture of the created toolkit including various libraries and modules is proposed,
their use is demonstrated on practical examples of automated analysis of human facial emotions (anger,
disgust, fear, joy, sadness, surprise, etc).

Key words: risk, deviant behavior, corporation, goal setting, emotions.
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AECTPYKTUBHBIE HAEOJIOI'MA
KAK YI'PO3A HHOPOPMAIIMOHHOH BE3OITACHOCTH
B YCJIOBUAX IUPPOBOU TPAHCP®OPMALIMN COLNUAJIBHBIX COEP

A.C. OBunncknii, K.K. bop3ynos

B ycmoBmsax mmdpoBoit Tpanchopmammm conmanbHBIX cdep yrpo3sl HHPOPMAIMOHHON
0e30IIaCHOCTH CBS3BIBAIOTCA C HETaTHBHBIMH BO3JICHCTBHSAMH Ha CO3HAHHUE JIIOACH W, B IIEPBYIO
o4epenb, C ACCTPYKTUBHBIMH HACOIOTHAMH. 3HaUCHUE HICOJIOTHH B )KH3HHU OOLIECTBA COMOCTABIISETCS
¢ posisto uHGOpManuu. [IpexcTaBieHne UICONOTHH B YHHBEPCAIBHOH CHCTeMe HH(pOPMaIHOHHBIX
KOOpIMHAT BBICBEUHBAET €€ KaK IPaBOBYI0 (YHKIMIO, a HMEHHO €¢ pOjb B OOOCHOBaHUH
MOBE/ICHUECKUX peakuuil JIIoAeH B CaMbIX DPa3HOOOPA3HBIX CUTyalusX. AHaJIM3UPYIOTCS HCTOKH
BO3HUKHOBEHHMS IECTPYKTHBHBIX Heooruil. KOMIIEKCHBIN MOIX0/1 MO3BONISET CBSI3aTh U CHCTEMHO
NPE/ICTaBUTh B YHUBEPCAIBHBIX KOOPJIMHATAX OCHOBHBIC HAIPABIICHUS HAI[OHAJIbHO-3THUYECKOTO,
PEIUIHO3HOTO ¥ TOJIMTHYECKOro OKcTpemusMma. OOCYKAalTCS JeCTPYKTHBHBIE MOCIEACTBHS
MPOTUBOOOPCTBA OCHOBHBIX MHPOBBIX Haeosoruid. OTmevaercs HEOOXOAUMOCTh (OPMUPOBAHHS U
HAKOIUICHHMS UJICOJIOTHIECKHUX PECYPCOB B IIPOTUBOACHCTBHUY COLMATIBHON AECTPYKINH H 0OeCIICYCHHH
rOCYIapCTBEHHOTO CYBEpPEHHUTETa B MEHTAILHO-KOTHUTUBHOH MH(POPMALMIOHHOH BOWHE YXKe C Y4eTOM
yrpo3 CO34aBaeMbIX CUCTEM IeHEPAaTUBHOT'O HCKYCCTBEHHOT'O HHTEIUICKTA.

KiroueBpie ciioBa: MH(pOpPManMOHHAs O0€30MACHOCTh, IECTPYKTHBHBIC HJICONOTHH, CHCTEMa
KOOPJMHAT, JKCTPEMHU3M, TEPPOPH3M, pPEJIHMIHO3HBIC JOKTPHHBI, JMOSpaau3M, KOHCEPBATHU3M,
COLIMAIIN3M, HCKYCCTBEHHBIN HHTEIUICKT, HHPOPMAIIMOHHAs BOITHA.

DESTRUCTIVE IDEOLOGIES
AS A THREAT INFORMATION SECURITY IN THE CONDITIONS
OF DIGITAL TRANSFORMATION OF SOCIAL SPHERES

A.S. Ovchinsky, K.K. Borzunov

In the conditions of digital transformation of social spheres threats to information security are
associated with negative impacts on people's consciousness and, first of all, with destructive ideologies.
The importance of ideology in the life of society is compared with the role of information. The
representation of ideology in a universal system of information coordinates highlights it as a matrix of
justification of the right to a particular activity, to actions and deeds, to a way of life and thoughts. The
origins of destructive ideologies are analyzed. An integrated approach allows us to link and
systematically present in universal coordinates the main directions of national-ethnic, religious and
political extremism. The destructive consequences of the confrontation of the main world ideologies are
discussed. The necessity of formation and accumulation of ideological resources in countering social
destruction and ensuring state sovereignty in the mental and cognitive information warfare is noted.

Keywords: information security, destructive ideologies, coordinate system, extremism, terrorism,
religious doctrines, liberalism, conservatism, socialism, artificial intelligence, information warfare.



DOI 10.36622/VSTU.2023.4.26.004
YK 004.056.47

NHOOPMALIMOHHASNA KAPTA KUBEPKOH®JIUKTA «ITAJIECTHHA-U3PANJIb»

AJL Cepaeunslii, A.I'. OcTanenko

IIpomeccs  WHGOPMAIIMOHHOTO TPOTHBOOOPCTBA B KHOEPIPOCTPAHCTBE TECHO CBS3AHBI C
rI00aNbHOW TIONUTHYECKOW OOCTAaHOBKOH. PHCKM KOMIIBIOTEPHBIX aTaKk Ha TOCYIapCTBEHHBIC,
MPOMBIIUICHHBIC, (PMHAHCOBBIE M YacTHbIC MH()OPMAIMOHHBIE CHCTEMBI BO3PACTAIOT C 000CTPEHHEM
KOH(IMKTOB MEXKAYy TOCyJapcTBaMH B TOM 4UHCIE€ B pE3ydbTaTe AKTHBH3AIMM MOIUTHIECKU
MOTHBHPOBAHHBIX XaKEPOB (XaKTUBHCTOB). 3a MOCIEAHUE TO/IBI JaHHBIN HCTOYHHK YIPO3 IPEBPATUIICS
B XOpOUIO OPraHU30BaHHYIO CHILY, CIIOCOOHYIO IIPOBOJHUTH CJIOXHBIC M JJOITOBPEMEHHBIE ONEpalUH,
JICUCTBYSI COBMECTHO ¢ KuOeprnpectynHukamu U APT-rpynnupoBkamu. B HacTosmei crarbe
NPE/ICTAaBICHBl pe3yJbTaThl HUccienoBaHusl KubepkoHpmukra «[lanecruna-Uspamnsy, KoTopoe
HAIpaBJIeHO Ha BBISBIECHHE CKPBITHIX CBS3€H MEXIYy CYyObEKTaMH paccMaTpHBacMOro KOHQIIMKTA.
HccnenoBanne TPOBOIWIOCH C IIOMOIIBIO METOAa HWH(POPMAMOHHOTO KapTorpadupoBaHUS,
MO3BOJIMBIIETO CTPYKTYPHPOBATh CBEJCHUS OT Oosee yeM 150 rpynnupoBOK XaKTUBHCTOB U3 CTpaH
Apabcekoro n Mumo-TruxookeaHCKOro pernoHOB. B pesynbrare MH)OPMAMOHHO-KAPTOTPadhudecKoro
aHanu3a OBUIM  TIONYYEHBI OIEHKHM OOCTAHOBKH, CIOXHBIICHCS B  KHOEPIPOCTPAHCTBE
paccMaTpuBacMBIX PETHOHOB, a Takke CcGOpMUpOBaH HA0Op MAaHHBIX O JEATEIbHOCTH
COOTBETCTBYIOIINX XaKTUBUCTKHIX TPYIITHPOBOK 32 MepHoA ¢ 6 okTa0ps no 11 HosOps 2023 roxa.

Kirouessle cioBa: XakTHBHCTHI, HH(pOpMannoHHas kapTa, KubepBoiiHa, [1anectura-M3panis.

INFORMATION MAP OF THE CYBER CONFLICT “PALESTINE-ISRAEL”

A.L. Serdechnyi, A.G. Ostapenko

The processes of information warfare in cyberspace are closely related to the global political
situation. The risks of computer attacks on government, industrial, financial and private information
systems are increasing with the escalation of conflicts between states, including as a result of the
intensification of politically motivated hackers (hacktivists). In recent years, this threat source has
become a well-organized force capable of conducting complex and long-term operations, working in
conjunction with cybercriminals and APT groups. This article presents the results of a study of the
Palestine-Israel cyber conflict, which is aimed at identifying hidden connections between the subjects
of the conflict under consideration. The study was conducted using the information mapping method,
which made it possible to structure information from more than 150 hacktivist groups from the countries
of the Arab and Indo-Pacific regions. As a result of the information and cartographic analysis,
assessments of the situation in cyberspace in the regions under consideration were obtained, and a set
of data on the activities of the corresponding hacktivist groups for the period from October 6 to
November 11, 2023 was generated.

Keywords: hacktivists, information map, cyberwar, Palestine-Israel.
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KUTANUCKHWMA B3I IS
HA PABBUTHE U BE3OITACHOCTH KUBEPIIPOCTPAHCTBA

B.A. Munaes, E.C. [loankapnos

Ienp wWccnemoBaHUs COCTOMT B PACKPBITMU B3rjsaa 3kcreptoB u3 Kwuraiickoit Hapomnoit
PecnyOomuku (KHP) Ha coBpeMecHHBIC HampaBlCHHS pa3BUTUS U OOCCIEUYCHUS OE30MacHOCTH
kubepnpocTpancTBa. OOCYXKIAIOTCS Ba)KHBIC ACMEKThl KOHIICTIMUA pa3BUTHS WHTepHeT-IepKaBEhl,
0asupysch Ha CTUMyJIupoBaHMM KurtaemM 1HPPOBON 3KOHOMUKH, (POPMUPOBAHMH YHUCTOU U
Ha/IeXKHON OHJIalH-cpenbl, obecnedeHUH Oe3omacHOCTH KuOepnpocTpaHcTBa. [IpuBonsTcs
pe3yNbTaThl aHajJW3a COBPEMEHHOTO Pa3BUTHA B CTpPaHE, [elacTcs BBEIBOI O HEOOXOIMMOCTH
cotpynandectBa ¢ KHP u MmacmrabupoBaHus €€ IOCTHKEHHUH IPHU CO3JaHHUU OTKPBITOTO,
0e30MMacHOT0 W YCTOWYMBOTO KHOEpPIPOCTpPAHCTBA. YKa3bIBalOTCS 0a30BBIe  HANpaBICHH
(hopmupoBaHMsI €TUHOTO KHOEPCOOOINEeCTBa: aKTUBHOE COACHCTBHE IMTU(POBON MHIYCTpHATH3AIUN U
muppoBoOH TpaHCHOpPMAITUU OOINECTBA; Pa3BUTHE COOOINECTBA OE30MACHOCTH KHOEpPIPOCTPAHCTBA;
MOCTPOEHHE KOJUIEKTUBHOM KHOEp OTBETCTBEHHOCTH; JIOCTIDKEHUE 00ImMX kubdep mHrepecoB. Cpenu
OCHOBHBIX TPHUHIUIIOB CO3JaHMS EJUHOTO KUOEpIpOCTpaHCTBA PACCMATPUBAIOTCS  YETHIPE:
cobmoneHne  U(POBOro  CyBEpEeHHTETa, COXpPAaHEHHWE  CTAOWIBHOCTM U 0E301acHOCTH
KHOEpIpOCTPaHCTBA, COJCHUCTBUE OTKPBITOCTH W COTPYIHHYECTBY, MOZJEpKaHHE KHOepHopsaKa.
OO6cyxaercss mpodOJeMa YHUCTOTHI HU(PPOBOrO KOHTEHTAa B IHTEpHET, TOBOPHUTCA O TOM, 9YTO
0e30macHOCTh B KHOEPIPOCTPAHCTBE — MHOTOMEPHBIH OOBEKT, KOTOPOMY MPUCYIIW: ITO3UTHUBHAS
sHeprus B VIHTepHeTe, pa3zHOOOpasume nHUMPOBOH KYyIBTYPHI, IEPEIOBBIC CPEACTBA OHJIAWH-
KOMMYHHUKAIIMA ¥ OOpaOOTKH NaHHBIX, KHOEpIKOCHCTEeMHEBIe mpenctaBicHus CeTH, MpOoIBIKEHUE
WHTCepHET-IIMBIITU3AINH, pa3BUTHE paOOTHI OHIANH-TLIATHOPM.

KawueBbie caoBa:  Kurait, Huateprer, unmdpoBoe  pa3BuTHe, 0E30MaCHOCTE,
KHOEPIIPOCTPaHCTBO.

THE CHINESE VIEW
ON THE DEVELOPMENT AND SECURITY OF CYBERSPACE

V.A. Minaeyv, E.S. Polikarpov

The purpose of the article is to reveal the view of experts from the People's Republic of China
(PRC) on modern trends in the development and security of cyberspace. The important aspects of the
concept of China's development of an Internet power are discussed, based on stimulating the digital
economy, forming a clean and reliable online environment, and ensuring the security of cyberspace.
The results of the modern development analysis in the country are presented, the conclusion is made
about the need for cooperation with China and scaling up its achievements in creating an open, secure
and sustainable cyberspace. The basic directions of the unified cyber community formation are
indicated: active promotion of digital industrialization and digital transformation of society;
development of the cyberspace security community; building collective cyber responsibility;
promotion of common cyber interests. Among the basic principles of creating a unified cyberspace,
four are considered: respect for digital sovereignty, preservation of stability and security of
cyberspace, promotion of openness and cooperation, and maintenance of cyber order. The problem
of digital content purity on the Internet is discussed, it is said that security in cyberspace is a
multidimensional object that is inherent in: positive energy on the Internet, the diversity of digital
culture, advanced means of online communication and data processing, cyber-ecosystem
representations of the Network, the promotion of Internet civilization, the development of online
platforms.

Keywords: China, Internet, digital development, security, cyberspace.
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MOJEJIb IIEPEXBATA U 3AIIUTBI UTHO®OPMAIIUU B PACITPEJAEJTEHHbBIX
KOMITBIOTEPHBIX CETAX MPOMBIINIJIEHHOTI'O HHTEPHETA BEIIEA

C.A. Epmakos, I1.A. Aanynos, A.I'. Yypcun

becnipoBoHbIE ceTH MHUPOKO UCMOIB3YIOTCS BO BCEX chepax HalIeH )KU3HN 00ecTIeunBast JOCTYI
K MHTEPHETY U APYTHM CETeBBIM pecypcam. Ha Ga3e OecripoBOIHBIX CETEH CTPOSITCS CETH MHTEPHETA
BElIEH, a B CBS3U C DKCIIOHEHLHUAIBHBIM PACIPOCTPAaHEHHUEM BKIIOUEHHS B MHTEpHET pasIuYHBIX
BEILCH, YCTPOICTB M JaTYNKOB BO3HUKAIOT PA3INYHBIC PUCKH OE30IMaCHOCTH CHCTEM, B TOM HUHCIIE
CBsI3aHHBIE C MIEPEeXBaTOM HHPOPMALHU B OECTIPOBOIHBIX ceTsX. Llems paboThl — 3ammTa nHpOpMaHn
6ecripoBoHBIX [0T yCTpONCTB OT aTak, HanpaBJIEeHHBIX HA BEIBEIEHHUE U3 CTPOS U JIO BEJEHUSI 10 OTKa3a
BEILeH B ceTH mpennpustus. B craTbe npemioskeHa MoJienb nepexsara HHYOPMAIMH, COCTOSIIAs U3
OecrpoBOTHON pacHpefeIeHHON KOMIBIOTEpPHOU ceTu mpeanpusatus, uMetouiei IoT ycrpoiictsa, B
KOTOpBIE II0CJIE YCIEIIHOW aTakk 3arpy)kaercsi BpeloHOCHas mporpamma Mirai. B mponecce
UCCJIEJIOBaHUs NPEIIOKeHa MOJIENb 3alIUThl HH(QOPMALMU ¢ MPUMEHEHHEM CUCTEMBbI OOHAPYKEHHMS
BTOP>KEHUSI.

Krrouessle cnoBa: OecripoBogubie cetr, MHTepHET Bemeil, nepexsar n 3amura nHdpopmanny,
Wi-Fi 6, pacnpenenennsie cetn, DDoS, cuctemsr oOHapyskeHus Bropkxenuit, IDS.

A MODEL OF INTERCEPTION AND PROTECTION OF INFORMATION
IN DISTRIBUTED COMPUTER NETWORKS
OF THE INDUSTRIAL INTERNET OF THINGS

S.A. Ermakov, P.A. Antsupov, A. G. Chursin

Wireless networks are widely used in all spheres of our life providing access to the Internet and
other network resources. The Internet of Things networks are being built on the basis of wireless
networks, and due to the exponential spread of the inclusion of various things, devices and sensors on
the Internet, various security risks of systems arise, including those associated with the interception of
information in wireless networks. The purpose of the work is to protect the information of wireless IoT
devices from attacks aimed at disabling and failing things in the enterprise network. The article proposes
a model of information interception consisting of a wireless distributed computer network of an
enterprise having IoT devices into which, after a successful attack, the Mirai malware is loaded. In the
course of the research, a model of information protection using an intrusion detection system is
proposed.

Keywords: wireless networks, Internet of Things, interception and protection of information, Wi-
Fi 6, distributed networks, DDoS, intrusion detection systems, IDS.
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PA3PABOTKA PECYPCHO-3®®EKTUBHOM TEXHOJIOT U _
JUHAMHUYECKOI'O MACKHPOBAHUSA KOHOPUIEHIIUMAJTBHOU
NHO®OPMAILIMUA B PEJIAAIIMOHHBIX BA3ZAX JAHHBIX

B.IL. Jlock, JI.JI. MajlaHbHUH

3amuTa KOHQUACHIMATLHOW WM IEPCOHATBHOW HMH(MOPMAIMH SBIIACTCS aKTyaIbHOH 3amavei
MHPOPMAMOHHON 0€30TacHOCTH. B 0COOEHHOCTH 3TO KacaeTcsl pesAIIMOHHBIX 0a3 TaHHBIX, KOTOPBIC
IIMPOKO HUCTOIB3YIOTCS B PA3IMYHBIX cdepax ACATeIFHOCTH: OT OaHKOBCKOTO CEKTOpa 10 MHTEPHET-
MarasuHoOB. HapymieHne KOHGUASHIINATFHOCTH 9aCTO CTAHOBHUTCS MPO0JIeMOli 0€301IacHOCTH JaHHBIX,
0COOEHHO TIpH paboTe C MEePCOHANFHBIMH NAaHHBIMH KIHEHTOB. B cTaThe paccMOTpeHa METOIHKa
MOCTPOEHUST PecypCcHO-3(P(PEKTUBHON, C TOUKM 3pEHHs HCIOJIb3yeMOW MOCTOSHHOW MaMsTH cepBepa
0a3bl NTaHHBIX, TECXHOJIOTHH IMHAMHYCCKOTO MACKHPOBAaHUS KOH(PUICHIMAIBHONH WH(pOpMAIUU B
PEISIIMOHHBIX CTPYKTYpax 0a3 JaHHbIX. MeTo/MKa 1Mo3BOIsIeT 00€301acuTh JaHHbIE TIPH 0OpaIleHHH
K HUM aHAJIUTHICCKUX CEPBUCOB U HpHJ’IO)KeHHﬁ, COXpaHss MpU 3TOM (byHKIlI/IOHaJ'H)HI)Ie BO3MO>XHOCTH.

KiroueBble cnoBa: mHpopMalnnoHHas 0e30MacHOCTb, CHCTEMbI YNpaBJICHHs 0a3aMu JaHHbBIX,
MaCKHUpPOBAHHE TaHHBIX.

DEVELOPMENT OF RESOURCE-EFFICIENT TECHNOLOGY DYNAMIC MASKING
OF CONFIDENTIAL INFORMATION IN RELATIONAL DATABASES

V.P. Los, D.D. Malanin

The task of protecting conference and personal information is an urgent task of information
security. This is especially true for relational databases, which are widely used in various spheres of
activity: from the banking sector to online stores. Violation of confidentiality often becomes a problem
of data security, especially when working with personal data of clients. In the article we consider the
method of building resource-efficient (in terms of used permanent memory of the database server)
technology of dynamic masking of confidential information in relational structures of databases. The
technique allows to secure the data when analytical services and applications access them, while
preserving functional capabilities.

Keywords: information security, database management systems, data masking.
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METO/bI BAINUTBI THOOPMALIMOHHBIX CUCTEM,
OCHOBAHHBIX HA IPUMEHEHHWH BECITPOBO/JHbBIX CETEHA

IO.10. I'pomos, I1.U. Kapaces, A.U. Eaxucees, H.C. Kuoen

B paborte paccMOTpeHBI OCHOBHBIE METOABI 3aIIUTHI OT aTak HAa WH()OPMAIMOHHBIC CHCTEMBI,
ucnone3ytomue OecripoBoansie cetrn Wi-Fi. [lpm ommcanmm kaxmoro W3 HHUX OBUTH pa300paHbI
NPUYUHB BO3HUKHOBEHMS YA3BUMOCTEH, KOTOpBIE W TIOBIEKIM 3a COOOH BO3MOXKHOCTH
KOMIIPOMETallMK CETH HWH()OPMAIMOHHOM CHCTEMBI CO CTOPOHBI 3JOYMBIIIJICHHHKA, a TaKkKe
NPUBEJICHBl BO3MOJKHBIE CIIOCOOBI MX HMCHpaBJICHUS. BBIIM paccMOTpEHBI YSA3BUMOCTH TAaKUX THUIIOB
cereil, kak WPA2 Personal u WPA2 Enterprise, HO O0JIbIIHNi aKIEHT ObLT CeTIaH UIMEHHO Ha IEPBOM
THIIE, TaK KaK TaKHe CeTH Oojiee MOBCEMECTHBI, UX MOXKHO BCTPETHTH MOBCIOAY. B mepByto ouepenp
nH(opMaLus 0 JaHHBIX HEJOCTaTKaxX 0E€30MacHOCTH MPEACTaBIICHA JUIsl 03HAKOMIICHHUS, BE/Ib JUIS TOTO,
4TOOBI TIOHATH, KaK 00€30I1aCHTh CBOIO OECIIPOBOAHYIO CETh, /I Hadaja CJedyeT BBIICHHTh, KaKHE
YSI3BUMOCTH CYIIECTBYIOT M KaK OT HUX MOKHO 3alIUTHTLCS. KpoMe Toro, B cTaThe ObliIa paccMOTpeHa
poIb OecTIpOBOJHOM CeTH B 00IIEH Moeny 6€30IMacHOCTH JIOKAIBHON CETH.

Kimouessie crmoBa: Wi-Fi, mepexsar Tpaduka, Wb, SSID, WPA-2, WEP, handshake, PNL,
WPA/WPA2-Personal (PSK), WPA/WPA2-Enterprise (MGT), Man-in-the-Middle, WPS, Brute force,
WPS Pixie Dust, PSK, MAC agpec.

METHODS FOR PROTECTING INFORMATION SYSTEMS BASED
ON WIRELESS NETWORKS

Yu.Yu. Gromov, P.I. Karasev, A.L. Eliseev, N.S. Kibets

The paper discusses the main methods of protection against attacks on information systems using
wireless Wi-Fi networks. When describing each of them, the reasons for the occurrence of
vulnerabilities, which entailed the possibility of compromising the information system network by an
attacker, were analyzed, and possible ways to correct them were also given. The vulnerabilities of such
types of networks as WPA2 Personal and WPA?2 Enterprise were considered, but greater emphasis was
placed on the first type, since such networks are more ubiquitous and can be found everywhere. First of
all, information about these security flaws is presented for your information, because in order to
understand how to secure your wireless network, you first need to find out what vulnerabilities exist
and how you can protect yourself from them. In addition, the article examined the role of a wireless
network in the general local network security model.

Keywords: Wi-Fi, Traffic interception, IBM, SSID, WPA-2, WEP, Handshake, PNL, WPA/WPA2-
Personal (PSK), WPA/WPA2-Corporate (MGT), Man-in-the-Middle, WPS, Brute force, WPS Pixie
Dust, PSK, MAC Address.
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AHAJIN3 3AIMMINEHHOCTH KOMIIOHEHTOB WH®OPMAIIMOHHOM
CUCTEMBLIL, IOCTPOEHHOU HA BECITPOBOJIHBIX CETAX

10.10. I'pomos, I1.U. Kapaces, A.U. Eaucees, E.O. Kapambimena, H.C. Kuoen

B pabGotre paccmorpeHa 0e30mMacHOCT, WH(DOPMAIMOHHBIX CHUCTEM, TIOCTPOCHHBIX Ha
OCCIIPOBOTHBIX TEXHOJIOTHSAX, MPEJCTABICHb HOPMATHBHBIC JTOKYMEHTHI, KOTOPBIE CONEpkaT B cede
TpeOOBaHUS M PEKOMCHIAIMHM K HACTpoiike MH()OPMAIMOHHBIX CHCTEM [UIS MPEAOTBPALICHUS HX
JATBHEHINCH KOMIIPOMETAllMd CO CTOPOHBI BHENMIHMX HapymmuTencil. I[lomumo »3Toro, Obuia
paccMoTtpena uctopust Wi-Fi, a iMEHHO To, Kak IBOJIIOIIMOHUPOBAIH OCCIPOBOIHBIC CETH MO CKOPOCTH,
10 6E30MaCHOCTH € TOUKHU 3pEeHUsI U(POBAHHUS MepelaBaeMbIX B OECIIPOBOIHOM cpesie JanHbIX. Kpome
TOro, OBLI MPOBEJCH KCKYPC B YCTapeBIIME anroputMbl mudposanus. OJHON U3 KIIOYEBBIX 3a/1a4
CTaJIO0 CO3J]aHUE CTEH/Ia, C TOMOIIBIO KOTOPOT'0 YIANIOCh YOSIUTHCS B YA3BUMOCTHU CTAPhIX IPOTOKOJIOB
K COBPEMEHHBIM yrpo3aMm. B crarThe TakKe MpeacTaBieH ayAuT Oe30MacHOCTH IKCIEPUMEHTATbHON
TECTOBOM CETH, a TAK)KE OMICAH MPOLIECC €ro MPOBEIACHUS C YKA3aHUEM UCTIONb3YIOMuXCcs yTHiInT. [1o
pe3ysbTaTaM TECTUPOBAHUS IMPEICTABICHBI PEKOMEHIAIMK MO OOCCICUCHUIO 0C30MAaCHOCTH TaKHX
HH(POPMAIMOHHBIX CUCTEM.

KnroueBbie cioBa: HH(DOpMAIMOHHBIC CHUCTEMbI OecrpoBoiHbIC ceTH, Wi-Fi, ys3BHMOCTb,
Oe3omacHOCTb, nepexsar Tpaduka, b, SSID, WPA-2, WEP, handshake, PNL, WPA/WPA2-Personal
(PSK), WPS Pixie Dust.

ANALYSIS OF THE SECURITY OF COMPONENTS OF AN INFORMATION SYSTEM
BUILT ON WIRELESS NETWORKS

Y.Y. Gromoyv, P.I. Karasev, A.l. Eliseev, E.O. Karamysheva, N.S. Kibets

The paper examines the security of information systems built on wireless technologies, presents
regulatory documents that contain requirements and recommendations for setting up information
systems to prevent their further compromise by external violators. In addition, the history of Wi-Fi was
reviewed, namely how wireless networks have evolved in terms of speed, security, and in terms of
encryption of data transmitted in a wireless environment. In addition, an excursion into outdated
encryption algorithms was conducted. One of the key tasks was the creation of a stand, with the help of
which it was possible to verify the vulnerability of old protocols to modern threats. The article also
presents a security audit of an experimental test network, and also describes the process of conducting
it, indicating the utilities used. Based on the testing results, recommendations for ensuring the security
of such information systems are presented.

KEYWORDS: wireless networks, Wi-Fi, accessibility, security, intercept traffic, IB, SSID,
WPA2, WEP, handshake, ONLY, WPA/WPA2-Personal (PSK), WPS Pixie Dust.
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HEWPOCETEBBIE 3AJAYU U KOMIETEHIIUHN MPOEKTHOM JEATEJbHOCTH
11O CO3JAHUIO SAIMMINEHHBIX ABTOMATHU3UPOBAHHbBIX
NH®OPMAILIMOHHbBIX CUCTEM

I'.A. Ocranenko, A.Il. Bacuib4yenko

PaccmarpuBaroTcss TpOTHBOpeUHs HWHCTPYMEHTAIBHOM 0a3bl MPOSKTHPOBAHUS aTaKyeMBIX
aBTOMAaTM3MpyeMblx  mHpopMmanmnoHHEIX  cucteM (AMWC). OOocHOBBIBaeTcs  OOBEKTHBHAS
HEOOXOIMMOCTH MCIIONIB30BAaHMS B MIPOEKTHON AEATEIBHOCTH UCKYCCTBEHHBIX HEHpoceTel B KauecTBe
HMHTEJUICKTYaIbHOM HOAIEPKKN OpTaHN3aI[MOHHO- IPABOBBIX 1 HAYYHO-TEXHUIECKUX YIIPAaBICHUECKIX
pemennii mo 3amurte wHpopMmamuu B ANWC. OcymecTBisieTcs IeNienojiaraHue HCCIeNOBaHUSA B
YCIIOBHSX HEYKJIOHHO PACTYIIIET0 MHOTOOOpa3us KOMIBIOTCPHBIX aTaK U PEBOJIFOIIMOHHOTO Pa3BHTHUS
HCKYCCTBEHHOTO HHTEIUICKTa. DOPMYIHMPYIOTCS 3aJaydl M OXKHIACMbIC PE3yJbTaThl, a TaKKe -
HEOOXOIUMBIE TS UX JIOCTHKCHHUS HEHPOCETEBBIC KOMIICTCHITNH, DOPMUPOBAHKE U PA3BUTHE KOTOPBIX
NPE/ICTABISIETCST aKTyalbHBIM YCIOBHEM YCIeXa HCCIeNOBaHMH U pa3paboToKk B obiacTu
MHTEJJIEKTyalu3allii CO3/1aBaeMbIX U dKcIuryaTupyembix AUC.

KimroueBple  cioBa:  HEWpOCETH, aBTOMATH3UPOBAaHHBIE  HWH(POPMAIHMOHHBIE  CUCTEMBI,
KOMITBIOTEPHBIC aTaKH, KOMIICTCHIIHH.

NEURAL NETWORK TASKS AND COMPETENCIES OF PROJECT ACTIVITY
FOR CREATION OF SECURE AUTOMATED INFORMATION SYSTEMS

G.A. Ostapenko, A.P. Vasilchenko

The contradictions of the instrumental base of designing the attacked automated information
systems (AIS) are considered. The objective necessity of using artificial neural networks in project
activities as intellectual support for organizational, legal, scientific and technical management decisions
on information security in AIS is substantiated. The goal-setting of the research is carried out in the
conditions of a steadily growing variety of computer attacks and the revolutionary development of
artificial intelligence. The tasks and expected results are formulated, as well as the neural network
competencies necessary for their achievement, the formation and development of which seems to be an
urgent condition for the success of research and development in the field of intellectualization of created
and operated AIS.

Keywords: neural networks, automated information systems, computer attacks, competencies.
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METOA HHO®OPMALINOHHO-KAPTOI'PA®GUYECKOI'O AHAJIM3A AKTUBHOCTHU
I'PYIIIMPOBOK XAKTUBUCTOB

AJL Cepaeunbiii, A.I'. OcTanenko

OOBEeKTUBHOE IOHUMaHHKE JaHAmadTa yrpo3 sSBisieTcs HEOOXOUMBIM yCIOBUEM JUIsl BRIPaOOTKH
3¢ (QEeKTUBHBIX Mep IPEAOTBPAICHUSI KOMIBIOTEPHBIX HHIMJICHTOB MM CHIXXCHUS HETraTHBHBIX
TIOCJIC/ICTBUH B CIIy4ae UX HaCTYIUICHUs. B cTaThe npeiaraercs MeTO, KOTOPBIH 00eCIIeYrBacT Takoe
MOHMMaHME Ul YIpo3, CBSI3aHHBIX C JNEWCTBHUSAMH MOJIUTHYECKH MOTHBHUPOBAHHBIX T'PYIITHUPOBOK
(xakTHBUCTOB). MeETOA OCHOBAaH Ha MWCIOJIb30BAHUM WH(QOPMAIMOHHBIX KapT ISl BU3YyaIW3alud
CJIOKHBIX B3aMMOCBSA3EH MEXTy TaKUMHM IpyIIaMu. B paMkax ommcaHus MeTOAa ONpEAEEH mporece
MOCTPOCHUS ¥ aHaimu3a WH(GOPMAIMOHHBIX KapT, BKIIOYAIONINA cOOp CBEIEHHHA O IEHCTBHAX
XaKTHBHCTOB B IIyOJIIMYHOM MPOCTPAHCTBE, (hopMUpoBaHue rpada cBsa3eil u pazmedeHHOro Jaamadra
MH()OPMAIMOHHOH KapThl, C TOMOIIBIO KOTOPBIX MPOBOANTCS aHAHM3 SBHBIX U CKPBITHIX 3aBUCHMOCTEH
MEXAy TPYNIHPOBKAMH, HX COOONIECTBAMH, a TaKkKe aTakyeMbMH oObekramu. C MOMOIIBIO
MH(OPMALMOHHBIX KapT yI00HO OCYLIECTBISITH MOHUTOPUHT 32 OOJBIIMM KOJHMYECTBOM HCTOYHHKOB
U COOBITHII B paMKax IJI00albHBIX KHOEPKOH(IMKTOB, 3aTParkBalOIUX HECKOJIBKO COTEH TPYII U3
pa3NUYHBIX CTpaH M pEruoHoB. B pesynbprate HMHPOPMAIMOHHO-KAPTOrpapUIecKoro aHaiu3a
AKTUBHOCTHU I'PYNINPOBOK XaKTUBUCTOB MOTYT 6I)ITI) 3apaHee oNpeACJICHbI HAIIPABJICHUA UX aTaK, YTO
TMO3BOJIACT CBOCBPEMEHHO NOBLICUTH 6JII/ITCJ'II>HOCTI> Tpymnm pearupoBaHus Ha MHIUACHTBI 1 O6CCHCLII/ITI>
KOOPJMHUPOBAaHHOE B3aUMO/IeiiCTBUE B MH(GOPMAIIHIOHHOM IPOCTPAHCTBE.

Kirouessle cioBa: mHGOPMAIMOHHO-KapTOrpadMueCKnii aHAIN3, XaKTHBHUCTHI, NHPOPMaIIHOHHAS
Kapra.

THE INFOCARTOGRAPHIC ANALYSIS METHOD OF HACKTIVIST ACTION

A.L. Serdechnyi, A.G. Ostapenko

An objective understanding of the threat landscape is a prerequisite for developing effective
measures to prevent computer incidents or reduce negative consequences in the event of their
occurrence. The article proposes a method that provides such an understanding for threats related to the
actions of politically motivated groups (hacktivists). The method is based on the use of information
maps to visualize complex relationships between such groups. As part of the description of the method,
the process of constructing and analyzing information maps is defined, including collecting information
about the actions of hacktivists in public space, forming a graph of connections and a marked landscape
of the information map, with the help of which the analysis of explicit and hidden dependencies between
groups, their communities, as well as the attacked objects is carried out. With the help of information
maps, it is convenient to monitor a large number of sources and events within the framework of global
cyber conflicts affecting several hundred groups from different countries and regions. As a result of the
infocartographic analysis of the activity of hacktivist groups, the directions of their attacks can be
determined in advance, which makes it possible to increase the vigilance of incident response teams in
a timely manner and ensure coordinated interaction in the information space.

Keywords: infocartographic analysis, hacktivists, information map.
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METOJIUKHU PETJIAMEHTAIIMA OBECIIEYEHUSI THOOPMAIIMOHHON
BE3OITACHOCTHU ATAKYEMBIX ABTOMATHU3UPOBAHHbBIX CUCTEM

I'.A. Ocranenko, A.Il. BacuabyeHko

PaccmaTpuBaeTcs 3amura KOPHOPAaTHBHBIX HMH(OPMALMOHHBIX PECYpcoB W ceTedl  oT
MHOT000pa3us Kubeparak. AKIIEHTHPYETCSl BHUMaHUE HA METOANKAX OCTPOCHHUS pUCK-TaH madTa 1
YAaCTHBIX PErjJaMeHTOB (pearMpoBaHUs Ha HECAHKIMOHHUPOBAHHBIE BTOPXKEHUS, JIUKBUIAIUU HUX
HETaTUBHBIX  IOCJIEACTBUI) oOecriedueHnss HMHQPOPMAIMOHHONW  0E30IacHOCTH  3alIMIIaeMbIX
ABTOMAaTH3HPOBAHHBIX CUCTEM. B 3TOM KOHTEKCTE MpeIaratloTcsl HAyYHO-METOANYECKHE PEIICHUs IS
MOCTPOCHMSI PHUCK-TaHAmAadTa paccMaTpUBAaCMbIX Ppa3HOBHIHOCTEH aTak M BBIIICYTOMSHYTOH
perylaMeHTAl B OTHOIICHUH COYETaHNI BEKTOP aTaKH-ySI3BUMOCTb. VI31ararorcsi IpUHIUNNAIbHbIC
MOMEHTHI (PYHKIIMOHAJIFHOTO U CTPYKTYPHOTO COTJIACOBAHMUS 3JIEMEHTOB CO3aBaCMbIX PETIIAMEHTOB B
IUIAHE MX CKBO3HOH TOPH30HTANH, OOECHEYMBAIONIEH B3aMMHO OJHO3HAYHOE COOTBETCTBHE
3JI0yMBIIUICHHBIX AEHCTBUM M MEp JIMKBUIAIWK WX HETATHBHBIX IOCIENCTBUH. MHCTpymeHTapuid
MPOTUBOACHCTBUS 1I€JIOMY Kiaccy KuOepaTak ONpeAesseTcss Kak COBOKYIHOCTh C(OPMHUPOBAHHBIX
YAaCTHBIX PETIaMEHTOB.

KnroueBsle cnoBa: 3amuTa, pecypcsl, CeTH, CHCTEMBI, PEerJaMeHT, PUCK, aTaKa, yI3BUMOCTb.

METHODS FOR REGULATING INFORMATION SECURITY
OF ATTACKED AUTOMATED SYSTEMS

G.A. Ostapenko, A.P. Vasilchenko

The protection of corporate information resources and networks from a variety of cyber attacks is
considered. Attention is focused on methods for constructing a risk landscape and private regulations
(responding to unauthorized intrusions, eliminating their negative consequences) to ensure the
information security of protected automated systems. In this context, scientific and methodological
solutions are proposed for constructing a risk landscape for the types of attacks under consideration and
the above-mentioned regulation regarding attack vector-vulnerability combinations. The fundamental
points of functional and structural coordination of the elements of the created regulations are outlined
in terms of their end-to-end horizontal, ensuring a one-to-one correspondence between malicious actions
and measures to eliminate their negative consequences. The tools for countering a whole class of cyber
attacks are defined as a set of developed private regulations.

Keywords: protection, resources, networks, systems, regulations, risk, attack, vulnerability.



