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YT'PO3bl HHOOPMAIIMOHHOM BE3OITACHOCTH
B YCJOBHUAX MEHTAJIbHO-KOTHUTUBHBIX BOMH

A.C. OBunHckui

B crathe oTMewaeTcs HM3MEHEHHWE W pa3BUTHE NpEJICTaBICHHH 00 WHOOpMAaLMOHHON
0e3omacHOCTH Ha JTamax aBTOMAaTH3alMy, LUQpPOBH3aMKM U IM(OPOBOH TpaHCHOpMAIUH.
AKIEHTHpYeTCsS BHUMaHKE Ha Yrpo3ax COLMAIBHBIM c(epaM, KOTOPHIE CBA3aHBI C JIECTPYKTHBHBIMHU
BO3JICHCTBUSIMU Ha CO3HAHUE IO/, cOOOLIEeCTB, HapoJOB. BBomUTCS mOHATHE TIIIyOMHHOM,
MPOJIOHTUPOBAaHHON HMH(MOPMALMOHHOW BOWHBL. Ee MeHTanbHble, KOTHUTHBHBIE M CMBICIIOBBIC
HAaIpaBJIECHUsI PACKPBIBAIOTCS B CHCTEME KOOPANHAT PEAKTUBHOM, pecypcHOH 1 poHOBOI nHGOpManum.
Cama mH(poOpManus paccMaTpuBacTCs KaK MHCTPYMEHT M OCHOBHOE OpPY>KHE COBPEMEHHOM ICHXO-
neMorpapIecKon, IICUX0-UCTOPUIECKON U HICOJIOTHICCKON BOWHBL.

KaoueBble cioBa: nHpOpMaImoHHast 0€30MaCHOCTb, COIMANbHBIE C(ephbl, MCHTAIbHAs BOIHA,
KOTHUTHBHAS BOWHA, CMBICIIOBas BOWHA, ICHXO0-eMorpaduaeckas BOifHa, ICHX0-UCTOPHYECKas BOWHa,
NACOJIOrnyccKasa BOI\;IHa, MUPOBBIC UACOJIOTHUH, I/IH(bOpMaIlI/IOHHI)Ie KOOpAUHATEI.

THREATS TO INFORMATION SECURITY
IN THE CONTEXT OF MENTAL AND COGNITIVE WARS

A.S. Ovchinsky

The article discusses the change and development of ideas about information security at the stages
of automation and digital transformation. Attention is focused on threats to social spheres that are
associated with destructive effects on the consciousness of people and communities. The concept of
deep, prolonged information warfare is introduced. Its mental, cognitive and semantic directions are
revealed in the coordinate system of reactive, resource and background information. The information
considered as a tool and the main weapon of modern psycho-demographic, psycho-historical and
ideological warfare.

Keywords: information security, social spheres, mental war, cognitive war, semantic war,
psycho-demographic war, psycho-historical war, ideological war, world ideologies, information
coordinates.
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METOAbI BUOMAPKHUPOBAHMUSA 3AINUIAEMbBIX OB BEKTOB

B.A. Munaes, C.B. /IBopsiaknn, A.M. AjommH

B cratbe nns COBEpLICHCTBOBAHUS TEXHOJIOTUH NOATBEPKIACHHUS BAJIWJHOCTU JOKYMEHTOB
paccMaTpuBaeTCsS KOMIDICKCHBIHN MOIXO0/I UCTIONB30BAaHIS OMOMETPHYECKON TOAIHCH TSI OyMa)kHOH U
3NEKTPOHHON (hOpM XpaHEHUs U Nepenadn NaHHbIX. CpaBHUBAIOTCS METOJIBI AIEKTPOHHON U PEUCBOM
MOJIIMCH, TPH ATOM TOCICHHSAS pPAaCCMATPUBAETCS B KayeCTBE HOCHTEIsS HamOoyiee BaKHOU
KOHTEKCTHOW HWH(OpMAIUK 3alUIAeMOTr0 JOKYMEHTa, TaK U HWHIWBHIYaTbHBIX OMOMETPUYCCKHUX
XapakTepUCTHK aBTopa. [l 3ToM menm mpeaycMOTpeHa TMepeladya B COCTaBe OHOIOIIMHCH
HHPOPMALMU O COCTOSHHU CEPICYHO-COCYAUCTON, HEPBHOW W JBIXaTCILHOW CHUCTEMBI aBTOPA.
IToka3aHO, YTO yKa3aHHBIC OMOJHUTEIbHBIC OHOMAPaMETPhI MO3BOJSIOT 3HAYUTEIHHO MOBBICUTH
JIOCTOBEPHOCTH OIIGHKH TEKyIIero (pyHKIIMOHAIBFHOTO M IICHXO3MOIIMOHAIHFHOTO COCTOSHHS aBTOpa
nokyMmeHTa. [IprMeHeHWEe TEXHOJIOTHH  OHOMAapKHpPOBAHHUS  IIO3BOJNSIET  BBIABIATH  CIIy4ad
HEa/leKBaTHOTO COCTOSIHHUS, a Takke (PaKTHI MPHUHYKICHUSA K TOANMCH M YTBEPKICHUIO JOKYMCHTA.
3HaycHWE WHTCTPUPOBAHHOTO TIOKA3aTeNsl KadecTBa pa3pabOTaHHBIX —AITOPUTMHUYECKHX U
MPOrPaMMHBIX CpPEACTB MOATBEPXKJIEHHUS BAJUIHOCTU JOKYMEHTOB 3a CYET MCIIOJIb30BAHUS
omonoamucu coctaBmwio 99,4%. CpaBHeHHE OHOIIOMIUCH C PEUCBON MOJIMHCHIO MOKA3aJI0 BEIMTPHIII
nepBoif Ha 46%.

KawueBble ¢JI0Ba: BaIUIHOCTh JOKYMEHTA, OMOMETpUYECKasl MOAMUCH, TAPaMETPhl CEPICUHO-
COCYJUCTOM, HEPBHOM, IbIXaTEIbHOM CUCTEM, HHTEIPUPOBAHHBIH [10Ka3aTElb.

METHODS OF BIOMARKING PROTECTED OBJECTS

A.M. Alyushin, S.V. Dvoryankin, V.A. Minaev

The article considers a comprehensive approach to using biometric signatures for paper and
electronic forms of data storage and transmission in order to improve the technologies for confirming
the validity of documents. The methods of electronic and speech signatures are compared, while the
latter is considered as the carrier of the most important contextual information of the protected
document, as well as the individual biometric characteristics of the author. For this purpose, the transfer
of information about the state of the author's cardiovascular, nervous and respiratory system as part of
the bio-signature is provided. It is shown that these additional bioparameters can significantly increase
the reliability of the assessment of the current functional and psycho-emotional state of the author of
the document. The use of biomarking technology makes it possible to identify cases of inadequate
condition, as well as facts of coercion to sign and approve a document. The value of the integrated
quality indicator of the developed algorithmic and software tools for confirming the validity of
documents through the use of bio-signatures was 99.4%. A comparison of a bio-signature with a speech
signature showed a 46% gain for the first one.

Keywords: validity of the document, biometric signature, state of the cardiovascular, nervous,
respiratory systems, integrated indicator.
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OPI'AHU3AIIMOHHO-ITPABOBASI 3AIIIUTA OT CETEBBIX ATAK: METOJAUKH
OOPMUPOBAHUSA YACTHBIX ITIOJIMTUK, PETVTAMEHTOB U HHCTPYKIIUHU
OBECIIEYEHUSA BE3OITACHOCTHU OPTAHU3AIIUU (HACTB 1)

I''A. Ocranenko, /I.B. lllep6akoBa, T.FO. MupomunieHko,
A.A. Ocranenko, A.C. KpuBomeunn

IIpemmaraercss Meroauveckoe obecreueHUe IS (POPMUPOBAHMS YACTHBIX IMOJIUTHK 3aIlUTHI
KopropatuBHOM  cetu. [lpencraBisemMass METONOJIOTMS  INOCTPOEHHUS  YAcTHOM  IOJUTUKHU
pa3pabaTbiBacTCs Ha OCHOBAHWH JIYUIIMX MPAKTUK U PEKOMEHIAaNUi B 00JacTH MH(OPMAIMOHHOMN
0e30MacHOCTH, TaKXKe YUYUTHIBAET OKHA, MMO3BOJIAIOIIME aJanTHPOBaTh YAaCTHYIO TOJMUTUKY TOJ
cnenu(UKy pa3aHYHbIX aTak. YacTHas MOJUTHKA ONPEACIsICT OCHOBHBIC IISITH U 3a/1a44 OPTaHU3aIUH
B YaCTH NPOTUBOACHCTBUS CETEBBIM aTakaM, 3alaéT OCHOBHOE HAIIpaBJICHUE B Pa3BUTUU CTPYKTYPhI
B3alMOYBSI3aHHbIX JOKYMEHTOB, TAaKUX KaK YacTHbIE PEIVIAMEHThl M MHCTPYKLHMH CETEBOM
Oe3omacHocTH. Pa3zpabareiBaetcs TiaH 1Mo (OPMUPOBAHHIO TIEPEUHS MEPOIPHUATHHA, BKIIOYAONINHA B
cebs TpeOOBaHMS W MeEpHl IO 3aIIUTe HHPOPMAIHWK C YYETOM CICIU(PHUKH CEeTCBOW aTakH.
IIponsBoanTCs pa3rpaHUYCHHE 30H OTBETCTBEHHOCTH IO BOIpocaM oOecredeHusi 0e30macHOCTH
JIOJDKHOCTHBIX JIAI[ U OIMCBHIBAIOTCA METOJBI M CPEICTBA KOHTPOJIS 3a peaiu3anueii TpeOOBaHHIA,
ONpeIeNIEHHBIX YaCTHON MOJUTHUKOM.

KnrodeBbie ci10Ba: 4acTHasl MOJIMTHKA, CETCBAs aTaka, MEPBI 3alUThI, 00BEKTHI 3AIIUThI, MOJICIh
HapyIIUTEI.

ORGANIZATIONAL AND LEGAL PROTECTION AGAINST NETWORK ATTACKS:
METHODS FOR FORMING PRIVATE POLICIES, REGULATIONS AND
INSTRUCTIONS TO ENSURE ORGANIZATION SECURITY (PART I)

G.A. Ostapenko, D.V. Shcherbakova, T.Yu. Miroshnichenko,
A.A. Ostapenko, A.S. Krivoshein

Proposed methodological support for the formation of private policies to protect the corporate
network. The presented methodology for building a private policy is developed on the basis of best
practices and recommendations in the field of information security, and also takes into account windows
that allow you to adapt a private policy to the specifics of various attacks. Private policy defines the
main goals and objectives of the organization in terms of countering network attacks, sets the main
direction in the development of the structure of interrelated documents, such as private regulations and
instructions for network security. A plan is being developed to form a list of measures, which includes
requirements and measures for protecting information, taking into account the specifics of a network
attack. The areas of responsibility for ensuring the security of officials are delineated and the methods
and means of monitoring the implementation of the requirements defined by private policy are
described.

Keywords: private policy, network attack, protection measures, objects of protection, intruder
model.
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OPI'AHU3AIIMOHHO-ITPABOBASI 3AIIIUTA OT CETEBBIX ATAK: METOJAUKH
OOPMUPOBAHUSA YACTHBIX ITIOJIMTHUK, PETJIAMEHTOB U MHCTPYKIIUHU
OBECIHIEYEHUSA BE3OITACHOCTHU OPTAHU3 AU (HACTD II)

I''A. Ocranenko, /I.B. lllep6akoBa, T.FO. MupomunieHko,
A.A. Ocranenko, A.I'. Kpacnooopoakun

IIpemnaraercs MeToaudyeckoe obecrnedeHue 11t GOPMUPOBAHUS YACTHBIX PETJIAMCHTOB 3aIUTHI
KOpPITOpaTHBHBIX ceTel. [IpeacraBnsemast METOIONIOTHS CO3/JaHUsI YACTHBIX PErVIAMCHTOB HalpaBlicHA
Ha TMpOIECC YIPABICHHUS WHIMIACHTAMH HApPyIICHUS OE30MacHOCTH, BO3HUKAIOIINE BCICIACTBHC
peau3aly pa3inIHbIX TUIOB CETEBBIX aTaK. YacCTHBIC PEriaMEHTHI BKIIOYAIOT B ce0s: periaMeHT
OOHApy>XEHHUSI W PETHCTPAIlMM WHIMJICHTOB HApYIICHUS CETCBOW OE30MaCHOCTH, PErIaMEHT
pearupoBaHMs HA HWHIWACHTHI HApYIICHHS CETEBOW OE30MacHOCTH, perjiaMeHT JIUKBHIAINU
MOCJIE/ICTBUN MHIMACHTOB HApyIICHHs CceTeBoi Oe3omacHoctH. [IpuBeieHHas MeETOAMKA IO
MOCTPOCHHIO PETJIAMEHTOB IO3BOJISIET KJIACCU(UIMPOBATh WHIUACHTBI HApYIICHHsS OE30MacHOCTH,
YUUTBHIBasE UX YPOBEHb KPUTHYHOCTH M MPHOPHTET, TAKKE OIMPEACIICT MEXaHU3MbI PErUCTpAIlHH.
IpencraBieH aaroput™M MO PEArMPOBAHUIO HA HMHIMICHTH W MO BBUIBICHUIO W JIMKBUAAIMH
HCIraTUBHBIX HOCHC}ICTBHﬁ, BBI3BAHHBIX UHIITUJACHTAMMU.

KnroueBbie cI0Ba: 4acTHBIC PETJIAMEHTHI, CETEBasl aTaka, WHIMICHT OE30MaCHOCTH, COOBITHSA
0€30IacHOCTH.

ORGANIZATIONAL AND LEGAL PROTECTION AGAINST NETWORK ATTACKS:
METHODS FOR FORMING PRIVATE POLICIES, REGULATIONS
AND INSTRUCTIONS TO ENSURE ORGANIZATION SECURITY (PART II)

G.A. Ostapenko, D.V. Shcherbakova, T.Yu. Miroshnichenko,
A.A. Ostapenko, A.G. Krasnoborodkin

Proposed methodological support for the formation of private regulations for the protection of
corporate networks of the organization. The presented methodology for creating private regulations is
aimed at managing incidents of security breaches arising from the implementation of various types of
network attacks. Private regulations include: the regulation for detecting and registering incidents of
network security violations, the regulation for responding to incidents of network security violations,
the regulation for eliminating the consequences of incidents of network security violations. The above
methodology for the construction of regulations allows classifying security breach incidents, taking into
account their level of criticality and priority, and also determines the registration mechanisms. An
algorithm for responding to incidents and for identifying and eliminating the negative consequences
caused by incidents is presented.

Keywords: private regulations, network attack, security incident, security events.
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OPI'AHU3AIIMOHHO-ITPABOBASI 3AIIIUTA OT CETEBBIX ATAK: METOJAUKH
OOPMUPOBAHUSA YACTHBIX ITIOJIMTHUK, PETJIAMEHTOB U MHCTPYKIIUHU
OBECHHEYEHMUS BE3OITACHOCTHU OPITAHU3ALIUU (HACTD I1I)

I''A. Ocranenko, /I.B. lllep6akoBa, T.FO. MupomunieHko,
A.A. Ocranenko, A.FOQ. Eropos

[Ipennaraercst Mmetonuueckoe obecrieueHne st GOPMHUPOBAHUS YACTHBIX MHCTPYKIMN 3allUThI
KOpPIOpaTUBHON ceTu. YacTHble MHCTPYKUUM BKJIIOYAIOT B ceOs: MHCTPYKIMIO aJMHUHHCTpaTopa
6e30MMacHOCTH U MHCTPYKIMIO BHYTPEHHETO M BHEIIHEro mnosib3oBaTens. IIpennoskeHHas MeTonuka
MOCTPOEHMSI UHCTPYKIUHU aJIMHHUCTPATOpa 0E30MacHOCTH ONpEIeNsieT OCHOBHBIE TPeOOBaHUS K €ro
JIOJDKHOCTHBIM 00s13aHHOCTSIM. [IpopaboTaHbl peKOMEHAANK B YacTH BIOOpa M HACTPOWKHU CPEICTB
3aMTHl UHPOPMAINK, HEOOXOANMBIX M JOCTAaTOYHBIX JUIA 3alUTHI IPH CETEBOH aTake 3aJaHHOTO
Tuma. Taxke MPEACTAaBICH IUIAH 10 MOCTPOSHHIO Pa3rPaHMYUTEIBHONW MaTpPHUIBI AOCTYyIa, KOTOpas
MIO3BOJISIET OOECIICUUTD 3AIIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYIA M KaKUX-JIHOO0 MpeJHaAMEPEHHBIX
omuOoK nosnb3oBaTeneil. IlpencTaBiaeHHas cTPyKTypa MHCTPYKLHH ITOJIB30BATENS PErIaMEHTHPYET
ero 6e3onacHyro paboTy, TaKXKe OTpeIeNseT IUIaH 00y9IEeHHU K HHCTPYKTHPOBAHMS, KOTOPBIi O3BOJIUT
MOBBICUTH TPAMOTHOCTB T10JIb30BATENICH B YACTH 3aIIUTHI HH(POPMaIHH.

KintoueBble cloBa: 4acTHbIE HHCTPYKLIMH, ceTeBas aTaka, aJMHHHCTPATOp OE30IacHOCTH,
HOJIb30BATENb.

ORGANIZATIONAL AND LEGAL PROTECTION AGAINST NETWORK ATTACKS:
METHODS FOR FORMING PRIVATE POLICIES, REGULATIONS AND
INSTRUCTIONS TO ENSURE ORGANIZATION SECURITY (PART III)

G.A. Ostapenko, D.V. Shcherbakova, T.Yu. Miroshnichenko,
A.A. Ostapenko, A.Yu. Egorov

Proposed methodological support for the formation of private instructions for the protection of the
corporate network. Private instructions include: security administrator instruction and internal and
external user instruction. The proposed methodology for constructing instructions for a security
administrator defines the basic requirements for his job responsibilities. Recommendations have been
worked out regarding the selection and configuration of information protection tools that are necessary
and sufficient to protect against a network attack of a given type. A plan is also presented for building
a delimiting access matrix, which allows you to provide protection against unauthorized access and any
deliberate user errors. The presented structure of the user manual regulates its safe operation, and also
defines a training and instruction plan that will increase the literacy of users in terms of information
protection.

Keywords: private instructions, network attack, security administrator, user.
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3BOJIIOIUS TH®OPMAIIMOHHOM BE3OITACHOCTH - OT 3ALATHI JAHHBIX
N UHOOPMAIUU K BAHIUTE 3HAHUU - HAYKOMETPUYECKHUE ACITEKTbBI
(Yacrs I1I)

ILIO.®unsak

B macrosmiee Bpemsi, ¢ ydeToM BcE Ooree ITyOOKOro BXOXKICHHUS BELYIIMX MHPOBBIX IEpXKaB
B MH(pOpMAIIOHHOE OOIIECTBO, WHAWKATOPOM Yero sBiseTcs HeoOpaTtmmoe pa3BuTHe IH(pOBOit
9KOHOMHMKH H TIPEXK/IE BCETO B HANOOIIEE Pa3BUTHIX CTPAHAX, YTO B KAYECTBE CTPATETNIECKOH 11en ObLI0
obo3HaueHo eme B sHBape 2016 roma Ha BecemupHOM sxoHOMHYecKkoM ¢opyme B JlaBoce Kiaycom
[ITBabom kak «YeTBepTas MPOMBIIIICHHAS PEBOMIONHDY, Win MHIycTpus 4.0, cTaHOBUTCS aOCOIIOTHO
OYEBU/IHBIM, YTO WH()OPMALMOHHBIC TEXHOJNOI'MH, B YAaCTHOCTH, CTaHOBSTCS OCHOBHBIM €rO
JokoMoTuBOM. Ha 0a3ze WH(MOpPMAIMOHHBIX TEXHOJIOTHH OyleT NPHUMEHATbCS W yXKe MIUPOKO
NpPUMEHSETCS] LETblil CIeKTp Pa3HOOOpa3HBIX HOBBIX MHCTPYMEHTOB, OAHUM M3 3(pQEeKTUBHEHIINX
Cpe/iu KOTOPBIX siBisieTcst uckyccTBeHHbIl nHTeiekT (M/Al). Ho MU npu Becex ero BO3MOXHOCTSIX U
3HAaYUMOCTHU SIBIAETCS BCEro JHIIb HMHCTpyMeHToM Munyctpun 4.0 — HOBOTO TEXHOJIOTHYECKOTO
yKJIaZia, a OCHOBOW, MHBAapHAHTHBIM 0a3nMCOM SIBISFOTCS M OyIyT SIBIATHCS 3HAHUS, B TOM YHCIIE
NPUHIOUIHAIEHO HOBBIC 3HAHMS, KOTOPHIE IIOBICKYT 3a COOOM OTKpBITHS BO BceX O07acTiX,
NpaKTHIECKH Oe3 HCKIIIOUCHMS, W MPEXKIEC BCETO B ECTECTBCHHBIX (TOYHbIE HAayKH — (H3HKa,
MaTeMaTnka) 1 HH)KEHEPHO-TEXHUIECKHUX HayKax. 3HaHMs, COMNIacHO KoHuenuuu Paccena Axkodda, kak
W3BECTHO, SABILIIOTCS OXHOM n3 cTpaT nupaMmuasl DIKW, crosmeit Hag nHpopManueit u qobasmsomei
10 OTHOIIECHHIO K KaTeropuu MH(OPMAINI MEXaHU3M €€ MCIIONb30BaHMs, OTBEYasi Ha BOIIPOC «Kak?»,
MO3TOMY OHHM JIOJDKHBI IIPEyCMaTpUBaTh 3allUTy elle OOJNbIIy0, YeM HMH(OpMAIMs, KaK KaTeropus
6onee neHHas. 1 TpeGoBaHuUA MO 3aIIMTe 3HAHUN JOJKHBI OBITH Ha MOPAIOK BHIINIE TPeOOBAaHUN IO
3amTe uHGopMaIuu U HHOOPMAIIMOHHOM OE30MaCHOCTH.

Knrouersie croBa: ganHbie, HH(GOpMAaIKs, 3HaAHKS, MyIpoCcTh, kKoHienus DIKW, HaykoBenenue,
HAayKOMETpHsl, WCKYCCTBEHHBIH WHTEIUIEKT, HH(pOpPMallMOHHass Oe30MacHOCTh, TCEBIO3HAHUS,
TMICEBAOHAYKH, T'YMaHUTapHBIE ACHIEKThl MH(OPMAIIMOHHON 0€30MacHOCTH.

THE EVOLUTION OF INFORMATION SECURITY — FROM DATA AND
INFORMATION PROTECTION TO KNOWLEDGE PROTECTION - SCIENTOMETRIC
ASPECTS (Part III)

P.Yu.Filyak

At present, taking into account the ever deeper entry of the leading world powers into the
information society, the indicator of which is the irreversible development of the digital economy,
especially in the most developed countries, which was designated as a strategic goal back in January
2016 at the World Economic Forum in Davos by Klaus Schwab as the "Fourth Industrial Revolution",
or Industry 4.0, it becomes absolutely obvious that information technology, in particular, is becoming
its main locomotive, on the basis of information technologies, a whole range of various new tools will
be used and is already widely used, one of the most effective among which is artificial intelligence (AI).
But Al with all its capabilities and significance, is just a tool of Industry 4.0 — a new technological
order, and the basis, the invariant basis is and will be knowledge, including fundamentally new
knowledge that will entail discoveries in all fields, almost without exception, and above all in natural
sciences (exact sciences — physics, mathematics) and engineering and technical sciences. Knowledge,
according to the concept of Russell Akoff, is known to be one of the strata of the DIKW pyramid,
standing above information and adding a mechanism for its use in relation to the information category,
answering the question "how?", therefore they should provide even greater protection than information,
as a more valuable category. And the requirements for the protection of knowledge should be an order
of magnitude higher than the requirements for the protection of information and information security.

Keywords: data, information, knowledge, wisdom, DIKW concept, science studies, scientometry,
artificial intelligence, information security, pseudo knowlege, pseudo science, humanitarian aspects of
information security.
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KJIACCU®UKALIAA YSI3BUMOCTEMN, CBSI3AHHBIX C HOBBIIIEHUEM
MPUBWIETUI B ABTOMATHU3NPOBAHHBIX CUCTEMAX YIIPABJIEHUS
TEXHOJIOI'MYECKUMHU ITPOHECCAMMU HA BA3E OIIEPAIIMOHHBIX CUCTEM
CEMEVICTBA LINUX, 1 OIIEHKA PUCKOB UX DKCILTYATAIIUHA

AJL Cepaeunsiii, U.A. Kaganuesn /I.U. JlockyToB

B pabore mpoBeneHa OLEHKa M PEryJHpPOBAaHHE PHCKOB JJIsI aBTOMAaTH3MPOBAHHBIX CHCTEM,
CBSI3aHHBIX C BO3MOKHOCTBIO TIOBBIIICHHSI IPUBHUJIETHI B ONEPAIIMOHHBIX CHCTEMax cemelcTBa Linux.
[lpoBenena  wiaccuukanusi  ysA3BUMOCTEH,  CBSI3aHHBIX C  IOBBINIGHUEM  NPUBWIETHH
B aBTOMAaTH3HPOBAaHHBIX CHCTEMax Ha 0a3e ONEpalMOHHBIX CHCTeM ceMmelicTBa Linux, ¢ y4érom
BO3MOXKHOCTH KOJIMYECTBEHHOI'O OLICHMBAHMS PHCKOB, BO3HHKAIONIMX B PE3yJbTaTe SKCIUTyaTalllH
TakMX ys3BEMocTed. [IpemioxkeHa MeTOIHMKA OLEHKH PHUCKOB PAacCMaTPHBAacMBIX PHCKOB. JlaHHas
METOAMKa pa3paboTaHa Ha OCHOBE IpeoOpa3oBaHUS KadyeCTBEHHBIX MeTpuk craHmapra CVSS
B KOJMYECTBCHHBIE METPHKH, HAlpaBICHHbIE Ha OINpPEICJICHUE BEPOSITHOCTH OKCIUTyaTaluu
YS3BUMOCTH M CTEIEHH YyIiepOa aBTOMAaTH3MPOBAHHON cHCTeMe Ha 0a3e ONepalMOHHOW CHCTEMBI
cemeiicta Linux.

KnroueBble coBa: omnepamnroHHas cucteMa Linux, MOBBIICHHE PUBHICTHH, PUCK, YA3BHMOCTD,
MOBBIIICHUEC 3aIIUIIICHHOCTH aBTOMaTHSHpOBaHHOI‘/’I CUCTCMBI.

ASSESSMENT AND REGULATION OF RISKS FOR AUTOMATED SYSTEMS
ASSOCIATED WITH THE POSSIBILITY OF PRIVILEGE ESCALATION IN LINUX
OPERATING SYSTEMS

A.L. Serdechnyy, I.A. Kadantsev, D.I. Loskutov

In this article the assessment and management of risks for automated systems associated with the
possibility of privilege escalation in operating systems of the Linux family were carried out. A
classification of vulnerabilities related to privilege escalation in automated systems based on Linux
operating systems has been made, taking into account the possibility of quantitatively assessing the risks
arising from the exploitation of such vulnerabilities. A method for assessing the risks of the risks under
consideration is proposed. This method was developed based on converting the qualitative metrics of
the CVSS standard into quantitative metrics aimed at determining the possibility of vulnerability
exploitation and the degree of damage to an automated system based on the Linux operating system.

Key words: Linux operating system, privilege escalation, risk, vulnerability, increased security of
an automated system. Suggestions was given for using this technique to assess the risks of exploiting
vulnerabilities in more complex data structures.



DOI 10.36622/VSTU.2023.26.3.022
VJIK 004.056

HAYYHO-ITPOEKTHAS JEATEJTbHOCTb KA®EAPbI CHCTEM
NHOOPMALIMOHHOMU BE30OITACHOCTH B PAMKAX
ITPOI'PAMMBI «KKUBEPIIOJIUT' OH»

A.I'. Ocranenko, C.C. Ky1ukoB, A.A. Ocranenko, E.A. Mockanena, E.C. [lerpoBa

OOyueHnEe COBPEMEHHBIX CIEIHAINCTOB B By3¢ TpPeOyeT aKTUBHOTO YYacTHS CTYICHTOB B
MIPOEKTHOH NEeSITeIPHOCTH M HAYYHOH NesTebHOCTH Kadeap. TpeboBaHMsI co CTOPOHBI paboTomaTteneit
1 MHHOOpPa30BaHUsI HEYKIIOHHO YCIIOKHSIOTCSI BBUAY CTPEMHUTEIHHOTO TEXHUIECKOTO TIporpecca. ITo
IPUBOANT K HEOOXOANMOCTH (POPMUPOBAHUSI HOBBIX METOJIOB M MOAXOJ0B K O0YHIECHHIO CO CTOPOHBI
podeccopCKO-TIPETIoIaBaTeILCKOT0 cocTaBa By3a. B 2022/2023 yuebHOM TOomy Kadempa CHCTEM
nH(opManMoHHO# Oe3omacHOCTH BOpOHEKCKOro rocyapCTBEHHOIO TEXHHMYECKOTO YHHUBEPCHTETA
YCIIEITHO OCYIIECTBMIA PabOTy MO CO3JIaHUIO M BHEIPEHHIO B yYEOHYIO JIESTENBHOCTh CTY/ACHTOB U
aclMpaHTOB KuOeprojguroHa. B craThe npemIokeHa OpraHu3alMs TPOEKTHOW W Hay4YHOW
JiedaTeNlbHOCTH Kadeapbl HHPOPMAIMOHHOI 0€3011acHOCTH Ha OCHOBE KHUOEPIONNIOHA M HM3JI0KEHBI
OpraHHU3alIOHHBIC M IPABOBbIE MEPOIPHATHS IS €ro (pyHKIMOHHUPOBAHHSI.

KrroueBble cioBa:  KHOEPIONMIOH, KHOEpIApyKHHA, WH(QOpPMalMOHHas O€30MacHOCTb,
OPTaHM3aIIOHHO-TIPaBOBOE O00ECIEUCHHE NPOrpaMMBbl, JOPOXKHAsi KapTa MPOrpaMMBbl, IPOEKTHAS
JEeSTeNBHOCTD Kadeapsl.

SCIENTIFIC AND PROJECT ACTIVITY OF THE DEPARTMENT
OF INFORMATION SECURITY SYSTEMS WITHIN
"CYBER TRAINING GROUND" PROGRAM

A.G. Ostapenko, S.S. Kulikov, A.A. Ostapenko, E.A. Moskaleva, E.S. Petrova

Training modern specialists at a university requires the active participation of students in project
activities and scientific activities of departments. Requirements from employers and the Ministry of
Education are steadily becoming more complex due to rapid technological progress. This leads to the
need for the formation of new methods and approaches to learning on the part of the teaching staff of
the university. In the 2022/2023 academic year, the Department of Information Security Systems of the
Voronezh State Technical University successfully carried out work to create and implement a cyber
training ground in the educational activities of students and postgraduates. The article proposes the
organization of project and scientific activities of the Department of Information Security on the basis
of a cyber training ground and outlines organizational and legal measures for its functioning.

Keywords: cyber training ground, cyber squad, information security, organizational and legal
support of the program, program roadmap, project activities of the department.
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OPI'AHU3ALINOHHO-ITPABOBBIE ACIHHEKTBI 3AIIIUTHI KOPIIOPATUBHbIX
CETEMN: HAYYHO-IIPAKTUUYECKHUE PEAJIMA U TOPU30OHTHI

J.B. lllepb6akoBa

B pabore paccMaTpuBaroTCsI BOMPOCHI 3aIIWTHl KOPIOPATHUBHBIX ceTell. B 3T0il cBsA3M
OCYIIECTBIICHO IIENIETIONaraHue JaHHOTO HCCIIEIOBAHUSA C aKLIEHTOM Ha OPraHM3alHOHHO-TIPABOBBIC
acriexTsl. [Ipeanmaraercst MeToandeckoe odecredeHrne 60pbOBI C CETEBBIMU BTOPKEHUAMH YEpPE3 PUCK-
(hopMann3ayo IEeSITENFHOCTH KOPHOPATHBHBIX CETEH B 4acTH ()OPMUPOBAHMS aJEKBATHBIX aTaKaM
MOJNNTHK, PErJIAMEHTOB M WHCTPYKIMH 3aIUIacMbIX opraHmsanuil. Ocoboe BHUMaHUE yAENseTCs
(hopMHpPOBaHUIO CETEBON KOHTPPa3BEIKH, HOO BCE COBPEMEHHBIE aTaKH MPEIBAPUTEIHLHO TOTOBATCS Ha
OCHOBE JAaHHBIX, MOJIYYECHHBIX B XOJE Pealu3alliil CeTEeBBIX Pa3Be[bIBAaTENbHBIX AeicTBuil. B 3Toi
CBSI3W TIpe/uIararoTcs (OpMbI COOTBETCTBYIOIIEH periaMeHTaluu. PaccMmaTpuBaroTCsi KOHIEMIHS,
(YHKIIOHAT U apXUTEKTypa KOPIOPATHBHOTO MOJIMTOHA KaK TPEHakepa MepcoHana OpraHu3aluy B
X0JIe CETEeBOr0 MIPOTUBOOOPCTBA.

KitoueBble croBa: 0e30MacHOCTb, KOPIIOPATUBHAS CETh, MOJIUTUKA 0E30MACHOCTHU, PErIaMeHT
6e301macHOCTH, MHCTPYKIINN O€30MIaCHOCTH, CETeBasi KOHTPPa3BeAKa, KHOCPIIONUT OH.

ORGANIZATIONAL AND LEGAL ASPECTS OF PROTECTION OF CORPORATE
NETWORKS: SCIENTIFIC AND PRACTICAL REALITIES AND HORIZONS

D.V. Shcherbakova

The work discusses the protection of corporate networks. In this regard, the goal of this study was
carried out with an emphasis on organizational and legal aspects. Methodological support for the fight
against network invasions through the risk of the activities of corporate networks in terms of the
formation of an adequate politician, regulations and instructions of protected organizations. Particular
attention is paid to the formation of network counterintelligence, because all modern attacks are pre -
prepared on the basis of data obtained during the implementation of network intelligence actions. In this
regard, forms of appropriate regulation are proposed. The concept, functionality and architecture of the
corporate training ground as a simulator of the organization’s personnel during a network confrontation
are considered.

Keywords: security, corporate network, security policy, security regulations, safety instructions,
network counterintelligence, cyberpolygon.
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HEWPOCETEBAS MO/IEJIb JJISI HOBBIIIEHAA TOYHOCTH
OBHAPYKEHHUS CETEBBIX BTOP)KEHUI

C.A. Epmakos, A. I'. Uypcun, I1.A. Aunynos

Pa3zpaborana mozens OOHApY)KEHHsI CETEBBIX BTOP)KEHHMH, C HMCIOJIB30BAaHHEM HEHPOCETEBBIX
CTPYKTYD, INIaBHBIM OTJIMYHEM KOTOPOH SIBIISiETCS OoJiee TouHast MACHTH(UKALMS yTrPo3, 0 CPABHEHHIO
¢ ananoramu. IIpoaHamu3upoBaHbl MyOJMKAIMM IO TE€MaM BBISIBJICHUS Yrpo3 HH(GOPMAIOHHOW
6e301macHOCTH, 0COOCHHOCTSIM MPUMEHEHHUSI MAIIMHHOTO 00Y4YeHUs U 3((EKTUBHOCTH UCIIOIb30BaHUS
MoJiesiell HeHPOHHBIX ceTel ¢ TITyOOKUM 00y4YeHHEM Uil OOHapyKEeHUs aTak. BrleneHsl HepeleHHbIe
YacTHBIE TPOOJEMBbI, TpeOyromue neTambHOW NpOpabOTKU: BBHIOOpP Hamboiee ONTUMAIBHON
APXUTEKTYPBl HEHPOHHOM CeTH, 1 KOMOMHUPOBAHHE METOIOB CTATUCTHYESCKOTO aHAIIN3a H MAIITHHOTO
oOyuenus. [lpencraBiaeHa MOAENb CHCTEMBI OOHAPYKEHHsI BTOP)KCHUH W BPEJOHOCHOI aKTHBHOCTH,
KOTOpasi coYeTaeT B ce0Oe aHANMTHKY NOBENCHHS IT0Jb30BaTeNell W MOZIENb BBISBICHHS aHOMAJIHM.
[pemmoxeHHass MOJENB ITO3BOJISIET OTCICKHUBATE KHOEPATaKH, AT KOTOPBIX OTCYTCTBYIOT CUTHATYPHI,
Y CHU3HUTH YPOBEHbB JIOXKHBIX CpabaThIBaHUI MPpU UICHTU(PUKAIIMK paHee HEU3BECTHBIX KUOepaTak.

Kirouesrie cioBa: aTaka, I/IH(I)OpMaL[I/IOHHaﬂ CHUCTEMA, HeﬁpOHHaﬂ CCTh, ITIOJIB30BATCJIb.

NEURAL NETWORK MODEL FOR IMPROVING THE ACCURACY
OF NETWORK INTRUSION DETECTION

S.A. Ermakov, A. G. Chursin, P.A. Antsupov

A model for detecting network intrusions using neural network structures has been developed, the
main difference of which is a more accurate identification of threats compared to analogues. Analyzed
publications on the topics of identifying information security threats, the specifics of using machine
learning and the effectiveness of using neural network models with deep learning to detect attacks. The
unsolved parts requiring detailed study are highlighted: the choice of the most optimal neural network
architecture, and the combination of statistical analysis and machine learning methods. A model of an
intrusion detection system and malicious activity is presented, which combines user behavior analytics
and an anomaly detection model. The proposed model allows you to track cyber-attacks for which there
are no signatures and reduce the level of false positives when identifying previously unknown cyber-
attacks.

Keywords: attack, information system, neural network, user.
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BE3OINACHOCTD 3HAHWM ITPU UCITOJIb30BAHUU YAT-BOTOB GPT

ILIO. ®unsk, A.H.IpimoB, K.I1.Kosnakos

PaccmarpuBaercss mHpOpMarmonHas Oe3zomacHoCTs B 3moxy HHmyctpum 4.0 depes mpusmy
koHnemnu Paccena Axodda — 3Hamenuroit mupamunsr DIKW, B xoTOpoil 3HaHHA, KaK W3BECTHO,
SBIISTIOTCSI OMHOM M3 CTPAT JaHHOW MUpPAMHUIBI, BEIMIECTOSIIEH Hal HHpopMaIuei n 1o6aBIsIomei no
OTHOIIIECHHIO K KaTerOpHU MH(OPMALMS MEXaHU3M €€ NCIIONIb30BaHMA, OTBEYast HA BONPOC «Kak?». To
€CTh, CTABUTCS BOIPOC HE O 3alIUTE AAHHBIX U HH(POPMAIIHH, a O 3a[INTe 3HAHUH KaK KaTeropuu 0ojee
LIEHHOH, TpeOOBaHMs MO 3alIUTe KOTOPBIX AOJDKHBI OBITH Ha MOPSIOK BBIIIE TPeOOBaHUH IO 3aIIUTE
uHdopmanmy. B 3TOH CBS3M BO3HHMKAET €€ W JIOMOJHUTEIBHBIH acleKT WH(POPMAIMOHHON
0€301acHOCTH — TMOSIBJICHUE IICEB/IO3HAHMM, ICEBAOHAYK, KOTOpble B OOJNBIIMX OOBEMax MOKET
TeHEPUPOBATh UCKYCCTBEHHBIH MHTEJUIEKT. JTO TpeOyeT pacCMOTPEHHs BTOPOro U3 IBYX 0a30BBIX
aCIeKTOB MH(POPMAIMOHHON 0€30IaCHOCTH — 3alluTa 4YejJoBeKa U 00IlecTBa OT BO3JCHCTBUS HA HUX
JIO)KHOW W JIECTPYKTHUBHOM MH(OPMAIMH, IICEBIO3HAHUNA M INCEBJOHAYK, YTO CTAHOBHUTCS BCE Ooiee
OYECBHIHBIM B HACTOSINEE BPEMs, IO Mepe YIIIyOJNCHHS BXOXKICHUS BEIyLIMX MHUPOBBIX AEPXKaB B
nH(QOpMaMOHHOE OOLIECTBO, MHAMKATOPOM YEro SBISETCS HeoOpaTmmoe pas3BUTHE I(poBOH
9KOHOMHKH.

KiroueBsie crosa: naHHbIe, HHGOpMANKs, 3HAHUSA, MyApocTh, KoHuenuus DIKW, ncesnoszHanus,
MICEBAOHAYKH, HCKYCCTBEHHBIH MHTEIUICKT, HHPOpPMaMOHHAas 0€30MacHOCTh, TyMaHUTapHbBIC ACHIEKTHI
nHpopMaMoHHOH O6e3onacHOCTH, 4aT-00ThI, 4aT-00T ChatGPT, Yandex GPT.

KNOWLEDGE SECURITY WHEN USING GPT CHATBOTS

P.Yu. Filyak, A.N. Dymov, K,P,Kolpakov

Information security in the era of Industry 4.0 is considered through the prism of Russell Akoff's
concept — the famous DIKW pyramid, in which knowledge, as is known, is one of the strata of this
pyramid, standing above information and adding a mechanism for its use in relation to the information
category, answering the question "how?". The question is not about data protection, but about
knowledge protection, since knowledge is a more valuable category and therefore the requirements for
knowledge protection should be an order of magnitude higher than when protecting information. In this
regard, there is also an additional aspect of information security — the emergence of pseudoscience,
pseudoscience, which artificial intelligence can generate in large volumes. This requires consideration
of the second of the two basic aspects of information security — the protection of man and society from
the impact on them of false and destructive information, pseudoscience and pseudoscience.

Keywords: data, information, knowledge, wisdom, DIKW concept, pseudoscience,
pseudoscience, artificial intelligence, information security, humanitarian aspects of information
security, chatbots, chatbots ChatGPT, Yandex GPT.
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®AKTOPHI U CIOCOBBI BJIUSHUS HA PACIPOCTPAHEHUE ®EHKOB
B COHUAJIBHBIX CETAX

A.A. KapaxanoBa, B.U. be1oHOKKHMH

CoumanbHble CETH M HOBOCTHBIC areHTCTBAa Bce yamle IMyOnukyroT QanbmmBele ((pelKoBblie)
HOBOCTH JUTS YBEJIMYECHNUS YNTATEILCKON ay ANTOPUH MK B paMKax HH(GOpMaMOHHO BOMHEL, TOITOMY
npobieMa oOHapyXeHHsI PEHKOB B COIMANBHBIX CETSIX CTAHOBHUTCS Bce Ooliee akTyaibHOIl. B craTthe
PAcCMOTPEHO BIMSHUE BPEIOHOCHBIX M HHTEUICKTYAJIBHBIX Y3JIOB Ha PaclpOCTPaHCHHE JIOKHOW
UHGOPMALUH ¢ IPUMEHEHHUEM MOJEIH POCTOro 3apakeHus ceTd. MccnenoBana TMHAMHKA TIepexoa
Y3JI0B B pa3INuHbIe COCTOSHHS — BOCIIPUIMYMBOE, IPHHUMAIOLIEee K HIMMYyHU3HpoBaHHOE. [IpenioxkeHo
pelIeHre, KOTOPOe MOKHO HCIIOIB30BATh A CHU)KCHHUS BEPOSATHOCTH PACIPOCTpaHEHHs (QeHKoB Ha
npuMepe 0OHapyKEHUS ¥ PIIIBTPAIlA KIUKOSHTOB, 3¢ppeKTHBHOCTH KOTOPOTO OBLIA MOATBEpPIKICHA
9KCIEPUMEHTAIIBHO.

KitoueBsle croBa: noxHas nHGopManus, Gpelk, coluanbHas ceTh, KTUKOeHT, MOAenupOBaHuUeE.

MEANS AND METHODS OF MONITORING AND PREVENTION
OF THE DISTRIBUTION OF FALSE INFORMATION

A.A. Karakhanova, V.I. Belonozhkin

Social networks and news agencies are increasingly publishing fake news to increase readership
or as part of psychological warfare, so the problem of detecting fakes in social networks is only gaining
relevance. The article considers the impact of malicious nodes on the spread of false information using
a simple infection model with the inclusion of intelligent nodes that recognize false information better
than ordinary nodes. The dynamics of the transition of nodes to various states - susceptible, receiving
and immunized - was investigated. A solution has been proposed that can be used to reduce the
likelihood of the spread of fakes using the example of detecting and filtering clickbates, the
effectiveness of which has been confirmed experimentally.

Keywords: false information, fake, social network, clickbait,
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IHOJIMT'OHHBIE KUBEPYYEHUSI HA IPUMEPE MOJEJINPOBAHUA
KOMIIBIOTEPHBIX IIMJAEMUU CETEHN

E.A. MockaneBa, A.W. lllenmnn, U.A. Kaganues

B Hacrosiee BpeMmsi MMOBCEMECTHOE NPUMEHEHHE KHOEPIIOJIMIOHOB NPOJOIDKAEeT HaOUpaTh
000pOTHI, paciIKpsisi BO3SMOKHOCTU M TOBBIIAS dPPEKTUBHOCTh UHOOPMALMOHHOM 3aIUTHI CUCTEM.
KonmyecTBo 1 KauecTBO HperHaMEPEHHBIX WH()OPMAIMOHHBIX YIpo3, HEYKIOHHO PACTET, BKIOYAs
aTakl C TPUMEHEHHEM BpEJIOHOCHOTO NPOrpaMMHOIO olecreueHus. 3HAuYUTEIbHYI0 YIrpo3y
MPE/ICTABIISIIOT BPEIOHOCHI, CIIOCOOHBIE TIOPOXKIATh MacIITaOHBIE CETEBbIE AIHUIAEMHUH, IIOCKOIBKY HUX
JIECTPYKTUBHOE BO3ICHCTBHIE TO3BOJISIET OBICTPO M APPEKTHBHO HAHOCHTH 3HAUUTENEHBINA (PHHAHCOBBIN
1 peNyTallMOHHEIA yIep0 opraHu3anysaM | 9aCTHBIM JIniaM. HecMoTps Ha 3HAYUTEIBHBIH MIpoTrpece B
HCCIICIOBAaHUN B OOJIACTH CETEBOW SITHAEMHOJIOTHH, aKTyalbHBIM OCTaeTCsl BOMpPOoC 3(h(EeKTUBHON
OIICHKHA W PETyJIIMPOBaHHUSA PUCKOB BO3SHUKHOBEHHS KOMITHPIOTEPHBIX SIUAEMHI B ceTsiX. B crarse
0o0Cy)KmaeTcsi METOIMKAa MOJCIHPOBAaHUS JIHIACMHUU CETH, YYHTHIBaromas Au((y3uro BHPYCHOTO
nporpaMMHOro oOecriedeHus. PaccMaTpuBaemas METOAMKA MpPEAyCMaTpHBAaeT HPOTPAMMHYIO
peanu3aluio MOJSTUPOBaHHs IPOLECCOB Pa3MHOXEHHS H JU(Qy3uu BHPYCHOTO MPOrpaMMHOTO
obecrieyeHrss B aTaKyeMOW TeJIeKOMMYHUKAllMOHHONW ceTH. Ha OCHOBE MeETOAMKH TPOBOAMIUCH
kubepyuyeHuss Ha 0Oa3e Kubeprogurona kadeapbl cHCTeM HHPOPMALUOHHOW 0O€30MacHOCTH
BopoHeKCcKoro rocy1apcTBeHHOTO YHHBEPCUTETA.

KitoueBble croBa: KHOEPIIOJIUIOH, SHHIAEMUYECKHH IPOIECC, KOMIbIOTEpHAs DIUAEMUS,
BPEIIOHOCHOE TPOTpaMMHOE  OOECIIeYeHHe, IUCKPETHOEe MOJCNUpOBaHMe, WH(QOPMAHOHHASL
0e30MacHOCTb.

POLYGON CYBER EXERCISES ON THE EXAMPLE OF SIMULATION
OF COMPUTER EPIDEMICS OF NETWORKS

E.A. Moskaleva, A.I. Shenshin, A.A. Ostapenko, I.A. Kadantsev

Currently, the widespread use of cyber ranges continues to gain momentum, expanding the
capabilities and increasing the efficiency of information protection of systems. The number and quality
of deliberate information threats is steadily growing, including attacks using malicious software.
Malware that can cause large-scale network epidemics poses a significant threat, since their destructive
effects can quickly and effectively cause significant financial and reputational damage to organizations
and individuals. Despite significant progress in research in the field of network epidemiology, the issue
of effective assessment and regulation of the risks of computer epidemics in networks remains relevant.
The article discusses a technique for modeling a network epidemic that takes into account the diffusion
of virus software. The technique under consideration involves a software implementation of modeling
the processes of reproduction and diffusion of viral software in an attacked telecommunications
network. Based on the methodology, cyber exercises were conducted at the cyber training ground of the
Department of Information Security Systems of Voronezh State University.

Keywords: cyber training ground, cyber testing ground, epidemic process, computer epidemic,
malicious software, discrete modeling, information security.
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IMPOEKTHASA JEATEJIBHOCTb: HAYYHO-METOJANYECKOE PA3BBUTHUE
B HAITPABJIEHUU BHEJIPEHUA CPEACTB UICKYCCTBEHHOI'O HHTEJIJIEKTA
JIJI1 OGECHEYEHUA OPT AHU3AIIMOHHO-IIPABOBOM 3AIIIATHI
KOPIIOPATUBHBIX CETEN

A.I'. Ocranenko, /1.B. lllep6akoBa, A.A. Ocranenko, /[.A. Hapxos

PaccmarpuBaeTcst 1enemnonaraHue IPOEKTHOM JesTeNbHOCTH, peaau3yeMod Ha OCHOBE
HCKYCCTBEHHBIX Helpocerel. ONMCHIBAIOTCA 3aJayd M MOAYJIM NOAOOHOM peanm3aunuu, €
HOpMaTHBHOrO oOecrieueHus. Jlnsg co3maHus WHQOpMANMOHHOTO oOeclieueHus HeHpoceTn
npejaratorcs Tabnunpl, GopMupyrome 6a3y 3HaHHH 10 OPTaHU3aLHOHHO-ITPAaBOBOMY 00ECTICYEHHIO
(JacTHBIE TIOJIMTHKH, PETJIaMEHThl U HWHCTPYKIMU O€30IIacCHOCTH) 3alUThl KOPIOPATUBHBIX CETEH.
Taxke BHUMaHMIO CTYACHTOB IPEAJNIATalOTCSl BapWaHTHl 3aJaHUil A IMHPOKOTO MHOT000pasus
KOMITBIOTEPHBIX aTaK, AJSI KOTOPBIX TpebyeTcst pa3pabaThIBaTh HEOOXOIMMBIE TIOIUTHKH, PETIIAMEHTHI
W UWHCTPYKOMH. B ciiygae perucrpamum OmHONW W3 HHUX, HEWPOCETh BBIAAET aAMUHHCTPATOPY
KOPIIOPAaTHBHONH CETH HHTEJUICKTYyaldbHYI0 MOJCKa3Ky 1O 3()(EKTHBHOMY MPOTHBOACHCTBUIO
BTOpKEHUIO. MamnHHOe oOydeHHe HeWpoceTd OyneT MOBBIMIaTh TOYHOCTh €€ PEIIeHHH Mo Mepe
9KCILTyaTalluy CPECTB HCKYCCTBEHHOTO HHTEILIEKTA.

KinroueBsle c10Ba: HCKYCCTBEHHBIH HHTENIIEKT, 0€30M1aCHOCTh, aTakKH, OPraHM3allMOHHO-TIPaBOBast
3alUTa, IPOEKTHAs IeSATeIbHOCTb.

PROJECT ACTIVITIES: SCIENTIFIC AND METHODOLOGICAL DEVELOPMENT
IN THE DIRECTION OF THE INTRODUCTION OF ARTIFICIAL INTELLIGENCE
TOOLS TO ENSURE ORGANIZATIONAL AND LEGAL PROTECTION
OF CORPORATE NETWORKS

A.G. Ostapenko, D.V. Shcherbakova, A.A. Ostapenko, D.A. Narhov

The goal-setting of project activities implemented on the basis of artificial neural networks is
considered. The tasks and modules of such implementation, its normative support are described. To
create information support for neural networks, tables are proposed that form a knowledge base on
organizational and legal support (private policies, regulations and security instructions) for the
protection of corporate networks. Also, students are offered options for tasks for a wide variety of
computer attacks, for which it is required to develop the necessary policies, regulations and instructions.
In case of registration of one of them, the neural network gives the administrator of the corporate
network an intelligent hint on effective counteraction to intrusion. Machine learning of a neural network
will increase the accuracy of its decisions as artificial intelligence tools are used.

Keywords: artificial intelligence, security, attacks, organizational and legal protection, project
activity.



