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KHUBEPIIOJIMI'OH KAK ITPOEKT YIIPABJIEHUA NTHO®OOPMALIMOHHBIMH
PUCKAMMU

I'.A. Ocranenko, B.U. beaono:xkun, A.A. Ocranenko, M.E. Boakopa

B pabore paccMaTpuBaeTCs NPOEKT CO3JaHMSI KHOEPIONMIOHA B KayecTBE TpeHaKepa
TECTUPYEMBIX CHCTEM Ha IPEAMET YIPAaBJICHHs PUCKAMHU YCIICIIHOCTH peaJM3aliy CETEeBHIX aTak. B
9TOI CBS3M O00CYXKJAIOTCS NPUHLMUIBI OLEHKH W DPEryJIMpOBaHHS PHCKOB OT YHUBEPCHTETCKOW
MOATOTOBKU CIICIHAINCTOB JI0 UX TPEHWHIOB YCJOBHUSX CO37aBaeMoro mnojiuroHa. Ilpemnaraercs
COOTBETCTBYIOIINH TII0CCApUil M pacCMaTPHUBAIOTCS MIPEANIOCHIIKH JUIs TOJIUTOHHOM opranu3anuu. [Ipn
3TOM, KHOEpCHCTEMa ONPENENACTCS KaK COIMO-TEXHHUYECKas CYNIHOCTb, B KOTOPOH IOJHUTOHOM
SMYJIHPYETCs TMpoIiece HHYOPMAIIHOHHOTO MMPOTHBOOOPCTBA. B 3T0i cBsA3M, HOpMyIHPYIOTCS 3amadn
MIOCTPOEHHSI KNOEPIIOINIOHa, OIIEHMBACTCA MX WHHOBALIMOHHOCTH. BIepBble OmMCHIBAIOTCSA 00nacTu
BO3MOXHOI'O COTpyAHHMYECTBA YyHuUBepcurera u [T-mpeanpustuii B BOmpocax IMOCTPOEHUS
KHOEPIIOJINIOHa, a TaK)Ke — MOTHBBI HHHOBAIIMOHHON MHTETPAIlNN YYaCTHUKOB IIPOEKTA.

KiroueBble cnoBa: kuOepcucTeMa, KHOEpIOJIMIoH, HH(MOPMALMOHHBIE PHCKH, OSMYJSLHSA,
HWHHOBaNUA.

CYBERPOLYGON AS A PROJECT OF INFORMATION RISK MANAGEMENT

G.A. Ostapenko, V.I. Belonozhkin, A.A. Ostapenko, M.E. Volkova

The paper considers the project of creating a cyberpolygon as a simulator of tested systems for
managing the risks of successful implementation of network attacks. In this regard, the principles of
risk assessment and management are discussed from the university training of specialists to their
training under the conditions of the created test site. A related glossary is proposed and prerequisites for
a landfill organization are considered. At the same time, the cyber system is defined as a socio-technical
entity in which the process of information confrontation is emulated by a testing ground. In this regard,
the tasks of building a cyberpolygon are formulated, their innovativeness is assessed. For the first time,
the areas of possible cooperation between the university and IT enterprises in the construction of a
cyberpolygon are described, as well as the motives for the innovative integration of project participants.

Keywords: cybersystem, cyberpolygon, information risks, emulation, innovation.
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OINEHKA U PEI'YJIMPOBAHUE PUCKOB HAPYHIEHUA
KOHOUJIEHIIUAJIBHOCTU HHPOPMAIIUU ITPU ATAKAX,
NCHTIOJIB3YIOIUX YA3ZBUMOCTH ITPOTOKOJIOB ITPUKJIATHOI'O YPOBHSA
B TEJJEKOMMYHUKAIIMOHHBIX CACTEMAX UHTEPHETA BEIIEA

C.A. Epmakos, A.A. Korblmienko, A.A. boaros, 10.I'. Ilactepuak, A.I'. KpacHoGopoakun

IIpennoxxeHo MeToaudeckoe oOecleueHHe KOJIMYECTBEHHON OIIGHKM PHUCKOB, a TaKkke
AITOPUTMHUYECKOE OOeclieueHne pPEeryJMpoBaHUs PUCKOB HApyIICHUS KOH(QUICHINAIBLHOCTH
uHGopMalMK TpU aTakax, HCIOJIB3YIOIINX YSI3BHMOCTH IPOTOKOJIOB IPHUKIAJHOTO YPOBHS B
TEJICKOMMYHHKALIMOHHBIX cucTeMax VHTepHeTa Bemel. Paspaborana Moienb CHCTEMBI, YUHUTHIBAIOIIAs
ApPXUTEKTYpy U TOMOJIOTHIO TEICKOMMYHHUKAIIMOHHONW CUCTEMBI «yMHBIH JOM», a TaKXkKe MOJIENb YIpo3,
BKJIFOUArOIIas B ce0s1 Habop ysI3BUMOCTEH M aTak Il KX JI0T0 yCTPOMCTBA M OMHCAHUE BO3MOKHOCTEH
3JI0yMBIIUICHHUKA. AJNTOPUTMHUYECKOE OOECIIEUEHHE PEryJMpOBaHHUS PUCKOB OCHOBAHO HAa MOIEIH
CHCTEMBI «yMHBI IOM», TOCTPOSHHOH IO IIOJIHOCBSI3HOW TOMOJIOTHH, W TIPEJHA3HAYEHO IUIS
BBIBJIICHUS B HEll Hanbosee ys3BUMbIX KOMIOHEHTOB U ()OPMHUPOBaHUS HaOOpa Mep AT YBEIHUCHHUS
3alMIIEHHOCTH. [loiydeHHble pe3ynbTaTel B BHAE YHCICHHOM OIEHKHM M alTOPHTMHYECKOTO
oOecrieyeHns MO3BOJIAIOT a/eKBATHO OLIEHUTH COCTOSIHHE 3aIIUINEHHOCTH TEeJIEKOMMYHHKAIIMOHHOM
CHCTEMBI «YMHBIH IOM» U ¢(hOPMHUPOBATH HAOOP MEp IO €€ MOBBILICHHIO.

KiroueBble ciioBa: yMHBIH I0M, PUCK, KOH(MHUICHIMATBHOCTD, TEIEKOMMYHHKAI[OHHAS CUCTEMA,
TOJTHOCBSI3HAsI TOIOJOTHSL.

ASSESSMENT AND REGULATION OF RISKS OF VIOLATION OF
CONFIDENTIALITY OF INFORMATION IN ATTACKS USING VULNERABILITIES OF
APPLICATION LAYER PROTOCOLS IN TELECOMMUNICATION SYSTEMS OF THE

INTERNET OF THINGS

S.A. Ermakov, A.A. Kotyshenko, A.A. Bolgov, Yu.G. Pasternak, A.G. Krasnoborodkin

A methodical tooling for quantitative risk assessment is proposed, as well as algorithmic tooling
for regulating the risks of information confidentiality violation during attacks that use vulnerabilities in
application-level protocols in telecommunication systems of the Internet of things. A system model has
been developed that takes into account the architecture and topology of the "smart home"
telecommunications system, as well as a threat model that includes a set of vulnerabilities and attacks
for each device and a description of the attacker's capabilities. Algorithmic provision of risk
management is based on the model of the "smart home" system, built on a full-mesh topology, and is
intended to identify the most vulnerable components in it and form a set of measures to increase security.
The obtained results in the form of a numerical assessment and algorithmic support make it possible to
adequately assess the state of security of the "smart home" telecommunication system and form a set of
measures to improve the security of the system.

Key words: smart home, risk, privacy, telecommunication system, full-mesh topology.



DOI 10.36622/VSTU.2023.26.1.003
YK 519.766.4:004.032.26

«ITPOCENBAHUE» TEJIEI'PAM-KAHAJIOB
ITPAU ITIOUCKE KOHTEHTA 9KCTPEMUCTCKOI'O XAPAKTEPA

B.A. Munaesn, A.B. CumoHoB

[IpennoxkeHo pelieHWe 3aJadyd IOMCKAa W OOHApYXCHMS KaHAIOB OKCTPEMHUCTCKOU
HaINpaBJIEHHOCTH B Hanbouee NomysipHOM MecceHkepe Telegram. Pa3paboran MeTon, OCHOBaHHBIIH
Ha WCIIOJIb30BaHUH TIIyOOKHX MCKYCCTBEHHBIX HelipoHHBIX ceTeid BERT B kauecTBe kimaccupukaTopa
TekcToB. Ha ero ocHoBe paspaboraHa mporpaMma, MO3BOJLIIONIAS B aBTOMATH3MPOBAaHHOM DPEXHME
OCYIIECTBIIITh AHAIN3 TEJIETPAMM-KaHAJIOB M BBIIBIATH MaTepHalbl SKCTPEMUCTCKOTO XapakTepa.
OmnucaHsl IATH 3TANOB Pa3pabOTKU MPOrPaMMBI KIIPOCEUBAHUS KaHAJIOB: ()OPMUPOBAHIE TEKCTOBBIX
koprrycoB aist o0yuernust BERT; Bei0op apxurtextypsl BERT u o0yuenne kinaccupukaTopa; BEITpy3Ka
COOOIIEHNH U3 aHAIM3MPYEMBIX KaHAIOB; OLEHKAa HAJIMYMS 3KCTPEMH3Ma B COOOIICHHSX; OIEHKa
KaHaJloB Ha dKcTpeMusM. Jlis ampoOarmu MeToja W MpOTrpaMMHOTO TPOAYKTa IPOBEIEHA CepHs
SKCIICPUMEHTOB, B XOA€ KOTOPBIX OCYHICCTBJICH MOHUTOPHUHT 68 KaHaJoB 110 8 KaTeropusm € UEJIbI0 UX
«TpOCEenBaHUM) HAa HAIMYHME O3KCTPEMHCTCKOTO KOHTEHTa. [lo pe3yinbTraTaM 3KCIIEPUMEHTOB
PaHXMPOBAHBI TEJIETPAMM-KaHaJIbl, PACTIPOCTPAHSIOIINE SKCTPEMUCTCKHE MaTepuaibl. OLeHeHa J0Is
COOOIIEHNH 3KCTPEMHCTCKOTO XapakTepa B KaKAOW KaTeropuu KaHanoB. CraenaH BBIBOJ, YTO
MPEJCTAaBICHHBIA MOAXOA K «IIPOCEHBAHHIO» TelerpaMM-KaHAIOB Ha HaJM4YHe SKCTPEMHUCTCKHUX
coo0mIeHHH Lesiecoo0pa3sHoO UCMOIb30BaTh B Pab0Te IOCYJapCTBEHHBIX CTPYKTYp, 3aHUMAIOLIUXCS
BBISIBJICHHEM H MOHHUTOPHHIOM PacHpOCTpaHEeHHs NPOTUBONPABHOM NH(oOpManum.

KiroueBbie cnoBa: Meccenmkep Telegram, IecTpyKTHUBHBIM KOHTEHT, HEHpPOHHAas CeTb,
akcTpemusm, Tpancpopmep BERT.

SCREENING OF TELEGRAM CHANNELS
WHEN SEARCHING FOR EXTREMISM CONTENT

V.A. Minaev, A.V. Simonov

A solution to the problem of searching and detecting extremist channels in the most popular
Telegram messenger is proposed. A method based on the use of deep artificial neural networks BERT
as a classifier of texts has been developed. Based on it, a program has been developed that allows
automated analysis of telegram channels and identification of extremist materials. Five stages of the
development of the channel "sifting" program are described: the formation of text corpora for BERT
training; the choice of the BERT architecture and the training of the classifier; unloading messages from
analyzed channels; assessing the presence of extremism in messages; evaluating channels for
extremism. To test the method and the software product, a series of experiments were conducted, during
which 68 channels were monitored in 8 categories in order to "sift" them for the presence of extremist
content. According to the results of the experiments, telegram channels disseminating extremist
materials were ranked. The share of extremist messages in each category of channels is estimated. It is
concluded that the presented approach to "sifting" telegram channels for the presence of extremist
messages is advisable to use in the work of state structures engaged in identifying and monitoring the
dissemination of illegal information.

Keywords: Telegram messenger, destructive content, extremism, neural network, transformer
BERT.
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OLEHKA U PET'YJINPOBAHUE PUCKOB HAPYHIEHUA TOCTYIIHOCTH
NHOOPMALUUA ITPU PEAJTIN3ALIUU ATAK HA CETU UHTEPHETA BELIEU,
IIOCTPOEHHBIE HA BA3E TEXHOJIOI'MM SDN

C.A. Epmakos, U.U. [lonckos, A.A. boaros, O.10. Makapos, P./l. Bypues

B naHHON cratee TpeuIaraeTcss METOOUYECKOE W alTOPUTMHYECKOE  OOecredeHHe
KOJIMYECTBCHHON OLICHKH PHCKOB HapyIICHUs JOCTYIHOCTH cuCTeM MHTepHeTa BelieH, MOCTPOEHHbIX
Ha Oase mporpammHo-ompenemsieMslx cereit (SDN). Ilpemmaraemoe o0OecriedeHHe YYHUTHIBACT
0COOCHHOCTH NTOCTPOEHHS BEIOPAaHHBIX ceTell. [loTeHnnanpHbIA ymepo cKiasBacTCs Kak U3 LIECHHOCTH
3aIUIaeMbIX aKTHBOB, TaK W M3 OCOOCHHOCTEH TOIOJIOTHH paccMaTphBaeMod ceTdu. BeposTrHOCTh
aTaKy ONpeeNsIeTCs MHAUBHIYIBHO JUIS KaXK/I0TO THIIA 3JI0yMBIIIEHHUKOB, C yYETOM €ro pecypcoB
u MoTHBanmu. [IpencraBieHa METOAMKA PEryJIMpOBaHUs PHCKA, NMPEACTABISIONAs CO00H MeXaHH3M
JBOMHOM MapuipyTH3allMKM C Y4ETOM PpHUCKOB, OCHOBaHHBIH Ha SBOJIOLHMOHHOM aJrOpHTME.
HpeﬂHO)KCHHLIﬁ AJITOPUTM MO3BOJISICT BBIYHUCIIUTDH HaI/I6OHee OIITUMAJIBHBIC HaCTpOﬁKH CHUCTCMBI,
obecrieynBas MpH 3TOM NpUeMIIeMoe BpeMsi cXoauMocTd. OONIMpPHBIE PE3yJbTaThl MOJETHUPOBAHMS
MPETOKEHHOTO MOAX0Ja JEMOHCTPHPYIOT TIOBBIMICHNWE 3alIUIICHHOCTH pAa3IMYHBIX CETEBBIX
TOIOJOTHH 6€3 3HAUNTEIHHOTO yIiepOa MPOU3BOAUTEIEHOCTH.

KimoueBsie cmoBa: HWHTepHeT Bemie#, mporpamMmHo-onpenensemas cetb (SDN), puck,
JOCTYITHOCTh, MapIIpyTH3ALHS.

ASSESSMENT AND RISK MENAGEMENT OF INFORMATION AVAILABILITY
OF SDN-BASED INTERNET OF THINGS NETWORKS

S.A. Ermakov, LI. Donskov, A.A. Bolgov, O.Yu. Makarov, R.D. Burtsev

This article proposes methodology and algorithm for quantifying risks assessment of availability
breaches of SDN-based Internet of things systems. The proposed methodology considers the features
of selected networks structure. Potential damage consists both of the protected assets worth and the
topology specificity. The probability of an attack is determined individually for each attacker type,
taking into account his resources and motivation. A risk management methodology is proposed. It
represents a risk-aware dual routing mechanism, based on evolutional algorithm. Proposed algorithm
makes it possible to calculate the most optimal system settings, while providing an acceptable
convergence time Extensive simulation results demonstrate an increase in security level in various
network topologies without essential performance reducing.

Keywords: Internet of Things, software-defined network (SDN), risk, availability, routing.
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UHCTPYMEHTAPHUI ABTOMATHU3UPOBAHHOM OLIEHKH U PETYJIMPOBAHUS
PUCKOB HAPYHIEHUA KOH®EJEHINAJBHOCTHU IEPCOHAJIBHbBIX TAHHBIX
TP UX PASMEINEHUU B OTEYECTBEHHbBIX XPAHUJINIIAX

N.A. Moucees, JI.B. Ilapunosa, /I.A. Hapxos

JanHass craThs TMOCBSINEHA 3al[UTe CKOMIOPOMETHPOBAHHBIX TEPCOHAIBHBIX JaHHBIX
MOJIb30BATENCH, HAXOAAIMINXCS B MyOJIMYHOM JOCTYIE, a TaKXKe OLEHKE M PEryJUpOBaHHIO PHUCKOB
HapyIlIeHHs KOHPUICHMATBHOCTH JAHHBIX TIPH UX Pa3MEIICHHUSIX B OTKPBITHIX XpaHUIHUIIaX. B ocHOBe
METOIUKH JISKUT aJrOPUTM 3alUThl M PETYJIUPOBAHUS JIMYHBIX JAHHBIX [OJB30BATEIs B
MH()OPMALIMOHHO TEIIEKOMMYHHUKAIMOHHOHW cetu «MHTepHeT». B paboTe mnpencraBieHbl CIOCOOBI
3alUThl KOHOUACHIINATHHONH HHDOPMAIMK U METOJIBI OOPHOBI C pecypcaMu, HaIpaBJICHHBIMU Ha COOp
Y HEMPAaBOMEPHOE KCIOJIh30BAHUE MEPCOHATBHON HH(GOPMAIIMH, ITOIBEPIKECHHONH KOMIIPOMETAIH CO
CTOPOHBI 3JI0YMBINUICHHUKA.

KnrodeBbie ciioBa: nmepcoHaabHbIC JaHHbBIC, PUCK, KOH(DHUICHIINATBHOCTh, YTCUKH, 0a3a TaHHbBIX.

TOOLS FOR AUTOMATED ASSESSMENT AND REGULATION OF RISKS
OF VIOLATION OF THE CONFIDENTIALITY OF PERSONAL DATA
WHEN THEY ARE PLACED IN DOMESTIC REPOSITORIES

I.A. Moiseev, L.V. Parinova, D.A. Narkhov

This article is devoted to the protection of compromised personal data of users in the public
domain, as well as the assessment and regulation of the risks of data privacy violations when they are
placed in open repositories. The methodology is based on an algorithm for protecting and regulating the
user's personal data in the Internet information and telecommunications network. The paper presents
ways to protect confidential information and methods of combating resources aimed at collecting and
misuse of personal information subject to compromise by an attacker.

Keywords: personal data, risk, confidentiality, leaks, database.
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BEWBJIET-TEXHOJIOT MU IS ITYMOOUYHUCTKHA PEYEBBIX CUTHAJIOB
B OIITUKO-3JIEKTPOHHBIX KAHAJIAX IIEPEJJAYY HH®POPMALIUN

A.B. badypun, JI.A. I'mymenko, A.M. Kop3yn

[IlymoouncTKa HWrpaeT BaKHYIO pOJIb NIPH OLEHKE S(P(PEKTUBHOCTU 3alUTHl OOBEKTOB OT
HECAaHKIIMOHUPOBAHHOTO JOCTyNa K pe4eBOW HMH(GOpPMAaIMM IO ONTHKO-IJIEKTPOHHBIM KaHalaM. B
pabote onenuBaercst 3G(HEKTHBHOCTh MCHOJIB30BAHUS IIYMOOYUCTKH PEUYEBBIX CHI'HAIOB Ha OCHOBE
NpUMEHEeHUsl BeliBneT-aHanu3a. KadecTBo peueBoll uH(GOpPMAIMHK, IOJYYEHHOH IO OITHKO-
9JIEKTPOHHBIM KaHajaM HECaHKIHMOHMPOBAHHOTO JOCTYIA, KaK MPaBUIIO, OYE€Hb HHU3KOE, MOITOMY
BOIPOCHI ITYMOOYHCTKH IS STHX KaHAJOB BECbMa aKTyalbHbI. [IpHBeIeHO OMmicaHne TAKHX KaHAJIOB.
OKcriepUMeHTalbHasT IPOBEPKa BO3MOXKHOCTH IPHMEHEHUS BEHBIET-aHANW3a I LIYMOOYHCTKH
PEYEBBIX CHTHAJIOB MPOBEACHA C MOMOIIBIO JTA0OPATOPHON YCTAHOBKH, KOTOpAs MpeIHa3HaYeHa I
(M3UYECKOTO MOJEIHMPOBaHMS ANIapaTypbl PETHCTPALMU J1a3epHOTO H3ITy4YCHHs, OTPaKEHHOTO OT
HOBEPXHOCTH, BUOPHPYIOLICH MOA BO3JACHCTBHEM PEYEBOr0 aKyCTHYECKOro cHrHana. [lokazaHo, 4To
NPUMEHEHHE BeHBIeT-aHan3a JJIsl IIYMOOYUCTKH CHTHAJIOB MO3BOJISIET CYLIECTBEHHO IOBBICUTH
3 PEKTUBHOCTb ONTHKO-3JEKTPOHHBIX KAHAJIOB HECAHKIMOHMPOBAHHOTO JIOCTYHa K pPE4eBOu
uHbopManuH.

KiroueBble ClioBa: ONTUKO-DJIEKTPOHHBIH KaHAN, HECAaHKIMOHHWPOBAHHBIN JOCTYI, pedeBas
uH(bOpManus, BelBIeT-aHAIN3, CJIOBECHAs Pa300PYUBOCTh PEUH.

THE USE OF WAVELET TECHNOLOGIES FOR NOISE CLEANING OF SIGNALS
IN OPTICAL-ELECTRONIC CHANNELS OF UNAUTHORIZED ACCESS
TO SPEECH INFORMATION

A.V. Baburin, L.A. Glushchenko, A.M. Korzun

Noise cleaning plaes an importent role in assessing the effectiveness of protecting objects from
unauthorized access to speech information. The paper considers the possibility of using noise cleaning
of speech signals based on the use of wavelet analysis. The quality of speech information received by
optical-electronic channels of unauthorized access is usually very low. Noise reduction issues for these
channels are very relevant. The discription of such channels is given. An experimental verification of
the possibility of using wavelet analysis for noise cleaning of speech signals was carriad out using a
laboratory setap designed for physical modeling of of equipment for recording laser radiation reflected
from the surface vibrating under the influence of a speech acoustic signal. It is shown that the use of
wavelet analysis for nose cleaning of signals can significantly increase the efficiency of channels for
optoelectronic channels of unauthorized access to speech information.

Keyword: optical-electronic channel, unauthorized access, speech information, wavelet
analysis, verbal intelligibility.
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OIHEHKA U PEI'YJIMPOBAHUE PUCKOB PEAJIN3AIINU ATAKH «SINKHOLE»
HA BECITPOBO/JHBIE CEHCOPHBIE CETH,
COCTOSIIMUE U3 YCTPOMCTB UHTEPHETA BEIIEN

C.A. Epmakos, 10.A. Epmauenko, A.A. boaros, B.H. KocrpoBa, A.A. CujesieB

B nanHO¥ cTaThe nmpeaaraloTcsi METOJUKH KOJIWYECTBEHHOH OIEHKU U PEryJMpOBaHUsI PUCKOB
ycnemHoi peanuzanuu ataku «Sinkholey, HanpaBieHHOW Ha HapylleHHE KOHQHICHIUAIbHOCTH,
LEJIOCTHOCTH M JOCTYITHOCTH JIAHHBIX Y BIHMSIONICH Ha )KM3HEHHO BasKHBIE JUIsl ceTel MIHTepHeTa Been
moKazaTtean — OHHeprodp(eKTHBHOCTh W MPOMYCKHYIO CIIOCOOHOCTH YCTPOWCTBAa Ha JTalle
NPOCKTUPOBAHUS CHCTEMBbI. J[aHHAas METOOMKa OCHOBAaHA Ha IPHMCHCHUH YETHIPEXCIOWHOHW PHCK
MOJEIH, KaK ONTHMAIBEHOM CIoco0e OLEHKH pHUCKa. Pa3paGoTaHbl allrOPUTMBI JUI KOJIHYECTBEHHOM
OLICHKH PHCKA U PETYJIMPOBAHUS PUCKOB Ha dTale Havaya SKCIUTyaTanuy cucTeMbl. OHI OCHOBAaHBI HA
NOJIy4YeHHH HH(pOpMauu 00 YSI3BUMOCTSAX W3 IyONMYHBIX MCTOYHUKOB — PEECTPOB YA3BHMOCTEH,
OKCIIEPTHBIX OleHOK. [IpeacraBieH nmporpaMMHbIi HHCTPYMEHTApHid, Ul CpaBHEHUs! KOH(UTrypauun
CeTH, KOTOPBIil MO3BOJISIET BHIOUPATh U CPABHUBATH PAa3IMYHbIC HAOOPHI MEp U CPEICTB 3AIUTHI CETH U
yCTpOﬁCTB B COOTBCTCTBHU C NMPECAJTOKCHHBIMHU MCTOJJUKAMHU U aJITOPUTMAMU OLICHKH U PETYJIMPOBAHUA
PUCKOB, KaK HWTOT, BbI6paTb HaI/I6OJ'IeC ONTUMAJIBHYIO OTHOCHUTCJIBHO PHCKAa W HCIOJb3YEMbIX
MaTepuagbHbIX PECYpCOB UISl UCIOJb30BAaHHS KOH(QUIYPALMIO C TOYKM 3PEHHSI PHCKA YCIELIHON
peanusaruu ataku «Sinkholey.

KiroueBble cioBa: MIHTepHeT Beleil, OecrpoBo/jHasi CEHCOpHAst CETh, PUCK, IKCIIEPTHBIE OLIEHKH,
YeThIPEXCIIOiHAS PUCK MOJIEIb, SHEPTrod(PPeKTHBHOCTD, 3aLIUIICHHOCTS.

ASSESSMENT AND REGULATION OF THE RISKS OF IMPLEMENTING
«SINKHOLE» ATTACKS ON WIRELESS SENSOR NETWORKS
CONSISTING OF INTERNET OF THINGS DEVICES

S.A. Ermakov, Y.A. Ermachenko, A.A. Bolgov, V.N. Kostrova, A.A. Sidelev

This article proposes methods for quantifying and managing the risks of a successful «Sinkhole»
attack aimed at violating confidentiality, integrity and availability of data and affecting vital indicators
for the Internet of Things networks — energy efficiency and device throughput at the system design
stage. This technique is based on the use of a four-layer risk model as the optimal way to assess risk.
Algorithms have been developed for quantitative risk assessment and risk management at the start-up
stage of the system. They are based on obtaining information about vulnerabilities from public sources
— vulnerability registries, expert assessments. A software toolkit is presented to select the optimal
network configuration, which allows you to select and compare different sets of measures and means
of protecting the network and devices in accordance with the proposed methods and algorithms for risk
assessment and management, as a result, to choose the most optimal configuration for use in terms of
the risk of successful implementation of the «Sinkhole» attack.

Keywords: Internet of things, wireless sensor network, risk, expert assessments, four-layer risk
model, energy efficiency, security.
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MOBBIIIEHUE 3AIUIIEHHOCTH TEJEKOMMYHHUKAIIMOHHBIX CETEM,
IHOCTPOEHHBIX HA BA3E ITPOTOKOJIA BGP: AITOPUTMHUYECKOE
OBECIIEYEHME OLHEHKU U PEI'YJIMPOBAHUSA PUCKOB PEAJIM3AIINU
ATAKMU IP-HIJACKING

K.A. Pazunkun, A.A. Haymenko, A.U. Mopaosun, O.H. Yonopos, FO.B. Makapos

B craTbe mpezsiokeHa METO/IMKA MOBBIILICHUS 3aIIUIIIEHHOCTH TEJICKOMMYHHKAIIMOHHBIX CETeH,
MOCTPOEHHBIX Ha 0Oa3e mporokosa BGP or araku IP-hijacking, HampaBneHHO#l Ha HapylieHHe
KOH(UICHIIMAILHOCTHU U JIOCTYITHOCTH IEPEeXBayeHHOI MH(OpMAaLli aBTOHOMHBIX cucteM. KitoueBoit
COCTaBJIAIONICH TaHHOW METOAMKH SBILIETCSI JITOPUTM OLEHKH M PEryJHUpPOBAaHHs PUCKOB YCIICIIHON
peanmzanuu ataku IP-hijacking Ha TeleKOMMYHHMKAallMOHHYIO ceTb. B paboTe mpeacTaBiieHbI
0COOEHHOCTH TONOJIOTHH TEIEKOMMYHHUKAIIMOHHOH CEeTH, MOCTPOSHHOW Ha 0aze mportokoma BGP, u
cnenn¢puka ataku [P-hijacking, TWmoBo# cueHapwii peamm3aniy aTakW, BKIIFOYAIONINI ONFCAaHUE
YSI3BUMOCTEH CETEBOr0 00OpYAOBaHMs, CTPYKTypa BEKTOPOB M MaTeMaTHYeCKas OLCHKA MOTEHIHMAala
ataku [P-hijacking, Tarke NpemIoKeH HWHCTPYMEHTApPHHA OICHKH W PETryIUPOBaHHUS PHCKOB.
[NomyyeHHbIe pe3yibTaTel B BHAC Tpadyka ypOBHEH pHCKa IMO3BOJAIOT ONPENEIiTh O0JNacTb H
BO3MOJKHBIE CPEJICTBA PETYJIMPOBAHUSI PHCKOB CETH, a TaK)KE PacCMaTpUBATh BO3MOXKHBIH ypOBEHb
yiep6a KOH(GHUICHINAIBHOCTH U TOCTYTHOCTH HH(POPMAIMK aBTOHOMHBIX CHCTEM.

KitoueBbie cnoBa: mpotokon BGP, puck, araka [P-hijacking, xoH}uaeHmManbsHOCTD,
TEIEKOMMYHHUKALIOHHAS CETh.

IMPROVING THE SECURITY OF TELECOMMUNICATION NETWORKS BUILT
ON THE BASIS OF THE BGP PROTOCOL: ALGORITHMIC SUPPORT
FOR THE ASSESSMENT AND REGULATION OF IMPLEMENTATION RISKS
IP HIJACKING ATTACKS

K.A. Razinkin, A. A. Naumenko, A.I. Mordovin, O.N. Choporov, Yu.V. Makarov

The article proposes a method for improving the security of telecommunication networks built on
the basis of the BGP protocol from an IP-hijacking attack aimed at violating the confidentiality and
availability of intercepted information of autonomous systems. A key component of this methodology
is an algorithm for assessing and managing the risks of a successful IP-hijacking attack on a
telecommunications network. The article presents the features of the topology of a telecommunications
network built on the basis of the BGP protocol and the specifics of the IP-hijacking attack, a typical
scenario for the implementation of an attack, including a description of network equipment
vulnerabilities, the structure of vectors and a mathematical assessment of the potential of an IP-hijacking
attack, as well as a toolkit for risk assessment and management. The results obtained in a graph of risk
levels make it possible to determine the scope and possible means of regulating network risks, as well
as to consider the possible level of damage to the confidentiality and availability of information of
autonomous systems.

Key words: BGP protocol, risk, IP-hijacking attacks, privacy, telecommunication network.
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OIIEHKA U PEI'YJIMPOBAHUE PUCKOB PEAJIM3AILINU ATAK, _
HNCITIOJIB3YIOIUX YA3ZBUMOCTHU ITPUKJIAZJHOI'O U CETEBOI'O YPOBHEMU,
HA CEHCOPHBIE YCTPOUCTBA MMPOMBIIIJIEHHOT O UHTEPHETA BEIIEN

C.A. Epmakos, /I.P. Cepsix, A.A. boaros, U.JI. baraponos, A.C. KpuBomeun

B cratee mpemyaraeTcsi METOOWKA OLEHKH W DPEryJMPOBAHUS PHCKOB [UIS IOBBIIICHHS
3aIIMIIEHHOCTH CEHCOPHBIX YCTPOIMCTB NPOMBIIIIIEHHOTO MIHTEpHETa BELIeH OT aTak, UCTIOIb3YIOMNX
YSI3BIMOCTH TIPHUKJIATHOTO M CETEBOTO YPOBHEH, HANIPABJICHHBIX HAa HApyIIEHNE KOHPUICHIINATbHOCTH,
LEIIOCTHOCTH ¥ JOCTYITHOCTH MH(opManuyu. MeToANKa IMO3BOJIAET MPOBOANTH OLICHKY PHCKA C yIETOM
OCHOBHBIX TEXHHUYECKHX XapaKTEPUCTHK NMPOTPAMMHBIX, allllapaTHBIX U MPOIIMBOYHBIX YSI3BUMOCTEH.
[Ipouecc perynupoBaHusl pHCKa BKJIIOYaeT B ceOs MEPEOLEHKY pHCKAa pealu3aliyd aTakd Ha
KOHKPETHOE YCTpPOHCTBO C Y4YE€TOM MHCIIONIB30BaHMS Mep MpoTHBoAeWcTBUs. IIpencraBien
MPOTPaMMHBIA MHCTPYMEHTapUi, /U1l OLIEHKU U PEryJIMPOBAaHUS PUCKOB, MO3BOJISIOUINNA CpaBHUBATh
3HaYeHMs pHUCKA IIPHU HCIOJB30BAaHUM pa3IM4YHBIX Mep MpOTHBOACHCTBUSA eMmy. IlomydeHHbIe
pe3yabpTaThl B BHIE KOJMYECTBEHHON OLIGHKU IIO3BOJISIIOT NPOBECTH aHAIN3 PHCKOB peau3alliu
BO3MOJKHBIX aTaK Ha KaXK/0€ W3 YCTPOWCTB CETH, BBLABIATH HanOoJee YsA3BUMBIC JIEMEHTHI CETH, a
TaKOKe 1Mo00paTh MEPHI VI CHIDKEHHS YPOBHS PHUCKa IO HEOOXOIMMOTO 3HAUCHUSI.

KnroueBsle cioBa: mpombluIeHHBIH VIHTEpHET Bemmiei, puck, araka, KOH(QHICHINAIHHOCTb,
LIETIOCTHOCTb, JOCTYITHOCTb.

ASSESSMENT AND REGULATION OF THE RISKS OF ATTACKS
USING VULNERABILITIES OF THE APPLIED AND NETWORK LEVEL
ON SENSOR DEVICES OF THE INDUSTRIAL INTERNET OF THINGS

S.A. Ermakov, D.R. Seryh, A.A. Bolgov, I.L. Bataronov, A.S. Krivoshein

The article proposes a methodology for assessing and managing risks to increase the security of
industrial Internet of Things sensor devices from attacks that use vulnerabilities in the application and
network layers aimed at violating the confidentiality, integrity and availability of information. The
technique allows to carry out a risk assessment taking into account the main technical characteristics of
software, hardware and firmware vulnerabilities. The risk management process involves reassessing the
risk of an attack on a particular device, taking into account the use of countermeasures. A software
toolkit is presented for assessing and managing risks, which makes it possible to compare risk values
when using various measures to counteract it. The obtained results in the form of a quantitative
assessment make it possible to analyze the risks of implementing possible attacks on each of the network
devices, identify the most vulnerable elements of the network, and select measures to reduce the risk
level to the required value.

Keywords: Industrial Internet of Things, risk, attack, confidentiality, integrity, availability.
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IOBBIINEHUE 3AIIUINEHHOCTHU TEJJEKOMMYHUKANITHOHHBIX CUCTEM,
IHOCTPOEHHbBIX HA BA3E TEXHOJIOI'MU NFV/SDN: METOJUKA U AJI'OPUTM
OIEHKH PUCKOB HAPYIHIEHUSA KOHOUJIEHIIMAJIBHOCTU HHOOPMALIUN

H.HU. bapannuxkos, H.H. Myp3unos, B.I'. IOpacos, B.IO. Ocranenko

B cTaThe paccMOTpeHa METOJUKA IOBBILICHHS 3AIUIICHHOCTH TeJICKOMMYHHKAIIMOHHBIX CUCTEM,
MOCTpOeHHHIX Ha ©Oaze TtexHonornii NFV/SDN, or arak, HampaBIeHHBIX Ha HapyIICHHE
KOH(HICHINATBHOCTH MHpOpMauu. B OCHOBE METONVMKH JISKHT alrOPUTM YHCICHHOI OLCHKH U

peryIupoBaHus PUCKOB sl Kaxaoro komrmoneHTa NFV/SDN cucteMsl ¢ ydeToMm uX cnenu(uKa u
BO3MO’KHOCTEH 3710y MBIIINICHHUKOB.

Kirouessie ciioBa: NFV/SDN, puck, araka, KOHOUACHIINATHLHOCTD, BUPTYaIH3aIHs.

IMPROVING THE SECURITY OF TELECOMMUNICATION SYSTEMS BASED ON
NFV/SDN TECHNOLOGIES: METHODOLOGY AND ALGORITHM FOR ASSESSING
THE RISKS OF INFORMATION PRIVACY VIOLATIONS

N.I. Barannikov, N. N. Murzinov, V.G. Yurasov, V.Yu. Ostapenko

The article discusses a technique for improving the security of telecommunication systems built
on the basis of NFV/SDN technologies from attacks aimed at violating the confidentiality of
information. The methodology is based on an algorithm for numerical assessment and risk management
for each component of the NFV/SDN system, taking into account their specifics and the capabilities of
intruders.

Key words: NFV/SDN, risk, attack, privacy, virtualization.
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CO3JAHHUE «KUBEPIIOJTUTI'OHA»: PEAJIMBALINA UHOOPMAIIMOHHOI'O
KAPTOI'PA®UPOBAHUSA PUCKOB, CBA3AHHBIX C IYBJIMKAIIUEN CBEJIEHUU
OB YA3BUMOCTAX TPOI'PAMMHOI'O OBECIIEYEHUA

A.JL. Ceppeunsbiii, M.A. Byabiues, A.A. I'onuapos, M.!. SIpmonos, A.1IO. Eropos

CraThsi TIOCBAIICHA BOIIPOCAaM CO3JAHUS MOIYJS WH(POPMAIIMOHHOTO KapTorpadupoBaHUsL
PHCKOB, CBA3aHHBIX C ITyOIMKAHeil CBeICHMIT 00 YA3BUMOCTSX IPOTPaMMHOT0 OOECIICUCHHUS B PaMKaX
npoekTa «Kubepnomuron». I[loTpeOHOCTF B IAaHHOM WIPOEKTE OOYCIIOBIIEHA HEOOXOTUMOCTHIO
TPEHUPOBKU HABBIKOB IIPOTHBOICHCTBHUS KaK CIELHAINCTOB B chepe HHGOPMAITMOHHON 6e301acHOCTH,
TaK M CTYACHTOB NAaHHOHW NpeaMeTHOH oOmactu. HarmsmHoe mpencraBieHHe pa3iMYHBIX KIIACCOB
YSI3BUMOCTEH, U CBSI3aHHBIX C HUMH PUCKOB pean3aliy yrpo3 6e30macHocTH HH()OPMAaIUH, TO3BOJISET
NPOBOJUTH CBOCBPEMEHHBIM MpoLecC TNPHOPUTE3AlMH, aHAJIUTUKH W  CHIDKEHUS yiuepoOa
nH(pOpMaMOHHBIM cucTeMaM. Llenbro co3manus JaHHOTO MOAYJIS SBJISIETCS MOBBILIEHUE KauecTBa U
PE3yJIBTATUBHOCTH Y4eOHOTO IMpoliecca IPH HCCIEeI0OBaHUK aTaK Ha WH)OPMAIMOHHBIE CHCTEMBI 3a
CYeT NMPUMEHEHHs] MeTo/Aa HH(GOPMAIMOHHOTO KapTorpadUpoBaHUs K HCTOYHHKAM, COJEPKAIIUM
cBeieHus 00 yS3BUMOCTSIX POTpaMMHOT0 obecniedeHus. J{ist 3Toi menn ObLT pa3zpaboTan oOmK O0ka
MH(POPMALMOHHOTO KapTorpadupoBaHUs PUCKOB C HHTETPUPOBaHHBIMH MOAYJISIMH TPSHUHTa B cepe
MHPOPMALMOHHOTO  MPOTUBOOOPCTBA,  KOTOPBI  NpENCTaBIsACTCS  BHUMAaHHIO  Hay4HOH
OOIIECTBEHHOCTH.

KiroueBsle  crmoBa:  MH(GOpManMoHHas  Kaprorpadus,  KuOepmoiauroH, miatdopma
KapTorpaupoBaHus PHCKOB, aHAJIN3, BU3YAITU3aLHSL.

CREATION OF A "CYBERPOLYGON": IMPLEMENTATION OF INFORMATION
MAPPING OF RISKS ASSOCIATED WITH THE PUBLICATION OF INFORMATION
ABOUT SOFTWARE VULNERABILITIES

A.L. Serdecniy, M.A. Bulychev, A.A. Goncharov, M.I. Yarmonov, A.Yu. Egorov

The article is devoted to the issues of creating an information mapping module for risks associated
with the publication of information about software vulnerabilities within the framework of the
Cyberpolygon project. The need for this project is due to the need to train counteraction skills of both
specialists in the field of information security and students of this subject area. A visual representation
of various classes of vulnerabilities, and the associated risks of information security threats, allows for
a timely process of prioritization, analytics and damage reduction to information systems. The purpose
of creating this module is to improve the quality and effectiveness of the educational process in the
study of attacks on information systems by applying the method of information mapping to sources
containing information about software vulnerabilities. For this purpose, the image of the risk
information mapping unit with integrated training modules in the field of information warfare was
developed, which is presented to the attention of the scientific community.

Keywords: information cartography, cyberpolygon, risk mapping platform, analysis,
visualization.
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PABPABOTKA APXUTEKTYPbI KUBEPIIOJIUI'OHA JIUIA ITIOBBIIIEHUSA
KAYECTBA U PE3YJIbTATUBHOCTH YYEBHOI'O ITPOIECCA
B NCCJIEJOBAHUU ATAK HA UH®OPMAIIMOHHBIE CUCTEMBI 1 CETH

I''A. Ocranenko, C.C. Kyi1ukos, A.B. Konormimnn, A.A. Ocranenko

B cratee mpemnoxen moaxon K co3maHuio «Kubepmommrona». B ocHOBe momxona JEXKHT
pa3OmeHne apXUTEKTyphl Ha Onoku. Takoil MOIXOoA TMPEnCTaBIseT BO3MOXKHOCTh pa3BUTHA U
MacITabupoBaHHUA CHCTEMBI B MEpCHEeKTHBE. MOAyIIbHAs apXUTEKTypa oOecrednT (GpyHIaMEeHT st
pasBUTHA TpPEINIaraeMoro pEMIeHHS W TO3BOJIUT MOIAM(PHUIMPOBATH C YUYETOM CIEIH(PHUECKIX
TOHKOCTeW WH(OpManMOHHBIX ceTeil. B pabore mpencTaBieHBl cXeMbl (yHKIHOHHPOBAHUS
pa3IMYHBIX OJIOKOB OOIIEH AapXHUTEKTYPhl, YUYHUTBHIBAIOUINE ITOJHOC OOCCIICYCHUE I0JIb30BATEIs
MOJIMTOHA HEOOXOAMMOW HWH(OPMAIUCH M MPOBEPKOI PA3IUYHBIX ACICKTOB TECTHPYEMOU CETH.
IIpemnoskeHHbIe B pabOTE MOYIH MOTYT CTaTh OCHOBOM JIJIsl 000OIIEHHOM CHCTEMBI, KOTOPAsi TIO3BOJIAT
MOJIb30BATENI0 YCIYry IO TMOJHOIICHHOMY aHalu3y BBIOpAaHHONH WHGOPMAIIMOHHON CHUCTEMBI.
HpeI[CTaBJIeHHI:Ie pe3ynLTaT1>1 OCHOBAHBI Ha OIIbITC y)Ke CO3JaHHBIX pemeHHﬁ, C y‘leTOM nux
HEIOCTAaTKOB M TpenuMyIiecTB. L{enpio pa3paboTKu apXUTEKTYpHl SBISACTCS MOBLIIICHUE KauyecTBa H
Pe3yIBTaTUBHOCTH YIEOHOTO IpoIiecca B HCCICIOBAHNH aTaK Ha WH(POPMALIMOHHBIC CHCTEMBI U CETH.

KitroueBrle cioBa: KHOEpPIPOCTPaHCTBO, KHOSPIIONUTOH, CETh, aTaKa.

DEVELOPMENT OF A CYBER POLYGON ARCHITECTURE TO IMPROVE THE
QUALITY AND EFFECTIVENESS OF THE TRAINING PROCESS IN THE STUDY OF
ATTACKS ON INFORMATION SYSTEMS AND NETWORKS

G.A. Ostapenko, S. S. Kulikov, A.V. Konoplin, A.A. Ostapenko

The article proposes an approach to creating a Cyberpolygon. The approach is based on the partitioning of
the architecture into blocks. This approach presents an opportunity to develop and scale the system in the future.
The modular architecture will provide a foundation for the development of the proposed solution and allow
modification to take into account the specific subtleties of information networks. In the work schemes of
functioning of different blocks of general architecture, taking into account full maintenance of the polygon user
with necessary information and verification of different aspects of tested network are presented. The modules
proposed in the work can become the basis for a generalized system that will allow the user to fully analyze the
selected information system. The presented results are based on the experience of already created solutions, taking
into account their disadvantages and advantages. The purpose of developing the architecture is to improve the
quality and effectiveness of the learning process in the study of attacks on information systems and networks.

Keywords: cyberspace, cyber training ground, network, attack.



