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[Mporpamma cocTas/ieHa B COOTBETCTBMM € TpeboBaHmsammu ©IOC BO (rno nporpammam
MarnucTpaTtypbl 1 creynanmTerta)

l. [MepeyeHb 3N1eMEHTOB cofepXXaHnd, NPoBepAeMbIX
Ha BCTYMNMNTE/IbHOM UCMbITaHUWN MO CTPOUTENIbHBIM KOHCTPYKLUNAM

1.0CHOBbI MH(hOpPMAaLMOHHOW 6e30nMacHoCT!

1 KpuTtepun Knaccuumkaumm CpeacTs 3alimThbl AaHHbIX. PopMasibHble 1 Hedop
MaJibHble CpefCTBa 3aLMThl.

2. Tpu3Hakn Knaccupukauum MU3NYECKUX CPeACTB 3aliMTbl  MHOPMaLUUN.
OnpefeneHns MOHATUIN «yrpo3a», «BO3L4ENCTBME», «UCTOUHMK YIpo3», «YA3BUMOCTbY,
«YLLEp6», «PUCK», «UHHOPMALMOHHBIN PUCK.

3. OCHOBHbIe N00XKeHUA 3aKoHa «O NepCcoHaIbHbLIX AaHHbIX».

4. MeTo/bl BMOMETPUYECKOIN NAEHTUDNKALNN.

5. ¥rpo3bl 6e30MacHOCTM MePCOHasIbHbIX AaHHbIX 1-ro, 2-ro 1 3-ro TUMoB.

6. OCHOBHble pyKOBOAALLME [OKYMeHTbl ocTtexkommuccun Poccun. [Lante mnx
KPaTKYH XapaKTepucTuKy.

7. 9 KnaccoB 3alMLeHHOCT aBToMaTn3mpoBaHHbIX cuctem (AC) ot HCA.

8 Cuctema MeHemKMeHTa WMH(OpMaUMoHHON 6e3ormacHOCTU? [lepeuncnnTs u
0XapaKTepn3oBaTb OCHOBHbIE MpoLiecchl, BxoAdwue B Mogens PDCA.

9. TepeyncnnTb OCHOBHble HOPMATUBHO-MeTOAMYecKMe AOKyMeHTbl PCTIK
Poccun B 0651aCTW 3aLUMTbI MEPCOHATbHBIX AaHHbIX. [aTb UX KpPaTKyt XapakTepucTu-
Ky.

10. MonmTnka MHGopMauMoHHON 6e3onacHOCTU. epeuncnnTb OCHOBHbIE ee Mo-
NoXeHms. MNMapaMeTpbl Knaccupukaumm yrpos MHPOpPMaLMoHHOM 6e30MacHOCTHK.

11.YT10 noHMmMaeTcs nof HauMoHa/bHOW 6e30MmacHoCTbi0 PP? UTo OTHOCUTCA K
HaLMOHa/IbHbIM MHTepecam Poccumn B MH(OpMaLMOHHOW cepe? MpueeanTte mMx Knac-
CUMKaLmIo, B COOTBETCTBUN C [LOKTPMHOW MH(hOpMaLMOHHOK 6e3onacHoCTn PO,

12. Buabl yrpo3 nHhopmaumoHHon 6e3onacHoctv P®. YTo OTHOCUTCA K BHeLL
HUM M BHYTPEHHUM UCTOYHMKaM Yrpo3 MHHOPMaLMOHHOW 6e3onacHoCTu PO.

13.OCHOBHbIe (hyHKUMM 1 3afauu, peliaemble PCB Poccnm B 061acTu obecneve-
HUA MH(OPMALMOHHON 6e30MacHOCTU.

14. Karteropmmn cTaHapToB Mo 3awute nHpopmaummn. OTanums Jo6poBOSbHbIX,
PETYNIVPYIOLMX CTaHAAPTOB M PerynsTMBHOINO MCMOMb30BaHWUA [LOOPOBOJIbHLIX CTaH-
[apTOB.

15. Kputepumn 6e30nacHOCTM KOMMbIOTEPHBLIX cuCTeM MuHUCTepCTBa 0GOPOHbI
CLUA - «OpaHxeBas kHUra». EBporneickme Kputepumn 6e30MmacHOCTY MHHPOPMaLMOH-
HbIX TEXHOMOrMIA. AMepnKaHCcKne defepasibHble KpUTEPUM 6e30MacHOCTN MHGopMaLm-
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OHHbIX TexHonorn. CemeincTeo ctaHaapToB 27000 cucTeMbl MEHEIPKMEHTA UH(OPMa-
LINOHHOW 6e30MacHOCTW.
2.AnnapaTHble CPeACcTBa BbIYACANTENbHON TEXHUKN U TENEKOMMYHUKALWOHHLIXYCTPOACTB

2.1. AnnapaTHble CPeACTBa BbIUMC/INTENBHOM TEXHWKM

1 Jlornyeckune anemeHTbl. Tpurrepbl. TUMNOBble Y3/bl KOMOMHALMOHHOIO TUMA:
CymMMarTop, Wupatop/gewndgparop; MynsTUNAEKCOP/AeMynbTUMNNEKCOP.

2. TunoBble y3/bl HAKan/IMBaroLLEero TMNa: PerucTpbl, CYETUNKMN.

3. CTpykTypa npoueccopa. MNpuHumn paboTel agpa npoueccopa. OpraHusaums
apu(HMETUNKO-/I0rMYECKOro yctpoictea. Onepauymn Hag Ynciamy ¢ niasaroLLein 1 Qukey-
POBAHHOI TOUKON.

4. Cuctema KoMaHg. Popmartbl KOMaHA M cnocobbl agpecauun. Cuctema npepbl-
BaHU. PexkuMbl paboTbl sapa npoueccopa. Knaccugukaums npoLeccopos B 3aBUCUMO-
CTW OT TUMNOB 06pabaTbiBaeMbIX UHCTPYKLMIA 1 criocoba UX UCMONHEHUA. Y CTPOCTBa
ynpasneHns

5.0nepaTvBHOE 3anOMMHaloLLLee YCTPOWCTBO: [AMHAMMYecKas onepaTvBHas na-
MATb. PaboTa JMHaMMYeCcKOoW NamsaTi B COCTOSIHMM MOKOSA, YTeHMs/pereHepaumm, 3anu-
Ccw.

6.0nepaTvBHOE 3anoMMHalOLLee YCTPOMCTBO: CTaTMyecKas [AuMHammnyeckas na-
MSATb. Y CTPOMCTBO iYENKM CTAaTUYECKON NamMaTy.

7.BHelLHee 3arnomMuHaroLlee yCTponCcTBO. HakonuTenn Ha >KECTKUX MarHUTHbIX
ANCKax.

8.Uwnncet, KOHTponnepbl U MHTepeincol BBOAA-BbIBOAA. LLIMHBI CBS3M C npoLec-
COPOM WM CUCTEMHOM LWNHBI. LLIMHBI CBA3M ¢ namATbio. LLIMHBI CBA3W C rpagnmyeckmum
aganTtepoM. LLINHbI CBA3N C HOXKHBLIM MOCTOM.

9.4UnnceT, KOHTpO/Nepbl N UHTEPdeCbl BBOAA-BbIBOAA. KOHTPOM/IEP WKWHbI CBS-
31 C CeBepHbIM MOCTOM. KOHTPON/IEP LUMHBI CBA3W C NiaTamy paclumMpeHns. KoHTpon-
Nnep NIMHWIA CBA3W C MepudepuitHbIMK yCTporucTBamMmn 1 apyrumm 3BM. KoHTponnep
LUMHBI CBA3W C XXECTKMMM AUCKaMK. KOHTPO/Iep WKHbI CBA3M C Me/IEHHbIMU YCTPOA-
CTBaMU.

10. OcHOBbI NpOrpaMMMpPoBaHns Ha accembrniepe. ApxuTekTypa x86. Pernctpbl 1
npepbiBaHnA. OCHOBHbIE KOMaHAb! acceMbsiepa. Y NpasastoLLme KOHCTPYKLMM.

11. OcHoOBbI NporpammmnpoBaHust Ha accembnepe. OCo6eHHOCTM NpPOrpaMmMupo-
BaHMA 0b6opyaosaHusa nogd Widows. CUCTEMHbIE BbI30Bbl API.

12. OcobeHHocT RISC n MIPS apxuTekTypbl. ["apBapAckas apxuTekTypa Ha
npumepe AVR MUKPOKOHTPO/11EPOB.

13. Mporpammupyemble norunyveckme yctpoictea (CPLD).

14. OnepatnMBHO Nporpammupyemble forndeckme Matpuubl (FPGA).

15. CpaBHEHWE apXMUTEKTYP 1 CPEACTB NPOEKTUPOBAHNSA LM(IPOBbIX YCTPONCTB Ha
Manc.


http://all-ht.ru/inf/pc/mem_dram.html%231.1
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2.2. AnnapaTtHble CpeacTBa TeNEKOMMYHUKALNMOHHBIX CUCTEM

l. OcHoBbI Nepefayn AUCKPETHLIX AaHHBLIX. JIMHAN CBA3W: TUMbI, XapaKTEPUCTUKN
N annaparypa.

2. MeToabl nepefayn ANCKPETHbIX AaHHBIX HA (PU3NYECKOM YPOBHE.

3. MeTozbl Nepefayn faHHbIX KaHa/bHOro ypoBHA. MeTofbl KOMMyTaunn KaHa-
/OB 1 NaKeToB.

4. TIpOTOKO/IbI U CTaHAAPTbI NoKa/bHbIX ceTeld. MpoTokon LLC ypoBHA ynpasne-
HNS TOrMYECKUM KaHasToM.

5. CTpykTypupoBaHHas kabenbHasa cuctema. KoOHUeHTpaTopbl U ceTeBble afar-
Tepbl. JIornyeckaa CTpyKTypu3aLmsa ceTU ¢ NOMOLLbKO MOCTOB M KOMMYTATOPOB.

6. YCTPOWCTBO MapLUpyTM3aTopa M OCHOBHAs KOH(MIypauus: MHTepgencbl mapLupy-
T13aTopa, YCTaHOBKA MapLUpyTn3aTopa. ba3osas KOH(Urypawma MapLupyTvsaTopa.

7. Pabota B Cisco 10S. KoHurypumpoBaHne mMapLupyTtusaumm npotokona IP.

8. CpencTtsa onTMyecKou nepeaayn. IMNapameTpbl cpefbl U YCTPOCTB.

9. TexHonorusa Ethernet. Metog goctyna. CeTeBble aganTepbl, KOHLEHTPATOpbI,
TONONOrNsA COeANHEHNS.

10. nob6anbHble cetn n TexHonorun. ISDN. WHTepdelickl. Monb3oBaTensckoe
obopyaoBaHue.

1. Cetn X.25 n Frame Relay. OcobeHHOCT 060py0BaHUS.

12. TexHonorua ATM. UNHTepdencbl n apxuTekTypHas Mogens. O6opyoBaHue.

13. AKTMBHOe ceTeBOe 000pY10BaHNe N CETEBbIE aHaNN3aTopbI.

14. O6006LeHHas CTPYKTYpa peannsaumm npremMornepesaTymkoB COBPEMEHHbIX
CUCTEM MOOWNBbHOIN PafnoCBA3N.

15. ApXuTeKTypa cucteM MUKPOMPOLLECCOPHOro ynpasieHusa npuemMonepeaaTyn-
Kamu ¢ curHasibHbIM npoteccopom (DSP).

3. CucTeMbl 1 ceTw nepefaun MHdopMaLum
1. CocTaBnstoLyme CeTel U CUCTEM Nepeaaydn MHpHopMaLmu.

2. du3myeckasd nepefada AaHHbIX MO MHUAM cBA3w. Mpobnembl cBasn. O606-
LLIeHHas 3aava KOMMYTaL K.

3. KommyTaumsa kaHanos. KommyTauus naketoB. CpaBHeEHWe CeTeil ¢ KOMMYTauU:
el KaHas10B 1 KOMMYyTaLMeil NakeTos.

4, [lekoMno3nums 3afadn ceteBoro B3ammogenctsus. Mogenbs OSI. CtaHgapTw:
3aums ceteil. MIHhopMaLMOHHbIE U TPAHCMOPTHbIE YCTYTU.

d. Mopaynsauma. OUcKpeTusaumsa aHaloroBbix cUrHanoB. MeToabl KOAMPOBaHUS.

OG6Hapy»XeH1e 1 KOPPEKLWS OLLINOOK.
6. BecnpoBoaHas cpeaa nepegayn. becnpoBoaHble CETM M CUCTEMbI Mepefayn
MHopMaLmm. TeXHONOrUs LLIMPOKOMONOCHOIO CUrHana
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7. Ctek npotokonos TCP/IP. Tunbl agpecos cteka TCP/IP. ®opmart IP-agpeca. IMo-
PAAOK HasHayeHus |P-agpecos.

8. ®opmat IP-naketa. Cxema IP-mapLupyTusaumm. MapLupyTtusauns ¢ Ucnosb3o-
BaHMEM MaCOK.

9. MpoToKo/bl TpaHCMopTHOro ypoBHs TCP 1 UDP. O6wue CBOMCTBA M Knaccu-
(hmKaLmsa NpoToKonoB MapLupytusayun. MNpotokon RIP. Mpotokon OSPF.

10. MapuwpyTusauma B HeofHOPOAHbIX ceTax. [MpoTokon BGP. NMpoTtokon ICMP.

11. TpaHCNOPTHbIE YCNYTX N TEXHOMOTMM TN06a/bHbIX CeTeld. ba3oBble MOHATUS.
TexHonorua Frame Relay.

12. ba3oBble NpuHUMMLI U MexaHn3Mbl MPLS. NpoTokon LDP. MOHUTOPUHT CO-
CTOsiHWA nyTein LSP.

13. Cxembl yganeHHoro goctyna. KomMmMmyTupyembld aHanorosbid goctyn. Kom-
MYTUpYyeMbIA gocTyn yepes ceTb ISDN.

14. TexHonorus ADSL. foctyn yepe3 cetn CATV. becnpoBogHoi focTyn.

15. CeTeBble CNyXObl. INeKTPOHHaa nouta. Beb-cnyxoba. IP-TenedoHus. MpoTo-
Kon nepegaym aiinos. CeteBoe yrpasneHue B IP-ceTsx.

4.MeToabl 1 cpeAcTBa ob6ecneyeHns MHPOPMaLMOHHOI 6e30nacHOCTK

4.1. KpunTtorpaduyeckre MeTO/bl 3alnTbl MHGOPMaLK

1 OTKpbITble COOOLLEHNS. YacTOTHbIE XapaKTEPUCTUKN OTKPbITbIX COOOLLEHWIA.
MatemaTnueckre Moaenu OTKPbITbIX COOOLLEHNI 1 KPUTEPUM HA OTKPbITbIN TEKCT.
2. OCHOBHble NMOHATKS KpunTorpadun. OnpeaeneHne Wwudgpa 1 ero Matemarumye-

CKne mMofenun. PyyHble U MaluHHbIE Wnpbl. Knoyesas cucTema U OCHOBHble Tpebo-
BaHWA K Wmngpam. MoHATUE KPUMNTOCUCTEMBI.

3. LUungppbl 3amMeHbl. OfHOoan(aBmTHbIE M MHOFOa/1I(haBUTHbIE LUNPbI 3aMEHBbI.

4. LLndpbl rammmpoBaHus. TabnmyHoe 1 MOAY/IbHOE raMMUPOBaHME.

5. CoepLueHHble wngpbl. CTOMKOCTb LWKgpa U N30bITOYHOCTL A3blKa. MUTO-
CTOMKOCTb N ee XapaKTepucTnkn. Metofbl 06ecneveHns MMUTOCTONKOCTW.

6. OCHOBHbIe CMOCOObI peanu3aumm KpuntTorpaguyeckmx anroputMos 1 Tpebo-
BaHWs, NpeabsaBAseMble K HAM. JaTymku nceBfocnyyaHbIX NocnefoBarenibHoCcTen (pe-
FMCTPbI CABUIa, IMHENHbIA KOHTPY3HTHbIA METOZ, NIMHENHbIe PpeKyppeHTHbIe Moceno-
BaTe/IbHOCTU, MY/IbTUMN/IEKCOPHbIE METO/bI).

7. [MeproAnYHOCTL Cy4YailHbIX MOCMefoBaTeNlbHOCTEN. PacnpefesnieHne 3nemeH
TOB B MCEBAOC/YYaNHbIX MOCNef0BaTe/IbHOCTAX. OCHOBHbIE Y3/1bl U G/IOKU KPUMTOCU-
CTeMm.

8. MeToabl aHanMsa KpunTorpagpuyecknx anroputmMoB. AropuTMUYecKue, aHa-
NNTUYECKME N CTATUCTUYECKME METO/bI aHa/IM3a MOTOYHBIX LLMGPOB.
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9. CucTembl LUNGPOBAHNA C OTKPbITbIM KIHOYOM. [MOHATME OAHOCTOPOHHEN
yHKunn. Kpuntocuctembl RSA 1 3nb-I"amans.

10. ACMMMETpUYHbIE CUCTEMbI LIUMPOBAHNA W WX NpPenmyLlecTsa. Xalu-
(PYHKLMM 1 UX UCMOJIb30BaHNE B KPUMTOrpaumm.

11. TloHATME KpunTorpauyeckoro npoTokona. CeA3b CTOMKOCTU MPOTOKOMA CO
CTOMKOCTbIO 6a30BOI KpMNTOrpagMyeckoin CUCTEMBI.

12. Knaccugmkauma Kpuntorpagmyeckmx npoTokosnos. Llndposas noanuce.
CTaHgapTbl UMpoBoit nognucy MpoToKobl ayTeEHTUMNKALMK N NX CBA3b C LIUKPOBOIA
NOANUCHIO.

13. Ocob6eHHOCTM peanun3aunm KpUNTOCUCTEM Ha 6ase BbIYUCIUTENbHON TEXHU-
Kv. Kpunrtorpaguyeckue nHTepgeics!.

14. KomnbloTepHas cTeraHorpagus - MeTof, AOMOMHAWNA TpaguUMOHHbIe
KpunTorpaduyeckmne MeToapbl.

15. “TlonHOe” CKpbITUE AaHHbIX. Tunbl (hains-KoHTenHepoB (rpaduyeckme, 3BYy-
KOBblE). ANTOPUTMbI “yNakoBKW™ AaHHbIX (perynspHble, NceBaoc/yYainHble, KOMOMHK-
POBaHHbIE).

4.2. TexHuYecKas 3almTa MH(popmaunm

1. XapaKTepuUCTMKa NHKEHEPHO-TEXHNYECKOI 3aLLMTbl MHOPMALIMKN KaK 061acTV
MH(OPMALMOHHON 6e3onacHoCcT. OCHOBHble NPOG6/IEMbl UHXEHEPHO-TEXHNYECKON 3a-
LLMTbI UH(OPMALN.

2. CTpyKTypa, Knaccumkauus 1 0CHOBHble XapaKTePUCTUKIN TEXHUYECKMX KaHa-
NOB YTEYKMN MHopMaLmn.
3. PacnpocTpaHeHMe aKyCTUYeCKUX CUTHanoB B aTMoCepe, Bofe WM B TBEPAON

cpene. OCO6EHHOCTM PacnpPOCTPaHEHWSI aKYCTUYECKUX CUTHAI0B B NMOMELLIEHNSX.
4. PacnpocTpaHeHue ONTUYECKMUX CUrHAIOB B aTMOCHEPE U B CBETONPOBO/AX.

) PacnpocTpaHeHVe paguoCcUrHaioB PasnYHbIX AUarna3oHOB B MPOCTPAHCTBE V
MO HanNPaBNSAOLLIMM IMHUAM CBS3N.

6. MpUHUMNLI 3alUTbl MHAOPMaUMK TeEXHWYECKMMK  cpefcTBamMi. OCHOBHbIE
HanpaBNeHNs MHXXEHEPHO-TEXHNYECKO 3aLLMTbl MHOPMaLM.

7. Buabl, UICTOYHMKM 1 HOCMTENM 3aLLMLLAEMOI MHopMaumKn. JeMacKupytoLme
NPW3HaKN 00BEKTOB HABMOAEHWS, CUTHA/IOB 1 BELLIECTB.

8. KOHTponb 3ptheKTUBHOCTU MHXXEHEPHO-TEXHNYECKON 3alMTbl MH(OPMaLMN

Buabl KOHTPONSA 3PHEKTUBHOCTU UHXEHEPHO-TEXHUYECKO 3alMTbl UH(opMaLmn. Bu-
bl 30H KOHTPONS.

9. Tpe6oBaHUA MO 3alMTE MH(OPMALMM OT YTEUKM MO TEXHWUYECKMM KaHanam.
Buibl TEXHNYECKOTr0 KOHTPONS.
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10. Cnocobbl OUEHKN 3DMEKTUBHOCTM OXpaHbl 06BEKTOB 3aLmnTbl. OueHKa ap-
(heKTUBHOCTW 3aLMTbl BULOBbLIX NPU3HAKOB 0O0bLEKTOB HabMOAEHMS.

11. OCHOBHbIe 3afjauu, CTPYKTYpa 1 XapaKTepucTmnka rocyaapCcTBeHHOM CUCTEMbI
NPOTUBOAENCTBUA TeXHUYECKOW 3awimTe. OCHOBHble PYKOBOAALLME, HOPMATMBHbIE U
METONYECKME LOKYMEHTbI MO 3aLiMTe MHOPMaLMA U NPOTUBOAENCTBUA TEXHNYECKOI
pasBefKe.

12. Pur3nYecKme 0CHOBbI 3aLLMTbl MH(OPMaLM OT TEXHUYECKNX pa3Beaok. Knac
cuukKaLmsa cpeacTs TEXHNUYECKUX pas3BefoK Mo BUAYy HocuTensd. TUMoBble 3afaun Tex-
HNYECKMX pa3BesoK.

13. MeTofbl MHXXEHEePHO-TEXHMNYECKOI 3alUnTbl UHopMaummn. NHxXeHepHas 3a-
LMTa N TEXHNYECKass 0XpaHa 06beKToB. MpoCTpaHCTBEHHOE, 3HEPTrEeTUYECKOE N CTPYK-
TYPHOE CKPbITUE MH(OPMALIMM N ee HOCUTESIE.

14. Martematumyeckass MOAeNlb KaHana YTeuku MHGopMaLun NPUMEHUTENbHO K
TEXHUYECKUM pa3BeiKaMm.

15. Knaccugmkaums MeTo4oB WHXKEHEPHOMW 3alliMTbl U TEXHUYECKON OXpaHbl
00beKTOB 3awWmTbl. MOAeNn 310yMbILLMIEHHUKA. TUMNOBOM KOMIMIEKC TEXHUYECKMX
CpeACcTB OXpaHbl NpPeaAnpuUATUS.

5.MeTo/bl aHann3a nynpaBneHns puckamm nHopMaLMoHHOi 6e30NacHOCT U

5.1. MaTeMaT4eckoe o6ecreyeHne puck-aHaimsa

1 KoHuenuuu ynpasneHuns puckamm OCTAVE, CRAMM, MITRE. VHCTpyMeH-
Tapuin ynpaeneHns MHHOPMaLMOHHBIMI PUCKaMW.

2. MeTo/ibl aHaIM3a PUCKOB Ha OCHOBE 3KCMEPTHbLIX OLEHOK.

3. MeToabl aHaM3a PUCKOB Ha OCHOBE arnaparta Teopun HEYETKMX MHOXECTB.

4. Mepbl pycKa 1 3aliULLEHHOCTU CUCTEM Ha OCHOBE BEPOATHOCTHbLIX MapameT-
POB 1 XapaKTepUCTUK yuiepba.

5. ®YHKUUN YyBCTBUTENILHOCTN W AMHAMWUYECKOe MOAENMPOBaHNe PUCKOB.

6. OLEeHKa PUCKOB CMOXHbIX CUCTEM Ha OCHOBE MapameTpoB PUCKOB MX KOMIMO-
HEHTOB.

7. AHaNNUTMYECKas OLEHKa PUCKOB NPW HOPMaslbHOM U NOFHOPMalbHOM pacnpe-
AENeHNAX NIOTHOCTN BEPOATHOCTM HacTynieHns yulepoa (MBHY).

8. AHanMTn4YecKas OLeHKa PUCKOB Npu ramMmma u 6eta-pacnpegeneHunax NBHY.

9. AHaNMTMYeCKas OLieHKa PUCKOB MPK 3KCMOHeHLmaibHOM, Beinbynna n dpnaH-
ra pacnpegenenuax rNBHY.

10. AHaINTUYECKNE PUCK-MOZENN Npyu BUHOMUanbHOM, ackans n MynbTUHOP-
Ma/IbHOM pacnpefeneHnsax BepoaTHOCTM HacTynneHns yuiepba (BHY).

11. AHaMTUYECKUE PUCK-MOAENN MNPU TeOMETPUYECKOM U TUnepreomeTpuye-
CKOM pacnpegeneHunsax BHY.

12. AHanUTN4YecKme pUCK-MoAenn npu nyacCoHOBCKOM pacnpeaeneHnn BHY.
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13. HeperynsipHble pacnpeeneHns yuiepba 1 gMHaMmKa pUCcKoB.

14. CHTE3 CMUCTEM C 3ajaHHbIM PUCKOM.

15. porHo3snpoBaHue 3PGEKTUBHOCTN CUCTEM Ha OCHOBE aHain3a PUCKOB
yLEepPOHOCTM 1 LLAHCOB MOJIE3HOCTW.

5.2. MatemaTunuyeckoe obecreyeHvie ynpaBieHust puckamu

1. Cuctema MeHe[pKMeHTa MHgopmaumoHHoin 6e3onacHoctn (CMWB). TMpouecc-
HbI noaxog B8 CMUB (mogens PDCA).

2. 3afaun MeHeKMeHTa pucka MH(opMaLUMoHHO 6e3onacHOCTU. OCHOBHbIe 3Ta-
Mbl MEHeMPKMEHTA p1CKa MH(OPMaLMOHHON 6e30MacHOCTU.

3. MeTofbl 3KCNePTHbIX OLEHOK MPY NPUHATAN peLueHnid. KoaduumeHT paHro-
BOI Koppenauum CnmpmeHa.

4, KoaththmumeHT KoHKopdauun KaHganna. SHTPOMNUIAHLIA KOIMMULMEHT KOHKOP-
fauun.

5. O6paboTKa IKCNEPTHON NHGOPMaLMM Ha OCHOBE METO/a NapHbIX CPaBHEHWIA.

6. MNMocTaHOBKa MHOrOKpUTEPUasbHbIX 3afay MPUHATUS peLLleHniA. XapaKTepuctu-
K1 npuoputeTa Kputepres. Hopmanmsayms KpUTepues.

7. TTpUHLMNbI ONTUMA/ILHOCTU B 3afadax NPUHATUASA PeLLEeHNA.

8. lNMocTaHoBKa 334a4 ONTUMM3ALMM HA OCHOBE KOMOMHMPOBaHWA NPUHLMUMNOB On-
TUMa/IbHOCTK. Teopus MosIe3HOCTH.

9. AKCHOMaTUYecKne MeToAbl MHOMOKpUTEPUasIbHOM OLUeHKK. MeTog aHamTude-
CKOW nepapxmu.

10. MeToabl noporos HecpaBHUMOCTU SJTIEKTPA.

11. CTtaTucTUYecKas Mofeslb OL4HOKPUTEPUASIBHOTO MPUHATUSA PELLeHWIA B YCOBU-
AX HeonpegeneHHoctn. Kputepuin balieca-flannaca, KpUTepuii MUHUMYMa CpefHero
KBaApaTnyecKoro OTKNOHEHUS (PYHKLMN MOMNE3HOCTU UM PYHKLMN NOTepb.

12. Kputepuii MakCUMm3aLmm BEPOSATHOCTI pacnpeeneHns QyHKUMM NoaesHocTw,
MOZQbHbIN KPUTEPUIA, KPUTEPUA MUHUMYMA 3HTPOMUM MaTeMATUYECKOro OXXuAaHus
(hYHKLMWN NONe3HOCTU, KpuTepuin Mepmeitepa).

13. MocTpoeHne KpUTEPUEB OLIEHKM N BbIOOPA PeLUeHMn Npu aKTMBHOM MPOTMBO-
AencTBun cpefpl (MakCUMUHHBIN KpuTepuid Banbga, KpUTepU MUHUMAKCHOTO PUCKa
CaBnpxa).

14. TToCTPOeHNe KpUTEPMEB OLEHKWN 1 BbIGOpa peLleHnid Npu Hanmunum npnennsu-
Te/IbHOW anpyopHOW MH(OpPMaLMK 0 COCTOSHUAX cpeabl (KpuTepuin IMypsuua, KpuTtepuia
Xomkeca-JlemaHa).

15. 3agaya NIMHENHOro NpPorpaMMMpoBaHus ¢ OynieBbIMK NepemeHHbIMU. MeTop
BETBEW M rpaHuL,
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Il. TpeboBaHMA K YPOBHIO NOArOTOBKW MOCTYyNaroLLEro

MocTynatwwmnii 4oN>KeH 3HATb/NOHUMAT b:

-MEeCTO W Po/b MHHOPMALMOHHOW 6e30MacHOCTU B CUCTEME HaLUMOHa/IbHOW 6e3-
oracHocTy Poccuiickor defepaumm, 0CHOBbI FOCYAapPCTBEHHOW UH(POPMALMOHHOM No-
NNTUKWK, CTPATErnIo pasBUTUSA MHPOPMaLMOHHOIO 06LecTsa B Poccuu;

-CYLWHOCTb M MOHATME MH(opMaLMK, NHDOPMaLMOHHOW 6e30MacHOCTM U XapakTe-
PUCTUKY ee COCTaBAOLNX;

-OCHOBHbIE CpeAcTBa M Crnocobbl 0becrneyeHns MHHMOPMaLMOHHON 6e30MacHOCTy,
MPUHLMMNBI NOCTPOEHNSA CUCTEM 3aLLMTBI MH(OpMaLMUK;

-MPUHLMMNbI PaboTbl 3EMEHTOB N (PYHKLUMOHASbHBLIX Y3/10B 3/IEKTPOHHOI annapa-
Typbl;

-TUMOBbIE CXEMOTEXHWYECKME PELUEHUSI OCHOBHbIX Y3/10B M O/IOKOB 3/1EKTPOHHOM
annaparypbl;

-00Lpe MPUHLMMBI NOCTPOEHUS BbIYUCIUTENbHBIX CETE, UX 3BOJKOLMIO, COBpe-
MEHHbIe TEeHAEHLMM N OCHOBHbIE MPOrpaMMHO-annapaTHble KOMMOHEHTbI CETH;

-00LMe MPUHUMMBLI MPOEKTMPOBAHNUA COBPEMEHHbIX CUCTEM W CETel TeNeKOMMY-
HUKaLMWiA, BKOYAsA My/bTUCEPBUCHbIE CETU CBS3MN;

-OCHOBHbIE BUbl CUMMETPUYHBIX U aCUMMETPUYHbLIX KPUMNTOrpauyeckmx anro-
PUTMOB;

-MaTemMaTnyeckme MoLen WUMPOB N KpUNTorpaguyeckme crtaHaapThbl;

-CMocobbl 1 CpeAcTBa 3aLUTbl MHPOPMALMN OT YTEYKN MO TEXHUYECKUM KaHasiam
N KOHTPONA 3NMPEKTUBHOCTY 3aLUThl UH(OpMaLUK;

-opraHu3aumio paboTbl U HOpMaTKBHbIE MPaBOBble aKTbl U CTaHAAPTLI MO NINLEH-
3MPOBaHNIO [eaTeNbHOCTN B 061aCTN 06ecneyeHns 3alUWTbl roCyAapCTBEHHOM TaHbI,
TEXHWUYECKON 3alUUTbl KOH(PUAEHUMAIbHOW WH(OopMauun, Mo aTTecTauuyM OOBLEKTOB
MHopMaTU3aLMM U CepTUPUKALMM CPEACTB 3aLLUTbl MHopMaLnK;

-OCHOBHble CTaHAapPTbl N METO/bl aHa/IM3a PUCKOB;

-MaTemMaTnyeckme MeToAbl MPUHATUA pPeLleHnid Npy ynpaBneHn pruckamm MHop-
MaLMOHHOM 6e30MacHOCTH;

MocTynawowmnii 4ONKEH YMETb:

-KnaccuguumMpoBaTh 3aluLLiaeMyo MHPOPMaLMIO No BMAAM TailHbl U CTEMeHsAM
KOH(hMAeHUMaTbHOCTW;

-KnaccmunumMpoBaTb U OLEeHMBaTb Yrpo3bl MHPOPMAaLMOHHON 6e30nacHOCTX Ans
06beKTa MH(OPMATU3ALMNN;

-paboTtartb C COBPEMEHHOM 3/IeMEHTHOIN 6a301 3N1eKTPOHHOI annapaTypbl;

-MCNO/Mb30BaTh CTaHAAPTHbIE METOAbl M CPeAcTBa MPOEKTUPOBAHUA LUPPOBbIX
Y3/10B 1 YCTPOWCTB, B TOM YmnCie 4N CPeACTB 3alyTbl MHpOPMaLMK;

-NPOBOAMTL aHa/IN3 NOKa3aTesieil KauecTBa CeTell U CUCTEM CBA3M;

-4nTaTb CTPYKTYPHbIE U (DYHKLMOHA/IbHbIE CXEMbI CUCTEM U CETEN CBA3M;



®Ire0Y BO «BI'TY», BI'TY
MPOrPAMMA
[LU. AN BCTYTUTENBHOIO UCTMBbITAHNA MNMPUN NMPNEME HA OBYYEHWE MO NMPOrPAMMAM
noaroToBKN HAYYHO-MNEOAITOIMMYECKIX KAAPOB B ACTMPAHTYPE
«METOAbI N CUCTEMBbI SALLINTBI UH®OPMAL W,

NHPOPMALIMOHHAA BE3ONACHOCTb»

-MCMNO0/b30BaTb CBOWCTBA KPUNTOrpauyeckmx CpeacTs Mpu aHaimse KOMIMIEKC-
HbIX CUCTEM 3aLLMTbl MH(OPMaLNN;

-MPaKTUYeCKN pelaTb 3adayy 3alWuTbl NporpaMm U [aHHbIX KpUMTOrpa-
(hryecKMmn cpefcTBaMu;

-MPUMEHSATb OTeYeCTBEHHbIE W 3apy6eXkHble CTaH4apTbl B 06/1aCTM KOMMNbHOTEp-
HOW 6e30MacHOCTV ANS NPOEKTUPOBaHWS, Pa3paboTKM M OLEHMBaHWS 3aLMLLEHHOCTM
KOMMbIOTEPHOW CUCTEMbI;

-M0Nb30BaTbCA HOPMATMBHbLIMU AOKYMEHTaMW MO MNPOTMBOAENCTBUIO TEXHMWYe-
CKOW pa3Befke;

-M0Nb30BaTbCA METOAAMM KOMMYECTBEHHOIO PUCK-aHaM3a NpoLeccoB 06paboT-
KW, NOMCKa 1 nepeaayn MHpopMaLmm;

-MPUMEHATb MaTemMaTU4yecKne MeTOAbl MPUHATMA pPeLleHnin npyu ynpasieHun
puUcKamy MH(opMaLMOHHON 6e30NacHOCTY

I11. MpuMepHbIA BapnaHT 3agaHuns

MocTynarowmin nonyyaeT 5 (NATb) BOMPOCOB, Ha KOTOPblE OH AO/MKEH MaKCu-
Ma/lbHO PacLUMPEHHO MUCbMEHHO OTBETUTh. BONPOChI BLIGUPAKOTCSA M3 KaXK/A0ro G/10Ka.

Boripoc Ne 1 Kputepun Knaccugmkaumm CpefcTs 3almTbl AaHHbIX. Popmasib-
Hble 1 He(hopmasibHble CpeAcTBa 3allUThl.

Bonpoc Noe 2. CTpyKTypupoBaHHasi KabenbHasi cuctema. KOHLIEHTpaTopbl U ce-
TeBble afanTepbl. Jlornyeckas CTPYKTYpuU3aLms CETW C MOMOLLLIO MOCTOB M KOMMYTa-
TOPOB.

Bonipoc Ne 3. Crek npotokonos TCP/IP. Tunbl agpecos cteka TCP/IP. dopmar IP-
agpeca. ['opafoK HasHayeHWs |P-aapecos.

Bonpoc Ne 4. CoBepLueHHble wngpbl. CTOMKOCTb WKGPa U N3BLITOYHOCTb 5i3bl-
Ka. IMATOCTOIAKOCTb U ee XapaKTepucTMKN. MeToabl 06ecneyeHnst UMUTOCTOMKOCTH.

Bonpoc Ne 5. ocTpoeHWe KpUTEPUEB OLIEHKM 1 BblOOpa PEeLLUEHNA NMPY aKTUBHOM
NMPOTUBOAENCTBUM cpelbl (MaKCUMUHHBIA KpuTepuid Banbaa, KpUTepmum MUHUMAKCHOMO
pucka CaBuaKa).
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IV. KpuTepuun ouyeHMBaHMA paboT NoCTynarLwmx
OueHVBaHMe OTBETOB Ha KaXK[blil BOMPOC OCYLLECTBASETCA N0 5-6a/bHON LLKa-
Ne B 3aBMCUMOCTM OT MPaBW/ILHOCTM W pa3BepHyTOCTU (YrnybneHHocTn) oTeeTa (Co-
rnacHo tabnuue 1). lNMocne 0TBETOB Ha BCe BONPOCHI OMNpefenseTcs cpegHee apugmeTn-
4ecKoe, OKpPYr/eHHoe B 60/bLLUYHO UM MEHbLLYH CTOPOHY MO npaBuiaM MaTeMaTUKK.

Tabnuua 1

OueHkKa KpuTepuii oueHKN

OTAnYHO [MpeTeHAEHT AEeMOHCTPMpPYeT MOoJSIHOe MOHUMaHWe BorMpoca.
Ha BOMpoC nNpeTeH4eHTOM NpeAcTaB/ieH  pa3BepHYTbIN
(yrny6neHHbIin) OTBET M3 HECKOMbKUX NINTEPATYPHbIX UCTOY-
HVKOB.

XopoLuo [MpeTeHAEHT AEeMOHCTPMpPYeT MOJSIHOe MOHMMaHWe Bompoca.
Ha Bornpoc npeTteHAeHTOM MpeAcTaB/neH HefoCTaTO4HO pas-
BepHYTbIN (Yrny6neHHbIN) OTBET.

Y 10BNeTBOPUTENBHO [MpeTeHAeHT [eMOHCTPUPYeT YaCTUYHOE MOHMMAaHWe BOMpo-
ca. [NpeTeHAEHTOM nNpeAcTaB/eH OTBET TO/IbKO Ha YacTb BO-
npoca.

HeyposnetBoputenbHo  [peTeHAEHT AeMOHCTPUPYET HeMOHMMaHWe BOnpoca.

Y npeTeHAeHTa HeT OTBETa Ha BOMpOC.

V. PeKoMeHayemMaa nutepaTtypa
OcHoBHag nuTepaTypa

1 Bpoiigo, B.J1. BblunCnTeNNbHbIE CUCTEMBI, CETU U TeNeKOMMYHUKauun[ TekcT]:
YuebHuk / B. J1. bpoigo. - 2-e nsg, - CI16.: MuTtep, 2005. -703 c.

2. Monos E.A. KoMNbHOTEPHbIE CETU [ANEKTPOHHbLINA pecypc] : Yueb. nocobue /
E. A. MNonos, B. H. [JepeBsAHKO. - DNeKTPOH. TeKCToBbIe, rpad. gaH. ( 2,97 M6 ). - Bo-
poHeXX:PIBOY BIO "BOPOHEXCKNIA TOCYLapCTBEHHbIN TEXHWUYECKUIA YHUBEPCUTET",
2015. - 1 hanin.

3. Pagbko H.M. OcHoBbl Kpuntorpauyeckon 3awuTbl MHGopmaumm [Inek-
TPOHHbI pecypc]: Yueb. nocobue / H. M. Pagbko, A. H. MOKpOYCOB. - SNIEKTPOH. TeK-
cToBble, rpaf. gaH. ( 1,04 M6 ). - BopoHex : ®I'EOY BI1O "BopoHexckuin rocysap-
CTBEHHbIV TEXHNYECKNIA yHUBepcuTeT"”, 2014. - 1 dhaitn.

4.0ctaneHko A.l.MartemaTu4ecKne OCHOBbl PUCK-aHaNn3a [ONEKTPOHHBIA pe-
cypc]: Yueb. nocobue / A. T. OctaneHko, M. B. Bypca. - DneKTpoH. TEKCTOBbIE, rpad.
[aH. (446 K6 ). - BopoHex : ®I'BOY BINO "BOpOHEXCKMIN rocyaapCTBEHHbIA TEXHU-
4yeckmin yHnBepceutet"”, 2013. - 1 dpaiin.
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5. OcTaneHko A. I'. MatemaTn4yecKne OCHOBbLI YNPaB/IEHUA PUCKaMU HapyLLEHWA
NH(OPMaLIMOHHOW 6e30MacHOCTU: y4eb. nocobme [DNeKTPOHHbIN pecypc]. - SNEKTPOH.
TekcToBble, rpad. gaHHble (4,12 M6) / A. . OctaneHko, O. H. Yonopos. - BopoHex:
®IbOY BIMO «BOpOHEXCKMIA FrOCYAaPCTBEHHbI TEXHUYECKMIA YHUBEPCUTET», 2014,

6. OCHOBbI MH(hOPMaLMOHHOWN 6e30MacHOCTU [OneKTPoHHbIN pecypc] / O. H. Yo-
nopoB, A. . OcTaneHKo. - QNeKTPOH. TEKCTOBbIE, rpad). AaH. ( 0,99 M6 ). - BopoHex :
®Ire0Y BIMO "BOPOHEXCKUI TOCYAapCTBEHHbIA TEXHMYECKUIA yHMBepcuTeT", 2015. -
1 panin.

1. TutoB A.A.TexHU4Yeckne CpeacTea 3awuTbl MHGOpMaumn: Yueb. nocobue /
AA. TutoB. - Tomck: TYCYP (TOMCKMIA rocyfapCTBEHHbIA YHUBEPCUTET CUCTEM
ynpaefieHns U pagnoanekTpoHnkn), 2010. - 194 c.

8 Onupep B.I'. KomnbtoTepHble cetu : MNpuHLMNbI, TEXHONOMMN, MPOTOKOSbI:
YuebHuk ans Bysos / B. I'. Onudpep, H. A. Onudiep - 2-e u3g. - CI6. : MNutep, 2003. -
864c.

[lononHNTeNbHas inTepaTypa

1 OcHoBbl Kpuntorpagmm : Yueb. nocooue / A. Tl. Andgepos u ap. - M. : 'ennoc
APB, 2002. - 480c.

2.0CHOBbl MH(OPMaLMOHHOM 6e3onacHOCTM © Y4ebHuk [/ B.A. MuHaes,
C.B. Ckpbinib, A.lN. ®ucyH, C.B. [BOPAHKNH. - BOPOHEX : BOPOHEXCKUA WUHCTUTYT
MB/, Poccun, 2001. - 464c.- 120.00.

3. TexHn4yeckue, opraHm13aLmMOHHbIE N KafpOoBble acneKTbl yrpasieHUs NHopma-
LIMOHHOW 6e30MacHOCTLIO : Yueb nocobue / H. . Munocnasckasi, M. KO. CeHaTopoB,
A. V. Tonctoit. - 2-e u3g,, ucnp. - M. : F'opsyas nuHusa -Tenekom, 2014. - 214 c.

4. Ynpas/ieHne puckamm MHHOpMaLMOHHOKW 6e30macHOCTK © Y4ueb. nocobue / H.
. Mwunocnaeckaa, H. KO. CeHatopoB. - 2-e u3g., ucnp. - M. : [opayad NnHUA -
Tenekom, 2014. - 130 c.

5.¥YnpaBneHne MHUMAEHTaMU MH(OPMaLMOHHON 6e30MacHOCTU M HenpepbIBHO-
CTbtO OM3Heca : Yueb. nocobue / H. . Munocnasckas, M. FO. CeHatopos. - M. : ["ops-
yas NMHKUA -Tenekom, 2014. - 170

6.OCHOBbI ynpaBneHUss WHGopMalMoHHoW 6e3onacHocTeto / AT Kypunio ;
Yueb. nocobue. - 2-e n3a., ucnp. - M. : Fopayas nnHna -Tenekom, 2014. - 244 c.

7. Pa3paboTKa CMCTEMbl TEXHWYECKON 3allMTbl UHGoOpmMaumn: Yueb. nocobue /
B. W. ABepueHKoB. - Mockea: ®JIMHTA, 2011, 187 c.

8. AHanu3 1 ynpaefieHMe puckamu 6ecnpoBOAHbLIX CETeN [INEKTPOHHbINA pecypc]
. Y4eb. nocobue / B. b. LLlepbakos, C. A. Epmakos, B. V. bBouyapos ; nog pea. I'. C.
OcTaneHKo. - ONeKTPOH. TekcToBble, rpad. gaH. ( 3052032 6ainT ). - BopoHex :
FOYBIMO "BOPOHEXCKWIA TOCYAapCTBEHHbIA TEXHUYECKUA yHuBepcuTeT”, 2008. - 1
harin.
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9. AnnapaTHble CpeAcTBa BbIYUCIUTENILHON TEXHUKU [DNEeKTPOHHbIN pecypc]
y4eb. nocobue / B. IN. Oypos. - SneKTPoH. TekcToBble aaH. ( 11441664 bawt ). - Bopo-
Hex : BI'TY, 2005. - 1 dharin. - imeeTca BapuaHT Ha OYMaKHOM HOCUTENE.

10. TlocTpoeHWe ceTeil U CUCTEM Mepefadn MHopMaLmMn [SNeKTPOHHbIA pecypc]
: Yueb. nocobue / . B. ToHYapoB. - DMEKTPOH. TEKCTOBbIe, rpad. gaH. ( 4,28 M6 ). -
BopoHex : ®I'60Y BIMO "BOpPOHEXCKNIA TOCYLAPCTBEHHbIA TEXHUYECKMIA YHUBEPCU-
Tet", 2013. - 1 havin. - 30-00.

11. TexHU4YecKne cpefcTBa M MeTOAb! 3aluTbl MHopMaumn: Y4yeb. nocobue /
AUT. 3anues. - Mocksa: ["opsyas nuHusa-Tenekom, 2012, - 616 c.

Pecypcbl MHDOPMALMOHHO-TETEKOMMYHUKALMOHHOW CeTU «HTEPHET»:

1 http://www.consultant.ru - cnpasoYHas npasoBas cuctema
«KoHcynbTaHTI 1110C».

2. http//www.garant.ru - cnpaBo4yHas npasoBas cuctema «[ apaHT.

3. http://znanium.com - KpynHeiLwan 6ecniaTtHas 31eKTpoHHas 6ubanoTeka poc-
cuiickoro VHTepHeTa.

4. httpJ//elibrary.ru/defaultx.asp - «eLibrary.ru». Poccuiickas aneKTpoHHas 6umo6-
NNOTEKA.

5. http:/lmwww.rsl.ru - poccuiickas rocyfapcteeHHas bnbnmoreka.

6. http://www.knigafund.ru -  371eKTPOHHO-OMGNMOTEYUHAas  cuUCTema
«KHUra®oHm».

7. http://Iwww.ebdb.ru - «eBdb». Mouckosas cuctema rno ¢oHAaM 31eKTPOHHbIX
OMoGNMNOoTEK.

8. http://bukinist.agava.ru - «BYKUHUCT». [MonckoBas cuctema
npeAHasHayeHa /19 nonckKa KHUM 1 Apyrnx 3N1eKTPOHHbIX TEKCTOB, UMEIOLMXCS B CBO-
6oaHOM gocTyne B VIHTEPHET.

9. http://www.poiskknig.ru - noptan no NOWUCKY 3/IEKTPOHHBLIX KHUT,

10. www.kremlin.ru - oduupmansHbl canT MNMpe3naeHTa Poccuitickoin deaepaumn.

11. http//government.ru - oduumanbHbIi canT MNpaBuTenbcTBa Poccuinckomn de-
Aepauun.

12. http://www.gov.ru - cepBep OpraHoB rocyAapCTBeHHOW BacTy POCCUINCKOM
degepaumm
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